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Abstract

Internet has been an essential part of modern society for a long time now.
Some regulators are even trying to standardize it as a utility; meaning that it
has become as vital for our lives as power and water at home. Internet is
evolving constantly, improving to speeds never imagined in the past decades.

Businesses that use Internet are evolving as well. New business requirements
for their Internet traffic are pushing industry and network service providers to
come up with new solutions, to address these challenges. Software Defined
Networks (SDN) and Segment Routing is one of these tools that help network
service providers to tackle problems existing in the networking world. SDN is
already well-established paradigm in the industry, making it easier to manage
the network.

Segment Routing is the source-routing paradigm addressing existing
drawbacks of Multiprotocol Label Switching (MPLS) networks in terms of
simplicity, scalability and manageability. By reusing and extending existing
protocols, Segment Routing enables network providers to transport traffic
using specific or custom routes, which is different from normal shortest path.

Ability to engineer traffic flows with such granularity can give network service
provider great business benefits. Segment Routing lays the foundation for
application engineered routing. It enables one to easily address customer’s
dynamic traffic requirements from high-level application.

This thesis work presents a research and experimental analysis of Segment
Routing principles and its application in Software Defined Networks. The main
underlying technologies and protocols were analyzed within this work. The
work summarize all technical requirements need for employing Segment
Routing in the SDN network.

In the scope of this thesis | implemented three virtual networks for testing
Segment Routing properties. In diverse network topologies Segment Routing
was tested from different aspects. In this work | investigated Segment Routing
performance capabilities, scalability properties and multi-domain application.
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Chapter 1. Introduction

Segment Routing (SR) is a new source routing paradigm. It is a network
technology that wants to address several drawbacks of existing IP/MPLS
networks in terms of scalability, simplicity, and ease of operation [1]. Segment
Routing is a basis of application engineered routing. Application engineered
routing is a new business model that can enable applications to direct
behavior of network. It is a paradigm designed and built for SDN era.
Segment Routing is being standardized by Internet Engineering Task Force
under Source Packet Routing in Networking (SPRING) group [2].

Segment Routing enhances packet-forwarding behavior. It allows network to
carry packets via specific forwarding path. This path can be different from
natural shortest path that packet usually takes inside the network. Having
control to set up custom forwarding paths opens up much use case scenarios
that certain applications can benefit from.

Source-based routing is not a brand new idea in the world of networking, but it
has not seen widespread adoption. A node (usually a router or a switch),
which steers packets using list of ordered instructions is called segment.
Segment Routing allows network to steer traffic via any topological flow.

One of the key advantages of Segment Routing is its simplicity. It only takes
few lines of configuration to enable it on the router. Segment Routing is
particularly useful in the era of SDN, where new business needs require new
and finer granularity of traffic engineering and differentiation. Segment
Routing can be deployed in the network step by step, there is no need to
make massive upgrades inside the network. It can be integrated with existing
MPLS network, since it is interoperable with existing MPLS control and data
planes.
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Today’s traffic engineering solutions, such as Resource Reservation Protocol
— Traffic Engineering (RSVP-TE) requires signaling for each path, and state of
the each path needs to be present on each node that traffic traverses.
Segment Routing can implement all these without the need of signaling
protocol, making its architecture simpler and more scalable.

Segment Routing using MPLS data plane, does not require Label Distribution
Protocol (LDP) or RSVP-TE. Labels are distributed using Interior Gateway
Protocol either Intermediate System-to-Intermediate System (ISIS) or Open
Shortest Path First (OSPF) and BGP. Running fewer protocols inside the
network already makes network more stable and scalable. Segment Routing
paths are protected with Fast Reroute (FRR) capability, that allows rerouting
of traffic in under 50 milliseconds, in case of link or node failure.

Traditionally routers guide traffic inside the network primarily based on
destination IP. Underlying Interior Gateway Protocol (IGP) was used to
distribute network topology and compute shortest path from ingress to egress
node. However, nowadays packet loss, jitter, delay, and available bandwidth
have become major business differentiator when creating service-level
agreements (SLAs). Therefore, this new business requirements are pushing
networks to evolve towards more agility and flexibility.

Multiprotocol Label Switching (MPLS) introduced tunneling mechanism and
traffic steering functions [3]. These were main reasons behind success of the
MPLS technology. MPLS introduced MPLS based Virtual Private Networks
(VPN).

However, Resource Reservation Protocol-Traffic Engineering (RSVP-TE) did
not have same popularity as MPLS VPN. One of the main reasons of this was
having poor load balancing characteristics. Another reason was that it was
not very scalable. Final reason was that computation was distributed and this
was causing some unpredictable traffic patterns and not optimal use of
resources.

Nowadays network operators are demanding more flexible, agile, scalable,
and simple network architectures. These architectures will help them to
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implement application-centric networking and cloud-based services, which are
increasingly demanded functionality on the market. Segment Routing was
created to address this very issue and evolve network in the era of Software
Defined Networking.

Target audience for Segment routing are mainly Internet Service Providers
(ISP), content providers, over-the-top (OTT) providers, large enterprises, data
centers, and others.

1.1 Main Contributions

MPLS-TE already exists as traffic engineering solution. However, it has
drawbacks in terms of scalability, manageability, and uses heavy signaling
protocols such as RSVP-TE and LDP. Segment Routing overcomes these
drawbacks and enables network service providers to change network
behavior dynamically.

However, in order to achieve this some tools and protocols needs to be
present and enabled inside the network. In particular: SDN controller and
protocols such as BGP, BGP-LS, IGP (I1S-IS), PCEP, MPLS with Segment
Routing.

SDN controller is needed to have a global view of the network, communicate
messages and commands back and forth with network devices. It acts as a
medium between high-level application and network devices.

BGP-LS and IGP protocols are needed to extract link state information from
the network. This data includes link bandwidth, metric, delay, and more. This
data is readily accessible by SDN controller, and therefore by high-level
application.

Path Computation Element (PCEP) needs to be present in the network in
order to calculate suitable paths and then push the path onto the network
node using SDN controller.
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Segment Routing can enable traffic engineering in three possible ways:

e By manually creating Segment Routing Label Switched Paths and
explicitly defining route inside the network. This equivalent of MPLS-TE
but without extra protocols

e By manually creating Segment Routing tunnels. Path is calculated by
Path Computation Element (PCE) and later pushed by SDN Controller
onto the network

e Dynamically create Segment Routing tunnels. Path is calculated by
PCE using existing network information or SLA, such as delay,
bandwidth, metric etc.

As technology and as a standard, Segment Routing is at very early stages of
development. Only couple of demo implementations by major networking
equipment manufacturers exists, and they are only available for very specific
customers.

My thesis presents the research about Segment Routing and discusses: its
underlying technologies (MPLS, SDN) and protocols (BGP, BGP-IS, IS-IS,
PCEP). The listed protocols are essential for Segment Routing. In this work
they are analyzed in detail together with defined protocol extensions for
Segment Routing.

In my thesis | brought together all above mentioned tools to provide
implementation of Segment Routing inside the virtual network of Cisco
routers. For this thesis | implemented three different Segment Routing
networks suitable for testing Segment Routing technology from different
aspects.

This thesis has the aim to demonstrate and prove the major Segment Routing
advantages. This thesis brings results on:

e Segment Routing performance benefits
e Segment Routing scalability
e Segment Routing multi-domain performance
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Chapter 2. State of the Art

Nowadays the requirement for dynamic end-to-end service provisioning has
been put into focus. The demand is driven by a need to interconnect
geographically network elements and services. The end-to-end path can
usually span over multiple domains. However, different domains can diverse
from many aspects. Different domains can have different transmission and
switching technologies but also different options in control plane.
Heterogeneous control plane internetworking is the big challenge for ISPs that
needs to be solved. [4] The solution must address the problems that come in
multi-domain scenario such as limited topology visibility.

Software Defined Networking (SDN) is a new networking paradigm that
promises that tends to solve control plane issues. SDN promotes the
separation of control functions from the traditional forwarding elements. [5].
Control functions are centralized and placed onto dedicated entity called SDN
controller. SDN architecture brings new network applications with and
abstracted centralized view of network state. SDN employment can result in
better network capacity utilization and improvement in terms of delay and
traffic loss.

Software Defined Networking will change the way network operators work.
Centralized network control paves the way for network programmability that
opens a spectrum of new network applications. Some of emerging use cases
are enhanced network management, monitoring and measurement, cloud
orchestration, application traffic engineering, load balancing in data center.
[6]. SDN is seen as the key technology for the next-generations networks.
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SDN offers innovative networking platform [7]. The shift from legacy networks
with distributed control plane to Software Defined Networks can be painful for
ISPs. SDN interoperability with legacy devices attracted huge attention in
networking world. However, existing employments of SDN are still limited and
existing prototypes are still premature to offer confidence to real world
deployment.

It is certain that SDN adoption will come incrementally in the close future. [8]
is the one of the first scientific researches that investigates the network
performance issue by migrating from traditional to SDN network. The work is
focused on cooperation between SDN-capable forwarding elements and
legacy equipment. The results have shown that improvements come even by
employing a few strategically placed SDN forwarding elements into legacy
network.

In SDN architecture SDN controllers are distinct from switches. The
communication between switches and controller is enabled by a specific
protocol. OpenFlow is the first standardized protocol that specifies the rules
for communication between SDN controller and forwarding elements. It allows
remote administration of a layer 3. OpenFlow enables programmability of
forwarding behavior of different switches and routers [9] [10].

OpenFlow is being extended to support traditional traffic engineering services
such as IP/MPLS. [11]. MPLS is today one of the most important technologies
for ISPs. MPLS has introduced VPN and ability to support QoS. MPLS has
been widely adopted among ISPs to establish dedicated paths for traffic
engineering, load balancing, link protection, VPN and etc. [12]. However
MPLS relies on distributed control plain. Protocols such as RSVP-TE and LDP
are used to signal MPLS paths in the network and to fill up routing tables.
Even though MPLS label based forwarding seems to be a good match with
OpenFlow, their operability is very sensitive question. OpenFlow .1.0 does not
support MPLS.
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Recent researches put many effort to find the mechanism to integrate
OpenFlow with MPLS. Transition to SDN requires simultaneous support
development for legacy equipment and technologies. In [13] tunneling splicing
mechanism is proposed for integrating OpenFlow with MPLS in the
heterogeneous networks. The mechanism opens possibility to establish
tunnels in hybrid networks. Hybrid networks are result of migrating from
traditional to Software Defined Networks and they employ heterogeneous
devices.

Recently IETF has proposed a traffic engineering technology that simplifies
IP/MPLS operation and enables easier integration with centralized control
architecture. Segment Routing is a new technology designed for SDN era
[14]. Segment Routing does not depend on distributed signaling protocols and
it easily fits the SDN concepts. However, even though is built with SDN in
mind, Segment Routing is compatible with traditional IP/MPLS networks.

In scientific literature there is limited number of work that has been done
regarding Segment Routing technology. The work [15], discusses SR
implementation in both SDN and traditional IP/MPLS network. Firstly, it
examines the Segment Routing tunnel setup in SDN environment where
nodes are OpenFlow switches. They used SR-Controller that was developed
from RYU framework by adding new modules such as request handler,
network tracker, per flow monitor and SR engine. The second network is not
software defined but it has centralized path computation entity (PCE) that
creates the routes in traditional IP/MPLS network. Their scenario examines
flow rerouting with aim of better resources utilization. Both implementations
were successfully utilized to demonstrate dynamic packet rerouting enabled
by enforcing different segment list at ingress node. Flow reroute is performed
without any signaling protocol and with no packet loss.

In [16] SR technology is applied to multi-layer network — packet over optical
network. Also in this work network control is centralized by a SDN controller.
The controller controls the label stacking configuration and enables dynamic
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traffic adaptations without requiring GMPLS operation. In the scope of this
work the testbed network is built of packet capable switches (OpenvSwitch)
and two ROADMS. To reach the destination a flow can be routed through the
packet network, or it can be pushed to optical bypass. The path the flow will
take depends on the predefined policy. The work exanimated how Segment
Routing could be used to control the path that a flow will take through the
network, depending on policy criteria. Additionally, this work presents
scalability performance on time delay introduced by path computation. Tests
have shown that if the label stack is deep the time increases approximately
for 1ms due to stack computation at SDN controller. However this delay did
not introduce any performance degradation.

In [17] investigates Software Defined Network using Carrier Ethernet and
Segment Routing (CESR) in Tier-1 Service Provider. One of the work focuses
is put on provisioning of the new SDN enabled services such bandwidth on
demand and automated bandwidth sharing between enterprises and
residential users. The results have shown that by employing SDN and CESR,
the service provider can dynamically provision bandwidth to enterprise
customers and remaining bandwidth is used for the best-effort service for
residential users.

The research [18] has implemented algorithms for flow assignment that tries
to minimize overall network crossing time. The heuristic this work proposes
consists of two phase search. The first is Constrained Shortest Path First and
the second is re-assignment phase that optimize existing paths with aim to
decrease crossing time. SDN controller is equipped with modules capable to
provide Segment Routing traffic engineering. The algorithm was tested on the
large scale topology (over 150 nodes) and it showed improvement in terms of
the path length. After applying the proposed algorithm the mean path length is
decreases in terms of number of segment identifiers. That means the majority
of total flows in the network gets the shortest path through the network.
Results are valid also when network is saturated.
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Chapter 3. Technology Overview

This chapter explains concepts and use cases of Segment Routing in more
detailed manner. Moreover, one can find analysis of all protocols and
technologies necessary for Segment Routing deployment.

3.1 Source Routing

Routing is the process of selecting the best path through the network for
incoming data flows [19]. Usually, path is guided through the network
according to its destination IP address. Such routing method is called
destination based routing and it’'s commonly used in traditional IP networks.
Once a router receives a packet, the router checks the packet’s destination IP
address and consults its routing information base (RIB). Once it finds a
suitable IP address match, a router forwards a packet to a proper port and
packet is forwarded towards the destination IP address.

In contrast of traditional destination based routing, one could implement
source routing in a network. Source routing is a method where a sender of a
packet specifies the route that a packet should take through the network [20].
When the packet with source routing travels through the network, a transit
router routes a packet by inspecting the path information encoded in packet
by source router. A source router must be aware of network layout in order to
specify the route to the destination.

Source routing allows a router to determine a path partially or completely.
When sender determines exact path that mechanism is called Strict Source
and Record Routing (SSRR) [21]. This approach is rarely used. A common
case of source routing is called Loose Source and Recorded Routing (LSRR),
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where sender provide one or more intermediate hops that packet must visit on
its path to the destination.

The main benefit of source routing is that intermediate nodes do not have to
keep route information in RIB because the forwarding steps are specified in
the data packet. Source routing enables easier network troubleshooting,
enhances traceroutes and increases overall network performance. Software
Defined Network can also be improved when source routing is used in the
data plane. Source routing can minimize communication between SDN
controller and switches when new flow is set up.

3.2 Segment Routing

Segment Routing is a new source routing paradigm designed to simplify
existing routing techniques in traffic-engineered networks. It enables efficient
packet steering through a specific network path, rather than natural shortest
path that packet usually takes within a network. A source node directs
incoming packet flow through the network by specifying a list of intermediate
destinations that a packet must visit on its way to the final destination. In
Segment Routing, labels called segments represent intermediate path points.
The main benefit of this technology is its simplicity, easy implementation and
scalability [1] [22].

Segment Routing is technique that is enabled by small number of extensions
to routing protocols such as IGP, BGP and PCEP and it can be applied in
MPLS and IPv6 architecture. Segment Routing does not require a lot of
changes in MPLS forwarding plane. A segment is encoded as a MPLS label
and list of segments are equivalent to MPLS label stack. In IPv6 architecture
a segment is represented as an IPv6 address. This is enabled by introducing
Segment Routing Extension Header that allows multiple IPv6 addresses to be
encoded in source router, so multiple intermediate hops can be specified.

The Segment Routing concepts are same in both environments. However,

some implementation details and protocol extensions differ between Segment
Routing in MPLS and Segment Routing in IPv6 networks. This work puts

10
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focus on Segment Routing over MPLS architecture and details on Segment
Routing in IPv6 networks will be skipped.

3.2.1 Segment Routing Concepts

This subchapter discusses main Segment Routing concepts. Firstly, a
concept of segment will be explained. After, the classification of segments will
be represented with related examples.

Segment

According to the IETF, a segment is an instruction that node executes on the
incoming packet. This instruction could be for instance, forward the packet to
a specific network node according to shortest path, or forward packet through
specific interface, or deliver the packet to a given application or service.
Segment is identified with Segment Identifier (SID) and in MPLS environment
it is encoded in 32 bits MPLS label [23].

Segment Advertising

Segments are advertised using IGP and BGP routing protocols. For both
protocol types, Segment Routing extensions are defined to include Segment
Routing information. In other words, routing protocols enable segments’
signaling through the network. Let us now consider an autonomous system
consisting of multiple IGP areas. Within each IGP area either 1S-1S or OSPF is
running. They are responsible to advertise segments within an IGP domain.
However, in order to implement traffic engineering between an AS, segment
exchanging between BGP peers must be enabled. BGP is extended to
advertise the segments related to the BGP-prefix. The more details about
protocol extensions will be provided subchapters 3.3 and 3.4.

Segment routing is constructed with SDN in mind. In software defined network
it is assumed that SDN controller is in charge of determining end-to-end paths
throughout a network. SDN has information on underlying network topology
provided by BGP-LS protocol. In a software defined network that implements
Segment Routing, BGP-LS is responsible to advertise SDN controller about

11
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segment identifiers. The topological path calculated by a SDN controller is
pushed down to the source node in a form of the list of segments. Calculated
path is carried by PCEP protocol. In SDN environment both PCEP and BGP-
LS extensions are necessary to support Segment Routing. More information
about these extensions are presented in chapters 3.4 and 3.5.

Global and Local Segments

According to its significance in the network all the segments can be divided on
global and local. For now, the term network will be related to an IGP area.

Global segment is related to the instruction that is supported by all nodes in
an IGP domain. A global segment must be unique within a domain. Any node
in an IGP domain must have all global segments in its Forwarding Information
Base (FIB). The value of global segment identifiers is taken from the Segment
Routing Global Block (SRGB). SRGB is a subspace of a 32bit SID space, and
it takes values from 16000 up to 23999 [24].

Local segment is an instruction that is supported by the node originating it.
Local segments take a value outside of SRGB range. Since it has only local
significance, its value is related only to local router FIB. A router is not aware
of local segments of the other routers in a domain. Moreover the local SID
values could be reused within an IGP domain, since a local SID value has
local meaning for each single router.

IGP Segment Identifiers — IGP-SIDs

Link state protocols have an important role in Segment Routing. Global and
local segments are distributed throughout the domain using IGP [23]. Both
Open Shortest Path First (OSPF) and Intermediate System to Intermediate
System (IS-IS) support Segment Routing thanks to well-defined protocol
extensions, which will be explained later in the paper. Segment Identifiers
distributed by an IGP can be classified as it is shown in the following figure:

12



Ana Kos
Master Thesis

Adj-SID

IGP-SID Anycast-SID

Prefix-SID
Node-SID

Figure 3.1: IGP-SID classification

Prefix-SID

In general, Prefix-SID is a segment that refers to a specific network prefix.
Prefix-SID is always global within an IGP domain and it refers to the shortest
path computed by IGP to the related prefix. A packet that enters an IGP area
with an active Prefix-SID will be forwarded along the ECMP-aware shortest
path to the prefix. Since a prefix could represent a node or a group of nodes
within an IGP domain, Prefix-SIDs are further divided into Node-SIDs and
Anycast-SIDs:

Node-SID is a Prefix-SID and it refers to a specific node. A Node-SID has
a global significance and it identifies exactly the prefix of the node’s
loopback interface. For instance, let’s observe the figure 3.2. 16004 is a
Node-SID of the R4. The R1 wants to send a packet to R4 and it pushes
the Node-SID on top of the packet’s header. Since the shortest path to the
R4 is through R2 and R3, R4 forwards packet to R2. When the packet
arrives to R2, the router checks its FIB and passes the packet towards R3.
Since R3 is not the final destination of the label 16004, R2 does not
remove the label. Since R3 is the last router towards destination it passes
the packet to R4 and remove the label out of stack

Anycast-SID identifies a set of routers. A packet with Anycast-SID will be
forwarded towards the closest node of anycast set. The Anycast-SID is an
interesting tool for traffic engineering because it makes it easy to express
macro traffic-engineering policies
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Figure 3.2: Node-SID example

Adjacency-SID

The Adj-SID is IGP-SID that points on a specific link that belongs to the same
IGP domain. Adj-SID has local significance, which means that a router
maintains Adj-SIDs only for its neighbors. Adjacency segments must take a
value that is outside of SRGB range. Usually a router allocates them
dynamically. Since Adjacency SID’s has local significance they don’t have to
be unique in the SR domain. Adj-SID is very useful if u want to steer traffic
flow through a specific interface. The figure 3.3 illustrates does how it work.
Let's observe the R4. Adj-SIDs are assigned automatically for its three
interfaces 24001, 24002 and 24003 (note that values are out of SRGB). If one
wants to use a link between R4 and R5 it is enough just to push the local label
(24002) and packet will be forwarded to the next hop.
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24001

24003

POP
24002

Figure 3.3: Adjacency-SID example

Routing Operations

Source node steers the incoming traffic flow by attaching an ordered list of
SIDs to a packet header. The top segment is the first one that will be
executed. Once the segment is executed (packet reaches an intermediate
destination), next segment is going to be processed and so on. When last
segment is executed, a flow either reaches its destination, or it just exits a SR
domain and continues to be routed according to destination IP address.

There are three actions that could be performed on segments by SR-capable
nodes [22]. However, they are closely related to operations performed on
MPLS labels in MPLS networks. Segment Routing operations are:

1. PUSH (MPLS PUSH) — a segment is pushed on the top of segment stack

2. NEXT (MPLS POP) — an active segment is completed and it is removed
from the stack

3. CONTINUE (MPLS SWAP) — active segment is not completed yet and it
remains active. Naturally, this operation exists only for global segments,
since their execution could include multi-hops. Local segments
(adjacencies) are executed in a single hop
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The figure 3.4 explains how a packet is forwarded through a SR domain.

CONTINUE
16004 NEXT 16004

7 N

PUSH 16004
16004 16004 16004
PACKETTO 4 PACKET TO 4 PACKET TO 4 PACKET TO 4

Figure 3.4: Segment Routing Operations

3.2.2 Segment Routing Use Cases

Simplified transport of MPLS services

Segment Routing can offer the same tunneling service as MPLS in simplified
manner using just IS-IS or OSPF, figure 3.5. Service provider can easily
enable services like L3VPN, VPLS and VPWS by setting up a Node-SID per
network edge and ECMP tunnels will be created automatically from any
ingress to any egress edge [1]. LDP and RSVP are no more required, and
that leads to following benefits:

e Simpler operation — less signaling in the network meaning the gain in

terms of bandwidth and operation complexity
e Scaling — only one label for each node, reducing number of LSDB entries
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Segment Routing
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Figure 3.5: Simplified MPLS transport

Segment Routing and LDP coexistence

Inside MPLS Architecture, Segment Routing can coexist with LDP and RSVP-
TE [1] [25]. Segment Routing Global Block assures that labels used for
Segment Routing and LDP are allocated from different blocks of label. If both
Segment Routing and LDP are enabled on the same router, LDP is given
priority by default, but this can be changed using CLI configuration.

Traffic Engineering

Segment Routing can create tunnels according to customers’ needs. SR
enables traffic steering through any desired network path. By employing
different SIDs, tunnels can be constructed in a smart way, which will result in
increased network performance and throughput. Also, tunnels can be
designed by taking into account customers’ SLAs. The most significant TE
use cases are presented below.

Deterministic path or path avoidance is for sure the most useful tool in traffic
engineering [26]. By exploiting adjacency SIDs, one can specify a path as
path which flow will take through the network. Typical use case is presented
on the figure 3.6.
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Figure 3.6: Traffic Engineering - Path Avoidance

One wants to send the traffic to R6 (Node-SID 16006). The easiest way to it is
to push node segment on top of the packet and it will be forwarded according
to the shortest path. However Node-SID represents the instruction for ECMP-
aware shortest path to R6, meaning that flow will take either R1-R2-R4-R6 or
R1-R3-R5-R6. In the case the link R1-R2 becomes overloaded and the QoS
drops down, a controller can dynamically push the traffic to R3 and avoid a
busy link. Traffic will arrive at R3 and then it will continue to R6 according to
the shortest path.

By assigning anycast SIDs, one can define a group of routers which flow will
take on its way to the destination. For service providers this is very interesting
tool because it can express macro policies such as “go via plane one of dual-
plane network” or “go via European Region” [27]. As an example let’s observe
the figure 3.7. The network can be described as a dual plane. One can steer
the traffic only through yellow or blue nodes to the final destination by
assigning labels {16001, 16005} or {16002, 16005}. ECMP is supported within
a plain, meaning if there are disjoint paths, the load will be balanced (per
flow).

The main benefits are tunneling without RSVP and LDP signaling, ECMP-

aware routing and zero per-flow state on transient routers. Only additional
anycast SID have to be configured (one per network plane).
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Figure 3.7: Using Anycast-SID in Dual-Plane networks

Fast Reroute

Segment Routing supports services with tight SLA. To do so, Topology
Independent Loop-Free Alternate (TI-LFA) is used within Segment Routing
network. TI-LFA guarantees 100-percent coverage in any IGP network and 50
msec of convergence time.

TI-LFA is very easy to implement because for the protection path it uses one
that is automatically pre-computed by IGP. As a protection path, it uses post-
convergence path, which is the optimum path in case of primary path failure
[28]. Post-convergence path is typically planned by network architects to
support traffic rerouting in the case of failure. If failure happens in SR network,
the only node that keeps state is one that suffered from failure — it reroutes
packets by attaching backup segments.

3.3 Intermediate System to Intermediate System

Intermediate system to Intermediate System (IS-1S) is an Interior Gateway
Protocol, standardized by International Organization for Standardization in
1992, for communication between two network devices named Intermediate
System (1S) [29]. Together with Open Shortest Path First (OSPF) belongs to
the group of link-state protocols. Link state protocols enable very fast
convergence as well as good scalability performance comparing to distance-
vector protocols. The main features of I1S-IS are:
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* Classless behavior
* Rapid flooding

* Fast convergence

* Hierarchical routing
* Scalability

* Flexible timer tuning

IS-IS operation is based on flooding link state information inside within an
administrative domain (routing domain). A router periodically floods a network
with link state packets (LSP) that contain information about status of its links.
According to collected information any network node can get a full picture of
network topology. By applying certain algorithms a router can calculate the
shortest path to other nodes in the domain. IS-IS uses Dijkstra algorithm.
Upon calculation a router stores results in its FIB - new entry is added for
each route containing destination node, next-hop address and output
interface.

IS-IS routing uses two-level hierarchical routing [30]. A IS-IS router can be
either Level 1, Level 2 or Level 12 router. Level 1 router is a non-backbone
router that builds adjacency with neighbors in the same, Level 1 area. The
only information that a level 1 router has regarding the other areas is a default
route to the closest Level 1-2 router. Level 2 router is a backbone router and it
builds adjacency with only Level 2 routers, which can be in the same area or
in other areas. Level 2 routers are responsible for inter-domain routing and
they have all information about topology. Level 1-2 router builds adjacency
with both Level 1 and Level 2 routers. They behave as gateways to Level 1
routers that want to send the traffic outside of domain. Hierarchical 1S-IS
architecture is presented on the figure 3.8.
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Figure 3.8: IS-IS hierarchical architecture
In general, an operation flow of an I1S-IS router:

Sends hello messages and builds adjacencies

Creates link state packets and floods its neighbors

Receives all link state information from its neighbors

Runs shortest path first algorithm (Dijkstra) and partial route calculation
The procedure is repeated when new LSPs are received

AR A

IS-IS together with OSPF is essential for Segment Routing networks. IGP
enables segments redistribution through the network, which eliminates needs
for signaling protocols such as LDP. Comparing to OSPF, IS-IS became
increasing popular among service providers because its performance in large
topologies. That motivates us to implement it in our network as an IGP. In the
following subchapter we will see what extensions to ordinary IS-IS are
essential for Segment Routing.
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3.3.1 IS-IS extensions for Segment Routing

IS-IS uses Type-Length-Value elements (TLV) inside protocol message [31].
TLVs make a protocol easy extensible. Once additional data should be
encoded in message a new TLV is added and there is no need for
redesigning a protocol. In order to support Segment Routing new 1S-IS Sub-
TLVs are defined. Sub-TLVs are placed inside of TLVs and they use the
same concepts as ordinary TLVs.

Prefix-SID sub-TLV

Prefix-SID sub-TLV is defined to carry information on Prefix Segment
Identifier. As mentioned before, that Prefix-SID must be unique within IGP
domain. It has following format:

Figure 3.9: Prefix-SID sub-TLV format for IS-IS message

The first four fields are 8 bits length each. Six flags are defined for Prefix-SID
sub-TLV: Re-advertisement flag, Node-SID flag, no-PHP flag, Explicit-Null
flag, Value flag and Local flag. Depending on their value, these flags could
influence where and how sub-TLV will be distributed within IGP domain.
Algorithm field contains an identifier of the exact algorithm that a router should
use to compute the shortest path (metric based SPF, constrained SPF and
etc.). SID-Index-Label field carries information on SID. There are two ways
how SID can be encoded into this field. SID value can be encoded directly,
and in that case three octets out of four are used. Value and Local flags must
be set, meaning that sub-TLV carries actual SID value. Otherwise, SID
information could be carried under its index value. Index value is an offset in
SID-Label range for a given router. Once it receives an index a router uses it
to retrieve an actual SID value. This encoding uses all 32 bits, and it requires
Local and Value flags to be unset.
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Adjacency-SID sub-TLV

Adjacency-SID sub-TLV encodes and distributes Adjacency-SID. Adjacency
sub-TLV can advertise adjacency of a single node or set of adjacencies
referred to designated router. It is part of IS-Neighbor TLV and it has similar
format as Prefix-SID sub-TLV:

Figure 3.10: Adjacency-SID sub-TLV format for IS-IS message

Adjacency-SID sub-TLV has five flags defined: Address-family, Back-up,
Value, Set and Local flag. Unlike Prefix-SID sub-TLV, here we have weight
field that carries the weight of the link, for the purpose of load balancing.

SID-Index-Label field can carry one of those three values: Label value (3
octets), Index value (4 octets) or IPv6 address (in the case SR is implemented
onto IPv6 data plane). Local and Value bits combination indicates which of
those three values is inside of SID-Index-Label field.

In LAN sub-networks, a designated router is elected, and together with its
adjacent nodes forms a pseudo-node that can advertise set of adjacencies to
its ‘new’ neighbors. This kind of advertisement is supported by LAN-Adj-SID
that has similar properties as an ordinary Adj-SID sub-TLV.

SID-Label Binding TLV

SID-Label Binding TLV could have multiple roles in SR architecture and could
be originated by any router in a domain. It can be used for binding IP address
to SID value. This could be important if in a domain not all of nodes are
capable to advertise its SIDs. Another purpose of Binding TLV is to bind a
primary path with a backup path. Lastly, the router may advertise a SID/Label
binding to a FEC along with at least a single 'next hop style’ anchor.

23



Ana Kos
Master Thesis

Capabilities Sub-TLV

Router features in SR architecture are advertised through SR-Capabilities
Sub-TLV and SR-Algorithm sub-TLV. Each router in a domain must generate
those sub-TLVs. The first sub-TLV advertises SR capability and label ranges
that a certain router uses. The second sub-TLV allows the router to advertise
the algorithm.

3.4 Border Gateway Protocol

Border Gateway Protocol (BGP) is the one of the most important Internet
protocols today. It a standardized protocol used to exchange reachability and
routing information between Autonomous Systems (AS) [32]. AS is referred to
a network or a group of networks under common administration. Although
BGP is referred to an exterior gateway protocol (eBGP), in complex networks
it also might be used as an interior gateway protocol (iBGP). Routers on the
boundary of one AS exchanging information with another AS are called border
or edge routers or simply eBGP peers and are typically connected directly,
while iBGP peers can be interconnected through other intermediate routers.
The current version of BGP is BGP4 [33].

The router that implements BGP is called BGP speaker. BGP speakers peer
among themselves exchanging network layer reachability information (NLRI)
within UPDATE messages. NLRI contains the network number, path specific
attributes and the list of autonomous system numbers that route must transit
to reach a destination network. BGP prevents routing loops by rejecting any
routing update that contains the local autonomous system number because
this indicates that the route has already traveled through that autonomous
system and therefore a loop would be created.

Any BGP speaker receives routing updates from other peers, processes the
information for local use and then advertises selected routes to different peers
based on predefined policies. In order for BGP to be able to perform its
functions it stores this information in a special type of database called the
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BGP Routing Information Base. BGP Routing Information Base consists of
three parts:

a. Adjacency Routing Information Base Incoming (Adj-RIBs-In) is filled up
with information received from incoming UPDATE messages

b. Local Routing Information Base (Loc-RIB) contains the local routing
information the BGP speaker selected by applying its local policies to
the Adj-RIBs-In

c. Adjacency Routing Information Base Outgoing (Adj-RIBs-Out) stores
information the local BGP speaker selected for advertise to its
neighbors

Policies about filtering routes from Loc-RIB-IN into Loc-RIB are configured
manually by network operator. There are diverse types of criteria that can be
applied in path decision such as: local preference (usually a path preferred by
operator), shortest AS path, lowest origin type, smallest multiple discriminator.
Also network operator can decide which NLRI will share with other networks.
Moreover an operator can decide which routes will be advertised to other
BGP domain.

BGP is a very robust and highly scalable routing protocol. BGP routing tables
can carry thousands routes. BGP uses many route parameters, called
attributes, to define routing policies and maintain a stable routing
environment. BGP attributes can be mandatory or optional. Mandatory
attributes are attributes that have to present for each entry. Some of them are
ORIGIN, AS_PATH, NEXT_HOP, and LOCAL_PREF. On other hand,
optional attributes do not have necessarily be present in RIB. BGP applies
Classless Inter Domain Routing (CIDR) a mechanism to reduce the size of the
Internet routing tables. When CIDR is applied block of network addresses is
advertised and the concept of network class is eliminated (route aggregation).
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3.4.1 BGP in Segment Routing - concepts and extensions

In the case of multi-domain traffic engineering, IGP segments are not enough
to perform the task. IGP segments are configured for a single IGP domain
and a router cannot pass the traffic to the next domain unless it doesn’t know
its segment identifier. Since there is no IGP running between routers in
different domains, the only way to solve it is by using BGP protocol and BGP
segments.

For the purpose of Segment Routing, BGP-Prefix-SID is defined to identify
certain BGP prefix [34]. BGP-Prefix-SID is always global within BGP/SR area.
A router that receives a packet with BGP-Prefix-SID will route a packet
according to the shortest, ECMP-aware, path to specified BGP prefix.

Each BGP speaker can assign a label index to the prefixes it originates. Index
is an offset value in label range. For BGP-Prefix-SIDs the values must be
taken from SRGB. One must specify the range of global block that will be
used in the network. This range must be between 16000 and 23999. When
BGP speaker determines an index, the corresponding SID can be determined
as SID = SR_start + index.

Regarding BGP-Prefix-SID, IETF has defined in a draft:

e BGP Prefix-SID attributes that uniquely represent BGP-Prefix-SID -
explained below

e Rules for generating and processing the label index - label index is
configured and advertised in BGP update message. With whom BGP
will exchange those information is defined by policy. If a speaker
receives unwanted message, it discards it

e Error processing for the label index attribute - if a speaker receives
bad-formed attribute it ignores it. If it receives multiple attributes or if it
receives unacceptable attribute it does not pass it further and it may
log the error for further analysis
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BGP Prefix-SID is encoded in TLV format. For MPLS data plane two TLVs
represent the Prefix-SID: Label-Index TLV and Originator SRGB TLV. The
first TLV is mandatory and carries label index value and it format is following:

2 1 2 3
1234567890123 456789@123456738901
e ¥
Type | Length | RESERVED |
et B e
Flags | Label Index |
e e e e e e B
Label Index |
e e ekt

Figure 3.11: Label-Index TLV in BGP message

Ao e e e

The type field is 1 and the length is 7. Eight bits are reserved and there are 16
bits for flags. Label index is encoded in 32 bits.

The second TLV is optional and describes SRGB of the router that originates
BGP-Prefix-SID. SRGB is encoded in three octet field. SRGB field can appear
multiple times meaning that SRGB consists of multiple ranges. Type value is
3, flag field is 2 octets and length field is variable and depends on number of
SRGB ranges.

2 1 2 3
1234567892123 45678%2012345678%901
S S S e
Type | Length | Flags |
s e e e e T e st S 2
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SRGB 1 (6 octets)
e e ek et T T T B e e

o ———
+

e e 2
e e e s S T e Sl S
| SRGB n (6 octets)

| R T e T s T It
+

e T S T s

Figure 3.12: Originator-SRGB TLV in BGP message
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3.4.2 BGP-Link State

To calculate an end-to-end path that spans over multiple IGP domains, one
should exploit information from several LSDBs. For multi-domain path
computation, central path computation entity is usually employed (PCE or
SDN controller). However, in order to have full topology picture across
domains, path computation entity must be able to retrieve link states
information of domains it serves [35].

One way to solve this problem is to make a controller to be a passive IGP
peer [36]. A controller receives IGP messages and accordingly constructs a
virtual topology that can be used for path computation. In this case, a
controller must be configured to support both OSPF and 1S-IS. However, IGP
could be very chatty protocol that can cause frequent updates on the
controller side. Also, if the network consists of distant IGP domains it could be
a challenging task to place a SDN controller in such a way that can peer all
IGP domains

Another mechanism by which Link State information can be collected and
shared with external entities is by using Border Gateway Protocol — Link
State. BGP-LS is a protocol from BGP family designed to carry link state
information collected by IGP and share them with an external entity. This is
enabled by introducing new BGP Network Layer Reachability Information
(NLRI) encoding format. BGP speaker can retrieve data from IGP LSDB and
transfer it to a controller or to a centralized TED. BGP speaker can send data
directly to a consumer, but typically is done via dedicated BGP node called
Route Reflector, as shown on the figure 3.13.
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Figure 3.13: BGP-LS distribution - Direct and through the Route Reflector

Additionally, a BGP speaker can filter information that will be distributed by
applying configurable policies. It can distribute a real physical topology
retrieved from IGP LSDB, but also it may construct an abstracted topology
that consists of virtual, aggregated nodes and virtual paths. Distribution of mix
of those two is also possible. Furthermore, there are policies about how
frequent BGP speaker advertises its consumers, so information flow and data
processing can be reduced.

For BGP-LS a new BGP NLRI and new BGP path attributes are defined. NLRI
describes three objects: nodes, links and IP prefixes. Having node and link
object encoded in BGP-LS message, one can make a picture of a network
topology. IP prefix object is used to provide IP reachability information. New
BGP attributes (BGP-LS attributes) encode properties of the BGP objects
such as node-name, IGP metric, TE metric, available bandwidth. Both link-
state NLRI and attributes are encoded in Type-Length-Value triplets and its
format is shown on a figure below.

(%] 1 2 3
©1234567891234567890123456789%901
e e it e skt Bl TEE T e S
| Type : Length |
e R i e e e e
// Value (variable) //
e e et e R S e e e

Figure 3.14: TLV format
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e Type 1, Node NLRI (figure 3.15), contains information on a network
node. It carries Router-ID that is used in IGP (48 bits for I1S-IS, 32 bits
for OSPF)

e Type 2, Link NLRI (figure 3.16), describes a link in a network. It carries
information on the endpoints (local and remote node) and link
descriptors that uniquely describes a unidirectional connection
between two nodes

e Type 3 and 4, IP prefix NLRI (figure 3.17) carries prefix descriptor that
identifies IPv4 and IPv6 prefixes originated by a node

(<} 1 2 3
1234567892123 4567890123456789%9¢01
R

| Protocol-ID |

e e s S I St St e St T R S A S

| Identifier |
| (64 bits) |
e e T st e e e
!/ Local Node Descriptors (variable) /

e T e T S e S st T S S S S e e e S

Figure 3.15: Node NLRI format

0 1 2 3
123456789123 4567890123456789¢01
e e

| Protocol-ID
s e e e A =

| Identifier |
| (64 bits) |
e R et e s st et R T e e e e e
!/ Local Node Descriptors (variable) //
e s T e s st Tl T e e e e
!/ Remote Node Descriptors (variable) //
e e e e e T I T e e e
// Link Descriptors (variable) !/

e e T At st

Figure 3.16: The Link NLRI format
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(] 1 2 3
1234567890123 45678901234567389¢01
et

| Protocol-ID |
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| Identifier |
| (64 bits) |
e e A =

// Local Node Descriptor (variable) /
e Sl S
!/ Prefix Descriptors (variable) /

e e s T S e T st it et R S

Figure 3.17: The topology IP prefix NLRI format

3.4.3 BGP-LS extensions for Segment Routing

BGP-LS is one of the protocols that enables Segment Routing in the network.
It provides efficient sharing of segment information required for building end-
to-end paths. IETF has defined new TLVs to be added to BGP-LS path
attributes, so they can carry necessary information related to Segment
Routing and share them with external entities [37].

As mentioned above, BGP-LS attribute could refer to a node, link or IP prefix.
Information on SR are added to corresponding attribute:

e Node Attribute TLVs - three new TLVs are defined: SID/Label binding,
SR capability and SR algorithm TLV. Biding labels could be used for
different purposes, such as to bind primary and recovery path. SR
capability must be advertised by a node to signal its capability to
support SR. And algorithm TLVs carry the algorithm that a node used
to calculate shortest path to other nodes

e Link Attribute TLVs — two TLVs are defined: Adj-SID and LAN Adj-SID
TLVs. Adjacency TLV is added to the BGP-LS attribute of local node
(Adj SID is related to the local endpoint). LAN Adj-SID TLV is used to
advertise adjacency to other nodes attached to LAN

e Prefix Attribute TLVs — one TLV is defined: Prefix SID. TLV is referred
to the local node
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3.5 Path Computation Element and Path Computation
Element Protocol

Constraint-based path computation is an essential function in traffic-
engineered networks. In the era of high-demanding applications in terms of
quality of service, determining an optimal end-to-end path is crucial task to do.
Today, core transport networks evolve toward multi-domain networks and in
such environment path computation becomes even more complex, and could
require cooperation between elements in different domains. Distributed path
computation can lead to non-optimal solutions, since there is no single entity
that has the global visibility of network topology and available resources. Bad
decisions in traffic engineering could cause traffic congestion and overloaded
links as well as an extra delay for a customer.

Decoupling path computation function from the rest of control plane is
beneficial for both efficient network utilization and providing better service to
the customers [38]. Centralized path computation function that has view over
multiple domains (or layers) can offer sophisticated path computation
mechanisms according to established SLAs. Centralized path computation
can provide end-to-end resource provisioning for customers in terms of
bandwidth, latency and more. Moreover, in the context of
Wavelength/Spectrum Switched Optical Networks it could be taken into
account wavelength availability/continuity and optical impairments. For
network operators centralized computation function means more flexibility in
network management and control.

In 2006, IETF has defined Path Computation Element (PCE), a centralized
path computation entity that is capable of computing a network path based on
network topology, and by applying constraints and policies [39]. PCE retrieves
a network topology from Traffic Engineering Database (TED), and the area
that one PCE serves depends on the scope of TED it communicates with.
Usually, PCE serves more than one IGP domain that also can belong to
different ISPs.
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3.5.1 PCE Architecture

A simple PCE architecture consist of: PCE and Path Computation Client
(PCC). PCC is any network client that requests path computation for incoming
traffic flows. Communication between PCC and PCE is enabled by Path
Computation Element Communication Protocol (PCEP). PCEP defines
messages and objects necessary to convey a PCEP session. The protocol is
TCP based which is guarantee for a reliable session. PCEP uses TCP port
number 4196.

PCE architecture supports diverse computational models such as multiple-
coordinated PCE solutions and hierarchical PCE model. For example, a
typical core network consists of IP/MPLS network over Wavelength-Switched
Optical Network (WSON). In combined network infrastructure, end-to-end
connection is set up by mapping IP/MPLS LSP over physical lambda-
switched network. Here, joint path computation is essential and it requires
coordinated path computation on logical and physical layer. It can be done in
integrated manner, where a single PCE has access to TED that keeps
information on both layers. But commonly, multi-layer infrastructure deploys
multiple-coordinated PCEs. Communication between two PCEs is also
enabled by PCEP.

PCEP session

Communication between PCC and PCE is client-server based. The following
messages are defines for PCEP session:

Open message — initiate session
Keep alive — maintain session

Path computation request

Path computation reply

Notification — to notify a specific event
Error message

Close — close PCEP session

N Ok~
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The initialization phase consists of two successive steps. Firstly a TCP
connection (3-way handshake) is established between the PCC and the PCE.
After TCP connection is setup, nodes initiate PCEP session. In this step
various parameters are negotiated including keep alive and dead timer.
Afterwards, a PCC sends path computation request, PCReq, that contains a
variety of objects that specify the set of constraints and attributes for the path
to be computed. Upon receiving a path computation request from a PCC, the
PCE triggers a path computation. If PCE succeed to calculate a route that
satisfies required constraints, it sends a positive reply with encoded path.
Otherwise it sends a negative reply, so PCC may decide to resend a modified
request or take any other appropriate action. The PCEP session flow is
presented on the figure 3.18.

PCE PCC

SYN

Initialization

SYN/ACK
/ Phase

ACK
Open msg
e
Keepalive Keepalive

PCReq
/ Path Computation
“ and Reply

PCE close msg . .
Termination
N .

Figure 3.18: PCEP session flow

Stateful and Stateless PCE

The PCE synchronization with TED is essential for correct path computation.
In PCE synchronization with database can be realized in different ways. PCE
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might be passive IGP listener of single or multiple domains. PCE can act also
on wider set of information. Sometimes in calculation might be included
information about network state, for instance LSP database (LSPDB).
Depending on synchronization habits and which information is used in path
calculation we can distinguish two different PCE types: stateful and stateless.

A stateful PCE requires strict synchronization with network state (TED) and
LSP state (LSPDB) [40]. This means that PCE takes into account not only
topology and recourse information, but also previously computed paths and
reserved resources in the network. A stateful PCE provides both efficient path
computation and increased path computation success. A stateful PCE can be
in active or passive mode:

- A passive stateful PCE synchronizes with TED and LSPDB in order to
calculate new LSPs, but it does not have permission to modify existing
LSPs in order to optimize overall network traffic flow. A passive PCE
calculates a new route only when it is requested from PCC

- An active stateful PCE can change a network state while computing a
new LSP. A network controller (GMPLS controller / SDN controller)
temporarily delegates control on active LSPs to PCE and it can
manage existing routes (e.g. reroute or change LSP attribute) while
calculating a new route. This lead to overall network re-optimization
whenever there is demand for a new traffic flow. Moreover, active
stateful PCE can request from controller to modify existing LSPs, if
necessary

A stateless PCE calculates a new path without having knowledge about
previously calculated paths. A stateless PCE computes a path based on
current TED, which might be out of synchronization with network state given
the recent PCE paths changes. However, in this case it is possible that a PCC
includes in PCReq the previously computed paths in order to take them into
account.
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3.5.2 PCEP extensions for Segment Routing

Segment Routing supports both distributed and centralized traffic engineering.
Coupled with PCE, SR provides multiple benefits to network operator. Frist of
all, path computation is optimized because a source node does not have end-
to-end visibility in multi-area and multi-layer networks. Moreover, network
resources can be effectively used by monitoring and optimizing existing LSPs.
LSPs can be set up according to customers’ SLAs.

In a PCEP session, information about LSP is carried in Explicit Route Object
(ERO). ERO consists of ordered sequence of sub-objects that carry
information on SID. Once an ingress node receives ERO from PCE it attaches
SIDs to incoming packets. SR-TE LSP calculated by a PCE can be
represented in one of following forms:

1. Ordered set of IP addresses which a flow must cross. In that case a
PCC must translate them into SID by consulting a TED

2. Ordered set of SIDs

3. Ordered set of both IP addresses and SIDs. In that case also IP
addresses must be translated into SIDs

An ordinary PCEP message consists of common header and variable length
body that is made up of mandatory and optional objects. SR doesn’t require
any changes on PCEP message format. The following extensions are added
to PCEP to support SR architecture: new ERO sub-object, RRO sub-object,
PCEP capability extension and new PCEP error codes [41]. IETF also
specified how two PCEP-SR speakers establish PCEP session, processing
rules of ERO sub-object. However messages must include path-setup-type
TLV to clearly identify that SR path is carried in massage.

SR-PCE capability TLV

The SR-PCE capability TLV is an optional TLV that enables exchanging SR
capability of end points in PCEP session. If PCC includes this TLV in OPEN
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message that means it supports SR-TE LSP. If PCE includes the TLV that
means that it is capable of computing SR paths. During the session opening
the Maximum SID Depth can be stated by PCC. If it is set to 0 by default and
it means that the node supports any MSD. MSD is characteristic of data
plane.

The new ERO and RRO sub-object

The ERO object within PCEP message is designed to carry SR-TE path
information. A single ERO object can consists of one or more ERO sub-
objects. In SR each sub-object carries one SID. Once it receives an ERO
object, an ingress router builds a SID stack from sub-objects. The first sub-
object will be the topmost label and the last one is on the bottom. SR-ERO
sub-object has the following format:

2] 1 2 3

©123456789@2123456789012345678901
+-+-d-t-F-F-t-t-F-F-F-F-t-F-F-+-F-F-+-F-F-+-F-+-+-F-+-+-+-+-+-+-+
L] Type | Length | sT | Flags |F|s|c|m]
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+
| SID |
+-+-+-+-+-4-+-+-+-+-+-+-+-4-4-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+-4+-+
// NAI (variable) /
+-+-t-+-F-+-+-+-F-+-F-+-+-+-F-+-F-+-+-+-+-+-F-+-+-+-+-+-+-+-+-+-+

Figure 3.19: SR-ERO Sub-object format

SR-ERO contains common fields like Type, Length and Flags. Flags F, S, C,
M are used to indicate the type of SID and NAI carried in sub-object. SID
Type (ST) field indicates the type of information associated with SID. SID field
contains SID and NAI contains IPv4 or IPv6 address related to the SID.
Record Route Object for SR (SR-RRO) has the same format as SR-ERO
without L, C, M flags.

3.6 Multi-Protocol Label Switching

MPLS is a technology for data tunneling service build for high-performance
telecommunication networks. MPLS operates on the so called 2.5 Layer and it
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is compatible with any network protocol of which IP is the most popular.
MPLS has brought performance enhancements and new service creation
capabilities in connectionless IP world. MPLS has introduced Virtual Private
Network (VPN) services and QoS across the network [42].

In MPLS networks, packets are routed from one network node to the next
based on 32-bit MPLS labels. In that way, a packet does not experience a
delay caused by complex IP lookups in routing table, which can be especially
crucial for high priority traffic such as voice, video and similar. MPLS tunnels
are setup based on Forwarding Equivalence Criteria (FEC) [43]. When a
tunnel is engineered by path calculation module, it is established using
signaling protocols: Resource Reservation Protocol (RSVP) and/or Label
Distribution Protocol (LDP) protocol. According to signaled information, each
node on the route fills up MPLS routing table and reserve resources for a
specific tunnel.

Once the packet comes to ingress of MPLS area, it is processed by Label
Edge Router (LER). According to the predefined policies, edge router
attaches a designated label to the packet and passes it inside the MPLS
network. When packet is received, transit or Label Switch Router (LSR),
checks the MPLS label and according to the MPLS table, swaps the old label
with a new one, and passes the packet to the next router. When it comes to
the end of the tunnel, egress LER, last label is removed and packet
continuous with IP routing towards the final destination.

3.6.1 Segment Routing vs. MPLS

The following table presents the short comparison between Segment Routing
and MPLS [44].
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TECHNOLOGY FEATURES ~ SEGMENT ROUTING MPLS
LABEL SIGNALING IGP LDP + RSVP-TE
IGP/LDP SYNC NOT REQUIRED REQUIRED
FAST REROUTE (FRR) < ePaRSVPTE
50ms
EXTRA STATES FOR FRR NO YES
OPTIMUM BACKUP YES NO
ECMP CAPABILITY INBUILT NO
TE STATE ONLY HEAD-END Aol LR LAE
NODE
SDN SUPPORT YES NO
ROUTING TYPE SOURCE BASED DESTINATION BASED
PATH CALCULATION CONSTRAINED SPF OR PCE IGP + RSVP-TE
SCALABILITY HIGH Low
OPERATIONS & Low e
TROUBLESHOOTING

Table 3.1: Comparison - Source Routing vs. MPLS

In MPLS network label signaling and resource reservation are done by
implementing signaling protocols, LDP and RSVP-TE. As it was discussed
before, in Segment Routing network it is enough to have an IGP protocol and
once Segment Routing is configured, IGP will take labels and redistribute
them within domain. There is no need to implement any other signaling
protocol that is major benefit in terms of bandwidth and simplicity.

Moreover, LDP has lot of drawbacks regarding synchronization after a link
failure. In fact, after a failure LDP must synchronize with IGP that calculates
the new set of shortest paths within the network. Since there is a time gap
while LSPs become stable again, in some cases it may cause the loss of
packets because core routers do not know how to forward packets that are
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addressed to external network. In Segment Routing only IGP is used and
there is no need for synchronization with other protocols [45].

Having a good path protection is crucial for sensitive applications. In MPLS in
some cases it is possible to have end-to-end path protection by calculating
both primary and secondary path. For both paths resources must be reserved
using RSVP-TE protocol [46]. All routers that are included in primary and
secondary path must maintain the state of tunnels. This guarantees QoS and
no traffic loss in case of failure - the path is fully protected and reroute can be
perform in very fast manner <50ms (FRR). However, double resource
reservation is not efficient in terms of network resource utilization, especially
in busy core networks. On the other hand, Segment Routing uses post-
convergent path that is automatically calculated by IGP upon link failure and
guarantees optimal path in new situation. There are no extra states that
should be maintained to protect the path. The FRR mechanism in Segment
Routing is called Topology Independent Loop-Free Alternate (TI-LFA) and it
guarantees <50ms convergence [47].

Equal Cost Multipath enables traffic balancing among equal cost paths
between source and destination [48].In Segment Routing it is inbuilt - if there
are two flows between the same source and destination (the same Prefix-SID)
they will take different paths. This property supports network stability. In
MPLS tunnels are determined strictly hop-by-hop meaning that ECMP is not
supported.

In Segment Routing source routing paradigm is used, while in MPLS packets
are tunneled by pushing the labels according their destination IP address. In
Segment Routing network paths are determined by Constrained Shortest Path
First (CSPF) algorithm. CSPF is extension of SPF algorithm. First, the
shortest path algorithm is run, after which constrains are applied (available
bandwidth, latency etc.) [49]. Path computation is usually done by an external
entity such as SDN or PCEP. In MPLS paths are setup by combining IGP and
RSVP-TE protocols.

Segment Routing was built for centralized data-plane network in mind. Even
though, in theory, tunnels can be built manually, Segment Routing is fully
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supported by SDN paradigm. MPLS has a different technology approach -
control plane is distributed and paths can be setup and maintained by utilizing
distributed protocols. In such distributed environment it is very difficult to apply
centralized control.

Segment Routing is highly scalable compared to MPLS. First of all, it
eliminates need for signaling protocols which simplifies overall architecture
and leads to simplified and cheaper hardware. Moreover, number of FIB
entries is highly reduced by applying Segment Routing - each node should
have approximately N-1+number_of_interfaces. In MPLS each intermediate
router has N2 entries [50], which can create scalability problems in huge
networks (e.g. Tier 1 core network).

At the end, Segment Routing simplifies overall operation and reduces need
for network maintenance. Data plane is highly simplified since there are no
signaling protocols. Furthermore, it enables easy operation by making labels
constant over the network.
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Chapter 4. Operating Environment

4 1 Software Defined Networks

IP networks recorded the rapid growth in past decades, which made them
more complex and consequently difficult to manage. The main limitation
comes from the fact that today’s networks are built of switches, routers and
other devices that became complex because they must implement a number
of distributed protocols and they use closed and proprietary interfaces. In this
environment it is difficult and sometimes almost impossible for network
operators, third parties and vendors to innovate [51].

Traditional IP networks consider the control and data plane tightly coupled
and embedded in the same network node. In other words, control function is
distributed over network devices meaning that each device is responsible to
make a forwarding decision autonomously. In early stage of IP networks
development this was considered a good aspect because it guaranteed
network resilience. However, any change on decentralized control plane
requires changes on all network devices manually. Lack of automation in
network managing makes today’s networks static and unable to adapt for real
time demands [52].

To overcome such limitations, new networking paradigm has been proposed
— Software Defined Networking (SDN). In short, SDN can be defined as “an
emerging networking architecture where network control is decoupled and
separated from forwarding mechanism and is directly programmable”. In SDN
architecture brings logically centralized control named SDN controller, which
has a global view on underlying network. Low-level devices become strictly
forwarding elements without any control function. All the instructions they
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receive from controller through specialized interface. The new protocols are
defined for communication between controller and configurable switches. One
of the most well-known protocols used by SDN controllers is OpenFlow.

The main pillars of Software Defined Networks are:

1. Separated data and control plane — control plane is removed from
network devices and they became simplified forwarding elements

2. Control functionality is placed on a dedicated entity called SDN

controller

3. Forwarding decisions are flow based. A flow could be defined as a
packet stream between a source and destination that receive the same

forwarding service.

4. The network is programmable through software applications running on

the top of controller

4.1.1 The SDN architecture

The SDN architecture generally has three functional groups [53], as it’s

depicted below:

[

BUSINESS APPLICATION

H H H NORTHBOUND APIs e.g.. RESTful

SDN
CONTROLLER

[
[ NETWOTRK SERVICES |

SOUTHBOUND APIs e.g. OpenFlow

\@///6

Figure 4.1: SDN architecture
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Forwarding or data plane layer is placed on the bottom of SDN architecture.
Data plane layer consists of switching devices connected in wired or wireless
manner. Network devices perform set of elementary forwarding operations.
They are programmable devices and they behave according to the
instructions sent by controller.

The communication between SDN controller and programmable switches is
enabled by southbound application program interfaces (southbound APIs).
Southbound APIs facilitate efficient network control and enable SDN controller
to dynamically make changes in forwarding plane in real time. For example,
SDN controller can add or remove an entry in forwarding table through
southbound interface. OpenFlow is the most common southbound interface,
and will its functionalities will be explained later.

SDN controller is the “brain” of the network. It is centralized control point
which manages flow control to the network devices below and the
applications logic above. SDN controller makes abstraction view of the
network, including statistics and the state of the network and sends it to the
application level. Data plane could be controlled from the application level.
Once instruction from the upper level is sent, controller takes it and forwards it
to the lower level devices.

The northbound API presents a network abstraction interface to the
applications that sit on the top of SDN stack. This interface enables network
programmability from application level. The northbound API is certainly the
most critical part of SDN architecture. SDN controller is valued by innovative
applications it can support and northbound APl must follow application
requirements. Northbound APIs are used as well to connect SDN controller to
automation stack and to orchestration platforms.

Application layer accommodate the set of applications that leverage functions
offered by northbound API to implement operational logic and network control.
From application level one can monitor physical network and control routing,
firewalls, load balancers etc. All the commands coming from application layer
are translated to southbound instructions that program behavior of forwarding
devices.
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4 1.2 Benefits of SDN

e Better network control - SDN promotes a central point of control to
distribute provider’s policies and configuration consistently throughout
the network. SDN controllers provides complete visibility and control
over network ensuring proper access control and traffic engineering

e Orchestration of multi-vendor environments — SDN controller can
configure and manage any SDN capable device. A single protocol is
used for communication between a controller and devices of any
vendor

e Induces innovation — SDN gives possibilities to vendors, operators or a
third party to develop applications, services and business models and
trigger the revenue streams and more value from the network

e Reduces operational expenditures - network hardware is simplified by
removing control function. Overall operation costs are reduced by
easier network control and better network utilization

e Enhances network efficiency — centralized control and management
increase automation and network orchestration. No need to configure
individual network devices in forwarding plane to meet business policy
changing. Network is directly programmable by a proprietary software
or an open source automation tools

4.2 Segment routing and SDN

Segment Routing was designed for SDN era. Segment Routing and SDN
(SDN-SR) is very powerful combination and present a winning proposal for
service providers. A SDN controller with a global view of the network it is
capable to process business requirements and policies and translate them in
Segment Routing paths. This leaves to service providers a huge number of
possibilities to provide differentiated services and optimize their network [1].
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SDN-SR is the perfect platform for application engineered routing. It gives
possibility to an application to require specific path (in terms of latency,
bandwidth, SLA) parameters and to push the packets through that specific
path, without having to inform the network about it. That has reciprocal benefit
for both application and network operation. Application can directly specify its
requirements and push the traffic on optimal path. On the other hand data
layer is light-weighted because it doesn’t have to maintain the traffic paths —
they are directly specified from application [54].

In SDN-SR environment the network intelligence is combined [55]. Segments,
as instructions, are designed in a smart and simple way to enable efficient
traffic steering through the network. Segments give lot of possibilities to SDN
controller how to express a wanted path. SDN controller intelligence is used
to map the optimal path onto segments.

The key benefit of SDN-SR architecture is simplified control plane. Signaling
protocols such as LDP and RSVP-TE are not necessary for SR functioning,
which is direct benefit in terms of simplicity and bandwidth relaxation. State is
maintained only at the head-end router. Intermediate nodes do not have to
maintain tunnel information that leads to improved scalability. Explicit routing
is possible with or without ECMP — a controller can decide but stating proper
SIDs. Automated FFR is guaranteed for any topology.

In reality, SDN controller should support the protocols that are essential for
SR, PCEP and BGP-LS. SDN controller behaves as stateful PCE and can
compute path in terms of segments and push it back to the PCC. As a
property of stateful PCE, SDN controller can initiate PCEP session and
perform flow optimization, if necessary. Topology information is obtained by
configuring BGP-LS peering with BGP speakers. Each IGP domain must have
at least one BGP speaker that will redistribute LSDB to SDN controller.

4.3 OpenDaylight

OpenDaylight project (OpenDaylight controller, ODL) is an open source SDN
project governed by Linux Foundation [56]. Open source SDN controllers
enable easy network testing and support network virtualization. Architecture
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of open source solutions is typically modular meaning that controller consists
of pluggable modules that perform different network functions. Open source
projects give possibility for development and customization. Today, there are
many open source projects launched for further development such as ONOS,
OpenContrail, Pox, Ryu etc.

OpenDaylight project was announced back in 2013 with an aim to accelerate
SDN development and industry adoption. ODL is based on Java programming
language and supports OpenFlow standard [57]. Some of the companies that
contribute  ODL development are Cisco, Juniper Networks, VMware,
Microsoft, Ericsson etc. At the moment three four releases are available
Hydrogen (Feb, 2014), Helium (Oct, 2014), Lithium (June 2015) and Beryllium
that was released in February 2016.

4.3.1 ODL Architecture

Detailed OpenDaylight architecture diverse among releases [58]. Simplified
ODL architecture presented below (figure 4.2) is common for all releases:

Applications
RESTful o
Northbound Glue Code
Service Modules
Base Network Functions (Specific, Domain related)

Controller

Service Abstraction Layer (MD and AD SAL)

Southbound Glue Code
Protocol Plugins

Network Devices

Figure 4.2: OpenDaylight architecture
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As all SDN controllers, ODL consists of three main parts:

1. Southbound APIs
2. Control function layer
3. Northbound APls

Southbound Interface

At southbound interface different protocol could be enabled as separate
plugins. For instance ODL supports OpenFlow, BGP-LS, PCEP, LISP etc.
Commonly, one plugin includes connection, session and state managers,
error and packet handler mechanism and set of basic services. Supported
protocols communicate to service abstraction layer (SAL).

Control Layer

The main components of ODL are service layer abstraction, service functions
and pluggable modules.

Service Layer Abstraction (SAL) represents a key bundle between service
producers and consumers. Modules that provide services have to register
their APIs to the SAL registry. Whenever a request from service consumer
comes, SAL binds them into ‘contract’. There are two SAL architecture:
application driven SAL and module driven SAL.

As was mentioned before, an open source project has pluggable module that
enable particular function. However there are some basic network functions
that come as preconfigured part of controller. Some base network functions
that come shipped with ODL are:

e Topology functions — a service for discovering network layout by
subscribing to processes of network-link discovery

e Statistics services — for managing state of counters across the nodes,
flows and queues

e Switch manager — stores discovered nodes

e Forwarding services — manage network flow state and forwarding rules
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Platform services modules or vendor components enhance SDN controller
functionality. Some of platform oriented services are BGP-LS/PCEP that
support traffic engineering, VTN (Virtual Tenant Network) component that
enables network virtualization using OpenFlow, service function chaining that
enables forming a ordered list of services, and etc.

Northbound Interface

ODL Controller exposes northbound APIs to the upper layer applications
using OSGi framework or bidirectional REST APIs. REST APIs can be used
by application that runs on the same computer as the controller or it can be
totally different or remote machine. REST is based on popular technologies
such as HTML, JSON and XML that enables straightforward combining with
programming language as Python, Java, C. Interaction with top level
application is done through HTTP basic operations GET, POST, PUT and
DELETE. Data transmitted via REST API can be used on higher level to make
higher-level business decisions, run algorithms, analytics etc. And results of
this analytics can be channeled back to ODL Controller to for instance, create
new rules in the network.

4.4 Virtual Network

A virtual network is a network that is made of virtual links. Virtual links
represent non-physical connections between network devices implemented
by using network virtualization method. There are two forms of virtual
networks. One is a protocol-based virtual network such as VPN, VLAN, and
VPLS. Second form of network virtualization is based on using virtual devices,
such as Virtual Machines (VM) inside of hypervisor [59].

In this work virtual network is built of virtual routers which software run inside

of virtual machines placed on same hypervisor. For building the network
VMware virtual machine is used and Cisco 10S XRuv virtual router.
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4.4.1 VMware

VMware Player is desktop virtualization software that can run several guest
operating systems at the same time on a single PC. User interface is quite
easy to use and all functionalities are easy to find. VMware player supports
hundreds of guest operating systems, from old operating systems to the latest
ones [60].

VMware also supports guest operating system portability. Where one can
take easily take already installed guest operating system and make clone of
this virtual machine, that later can be taken to another location. This
eliminates need to set up new virtual machine from the scratch.

VMware networking features

VMware Player gives several possibilities to configure a virtual machine for
virtual networking [61]. Network adapters could be in one of following modes:

e Bridged mode — enables virtual machine to access Internet through
host’s Ethernet adapter. This is the easiest way to connect VM to
internet

e Network Address Translation mode (NAT) — VM and host share single
network identity, IP and MAC address, meaning that VM is not visible
outside of network

e Host-only virtual adapter — creates a network that is completely within
the host computer. This approach is useful for creating isolated virtual
networks — virtual machines and the host virtual adapter are connected
to a private network

e Custom networking — manual configuration of network connection.
Manual configuration enables creation of sophisticated virtual networks
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that can be connected to external networks or that can entirely run on
host computer

4.4.2 Cisco I0S XRv

Cisco I0S XRv Router is a 32-bit Virtual Machine (VM) running on QNX
microkernel [62]. XRv virtual machine contains a route processor (RP)
together with control plane functionality, as it is shown on the figure 4.3. It
also has network interfaces with their corresponding functionality. XRv
represents Cisco I0S XR software and operating systems that are running on
actual Cisco hardware. It gives user possibility to work on Cisco routers
without having a hardware router. However, IOS XRv is not complete
emulation of any physical cisco router or module.

Virtual
Cisco I0S XR

Virtual
Route Processor

Hypervisor

Virtual Switch

Figure 4.3: Cisco I0S XRv Router Virtual Form Factor

10S XRv Features

Cisco 10S XRv support the range of I0S XR features such as manageability,
control plane and switching and routing features. Cisco XRv supports E1000
and VirtlO network drivers supported by major supervisors. Virtual Machine
can have up to 8 cores when running IOS XRv, and they can be directly
configured in the hypervisor and 1I0S XRv detects them without extra
configuration.
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When running Cisco I0S XRv, the following features and services are
available:

IP features — Cisco XRv supports most of IPv4 and IPv6 services:
unicast, multicast, ECMP, load balancing, addressing and ICMP

Layer 3 protocols supported - BGPv4. OSPFv2, OSPFv3, IS-IS

MPLS features — essential protocols supported LDP and RSVP as well
as Diffserv Aware TE, MPLS control plane, MPLS forwarding and
balancing

Network Management features — enhanced CLI, XML interface and
simple network management protocol support

Configuration of Cisco XRv can be done in two ways:

By setting up a serial port in VM and connecting to Cisco XRv CLI
commands through a serial console (e.g. PuTTY)

Or by using remote Secure Shell or Telnet to connect to the
management interface to access Cisco XRv router

CISCO XRv Benefits

The major benefits of using Cisco XRuv:

Hardware independence - XRv runs inside a virtual machine and can
be run on any hardware with x86 architecture running virtualization
software

Resource sharing abilities - Resources that are used by XRv are
managed by a hypervisor. Hypervisor is in charge of resource sharing
among virtual machines. Hypervisor can allocate different virtual
machines with specific and different hardware resource that could be
required in different use cases

Flexibility in deployment - XRv virtual machine can be easily moved
from one place to another. For instance image of the XRv router virtual
machine can be easily moved from one physical location to another
without actually moving any hardware resources
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IOS XRv comes in several packages: Demo Locked, Production, Simulation,
and Demo Unlocked. Main difference between this packages are price (free
or not free), and data transmission rate limit.

For this thesis project we used free Demo Locked version. This version has
data transmission limit of 2 Mbps. It can be downloaded from Cisco website.
Even though it has limited functionality, it is still respectable software for
demonstration of basic use cases in control plane, and for training and
familiarization with 10S XR software.
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Chapter 5. Implementation

In this chapter implementation of this thesis work will be explained. Different
network structures were created to test features of Segment Routing in SDN
environment. The short summary of implementation is:

e Network 1 - Segment Routing ECMP test-bed
e Network 2 - Multi-domain Segment Routing test-bed
e Network 3 - Performance Analysis test-bed

All three implementations follow the same steps. In following subchapters
implementation details will be presented: how to setup VMware for virtual
network, how to import Cisco XRv disc image, how to set up controller and
RESTful client. Afterwards, the configuration of each network will be
presented.

5.1 Implementation Overview

The SDN-SR network is built is few stages. The summary of implementation
is following:

Create a network in VMware:
* Import Cisco I0S XRv Disk Image in VMware virtual machine

* Clone a VM in order to create more routers (one VM - one virtual
router)

* Customize the settings in VMware: network adapters, processors,
memory
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Setup controller
* Create an Ubuntu server and setup OpenDaylight Lithium SDN
controller

e Setup controller IP address that will be used for communication
between routers

Configure routers using Cisco CLI
* Configure interfaces:

o Loopback interface
o Management interface
o GigabitEthernet interfaces for each network adapter
* Setup IS-IS instance on all network interfaces
* Configure MPLS
o Configure PCEP peering between each node and controller
o Configure Segment Routing

* For each IGP domain select a node that will be BGP speaker and
configure BGP instance

o For a single domain network one instance is enough to make a
communication with a controller (BGP-LS)

o For multi-domain network two (or more) BGP instances are
needed. One for BGP-LS and one more for a single peering
network

Create clients and servers
e Create a VM for each client/host

* Connect them to proper nodes by setting up IP address and netmask
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5.2 Environment Setup

5.2.1 Network Build-Up

This chapter guides through all necessary steps for setting up the virtual
network. As was mentioned before network is built of virtual switches that are
run as separate VMs.

- The first step is to import Cisco I0S XRv VM. The VM can be
downloaded from Cisco’s web site and one can directly open it
VMware by clicking ‘Open a Virtual Machine’

- When VM is imported one should set up a number of network
adapters. In SDN each router should have a management interface
that will be used for communication with SDN controller. That adapter
will be in Bridge mode. For connection to other routers Custom network
adapter will be used. For each link VMnet should be chosen. The
endpoints of one link should have the adapters with same VMnet. In
the figure below, settings of R1 and R2 are presented. As could be
noticed, they are both connected to VMnet 11, meaning that they share
the link.
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Virtual Machine Settings - [ =
Hardware | Options

. Memory
Device Summary
Specify the amount of memory allocated to this virtual
#58 Memory 2G8 machine. The memory size must be a multiple of 4 MB.
[ Processors 2 |
=iHard Disk (IDE) ~ 3.9GB Virtual Machine Settings ; -
() CD/DVD (IDE) Auto detect = .

@NetworkAdapter Bridged (Automatic) Hardware | Options

@Network Adapt... Custom (VMnet11)

@Network Adapt... Custom (VMnet13) Device Summary
& Network Adapt... Custom (VMnet12) 5 Memory 2GB

@B serial Port Using named pipe \\. \pipe'y 1 [ Processors 2
[Wpisplay Auto detect

{Hard Disk (IDE) ~ 3.9GB

(*)CD/DVD (IDE) Auto detect

ENetwork Adapter Bridged (Automatic)
@Network Adapt... Custom (VMnet11)
@Network Adapt... Custom (VMnet14)
@Network Adapt... Custom (VMnet15)

@ Serial Port Using named pipe \\. \piper2
[Mpisplay Auto detect

Figure 5.1: VMware settings

- For routers that have more than 2 network adapters, one must make
changes in vm file. VMware does not recognize more than two
adapters initially. To make them up, the following changes must be

performed:
!é! ). » Libraries » Documents » Virtual Machines » rl v|‘,” Search rl p|
Organize v |‘_fi‘;]OpenwithVMware Player v Share with v Burn New folder = v 0 @ I
- - s
28 Downloads Documents libif 7 r1 - Notepad }
" Recent Places 1 _ -
File Edit Format View Help
o o (1 Name toolscripts. beforesuspend = "true”
7 Libraries e).(tend$dconf1' File = 'r:l..s\./r_lln.(f" hosted
D virtualHw. productCompatibility = "hosted"”
B DO(l'jme"ts L nvram ethernetl.vnet = "wvnet1l"
& Music | vmware lan “S1000"
. .virtualpev = "e
& Pictures | vmware-0 ethernetz. present = 'TRUE
Videos < ethernet2.vnet = "vMnet13"
B S vare 1 ethernet2. connectionType = "custom"
| vmware-2 etEernetZ.wgléeonPcktRcv = "l=ALSE"d
. ethernet2. addressType = "generated"
+ Homegroup W -disd serial0. present =T¥TRUE "
W rl-diskINEW
1% Computer T [ vmsd TIV0S 20T VIS Fie
ﬁ Windows (C:) @ l 29/03/201...  VMware virtual machine configuration

Figure 5.2: Edit VMware configuration file

- Other settings: 2GB memory, 2 CPU and 4 GB hard disk
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- To enable access to CLlI, serial port must be setup and pipe should be
configured (figure VM settings)

- Router is accessed through serial console. We used PuTTY, free
open-source terminal and serial console

Basic options for your PuTTY session

Specify the destination you want to connect to

Serial line Speed
. \pipe'rl 9600
Connection type:

(J)Raw () Telnet ) Rlogin ) SSH @) Serial

Load, save or delete a stored session

Saved Sessions
rl

Default Settings - Load
ctr_node

dev E

A —
r3 Y.

Figure 5.3: PUTTY settings

All routers in the network are setup in similar way. One can use the option
clone the router and then just adjust network adapters. After this phase the
routers can be boot up and configured.

5.2.2 OpenDaylight Setup

* Create VM where Linux Ubuntu will be installed. The basic settings of
VM are 8GB RAM and 2 CPUs

* Download OpenDaylight from [63]. In this work we used Lithium
distribution, which by default does not come with any feature. Upon
installing ODL one can customize environment and add the features
he/she needs
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* Install ODL , one can follow this installation guide [65]
* Run karaf container bin/karaf

* Install necessary features by typing feature:install odl-bgpcep-bgp-all
odI-bgpcep-pcep-all install odl-restconf-noauth [66]

* Upon feature installing a number of xml files will be generated in
etc/opendaylight/karaf that will be reconfigured

e Setup OpenDaylight IP address through sudo Vi
letc/network/interfaces. IP address that we used for ODL is
192.168.100.100

5.2.3 Web Based REST API client

OpenDaylight uses RESTful northbound interface to communicate with upper
layers. To be able to receive an abstracted topology and to give commands to
SDN controller one must use RESTful client. There are lot web-based
RESTful clients available today, however we used Postmen [61]. Postmen
can be installed as a browser extension and it has the following interface:

e Postman

[0 Runner mport [} Builder LAY signin & @

No e onment
topology

Collections
topology

OpenDayLight > GET http://admin:admin@localhost:8181/restconf/operational/ni  Params Save
request
Authorization = :
eeT  topology

Type No Auth

Al

I
nel-remove Body ) Status: 2000K  Time: 70ms
I

Pretty SON Save Response

1-11g
2~|  "network-topology": {
"topology": [

"topology-id": "example-ipv4-topology",
"topology-types": {3},
"server-provided": true

H

Figure 5.4: Postman interface
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Postman has easy-to-use interface. On the left side one can find the
collection of basic actions and history of requests. Central part is divided in
request and response window. Request action can be any of classic HTTP
commands GET, POST, PUT and DELETE. The data can be represented in
JSON and XML format. To connect server to the client the one must specify
server location address.

In this work Postmen was used to retrieve the network topology from
controller. One can easily see information that controller actually receive from
underlying network, such as links and nodes parameters (LSDB). We used
Postmen to set up tunnels in the network. This is done by posting a XML
request to the controller through Postmen’s interface. The actual tunnel
requests that we created will be presented in following chapters.

5.3 Network Configuration

Upon initial setup, network is configured through CLI. Firstly address
management is done and interfaces are configured accordingly. Then
protocol configuration is added - IS-1S, PCEP, MPLS and BGP. Also, for each
network-case we added extra configuration to OpenDaylight modules (BGP
and PCEP) in order to enable communication with underlying BGP speakers.
You can find network configuration in following subchapters

5.3.1 Network 1 - Segment Routing ECMP test-bed

The first network we used to test ECMP. This is a simple network with two
disjoint paths between source and destination. It consists of four routers as
shown on the figure below:
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N2 10.10.2.2
SID 18000
SERVER 1
.» 10.20.100.11
N110.10.1.1 . N410.10.4.4
: siD17000 "\ SID 20000
CLIENT . _ . ,
10.10.100.2 /
N3 10.10.3.3
SID 19000

- . 4 SERVER 2
10.20.100.22

Figure 5.5: Network 1 topology

Network has one client and two servers. The client with IP address
10.10.100.2 is connected to N1. Two servers are in the same subnet attached
to N4. Their IP addresses are 10.20.100.11 and 10.20.100.22 for server 1
and server 2 respectfully.

In following sections you can find configuration of the routers and SDN
controller. Since router configurations are similar to each other, only the
configuration of the first router will be present in the work. Other routers are
configured accordingly. The difference is in terms of IP addresses and SIDs
and they will be represented in table 5.1.

Router Configuration

Firstly, we configured interfaces as on the figure below. Each router has
Loopback address, management interface and two GigabitEthernet
interfaces. Management interface is used for communication with SDN
controller. For routers interconnection we used GigabitEthernet interfaces.
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INTERFACES configuration

1 locwee- INTERFACES----------------c-c-ommemmemm e

2 hostname nl
ipv4 unnumbered mpls traffic-eng Loopbacke

4  interface Loopbacke
5 ipv4 address 10.1@.1.1 255.255.255.255

]
interface MgmtEthe/e/CPUo/@
8 ipv4 address 192.168.100.1 255.255.255.@
9 |
10 interface GigabitEthernete/e/o/o

ipv4 address 10.1@.12.1 255.255.255.0
|

Ry
[

[
T

[y
OB W

interface GigabitEthernet@/e/0/1

ipv4 address 10.1@.13.1 255.255.255.0
I
interface GigabitEthernete/e/0/2

ipv4 address 10.10.100.1 255.255.255.0
]

[

[
~

[y
0 00

route-policy PASS
20 pass
21 end-policy

|

[y

Figure 5.6: Network 1 interfaces configuration

Next, we configured IGP protocol in the network. As it was mentioned before
we used IS-IS and we configured it as on the figure below. In the line 2 we
initiated the IS- IS instance. This is the necessary command for initiating
routing process on the router. One can put the area tag to identify the area to
which instance was assigned. This is necessary if you build multi-domain
network, otherwise it could be skipped. Even though in this case was not
necessary, we clarify the area 10.

By using the command is-type we configured router as a level-2-only (line 3),
meaning that router can only talk to other level-2 routers. All the routers in the
domain are configured as level 2 routers. The next command net specifies
the NET for the routing process. This is important to configure if you are
building up multi area domain. To keep other routers updated if a neighbor
router goes up or down, one should enable log-adjacency-changes (line 5).

Inside of address-family ipv4 unicast, firstly we configured metric-style wide,
meaning that IS can receive only new style TLVs. The line 8 refers to
Incremental Shortest Path First (ISPF). ISPF is the way a router computes
shortest path tree (SPT) upon topology changes. Traditionally SPT is
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completely recomputed if there is any change in the network. However, in
most cases is completely unnecessary to compute the entire tree from the
scratch. ISPF allows re-computation only of affected part of the tree providing
faster convergence and saving CPU resources.

To enable a router to flood MPLS traffic engineering link information through
configured IS-IS level, one must configure it inside IS-IS instance (lines 9-12).
In our case, we configured distribution of MPLS links in level-2-only and we
specified Loopback address as router ID. Here we also specified the
preference of Segment Routing labels over LDP labels.

At the end, we configured interfaces that are advertised by I1S-IS. Firstly, we
enabled Loopback advertisement. This interface is in passive mode, meaning
that we do not want packets to be sent on that interface, we just want its
announcement in the network. Here we also specified Node-SID that will be
binded to router's Loopback address. Other two interfaces are configured as
GigabitEthernet, point-to-point links and address family unicast. Those
interfaces are interfaces between routers N1-N2 and N1-N3.
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2 router isis 1@

3 is-type level-2-only

- net 49.0000.02000.0000.0001.00
5 log adjacency changes
address-family ipv4 unicast
metric-style wide

8 ispf

9 mpls traffic-eng level-2-only

10 mpls traffic-eng router-id Loopbacko
11 redistribute connected

12 segment-routing mpls sr-prefer

13 !

14  interface Loopbacke

15 passive

16 address-family ipv4 unicast

17 prefix-sid absolute 17@@e

18 !

19 !

20 interface GigabitEthernete/0/0/@
21 point-to-point

22 address-family ipv4 unicast

3 1

!

25  interface GigabitEthernet2/e/0/1
26 point-to-point

27 address-family ipv4 unicast

8 !

!

o !

Figure 5.7: Network 1 IS-IS configuration

After 1S-IS, we configured MPLS. To enter MPLS configuration mode one
should type mpls oam (MPLS Operation and Management). Firstly we
enabled two interfaces N1-N2 and N1-N3 for MPLS traffic engineering. Then
we enter in PCE configuration mode and there we specified source and peer
IP addresses. In our network SDN controller is PCE, so we defined its IP
address as peer address (192.168.100.100). IP address of the source is
router’'s management interface |IP address. That interface is only used to
communicate to controller. PCE must be configured on each router to enable
path setup. Also, in OpenDaylight, in PCE module, we will configure peering
address.

Here, it must be specified that we want path computation in SR mode (lines
13-16). Firstly, stateful client. This means that router will add stateful
capabilities TLV when opening the new session. Moreover, we configured
delegation of all active tunnels to PCE. In reality, this command allows SDN
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controller to change existing LSPs while computing new paths. This is useful
if PCE wants to re-optimize traffic-engineered tunnels.

Speaker ID is always router's Loopback ID. To configure the range of tunnel
IDs to be used for stateful PCE instantiation requests we used command
auto-tunnel-pcc and we specified the min and max tunnel ID. In line 23 re-
optimization for the specified number of seconds is configured, meaning that
installation of new LSPs with new labels after tunnel re-optimization will
happen in specified number of seconds.

MPLS configuration

N
'
'
'
'
'
=
0
r
w

4  mpls traffic-eng
5 interface GigabitEthernet®/0/0/@
6 !
7 interface GigabitEthernet@/0/0/1
8 !
9 pce
10 peer source ipv4 192.168.100.1
11 peer ipv4 192.168.100.10@

1

13 segment-routing

14 stateful-client
15 instantiation
16 delegation

17 !

18 speaker-entity-id 12.10.1.1
19 !

20 auto-tunnel pcc

21 tunnel-id min 1 max 99

22 1

reoptimize timers delay installation ©

[V I S VTR N

NN NN

end

Figure 5.8: Network 1 MPLS configuration
The presented configuration is valid for all the routers in the network; one just

should change IP addresses and SIDs that are router-specific. Here in the
table one can find IP addresses and SIDs we used.
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Router Loopback Management GigabitEternet Node

ID Address Interface Interfaces SID
10.10.12.1
N1 10.10.1.1 192.168.100.1 10.10.13.1 17000
10.10.100.1
N2 10.10.2.2 192.168.100.2 10.10.12.1 18000
10.10.24.1
N3 10.10.3.3 192.168.100.3 10.10.13.1 19000
10.10.34.1
10.10.24.1
N4 10.10.4.4 192.168.100.4 10.10.34.1 20000
10.20.100.1

Table 5.1: Network 1 — interfaces and SIDs

In this network, we elected N4 to be a BGP speaker and to redistribute all IGP
information to OpenDaylight. The BGP configuration is presented in the figure
below. As in IS-IS, firstly BGP instance should be opened. Again we have
area tag 10, which is the same as IS-IS tag. Then, we specified the router
Loopback address as a router ID. BGP neighbor is SDN controller with is
specified in line 10. SDN controller belongs to remote AS and that is
configured in line 11. Management interface is used to update SDN controller
about link-state information. In line 15 and 16 we enabled policy exchanging.

BGP configuration

router bgp 1@

bgp router-id 10.10.4.4

bgp log neighbor changes detail
address-family ipv4 unicast
network 10.12.0.8/16

NN R W N e

8 address-family link-state link-state

(=] ]

10 neighbor 192.168.190.100

11 remote-as 1

12 update-source MgmtEthe/e/CPua/e

13 session-open-mode passive-only

14 address-family link-state link-state
15 route-policy PASS in

16 route-policy PASS out

17 !
18 !
19 !

Figure 5.9: BGP configuration at node N4
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OpenDaylight Configuration

In ODL in BGP module which is placed ‘/etc/opendaylight/karaf’ in file 41-
bgp-example.xml should be reconfigured. In the line 5 we specified the
management interface of BGP speaker (N4).

ODL configuration

1 <module>

2 <type xmlns:prefix="urn:opendaylight:params:xml:ns:yang:controller:bgp:rib:impl">
3 prefix:bgp-peer</type>

<name>example-bgp-peer</name>

<host>192.168.100.4</host>

5

6 <holdtimer>180</holdtimer>
7 <peer-role>ibgp</peer-role>
8 ...

9 </module>

Figure 5.10: Network - ODL configuration

Network try-out

To check network is working properly one should test it by pinging a server
from the client, as on figure below. Connection with ODL can be checked by
pinging the controller. Additionally, by using the show command one can
check out the MPLS forwarding table, figure below. As could be noticed Node
SIDs are configured correctly. Adj-SIDs are assigned automatically on two
interfaces that lead to nodes N2 and N3.

traceroute 10.20.100.1

1 anakos@ubuntu:~$ traceroute 10.20.100.11

2 traceroute to 10.20.100.11 (10.20.100.11), 30 hops max, 60 byte packets
3 1 10.10.100.1 (190.10.100.1) 12.210 ms 11.482 ms 11.282 ms

B 2 10.10.12.2 (10.10.12.2) 40.752 ms 40.759 ms 40.7@3 ms

5 3 10.10.24.4 (10.10.24.4) 38.339 ms 38.298 ms 38.242 ms

6 4 10.20.100.11 (10.20.100.11) 40.357 ms 40.309 ms 40.253 ms

Figure 5.11: Network 1 test - pinging from client to server 1
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MPLS forwarding table - node N1

1 RP/0/@/CPU@:nl#sho mpls forwarding

2 Fri Apr 1 15:@8:33.715 UTC

3  Local Outgoing Prefix Outgoing Next Hop Bytes

4  Label Label or ID Interface Switched
R el el
6 18000 Pop No ID Gie/e/e/e 12.10.12.2 2]

7 19000 Pop No ID Gie/e/e/1 12.10.13.3 <]

8 20000 20000 No ID Gie/e/e/e 1e.10.12.2 %]

9 20000 No ID Gie/e/e/1 12.10.13.3 2]

10 24000 Pop SR Adj (idx 1) Gie/e/e/e le.10.12.2 <]

11 24002 Pop SR Adj (idx 1) Gie/e/e/1 12.10.13.3 %]

Figure 5.12: Network 2 - show MPLS forwarding table at N1

5.3.2 Network 2 - Multi-domain Segment Routing test-bed

The next thing we wanted to examine in this thesis is implementation of
Segment Routing in multi-domain network. This task was not straightforward
having in mind that Segment Routing is not standard yet and not lots of
references were found regarding this topic. Moreover, we had limitation on
IOS XRyv that does not support all Segment Routing features that made us to
improvise in order to enable Segment Routing traffic engineering in multi-
domain network.

The multi-domain network we built consists of two IGP domains. Each IGP
domain has structure as Network 1 explained in the previous chapter, as in
following figure:

10.10.0.0/16 10.20.0.0/15
N210.1022 AS10 AS20 N6 10.10.6.6 SERVER 1
SID 18000 SID 18000 10.20.100.11

N8 10.10.8.8
1D 20000

N110.10.1.1

N4 10.10.4.4
SID 20000

N5 10.20.5.5
SID 17000

CLIENT
10.10.100.2

N3 10.10.3.3 N7 10.10.7.7

SID 19000 SID 19000 SERVER 2
10.20.100.22

Figure 5.13: Network 2 - Multi-domain Network
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The network consists of two autonomous systems AS 10 and AS 20. Each AS
has 4 routers, N1-N4 form AS 10 and N5-N8 form AS 20. Inter-domain link is
the link between N4 and N5. To N1 has a subnet 10.10.100.0/24 attached
with a Client. Router N8 has a subnet 10.20.100.0/24 with two servers.

Border routers, N4 and N5, implement BGP in order to exchange reachability
information. Also, they peer SDN controller and deliver IGP information (each
one delivers link-state information of its own AS). In order to peer both BGP
speakers one must add an extra BGP module in OpenDaylight configuration.
Both routers’ and OpenDaylight configuration could be find in following
sections.

Router Configuration

The basic network configuration of interfaces, 1S-IS and MPLS is identical as
in the previous network. Both domains have identical structure that is derived
from the previous network case, so we will skip the basic configuration and
just consider the changes we made in order to enable this multi-domain
network working.

To enable tunnel setup from N1 to N8 the route must be ping-able. This
means that N1 must have the route to N8 in its forwarding table. Since N8 is
in external domain the only way it could learn it is through the BGP protocol.
BGP normally runs on the inter-network link N4-N5. N4 and N5 are configured
to exchange the network reachability among themselves. However, the
information about AS 20 that N4 has must be further redistributed within AS
10 if we want to make inter-domain routers pingable. In theory, this can be
done by configuring IS-1S to redistribute BGP information in its message. This
IS-IS configuration was not available in the Cisco XRv we used for this
project. Instead, we used static route configuration at node N1, as it is shown
below. In the line 3, we configured N4 to be the gateway for the default IP
address. In the next line we added static route for all 10.20.0.0/16 network.
The line 4 was necessary for the successful tunnel setup.
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Router static configuration

1 router static

2 address-family ipv4 unicast
0.0.2.0/0 12.10.4.4

- 10.20.0.0/16 10.10.4.4

5 1

Figure 5.14: Network 2 -static route at N1

The additional configuration was implemented on the border routers. N4 and
N5 must run both BGP and BGP-LS protocol and advertise both its neighbors
and SDN controller about link-state information.

In BGP configuration we can see that a router now has two neighbors - N5
and OpenDaylight. N4 is configured to redistribute link state information of its
network 10.10.0.0/16 (line 6) to its neighbors. The neighbors are defined
below (line 10 and 18). The first neighbor (line 10-17) is defined by its
interface - 10.30.0.5 is N5 interface towards N4. Furthermore, we specified
external AS 20 and source link (GigabitEthernet0/0/0/2 is the N4 link towards
N5). The second neighbor is OpenDaylight with IP address 192.168.100.100.
N4 delivers link-state information through management interface (line 20).
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1 leoeee BGP-------cmcrmmc e r e r e e
2 router bgp 1@
3 bgp router-id 10.12.4.4
- bgp log neighbor changes detail
5 address-family ipv4 unicast
network 10.10.0.0/16
7 ]
8 address-family link-state link-state
g ]
12  neighbor 10.32.0.5
11 remote-as 2@
12 update-source GigabitEtherneto/@/0/2
13 address-family ipv4 unicast
14 route-policy PASS in
15 route-policy PASS out
16 !
17 !
18 neighbor 192.168.100.100
19 remote-as 1
20 update-source MgmtEtho/@/CPUd/@
21 session-open-mode passive-only
22 address-family link-state link-state
23 route-policy PASS in
24 route-policy PASS out

5 !

Figure 5.15: Network 2 - BGP configuration of router N4

Let’s now consider Segment Routing in multi-domain network. As it was
mentioned, the basic Segment Routing commands in IS-IS configuration
enables one to configure Node-SID. If everything is done properly, adjacent
SIDs are then builded automatically by taking the values outside of SRGB
range. However, in this case we have an external link that does not run any
protocol except BGP. The IETF explained in the draft [draft bgp-prefix sid] that
for multi-domain Segment Routing BGP-Prefix -SID must be assigned in order
to be able to construct the SR tunnel. By specifying BGP-Prefix-SID in ERO,
the packet will be routed to external domain according to the shortest path.
However, this function was not supported by Cisco XRv, which means that we
were not able to introduce Segment Routing capability through BGP protocol.

Since at this point only IS-IS supported Segment Routing configuration, the
only way to build the segment towards external link is to enable IS-IS on that
link. The new IS-IS instance runs just between N4 and N5 and form adjacent
segment that is crucial for multi-domain traffic engineering. Having in mind
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that this is multi-domain network; we disabled 1S-IS message redistribution
from domain AS10 to AS20 and vice versa. The new instance is presented
below. Both N4 and N5 run this instance.

Additional IS-IS instance

1 router isis 1ee
2 is-type level-2-only
3 net 49.1111.0000.2200.0004.00
< log adjacency changes
5 address-family ipv4 unicast
6 metric-style wide
7 ispf
8 mpls traffic-eng level-2-only
9 mpls traffic-eng router-id Loopbacke
10 segment-routing mpls sr-prefer
11 !
12 interface GigabitEthernet@/0/0/2
3 address-family ipv4 unicast
14 i
5 !
16 !
Figure 5.16: Network 2 - additional I1S-IS instance
Loopback  Management GigabitEternet Autonomous
Router ID P ge ga Node SID
Address Interface Interfaces Systemn
10.10.12.1
N1 10.10.1.1 192.168.100.1 10.10.13.1 17000 10
10.10.100.1
10.10.12.2
N2 10.10.2.2 192.168.100.2 10.10.24.2 18000 10
10.10.13.3
N3 10.10.3.3 192.168.100.3 10.10.34.3 19000 10
10.10.12.4
N4 10.10.4.4 192.168.100.4 10.10.24.4 20000 10
10.30.0.4
10.20.56.5
N5 10.20.5.5 192.168.100.5 10.20.57.5 17000 20
10.30.0.5
10.20.56.6
N6 10.20.6.6 192.168.100.6 10.20.68.6 18000 20
10.20.57.7
N7 10.20.7.7 192.168.100.7 10.20.78.7 19000 20
10.20.68.8
N8 10.20.8.8 192.168.100.8 10.20.78.8 20000 20
10.20.100.1

Table 5.2: Network 2 - interfaces and SIDs
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OpenDaylight Configuration

OpenDaylight configuration must be changed to peer both domains. The
module configuration file is xml file named 47-bgp-example.xml placed in
‘/etc/opendaylight/karaf’. The first module peers N4 - management interface
192.168.100.4, AS 10. The new added module peers N5 - 192.168.100.5, AS
20. Peer role was changed to ebgp since SDN controller is placed in remote
AS.

ODL configuration for multidomain network

1

2 <module>

3 <type xmlns:prefix="urn:opendaylight:params:xml:ns:yang:controller:bgp:rib:impl">
< prefix:bgp-peer</type>
5 <name>example-bgp-peer</name>

6 <host>192.168.100.4</host>

7 <holdtimer>180</holdtimer>

8 <peer-role>ebgp</peer-role>

9 <remote-as>10</remote-as>

10 = deeees

11 </module>

12

13 <module>

14 <type xmlns:prefix="urn:opendaylight:params:xml:ns:yang:controller:bgp:rib:impl">
15 prefix:bgp-peer</type>
16 <name>example-bgp-peer2</name>

17 <host>192.168.100.5</host>

18 <holdtimer>180</holdtimer>

19 <peer-role>ebgp</peer-role>

20 <remote-as>20</remote-as>

21 ieeee.

22 </module>

Figure 5.17: Network 2 -ODL configuration for multi-domain network

Network try-out

To make sure that multi-domain network is configured properly, firstly we did
the traceroute from N1 to N8:
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traceroute 10.20.8.8

1
2
3
4
5
6
7 1 1e.
8 2 1e.
9 3 1e.
10 4 1@.
11 5 1e.

RP/@/@/CPUG: n1l#tracercute
Wed Mar 30 13:36:17.668 UTC

10.12.2 [MPLS:

20.56.6 [MPLS:

Type escape sequence to abort.
Tracing the route to 10.20.8.8

20.68.8 69 msec * 9 msec

10.20.8.8

Label 2000@ Exp @] @ msec
10.24.4 9 msec O msec @ msec

30.0.5 @ msec 9 msec @ msec

Label 2000@ Exp @] 209 msec

© msec © msec

19 msec

19 msec

Then, we checked MPLS forwarding table at N4 to ensure that we have the
label for external link (figure below). One can see that there is adjacency label

Figure 5.18: Network 2 - traceroute from N1 to N8

24004 towards external interface - 10.30.0.5.

N4 MPLS FORWARDING TABLE

1 RP/0/@/CPUO:n4#show mpls forwarding
2 Fri Mar 25 00:27:19.626 UTC

3 Local
4  Label
6 17000
7

8 13000
9 19000
10 24000
11 24002
12 24004

Outgoing
Label

Prefix
or ID

No ID
SR Adj (idx 1)
SR Adj (idx 1)
SR Adj (idx 1)

Outgoing
Interface

Gie/e/e/e
Gie/e/e/1
Gie/e/e/e
Gie/e/e/1
Gie/e/e/@
Gie/e/e/1
Gie/e/e/2

Next Hop

10.10.34.
1e.1e.24
18.10.34.
1e.1e.24.
l1e.10.34.
10.30.0.5

Bytes
Switched

5 mmmme e s m e mmmmmm e mmmmmmn mmmmmmmmmmme mmmmmmmmmmmmmm= mmmmmmm—————

Figure 5.19: Network 2 - MPLS forwarding table - router N4

Lastly we checked IP routes at node N4. This show command prints out all

the routes that a router has in its forwarding table.
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N4 IP ROUTE

RP/@/@/CPUO:n4%show ip route
Fri Mar 25 ©2:08:08.553 UTC

1

2

3

4 Codes: C - connected, S - static, R - RIP, B - BGP, (>) - Diversion path

5 D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

6 N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

7 El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

8 i - ISIS, L1 - IS-IS level-1, L2 - IS-IS level-2

9 ia - IS-IS inter area, su - IS-IS summary null, * - candidate default

10 U - per-user static route, o - ODR, L - local, G - DAGR, 1 - LISP
11 A - access/subscriber, a - Application route

12 M - mobile route, r - RPL, (!) - FRR Backup path

13

14 Gateway of last resort is not set

15

16 S 120.10.0.2/16 is directly connected, 3w@d, Nulle
17 i L2 10.10.1.1/32 [115/20] via 12.10.24.2, 19:90:19, GigabitEthernete/e/0/e
18 [115/20] via 10.10.34.3, 19:20:19, GigabitEthernet9/0/0/1

19 i L2 10.10.2.2/32 [115/10] via 1©.10.24.2, 19:28:21, GigabitEthernete/0/0/@
20 i L2 1e.10.3.3/32 [115/10] via 10.10.34.3, 19:42:32, GigabitEthernete/e0/0/1
21 L 12.10.4.4/32 is directly connected, 3w@d, Loopbacke
22 i L2 10.10.12.0/24 [115/2@] via 10.10.24.2, 1wed, GigabitEtherneto/e/0/0
23 i L2 1e.10.13.2/24 [115/22] via 10.10.34.3, 3w@d, GigabitEtherneto/e/0/1
24 C 12.10.24.2/24 is directly connected, 3w@d, GigabitEtherneto/e/e/e
25 L 12.10.24.4/32 is directly connected, 3w@d, GigabitEthernete/e/e/o0
26 C 12.10.34.0/24 is directly connected, 3wed, GigabitEthernete/0/e/1
27 L 12.10.34.4/32 is directly connected, 3w@d, GigabitEthernete/e/e/1
i

L2 12.10.1902.0/24 [115/2@] via 1@©.10.24.2, 22:30:12, GigabitEtherneto/e/e/0
29 [115/20] via 10.10.34.3, 22:30:12, GigabitEtherneto/e/e/1

30 B 10.20.0.0/16 [20/0] via 10.30.0.5, 1wed

31 B 10.20.8.8/32 [20/20] via 10.30.0.5, 1deih

32 C 10.30.0.2/16 is directly connected, 3w@d, GigabitEthernete/o/e/2
33 L 12.30.0.4/32 is directly connected, 3w@d, GigabitEtherneto/0/e/2
3 L 127.0.0.2/8 [@/@] via ©.0.0.8, 3wed

35 C 192.168.100.0/24 is directly connected, 3wed, MgmtEthe/e/CPue/e
36 L 192.168.120.4/32 is directly connected, 3wed, MgmtEthe/e/CPua/e

Figure 5.20: Network 2 - N4 |P route

5.3.3 Network 3 - Performance Analysis test-bed

To test Traffic Engineering performance, we constructed a network that has
multiple disjoint paths between server and client. This network, as could be
seen from the figure below, consists of six routers R1-R6, one client and three
servers.
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SERVER 1
192.168.2.1

R22.2.2.2 R44.4.4.4
SID 18000 SID 20000

R6 6.6.6.6
SID 22000

R11.1.1.1
SID 17000

192.168.1.2 ‘ SERVER 2
a 192.168.2.2
R33.3.3.3 R55.5.5.5

SID 19000 SID 21000

CLIENT

SERVER 3
192.168.2.3

Figure 5.21: Network 3 - topology

This is single domain network and BGP speaker is R4. The router
configuration will be presented below.

Router Configuration

In this section, we will observe configuration of router R1 - interface, 1S-IS and
MPLS configuration. Additionally BGP configuration of router R4 will be
presented. Some details (commands meaning) will be skipped since they
were provided in previous sections. Here we will put more focus on network
construction.

In this network, each router is connected to three other routers. Router R1 is
connected to the subnet 192.168.1.0/24 where we have the client with IP
192.168.1.2. On the router R6 we have subnet attached 192.168.2.0/24.

Configuration of R1 interfaces is presented below. R1 has Loopback,
management and four GigabitEthernet interfaces. The Loopback address is
1.1.1.1 and management address is 192.168.100.1. Management interface is
used for communication to OpenDaylight. Other three interfaces (to other
routers) are 10.10.12.1, 10.10.13.1 and 10.10.16.1.
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W oONOWU S WN -

NN NN NN R R R e e e
N Hh WNKMEOOUDNOWM A WNRMRO®

hostname rl1
ipv4 unnumbered mpls traffic-eng Loopbacke
interface Loopbacke
ipv4 address 1.1.1.1 255.255.255.255
1
interface MgmtEtho/@/CPUG/@
ipv4 address 192.168.100.1 255.255.255.@
1
interface GigabitEthernet@/e/0/0
ipv4 address 10.1@.12.1 255.255.255.0
1

interface GigabitEthernete/e/0/1

ipv4 address 10.1@.13.1 255.255.255.0
1
interface GigabitEthernet@/e/0/2

ipv4 address 10.1@.16.1 255.255.255.0
1
interface GigabitEthernete/e/e/3

ipv4 address 192.168.1.1 255.255.255.0
1
route-policy PASS

pass
end-policy
1

Figure 5.22: Network 3 - interface configuration R1

IS-IS configuration

W oSN b WwN e

WWWWWWRNRNNNRNRNRNRNRNRNRE B D e e e e e e
VBWNHEFOOWURINOUAWNROOWOONOUHAWNRKRSD

router isis 1
is-type level-2-only
net 49.0000.0000.2200.0081.00
log adjacency changes
address-family ipv4 unicast
metric-style wide
ispf
mpls traffic-eng level-2-only
mpls traffic-eng router-id Loopbacko
redistribute connected
segment-routing mpls sr-prefer
1
interface Loopbacke
passive
address-family ipv4 unicast
prefix-sid absolute 17220
]
1
interface GigabitEthernete/e/e/e
point-to-point
address-family ipv4 unicast
1
1
interface GigabitEthernete/e/0/1
point-to-point
address-family ipv4 unicast
1
1
interface GigabitEthernete/e/e/2
point-to-point
address-family ipv4 unicast
1
1
l}

Figure 5.23: Network - IS-1S configuration R1

77



Ana Kos
Master Thesis

In 1S-IS section we specified the interfaces that will be announced in IS-IS
messages. Loopback interface is announced, but passive (no packets are
sent through it). IS-IS runs on GigabitEthernet interfaces toward the routers
R2, R3 and R4. Segment Routing preference is included in MPLS traffic
engineering section. The node SID is 17000.

MPLS configuration

4  mpls traffic-eng
5 interface GigabitEthernete/e/0/@
6 !
7 interface GigabitEthernete/0/0/1
8 !
9 interface GigabitEthernete/e/0/2
10 !
11 pce
12 peer source ipv4 192.168.1€0.1
13 peer ipv4 192.168.120.100
14 !
15 segment-routing
16  stateful-client
17 instantiation
18 delegation
19 !
20 speaker-entity-id 1.1.1.1
1

NN

auto-tunnel pcc

tunnel-id min 1 max 99
]

[
[V, I S VT N

reoptimize timers delay installation @
1

~ O

commit
end

L I

[+4]

Figure 5.24: Network 3 - MPLS configuration R1

In MPLS section we enabled traffic engineering on GigabitEthernet interfaces.
Also, PCE source and peer IPv4 address are specified. Segment Routing
capabilities are included, so OpenDaylight can push the Segment Routing
tunnels to the router.

MPLS, IS-IS and interface sections are identical for each router in the network
except the IP address and SIDs values. In the table below, one can find the
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values we used for configuring each router: node name, Loopback address,
Management interface |P address, GigabitEthernet interfaces and Node-SIDs

Loopback Management GigabitEternet

Node SID
Address Interface Interfaces

Router ID

10.10.12.1
10.10.13.1
R1 1.1.1.1 192.168.100.1 10.10.16.1 17000
192.168.1.1

10.10.12.2
R2 2.2.2.2 192.168.100.2 10.10.23.2 18000
10.10.24.2
10.10.13.3
R3 3.3.3.3 192.168.100.3 10.10.23.3 19000
10.10.35.3
10.10.24.4
R4 4444 192.168.100.4 10.10.46.4 20000
10.10.45.4
10.10.35.5
R5 5.5.5.5 192.168.100.5 10.10.45.5 21000
10.10.56.5
10.10.16.6
10.10.46.6
R6 6.6.6.6 192.168.100.6 10.10.56.6 22000
192.168.2.1

Table 5.3: Network 3 - interfaces and SIDs

Router R4 is BGP speaker and it peers OpenDaylight. They communicate by
BGP-LS protocol. R4 periodically delivers link-state information to the
controller. The BGP configuration is presented below.

BGP configuration

router bgp 1

bgp router-id 4.4.4.4

address-family link-state link-state
bgp log neighbor changes detail

1

[V, I SN YR

o

J

neighbor 192.168.120.100

8 remote-as 1

9 update-source MgmtEtho/@/CPU@/@

10 session-open-mode passive-only

11 address-family link-state link-state
12 route-policy PASS in

13 route-policy PASS out

14 !
15 !
16 !

Figure 5.25: Network 3 - BGP configuration R4
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OpenDaylight Configuration

OpenDaylight configuration is the same as in the Network 1 (chapter 5.3.1).

Network try-out

To test the network configuration, again, we trace the route from the client to
the server and we check MPLS forwarding table at node R1.

traceroute from client to server 1

1 RP/@/@/CPUQ:rl&traceroute 192.168.2.11 source 192.168.1.1
2 Thu Mar 3 12:47:57.441 UTC

3

4 Type escape sequence to abort.

5 Tracing the route to 192.168.2.11

7 1 10.10.16.6 © msec © msec ©Q msec

8 2 192.168.2.11 0 msec © msec © msec

Figure 5.26: Network 3 - traceroute from client to server 1

MPLS forwarding table - router R1

1 RP/0/@/CPU@:rl%sho mpls forwarding
2 Thu Mar 3 12:49:38.635 UTC

3 Local Outgoing Prefix

4 Label Label or ID

6 18000 Pop No ID

7 19000 Pop No ID

8 20000 20000 No ID

9 20000 No ID

10 21000 21000 No ID

11 21000 No ID

12 22000 Pop No ID

13 24000 Pop SR Adj (idx 1)
14 23002 Pop SR Adj (idx 1)
15 24004 Pop SR Adj (idx 1)

Outgoing
Interface

Gie/e/e/e
Gie/e/e/1
Gie/e/e/e
Gie/e/e/2
Gie/e/e/1
Gie/e/e/2
Gie/e/e/2
Gie/e/e/e
Gie/e/e/1
Gie/e/e/2

Next Hop

QWO Wa N W

Bytes
Switched

OO OH OO

Figure 5.27: Network 3 - MPLS forwarding table
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Chapter 6. Results

The implementation that was presented in previous chapter was used to run
different test cases and to examine various aspects of Segment Routing in
SDN environment. Firstly, we tested ECMP capabilities of Segment Routing
tunnels. It will be shown how by implementing Segment Routing LSP
database can be significantly decreased. We will prove resource utilization
benefits of application engineered Segment Routing. Lastly, we can see how
SDN-SR can enable efficient and easy traffic engineering in multi-domain
network.

6.1 ECMP Segment Routing

Equal Cost Multipath is a strategy where the traffic can be forwarded from a
source to the destination by using multiple best paths (equal cost). ECMP
balances the overall traffic load and guarantees the efficient network
utilization. Segment Routing adopts ECMP strategy by defining a Node-SID to
be ECMP-aware shortest path to the destination. By constructing a tunnel just
using a single label, one will have ECMP-aware tunnel through destination.

T . Controller

Tunnel -
Setup §
N2

Node-SID 18000 . SERVER 1
CUENT |
N1 Na SERVER 2
Node-SID 17000 / Node-SID 20000

N3
Node-SID 19000

Figure 6.1: ECMP testing
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In the figure a simple Segment Routing network is presented. One can create
a Segment Routing tunnel from a network edge to another by simply pushing
a single label on the packet header. The tunnel (label) is pushed from
application level through controller to the network:

ERO pushed from application level

1

w N

Nown b

o o

1e

<ero>

</ero>

<subobject>
<loose>false</loose>
<sid-type xmlns="urn:opendaylight:params:xml:ns:yang:pcep:segment:routing”>
ipv4-node-id</sid-type>
<m-flag xmlns="urn:opendaylight:params:xml:ns:yang:pcep:segment:routing™>
true</m-flag>
<sid xmlns="urn:opendaylight:params:xml:ns:yang:pcep:segment:routing”>20000</sid>
</subobject>

Figure 6.2: ERO pushed from application to the network

Simply tracing a route from a client to different destinations, one can see that
traffic takes different paths to through the core network:

trace route from the client to serverl and server2

0 N OV bW N

RP/@/@/CPUG:nl#traceroute 10.20.100.11 source 10.10.100.1
Wed Mar 30 16:40:54.118 UTC

Type escape sequence to abort.
Tracing the route to 10.20.100.11

1 12.10.13.3 [MPLS: Label 20000 Exp ©] @ msec © msec 9 msec
2 12.10.34.4 0 msec 9 msec @ msec
3 12.20.102.11 9 msec 9 msec 19 msec

RP/0/@/CPU@: nl#traceroute 10.20.100.22 source 10.10.100.1
Wed Mar 30 16:41:05.248 UTC

Type escape sequence to abort.
Tracing the route to 10.20.100.22

1 12.10.12.2 [MPLS: Label 20000 Exp ©] @ msec 9 msec O msec
2 12.10.24.4 0 msec 9 msec 9 msec
3 12.20.102.22 @ msec 9 msec @ msec

Figure 6.3: Traceroute - ECMP testing

Here we proved the ECMP property of Node-SID. Assigning just one label
one can get an ECMP tunnel between two nodes e.g. network edges.
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20000

PACKET TO N4

4 PACKET TO N4
N210.10.2.2

Node-SID 18000

PACKET TO N4

N110.10.1.1 \ i 7 Na10.10.4.4
Node-SID 17000 Node-SID 20000

PACKET TO N4
20000

PACKET TO N4
N3 10.10.3.3

Node-SID 19000

Figure 6.4: ECMP paths

This property can have a huge impact on LSP database size, especially in big
backbone networks where a core node should keep track of thousands of
tunnels. Due to the hardware limitation, we could not get practical result of
database scalability - one should employ big number of nodes. In theory, one
can compare number of state core MPLS node and in Segment Routing node.
Let's assume a full mesh network as on the picture below. In MPLS full mesh
a core node has approximately N2 entries while in Segment Routing a
number of entries tends to be equal to number of nodes in the network plus
number of adjacencies. Moreover, the forwarding table in Segment Routing
tends to be constant - once SIDs are setup there is no need for any further
changes.

Local Outgoing Prefix Outgoing
Label Label or I0 Interface
Gie/e/e/e
Gie/e/e/1
Gie/e/e/e

Gie/e/0/2
Gie/e/e/1
Gie/e/e/2
Gie/e/0/2
Gie/e/0/0
Gie/e/0/1
Gie/e/0/2

Figure 6.5: Network scalability
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The following graph shows theoretical results of number of states in MPLS
core node and Segment Routing node:

Number of Routing States
30k

20k

10k

No. of states in core router

0k
25 50 75 100 125 150

No. of nodes

Segment Routing -~ MPLS

Figure 6.6: MPLS vs Segment Routing states number

The number of entries in a Segment Routing node is significantly lower than
in MPLS. Segment Routing introduces the constant label in a network domain.
Tunnels that are built within a network reuse the same set of labels so there is
no need to add a new FIB entry when a new tunnel is added. While in MPLS
for each tunnel a new FIB entry is necessary. This can cause huge scale
problems in populated core networks, where some nodes have to keep a
track of thousands of nodes.

6.2 Performance Analysis

This sub-chapter shows results of the tests we run to evaluate Segment
Routing network performance. The Jperf network performance monitor tool
was used to test and measure network utilization when multiple flows are
present. Firstly we test network behavior without Segment Routing tunnels.
After gathering results, we pushed tunnels from OpenDaylight and measure
network performance again.

84



Ana Kos
Master Thesis

The scenario is following:

- The network consists of 6 routers, 1 client and 3 servers (figure below)
- There is a direct path between client and servers

- There are two disjoint (multi-hop) paths between client and server

- The client wants to send traffic to each server at the same time

SERVER 1

192.168.2.1
R22.2.2.2 R44.444

SID 18000 SID 20000 E
R11.1.1.1 R6 6.6.6.6
SID 17000 SID 22000

=

. e
~ P
CLENT . A
192.168.1.2 : - ; SERVER 2
192.168.2.2

R33.3.3.3 R5 5.5.5.5
SID 15000 SID 21000

SERVER 3
192.168.2.3

Figure 6.7: Performance analysis scenario

6.2.1 Test without Segment Routing

Without traffic engineering tunnels all three flows from the client to the server
will naturally take the shortest path through the network (R1-R6). The capacity
of a link will be shared among three flows which will have the direct impact on
the flow rate and there on QoS.

SERVER 1

192.168.2.1
R22.2.2.2 R44.4.44

SID 18000 SID 20000

R6 6.6.6.6
SID 22000

R11.1.1.1
SID 17000

CLIENT
192.168.1.2 SERVER 2

192.168.2.2

R33.3.3.3 R55.5.5.5
SID 19000 SID 21000

SERVER 3
192.168.2.3

Figure 6.8: Performance analysis — test without Segment Routing
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The test steps are:

- Firstly client connects to the server 1 (green line)
- After 50 sec the client connects to server 2 (blue line)
- After 50 sec the client connects to the server 3 (red line)

The links rate are limited to 500 Kbit/s due to Cisco XRv limitation.

Throughput (kbps)

3 flows

- st flow
300 - 2nd flow
- 3rd flow

throughput (kbps)

time (sec)

Figure 6.9: Results of performance analysis — test without Segment Routing

As can be seen from the graph, the first connection gets the full capacity
initially. After 50s, the second connection is setup and two flows utilize half of
the capacity each. Finally, when the third connection comes up the flows get
one third of total capacity.

6.2.2 Test with Segment Routing

In the same scenario, Segment Routing can be used to improve overall
throughput. Beside the shortest path between R1 and R6, there are two
disjoint paths between those two nodes that can be used to convey client's
traffic. To get the maximum capacity for all three flows we added two
Segment Routing tunnels to the network:

- 1st tunnel: R1-R2-R4-R6 identified by segments 18000-22000
- 2nd tunnel: R1-R3-R5-R6 identified by segments 19000-22000
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With two tunnels and with the natural shortest path between R1 and R6, all of
three flows can exploit the full link bandwidth towards destination.

SDN SERVER 1
R22.2.2.2 22000 R44.444 192.168.2.11

Controller 18000 SID 18000 o051 SID 20000

22000 22000
PCEP LT BEENIOSE SERVER 2
192.168.2.22
| PACKET T0 52 PACKETTO 1
CLIENT PACKET TO S3
192.168.1.2 R11.1.1.1 R6 6.6.6.6

SID 17000 SID 22000
19000 2000
N rec3:: B rsssss maETos
PACKETT0 53 SID 19000  packerT053 SID 21000 SERVER 3

192.168.2.33

Figure 6.10: Performance analysis — test with Segment Routing

By measuring the traffic rate on the server side we got the following results:
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Figure 6.11: Results of performance analysis — test with Segment Routing
We can clearly see the benefit of Segment Routing in the above scenario. It

utilizes network and satisfies all three flows with maximum link speed, instead
of sharing the link on the shortest path. And all these can be initiated from
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higher-level application with SDN Controller, which has a global view and
control over the network.

Segment Routing paths can be created dynamically. It enables network
providers to quickly address new business requirements in agile fashion.
There is no need to modify configurations locally on routers. It can be simply
done by sending a RESTful request from the application network through
controller and tunnels. And when there are no more needs for these new
paths, they can as easily removed as they were created.

6.3 Multi-domain Segment Routing

Lastly, we examined Segment Routing performance in multi-domain network.
We observed a situation where the traffic crosses multiple domains toward
destination. Domains belong to different ISPs. Multi-domain network has a
single control entity — SDN controller that has global visibility of both domains
and that is capable to monitor and control the overall network state.

In reality, an end-to-end path that crosses multiple domains might experience
different traffic policies in different domains. A service provider’s policy
presents the rule that must be taking into account while provisioning the
service to the end customers. In some cases policies can be relaxed and
traffic can take the best path calculated by IGP. However, sometimes an ISP
might set up strict policies and traffic must take a strict while crossing the
domain.

This test case has the goal to demonstrate how one can exploit basic
Segment Routing properties to design a path that respects ISPs’ policies as
well as traffic requirements. We will use ECMP and application engineering
features to show how end-to-end path can be engineered in the environment
where policies change in different domains.

The multi-domain network we implemented consists of two domains, 4 nodes

each. An ODL controller has a full visibility of network topology and status. In
each domain there is a BGP speaker that delivers link-state domains to the
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controller. Also, BGP protocol runs on interconnection link and transfer
network reachability information. A client that is on one side of the network
communicates with two servers that are on the other part of the multi-domain
network.

ISP 1 SDN ISP 2

Controller

N2 10.10.2.2 N6 10.10.6.6
SID 18000 SID 18000
BGP-LS
BGP-LS
N110.10.1.1 N8 10.10.8.8
SID 17000 BGP BGP SID 20000

Speaker Speaker

N4 10.10.4.4 N5 10.20.5.
SID 20000 SID 17000

N3 10.10.3.3 N7 10.10.7.7
SID 19000 SID 19000

Figure 6.12: Multi-domain network

Let's observe the end to end path for highly sensitive traffic such as voice or
video. For high priority traffic that crosses multiple domains it is crucial to
ensure that in each domain the user SLA is satisfied. Sensitive traffic must
take an optimum path in each domain otherwise QoS will degrade. In this
case we show how SDN controller can set up deterministic path across
multiple domains. By using Adjacency-SIDs an end-to-end path can be
designed to satisfy user’s criteria along all way from the source to the
destination.
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ISP 1 ISP 2
SDN
Controller N210.10.2.2 N6 10.10.6.6 SERVER 1
SIDJE000 SID 18000 10.20.100.11

\CEP 24002

CLIENT N110.10.1.1
10.10.100.2 SID 17000

N8 10.10.8.8
SID 20000

N4 10.10.4.4 N510.20.5.5
SID 20000 SID 17000

SERVER 2
10.20.100.22

N3 10.10.3.3 N7 10.10.7.7
SID 19000 SID 19000

— Deterministic Path

Figure 6.13: Multi-domain example 1

traceroute from client to server 1

1 RP/@/@/CPUG:nl#tracercute 10.20.100.11 source 10.10.100.2

2 Wed Mar 30 14:01:37.854 UTC

3

4 Type escape sequence to abort.

5 Tracing the route to 10.20.100.11

6

7 1 12.10.108.1 [MPLS: Labels 24002/24002/24004/24002/24002 Exp @] 9 msec 19 msec © msec
8 2 10.10.12.2 [MPLS: Labels 24002/24004/24002/24002 Exp @] 19 msec 19 msec O msec
9 3 10.10.24.4 [MPLS: Labels 24004/24002/24003 Exp 0] 9 msec 19 msec @ msec

106 4 10.30.0.5 [MPLS: Labels 24002/24003 Exp @] 9 msec 9 msec © msec

11 5 10.20.56.6 [MPLS: Label 24003 Exp 0] @ msec © msec 49 msec

12 6 10.20.68.8 © msec © msec © msec

13 7 12.20.102.11 9 msec 19 msec 19 msec

Figure 6.14: Traceroute for multi-domain example 1

However, it might happen there are multiple optimal paths across the domain.
For example, the network is dense and the operator wants to use ECMP to
distribute traffic through the network. In that case Prefix-SIDs can be used
and traffic load will be equally distributed in each domain among the available

paths.
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ISP 1 ISP 2
SDN
N6 10.10.6.6
Controller :nf) 11%0100‘.,2.2 N6 10104

SERVER 1

10.20.100.11

PCEP 20000

NS 10.20.5.5
SID 17000

N8 10.10.8.8
SID 20000

CLIENT
10.10.100.2

N110.10.1.1 N4 10.10.4.4
SID 17000

20000

SERVER 2
N7 10.10.7.7 10.20.100.22

SID 19000

N3 10.10.3.3
SID 15000

—— Deterministic Path
e ECMP Path

Figure 6.15: Multi-domain example 2

traceroute from client to server 1 and to server 2

1 RP/@/@/CPU@:nl1#traceroute 1€.20.102.11 source 10.10.100.1

2 Wed Mar 30 14:47:19.426 UTC

3

- Type escape sequence to abort.

5 Tracing the route to 10.20.100.11

6

7 1 12.10.13.3 [MPLS: Labels 2000@/24004/2000@ Exp ©] @ msec © msec 19 msec
8 2 10.10.34.4 [MPLS: Labels 24004/20002 Exp @] 9 msec 9 msec 19 msec
9 3 12.30.0.5 [MPLS: Label 20000 Exp @] 19 msec 9 msec 9 msec

16 4 10.20.57.7 [MPLS: Label 20002 Exp @] 9 msec 9 msec 9 msec

11 5 12.20.78.8 9 msec 9 msec 19 msec

12 6 12.20.102.11 19 msec 9 msec 9 msec

13

14 RP/@/@/CPU@:nl#traceroute 10.20.1€0.22 source 10.10.120.1

15 Wed Mar 30 14:48:25.911 UTC

16

17 Type escape sequence to abort.

18 Tracing the route to 10.20.100.22

19

20 1 10.10.12.2 [MPLS: Labels 2000@/24004/2000@ Exp @] 9 msec © msec 29 msec
21 2 12.10.24.4 [MPLS: Labels 24004/20002 Exp @] 9 msec 19 msec 9 msec
22 3 10.30.0.5 [MPLS: Label 20000 Exp @] 29 msec 9 msec 29 msec

23 4 19.20.56.6 [MPLS: Label 20002 Exp @] 19 msec 9 msec 9 msec

24 5 12.20.68.8 9 msec © msec 9 msec

25 6 1©.20.102.22 9 msec 9 msec @ msec

Figure 6.16: Traceroute for multi-domain example 2

As we mentioned above, a single end-to-end path might experience different
policies in different domains. Also, different applications coming from the
same source might have different requirements and can be handle in different
way across the multi-domain network.

91



Ana Kos
Master Thesis

The SDN controller can provision the path that matches different policies and
requirements by combining adjacency and prefix SIDs. In the scenario the
first ISP has relaxed policies and multiple disjoint paths towards destination.
In the second domain, ISP2 has strict policies and specific paths for different
kind of traffic.

The client wants to run different kind of applications on two servers. The first
flow from the client to the server 1, crosses the first domain with ECMP path,
then it takes deterministic path in the second:

ISP 1 ISP 2
SDN
Controller N210.10.2.2 N6 10.10.6.6
SID 12000 SID 18000 serveRs

10.20.100.11

SID 17000

SERVER 2

N310.1033 N710.102.7 10.20.100.22
S SID 13000

e DEtErMinistic Path
ECMP Path

Figure 6.17a: Multi-domain example 3a

Similarly the other flow takes ECMP-aware route in the first domain and on
the second it gets a deterministic paths:

ISP 1 ISP 2
SDN
Controller N210.10.2.2 N6 10.10.6.6
SID 12000 SID 18000 “ERvER
1020.100.11
PCEP 20000

NE10.10.8.8
SID 20000

SERVER 2
N310.103.3 N710382.7 10.20.100.22

SID 19000 SID 13000

e DETETMINISTIC Path
ECMP Path

Figure 6.17b: Multi-domain example 3b
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In the example above we wanted to demonstrate how different combination of
SIDs can match different policies and requirements while forwarding end-to-
end traffic. SDN controller that has global view and knowledge of network
state and policies can provision a path that can satisfy both operator’s and
user’s criteria. The benefit is mutual.

6.4 Network Limitations

During the testing phase we experienced some limitation on Cisco XRv and
OpenDaylight controller that are worth to mention:

The free version of Cisco XRv has limited throughput of 2 Mbit/s. As it
was mentioned before, in order to test the network performance
properly, in chapter 6.2, we limited all the links to the rate 500 Kbit/s

ODL Controller does not support dynamic addition of tunnels into the
routing table, because this functionality still is not part of the standard.
This means that, even though we push the tunnels from RESTful client
they are not dynamically setup - they are visible but not ready to use.
To address this problem we had to add a static route and add the
tunnel manually in the routing table. After this changes, the ingress
node directs any traffic destined to towards specified address (in this
case 10.20.100.11/32) into the Segment Routing path (tunnel-te8)

router static

1 router static

2  address-family ipv4 unicast
3 10.20.100.11/32 tunnel-ted
4 )
5

]

Figure 6.18: Router static

Cisco XRv does not support configuration of BGP SIDs. As it was
discussed previously, we were not able to configure BGP Prefix-SID on
external link. Under I1S-IS command there is possibility to set up Prefix-
SID, and adjacency SIDs are configured automatically. In BGP
configuration there is no such a command, so we had to the do the
workaround as it was explained in 5.3.2
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Chapter 7. Conclusion

This work was setup to investigate the new source routing paradigm called
Segment Routing. Initially, we discussed Segment Routing: general overview,
why it is emerging, its underlying technologies and its benefits in context of
Software Defined Networking.

For analysis we implemented Segment Routing in three virtual networks. The
implementation considered network creation in Virtual Machines, setup of
SDN controller and its connection to the network, creation of Segment
Routing tunnels inside the network using SDN controller.

We have tested characteristic of Segment Routing tunnels in different
environments. Firstly we showed that with a single label an ECMP-aware
tunnel could be set up. We demonstrated it in our network and we have
shown that having the multiple flows in the network the overall load will be
distributed among available resources. Moreover, we showed that Segment
Routing reduces forwarding table that can lead to simplified hardware,
reduced processing time and cost.

In the second test-case we tested network performance with and without
Segment Routing. Test results showed that Segment Routing tunnels greatly
increase network performance. Segment Routing enabled traffic flows to use
network links on their full capacity. Which was a great improvement over the
network performance without Segment Routing.
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Lastly, we demonstrated Segment Routing capability to design multi-domain
end-to-end paths. We have shown that by using SDN controller an end-to-end
path can be constructed to satisfy both customer and providers criteria. The
controller that has global view on multi-domain network can take all the
policies into account and provide the customized path by combining different
Segment Identifiers.

Segment Routing and SDN promote simplified control and traffic engineering.
The SDN introduced centralized network control, global visibility and
management. Segment Routing follows the SDN goals by further simplifying
forwarding actions within a network.

Network providers and equipment manufacturers are embracing SDN
paradigm. All these benefits of Segment Routing can be easily orchestrated
from high-level application with help of SDN Controller. Segment Routing can
become a powerful tool, which can be used by SDN Controller to improve
performance of existing network infrastructure. Further, it enables network
providers to add new value to their business. Being able to dynamically
address new requirements from customers is a great advantage for network
providers.

Segment Routing can highly enhance network performance. Segment Routing
enables efficient and smart traffic tunneling which maximizes resource
utilization and brings cost benefits to service providers. Employing Segment
Routing in the network they can easily manage available resources and bring
the network performance on higher level.

Segment Routing does not require massive upgrade in the network neither big
investments for service providers. It can be employed step by step and it can
cooperate with existing IP/MPLS technology. Segment Routing eliminates
need for signaling protocols such as RSVP-TE and LDP that has the huge
impact on network simplicity.
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SDN and Segment Routing reduce network administration complexity. Global
view and centralized control enable easy network troubleshooting, setup trials
and maintenance. Pushing the configuration from central point decreases
probability of misconfiguration and exhausting problems solving. This reduces
time for service provisioning and cost savings.

Finally, SDN and Segment Routing improve services to the final users. SDN
and Segment Routing are capable of provisioning the optimal path depending
on certain network state. Moreover SDN controller keeps continuously
monitoring on the network status and can optimize the path if it is necessary.
Segment Routing brings innovative forwarding logic that can respond to
efficient and intelligent traffic engineering in SDN environment.

7.1 Future work

Segment Routing is in very early stage of development. Related scientific
work is scarce and documentation provided by standardization entity is keeps
changing very often. Even though the technology is in early stages of
standardization there is a big hop that industry will adopt in in the future.

In this work we aimed to analyses most of the benefits Segment Routing
brings. However, due to technical limitation and support some of use cases
are left to be demonstrated. One can continue the work on Fast Rerouting.
According to the standard, Segment Routing should provide FRR inherently
by using post convergence path as a secondary path. At this moment
OpenDaylight does not support protected tunnel setup in dynamic manner.
The tunnels pushed from ODL are not protected and that option cannot be
changed from the router CLI since all the tunnels are delegated to the
controller.

This research was done by using OpenDaylight controller. Being the one of
the most popular open source solution, ODL is under constant development
and improvement. Recent releases tend to be unstable and the older ones
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lack of some functionalities. The work can be repeated using some other SDN
controller available on the market such as ONOS, Ryu and etc.

Lastly, the work can be used in the future to be part of orchestrator.
Integrating the network with an orchestrator one can easily set up Segment
Routing tunnels through GUI by specifying all necessary parameters and
requirements.
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