
Design and Development of a Circu-
lar Economy Blockchain-based Dig-
ital Marketplace for Components
Reuse in Mass Electronics

Tesi di Laurea Magistrale in
COMPUTER SCIENCE AND ENGINEERING - IN-
GEGNERIA INFORMATICA

Author: Federico Camilletti

Student ID: 225970
Advisor: Prof. Francesco Bruschi
Co-advisors: Marco Esposito, Michele Sesana
Academic Year: 2024-25





i

Abstract

Blockchain technology has revolutionized digital marketplaces by offering innovative solu-
tions to challenges related to transparency, trust, and operational efficiency. Traditional
marketplaces often rely on centralized intermediaries, which can introduce inefficiencies,
security risks, and lack of transparency. In contrast, blockchain enables decentralized plat-
forms to provide greater accountability, mitigate fraud, and improve transaction integrity.
This study investigates the extent to which blockchain technology can support the devel-
opment of a decentralized marketplace that surpasses traditional models, particularly in
the context of Circular Economy (CE) for Waste from Electrical and Electronic Equipment
(WEEE) The study identifies key challenges in WEEE processing, including trust, trace-
ability, regulatory compliance, and the need for secure yet transparent data management.
It then explores how blockchain-driven marketplaces can address these challenges by en-
abling verifiable tracking of electronic waste, secure and trustless exchanges, promoting
a more efficient recycling and refurbishment processes. One of the critical aspects of im-
plementing blockchain in this domain is balancing transparency, decentralization, privacy
and scalability. To address these trade-offs, this research proposes a Layer 2 blockchain
architecture based on Validium, a scaling solution that enhances transaction throughput
and privacy while slightly reducing decentralization. The findings of this study contribute
to the broader discourse on blockchain’s role in decentralized applications for supply chain
management, with a particular focus on sustainable economic models. By demonstrating
how a Validium-based Layer 2 solution can improve the scalability and privacy of decen-
tralized applications, this research provides valuable insights for policymakers, industry
stakeholders, and blockchain research leveraging emerging technologies for environmental
and economic sustainability.

Keywords: Blockchain technology, Circular Economy, Blockchain-driven marketplaces,
Layer 2 blockchain, Validium





Abstract in lingua italiana

La tecnologia blockchain ha trasformato i mercati digitali, offrendo soluzioni innovative
alle sfide legate alla trasparenza, alla fiducia e all’efficienza operativa. I modelli tradizion-
ali, spesso basati su intermediari centralizzati, presentano criticità quali inefficienze buro-
cratiche, rischi per la sicurezza e opacità nei processi. Al contrario, la blockchain abilita
piattaforme decentralizzate che migliorano l’integrità delle transazioni, riducono le frodi
e favoriscono una maggiore collaborazione tra gli attori coinvolti. Questo studio esplora
il potenziale della blockchain nel ridefinire i mercati digitali, con particolare attenzione
all’applicazione nell’Economia Circolare (CE) per la gestione dei Rifiuti di Apparecchia-
ture Elettriche ed Elettroniche (RAEE). L’analisi identifica le principali sfide nel tratta-
mento dei RAEE, tra cui la tracciabilità, la conformità normativa e la necessità di un
sistema sicuro, ma trasparente, per la gestione dei dati. Viene quindi esaminato come
le soluzioni blockchain possano affrontare tali problematiche, abilitando il tracciamento
verificabile dei rifiuti elettronici, facilitando scambi sicuri e promuovendo processi di rici-
clo e riutilizzo più efficienti. Un aspetto critico di questa implementazione è il compro-
messo tra trasparenza, fiducia, decentralizzazione, privacy e scalabilità. Per rispondere
a queste sfide, la ricerca propone un’architettura blockchain Layer 2 basata su Valid-
ium, una soluzione di scalabilità che migliora la capacità di elaborazione delle transazioni
e la protezione della privacy, pur riducendo leggermente il grado di decentralizzazione.
L’integrazione delle prove a conoscenza zero garantisce elevati standard di sicurezza e
verifica crittografica, consentendo ai partecipanti di validare le transazioni senza esporre
dati sensibili al pubblico. I risultati di questo studio arricchiscono il dibattito sul ruolo
della blockchain nei modelli economici sostenibili, evidenziando come una soluzione di
Layer 2 basata su Validium possa ottimizzare efficienza e sicurezza nei mercati decen-
tralizzati per l’Economia Circolare. Le conclusioni forniscono spunti preziosi per policy
maker, operatori del settore e ricercatori interessati a sfruttare tecnologie emergenti per
promuovere la sostenibilità ambientale ed economica.

Parole chiave: Tecnologia blockchain, Economia circolare, Mercati basati su blockchain,
Blockchain di livello 2, Validium
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1| Introduction

1.1. Circular Economy Overview

Circular economy (CE) is a concept that crosses the fields of economics, ecology, politics,
and more. Due to its interdisciplinary nature it is difficult to find a definition agreed by
the entire academic community. The ambiguity in CE semantics is also related to the
fact that is perceived as a contrast to the linear economy (LE), which is a "take-make-
use-dispose" model of consumption. [5] Consequently, CE is used in a flexible manner to
describe a wide range of systems.

In its most widely accepted form, Circular Economy is defined by activities that encompass
the reduction, reuse, and recycling of materials related to a supply chain or, in general,
the production of goods. [28]. The idea in the context of companies and industries is to
introduce a high level of interconnection between the different participants of a supply
chain. To do so business and the related actors configure the production in closed loops
in which the beginning of life (BoL) of a product is directly connected with its end of life
(EoL).

Therefore, it can be stated that the main result of CE is the reduction of environmental
impact. This paradigm has been investigated in the work of Glenn A. Aguilar-Hernandez,
Joo F. Dias Rodrigues and Arnold Tukker [2]. They have analyzed more than 300 circular
economy scenarios in order to perform a prediction macroeconomic, social and environ-
mental impacts of a circular economy up to 2050. The results are promising with the
main impact being the reduction of CO2 emissions of an average value of 24.6%.

However it can be stated that circular economy is not only a model that has the only
objective of reducing environmental impact, but can also be implemented with the inten-
tion of enhancing the robustness and the resilience of a supply chain. In Steve Kennedy
and Martina K. Linnenluecke paper, it is discussed how circular economy (CE) practices
enhance the resilience of supply chains, firms, industries, and social-ecological systems.
[27] CE can enhance resilience by reducing resource dependencies, waste, and emissions.
The result of the study revealed that the practices such as narrowing, slowing, and clos-
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ing resource loops help firms and industries better withstand material shortages, price
volatility, and environmental impacts. [27] Despite these benefits, the research also raises
concerns that efficiency-focused CE strategies may undermine resilience by reducing re-
dundancy, diversity, and buffers. This can make systems brittle and more vulnerable to
shocks. For instance, linear supply chains could be highly efficient but less adaptable to
disruptions. [27]

One of the greatest shock to the supply chain system at a worldwide level, verified dur-
ing the COVID-19 pandemic that spread throughout the world between 2020 and 2022.
During this period the weakness of globally distributed supply chains was highlighted,
increasing the need for more robust supply chains. [65] The challenges during the crises
have been shortages of goods, the inability to source products in a face-to-face transaction
structure, and a mismatch between the sizes and quantities of products available versus
needed. It was evident how the linear economy model associated with long distributed
supply chains was not really reliable in case of crisis.

This led to a shift in the vision of the circular economy as not only a way to reduce
the environmental impact, but also a possibility to increase the strength and resilience of
supply chains. [25]

The application of the principles of circular economy has indeed played a crucial role
in addressing the supply chain crisis caused by the COVID-19 pandemic. By reducing
dependence on external inputs and outputs, implementing the "3R" principles of value
recapture, and drawing on economic models such as the platform and sharing economy,
businesses have been able to enhance the resilience of their supply chains [21].

Despite the demonstrated benefits of circular economy implementation, including reduced
environmental impact and improved supply chain efficiency, significant challenges remain
in its practical application.

The main crisis of the circular economy adoption have been deeply analyzed by the sci-
entific literature. These challenges include:

• Evolving diversity of products and material. [58]

• Short product lives and material uncertainty. [58]

• Limited material recovery. [58]

• Reuse discouraged. [58]

• Lag between policy and waste management infrastructure. [58]



1| Introduction 3

• Recycling markets are unpredictable and display high degrees of volatility. [14]

• Practical difficulties of connecting waste streams to production. [14]

• Unclear contributions to environmental and social sustainability. [14]

Other challenges do not regard the circular economy implementation, but the problematic
related to the knowledge that is needed for the implementation. Small and medium
companies (SMEs) struggle with barriers such as lack of financial resources and technical
skills in the pursuit of the implementation of circular economy practices. [54]

1.2. Case Study

1.2.1. Introduction

The primary objective of this paper is to explore how emerging technologies can effec-
tively address the challenges associated with implementing circular economy practices
in the mass electronics sector. In particular, the study investigates the potential of a
blockchain-based digital marketplace to enhance transparency, traceability, and efficiency
within circular supply chains. By leveraging the decentralized and immutable nature
of blockchain technology, the proposed solution aims to facilitate the seamless exchange
of recovered materials, the reuse of electronic components, and the remanufacturing of
printed circuit boards (PCBs) into new high-value products.

To validate the effectiveness of this technological approach, the research is grounded in
a real-world scenario connected to a project driven by the European Union: "Circular
Integration of Independent Reverse supply Chains for the Smart Reuse of Industrially
Relevant Semiconductors" (acronym CIRC-UITS). This initiative seeks to create innova-
tive, scalable solutions for industrial reuse, addressing both environmental sustainability
and economic viability.

The case study focuses specifically on the challenges faced in the mass electronics sector,
where vast quantities of electronic waste (e-waste) present a significant opportunity for
circular economy strategies. Through the implementation of a blockchain-powered digital
marketplace, the project aims to create a secure and efficient environment for stakehold-
ers to trade recovered components, verify the provenance and quality of materials, and
incentivize sustainable practices throughout the supply chain. The anticipated outcome
is a more resilient and responsible industrial ecosystem, where waste is minimized, and
valuable resources are continuously reintegrated into the manufacturing cycle.

This paper not only examines the technical and logistical considerations of such a mar-
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ketplace but also evaluates its broader economic and environmental impacts. By bridging
cutting-edge technology with circular economy principles, the research contributes to the
growing field of sustainable innovation, offering practical insights for industries seeking to
transition towards more circular and resource-efficient business models.

1.2.2. Supply Chain Description

A well-structured supply chain is fundamental to support circular economy practices, as
it enables the efficient movement of materials and products throughout their entire life-
cycle. Understanding the different stakeholders and their roles, is essential for identifying
opportunities to reduce waste and maximize the reuse of resources.

In this scenario, we can identify three main entities involved in the life-cycle of products,
each playing a crucial role in the supply chain.

The first entity is the Original Equipment Manufacturer (OEM), which is responsible for
the Beginning of Life (BoL) phase of the manufactured components. This phase includes
the design, production, and initial distribution of electronic products and components,
setting the foundation for their quality, functionality, and sustainability.

The second entity consists of the users, who engage with the products during their ac-
tive life-cycle. This phase, known as the Middle of Life (MoL), regards the consumption,
maintenance, and potential upgrading of the products. The third entity includes the End
of Life (EoL) actors, who are responsible for managing the final stage of the components’
life-cycle. These actors, such as recyclers play a critical role in recovering valuable ma-
terials, reusing functional components, and minimizing waste through environmentally
responsible practices.

To advance the research, this paper focuses on providing a comprehensive, high-level
overview of the supply chain. In this context, it presents both the traditional supply
chain currently in use and the innovative approach proposed by the CIRC-UITS project
and this research. The comparison aims to highlight the advantages of a circular supply
chain, emphasizing improved resource efficiency, reduced environmental impact, and the
creation of sustainable value loops within the mass electronics sector.

Traditional Supply Chain Description

The traditional flow architecture for Waste Electrical and Electronic Equipment (WEEE)
containing PCBs follows a linear pattern, as illustrated in Figure 1.1. The process is
characterized by a straightforward disposal and recycling route, with limited applications
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of circular economy integrations:

• Component Creation: The OEM manufactures a new product, incorporating raw
materials and newly produced components.

• Component Utilization: The product is purchased and used by the customer
until it reaches the end of its functional life.

• WEEE Collection: The customer disposes of the product, and recyclers collect
the WEEE containing PCBs for processing.

• Manual dismantling:

– If the WEEE contains a PCB, it is manually dismantled to extract the board.

– Components such as capacitors and heat sinks are removed from the PCBs,
often with a focus on recovering precious metals.

• WEEE manual classification: The dismantled PCBs are categorized based on
their origin and expected content of Critical Raw Materials (CRMs) and precious
metals.

• WEEE Smelting: The categorized PCBs are sent to smelters for recycling, where
valuable metals are recovered through energy-intensive processes.

Figure 1.1: CIRC-UITS Marketplace Traditional Supply Chain Schema

This traditional approach, while effective at recovering raw materials, largely overlooks
the potential value of functional components, resulting in a significant loss of reusable
resources and a missed opportunity for circularity. Furthermore, the economic and envi-
ronmental return generated by recovering critical raw materials (CRMs) is significantly
lower than the value that could be realized through the reuse of entire components. This
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disparity is particularly relevant for End of Life (EoL) actors, as the intrinsic value of
CRMs within each component is significantly less than the potential revenue from sell-
ing the functional component itself. In the research presented in [11], it is stated that
an average PCB contains CRMs worth approximately 12.91 USD, based on the average
market prices of 2018 as reported in the paper. While selling the entire component,
rather than recovering its raw materials, could potentially generate higher revenues, ac-
curately determining the average market value of a PCB is a complex task. This is due to
the significant variability in PCB design, functionality, and material composition across
different electronic devices. A comprehensive assessment would require more in-depth
research, considering factors such as the age of the device, technological obsolescence,
and market demand for second-hand components. Based on an interview conducted with
the Original Equipment Manufacturer (OEM) participating in this project, it emerged
that selling the entire PCB as a functional component, rather than recycling it for raw
materials, would likely yield higher revenues. This insight, although qualitative, supports
the hypothesis that reuse strategies could offer greater economic benefits compared to
traditional material recovery methods.

Innovative Supply Chain Description

The proposed supply chain architecture for WEEE recycling leverages advanced technolo-
gies to enhance efficiency and sustainability. The process involves the following key steps
detailed in 1.2:

• WEEE Reception:Recyclers receive WEEE containing PCBs.

• Identification: WEEE codes are scanned with a bar-code scanner connected to
AR glasses at disposal of the operator.

• Dismantling: The recycling operator accesses dismantling instructions via AR
technologies.

• Resale or Recycling: PCBs are either specified for reuse or sent to recycling
facilities (smelters) for material recovery.

• Marketplace: The CIRC-UITS marketplace facilitates the interaction between
recyclers, OEMs and consortiums allowing recyclers to meet the demand for reusable
PCBs.

• Circular Economy Integration: OEMs incorporate the recovered components
into new products, thereby closing the loop in the supply chain.
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Figure 1.2: CIRC-UITS New Supply Chain Schema

CIRC-UITS Project Overview

To support the transition to circular practices CIRC-UITS platform aims at increasing
resource efficiency and independence from imported materials, reduces the environmen-
tal impact of manufacturing processes, and identifies the best EoL scenarios for reuse,
refurbishing, remanufacturing and recycling. The technologies are implemented following
modular toolbox approach with loosely coupled integration, especially at data level. As a
result, it will be called “CIRC-UITS toolbox”. This will support the further evolution of
it being able to add new components, integrate external services and be more technically
maintainable.

We can have a view of the architecture of the platform

Figure 1.3: CIRC-UITS Architecture Overview
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In the foundation of the provided architecture, the Data Layer module integrates real-time
data from the shop floor via the Data Management sub-component. This sub-component
supports the most common industrial data exchange protocols, ensuring seamless data
flow across the system. Additionally, it facilitates ad-hoc integration with legacy sys-
tems, allowing these systems to contribute valuable data to the toolbox modules. Legacy
systems can also connect to the federation through the Dataspace Connector, enabling
secure, trusted, and traceable asset sharing across the entire value chain. The Data Man-
agement sub-component acts as a centralized proxy, streamlining data access for upper
layers and enhancing the maintainability and interoperability of the toolbox.

The CIRC-UITS toolbox comprises five major modules, each consisting of specific back-
end functionalities and front-end GUIs. These modules represent the core assets of the
project:

• Simulation and Digital Twin Module: This tool leverages digital twin tech-
nology to assist users in designing and developing more sustainable and circular
products.

• AI Advisory Module: This module serves two purposes: optimizing product
design by analyzing existing products to generate new designs, and aiding in the
management of product component recycling at the end of the product’s life cycle.

• LCS and LCA Module: Central to evaluating the environmental, economic, so-
cial, and circular impacts of both existing and new products designed within CIRC-
UITS, this module assesses various design options, KPIs, and end-of-life scenarios
to determine the optimal balance between repair and recycling.

• Advanced HMIs Module: This module facilitates user interaction with the
CIRC-UITS digital toolbox in scenarios where traditional GUIs are insufficient, in-
corporating complex visualizations through mobile interfaces and augmented/virtual
reality technologies.

• Marketplace Module: A secure platform where users can buy and sell objects and
components to promote the reuse and circularity of semiconductors and strategic
materials. This module utilizes advanced technologies like agent-based contract
negotiation and blockchain-based smart contracts to enhance asset transactions.
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2| Blockchain State-of-the-Art

This chapter is going to focus in the analysis of the blockchain state of the art and
evolution.

2.1. Brief Blockchain History and Overview

The genesis of blockchain technology can be traced back to October 31, 2008, when an
individual or group using the pseudonym Satoshi Nakamoto published the white paper
titled "Bitcoin: A Peer-to-Peer Electronic Cash System" [44]. Nakamoto described this
revolutionary technology as a "chain of blocks" from which the term blockchain itself have
its origin. The original implementation by Satoshi was a purely peer-to-peer version of
electronic cash, emphasizing key principles such as decentralization, trust, transparency,
and traceability.

In the early stages, blockchain technology was primarily associated with Bitcoin, which
was designed to be a decentralized digital currency free from the control of any central
authority. Bitcoin’s innovation lay in its ability to enable secure, transparent and trustless
transactions between parties without the need for intermediaries. However, the scope of
blockchain technology soon expanded beyond this initial application.

As the potential of blockchain became widely recognized, new ideas and innovations began
to emerge. The concept of a distributed ledger — essentially a decentralized database
where transactions are recorded across multiple computers — found relevance in various
sectors beyond digital currency.

While Bitcoin was undeniably a groundbreaking innovation, its application was largely
confined to being a cryptocurrency. The bitcoin blockchain was indeed limited to the
scope of exchange value in a distributed fashion.

This limitation inspired the development of Ethereum, a new blockchain platform pro-
posed by Vitalik Buterin in the Ethereum white paper published in 2013 [10]. Unlike Bit-
coin, Ethereum was designed to be a more general-purpose platform that could support a
wide variety of decentralized applications (dApps) through the use of "smart contracts."
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Launched in 2015, Ethereum introduced the concept of a Turing-complete blockchain,
meaning it could support any computation that could theoretically be performed by a
traditional computer. This innovation allowed developers to create a wide range of dApps,
from decentralized finance (DeFi) platforms to games and marketplaces, all running on
a decentralized network. The key features of smart contracts include decentralization,
immutability, and traceability, which ensure that once a contract is deployed, it cannot
be altered, and its execution is transparent and verifiable by anyone on the network. From
these feature the term smart contract was employed.

A smart contract, as defined in the Ethereum white paper, is "a built-in fully-fledged
Turing-complete programming language" [10]. These contracts function as self-executing
programs stored on a blockchain, automatically executing specific actions when prede-
termined conditions are met. A key characteristic of smart contracts is their immutabil-
ity: once deployed on the blockchain, they cannot be altered. This guarantees that the
logic embedded within the contract remains consistent over time, preventing unauthorized
modifications or tampering. Unlike traditional legal agreements, which require manual en-
forcement or legal adjudication, smart contracts enable trustless execution, ensuring that
contractual terms are fulfilled autonomously and transparently. The integration of smart
contracts has facilitated the emergence of Web3 applications, which leverage blockchain
technology to provide decentralized and censorship-resistant functionalities. These ap-
plications redefine traditional digital services by offering users greater control over their
data, reducing dependence on centralized platforms, and enhancing security.

Beyond cryptocurrency and decentralized applications, blockchain technology has gained
substantial traction in enterprise environments, addressing critical challenges in various
industries. Notable applications include:

• Decentralized Finance (DeFi): Platforms that offer financial instruments without
or partially relying on traditional financial intermediaries like banks. Key DeFi
applications include decentralized exchanges (DEXs), liquidity pools, stable-coins,
and insurance protocols.

• Logistics and supply chain: Blockchain guarantees transparency and traceability
in supply chain management by providing an immutable record of transactions.
Companies can track goods in real-time from production to delivery, ensuring au-
thenticity, regulatory compliance, and fraud prevention.

• Identity Verification: Blockchain provides a secure and immutable way to verify
identities. This can be used for KYC (Know Your Customer) processes, reducing
fraud, and enhancing user privacy.
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• Voting Systems: Blockchain-based voting mechanisms enhance electoral integrity
by providing secure, verifiable, and tamper-proof voting processes. These systems
improve transparency in elections and organizational decision-making.

• Healthcare: Secure and decentralized medical record storage ensures patient pri-
vacy while facilitating data interoperability among healthcare providers. Blockchain
enables patient-controlled access to sensitive medical information, improving data
security and administrative efficiency.

• Real Estate: Blockchain streamlines property transactions by offering a transparent
and immutable record of ownership, reducing fraud, minimizing paperwork, and
expediting the buying and selling process through automated smart contracts

2.2. Preliminary Definitions

To develop a rigorous understanding of blockchain technology and its relationship to other
distributed computing paradigms, it is essential to first introduce the fundamental concept
of distributed systems, with a particular emphasis on distributed ledgers. This is crucial
because blockchain, at its core, is a specialized form of a distributed system, specifically
a distributed ledger.

2.2.1. Distributed Systems

A distributed system is formally defined as a collection of independent computers that
communicate and coordinate their actions through a network to achieve a common ob-
jective [61]. Each computational entity in a distributed system, commonly referred to
as a node, is capable of performing specific tasks, such as computation or data storage.
Nodes interact by exchanging messages over a network layer to maintain the system’s
overall functionality. A key characteristic of a distributed system is that, despite being
composed of multiple interconnected nodes, it functions as a single cohesive system.

We can attribute different states to a node:

• Honest: Normal and intended state of execution;

• Faulty: State in which the node is not able to accomplish its task;

• Malicious: State in which the node is not executing its intended task, but it is
executing a malicious task;

A node that can exhibit arbitrary behavior, including both faulty and malicious actions,
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is called a "Byzantine node" with reference to "The Byzantine Generals Problem" [32].
The problem describes a scenario in which a group of generals coordinating an attack
must reach consensus despite the presence of traitorous generals who may send conflicting
messages.

The problem underlines the key challenges of a distributed system:

• Coordination between nodes: nodes should share a consistent vision of data;

• Fault tolerance: the system must be able to run even if some of the nodes are faulty;

• Security: the system must be able to run even if some of the nodes are malicious;

2.2.2. Blockchain and CAP Theorem

A well-designed distributed system should aim to achieve high levels of availability, par-
titioning and consistency. Availability is commonly defined as the proportion of time a
system remains accessible to users [41]. Consistency, on the other hand, ensures that all
nodes observe the same state of data at a given point in time, necessitating trade-offs with
system latency and other performance metrics [3]. Another critical property of distributed
systems is partitioning, which ensures that the system continues functioning even when
subsets of nodes become isolated due to network failures [7].

The CAP theorem, formulated by Brewer, states that a distributed system cannot simul-
taneously guarantee consistency, availability, and partition tolerance [19]. In practical
terms, this implies that when a network partition occurs, a distributed system must
choose between maintaining consistency (ensuring all nodes reflect the same data state)
or availability (ensuring the system remains operational despite partitions). As a result,
distributed systems are typically classified into two categories:

• CP (Consistency-Partition Tolerant) Systems: Prioritize consistency at the
expense of availability in partitioned scenarios.

• AP (Availability-Partition Tolerant) Systems: Prioritize availability, poten-
tially allowing temporary inconsistencies.

However, the CAP theorem has been critiqued for its oversimplifications [29]. Notably,
it does not account for additional system trade-offs such as latency. To address this
limitation, Abadi introduced the PACELC theorem, which extends CAP by incorporating
trade-offs between consistency and latency even in the absence of network partitions [7].
According to PACELC, distributed systems must navigate a trade-off between consistency
and latency under normal operation, in addition to the trade-off between consistency and
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availability during network partitions.

Despite these differences, the CAP theorem provides a foundational framework for un-
derstanding blockchain’s behavior as a distributed system. Blockchains prioritize avail-
ability over strong consistency, opting instead for eventual consistency, in which all nodes
ultimately converge on a shared state through a consensus mechanism. This delayed con-
sistency is achieved through iterative validation by multiple nodes over time, a process
governed by the consensus protocol, which will be examined in subsequent sections.

2.2.3. Distributed Ledgers

Distributed ledgers are decentralized databases replicated across multiple nodes, ensuring
data consistency through consensus mechanisms. These systems operate on peer-to-peer
(P2P) networks, where each participating node maintains an identical copy of the ledger.
Changes to the ledger require agreement among nodes, preventing unauthorized modifi-
cations and ensuring data integrity [57].

It is important to note that while all blockchains fall under the category of distributed
ledgers, not all distributed ledgers are blockchains. A fundamental distinction between
the two is that a distributed ledger does not necessarily consist of a sequential chain of
blocks. Blockchains specifically structure their data into linked blocks, whereas other
distributed ledger technologies (DLTs) may use different architectures [7].

With this foundational understanding of distributed ledgers, it is now possible to properly
define blockchain technology and examine its structure.

2.2.4. Blockchain definition

A blockchain can be understood from both a conceptual and technical perspective:

• Layman’s definition: Blockchain is an ever-growing, secure, shared record keeping
system in which each user of the data holds a copy of the records, which can only
be updated if a majority of parties involved in a transaction agree to update. [7]

• Technical definition: Blockchain is a distributed peer-to-peer ledger that is cryp-
tography secure, append-only, immutable (extremely hard to change), and update-
able only via consensus among peers. [54]

Now that we have given clear definitions of blockchains concerned to the world of dis-
tributed systems and distributed ledgers we are going to analyze the blockchain definition
and what are the concrete elements composing a common blockchain.
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2.3. Blockchain anatomy

As previously stated in the paper, blockchain is fundamentally a distributed system,
specifically a distributed ledger. As such, many of the core components of a distributed
ledger system are also present in a blockchain. Architecturally, a blockchain can be
understood as an additional layer built on top of a distributed peer-to-peer (P2P) network,
enhancing its functionality with cryptographic security, consensus mechanisms, and data
immutability.

From a structural perspective, the architecture of a blockchain can be described as a
multi-layered system, where each layer serves a distinct purpose:

In this sense we can describe the blockchain architecture as the superimposition of different
layers:

• Applications layer: This layer, though not part of a blockchain node itself, is an
integral component of the overall blockchain architecture. It consists of applica-
tions that interact with the blockchain, such as decentralized applications (dApps),
wallets, and other user-facing services.

• Execution layer: The execution layer is responsible for processing transactions
and executing smart contracts. Its implementation varies across different blockchain
protocols. This layer enables transaction validation, smart contract execution, and
block generation.

• Consensus Layer: This layer ensures the overall consistency and agreement among
blockchain nodes. It implements consensus mechanisms such as Proof of Work
(PoW), Proof of Stake (PoS), or other consensus algorithms that maintain the in-
tegrity and security of the network.

• Cryptographic Layer: This layer incorporates cryptographic primitives essential
for securing the blockchain. It includes functions such as hash algorithms, digital
signatures, and zero-knowledge proofs that guarantee data integrity, authentication,
and confidentiality.

• P2P Layer: The peer-to-peer layer enables direct communication between nodes
through a decentralized protocol. It facilitates data propagation, block dissemina-
tion, and transaction relay across the network.

• Network Layer: The foundational layer of the blockchain architecture, responsible
for the underlying communication infrastructure that connects nodes within the
distributed network.
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2.3.1. Components of a blockchain node

Although different blockchain implementations vary in design and functionality, the fun-
damental structure of a blockchain node remains relatively consistent across systems. In
general we can describe the data structure of a blockchain as a succession of blocks, in
which each block is linked to the last one except for the first block also called genesis
block. Each block contains the:

• Hash pointer: A cryptographic hash of the previous block, ensuring immutability
and integrity of the blockchain history;

• Timestamp: The precise time at which the block was created, ensuring chronolog-
ical order of transactions;

• Nonce: A unique number used once ("number used once"), primarily in crypto-
graphic proof-of-work mechanisms to facilitate consensus;

• Merkle tree root: A cryptographic hash that represents all transactions within
the block, enabling efficient and secure verification of large amounts of data;

• Body: The actual set of transactions included in the block;

A transaction serves as the fundamental unit of data exchange within a blockchain, rep-
resenting a transfer of value between addresses. An address is a unique identifier for an
entity operating on the blockchain, typically corresponding to a user’s public key. How-
ever, not only users but also smart contracts can have addresses (e.g., in Ethereum). As
a result, transactions are not limited to asset transfers between users but can also involve
smart contracts executing predefined logic. This expands the definition of transactions to
encompass any state change within the blockchain, whether it involves token transfers or
contract interactions.

2.4. Blockchain Classification

2.4.1. Ownership Spectrum (private, consortium, public)

One of the main differences between blockchains is the ownership spectrum. Since blockchain
is a distributed system, it is composed by nodes. The nodes can be owned by a single en-
tity, a certain set of entities or to a potentially infinite amount of entities. In the case the
nodes are run by a single company the blockchain is classified as a private blockchain.
The term is usually also related to a private use, but it is not a requirement. Usually
private blockchain are run for enterprises propose. Are less if not decentralized, do not
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satisfy high levels of security, but have high levels of throughput (transactions per second).
In case the nodes are run by a finite set of entities which can be modified in with some
levels of agreement that is a consortium blockchain. In that case the decentralization is
medium, depending on the number of nodes. The security is medium too since in this
case the blockchain is not run by a single trusted entity. The throughput is probably
average. When any user in the world could be part of the blockchain validator nodes
without any permission that is a public blockchain. The most famous ones are Bitcoin
and Ethereum. Public blockchains can provide high levels of security and availability and
the higher level of decentralization, but have a low throughput because of the high traffic.
Today the scalability is one of the main issues of public blockchains that we are going to
deepen later on.

2.4.2. Permission Spectrum (permission-ed or permission-less)

A blockchain is said to be permission-ed when a permission is required to perform actions
or transactions on it. This means that on the blockchain only a defined set of users
can execute transactions. On the other hand permission-less blockchain allow anyone to
participate to the blockchain traffic. Usually private or consortium blockchain are also
permission-ed, but it is not a rule. The nodes of a blockchain could be owned by a single
entity (e.g. a company) making it private, but be permission-less.

2.4.3. Consensus Algorithm Spectrum (PoW, PoA, PoS, ...)

The consensus algorithm is an important component of a blockchain that we have de-
scribed as a layer set between the Cryptography Layer and the Execution Layer. The role
of the consensus layer is to guarantee the eventual consistency of the blockchain. For this
reason, its role is to make nodes agree on the final state of blockchain data. In contrast to
a centralized network where consensus is easy to reach, in the distributed system context
where multiple nodes participate in the process of logic and data management it becomes
quite a challenge.

There are different types of consensus and they can really affect the blockchain’s require-
ments and performances.

In general, the process of transactions validation can be described with the following
schema:

• A transaction is created by a node and it is digitally signed with its private key. A
transactions can represent different actions in a blockchain depending on how the
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blockchain itself is built and the features are implemented. Usually it consists in
the exchange of cryptocurrency.

• After the transaction is signed an initialized it is validated and then transmitted to
the other nodes of the network (broadcast).

• When transaction is received by the other nodes it is validated again by special
nodes called "miners" or "validators". These nodes include the transaction in a
new block that we have described as a collection of transactions. In this moment,
the process called the consensus algorithm starts. In this phase, even if each node
has its own block and the objective of the nodes is to find the right block to make
it final.

• The agreement of the new block is made using the consensus algorithm. In general
it can be seen as a rush of the nodes to solve some challenge or to get some privilege
to be the winning node which make the node able to make its block final confirming
the transactions of the block. In general the nodes that perform the consensus
algorithms are rewarded for their work.

• One the newly block is finalized it is propagated again to the other nodes that
verify its validity again. A this point if everything proceeded smoothly the block
is considered part of the blockchain ledger and is cryptographically linked to the
precedent block.

Consensus algorithms can be classified in two classes:

• CFT algorithms: Crash Fault Tolerance (CFT) algorithms are algorithms that
guarantees the consensus in case some of the nodes are faulty. These algorithms
require

n = 2f − 1 (2.1)

nodes to reach consensus where f are the faulty nodes. In this class algorithms like
Paxos and Raft.

• BFT algorithms: Byzantine Fault Tolerance (BFT) algorithms in addition to the
faulty nodes they also consider malicious nodes. For this reason they require

n = 3f − 1 (2.2)

nodes to achieve consensus where f are nodes that are faulty or malicious. In this
class are included Practical Byzantine Fault Tolerance (PBFT), Istanbul Byzantine
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Fault Tolerance (IBFT), Tendermit and Nakamoto algorithms such as the Proof-of-
Work algorithm implemented in Bitcoin.

For the purpose of this thesis the paper is mainly focusing on Nakamoto consensus algo-
rithms since are the most common algorithms implemented in the blockchain field.

Nakamoto Consensus

Proof-of-work Proof-of-work (PoW) is the famous consensus algorithm that was first
introduced with Bitcoin in 2009. It is not a consensus algorithm in a strict sense, but
it is a facilitator of the consensus and a mitigate the Sybil attack. For the context a
Sybil attack is a type of attack that aims to gain the control of the majority of the nodes
of a network. It is generally conducted by a node which impersonate multiple identities
in the network. If there are enough identities the control of the network is guaranteed.
To reach its objectives of mitigation of the Sybil attack and of facilitation of consensus
PoW propose an interesting solution with the proposal of a cryptographic challenge for
the nodes to be solved. In PoW, the cryptographic challenge involves solving complex
mathematical puzzles. The nodes that attempt to solve these challenges, known as miners,
compete to validate transactions and propose new blocks for inclusion in the blockchain.
Since the process of solving these puzzles is random, every miner has a chance of success,
though it is directly proportional to their computational power. This ensures that even
if a malicious actor attempts to take over the network, they would need to control a
significant portion of the total computing power, making an attack extremely costly and
difficult to execute.

Proof-of-stake Proof-of-Stake operates on a different principle. Instead of solving cryp-
tographic puzzles, validators in a PoS system are chosen to create new blocks based on the
amount of cryptocurrency they hold and are willing to "stake" as collateral. This staking
process reduces the need for high-energy computation, as block validation is based on the
validator’s stake rather than their computational power. In PoS, the probability of a node
being chosen to validate a block is proportional to the amount of cryptocurrency it has
staked, aligning incentives between network security and economic investment. In case
a validator behaves maliciously or tries to manipulate the system, they risk losing their
staked cryptocurrency, providing a strong economic deterrent against misbehavior. This
approach not only makes PoS more energy-efficient but also ensures a fair distribution
of validation rights among participants based on their investment in the network. PoS
is currently implemented in Ethereum and has allowed the network to drastically reduce
the hardware requirements as well as the consumption energy.
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2.4.4. Layer Spectrum

The layer spectrum is an important feature to be considered when referring to a blockchain.
Different functionality in the layer spectrum can really affect performance, security and
costs of a blockchain.

Layer 1

We call a blockchain layer 1 when its security, performance and costs strictly depend on
the blockchain itself and of its implementation. In this realm belongs blockchains such as
Ethereum or Bitcoin.

A further distinction can be done in this layer: we can differentiate between monolithic and
polylithic architectures. The firs one is characterized by a single layer that is responsible of
all the operations, while in the second case the main architecture is composed of multiple
chains specialized in different tasks.

Layer 2

The main problems of blockchains is scalability [12]. It affects most of the blockchains,
included Bitcoin and Ethereum. The first one is able to process about 7 transactions
per second (TPS) [22], while the second is able to process about 15 TPS [47]. These
throughput is extremely low compared to centralized systems like Visa which is able to
process approximately 40 thousands TPS [36].

These emerging problems inspired the configuration of the blockchain scalability trilemma
which formulation was introduced in the article "A Formulation of the trilemma in Proof
of Work Blockchain" [43]. The formulation of the trilemma states that a blockchain system
can only optimize two out of three attributes—decentralization, security, and scalability.
The aforementioned paper express the trilemma with the following formulation:

Scalability × Security × Decentralization = Constant (2.3)

The formalized definitions in the paper are:

• Scalability: Transaction processing performance, measured by transactions per
second (TPS).

• Security: Inversely related to the fork rate (the occurrence of blockchain forks,
which can increase vulnerability to attacks).
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• Decentralization: A function of the hash rate distribution across nodes, repre-
senting how evenly the computational power is distributed in the network.

It is important to note that the trilemma is not proved yet. Different approaches are trying
to demonstrate that it is false and that blockchain can be scaled without compromises.
One of the work that moved in this direction is the article of Gianmaria Del Monte, Diego
Pennino and Maurizio Pizzonia that purpose an innovative solution to the scalability isse
[39].

Layer 2 blockchains are protocols built on top of existing blockchains to address scalabil-
ity issues by processing transactions off-chain as it is stated in the work of M. Gracy, B.
and Rebecca Jeyavadhanam [20]. The scalability, however is reached through some trade-
offs with respect to decentralization and security [55]. Despite these challenges, Layer 2
protocols have the potential to significantly enhance blockchain performance, with solu-
tions like Lightning Network, Plasma, and Rollups offering varying trade-offs in terms of
scalability, security, and decentralization [55].

The paper also purpose a classification of Layer 2 blockchain, comparing the different
outcomes of each class in terms of features and performance.

• Channels: Channels (e.g., Lightning Network for Bitcoin, Raiden Network for
Ethereum) allow two nodes to create a direct or indirect off-chain communication
channel. Transactions between connected nodes occur off-chain and are only re-
ported on-chain when the channel opens or closes. In this context it is provided a
higher speed, reduced blockchain load, and suitability for micro-payments. This so-
lution allows for high transaction volumes, but depending on the design (like Plasma
Cash or Plasma Debit), it may face limitations in handling smaller transaction frac-
tions or more complex operations.

• Sidechains: Parallel blockchains that process transactions independently of the
main chain and only record opening and closing transactions on the main chain.
With this architecture enhanced scalability is provided, but it tend to trade-off cen-
tralization. Plasma introduces proof mechanisms to secure user funds and mitigate
security risks. It allows for high transaction volumes, but depending on the design
(like Plasma Cash or Plasma Debit), it may face limitations in handling smaller
transaction fractions or more complex operations.

• Rollups: Execute transactions off-chain but post compressed data to the main
chain. ZK-Rollups use cryptographic proofs (SNARKs), while Optimistic Rollups
rely on fraud proofs. ZK-Rollups offer fast transaction validation, while Optimistic
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Rollups require a delay for challenge periods (e.g., up to two weeks). ZK-Rollups can
theoretically achieve 4,500 transactions per second (TPS), significantly improving
throughput. On the other hand optimistic Rollups achieve around 800 TPS, but in
general provide a higher security.

2.5. Blockchain Open Challenges

Despite significant advancements and continuous innovations, blockchain technology still
faces several unresolved challenges are fundamental to address to enable the global adop-
tion of the technology. Among these challenges, this paper focuses on key technical
obstacles that impact the practical deployment of blockchain solutions.

One of the most critical challenges is scalability, which has been widely recognized as a
major barrier to blockchain adoption, as highlighted in [53]. The ability of blockchain
networks to handle an increasing number of transactions while maintaining efficiency
remains a significant concern, particularly in large-scale applications. Another crucial
issue pertains to privacy. As discussed in [30], privacy remains one of the primary concerns
in blockchain technology. While blockchains offer transparency and immutability, these
very features can conflict with the need for confidentiality in sensitive transactions, posing
challenges for industries that require strict data protection. Further in this paper we are
going to provide common solutions to the previously mentioned challenges.

2.5.1. Scalability

As previously mentioned in the classification of blockchain layers, scalability remains the
primary concern for blockchain developers and users. [53]

To precisely refer to the scalability issue in blockchain we refer to the blockchain scalability
trilemma, formulated by the Ethereum’s founder Vitalik Buterin. [42]

Given the following properties of blockchains:

• Scalability: The capacity to process transactions at high throughput;

• Decentralization: The capacity to process transactions without relying on trusted
parties or small groups;

• Security: The capacity to successfully resist collusion attacks;

The blockchain scalability trilemma is a conjecture that states that no blockchain system
can provide all properties simultaneously.
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The low capacity of computing transactions is due to proof-based consensus protocol
adopted in most of the blockchains. This is due to the fact that consensus protocols need
to introduce spam control tools to mitigate forks in the blockchain and solve forks that
occur. High transaction throughput would translate in more forks and consequentially in
less security of the network.

Possible Solutions To scalability

The research literature highlights a vast spectrum of approaches to address blockchain
scalability challenges. These approaches can be classified into two main categories [51].
The first category involves Layer 1 solutions, which aim to enhance scalability by modify-
ing the core blockchain protocols, such as consensus mechanisms or block size adjustments.
The second category, Layer 2 solutions, focuses on processing transactions off-chain to re-
duce the computational burden on the main blockchain while maintaining security through
various cryptographic techniques, such as Zero-Knowledge Proofs (ZKPs).

Increasing block size One of the most straightforward Layer 1 scalability solutions
involves increasing block size to allow more transactions to be processed per block. This
method enhances transaction throughput and overall network efficiency []. However, larger
block sizes come with trade-offs, including increased storage and bandwidth requirements,
which may disproportionately impact smaller nodes, leading to centralization risks. Ad-
ditionally, larger blocks may contribute to longer block propagation times, increasing the
likelihood of chain forks and reducing network stability as analyzed in the literature [23].

Improving Consensus Protocols Consensus mechanisms are fundamental to blockchain
scalability. Traditional mechanisms such as Proof-of-Work (PoW) have been criticized for
their inefficiency and high energy consumption [4], prompting the exploration of alterna-
tive solutions. One prominent alternative is Proof-of-Stake (PoS), where validators are
selected based on their stake in the network rather than computational power. This ap-
proach significantly reduces energy consumption while improving transaction throughput
[34]. Additionally, Byzantine Fault Tolerance (BFT)-based consensus algorithms, such
as Practical Byzantine Fault Tolerance (PBFT), enhance efficiency by allowing faster
transaction validation and improving network scalability [66]. However, while improving
transaction throughput through consensus modifications is promising, it also introduces
risks. If a consensus mechanism lacks robustness, it may increase the likelihood of in-
consistencies and vulnerabilities, making it harder to achieve network-wide agreement
securely.
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Sharding Sharding, originally a database scalability technique, has been adapted for
blockchain to improve performance. This method involves partitioning the blockchain
state into smaller, independent subsets called shards, each managed by a subset of network
nodes. By enabling parallel transaction processing across multiple shards, this approach
significantly enhances throughput and reduces latency. Despite its advantages, sharding
presents challenges related to decentralization and security. Smaller shards may be more
vulnerable to attacks, as fewer nodes are responsible for validation, making it easier for
malicious actors to gain control. Moreover, achieving cross-shard communication while
maintaining consistency introduces additional complexity. If improperly managed, these
challenges can lead to security breaches and increased risks of Byzantine failures, as
analyzed in the literature [35].

Off-chain Solutions Executing all transactions on-chain can be costly and inefficient,
as highlighted in the scientific literature [67]. Off-chain solutions mitigate this issue by pro-
cessing transactions externally before committing results to the main blockchain. These
solutions reduce the computational burden on the primary chain while maintaining cryp-
tographic security guarantees. Among the most effective off-chain approaches are Layer
2 solutions, particularly rollups, which execute transactions on a separate blockchain
with more relaxed security and decentralization requirements. Despite these differences,
rollups still rely on the security of the main blockchain (also referred to as the mainnet)
by periodically committing transaction data using two primary techniques [24]:

• Optimistic Rollups: Assume transactions are valid by default, only executing
computational verification via fraud proofs when a dispute is raised. This approach
enhances efficiency but requires a challenge period to ensure correctness.

• Zero-Knowledge Rollups: Process transactions off-chain and submit a cryp-
tographic validity proof to the main blockchain. These proofs, based on Zero-
Knowledge Proofs (ZKPs), provide strong security guarantees without requiring
a dispute resolution period, enabling faster finality.

• Validium: Validium is a scaling solution similar to zk-rollups. The difference
between the two approaches is the data availability. While zk-rollups bundle trans-
actions and submit a ZK-proof (validity proof) on-chain, validiums also generate
ZK-proofs to validate transactions but store transaction data off-chain. With this
method, the storage bottleneck is removed, allowing for higher scalability, but re-
quiring users to trust an external data provider.

The multitude of proposed scalability solutions underline the complexity of the problem.
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Research in this field continues to evolve, with new solutions emerging to address specific
trade-offs. While no universal solution has been identified, selecting the most appropriate
scalability technique depends on the specific requirements of the application, balancing
security, decentralization, and scalability to achieve optimal performance.

2.5.2. Privacy

Preservation of privacy on the blockchain is not trivial. Unlike traditional centralized
systems, blockchain is an open and decentralized system that does not have integrated
system maintenance and privacy protection mechanisms. [33] Blockchain technology is
inherently transparent by design. It is one of the fundamental propriety of blockchain,
ensuring that all participants in the network can verify transactions independently.

Transparency is not only a benefit of blockchain architecture; it is also a necessity for
most of blockchain to process transactions. [60] This paradigm comes with a trade-off
as it can expose sensible data. Various cryptographic techniques, such as zero-knowledge
proofs and coin-mixing protocols, are being developed to address this challenge, aiming
to preserve the benefits of transparency while safeguarding sensitive information. [15]

There are different level of how privacy can be at risk using blockchains:

• Identity Privacy: The relationship between user identity and blockchain ad-
dresses is referred to as identity privacy. In the majority of the public and private
blockchains each user is associated with one or more addresses that are used to sign
transactions. Addresses are not usually related to the real user identity, however
sensitive information such as the IP address or the transaction transmission path
at the network layer may be leaked, which might be used to speculate on the real
identity of blockchain addresses [33].

• Transaction Privacy: Transaction privacy involves protecting the details of trans-
actions, such as the addresses involved and the amounts exchanged. The linkage
of users’ addresses to the transaction amounts poses a significant privacy risk, as it
exposes transactional behaviors and financial flows.

• Smart Contract Privacy: Smart contract privacy refers to the potential exposure
of sensitive user data through smart contract method calls. The transparency of
blockchain smart contracts can inadvertently disclose private information when users
interact with these contracts.
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Possible Solutions to Privacy

Private Blockchain One of the more straightforward approaches to addressing pri-
vacy concerns is the adoption of a permission-ed blockchain. As previously mentioned, a
permission-ed blockchain is owned and operated by a specific group of entities, with ac-
cess and participation restricted to authorized members. Unlike public blockchains, where
anyone can join, validate transactions, and access data, a permission-ed blockchain en-
forces access control policies, ensuring that only verified participants can interact with the
network. This controlled environment provides a higher level of confidentiality compared
to public blockchains, as sensitive business data is not exposed to the broader public.
Within the CIRC-UITS Marketplace, implementing a permission-ed blockchain could en-
able organizations to maintain privacy over transaction details, component histories, and
pricing structures while still leveraging the benefits of blockchain, such as immutability,
traceability, and decentralized control. However, while this approach effectively ensures
privacy within the consortium of authorized members, it does not provide confidentiality
against the participants of the network. All participants in the permission-ed blockchain
have access to transaction records, meaning that while external parties are excluded,
internal members can still analyze and infer business-sensitive information. This could
pose challenges in competitive environments where organizations may not wish to disclose
specific transaction details to their peers, even if they are part of the same consortium.
Moreover, permission-ed blockchains introduce a degree of centralization, as governance
decisions—such as access rights, validation mechanisms, and system upgrades—are con-
trolled by a predefined group of entities. This governance model differs from the fully
decentralized nature of public blockchains, where control is distributed among a vast net-
work of participants. While centralization can facilitate more efficient decision-making
and compliance with regulatory frameworks, it also raises concerns about trust, as the
network’s security and reliability depend on the integrity of the governing entities.

Mixers Mixers in blockchain are services that break the link between senders and re-
ceivers to maintain anonymity. The core idea behind coin mixing is to obfuscate both
the input and output of a transaction, making it difficult to trace the flow of funds and
preventing attackers from correlating transaction addresses. Based on whether a third
party is involved in the mixing process, coin mixing strategies are generally classified into
centralized and decentralized approaches:

• Centralized Mixer: Centralized coin mixing requires a third-party service provider
to implement the coin mixing process. The coin mixing server mixes the input ad-
dresses of multiple transactions and then distributes the mixed funds to multiple
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output addresses. Centralized coin mixing destroys the decentralization character-
istics of the blockchain, including the decentralization of trust as it is required to
trust the mixer provider.

• Decentralized Mixer: Decentralized mixers obfuscate transactions with a group
of actors that are willing to perform a transaction. The difference of this protocols,
with respect to centralized mixers, is that they require less or none trust to third
parties. One of the first protocols proposed in this context is the Maxwell [37]
mixing strategy CoinJoin designed for Bitcoin.

Zero Knowledge Proofs Zero Knowledge Proofs (ZKPs) are cryptographic protocols
that allow one party (the prover) to prove to another party (the verifier) that a given
statement is true, without revealing any additional information beyond the validity of the
statement itself. This technique is particularly valuable for enhancing privacy in public
blockchains, where transaction details are visible to all participants. Is is indeed possible
to create a mixer based on Zero Knowledge Proofs running directly on-chain (e.g. on an
Ethereum smart contract). ZKPs can be divided into two main categories:

• Interactive Zero Knowledge Proofs: These require multiple rounds of commu-
nication between the prover and the verifier. The verifier challenges the prover with
a series of questions, and through repeated interactions, the verifier gains confidence
that the prover knows the secret without learning what the secret is.

• Non-Interactive Zero Knowledge Proofs (NIZK): These proofs eliminate the
need for back-and-forth communication. The prover generates a proof that can
be verified by anyone at any time, often using a common reference string (CRS)
generated during a trusted setup phase. Examples include zk-SNARKs (Zero-
Knowledge Succinct Non-Interactive Arguments of Knowledge) and zk-STARKs
(Zero-Knowledge Scalable Transparent Arguments of Knowledge).

Validium As noted earlier, the validium approach is primarily employed to ensure scal-
ability. However, this method also facilitates enhanced privacy for blockchain users. It
achieves these goals by leveraging zero-knowledge proofs (ZKPs) to validate transactions
without storing the actual transaction data on-chain. By adopting this approach, validium
significantly reduces the amount of data that needs to be stored and processed on-chain,
thereby increasing transaction throughput and lowering transaction fees. This makes it
particularly well-suited for high-frequency applications, such as financial exchanges, gam-
ing platforms, and enterprise blockchains, where scalability is a primary concern. Beyond
its scalability benefits, validium also introduces enhanced privacy features compared to
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traditional on-chain transaction models. The majority of sensitive transaction data is
stored off-chain, within a data provider or a set of trusted entities responsible for main-
taining availability and integrity. Since this data is never publicly posted on the Layer 1
blockchain, it remains inherently more private. Only authorized participants with access
to the off-chain storage system can retrieve transaction details, ensuring that unautho-
rized entities cannot easily analyze or track user activity. Some validium implementations
further enhance privacy by incorporating data encryption techniques and access control
mechanisms. For example, transaction data can be encrypted and selectively shared with
specific participants through a permission-ed data provider or a secure enclave. This
ensures that only relevant stakeholders, such as regulatory bodies or involved counter-
parties, have visibility into transactional information while preserving confidentiality from
external observers. Despite these advantages, validium’s reliance on off-chain data storage
introduces trust assumptions that must be carefully considered. The data provider (or a
network of providers) must be trusted to make the data available when required. If the
data provider fails or becomes unavailable, users may lose access to critical transaction
history, potentially impacting the system’s reliability and dispute resolution mechanisms.
To mitigate this risk, some implementations use multiple data providers or apply data
availability proofs, which allow users to verify that the necessary data is retrievable when
needed.

In the context of blockchain privacy, ZKPs are used to hide transaction amounts, sender
and receiver addresses, and other sensitive information. Prominent implementations in-
clude Zcash[8], which employs zk-SNARKs to shield transaction details, and Tornado Cash
[38], which leverages zk-proofs for private transactions on Ethereum. The advantage of
ZKPs lies in their ability to provide strong privacy guarantees without compromising the
transparency and verifiability of the blockchain.

Cryptography, IPFS, and Other Forms of Off-Chain Storage One of the pri-
mary challenges in blockchain privacy regards the confidentiality of smart contracts call
invocations and data, as previously defined and discussed. This issue is not only a mat-
ter of privacy but also impacts scalability, given the computational and financial costs
associated with storing data on-chain.

To address this challenge, the literature proposes various decentralized data storage so-
lutions, one of the most prominent being the InterPlanetary File System (IPFS) [40].
IPFS is a peer-to-peer distributed file system, initially conceptualized by Benet in 2014
[9]. This innovative approach operates through a set of sub-protocols and leverages a Dis-
tributed Hash Table (DHT) to manage and locate data in a decentralized manner. IPFS
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fundamentally transforms file sharing by replacing traditional location-based addressing
with content-based addressing. Instead of retrieving data from a specific location, IPFS
assigns a unique cryptographic hash to each piece of content. When data is uploaded to
IPFS, it is divided into smaller chunks, each assigned a distinct hash for identification.
These chunks are then distributed across the network to nodes whose hashes are most
closely related to the content. When a user requests a specific chunk, the DHT assists in
identifying and navigating to the nodes where the data is stored. This mechanism ensures
that the latest hash table is consistently updated and shared across the network, creating
a fully connected system without geographical constraints. As a result, IPFS facilitates
efficient, decentralized, and resilient data retrieval.

For security and privacy reasons, encrypting content before uploading it to IPFS is con-
sidered a necessity. Encryption ensures that only authorized users with the correct de-
cryption keys can access the stored data, thereby enhancing privacy and access control.
Various cryptographic techniques can be employed to achieve this, including symmetric
encryption, asymmetric encryption, and multi-party computation methods.

To enforce access control and strengthen privacy guarantees, different approaches have
been proposed in the literature. One such approach is the hierarchical semi-decentralized
model, which integrates blockchain with IPFS to achieve secure and efficient data sharing
[6]. This model introduces multi-authority access control, eliminating the risks associated
with single points of failure while reducing communication and computational overhead
for data users. By combining blockchain-based access control mechanisms with off-chain
storage solutions such as IPFS, these approaches offer scalable, privacy-preserving alter-
natives to traditional on-chain data management.

Overall, cryptography and off-chain storage solutions such as IPFS play a crucial role in
addressing blockchain privacy and scalability issues, making them indispensable compo-
nents in the design of secure and efficient decentralized applications.
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The rapid advancement of blockchain technology has opened new possibilities for enhanc-
ing digital marketplaces by addressing long-standing challenges related to transparency,
trust, and efficiency. This study investigates whether current blockchain solutions can
support the creation of a decentralized marketplace that surpasses traditional models,
particularly within the context of the circular economy for electronic equipment.

In an era marked by increasing electronic waste, finding sustainable ways to reuse com-
ponents is imperative. However, the inherent complexities of supply chain interactions,
data monopolization by Original Equipment Manufacturers (OEMs), and inefficiencies in
matching supply with demand hinder the realization of a truly circular economy. This re-
search explores the feasibility of leveraging a digital marketplace with blockchain technol-
ogy to mitigate these issues, facilitating more effective and equitable transactions between
recyclers, manufacturers, and other stakeholders.

This chapter specifically outlines the primary challenges associated with Waste from Elec-
trical and Electronic Equipment (WEEE) and describes how blockchain-driven market-
places may provide solutions. The subsequent sections detail key obstacles and discuss
how blockchain can address them.

3.1. Waste from Electrical and Electronic Compo-

nents Challenges

Despite increasing global efforts to promote circular economic models, the WEEE sector
faces multiple challenges that impede efficient material recovery and reuse. These chal-
lenges include difficulties in matching supply and demand, knowledge monopolization by
OEMs, a lack of trust and cooperation among marketplace participants, privacy concerns,
and scalability limitations. The proposed approach seeks to address these challenges by
introducing a solution that carefully balances trust and transparency with scalability and
privacy. By addressing these often conflicting priorities, the solution aims to create a sys-
tem that is both reliable and efficient. Furthermore, this research will propose innovative
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strategies to effectively match supply and demand while mitigating the risks associated
with knowledge monopolization. The approach focuses on fostering a more equitable dis-
tribution of information, ensuring that access to critical insights on WEEE is shared in a
way that promotes fair competition and innovation.

3.1.1. Matching Requests and Offers

One of the core challenges of a marketplace for the circular economy of electronic equip-
ment is to efficiently match requests and offers [31]. The efficiency metric refers to both
buyers and sellers who interact within the supply chain, ensuring that transactions occur
seamlessly while minimizing inefficiencies related to information asymmetry, search costs,
and logistical constraints.

For buyers, it is crucial to reduce the time and effort spent searching for specific electronic
components. The complexity of this search stems from two primary factors:

• Volume of Requested Components: Buyers, such as Original Equipment Man-
ufacturers (OEMs) seeking to reuse electronic equipment, often require large quan-
tities of components. Given the scale of their operations, manually searching for
compatible parts is highly inefficient and cost-prohibitive.

• Heterogeneity of Electrical Components: Components differ not only in their
physical attributes but also in their software compatibility. Hardware incompatibil-
ities, proprietary firmware, and non-standardized component classifications make it
difficult to identify suitable matches. This lack of uniformity significantly compli-
cates the research and procurement process.

Knowledge about electronic equipment is largely concentrated within Original Equipment
Manufacturers (OEMs), creating significant challenges for external buyers who struggle to
formulate precise and comprehensive requests. This lack of accessible information leads
to inefficiencies, delays, and increased costs in procurement. Additionally, the control
that OEMs exert over information related to Waste Electrical and Electronic Equipment
(WEEE) further complicates the process for sellers. Many sellers find it difficult to keep
track of the wide variety of components, their specifications, and potential reuse or re-
cycling opportunities. As a result, both buyers and sellers face obstacles in navigating
the market, leading to missed opportunities for efficient resource utilization and circular
economy initiatives [59].

Sellers, on the other hand, typically consist of recyclers and entities that handle electronic
products at the end of their life-cycle. These sellers face several key challenges:
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• Disassembly Constraints: Given the sheer volume and variety of electronic prod-
ucts that need to be recycled, disassembling each product into individual compo-
nents is not feasible. Current recycling and disposal processes do not account for
precise component extraction, making detailed cataloging and resale difficult.

• Storage Issues: Even in cases where OEMs or recyclers manage to disassemble
electronic products, the storage of unused and not sold components presents lo-
gistical challenges as the majority of the EoL actor facilities are not equipped for
the purpose. The unpredictable nature of demand for specific components further
complicates inventory management. Therefore, it is required to have a precise and
rapid system that allows to shorten the selling process.

3.1.2. Overcoming Monopolized Knowledge

As previously mentioned, knowledge about electronic components and their characteristics
is largely monopolized by OEMs. Each manufacturer employs proprietary methods of
cataloging and identifying products, which limits transparency and creates barriers for
external participants.

A seemingly straightforward solution would be to request OEMs to provide access to their
data. However, this approach faces several practical obstacles [59]:

• Data Standardization Issues: Even if OEMs were willing to share information,
the vast heterogeneity of data formats and classification systems would require ex-
tensive standardization efforts.

• Competitive and Intellectual Property Concerns: OEMs may be reluctant
to share data due to competitive interests and proprietary technology concerns.

• High Implementation Costs: Establishing and maintaining a centralized data-
sharing framework would be resource-intensive and may not be sustainable in the
long term.

3.1.3. Lack of Cooperation and Trust

Trust issues are inherent in supply chains where various entities, including OEMs, re-
cyclers, and third-party buyers, interact with limited prior relationships. Traditional
marketplaces often face challenges related to:

• Disputes and Product Misrepresentation: Without mechanisms to verify the
authenticity and quality of components, transactions may lead to disagreements
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between buyers and sellers.

• Fraudulent Activities: Counterfeit or malfunctioning components can enter the
supply chain, reducing trust and increasing risks for buyers.

• Lack of Accountability: Traditional marketplaces may struggle to enforce ac-
countability mechanisms that ensure compliance with agreed-upon terms.

3.1.4. Privacy and Scalability

A critical requirement for any blockchain-based marketplace is ensuring both privacy and
scalability. These two aspects are often in tension: stronger privacy mechanisms can
introduce computational overhead, while scalability solutions may require trade-offs in
data availability and security. Several factors must be considered:

• Transaction Confidentiality: Buyers and sellers require privacy in their transac-
tions to protect competitive interests, particularly concerning pricing and sourcing
strategies.

• High Throughput and Low Latency: The system must support a high volume
of transactions while maintaining efficiency and responsiveness.

• Cost-Effectiveness: Traditional public blockchains often suffer from high trans-
action fees and congestion issues.

While privacy is a crucial aspect of our system, it is equally important to strike a balance
between confidentiality and transparency. Not all information should be private; selective
transparency is necessary to foster trust among participants and maintain the integrity of
the marketplace. In particular, the history of components—such as provenance, previous
ownership, and key life-cycle updates—should be publicly visible to marketplace partici-
pants. This transparency enhances trust and allows buyers to verify the legitimacy and
quality of components before engaging in transactions. It also mitigates risks related to
counterfeit products or unreliable suppliers. Similarly, marketplace requests and offers
should be accessible to all registered participants within the ecosystem. Other important
components that don’t necessitate of high confidentiality are offers. Conversely, agree-
ments between parties should remain confidential. Once a buyer and a seller reach an
agreement, the specific terms—including negotiated prices, delivery schedules, and con-
tractual obligations—should only be visible to the involved parties. This ensures that
sensitive business negotiations are not disclosed to competitors, preserving the strategic
interests of marketplace participants.
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3.2. Blockchain Marketplace Rationale

This section outlines the rationale behind the implementation of a blockchain-driven mar-
ketplace within the CIRC-UITS project to support the Circular Economy (CE). Specifi-
cally, it explores the benefits of a digital marketplace, the limitations of existing central-
ized approaches, and how blockchain technology addresses these challenges. By analyzing
the limits of traditional marketplaces, this section provides a foundation for understand-
ing why a decentralized solution is necessary and how blockchain technology enables its
implementation.

3.2.1. Benefits of a Digital Marketplace

One of the main challenges in the Circular Economy is the difficulty of efficiently linking
waste streams to production processes [14]. A well-structured digital marketplace can
facilitate this connection by enabling seamless communication between stakeholders, such
as recyclers, consortiums, and original equipment manufacturers (OEMs). This market-
place serves as a platform for the exchange of recycled components, granting OEMs access
to secondary raw materials and enhancing the circularity of resource flows.

A key advantage of such a digital marketplace is its ability to establish a dynamic supply-
demand mechanism. By aggregating supply and demand data, the marketplace can help
stabilize the prices of components, providing a more predictable and transparent economic
model for participants. This stability fosters greater participation from companies seeking
sustainable sourcing options and recyclers looking for viable markets for their recovered
materials.

3.2.2. Limitations of a Digital Marketplace

Despite these advantages, digital marketplaces face several critical challenges that must
be addressed to ensure widespread adoption and efficiency.

One of the main barriers to digital marketplace adoption is the integration of IT sys-
tems, as highlighted in prior research [31]. Large companies, in particular, face significant
obstacles due to their complex and well-established IT infrastructures. These organiza-
tions require high levels of coordination between internal systems and external platforms,
making integration a resource-intensive and time-consuming process. Additionally, the
reliance on proprietary IT solutions limits interoperability and slows the adoption of new
marketplace technologies.
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Traditional digital marketplaces typically operate under a centralized model, where a
single entity governs and manages the platform, while other participants engage as users.
In the context of the Circular Economy, several possible models exist:

OEM-Managed Marketplace: When an OEM controls the marketplace, trust issues arise
for End-of-Life (EoL) entities, such as recyclers and consortiums. These stakeholders
must trust that the OEM will manage transactions fairly and impartially, which is not
always guaranteed. Furthermore, if multiple OEMs establish their own marketplaces inde-
pendently, the market becomes fragmented, reducing efficiency and complicating supply-
demand interactions.

Recycler- or Consortium-Managed Marketplace: If a recycler or consortium controls the
marketplace, the same trust issues emerge in reverse—OEMs may hesitate to participate
due to concerns about biased management practices. This reluctance hinders collaboration
and reduces the marketplace’s effectiveness.

Third-Party-Managed Marketplace: A marketplace managed by an independent third
party can mitigate some trust concerns and provide a more unified platform. However,
this model still concentrates trust in a single entity, requiring all participants to rely on
its impartiality and governance.

In all these cases, the issues of trust, governance, and interoperability create barriers to
participation, limiting the marketplace’s potential impact on Circular Economy initiatives.

3.2.3. Blockchain-Driven Marketplace Solution

To overcome these limitations, this research proposes a decentralized marketplace based
on blockchain technology as an alternative approach. A blockchain-driven marketplace
offers a trustless, transparent, and secure environment where no single entity holds exclu-
sive control. Instead, ownership and governance are distributed among all participants,
ensuring fair and impartial transactions.

The key objectives of this implementation are:

• Decentralization and Trust Elimination: Unlike traditional marketplaces that
rely on centralized governance, a blockchain-based solution distributes authority
among participants. Smart contracts automate and enforce marketplace rules, elim-
inating the need for intermediaries and mitigating trust-related concerns.

• Interoperability and Standardization: Blockchain technology provides a uni-
fied infrastructure flexible across various industries and geographic regions. This
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flexibility enables the creation of a single, standardized marketplace where different
types of re-manufactured and recycled goods can be exchanged efficiently.

• Automated Compliance and Smart Contracts: Blockchain-based market-
places can integrate smart contracts and on-chain digital assets to enforce regu-
latory compliance automatically. This approach particularly enhances the security
and trustworthiness of exchange processes, reducing risks of fraud and solving dis-
putes automatically.

3.3. Research Purpose

This study aims to explore the extent to which blockchain technology can address the
inefficiencies and trust barriers present in traditional electronic component marketplaces.
Specifically, the research will:

• Evaluate the feasibility of a decentralized approach to facilitating electronic compo-
nent exchanges in the circular economy.

• Assess the impact of blockchain on transparency, traceability, trust, and efficiency
within supply chain interactions.

• Investigate privacy-preserving and scalable blockchain mechanisms suitable for a
high-volume marketplace.

By analyzing these aspects, this research will contribute to the broader discourse on the
role of blockchain in sustainable and efficient economic models where trust and trans-
parency are required, but privacy and confidentiality are system constraints too. The
findings will provide insights into how decentralized systems can enhance circular econ-
omy practices and optimize resource utilization in the electronics sector.
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This chapter presents the proposed approach within the architecture of the CIRC-UITS
Marketplace, detailing its components and the interactions between them. The aim is
to highlight how architectural and design choices support the operational efficiency and
overall goals of the system.

4.1. Involved Components and Technology Stack

The foundational component of the CIRC-UITS Marketplace is its blockchain infrastruc-
ture. The marketplace leverages a Layer 2 Validium blockchain, developed using the
Polygon CDK (Chain Development Kit) suite [48]. This architecture enables scalability
and cost efficiency while maintaining security through zero-knowledge proofs (ZKPs). At
present, the blockchain does not yet commit proofs directly to Ethereum Layer 1 or any
other external chain. This decision stems from the need for further research to ensure a
secure, robust, and optimized final deployment.

Figure 4.1: CIRC-UITS Marketplace Components

The CIRC-UITS Marketplace consists of other several components, as illustrated in 4.1.
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The front-end 4.2 of the platform is developed using the React [52] with Next.js [63] frame-
work, providing a responsive and dynamic user interface. On the back-end, a Python-
based component leverages the FastAPI [50] library to handle computationally intensive
tasks that do not require blockchain integration. These tasks include functions such as
user identification through signature verification and other essential operations that sup-
port the platform’s functionality such as user notifications. Additionally, the back-end
integrates a module, developed in a separate research initiative, which implements an
agent-based negotiation API to facilitate secure and efficient transactions between users.

Figure 4.2: CIRC-UITS Marketplace Front-end

An essential component of the CIRC-UITS project is its Advanced Human-Machine In-
terface (HMI) module. This module consists of two primary elements: a bar-code scanner
for operators to scan appliances and components, and a pair of smart glasses. The scan-
ner enables the efficient cataloging and identification of items within the marketplace,
while the smart glasses provide operators with a hands-free interface to interact with the
back-end system and Layer 2 blockchain components. This seamless integration of phys-
ical and digital interfaces enhances user experience and operational efficiency within the
CIRC-UITS ecosystem.

In the following sections, the main components will be examined in greater detail, along
with their interactions, to provide a comprehensive understanding of the CIRC-UITS
Marketplace architecture.



4| Proposed Approach 39

4.2. Matching flow

The CIRC-UITS Marketplace matching flow uses an approach that goes beyond the tradi-
tional marketplace model where a seller creates an offer and waits for a buyer to respond.
In our context such a procedure would introduce operational overheads reducing the gen-
eral efficiency of the system. Instead, the CIRC-UITS Marketplace allows both buyers
and sellers to asynchronously create requests and offers, similarly to a reverse auction
[26]. This two components are than automatically matched by an agent-based negotia-
tion module which which determines a price that attempts to satisfy both parties, given
the parameters and flexibility set during the creation of the Request and the Offer. This
help the Request to meet the Offer without adding further operational overhead and costs.

To better illustrate the matching flow, in addition to the Request and the Offer, there
are other components that have been designed to take into consideration the complexity
of the marketplace. Before creating a Request, a buyer has to create an Object. This
Object represents a generic physical component rather than a singular, specific item. This
abstraction allows the marketplace to account for the variety of components involved. For
example, an object could represent a specific model of a Printed Circuit Board (PCB) that
a buyer seeks to acquire. On the seller side it has been designed the Token component.
A token represents a singular, specific material realization of an object. Continuing with
the PCB example, a token would represent an individual PCB that a seller possesses,
either already available or retrieved from the disassembly of an appliance containing that
PCB. A token can only be minted if there is a corresponding object. In this sense,
the object serves as a blueprint for token creation, while tokens themselves represent the
tangible items. In our particular implementation the tokens have been implemented using
ERC1155 multi-token standard [16]. This standard was selected for its flexibility, as it
allows for the creation of both non-fungible tokens (NFTs) and fungible tokens [17]. This
design choice accommodates the representation of both individual objects and collections
of the same object type, ensuring versatility in the representation of the heterogeneity of
components.

The matching flow is visually represented in Figure 4.3. However, in this section, we
provide a detailed, high-level explanation of the process.

The entire matching flow begins with the creation of an Object blueprint or simply Object
from the buyer. In this case the buyer inserts all the characteristics and requirements of
the object and eventually more information, if needed. In this phase the buyer can also
insert all the bar-codes or names of the appliances that contains the component they
require if there is any. This optional step is highly recommended, as it makes the seller
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process efficient and smooth and also advantage the buyers as it enable the seller to respect
automatically the requirements. In case a buyer inserts products that are not inside any
appliance there is no need to insert the codes. In case the buyers simply don’t intend to
share such information, they are not obligated to do so. Once the object is created, the
seller can claim ownership of it. To perform this action, the seller has two options:

• Automatic Ownership Claim: The seller uses a bar-code scanner to scan the
appliance or as an alternative the seller could manually insert the appliance machine
code. If the appliance code matches an object created by a buyer, a token is minted,
and the seller is notified. This process enables the seller to disassemble the appliance,
retrieve the component, and create an Offer specifying the token ID, component
condition, price, and negotiation flexibility.

• Manual Ownership Claim: The manual procedure applies in the cases in which
the seller doesn’t perform the scan or the insertion of the appliance code. In this
case the seller is going to manually search in the marketplace application for the
object he is intentioned to sell in the marketplace. Once found, the seller is going
to be able to claim the ownership of the object. This creates the token that allows
to create the Offer as previously specified.
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Figure 4.3: CIRC-UITS Marketplace Matching Flow

The creation of the Offer and Request is going to be followed by a phase of negotiation.
This process is going to be processed automatically by an agent-based negotiation module.
After the negotiation phase, an Agreement is created. This last component includes all
the details of the negotiation along with the most important details of both the Offer and
the Request. It is fundamental as its role is to manage the entire exchange of goods that
is precisely defined in the following section.

4.3. Exchange flow

The exchange flow is an essential part of a marketplace as it can compromise the trust
involved in the entire system. A safe and fair exchange process allows both buyer and
seller to seamlessly trade and exchange in the marketplace. This would translate in more
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interactions and, as a consequence, various benefits both in economic and environmental
dimension.

The exchange process operates in a trustless and fully decentralized manner. Specifically,
it involves the elimination of third-party involvement, as all transactions are conducted
through the Agreement smart contract intrinsic to the marketplace. The integration of
an escrow mechanism serves to diminish, if not entirely remove, the necessity for trust
between the buyer and seller in the exchange process.

The subjects of exchange that are involved and used as escrows are:

• Token: The ERC1155 token represents the physical object being exchanged. While
the real subject of exchange is the actual object, the token serves as insurance: if the
token is burned, the physical object cannot be traded again within the marketplace.

• Cryptocurrency: In our implementation, the currency exchanged is the native
chain coin for research purposes. However, the system can easily accommodate any
other cryptocurrency, including stable coins such as Tether, also known as USDT
[62], or USD Coin, also known as USDC [13].
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Figure 4.4: CIRC-UITS Marketplace Exchange Flow
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The exchange flow is illustrated in Figure 4.4 begins with the creation of the Agreement
by the agent-based negotiator module. Once the agreement has been created the involved
users are both going to be notified through the web application, where they can review
its details, including the price proposed by the negotiator. The initial action that can be
taken with respect to the Agreement, is the escrow deposit or the refuse of the Agreement
in case it doesn’t satisfy one of the parts involved. The escrow deposit consists in the
transfer of the specified assets to the Agreement smart contract. Specifically the buyer
is going to deposit the negotiated price, while the seller instead would deposit its token
or tokens. This action changes the ownership and the rights the users have with respect
to the escrows that are fully taken by the smart contract. In the case one of the two
parts deposit the escrow and then the other part refuses the Agreement the escrow that
have been deposit is returned to the initial owner. Once both the escrows have been
commit to the Agreement smart contract it is possible to proceed with the next phase,
which is the Seller Shipping. In this case, no third parties specifically assigned to the
delivery role have been included, as it would have been outside the scope of research. It
is considered that in a certain moment of time, buyer and seller exchanges the objects
involved. The buyer has to interact with the application to confirm the receiving, while
the seller has to deliver the physical product. After the confirmation of the exchange the
escrows are not immediately transferred as the buyer has to confirm that he is actually
satisfied of the component. The satisfaction phase is introduced with the purpose of
testing the component in the moment of exchange or to return the component in case it
does not satisfy buyer needs. The risk of this procedure would be to give the object to
the buyer locking the escrow. However a time limit can be defined to address such an
issue. In this way if the object is not returned within the time constrain the escrows are
exchanged. Instead, in case the buyer is satisfied of the purchase, escrows are exchanged
and the exchange is completed successfully. The propriety of the token is now related to
the buyer, while the seller receives the predefined amount of tokens.

4.4. Privacy and Scalability

Before detailing the approach used, it is important to define a threat model to assess
potential privacy risks in a blockchain. Public blockchains, by design, offer transparency
and immutability, but these same properties can introduce significant privacy vulnerabili-
ties. One primary concern is transaction link-ability — since all transactions are recorded
on a public ledger, adversaries can analyze blockchain data to trace fund movements
and identify relationships between addresses. Another risk is address deanonymization,
where sophisticated clustering techniques and off-chain data correlations can reveal user
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identities. Additionally, front-running attacks pose a major threat, as malicious actors
can monitor the mem-pool for pending transactions and manipulate prices or reorder
transactions for profit.

To guarantee privacy and scalability it is proposed an approach based on a permission-ed
Layer 2 solution, designed to offload the transaction volume from the layer 1 blockchain,
reducing congestion and enhancing throughput while maintaining a higher standards of
privacy. In particular, the choice was directed towards creating a validium Layer 2 chain
that leverages zero-knowledge proofs (zk-proofs) based on the Polygon CDK solution [48].
With the validium approach it is possible to create an allow-list of addresses specifying
different level of policies [49]. In particular, it is possible to use the following policies:

• Send Transaction: States whether an address may send transactions to the pool.

• Deploy States governs whether an address may deploy a contract.

This structured approach allows for a controlled and hierarchical governance model. For
instance, administrators may have privileges to deploy smart contracts, whereas standard
users are limited to executing predefined transactions. By regulating these roles, the
marketplace minimizes potential security risks and ensures a more predictable operational
framework. Zero-knowledge proofs enable to verify the validity of transactions without
revealing any sensitive information about the transaction’s details to the public. This
is crucial to protect the commercial interests of both buyers and sellers, as the value of
individual transactions and the identities of participants remain hidden from competitors
and unauthorized third parties.

The scalability aspect is addressed by the permission-ed Layer 2 validium chain, which
aggregates multiple transactions before submitting them to the Layer 1 blockchain in a
single transaction. This bundling mechanism drastically reduces computational overhead
and on-chain storage requirements, leading to faster confirmation times and significantly
lower transaction fees. As a result, users benefit from a cost-effective and highly efficient
transaction processing system.

User experience remains a top priority in the implementation of this privacy layer. All
cryptographic operations are abstracted away from end users, handled seamlessly by the
back-end infrastructure. This design ensures that users can interact with the marketplace
intuitively without requiring technical knowledge of zk-proofs or Layer 2 mechanisms.
Moreover, the system maintains interoperability with the broader Ethereum ecosystem
and compatibility with widely adopted wallet providers, facilitating seamless adoption
and integration.
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Beyond privacy and scalability, the validium-based approach introduces an additional
benefit: resistance to front-running attacks. In traditional blockchain environments, ma-
licious actors can exploit pending transactions by manipulating prices before they are
confirmed. However, in the proposed solution, transaction details remain concealed until
finalization, preventing adversaries from engaging in price manipulation or unfair trading
practices. This ensures a secure, transparent, and trustworthy trading environment for
all participants.

4.5. Traceability and Proof-of-Action

The CIRC-UITS Marketplace architecture enables traceability and Proof of Action (PoA),
which together ensure transparency, accountability, and trust among participants. Trace-
ability refers to the ability to track the life-cycle of a product or component, while proof
of action verifies that specific steps in the supply chain or transaction process have been
completed as expected. Proof of Action (PoA) is a mechanism that guarantees each crit-
ical event within the marketplace is recorded and verifiable, demonstrating that required
actions — such as product authentication, ownership transfers, and regulatory compli-
ance — have been executed correctly. This guarantees that all stakeholders adhere to
predefined protocols, fostering confidence and integrity within the ecosystem.

To implement traceability, each ERC1155 token in the marketplace is not just a digital
representation of a physical PCB, but it also includes an immutable record of its history.
This record includes details about the origin of the component, its ownership changes,
images and any significant updates or transformations it has undergone. Updates are
realized with smart contract, but are designed to be easily up-datable. With this approach
it si possible to ensure a commonly agreed traceability of products.

The Proof of Action mechanism complements traceability by enforcing and verifying that
critical steps in the exchange process are carried out correctly. During the exchange pro-
cess, PoA mechanisms ensure that both parties fulfill their obligations before the escrow-ed
assets (tokens and cryptocurrency) are released. This includes confirming that the seller
has shipped the physical component and that the buyer has received and approved it. In
case of disputes, the blockchain records provide an audit-able trail that can help resolve
conflicts quickly and fairly. Additionally, this robust traceability and Proof of Action
framework plays a pivotal role in supporting Circular Economy principles. By keeping a
transparent record of component life-cycle, the system encourages responsible recycling
and reuse, ensuring that valuable materials are recovered and repurposed rather than
wasted.
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4.6. Wallet Management

Given the complexity of the contexts in which the marketplace, and more broadly the
entire CIRC-UITS module, is expected to possibly operate, it is crucial to provide users
with a sufficient level of abstraction that allows them to interact with the system effec-
tively while adhering to real-world constraints. Achieving this balance is a non-trivial
task. A strictly rigid implementation would impose excessive limitations on potentially
heterogeneous users, making the system too restrictive. On the opposite, an overly flexible
implementation would lack the necessary structure to ensure proper operational manage-
ment and security.

To address these challenges, a hierarchical role-based approach to wallet and permission
management is adopted. As the primary objective of the CIRC-UITS Marketplace is to
facilitate business-to-business (B2B) interactions, it has been designed designed a role-
based hierarchical model that defines different levels of access control and operational
capabilities. This model ensures that companies and their respective users can interact
with the marketplace while maintaining appropriate levels of security, accountability, and
operational efficiency.

The marketplace is designed to accommodate multiple companies, each of which can act as
a buyer, seller or both. Within each company, we define a structured hierarchy of roles to
manage permissions and responsibilities. At the top of this hierarchy are managers, who
hold the highest level of authority within their respective companies. Each company can
have one or more managers, who are responsible for assigning and revoking permissions
for lower-level roles. These subordinate roles include scanners, buyer operators, and seller
operators. Thanks to blockchain technology each user is assigned with its own address.
Therefore, accountability is given by system design.

• Scanner operators: Scanners refer to specialized hardware devices that enable
sellers to scan product codes on appliances. These scanners play a crucial role in
verifying whether one or more components are actively requested on the market-
place, based on predefined demand specifications. Notably, even scanner operators
have an address. We decided to assign an address to each device to make it easily
manageable.

• Seller operators: Seller Operators are responsible for executing operations related
to the sale of components. They manage the listing, pricing, and availability of
components within the marketplace.

• Buyer operators: Buyer Operators handle the purchasing process. They initiate
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buying transactions, verify listings, and oversee the procurement of components that
meet their company’s requirements.

A key responsibility shared by both buyer and seller operators is the management of
agreements within the marketplace. This includes reviewing, accepting, or rejecting agree-
ments, as well as carrying out additional operations as detailed in previous sections. By
structuring access and operational permissions through this hierarchical model, we en-
sure that companies can efficiently manage their participation in the marketplace while
maintaining clear roles and responsibilities for all involved stakeholders.

A last role, called negotiator, is further defined. This role is separated form the rest of the
logic as it is the address of the agent-based negotiation module that is going to publish
on chain the agreements after the negotiation phase as previously illustrated.

Key management is another important part of the process to guarantee security. While
this topic falls outside the scope of this research, it is essential to consider its imple-
mentation. In particular it is possible to enhance security and operational control using
multi-signature (multi-sig) wallets. This type of wallets require multiple authorized sig-
natures to approve critical transactions, ensuring that no single entity can unilaterally
execute high-impact operations. This mechanism is particularly valuable for B2B interac-
tions, where financial and operational decisions often require multiple layers of approval.
For instance, within a company, a transaction might require signatures from both a man-
ager and a buyer operator before finalizing a purchase, or from multiple seller operators
before listing high-value components. By distributing control across multiple roles, multi-
sig wallets reduce the risk of unauthorized access, internal fraud, or key compromise.
Additionally, this model provides resilience against lost or compromised keys, as prede-
fined recovery mechanisms can be established through multi-signature rules. Integrating
multi-sig into the marketplace’s hierarchical role structure ensures that companies main-
tain both security and accountability, reinforcing trust in the system while preserving the
necessary flexibility for real-world business operations.
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In this chapter it is offered an evaluation of the CIRC-UITS Marketplace architecture with
the objective of performing performance and economical evaluations. In the following
pages it is detailed how the tests were conducted and the relative results.

5.1. Architecture And Test Environment

To conduct an in-depth evaluation of the proposed solution, a series of tests were designed
and executed. These tests aimed to assess the system’s performance in terms of latency
and throughput, as well as to validate the correctness and efficiency of the implemented
functionalities.

A controlled test environment was deployed to ensure reproducibility and flexibility while
simulating real-world conditions. The test environment comprises the following compo-
nents:

• Local Layer 1 (L1) Blockchain: A private Ethereum-compatible L1 blockchain
was deployed to serve as the base layer. This setup eliminates the need for wallet
funding while providing a fully customization of the network with multi-client sup-
port. The ethereum-package [18] was used to configure and manage the L1 network.

• Local Layer 2 (L2) Blockchain: A Layer 2 network was deployed using the
Polygon Chain Development Kit (CDK) [48]. The deployment included the following
configurable components: sequencer, sequence sender, aggregator, RPC, prover and
a database to provide data availability.

• Supplementary Services: Additional infrastructure components, such as block
explorers, were integrated to facilitate real-time data retrieval regarding gas fees,
transaction processing times, and overall blockchain load. These tools provided
valuable insights into network behavior and resource consumption. The main sup-
plementary services used were Polycli [1] and the Hardhat testing suite [45].

Upon establishing the test environment, a series of structured evaluations were conducted,
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each designed to assess different aspects of system performance, functionality, and eco-
nomic feasibility. These tests aimed to validate the robustness, efficiency, and practical
applicability of the CIRC-UITS Marketplace within real-world deployment conditions.

The first test focused on evaluating the system’s performance under maximum load con-
ditions. This load test aimed to measure the scalability, throughput, and transaction
costs associated with different usage scenarios. By subjecting the system to high trans-
action volumes, we analyzed its ability to maintain stability and efficiency while handling
concurrent operations. Key performance indicators (KPIs) such as transaction latency,
transactions per second, gas fees, and system response times were recorded to assess the
overall computational and financial viability of the platform under stress.

The second phase of testing involved the deployment of the complete suite of CIRC-UITS
Marketplace smart contracts. Following deployment, a series of controlled smart contract
interactions were executed to emulate real-world marketplace transactions and validate
contract functionality. This assessment included fundamental marketplace operations,
such as order placement, request placement and agreement creation. By simulating inter-
actions between two distinct user roles — buyer and seller— the test aimed to verify the
correctness, security, and economic feasibility of the smart contracts, ensuring that the
platform operates as intended.

In addition to individual smart contract testing, a comprehensive end-to-end system val-
idation was conducted. This test encompassed all components of the CIRC-UITS ecosys-
tem, ensuring seamless integration and interaction between different system modules.
The objective was to replicate real-world operational conditions as closely as possible,
assessing the platform’s ability to support a full transaction life-cycle — from listing and
negotiation to final asset exchange and payment settlement.

By executing transactions under realistic conditions, this test provided insights into sys-
tem reliability, fault tolerance, and user experience. Key metrics such as system up-time,
failure rates, and execution consistency were analyzed to ensure the marketplace could
function effectively in a production environment.

By adopting a structured and multi-faceted testing approach, this evaluation not only
quantified critical performance metrics but also validated the practical deployment feasi-
bility of the CIRC-UITS Marketplace.

5.2. Performance Evaluation

The performance test was executed on a machine with the following architecture:
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Attribute Value

Architecture x86_64
Model name 12th Gen Intel(R) Core(TM) i7-1255U
CPU op-mode(s) 32-bit, 64-bit
CPU(s) 4
RAM 8 GB

Table 5.1: System Architecture Details

To assess the performance of the Polygon CDK Layer 2 Validium blockchain, a series of
load-tests were conducted using the Polycli load [1] test suite. The evaluation focused
on transaction throughput and ERC-20 token transfers, with controlled parameters to
simulate real-world usage. The following tests were performed:

• Transaction Test: This test aimed to measure the blockchain’s capacity to process
a high volume of transactions efficiently. A total of 25,000 transactions of blockchain
native token were submitted at a controlled rate of 1,000 transactions per second.
Furthermore, the transactions were performed with a concurrency level of 50, to
simulate 500 concurrent transactions per user. The results provide insights into the
network’s scalability, transaction finalization time, and potential bottlenecks under
high-load conditions.

• ERC20 Test: This test focused on evaluating the blockchain’s performance when
handling ERC-20 token transfers. A batch of 500 transactions was executed with a
rate limit of 10 transactions per second. The objective was to analyze the processing
efficiency of ERC20 smart contract interactions and overall latency associated with
token transfers.

Even when executed on a small-scale machine, the load-tests provided valuable insights 5.2
into the efficiency of the Polygon CDK Layer 2 Validium blockchain. Notably, the observed
transaction latency was significantly lower compared to traditional Layer 1 blockchains.
This improvement can be attributed to the way transactions are processed in a Layer
2 environment. This results in a significantly improved user experience, offering near-
instant transaction finalization compared to the delays typically encountered on Layer 1
blockchains. Consequently, users benefit from a high-speed, cost-efficient solution that
enhances scalability without compromising security.



52 5| Objectives Evaluation

Transaction Test Value

TPS 93.56276922798885
Max Latency 0.551363526 s
Mean Latency 0.18405431105995876 s
Median Latency 0.180499256 s
Min Latency 0.012242465 s
Stddev Latency 0.060124848915259134
Test Duration 267.20029993 s

ERC20 Test Value

TPS 8.344433797321491
Max Latency 0.094234134 s
Mean Latency 0.015579745119999992 s
Median Latency 0.014158992 s
Min Latency 0.009754831 s
Stddev Latency 0.005687617708664668
Test Duration 59.92018298 s

Table 5.2: Transaction and ERC20 Test Results

5.3. Functional Evaluation

To assess the functional correctness and seamless integration of the proposed system, a
structured evaluation was conducted. This evaluation simulated a complete transaction
life-cycle between a buyer and a seller, covering all phases from request creation to the
final exchange of goods. The primary objective was to validate the effectiveness of key
marketplace functionalities, including request matching, negotiation, and trade execu-
tion. Notably, this evaluation also examined the integration capabilities of the system
by involving additional components that interact with the CIRC-UITS Marketplace and
its subsystems. In particular, two key external components were incorporated into the
evaluation:

• VUZIX smart glasses [64], which provide operators with an augmented reality graph-
ical interface, enhancing usability and real-time interaction with the system.

• A scanner module designed to read appliance bar-codes, facilitating the identifica-
tion of components within the marketplace.

• Negotiation back-end module that handles the automatic negotiation of the Agree-
ments.

By including these additional elements, the evaluation aimed to verify the interoperability
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of the marketplace with external tools, ensuring a smooth and efficient workflow for
operators.

Buyer Phase Prior to initiating the test, the following steps were undertaken to sim-
ulate the buyer’s actions:

• Creation of an Object in the marketplace: The object included the appliance code
along with additional details inserted into custom fields. Notably, the software
version of the appliance’s PCB was recorded, represented as a four-number code
(e.g., "1.2.3.4").

• Creation of a buyer request for the Object: The buyer request specified a desired
price of $10.00, a required quantity of 10 components, the maximum acceptable
quality of the components, and the parameters defining flexibility in price and qual-
ity, both set to 50

Seller Phase Following the completion of the buyer phase, the seller actions were exe-
cuted as follows:

• Scanning of the appliance code to retrieve relevant product details.

• Querying the CIRC-UITS blockchain to determine whether a request for the scanned
component existed.

• Token minting upon a positive request match, facilitated by the scanner module.

• Creation of the seller’s offer, which included:

– A proposed price of $20.00.

– Price importance weight set to 100

– The maximum quality of the component.

Negotiation and Trade Execution Upon creation of the seller’s offer, the negotiation
module — designed to continuously monitor blockchain events — automatically generated
an agreement on the dapp. Both the buyer and the seller were notified of the newly
established agreement. Subsequently, the exchange of goods was simulated, successfully
concluding the trade. To further assess system robustness, the experiment was repeated
under similar conditions simulating a failing trade.

Results The test results demonstrated a seamless integration process between the Layer
2 blockchain and other technologies. Throughout the evaluation, no major errors were
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detected, highlighting the reliability and robustness of the system’s components. The
findings confirm that the proposed marketplace infrastructure effectively supports se-
cure and efficient transactions while maintaining compatibility with external devices and
blockchain-based negotiation mechanisms.

5.4. Security Evaluation

As stated in the introduction, the security of the smart contracts has been thoroughly
evaluated through a series of structured tests. These tests ensure full coverage of all
Solidity functions that modify the contract’s state. Additionally, during front-end de-
velopment and application testing, even the functions that do not alter the state have
been assessed to verify their correctness and expected behavior. To mitigate security vul-
nerabilities, standard best practices have been adopted, particularly against well-known
attack vectors in smart contract development. One of the most critical security mecha-
nisms implemented is the reentrancy guard. A reentrancy attack occurs when an external
contract repeatedly calls a vulnerable function before the previous execution is completed,
potentially draining funds or manipulating state inconsistencies. This attack exploits the
ability of Solidity’s call function to execute external contracts before updating the con-
tract’s internal state. To prevent this, a reentrancy guard has been incorporated into the
smart contract logic. The implementation follows a common pattern where a mutex (a
locking mechanism) is used to prevent recursive calls within the same execution context.
This ensures that once a function is entered, reentrant calls are blocked until execution
is completed. The nonReentrant modifier from OpenZeppelin’s ReentrancyGuard library
[46] has been utilized to secure vulnerable functions efficiently. These measures collec-
tively strengthen the security of the smart contracts, ensuring robustness against common
threats while maintaining functionality and efficiency.

5.5. Economic Evaluation

In Polygon CDK Validium, transaction fees are determined by several components, each
contributing to the overall cost of executing and settling transactions. These components
are as follows:

• Layer 2 Validium Fees: These fees account for the computational resources re-
quired to execute transactions within the Validium layer. They include the gas
costs incurred by the Validium infrastructure and are directly influenced by the
complexity and computational intensity of the transaction.
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• Layer 1 Costs for Settlement: While Validium does not post transaction data
directly to Ethereum, it still incurs costs related to proof submission and state root
updates. These costs are amortized across all transactions included in a batch before
submission to Layer 1.

The total transaction fee can be approximated using the following formula:

GasFee =

[
ZK Proof Cost + L1 State Root Update Cost

Transactions per Batch

]
+ L2 Execution Cost (5.1)

Where:

• ZK Proof Cost: The cost to generate and verify the ZK proof. L1 State Root Update
Cost: The gas cost for updating Ethereum with the new Validium state.

• Transactions per Batch: The number of transactions included in a single batch
(higher batch sizes reduce per-transaction costs).

• L2 Execution Cost: Gas fees for executing the transaction on Validium.

In our load test, the average transaction fee was observed to be approximately 0.000014
ETH. Assuming an average market value of 1 ETH = $2,500 USD, this translates to a
transaction cost of approximately $0.035 USD per transaction. Given this estimate, we
can approximate the cost of a complete exchange of goods within the system. Assuming
that a typical transaction cycle for an exchange involves 15 transactions, the total cost of
a single exchange process would amount to approximately $0.525 USD.

To further analyze the economic implications, we conducted deployment tests to evaluate
the costs associated with deploying and interacting with the CIRC-UITS smart contracts.
The deployment process involved launching the entire blockchain infrastructure within the
Polygon CDK Validium test environment. However, due to the low levels of parallelization
in these tests, transaction costs were observed to be higher than anticipated. As illus-
trated in Tables 5.3 and 5.4, this increased cost stems from the complexity of managing
marketplace logic and the intricate handling of wallets and fund management. Conse-
quently, these findings should be considered preliminary estimates rather than definitive
cost assessments. Further experimentation with optimized batch processing, enhanced
parallel execution, and refined smart contract interactions is necessary to obtain more
precise and reliable economic evaluations of the system.
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Smart Contracts Deployment
Contract Name Gas
ImageUpdate 314,731
Marketplace 5,763,486
MintingUpdate 275,491
OwnershipUpdate 275,527
RoleEnforcer 91,469
RoleManager 1,557,983
TokenManager 3,393,396
UpdateContractsManager 444,257
UpdatesOnChain 211,368
Total Gas Spent 12,327,708

Table 5.3: Smart Contracts Deployment Costs

Methods Invocations
Marketplace

Method Name Min Gas Max Gas Avg Gas # Calls
createAgreement 472,192 506,392 475,042 12
createOffer 310,077 327,177 311,392 13
createRequest 303,331 320,431 306,181 12

RoleManager
Method Name Min Gas Max Gas Avg Gas # Calls
addBuyerOperator - - 56,326 2
addCompany 234,513 251,613 240,213 3
addScanner - - 56,229 2
addSellerOperator - - 56,349 1

TokenManager
Method Name Min Gas Max Gas Avg Gas # Calls
claimOwnership 424,113 441,213 425,253 15
createObject 324,512 375,812 329,176 11

Table 5.4: Smart Contracts Method Invocations Costs
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5.6. Evaluation Overview

This chapter provided a comprehensive evaluation of the CIRC-UITS Marketplace archi-
tecture, focusing on performance, functionality, security, and economic feasibility.

Performance evaluations demonstrated that the Polygon CDK Layer 2 Validium blockchain
significantly reduces transaction latency compared to traditional Layer 1 solutions. De-
spite being tested on a small-scale machine, the marketplace exhibited high transaction
throughput and low latency, confirming its ability to support large-scale operations.

The functional evaluation validated the seamless integration of key marketplace features,
including request creation, negotiation, and asset exchange, ensuring the system operates
as intended. Furthermore, the interoperability tests with external tools, such as bar-code
scanners and augmented reality devices, confirmed that the system enhances usability for
operators in a practical deployment scenario.

Security assessments highlighted the robustness of the smart contract implementation. By
leveraging best practices, such as reentrancy protection mechanisms, the system mitigates
vulnerabilities and enhances trust in blockchain-based transactions.

Economic evaluations provided insights into the cost efficiency of transactions within
the Polygon CDK Layer 2 framework. However, further research should be conducted to
assess the performance of more powerful machines to ensure accurate measurements. This
evaluation confirms that the CIRC-UITS Marketplace is a viable, scalable, and secure
solution for blockchain-based marketplaces. The insights gained from this study lay a
strong foundation for future improvements, optimizations, and real-world deployment of
the system.

Overall, the evaluation confirms that the CIRC-UITS Marketplace deployment on a va-
lidium layer 2 blockchain is a viable, scalable, and secure solution for blockchain-based
marketplaces.
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6.1. Trust

Trust in blockchain-based systems is primarily established through decentralized consen-
sus mechanisms and cryptographic security. In the CIRC-UITS Marketplace, trust is
reinforced through smart contracts, which autonomously enforce predefined rules, elimi-
nating the need for intermediaries and reducing the risk of manipulation or fraud.

A key mechanism for enhancing trust in the marketplace is the use of escrow-based smart
contracts. These contracts ensure a fair exchange process by holding assets in escrow until
predefined conditions are met, allowing transactions to proceed securely even in environ-
ments where trust between counter-parties is limited. The integrity of this approach is
guaranteed by blockchain technology, particularly through the use of ERC1155 tokens for
component representation and cryptocurrencies for payment and settlement.

Furthermore, trust is strengthened by the traceability history associated with ERC1155
tokens. Buyers can verify the provenance and life-cycle of components through on-chain
records, ensuring transparency in supply chain transactions. This feature plays a crucial
role in fostering confidence among participants, particularly in industries where material
authenticity and compliance are critical.

The integration of a Validium-based Layer 2 blockchain introduces additional trust con-
siderations. The validium approach adopted, enhances scalability and privacy using a
permission-ed access to the transactions. It also enables the use of stable-coins for trans-
actions enhancing interoperability with other blockchains. However, the reliability of
stable-coins is inherently linked to their value stability and backing mechanisms. Research
by Shah and Bahri [56] highlights that stable-coins have experienced significant volatility
during financial crises, such as the Terra-Luna collapse and the FTX bankruptcy. Their
findings suggest that traditional asset-backed stable-coins (e.g., USDC, USDT) tend to
be less risky than algorithmic stable-coins, which rely on decentralized mechanisms for
value stabilization. Given these risks, further research is needed to assess the suitability
of stable-coins and explore potential mitigation strategies. Moreover, the layer 2 validium
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approach introduces a trade-off between scalability, trust and decentralization, as it relies
on a Data Availability Committee (DAC) to manage off-chain data storage. Unlike fully
on-chain rollup solutions, where data availability is guaranteed by the blockchain itself,
validium requires users to trust that the DAC will remain operational and honest. If the
committee fails or acts maliciously, users may lose access to transaction data, potentially
undermining the security and reliability of the system. Therefore, while this solution
offers interesting advantages in terms of efficiency and confidentiality, careful considera-
tion must be given to decentralizing the DAC, implementing data availability proofs, and
exploring hybrid models that balance scalability, privacy, and trust assumptions.

6.2. Traceability

Traceability is a key feature that was intentionally incorporated into the CIRC-UITS
Marketplace to enhance the transparency and reliability of the exchange process. As
previously discussed, traceability plays a critical role in building trust among participants
by providing detailed insights into the components being traded. It ensures that buyers
can make informed decisions based on the history and authenticity of the products they
are purchasing.

The CIRC-UITS Marketplace leverages the ERC1155 token standard, which is widely re-
garded for its security and reliability. This standard implements well-established contracts
that enable the minting, burning, and transfer of tokens between various actors within
the marketplace ecosystem. Additionally, these protocols have been enhanced to include
a traceability history for each component, ensuring that the movement and modifications
of tokens are recorded in a transparent and immutable manner.

Despite the fact that an authorization is required to create an update, concerns remain
regarding authenticity of updates as a malicious user could forge updates with invalid
information. As a result, the integrity of traceability still depends on the trustworthiness
of the actors involved in the system.

6.3. Privacy

As previously discussed in the dedicated chapter, the inherent transparency of blockchain
technology presents significant privacy challenges. In the context of a marketplace,
pseudonymity — a feature often associated with blockchain transactions — can easily
be compromised through the analysis of transaction patterns and exchange data. This
presents a significant concern for users who wish to maintain their privacy while partici-
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pating in blockchain-based systems.

To mitigate these privacy risks, a Validium Layer 2 solution, which incorporates permission-
ed access controls, was integrated into the CIRC-UITS Marketplace. The Validium ap-
proach is designed to enhance transaction confidentiality by offloading data storage and
transaction execution to a secondary layer, ensuring that sensitive transaction details are
not publicly available on the blockchain. While this approach effectively enhances privacy
by limiting exposure, it also introduces certain trust assumptions regarding data avail-
ability. Specifically, the system depends on trusted parties to ensure the availability of
off-chain data, which could potentially undermine privacy if these parties are compromised
or fail to perform as expected.

It is crucial to note that while privacy is largely protected with respect to the general
public, complete confidentiality is not guaranteed within the CIRC-UITS Marketplace
ecosystem. Users of the platform have the ability to access the public ledger, and with
the use of specific analysis techniques, it is possible to de-anonymize transactions and
potentially identify individuals behind pseudonymous addresses. This represents a poten-
tial vulnerability in the system, where the privacy of users could be compromised if their
transaction history is analyzed by adversarial actors.

To address these limitations, we propose further research into privacy-enhancing solutions
that could bolster pseudonymity protections within the marketplace. One promising
avenue for improvement is the development of privacy-preserving token protocols. For
example, integrating tokens that utilize advanced cryptographic techniques such as zk-
SNARKs (Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge) or zk-
STARKs (Zero-Knowledge Scalable Transparent Arguments of Knowledge) could provide
stronger privacy guarantees. These cryptographic techniques allow for the validation of
transactions without revealing sensitive details such as transaction amounts or participant
identities, thus enhancing the overall privacy of the marketplace.

In conclusion, while the current integration of a Validium Layer 2 solution offers signif-
icant privacy enhancements while providing users stronger guarantees in terms of secu-
rity and scalability, there remain areas for improvement. Future research could explore
the adoption of more advanced privacy-preserving features, including the development of
more robust token mechanisms and the implementation of decentralized privacy valida-
tion frameworks, to ensure that user privacy is fully protected within the CIRC-UITS
Marketplace.
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6.4. Scalability

Scalability is a crucial factor in the feasibility of the CIRC-UITS Marketplace, as tradi-
tional blockchain architectures often suffer from high transaction costs and network con-
gestion. The adoption of a Layer 2 solution, specifically validium, significantly enhanced
the platform’s scalability while maintaining strong security guarantees.

Validium achieves scalability by offloading transaction data from the main Ethereum chain
while keeping zero-knowledge proofs (ZK-proofs) on-chain as settlement. As the tests
suggested, this approach allows the system to reach near-instant finality for transactions,
drastically improving efficiency compared to standard Layer 1 blockchain processing. By
relying on validity proofs and batching transactions, the validium approach ensures that
all transactions are processed correctly without the need for on-chain data availability,
which reduces the burden on the main chain and enhances overall system performance
and reducing costs.

Despite these advantages, validium-based scaling solutions come with inherent limitations
that must be considered. Indeed, integrating validium requires additional infrastructure,
such as data availability providers, specialized smart contracts, and robust coordination
mechanisms. This complexity may introduce operational challenges and security risks if
not implemented correctly. Since validium transactions are processed off-chain, seamless
interoperability with other Layer 1 and Layer 2 solutions may require additional mecha-
nisms, such as bridges, which can introduce further security considerations.

Validium represents a promising approach to achieve high scalability for blockchain-based
applications such as CIRC-UITS Marketplace, enabling efficient and cost-effective transac-
tion processing while leveraging the security of a layer 1 blockchain as Ethereum. Ongoing
research and development in data availability solutions, such as data availability sampling
(DAS) and hybrid approaches combining rollup-like and validium guarantees may further
enhance blockchain technology.

6.5. Conclusion

Overall, the CIRC-UITS Marketplace represents a promising proof of concept for blockchain-
driven applications, offering valuable insights into the practical implementation of blockchain
technology in real-world use cases. Through its integration of advanced features such as
traceability, privacy, and secure token protocols, the marketplace demonstrates the poten-
tial of blockchain to revolutionize the way we exchange goods and services, particularly
in the context of sustainability and the circular economy.
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Despite its promising nature, the CIRC-UITS Marketplace faces several current limita-
tions, including concerns related to data availability, pseudonymity, and the challenges of
maintaining privacy within a transparent blockchain environment. These challenges are
not unique to the marketplace but are common in blockchain-based systems that aim to
balance transparency with privacy. However, ongoing research and rapid advancements
in several key areas, such as zero-knowledge cryptography, decentralized governance, and
blockchain interoperability, are expected to mitigate many of these obstacles in the near
future.

With these advancements, the vision of a fully decentralized, scalable, and privacy-
preserving marketplace becomes increasingly feasible. As the blockchain ecosystem ma-
tures and new innovations emerge, the CIRC-UITS Marketplace has the potential to
serve as a leading example of how blockchain technology can be applied to create secure,
transparent, and efficient solutions in the context of the circular economy and beyond.
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