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Abstract

This work presents an empirical performance
evaluation comparing two dominant mesh net-
working technologies for smart home IoT sys-
tems: the established Zigbee protocol and the
modern IP-based Matter over Thread stack.
This study utilizes a hardware testbed to
quantitatively assess network overhead, latency,
throughput, and mesh resilience under vari-
ous topologies and load conditions. Further-
more, it investigates the feasibility of machine
learning-based device classification for Matter
over Thread traffic.

Zigbee’s superior agility, as shown by lower sin-
gle hop latency and near instantaneous route re-
covery, is offset by poor scalability due to its
reactive routing protocol, which causes network
instability in deep multi-hop topologies. Matter
over Thread offers greater stability and scalabil-
ity, with lower network overhead in larger config-
urations and robust multi-hop throughput, but
slower network self-healing.

The results indicate that neither protocol is uni-
versally superior performance-wise, the choice
represents a compromise between Zigbee’s reac-
tivity in smaller systems and Thread’s stability
for large-scale networks.

1. Introduction

The Internet of Things (IoT) has become a cor-
nerstone of modern automation, with the smart
home emerging as a primary application do-
main. These environments constitute complex
distributed systems, often comprising dozens of
heterogeneous devices that must communicate
reliably and efficiently. From an automation en-
gineering perspective, the performance of the
underlying wireless communication protocol is
paramount, directly impacting system respon-
siveness, fault tolerance, and scalability.

Two protocols stand at the forefront of this do-
main: Zighee, a mature and widely deployed
mesh networking standard, and Matter over
Thread, a modern, IP-based stack designed to
deliver universal interoperability. While techni-
cal specifications outline their architectural dif-
ferences (primarily Zigbee’s reactive, non-IP na-
ture versus Thread’s proactive, IP-based design)
there is a lack of comprehensive, empirical data
that directly compares their performance in re-
alistic scenarios. This gap is particularly acute
for the new Matter standard, for which public
performance datasets are not yet available.
This thesis aims to fill that gap by presenting
the results of a rigorous experimental analysis



that addresses the following research questions:

1. How do the protocol overhead and traffic
patterns of Zighbee and Matter over Thread
scale with an increasing number of devices
and network hops?

2. What are the comparative latencies and
data throughput capacities of each proto-
col, particularly in multi-hop scenarios and
with varying data payloads?

3. How do the differing routing architectures
of Zighee and Thread affect the network’s
self-healing time after a critical node fail-
ure?

4. Is it feasible to accurately classify IoT de-
vices on a Matter over Thread network us-
ing machine learning techniques based on
their traffic fingerprints?

To answer these questions, this work contributes
a novel, labeled dataset of Matter over Thread
traffic and presents a data-driven understanding
of the fundamental trade-offs between these two
competing ecosystems.

2. State of the art

The existing literature on Matter is predomi-
nantly composed of theoretical analyses and se-
curity assessments. Empirical studies in realis-
tic deployment scenarios are scarce. The most
relevant experimental work [3] evaluated Matter
over Thread and WiFi, analyzing encapsulation
overhead and application layer latency but lack-
ing a comparative analysis with competing pro-
tocols such as Zigbee.

For the Thread protocol, numerous publications
provide performance analysis, particularly con-
cerning Round-Trip Time under various loads
and network depths, such as in [5]. In [4] Thread
network overhead and resilience were tested us-
ing the OpenThread Network Simulator, and
packet count and reachability were measured.
Regarding protocol comparisons, several re-
search studies exist; however, none have imple-
mented Matter at the application layer. A no-
table white paper |7] compares Thread, Zigbee,
and Bluetooth on latency and throughput, pro-
viding a crucial benchmark for the results ob-
tained herein.

For network resilience, a documented value for
Zigbee network self-healing time is available [1],
which is critical for validating the results of this
thesis’ fault tolerance tests.

3. Experimental Methodology

and Results

To ensure a fair and reproducible comparison, all
experiments were conducted on a unified hard-
ware testbed under controlled conditions. The
testbed consisted of a central controller, network
end-nodes, and a passive packet sniffer.

A Raspberry Pi 4 (4GB) running Home Assis-
tant OS served as the smart home controller.
For Matter over Thread, it was configured as a
Thread Border Router using a Sonoff ZBDongle-
E flashed with OpenThread RCP firmware. For
Zigbee, it acted as the Zigbee Coordinator using
a Texas Instruments CC2531 dongle.

Six ESP32-C6 development boards were used as
the network nodes. The use of identical hard-
ware for nodes in both Zighee and Matter tests
eliminated hardware-based performance vari-
ables. Nodes were flashed with custom firmware
based on the Espressif ESP-IDF SDK examples,
to emulate standard smart devices and to pro-
vide command-line interfaces for network diag-
nostics.

A dedicated laptop with a TT CC2531 dongle
in promiscuous mode was used to passively cap-
ture all IEEE 802.15.4 frames. Wireshark, aug-
mented with a Matter protocol dissector, was
used for analysis.

3.1. Overhead and Scalability

Protocol overhead refers to all network traffic
not part of the primary application payload, in-
cluding beacons, route discovery messages, and
keep-alives. This network verbosity was mea-
sured by systematically varying network topol-
ogy, node count, and activity level.

Two distinct topologies were created: a fully
connected mesh representing an ideal-case sce-
nario (e.g., a single room), and a chain topology
simulating a more challenging multi-hop layout
(e.g., a long hallway). The chain was enforced
using MAC address filtering at the firmware level
to ensure a deterministic path. Tests were run
under two conditions: an Idle State to measure
baseline maintenance traffic, and a Controlled
Traffic State, where an "On/Off Toggle" com-
mand was sent every five seconds.

For each unique scenario a 15-minute packet
capture was recorded, with the total and
application-layer packet counts serving as the
primary metrics for overhead.



Results: The analysis revealed a clear diver-
gence in scalability and stability between the two
protocols.
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Figure 1: Overhead Test
Full Mesh Topology, Idle State

In a Fully Connected Mesh Topology, in idle
state (Figure 1), Zigbee was initially more ef-
ficient, generating less baseline traffic for small
networks (1-5 nodes). However, its overhead
grew at a steeper rate, surpassing Matter over
Thread at 6 nodes. This suggests Zighee’s un-
derlying network maintenance mechanisms scale
less efficiently in a dense mesh compared to
Thread’s more controlled MLE-based advertise-
ments.
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Figure 2: Overhead Test
Chain Topology, Controlled Load

A Chain Topology multi-hop scenario exposed
the critical weakness of Zigbee’s design. As
shown in Figure 2, under a controlled traffic
load, Matter over Thread’s total traffic grows
in a stable, linear fashion. In stark contrast,
Zigbee’s traffic escalates exponentially. Beyond
three hops, its reactive AODV routing protocol,
which initiates a network-wide broadcast for ev-
ery new route, began to generate a cascade of

Route Request (RREQ) packets that saturated
the low-bandwidth network. This led to severe
instability, and during the 6-hop test, the Zig-
bee coordinator repeatedly crashed, preventing
the collection of a stable data point. Matter
over Thread, with its proactive, quality-aware
routing, maintained stability and predictability
across all tested network depths, proving signif-
icantly more scalable.

3.2. Latency and Throughput

The raw network speed was assessed using
standard benchmark tools, including ping and
iperf. The tests were executed using the
ESP32-C6 boards connected in a chain topology,
and the firmwares (based on the ESP-IDF SDK)
that were flashed did not include any applica-
tion layer logic in the generated traffic, other
than what is required to execute the benchmark-
ing tool. The aforementioned firmwares incorpo-
rated a command-line interface, utilized for the
configuration and operation of the tools from a
PC connected to the boards via a serial port
over a USB connection. Latency was gauged by
calculating the mean Round-Trip Time (RTT)
of 20 ping commands, with payload sizes rang-
ing from 10 to 150 bytes and hop counts from 1
to 5. The maximum data throughput was mea-
sured using the iperf tool. The measurement
was conducted by having a client on the first
node send data to a server on the last node for
10 seconds. In the context of Thread, both UDP
and TCP transport protocols were tested.

Results: Zigbee offered lower single-hop la-
tency for small packets (10 bytes on 1 Hop in
24ms vs. 3bms for Thread), a benefit of its
lightweight stack. However, as demonstrated
in Figure 3, its performance exhibited a pro-
nounced decline with an increase in hops or the
presence of larger payloads necessitating frag-
mentation (>79 bytes for Zigbee). Its perfor-
mance was found to be inferior to that of Thread
at 3 hops, spiking dramatically at 5 hops, again
due to network congestion from its routing pro-
tocol, resulting in a significant loss of packets.
Thread demonstrated a marked improvement in
the stability of the RT'T, which increased pre-
dictably, even at a higher number of hops and
with a larger payload. This enhancement was
attributed to the utilization of the 6LoWPAN
adaptation layer for fragmentation. It was ob-



served that fragmentation was required after 95
bytes at 1 hop and after 89 bytes for 2+ hops.
Throughput tests (Figure 4) further under-
score this trend. Zigbee achieved the highest
single-hop throughput (75 kbps), but its per-
formance degraded very rapidly with each ad-
ditional hop. Thread demonstrated significantly
higher throughput across multiple hops, mak-
ing it far better suited for bulk data trans-
fers like Over-The-Air firmware updates, partic-
ularly when employing the TCP protocol. De-
spite exhibiting slightly suboptimal performance
in comparison to UDP, TCP demonstrated con-
sistent performance without necessitating tun-
ing of the payload length for each hop.
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Figure 3: Latency (RTT) test results.
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Figure 4: Throughput test results.

3.3. Mesh Route Recovery

This experiment was designed to empirically
measure the network’s self-healing capability by
quantifying the route recovery time: the dura-
tion of the communication outage after a critical
intermediate router fails. A four-node diamond

topology was constructed, specifically designed
to provide exactly two redundant 2-hop paths
between the source and the destination node.

A continuous stream of ping traffic was gen-
erated, and the packet sniffer was used to ob-
serve the initial packets and identify which of
the two available paths the protocol had cho-
sen as the active route. The intermediate router
on the active path was then abruptly powered
off. The Route Recovery Time was calculated
as the delta between the timestamp of the last
successful packet on the failed route and the first
successful packet on the new route. This exper-
iment was repeated ten times for each protocol
to ensure statistical validity.

Results: A stark contrast was observed. Zig-
bee demonstrated exceptional agility, recovering
from a node failure in just 0.36 seconds. This
aligns with existing literature on the rapid dis-
covery mechanism of AODV routing. Thread
was significantly slower, taking an average of 24
seconds to reconverge. This result, validated
by repeating the test in a simulated environ-
ment with the OpenThread Network Simulator
(OTNS), is a direct consequence of its proactive
design. The network must wait for a node to
miss several periodic MLE Advertisement broad-
casts before declaring it "down" and reconverg-
ing, a process that prioritizes stability over im-
mediate reactivity.

Protocol Average | Std Dev
OpenThread 23.97 4.45
OpenThread

(Simulator) 2445 3.71
Zigbee 0.36 0.25
Zigbee

(from [1]) 0.4 n/a

Table 1: Route recovery time test results.

4. Traffic Classification

While existing research has explored device clas-
sification for established protocols such as Wi-
Fi [6] and Zigbee [2], for Matter over Thread
it still presents a new and unexplored domain.
A key contribution of this work is the creation
of a novel dataset for Matter over Thread traf-
fic, addressing the absence of public datasets in
this area. A heterogeneous network of 12 de-
vices was deployed, including six off the shelf



devices (smart bulbs, smart plugs and sensors)
and six ESP32-C6 boards, flashed with three dif-
ferent firmwares that emulated different types of
devices. To generate realistic traffic, a Home As-
sistant automation script sent commands to the
devices, randomly adjusting the time between
the commands and the destination node. The
network traffic was captured for two 12-hour pe-
riods. It is crucial to note that the physical lay-
out of the network underwent modifications be-
tween the two captures, resulting in the creation
of two distinct network topologies (Topology A
and B). This strategic alteration ensured that
the dataset was not overfitted to a single layout.
The raw packet captures were processed using a
5-second non-overlapping sliding window. For
each window, a feature vector was computed
for each source device, containing statistical fea-
tures of packet lengths and inter-arrival times
(e.g., mean, standard deviation, kurtosis, skew).
A Random Forest classifier was chosen for its ro-
bustness and trained for two distinct tasks: iden-
tifying the broad device category (e.g., Light,
Sensor) and identifying the individual device in-
stance. To rigorously test generalization, the
model was evaluated under three scenarios: a
baseline single topology test, a test on the com-
bined dataset, and a challenging cross-topology
test (training on topology A, testing on topology
B, or vice versa).

Results: The primary evaluation metric was
the weighted Fl-score, the results are summa-
rized in Table 2. Classifying devices by their
functional category is highly effective, the F1-
score was exceptionally high in static scenarios,
and critically, remained robust even in the cross-

Experimental | Category Device
scenario ID. ID.
Combined

dataset (A + B) 9502 B

Cross-topology
PR 0.8174 0.3643

Cross-topology
B o) 0.8313 0.3862

Single topology 0.9798 0.8669

(4)
Smgle(g);)OlOgy 0.9887 0.9172

Table 2: Classification Weighted F1-scores.

topology tests. This indicates that the funda-
mental traffic patterns defining a "light bulb"
or "sensor" create a distinct statistical finger-
print that is largely independent of the device’s
position in the network mesh. The conclusions
drawn from the Fl-scores are visually confirmed
by the analysis of confusion matrices (Figure 5
and 6). In these scenarios, the heatmaps show a
strong diagonal, with most predictions correctly
aligning with the true labels.

In stark contrast, identifying individual device
instances proved to be highly sensitive to net-
work topology. While the model performed well
in static scenarios, its performance plummeted
in the cross-topology test, indicating a com-
plete failure to generalize. The subtle features
the model learned to distinguish two identical
devices in one layout (e.g., timing variations
from specific routing paths) were not transfer-
able once the network structure changed.
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Figure 5: Confusion matrix heatmap
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5. Conclusion

This thesis has provided a detailed, empirical
analysis comparing the performance of Zigbee
and Matter over Thread. The findings demon-
strate that there is no single "best" protocol,
but rather a clear engineering trade-off between
agility and stability.

Zigbee is the more agile protocol, offering lower
initial latency and near-instantaneous recovery
from network failures. This makes it well-suited
for smaller, time-critical applications where im-
mediate response to network changes is valued.
However, its scalability is poor, and its reactive
routing mechanism generates overwhelming con-
trol traffic that leads to network instability in
larger or deeper mesh topologies.

Matter over Thread is the more stable and scal-
able protocol. Its IP-native architecture, ro-
bust multi-hop throughput, and efficient over-
head scaling make it the superior foundation
for large, heterogeneous, and future-proof smart
homes. This stability, however, comes at the
cost of significantly slower network self-healing,
a critical consideration for applications requir-
ing high availability.

This data-driven understanding of the trade-off
between reactivity and stability is critical for
engineers and developers. The choice of pro-
tocol should be a deliberate decision based on
the specific requirements of the target applica-
tion, balancing the need for speed and agility
against the demand for scalability and robust-
ness in the ever-expanding landscape of the In-
ternet of Things.

Future work should extend this analysis in sev-
eral key directions. First, experiments with the
Matter protocol should be scaled to much larger
networks to further investigate the scalability for
potential implementations in environments more
complex than smart homes, such as smart build-
ings or smart cities.

Second, the tests should be repeated in environ-
ments with controlled and varied levels of 2.4
GHz RF interference to assess real-world robust-
ness.

Third, a long-term comparative analysis of the
energy consumption of battery-powered end de-
vices in both ecosystems would provide a critical
metric for a complete evaluation.

Finally, the development of more sophisticated
machine learning models for Matter over Thread

traffic, trained with data from numerous net-
work topologies, to determine if an accurate and
generalizing model for device identification can
be obtained, even across changing network con-
ditions.
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