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1 Abstract

This thesis presents a novel approach to anomaly detection in Graphical User
Interfaces (GUIs) of websites, with a focus on detecting visual anomalies
that deviate from the GUI’s expected appearance. Utilizing a combination
of image segmentation and anomaly detection models, the study specifically
targets the dynamic and complex dashboard page of ABB’s Energy Man-
ager web application. By segmenting the webpage into core components and
applying anomaly detection models like PaDiM, the research demonstrates
enhanced anomaly detection performance compared to traditional methods.
The dataset, created through automated processes, includes screenshots of
both normal and artificially induced anomalous states, facilitating the train-
ing and validation of the models. The findings highlight the potential of ap-
plying image-based anomaly detection techniques to improve the reliability
and user experience of web applications by automatically identifying and
addressing visual inconsistencies.



2 Introduction

The idea behind this work was born from a simple question: is there a way to
automatically detect visual anomalies on a website? We should first define
what we mean by visual anomaly. A visual anomaly is a visible difference in
a GUI (Graphical User Interface) when compared to its usual appearance
recorded over a certain amount of time, which could mean a few minutes or
even a month, depending on the amount of non-anomalous variation that
the GUI can exhibit (i.e. how dynamic its content is).

The main target for this work was a web application developed by ABB
called ABB Ability Energy Manager, Energy Manager for short from now
on. ABB Ltd. is a Swedish-Swiss multinational corporation whose main
industry is electrical equipment such as breakers; Energy Manager is a web-
based tool that allows users to monitor the status of their electrical systems,
including charts and real-time data. We focused on its Dashboard page which
is the most dynamic and complex in terms of layout: it is made of widgets
that a user can add, remove, and shuffle freely.

Our visual anomaly detection method consists of segmenting the web
page into its core components (in this specific case, that would be mainly
individual widgets and buttons) via a simple heuristic and then training
known anomaly detection models (such as PaDiM) on pictures of those
components. This leads to better results compared to running the anomaly
detection model directly on the whole screenshot.
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Figure 1: Screenshot of a dashboard in Energy Manager

3 Related work

The first thing we did was to look into the existing literature on the topic: the
keywords were GUI testing, one-class classification, and anomaly detection
i images. The findings are presented in the following subsections.

We feel like we should emphasize that during our research, we also stum-
bled upon a product called Applitools Eyes (https://applitools.com/
platform/eyes/): a free trial allowed us to attest that it indeed seems to
do what we need (i.e. you can upload screenshots, mark them as anomalous
or non-anomalous, and it will learn to detect anomalies), but it is pretty
costly and there is no clear documentation on how exactly it works. We
want to make it clear that in no way, shape, or form did we plagiarize their
product nor perform any kind of reverse engineering, as we wanted to devise
an original approach to the problem.

3.1 GUI testing

GUI testing refers to the act of interacting with GUIs to check whether
they behave as expected. The main (and also most recent) source of info on
this topic that I could find is “Visual GUI testing in practice: An extended
industrial case study”, Garousi et al. . In this paper, the authors recap
the history of automated GUI testing tools, for which they identify 3 distinct
generations:
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1. 1st generation tools: these rely on the XY coordinates of elements on
the screen to locate and test GUI components.

2. 2nd generation tools: this generation comprises the most used tools as
of today, such as Selenium, which can locate elements by other means
than their fixed location (e.g. Selenium can use the id of an HTML
element, or its class).

3. 3rd generation tools: this is where computer vision techniques come
into play; these tools can ”see” and recognize objects on the screen
by their appearance. This is often referred to as ” Visual GUI testing”
(VGT for short).

As the authors say, VGT has garnered significant attention in recent
years, leading to numerous empirical studies: these primarily compare pop-
ular tools like Sikuli and JAutomate. Researchers have addressed diverse
research questions, including the applicability of VGT in industrial contexts,
the advantages and disadvantages of VGT for regression testing, and po-
tential enhancements to VGT tools. While positive experiences have been
reported, studies have also highlighted challenges, limitations, and issues
faced.

The following sections contain a brief introduction to Sikuli and JAu-
tomate; even though neither of the two completely solves our problem, an
integration of these tools with our methods might result in an even better

GUI testing method (see [Conclusions)).

3.1.1 Sikuli

Sikuli ”allows users to take a screenshot of a GUI element (such as a toolbar
button, icon, or dialog box) and query a help system using the screenshot
instead of the element’s name” ( “Sikuli: Using GUI Screenshots for Search
and Automation”, Yeh, Chang, and Miller [47]).

Sikuli presents the user with two services:

1. Sikuli Search: this allows the user to run a search for a screenshot of
a GUI element against a database of screenshots

2. Sikuli Script: users can write Python scripts that use screenshots as if
they were variable (e.g.: you can write something like

find (<screenshot>) .inside() .find(<other screenshot>)



to check whether a given element is inside another one.

While this tool may sometimes be more immediate to use than some-
thing like Selenium, when content is expected to be highly dynamic and
using methods based on the code structure to find elements might not al-
ways be reliable (e.g. HTML IDs may change at any given time), it is still
not a solution to the problem of deciding whether the GUI under exam is
anomalous or not in a completely automated manner.

3.1.2 JAutomate

JAutomate is a VGT tool that combines ”image recognition with record and
replay functionality for high system-level test automation performed through
the system under test’s graphical user interface.” ( “JAutomate: A Tool for
System- and Acceptance-test Automation”, Alégroth, Nass, and Olsson [4]).

R&R (Record and Replay) is a very common testing methodology where
interactions are first recorded and saved in a script file and later replayed to
check for regressions, though, as the authors say, ”[...] The recording can be
done in several ways, e.g. using references to the SUT’s backend or by using
exact coordinates on the SUT’s GUI. However, both of these methods suffer
from limitations that, once again, require high maintenance, e.g. reference-
based R&R is fragile to API or even code change, whilst coordinate-based
R&R is fragile to GUI layout change. Hence, R&R does not fulfill all of
the industry’s needs for a robust, flexible, high system-level, automated test
technique.”

The answer to that is using image recognition to locate GUI elements
during the replay step. This ”perceivably lowers the automation costs, since
scripts can be recorded during regular manual test case execution, but retain
all the benefits of the image recognition based playback, e.g. imperviousness
to GUI layout change. Changes to the bitmap graphics of the GUI are
instead what imposes the most amount of script maintenance. However,
this maintenance can be done at a low cost in JAutomate which supports
simple swapping of images within the scripts. Thus, JAutomate perceivably
fills the gap in the industry for a high-level, cost-effective, flexible, and robust
test automation tool.”

Compared to the upfront cost is a lot lower (there is no need to
write code, even though in some situations that might make more sense),
but it is still not completely automated: someone needs to record all the
interactions and the related expected outcomes.



3.2 Anomaly detection in images

In Visual Anomaly Detection for Images: A Survey, Yang et al. [45], the
authors provide a comprehensive survey of the classical and deep learning-
based approaches for visual anomaly detection in the literature.

Anomaly detection approaches try to find patterns in the training data
and then try to detect deviations from those patterns in newly observed
data; in our case, the training data would be normal screenshots, while the
newly observed data would be potentially anomalous screenshots. This is
usually called visual anomaly detection or image anomaly detection.

Based on the availability of abnormal samples, anomaly detection ap-
proaches can be classified as either supervised or unsupervised. Supervised
approaches rely on abnormal data for the training process: as an example,
you could build a classifier that learns to classify images as either anomalous
or non-anomalous; unsupervised approaches only learn from normal samples.
In the field of image anomaly detection, abnormal samples are often not easy
to come by: the amount of possible variation can be so high that it would
be unreasonable to generate samples of all possible anomalies, which means
that any kind of supervision-based approach would be incomplete; thus, the
focus shifts to unsupervised approaches.

Image anomaly detection methods can also be classified based on whether
their goal is to classify images (image-level anomaly detection) or locate and
highlight anomalies (pizel-level anomaly detection).

There is also a clear distinction between pre-deep learning approaches,
based on feature extraction, statistical analysis, and traditional machine
learning, and post-deep learning approaches, which are based on neural net-
works, more specifically Convolutional Neural Networks (CNN).

3.2.1 Image-level anomaly detection

Density estimation The density estimation method first estimates the
probability distribution model of the normal image features and then tests
whether the newly observed image is abnormal or normal by comparing its
features against the established distribution. This is based on the assump-
tion that anomalous images will show features that don’t fit the learned
distribution.

Density estimation techniques traditionally encompass parametric meth-
ods like the Gaussian model and Gaussian mixture model. Non-parametric
methods, such as the nearest neighbor and kernel density estimation, are
also used. However, to accurately estimate a density, a significant volume



of training samples is necessary. This becomes especially challenging when
dealing with high-dimensional data like images. Furthermore, these classical
models often lack scalability.

Deep generative models have emerged as promising tools to determine
the probability distributions of high-dimensional data. But, like their tra-
ditional counterparts, they require vast amounts of training data. Their
robustness is also in question, making their performance for anomaly de-
tection inconsistent. Through extensive testing, the researchers in [28] dis-
covered that prevalent deep generative models, including the Variational
Autoencoder (VAE) and the Glow flow model, struggle with even basic im-
age anomaly detection tasks.

We briefly experimented with this method, hoping it would be effective
for our problem. However, employing a Variational Autoencoder (VAE)
model, yielded disappointing results. Our findings mirrored those in [28§],
where these models underperformed in simple image anomaly detection.
Given the short duration of our trial, we concluded that this approach might
not be the best fit for our needs.

Image reconstruction Image reconstruction approaches in anomaly de-
tection involve mapping images to low-dimensional vector representations
(latent space) and finding an inverse mapping to reconstruct the original
image. Autoencoders, a type of neural network introduced by Hinton [22],
play a crucial role in these methods, compressing input data through a nar-
row hidden layer and regenerating it while retaining non-redundant infor-
mation. Autoencoders were first applied to anomaly detection by Japkowicz
et al. [23], who recognized that redundant information in normal data might
not be redundant in abnormal data and vice versa. Subsequently, deep au-
toencoders were introduced for high-dimensional data anomaly detection by
Sakurada et al. [35], and Monte Carlo sampling was proposed to estimate
reconstruction probabilities for scoring anomalies [5].

To enhance anomaly detection performance, some methods leverage both
the distribution in the latent space and reconstruction errors of deep au-
toencoders. Gaussian mixture models are used to estimate the distribution
of autoencoder latent codes in [52], while auto-regressive neural networks
model the probability distribution of latent codes in [1]. Memory units for
the autoencoder’s latent code are introduced in [18] to represent the latent
distribution.

Another approach suggests increasing the difficulty of image reconstruc-
tion by applying transformations to input images, such as color removal or



geometric transformations, before training the autoencoder to reconstruct
the original input image with the transformed input [46], [36]. This method
effectively raises the reconstruction difficulty for abnormal images, leading to
larger reconstruction errors and improved anomaly detection performance.

Schlegl et al. [37] pioneered the use of Generative Adversarial Networks
(GANs) for visual anomaly detection. This approach involves training a
GAN model on normal images and detecting anomalies by calculating the
difference between a test image and the closest normal image, determined
through an iterative optimization process. However, this iterative search
process can be inefficient.

Some approaches combine image reconstruction with adversarial train-
ing to enhance the efficiency and performance of visual anomaly detection.
Sabokrou et al. [34] used a model comprising a generator (convolutional
autoencoder) and a discriminator, optimizing it with mean square error
loss and adversarial loss. Akcay et al. [3] introduced an encoder to mea-
sure the difference between the latent code of the reconstructed image and
the input image’s latent code as an anomaly indicator. Zenati et al. [51]
employed BiGAN for image anomaly detection, while [31] proposed regu-
larization techniques for the latent code’s feature distribution in the joint
model of autoencoder and adversarial network.

To address the robustness issue with using the discriminator’s output
as the anomaly score in GAN-based models, a new training strategy was
proposed in [49] to improve the stability of the discriminator’s probability
output.

One-class classification A classification problem is a very common task
in the realm of machine learning: the goal is to tell which class(es) an object
belongs to. One-class classification is a variant where there is only one class
and the training data set only contains instances of objects that do belong
to that class. This comes up

Going back to the topic of this paper, if we simplify our goal from ”de-
tecting anomalies on a GUI” to ”deciding whether a GUI is anomalous or
not”, it indeed becomes a one-class classification problem: the class is "nor-
mal screenshots” and the training data set would contain screenshots of
the GUI under exam when it is not displaying any kind of visual anomaly.
Combining one-class classification with our segmentation technique may also
allow us to locate anomalies up to a certain degree of precision.

In “Learning Deep Features for One-Class Classification”, Perera and
Patel 32| the authors present ”a novel deep-learning based approach for
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one-class transfer learning in which labeled data from an unrelated task is
used for feature learning in one-class classification”.

Self-supervised classification In visual anomaly detection using self-
supervised classification, the key factor is the strong capability of self-supervised
learning in representing visual features. Self-supervised learning involves
using auxiliary tasks to extract supervision information from large-scale un-
supervised data. This information is then used to train deep convolutional
neural networks to learn visual representations, which can be applied to
various tasks, including image classification, object detection, and anomaly
detection.

The concept behind self-supervised classification for anomaly detection is
that models trained in a self-supervised manner can capture unique and sig-
nificant characteristics of normal samples. These learned representations not
only encompass low-level features like color and texture but also higher-level
attributes such as location, shape, position, and direction. By exclusively
learning from normal samples, these models become proficient at identifying
abnormal samples lacking these characteristics.

One approach, presented by Golan et al., is RotateNet [17], which teaches
a neural model to distinguish different geometric transformations applied to
normal images, making it the first self-supervised classification model for
image anomaly detection.

Dan et al. proposed a more challenging self-supervised classification task,
where the model not only distinguishes image rotations but also classifies
image translations [21].

Tack et al. introduced contrastive learning, a type of self-supervised
classification method, for image anomaly detection, showing superior per-
formance compared to other self-supervised methods [39].

Sehwag et al. further enhanced and extended contrastive learning for
anomaly detection, achieving state-of-the-art performance in image-level
anomaly detection [38].

3.2.2 Pixel-level anomaly detection

Unsupervised pixel-level anomaly detection approaches can be broadly cat-
egorized into two groups: image reconstruction and feature modeling. It’s
worth noting that all methods designed for image-level anomaly detection
can typically be applied to pixel-level anomaly detection by segmenting the
entire image into multiple patches and then performing anomaly detection
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at the patch level. However, image-level anomaly detection techniques pri-
marily focus on the semantic information of the entire image. The semantic
information within individual image patches may be relatively weak, casting
doubt on the suitability of image-level detection for pixel-level tasks.

Image reconstruction Image reconstruction is a common method for
detecting anomalies, typically involving the use of deep convolutional au-
toencoders. These autoencoders first learn to reconstruct normal images,
and potential anomalies are identified by assessing the pixel-level differences
between the input image and its reconstructed version. Metrics like pixel-
level L2-distance [26] and Structural Similarity Measure (SSIM) [20] are
used to quantify these disparities. However, reconstruction-based methods
assume that autoencoders trained on normal images cannot generalize well
to abnormal ones.

Deep generative models, such as Variational Autoencoders (VAEs) [24]
and Generative Adversarial Networks (GANs) [19], can also serve as recon-
struction models. For instance, VAE-GAN [6] and similar models use GANs
for adversarial training to enhance reconstructed image quality. During test-
ing, pixel-level L1 distance is employed to score abnormality. Additionally,
deep generative models-based anomaly detection methods can leverage re-
construction probability [7], [5] or likelihood score [34], [40] as supplementary
anomaly measures.

Some approaches differ by not comparing input and reconstructed im-
ages but by calculating differences between the input image and its nearest
normal counterpart. AnoGAN [37] and similar methods first train a GAN
model with normal images and then detect anomalies by estimating dif-
ferences between a test image and its nearest normal image, determined
through an iterative optimization process. However, these methods can be
inefficient in practical applications due to their iterative search process.

Furthermore, certain methods aim to make reconstruction more challeng-
ing by degrading input images before having the autoencoder reconstruct
them. This information degradation process increases the difficulty of re-
constructing abnormal images, thereby enhancing the anomaly score and
improving detection performance [43], [50].

While image reconstruction is an intuitive approach for pixel-level anomaly
detection, it faces challenges in generating high-quality images for compari-
son. Issues like regenerating sharp edges and complex textures often result in
large reconstruction errors in these areas, leading to false abnormal alarms.
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Feature modeling Feature-based methods for image anomaly detection
focus on detecting anomalies in the feature space rather than the image
space. These methods aim to construct effective representations of local
image regions using either handcrafted features or features learned by neural
networks [42], [10], [11], [13], [12], [29], [9], [44]. Machine learning models
like sparse coding, Gaussian mixed models, and K-means clustering are then
used to model the feature distribution of normal images. When testing for
anomalies, if the features of a local region in the test image deviate from the
modeled feature distribution, that region is labeled as abnormal.

To enhance detection performance, these methods often employ a multi-
scale model ensemble strategy that combines results from models trained
on different image region sizes [42], [13]. However, this approach involves
dividing the image into multiple small patches for modeling and detection,
which can be time-consuming, especially when deep neural networks are
used to extract features. Additionally, since each local region is evaluated
independently, these methods may not effectively leverage the global context
information of the image.

A benchmark dataset for evaluating unsupervised image anomaly detec-
tion algorithms, MVtec AD, was recently introduced by Bergmann et al. [§].
This dataset contains various texture and object categories with more than
70 different types of anomalies. Bergmann et al. evaluated multiple methods
based on image reconstruction and feature modeling on this dataset, high-
lighting the need for improvement. They later proposed an unsupervised
anomaly detection method using a student-teacher distillation framework,
achieving promising results by leveraging transferred deep convolution fea-
tures and feature regression.

Some recent feature-based methods aim to encode spatial context infor-
mation using pre-trained deep hierarchical convolutional features, showing
potential for pixel-level anomaly detection and segmentation [44], [48], [14].
These methods make use of hierarchical features from networks like VGG19
and ResNet18, employing mechanisms such as feature reconstruction and
feature matching for anomaly detection.

Another research direction in visual anomaly detection involves using
gradient-based attention mechanisms like Grad-CAM and interpretable deep
generative models [25], |[41]. These approaches focus on locating abnormal
regions in images using attention mechanisms and gradient-based visual in-
terpretation methods.
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3.2.3 PaDiM

PaDiM ([15], which stands for Patch Distribution Modeling, is an innovative
approach for anomaly detection and localization in images, with a particular
focus on applications in industrial inspections. The primary objective of
PaDiM is to automatically identify and pinpoint anomalies or unexpected
patterns in images, enabling constant quality control without the need for
manual intervention.

What sets PaDiM apart from other methods is its use of a pre-trained
Convolutional Neural Network (CNN) for feature extraction. It leverages
this CNN to describe each position in an image patch as a multivariate
Gaussian distribution. Additionally, PaDiM takes into account the correla-
tions between different semantic levels of the CNN, enhancing its ability to
detect and localize anomalies effectively.

PaDiM has proven to be highly efficient and effective in anomaly detec-
tion and localization tasks, surpassing existing state-of-the-art methods on
datasets like MVTec AD and ShanghaiTech Campus. Importantly, PaDiM’s
efficiency is notable, as it maintains low time and space complexity during
testing, making it well-suited for practical industrial applications.

The following paragraphs briefly present how PaDiM works.

Embedding Extraction: In this step, pre-trained Convolutional Neu-
ral Networks (CNNs) are utilized to extract relevant features for anomaly
detection. Instead of optimizing a neural network from scratch, the method
employs a pre-trained CNN to generate patch embedding vectors. The pro-
cess of generating these patch embeddings is similar to that used in SPADE.
During training, each patch from normal images is associated with spatially
corresponding activation vectors from the pre-trained CNN activation maps.
These activation vectors come from different layers of the CNN and are con-
catenated to create embedding vectors. This combination of activations at
different layers allows the method to capture fine-grained and global context
information. Since activation maps have a lower resolution than the input
image, multiple pixels share the same embeddings, forming pixel patches
with no overlap in the original image resolution. Thus, the input image is
divided into a grid of (i, j)) positions, each associated with an embedding
vector (x;;) computed as described. To enhance efficiency, the method ex-
plores the possibility of reducing the size of these patch embedding vectors,
finding that random dimensionality reduction is more efficient than classic
Principal Component Analysis (PCA ). This reduction significantly decreases
the complexity of the model for both training and testing while maintaining
high performance.
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Learning of the Normality: In this step, the method learns the nor-
mal image characteristics at different positions. It achieves this by assuming
that the set of patch embedding vectors at each position (i, 7) follows a mul-
tivariate Gaussian distribution N(p;j, X;5). Here, p;; represents the sample
mean of the patch embedding vectors, and XJ;; is the sample covariance ma-
trix. To ensure that ¥;; is full rank and invertible, a regularization term
el is introduced. This modeling is applied to each possible patch position,
effectively creating a matrix of Gaussian parameters. Importantly, since the
patch embedding vectors capture information from different semantic lev-
els, each estimated multivariate Gaussian distribution N (p;;, X;;) captures
information from different levels as well, including inter-level correlations.
This modeling contributes to improved anomaly localization performance.

Inference: Computation of the Anomaly Map: In the inference
phase, the method uses the Mahalanobis distance to calculate an anomaly
score for each patch in a test image at position (¢, 7). The Mahalanobis dis-
tance measures the distance between a test patch embedding and the learned
distribution N (g5, ;). Specifically, the Mahalanobis distance (M (z;;)) is
computed for each position (4, 7) in the test image. This process generates a
matrix of Mahalanobis distances (M) that forms an anomaly map. Regions
with high scores in this map indicate anomalous areas in the test image.
The final anomaly score for the entire test image is determined by select-
ing the maximum value from the anomaly map. Notably, this method does
not suffer from scalability issues associated with K-NN-based methods, as it
doesn’t require the computation and sorting of a large number of distance
values for each patch, ensuring computational efficiency.

3.3 Anomaly detection in GUIs

Matila Noblia has explored the feasibility of automated visual inspection,
specifically concentrating on graphical user interfaces (GUIs) [30]. This
research focuses on detecting two types of anomalies within GUIs: missing
GUI components and misplaced GUI components, driven by insights from
prior research.

Their method employs a Convolutional Neural Network (CNN) architec-
ture based on a previously established design [27]. The architecture consists
of convolutional layers with ReLLU activation functions, max-pooling layers,
and fully connected layers. It utilizes a learning rate update schedule to
fine-tune the network’s performance over epochs.

The network’s hyperparameters include a dropout rate of 0.5, a batch
size of 64, and an initial learning rate (e0) of 0.001. The learning rate
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decreases based on the number of epochs and a parameter (i.), as defined
in Equation (3.1). Batch normalization is applied after each convolutional
layer.

The dataset used for training and evaluation comprises screenshots from
various apps that share a consistent underlying design, despite variations
in color and content. Both correct GUI looks and anomalous instances are
included. Anomalies are introduced through image manipulation, result-
ing in two types: missing GUI components (type 1) and misplaced GUI
components (type 2).

To address the class imbalance issue inherent in anomaly detection, an
anomalous dataset is manually generated, ensuring the network learns from
anomaly examples. The final dataset is split into training and evaluation
sets, with the training set further divided into training and validation sub-
sets.

The findings of this report suggest that the network demonstrates the
ability to distinguish between the correct GUI appearance and individual
types of anomalies, such as missing GUI components or misplaced GUI com-
ponents. However, the network’s performance decreases when it attempts to
differentiate between the two types of anomalies, as well as the correct GUI
appearance simultaneously. This decline in performance may be attributed
to the subtle definition of anomaly type 2, which encompasses a broad range
of anomalies, including misalignments and components placed elsewhere on
the screen. This complexity appears to affect the network’s performance
when trained and evaluated on all three classes.

The nature of the dataset, which was manufactured by introducing
graphical anomalies manually, presents certain limitations. The choice of
anomalies was based on research into common visual anomalies in open
software GUIs. However, the dataset’s class imbalance and potential bias
resulting from manual anomaly introduction raise concerns about its rep-
resentativeness of real-world scenarios. Gathering real-world data examples
for training and evaluation could improve the generalizability of the results
but may pose challenges due to the relative rarity of graphical errors in
GUIs.

Our goal instead is to not rely on anomalous images for training in order
to overcome one of the issues in their work.
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4 Methods

4.1 Overview of the testing process

We divided the whole process into 3 different steps:
1. Acquire images (acquire)
2. Train models (train)

3. Check the web page for anomalies (verify)

4.1.1 Acquire images

The acquire step consists of collecting screenshots of the web page and the in-
dividual components, together with binary masks that highlight the anoma-
lous regions (masks and related problems are covered in detail in
[truth gemerationl Normal images are called normal and images where an
error has been artificially generated are called abnormal.

The data acquisition program runs the following steps for each web page:

1. Check if we have reached the target dataset size. If yes, stop.

2. Load the webpage and wait for it to load completely.

3. Take a screenshot.

4. Generate a blank binary anomaly mask the size of the webpage.
5. Find elements of interest and, for each element:

(a) Take a screenshot
(b) Randomly alter it in some way.

(c) Generate a difference mask between the pre-alteration version
and the post-alteration version.

(d) If the amount of different pixels is lower than the set threshold,
discard this element and go to the next one.

(e) Binarize the difference mask.

(f) Store the normal screenshot, the altered one, and the binary
anomaly mask.

(g) Paste the generated binary anomaly mask on the existing full-
page mask.
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6. Take a screenshot of the page after all elements of interest have been
altered.

7. Store the pre-alteration full-page screenshot, the altered full-page screen-
shot, and the resulting composite binary anomaly mask.

Figure [2| shows the generated directory structure. Simply put, a direc-
tory is generated for each website, which will contain directories for all the
analyzed pages. Every page directory is made of a fullpage directory (which
holds screenshots and masks for the complete page) and several other direc-
tories for the detected components.

An issue that arose during the data acquisition step is the following: how
can we store our models in such a way that when running verification we
can match components to the corresponding models?

Our solution was quite brutal, in a way, but also effective: all of our
processing was performed at a fixed resolution of 1920x2160 so that com-
ponents could be identified by their X and Y coordinates. Of course, this
means that if anything changes its position our program can no longer work
and needs to be retrained.

We thought about possible alternative approaches to this problem and
came up with 3 leads to follow for future research:

1. Hash/fingerprint generation: we searched for methods that, given
the HTML markup, could generate some sort of hash and/or finger-
print that we could then use as an identifier. Normal hashing algo-
rithms such as SHA256 do not fit our purpose, since the code for a web
page can, of course, vary, even when visible content stays the same.
Fuzzy hashing could be a solution though. Fuzzy hashing, also known
as similarity hashing or approximate hashing, is a technique used to
determine the similarity or likeness between two data sets or objects,
even when they are not exact duplicates. It’s particularly useful for
identifying similar content or detecting near-duplicate files in large
datasets. Fuzzy hashing works by generating a fixed-size hash value
(usually a numerical or hexadecimal representation) for each input,
and similar inputs produce hash values that are close to each other.

2. Fuzzy string matching: Fuzzy string matching, often called ap-
proximate string matching, is a technique employed to compare two
strings for their similarity or dissimilarity. It is particularly useful
when dealing with data that may contain errors, typos, or variations.
This approach assigns a similarity score or distance metric to quantify
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the degree of similarity between two strings, making it valuable in a
range of applications.

In fuzzy string matching, two strings are compared, typically referred
to as the "target” string (the reference) and the ”query” string (the
one to be compared). The objective is to assess how closely the query
string resembles the target string.

To achieve this, a numerical score or distance metric is computed,
reflecting the similarity between the two strings. This score indicates
the number of operations required to transform one string into the
other, encompassing actions like insertions, deletions, substitutions,
or transpositions.

For decision-making purposes, a threshold value is established. If the
computed score falls below this threshold, the strings are deemed simi-
lar or matching. Conversely, if it surpasses the threshold, they are con-
sidered dissimilar. Our main problem with any fuzzy string matching
method was establishing the correct threshold, which would proba-
bly require its own machine learning model to take into account all
possible cases where the HTML markup changes but the visual result
remains identical.

. Object detection: Object detection is a computer vision task used
to identify and locate objects in images or video. It’s essential for
applications like autonomous driving and surveillance.

The process involves extracting image features, determining object lo-
cations with bounding boxes, classifying objects into predefined cate-
gories, and resolving overlapping boxes. These steps collectively enable
accurate object detection.

Two types of models are commonly used: one-stage detectors (e.g.,
YOLO [33]) process the entire image at once, providing real-time per-
formance. In contrast, two-stage detectors (e.g., Faster R-CNN) first
propose regions of interest and then classify them, offering higher ac-
curacy. It would be theoretically possible to train an object detection
model during our training step, and then use that model to locate
components when running the anomaly detection model. We tried
YOLO on our dataset and it did work, but for the purpose of this
paper, we settled on our initial choice of using the XY coordinates to
better focus our efforts on the core of our research, which is anomaly
detection. Also, this solution would greatly increase training times.
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dataset
| <hostname-1>
| <page-name-1>
| fullpage
screenshots
normal
abnormal
abnormal masks
difference_masks
| <component-id-1>
Ti%eenshots
| ...
| <component-id-n>

L ..
| <page-name-n>

| ...
| <hostname-n>

Figure 2: Dataset directory structure

4.1.2 Train models

During the training step, the program trains a model for each component
found in the dataset. Some validation samples (screenshots) plus a summary
.csv file are also generated. The resulting directory structure is illustrated
in Figure
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results
Lg,padim
kmetricsfile.csv
<hostname-1.>
| <page-name-1>
| fullpage
screenshots
normal
abnormal
abnormal masks
weights
Lg,model.ckpt
| <component-id-1>
L,screenshots

| <component-id-n>

| <page-name-n>

Figure 3: Training output

4.1.3 Monitor webpage

The verify step will not be examined in this document, since we are focusing
on the correctness of our method and that can be done by looking at the
training results.

4.2 Ground truth generation

One of the requirements that we decided on pretty early on was that the
whole system needed to be as autonomous and flexible as possible, which
meant that manually taking screenshots and drawing masks was out of the
question.

In addition to the set of regular images, the training process also requires
a set of anomalous images paired with anomaly masks, so that image-wise
and pixel-wise performance metrics can be calculated.

Since the anomaly detection models we can use are all unsupervised,
the results are not directly influenced by anomalous images and the related
anomaly masks, but metrics are. AUROC and F1 scores can get pretty low
in 2 cases:
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1. Anomalous images are not actually anomalous (see Figure [4))

2. The anomaly mask is not accurate enough (see Figure [5)

if Power Demand

Contractual power

1800,0 v

Figure 4: Altered component and the generated anomaly mask (white re-
gions are considered anomalous). This is a case where the result is not
anomalous at all. The changed element was probably fully occluded by
other elements.

Connectivity Overview

Figure 5: Altered component and the generated anomaly mask (white re-
gions are considered anomalous). In this case, the mask shows an anomalous
region bigger than what we can see from the image. The changed element
was probably partially occluded by others.

The anomalous images are automatically generated by simply picking an
HTML element in the component and changing some of its properties (e.g.
background-color).

As for anomaly masks, our first approach was to simply draw a rectangle
where the changed element was, but this presented a big flaw: it did not
work where there was occlusion (i.e.. HTML elements overlapping), which
meant that a lot of the collected ”anomalous” images fell into one of the two
cases presented above (again, see Figures [4] and . We therefore revised
the anomaly generation process and based it on pixel-wise difference: any
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difference greater than 0 results in a white pixel. An example of such a mask
is shown in Figure [6]

ii Power Demand H ii Power Demand

Contractual power

1800,0 «w

Figure 6: Normal screenshot, altered screenshot, and the resulting difference
mask. As you can see, this mask generation method is more accurate and
only highlights visible differences (in this case, the bar and the text did not
change so they are ignored).

These difference masks solve problem number 2.
Also, we avoid storing abnormal screenshots that have a low difference
value (< 0.025), measured as:

# of different pixels
# of pixels

This solves problem number 1.

4.3 Anomaly detection

For the actual anomaly detection step, we relied on anomalib version 0.3.7
(at the time of writing, the latest available version is 0.4.0) [2] (https:
//github.com/openvinotoolkit/anomalib). From the README in their
repository:

Anomalib is a deep learning library that aims to collect state-of-
the-art anomaly detection algorithms for benchmarking on both
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public and private datasets. Anomalib provides several ready-to-
use implementations of anomaly detection algorithms described
in the recent literature, as well as a set of tools that facilitate
the development and implementation of custom models. The
library has a strong focus on image-based anomaly detection,
where the goal of the algorithm is to identify anomalous images,
or anomalous pixel regions within images in a dataset.

These algorithms were designed for pictures of real-life objects, such as
parts coming out of a production line; they were not really made to work
with artificial images, as is the case here. Running any of these directly
on a screenshot of the full web page gave lackluster results (you can see a
comparison with our method in section 5.2

We chose to use PaDiM (Patch Distribution Modeling, [15] - see
for a summary of how PaDiM works), which was the simplest and also the
fastest to train (since it does not actually need to fine-tune a neural network,
as opposed to other algorithms such as CFLOW-AD). If you consider that
our method may result in dozens of core components being identified, with
each of those requiring its own anomaly detection model, this means that we
are allowed to use a larger dataset while still keeping training times under
a reasonable threshold.

At the end of the training process, anomalib will output the trained
model, computed metrics (both on the test and validation sets), plus a
visualization of the validation results for normal images as well as abnormal
ones, as shown in Figures [7] and [§]

Figure 7: This example shows the algorithm’s performance during validation
on a normal image. From left to right, the normal image, the ground truth
(i.e. our generated anomaly mask), a heat map of detected anomalies, and
the anomaly segmentation result.
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Figure 8: This example shows the algorithm’s performance during validation
on an anomalous image. From left to right, the anomalous image, the ground
truth (i.e. our generated anomaly mask), a heat map of detected anomalies,
and the anomaly segmentation result.

Here is the anomalib configuration file that we used in YAML format:

dataset:
name: screenshots
format: folder
path: dataset/<hostname>/<page name>/<component ID>/screenshots
normal_dir: normal # mame of the folder containing mormal images.
abnormal_dir: abnormal # mame of the folder containing abnormal images.
normal_test_dir: null # name of the folder containing normal test images.
mask: difference_masks
task: segmentation # classification or segmentation
extensions: null
split_ratio: 0.2 # ratio of the normal images that will be used to create a test sy
image_size: 256
train_batch_size: 4
test_batch_size: 4
num_workers: 8
transform_config:
train: null
val: null
create_validation_set: true
tiling:
apply: false
tile_size: null
stride: null
remove_border_count: O
use_random_tiling: False
random_tile_count: 16
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model:
name: padim
backbone: resnetl8
pre_trained: true
layers:
- layerl
- layer2
- layer3
normalization_method: min_max # options:

metrics:

image:
- F1Score
- AUROC

pixel:
- F1Score
- AUROC

threshold:
image_default: 3
pixel_default: 3
adaptive: true

visualization:

[none, min_maz, cdf]

show_images: False # show images on the screen

save_images: True # save tmages to the file system

log_images: True # log images to the available loggers (if any)
image_save_path: null # path to which images will be saved

mode: full # options: ["full”, "simple"]
project:

seed: 42
path: ./results

logging:

logger: [] # options: [tensorboard, wandb, csv] or combinations.
log_graph: true # Logs the model graph to respective logger.

optimization:

export_mode: null #options: onnz, openvino

26



# PL Trainer Args. Don't add extra parameter here.

trainer:

n "y

accelerator: auto # <"cpu", wpu”, "hpu", "auto">
accumulate_grad_batches: 1
amp_backend: native
auto_lr_find: false
auto_scale_batch_size: false
auto_select_gpus: false
benchmark: false
check_val_every_n_epoch: 1 # Don't wvalidate before extracting features.
default_root_dir: null
detect_anomaly: false
deterministic: false

devices: 1
enable_checkpointing: true
enable_model_summary: true
enable_progress_bar: true
fast_dev_run: false

gpus: null # Set automatically
gradient_clip_val: O

ipus: null
limit_predict_batches: 1.0
limit_test_batches: 1.0
limit_train_batches: 1.0
limit_val_batches: 1.0
log_every_n_steps: 50
max_epochs: 1

gpull, ”tp’U,",

max_steps: -1

max_time: null

min_epochs: null
min_steps: null
move_metrics_to_cpu: false
multiple_trainloader_mode: max_size_cycle
num_nodes: 1
num_processes: null
num_sanity_val_steps: O
overfit_batches: 0.0
plugins: null

precision: 32

profiler: null

27



reload_dataloaders_every_n_epochs: 0

replace_sampler_ddp: true

sync_batchnorm: false

tpu_cores: null

track_grad_norm: -1

val_check_interval: 1.0 # Don't walidate before extracting features.
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5 Evaluation

5.1 Data set

The dataset we used to conduct the evaluation contained 827 screenshots
for each of the 36 significant components identified, plus another 827 for the
whole page. Every screenshot also has a corresponding generated anomalous
version, plus a binary anomaly mask. The directory structure is presented
in Figure [2)).

Our program automatically split our dataset into a training portion
(80%) and an evaluation one (20%).

5.2 Results

The results are presented in the following tables. The first row refers to
the whole page (hence the ID fullpage), while the others refer to the iden-
tified components (whose ID is generated by concatenating their X and Y
coordinates in this case).
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5.2.1 Training

Component | Pixel AUROC | Pixel F1 | Image AUROC | Image F1
fullpage 0.77 0.32 1.0 1.0
30.20 0.87 0.93 1.0 1.0
1642.20 0.94 0.72 0.87 0.91
17.152.040 1.0 1.0 1.0 1.0
20.83 0.69 0.68 0.86 0.91
150.84 0.71 0.74 0.88 0.91
280.84 0.74 0.73 0.88 0.91
392.84 0.72 0.7 0.86 0.91
507.84 0.7 0.68 0.85 0.91
615.84 0.75 0.74 0.87 0.91
764.84 0.71 0.69 0.85 0.91
202.36 0.98 0.97 1.0 1.0
232.29 0.95 0.91 1.0 1.0
452.040 1.0 1.0 1.0 1.0
3.092.040 1.0 1.0 1.0 1.0
4.262.040 1.0 1.0 1.0 1.0
5.462.040 1.0 1.0 1.0 1.0
7.572.040 1.0 1.0 1.0 1.0
8.472.040 1.0 1.0 1.0 1.0
9.852.040 1.0 1.0 1.0 1.0
11.662.040 1.0 1.0 1.0 1.0
493.39 0.96 0.76 1.0 1.0
644.39 0.95 0.79 1.0 1.0
744.41 0.97 0.98 1.0 1.0
18.052.070 1.0 1.0 1.0 1.0
1.697.160 0.72 0.76 0.88 0.91
1.662.163 0.69 0.77 0.91 0.91
48.217 0.97 0.78 1.0 1.0
35.264 0.65 0.32 0.62 0.91
497.264 0.8 0.52 0.77 0.91
1.420.948 0.82 0.54 0.73 0.91
958.264 0.87 0.49 0.98 0.98
1.420.264 0.89 0.46 0.98 0.98
35.606 0.73 0.3 0.65 0.91
958.948 0.89 0.46 0.94 0.94
351.290 0.8 0.51 0.75 0.91
4.971.290 0.87 0.62 0.8 0.91
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5.2.2 Evaluation

Component | Pixel AUROC | Pixel F1 | Image AUROC | Image F1
fullpage 0.77 0.34 1.0 1.0
30.20 0.87 0.93 1.0 1.0
1642.20 0.93 0.71 0.85 0.91
17.152.040 | 1.0 1.0 1.0 1.0
20.83 0.75 0.75 0.89 0.91
150.84 0.73 0.76 0.89 0.91
280.84 0.73 0.71 0.87 0.91
392.84 0.7 0.68 0.87 0.91
507.84 0.7 0.68 0.85 0.91
615.84 0.7 0.69 0.85 0.91
764.84 0.69 0.67 0.86 0.91
202.36 0.98 0.97 1.0 1.0
232.29 0.95 0.91 1.0 0.99
452.040 1.0 1.0 1.0 1.0
3.092.040 1.0 1.0 1.0 1.0
4.262.040 1.0 1.0 1.0 1.0
5.462.040 1.0 1.0 1.0 1.0
7.572.040 1.0 1.0 1.0 1.0
8.472.040 1.0 1.0 1.0 1.0
9.852.040 1.0 1.0 1.0 1.0
11.662.040 | 1.0 1.0 1.0 1.0
493.39 0.96 0.75 1.0 1.0
644.39 0.95 0.78 1.0 1.0
744.41 0.96 0.98 1.0 1.0
18.052.070 | 1.0 1.0 1.0 1.0
1.697.160 0.72 0.75 0.88 0.91
1.662.163 0.65 0.77 0.89 0.91
48.217 0.97 0.78 1.0 1.0
35.264 0.66 0.31 0.61 0.91
497.264 0.82 0.6 0.77 0.91
1.420.948 0.84 0.63 0.78 0.91
958.264 0.88 0.45 0.99 0.97
1.420.264 0.82 0.43 0.98 0.97
35.606 0.73 0.32 0.6 0.91
958.948 0.77 0.37 0.96 0.94
351.290 0.82 0.55 0.77 0.91
4.971.290 0.91 0.66 0.79 0.91
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5.3 Discussion

We will first focus on Image AUROC and Image F1. These two values tell
us how good our models are at classifying the image as either anomalous
or non-anomalous. If our goal is to simply classify the page as ”contains
errors” or ”does not contain errors”, then the numbers tell us that there is
no significant improvement obtained from working on individual components
compared to the full web page: we already have a 1 in both metrics.

Things look different though when you observe Pixzel AUROC and Pizel
F1 scores. These measure the ability to locate anomalies in the image.
As you can see, the fullpage scored 0.77 and 0.32 respectively, but individ-
ual components scored mostly much better values, with some exceptions.
This means that our method has a higher chance to successfully highlight
anomalies in a web page; this is due to having separate models for each
component, which reduces variability in the input and allows each model to
be much more precise.

5.4 Limits to validity

Let’s examine one of the components that didn’t do too well in our evalua-
tion: 35.606.

mmmmmmmmmmmm

2 R | O <o oprenenenea

z o B [ —

Figure 9: Sample data for component 35.606.

This component is made by some drop-down menus and, more promi-
nently, a histogram, which generates a lot of variability in the output, thus
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requiring the model to see more data when compared to other simpler and
more static components. We therefore reasonably expect performance to
improve as the dataset size increases. Also, we need to consider that the
Energy Manager platform we ran our training against was experiencing some
issues that caused long loading times and sometimes graphical bugs; while
we put in place some mitigation measures to avoid capturing data that is
clearly wrong, some of the screenshots still present issues that most definitely
impact the accuracy of the result. The training process would ideally need
to see only correct and valid images, but this is sometimes not technically
feasible when using automation. A manual screening would certainly help,
but we could not afford to do it for our research effort. At the same time, we
pondered over this issue and thought that, if the test target behaves abnor-
mally during training even with mitigation measures put in place, then it
would be unreasonable to expect our system to work and a stable condition
would need to be achieved before performing any kind of training.

6 Conclusions and future work

In conclusion, this method, which builds upon the foundation of Anomalib
and PaDiM, has demonstrated its effectiveness in anomaly detection. It
leverages the strengths of these existing techniques while addressing specific
challenges and making what we believe are notable contributions to the field.
However, as with any evolving technology, certain areas warrant further
attention in future research endeavors.

Firstly, one crucial area for improvement lies in handling variable window
sizes. The whole training is run at a specific resolution and using the result-
ing models on elements that differ in size might result in inaccuracies. Also,
we rely on fixed locations to match an element to the corresponding model,
which means that the test resolution needs to be the same as the training
one. Developing mechanisms to dynamically adapt to different window sizes
or effectively processing images with varying resolutions would enhance the
method’s adaptability and applicability across diverse scenarios.

Secondly, the method can benefit from ongoing efforts to dynamically
match elements in test images to the learned models. As we just said, our
current method of matching an element to its model via its page coordinates
is very unreliable: any change in resolution and/or position of the detected
elements would break it immediately. We believe this could be implemented
by something rather rudimentary like cosine similarity or, maybe, another
deep learning model dedicated to computing a similarity score between an
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image and a given set of images. Pre-existing tools such as Sikuli and JAu-
tomate could also help.

Lastly, leveraging provisional data obtained during training to filter out
invalid content in test images presents a valuable avenue for future research.
The data acquisition step currently runs based on the assumption that no
error will occur and all screenshots taken are considered valid. For exam-
ple, we could think about acquiring 100-200 images per element, perform
training on this initial dataset, and then use the learned models to acquire
more screenshots while filtering errors that may occur during the acquisition
process, so that the dataset is as clean as possible.

In summary, while we believe we have achieved interesting results, ad-
dressing these challenges and exploring these avenues for future work could
result in a more robust method that might see some adoption from people
who want to monitor their website’s appearance.
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