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Abstract

Measurement has always fascinated humans. With growirgjfoeeneasurement, the-
re has been a growing need for mathematical theories to &xprg knowledge about
the measurement. The theory of error was the first theoryattamnpted to quantify
the certainty about the measurement. More recently, tharyred uncertainty has been
proposed and is widely accepted and is currently in use. &sdime says, the theory of
uncertainty quantifies the uncertainty or the amount of tdaugbhave about the measu-
rement. The mathematical theory that has been adaptedresesyt has long been the
theory of probability. But, with growing complexity of sceras and thereby the data
in the scenarios, the theory of probability is no more adegjtmdeal with all classes
of data. The theory of possibility and more specifically, Ranefuzzy variables form
an interesting choice to represent uncertainty since RFN'sag@esent both systematic
and random contributions to uncertainty in a mathematicaturate way.

There has been a lot of research corresponding to the apipticaf the theory of
possibility and RFVs in different fields. But, so far, there hasbeen much research in
Kalman filter especially using RFVs. Similarly, there hasi@en much research about
the use of RFVs in an industrial setting especially in the Baye®rem during a con-
formity analysis. This is what my thesis focuses on. Thisigheresents an overview
of the existing concepts in metrology and kalman filters. Mfteenew definition for a
Kalman filter using RFVs is provided. Then the defined Kalmadarfthas been applied
in a few case studies. Then, another slightly modified varsicthe RFV based Kal-
man filter has been proposed which allows to partially corspnfor the systematic
error. Finally, an overview of the conformity analysis ha&eb presented along with
an overview of the use of Bayes’ theorem in metrology and fof@anity assessment.
Finally, the drawbacks of using the Bayes’ theorem blindl/given along with a mo-
dified version of the Bayes’ theorem such that it uses the RFgs/en along with a
simulation based as well as experimental validation of tiopgsed idea.






Summary

Measurement has long been the focus of mankind. Ever siede=tinning of civiliza-
tion, the first measurements started as soon as the humetesl stekeep track of time.
Along with the advancement in society, the role of measurgskept getting bigger
and bigger. And along with the advancement in technologyrdguirement for more
accuracy in measurements kept growing. Soon the act of maasat became much
more than simply assigning a numerical value on a quantity.

Soon, we started to question the correctness of the measnteimeing made. So,
how do we know if the value we assigned to a particular quargitight? Soon there
were numerous theories that tried to tackle this question.

The first development towards the modern era of metrologgasttieory of error
which was primarily because of the efforts of K F Gauss. Thecept of the theory
of error is very simple. It assumed and rightly so that theas & true value for every
guantity that we measure. So, the theory of error tried toesgnt the measurements
with respect to the true value of the measurand. This hadtarent problem though,
how do we find the true value? It is impossible to do it becawseyeinstrument on
earth has at least the tiniest bit of error. So, soon it wasogered that the theory of
error had lots of drawbacks and hence it was not suitablepieesent our knowledge
about the measurand.

The next popular theory that has been widely adapted ageht#ory of error is the
theory of uncertainty which is currently in use. Accordinghis theory, the true value
can never be found but it can be given with a reasonable ogytiithe true value is
close to the measured value or not. Now the question is whttematical theory is
good to represent and formulate the theory of uncertainty.

Since the theory of probability has long been in existenckas been adapted as
the dominant theory to represent uncertainty. But, proligliherently has problems
such as the inability to be able to represent some classeatafinl a logically and
mathematically accurate manner.

Comparatively recently, in the final decades of the 20th agnthere have been
other theories like the theory of evidence, theory of pabtgibfuzzy set theory etc
which tried to tackle the problems that probability did naté the tools to tackle.

One such attempt is the declaration of random-fuzzy vagmfRFVs) based on the



fuzzy set theory and the theory of possibility which are ega#ly a special form of the

more general type 2 fuzzy variables. RFVs are a great optioepeesent uncertainty
since they can represent both the systematic and the ramainibeitions to uncertainty
together and in an easier way.

There has been a lot of research highlighting the advantaigB$Vs and theory
of possibility in lots of different areas of application. Buhere has not been much
research in the area of RFV based Kalman filtering. Also, thasenot been much
research about the use of RFVs in Bayes theorem especiallygdami industrial con-
formity analysis. These applications form the focus of ngeagch. This thesis can be
broken down into two major areas. The first is the Kalman fd@mmain. The second is
the Bayes theorem for conformity analysis.

A graphical abstract is shown in figl 1.
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Figure 1: A graphical abstract of the thesis.

The thesis is organized as follows.

Chapter 1 provides an overview of metrology in general, tifferdint theories that
try to represent our knowledge about the measurand. Thatraduces the Guide to
uncertainty evaluation in measurements (GUM) which is titernational standard that
provides all the guidelines required to evaluate the uacdst related to a particular
measurement. The guidelines given in the guide have alsodpgekly introduced.

Chapter 2 provides an overview of the more general theory ioleece and then
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moves on to say how the theory of probability and the theorpassibility are both
special cases of the theory of evidence.

Chapter 3 provides and overview of the set theory and the RFMg they can be
constructed and how they can be combined with each other.

Chapter 4 provides an introduction to the concepts of Kalniger ind then some
examples have been provided to show that the probabilitgch&$ are not the best
choice.

Chapter 5 provides an overview of the existing possibiligiicand its drawbacks.
Finally, a new definition to the possibilistic Kalman filtesasbeen provided.

Chapter 6 provides an overview of the PTP protocol and thaagifn of the pos-
sibilistic KF that has been defined in 5 has been shown usingATP networks.

Chapter 7 provides a defense strategy against the malidi@ekaon PTP networks
using the Kalman filter.

Chapter 8 provides a sightly modified definition to the poésiin KF defined in
chapter 5 such that systematic error in the state predgtsoat least partially compen-
sated for.

Chapter 9 provides a brief overview of the concepts of megipland conformity
analysis and discusses the role of Bayes’ theorem in merolbgen it demonstrates
how the blind use of Bayes’ theorem can be problematic alotig same simulations
to prove the point.

Chapter 10 provides a modification to the Bayes’ theorem inalsiiy based on
the Random-fuzzy variables and the effectiveness has begagwith simulated and
experimental data.
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CHAPTER

Uncertainty and mathematical theories to process
uncertainty

The practice of measurement can be traced back to the oldestrhcivilizations. For
example, if the measurement of time is considered, it daaek o since the begin-
ning of civilization when people had to keep track of time.ddarement is essentially
the process of assigning a numerical value to a physicaltiyaasiso called measur-
and. However, during the process of measurement, how canuimerical value be
associated to the quantity? This is where reference undsstandards come in. So,
any measurement can be expressed as a multiple of the redanait for the particular
quantity.

Then the next question arises. How can the correctness ah#@surement be
determined? No matter how carefully the measurement has fiedormed, there is
always an error. Even when the same quantity is measuredpfauimes using the
same instrument, the result of the measurement is genalihe same. There could
be various sources of deviations in the measurement of ttieydar quantity. They
can be something human such as an error during the observdtibe value on the
instrument or an error in the measurement process.

So, to deal with these deviations in the values, various emétical theories have
been proposed. One such theory is the Theory of error thdides proposed by Karl
Freidrich Gauss.

1.1 Theory of error

According to the theory of error, it is assumed that any plalsjjuantity has arue
valueand any measurement of the said quantity is compared wittribevalue. The
true value is assumed to be the value that the most accusaterment would have
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Chapter 1. Uncertainty and mathematical theories to proces S uncertainty

produced.
After guessing the true value, different errors in the meament can be defined as
follows:

o Absolute error = Xoeas — Xtrue

X'meas _Xtrue

e Relative error = e
rue

* Percentage error = WJOO

true

Where X,,...s is the result of the measurement of quanfifyand X,,.. is the true
value of X.
Errors are then divided into two categories: Systematigrerand Random errors.

1.1.1 Random Errors

Random errors are errors that are due to unpredictable ambwnkchanges in the
environmental conditions or in the measuring instrumerti&e the name suggests,
these are completely random in nature and cannot be prddi&e, they cannot be
compensated for either. They occur with different magratudnd signs every time the
measurement is performed. But, since they are random inenatiihe same measure-
ment is repeated under the same conditions infinite timesyigan value of the error
in all those measurements becomes zero. In other words Bdme measurement is
repeated infinite times, the average of all measuremertis isue value of the measur-
and. This means that, even if a random error can not be comaehtor, if we have
enough measurements, it can be averaged to a very small value

When N measurements are taken of a given measurand, the mean walubea
variance are defined as given in_(1.1). It should be notedttieste are only the ex-
perimental mean and variance and they are not equal to the amehvariance of the
random errors.

=1 (1.1)

whereX is the mean value of all the N measurementsa@depresents the variance
which is also a measure of the dispersion of the measureraemiad the mean value.

In mathematical terms, any measurement can be expressadis ¢f the true value
of the measurand and the error in measurement as in (1.2)

Xmeasi - Xtrue + € (12)

whereX,,,..s, is the: — th measurement of the measurand ang the error in the
¢ — th measurement.

If it is supposed that the error in the measurement is pussidom, when N mea-
surements are taken and the mean value of all of them is cam@st given in[(113),
then,



1.1. Theory of error

>
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Y (Xtrue + Ei) (13)
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Since the error in the measurement is purely random, it lgsldo an unbiased
probability distribution. So, this means that, if infinitalues are drawn from the cor-
responding probability distribution, their mean value Vdooe zero.

This means that if_(1l.3), if N tends to infinity, the mean valithe error given by
% Zf\il ¢; tends to zero. So, the mean value of the measuremémsds toX;,,. as

given in (1.4).

N
. = ) 1
lim X = X;e + lim N Z €

l
N—o00 N—o00 -
i=1

N
1 (1.4)
Jm, 26 =0
Xt’r‘ue = lim )_(
N—o00

So, in practice, the mean value of the N measurements carkée ta be the best
estimate of the true value of the measurand. Calculatingutbeage of the measure-
ments also helps in reducing the random error as the varigintbe mean is N times
lower than the variance associated with a single measuitemen

1.1.2 Systematic Errors

Systematic errors, on the other hand, do not change and as¢act provided that the
measurement conditions and parameters have not changedf tB® measurement
of the same quantity is repeated with the same instrumerdsanement process and
environment, the systematic error is always of the same rmatgwith the same sign.

This means that, ideally, the systematic errors, unlikeloamerrors, can be com-
pletely compensated and corrected for in a measuremerangsk they are correctly
and fully identified.

However, in a practical scenario, as explained earlier,nstrument can be one
hundred percent accurate. So, it is not really possible tti@tsystematic error can
be exactly identified and thereby can never be fully compedstor. So, in most
cases, the effect of the systematic error contribution cdy loe reduced and not fully
compensated for.
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1.2 Discussion

As can be seen from the discussion till now, there is an intigne@blem in the theory
of error. The entire theory of error depends on the knowlexfgbe true value of the
measurand. But, if every measurement no matter how accimatestrument suffers
from an error, the true value of a measurand can never be foBodto express our
knowledge about the measurement, the theory of error isufitient anymore. To
tackle this problem, the theory of uncertainty has beengseg whose overview has
been presented in the next section.

1.3 Theory of uncertainty

The theory of uncertainty in measuement has been proposetdds the end of the
twentieth century as a result of the discussion inside a dtiesnthe “working group

on the statement of Uncertainties” appointed by the Intesnal Bureau of Weights

and Measures (BIPM). This is based on the modern probabiliiclwhas been de-
veloped primarily due to the efforts by mathematician Kofjoimov who refined and
redefined probability through his axioms. It still repretsetne knowledge about the
measurement but in a different way from the theory of error.

Uncertainty as the word suggests means incomplete knowlatlgut something.
So, this means that one is not sure about something. Theytbéancertainty as well,
says that one is not sure about the measurement result. Eherdy a reasonable
estimation one can make from the measurement result andencanknow the true
value of the quantity being measured.

Uncertainty in metrology has in fact been clearly explaiimetie document Guide to
expression of Uncertainty in Measurement (GUM) publishgthle Joint committee for
Guides in Metrology (JCGM) starting from the recommendati@8-1 issued in 1980
by the “working group on the statement of uncertainties” apgroved by the BIPM
in 1981. It has been defined thatlfe word “uncertainty” means doubt, and thus in
its broadest sense “uncertainty of measurement” means it the validity of the
result of a measuremerit.has also been defined in the same document that uncertainty
is alsoa parameter, associated with the result of a measuremeritch@acterizes the
dispersion of the values that could reasonably be attridutethe measuranff7]”.

So, in metrology, uncertainty refers to the doubt assodisiéhe measurement re-
sult but also refers to the parameter that measures the @ambuinat doubt. This
has been clarified even in the GUM thahetause of the lack of different words for
this general concept of uncertainty and the specific quastthat provide quantitative
measures of the concept of uncertainty, it is necessarygohesword “uncertainty” in
these two different sensd27].

When there is a measurement, it is also important to know hawrate the mea-
surement is or how sure one is of the measurement result.@#ge a measurement
just becomes a random guess or a random value attached totayjua other words,
the measurement uncertainty associated to the measuressetitneeds to be evalu-
ated and specified. The same has been mentioned even in the ‘GUiiMn reporting
the result of a measurement of a physical quantity, it isgaitbry that who use it can
assess its reliability. Without such an indication, measuent results cannot be com-
pared, either among themselves or with reference valuesgiva specification or

4



1.4. Theory of probability

standard. It is therefore necessary that there may be atgeatiplemented, easily un-
derstood, and generally accepted procedure for charazigithe quality of a result of
a measurement, i.e., for evaluating and expressing itsrtaiogy” [27].

Now that it has been established that the uncertainty asgaolcio the measurement
result needs to be evaluated, the next question is as to hogeds to be evaluated.
Should one use whatever method feels right for them? Ddfiniat. There needs to
be a universal framework to evaluate the uncertainty. @tiser; just like any unit of
measure, it can not be corroborated with or used with othaluations of the unit or
a standard. The same has been explained in GUMst“as the nearly universal use
of the International System of Units (SI) has brought cohegeto all scientific and
technological measurements, a worldwide consensus on tHeatiea and expres-
sion of uncertainty in measurement would permit the sigmfieaof a vast spectrum
of measurement results in science, engineering, commadugstry, and regulation to
be readily understood and properly interpreted. In this efdhe global marketplace,
it is imperative that the method for evaluating and expmgsincertainty be uniform
throughout the world so that measurements performed inreliffecountries can be
easily comparet[27].

There are multiple approaches that are available and pedptmsevaluate uncer-
tainty. Currently, the most widely accepted mathematicabiir used to evaluate mea-
surement uncertainty is the theory of probability.

1.4 Theory of probability

Classic probability has been defined by Jacob Bernoulli iryesaghteenth century as

follows: the probability of an event is the ratio of the number of etyiéely cases that

favor it to the total number of equally likely cases possibider the circumstances.
From this, two rules have been proposed for probability byMoévre.

» The addition theorem or theorem of total probability whsthtes that if A and B
are two mutually exclusive events, probability 4for B happening is simply the
sum of the individual probabilities of and B.

P(AUB) = P(A)+ P(B)
if A andB are two mutually exclusive events

» The theory of compound probability or multiplication tmem which states that
for any two eventsA and B, probability of bothA and B happening is the the
probability of A multiplied by the conditional probability aB happening ifA has
already happened.

P(ANB) = P(A) « P(B|A)
whereP(B|A) is the probability of evenB given thatA has already happened.

Probability is basically the chance of a particular evenggd®ning. In other words,
probability is also a measure of the ignorance of a particeNent. This is because,
theoretically speaking, any phenomenon that observeat® df classical mechanics
can be mathematically modeled and if we know the value ofaathmeters involved and
all initial states with one hundred percent accuracy, thieaue of the phenomenon
would be known with complete certainty. So, that would meaat hothing in the

5



Chapter 1. Uncertainty and mathematical theories to proces S uncertainty

universe is random and everything is perfectly determmist nature. But, there is
a basic problem with this. Is there such a thing as one hunoleecent accuracy? At
least, in the human world, it hasn’t been possible to achtesefar. So, there is always
a certain amount of imprecision with respect to any and aleokations. This is one
of the reasons probability comes into play so that usefudipt®ns can be made about
something with a good degree of certainty.

Probability can be defined in two important ways.

 Probability is the relative frequency of an event happgniith respect to the
universal set of events.

 Probability is the degree of belief that an event would ogiven the states of the
environment regardless of any random process.

1.4.1 Frequentist approach to probability

According to the frequentist approach, probability is deieed through repetitions of
the experiment. So, theoretically, the probability of aeréus the relative frequency
of the particular event after infinite repetitions of the gaexperiment. For example,
if an unbiased die is rolled, the probability of rolling aglris not% because there are
six equally likely faces. Rather, if the rolling is performedinite times, the relative
frequency of rolling a three approachgs As can be seen very easily, the inherent
problem with this approach is the infinite repetitions. Ipigctically impossible to
perform an infinite number of trials. So, instead, guiddiimave been provided on
using a frequentist approach based on hypothesis testing.

A statistical hypothesis is a statement that can be testecbbgrving the corre-
sponding phenomenon modeled by a set of random variables hyfjpothesis can be
accepted or rejected based on the observed data accordmthteshold probability
which is called significance level. But again, there is annstc problem. Who decides
the significance level? Who decides how much error is toleramblvhich scenario?

1.4.2 Bayesian approach to probability

In the subjective approach, probability is subjective whiceans that probability is a
degree of belief of an individual who is assessing the sthteeophenomenon being
observed.

Bayesian approach to probability is a case of subjectiveghitiby in which the
prior probability of an event is updated to a posterior ptolitg when new evidence is
presented.

Again, the inherent problem in bayesian approach is theedegf belief. Who de-
cides the accuracy of the degree of belief assigned to apkatievent? What happens
if the prior probability of an event is not accurately knowhri?other words, how can
ignorance about an event be properly represented?

Despite this, the theory of probability has been widely ld&ghed and long since
been in existence. It is, in fact, able to deal with most peattscenarios. Due to
this, probability has been proposed as the mathematichtddwmndle uncertainty. In
particular, the modern interpretation of probability ppspd by Kolmogorov is used as
the basis for handling measurement uncertainty.

6



1.5. Fundamentals of probability

1.5 Fundamentals of probability

Let us assume that there is a discrete universal set of alljesoutcomes represent by
U. For every event that belongs td/, let's assume that a probability can be assigned
to the particular event ig(e), thenp(e) should satisfy the following properties.

0>ple) <1 foralle e U

> ple)=1 (13)

eelU

Going by the addition rule of probability, if there are a sétautually exclusive
events represented by, then the probability of the set is given by

p(A) = ple) (1.6)
eecA
The above rules apply when the sets of events are discreteif Big event space is
continuousp(e) is called the probability density function.
If a random variable X is considered, starting from a cunivgprobabilityC'(i) =
P(X < 1) which is the probability thak is less than or equal tg then, the relation
between the cumulative probability and probability dgn&inction is given by,

~oo (1.7)
p(i) = dCdZ(.Z)

The probability density function should be such that the glative probability over
the universal set should be 1.

/ Up(i) —1=P(X el) (1.8)

Consequentially, the probability of the random variable ¥gen a set A which is
asubsetof U, is

P(XeA) = / p(3) (1.9)

ieA
The Kolmogorov axioms of probability are as follows:

P(XeU)=1

P(A) > 0, forallA C U
(1.10)

P(AjUAy. .. Ay) =) P(A)if Ay, Ay,... A, are all disjoint sets
=1
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1.6 Measurement uncertainty representation using probabilit y

1.6.1 GUM guidelines for measurement uncertainty

The guide to the expression of uncertainty in measureme@Wivl is regarded as
the international reference standard for the evaluatiahextpression of uncertainty in
measurements. As explained earlier, measurement unagrtafers to the parameter
that quantifies the dispersion of values that could be ateidbto the measurand in a
reasonable way [27].

In particular, standard uncertainty refers to measuremeo¢rtainty associated to
the result of a measurement expressed as a standard deviatio

According to the GUM, the possible methods to evaluate stahancertainty can be
classified into two Type A and Type B methods depending on hbas been evaluated.

1.6.2 Type A Method:

The method to evaluate standard uncertainty from a stalstinalysis of a series of
observations of the measurand is called a Type A method d@i@wan of standard
uncertainty.

When N independent measuremefits, x, ..., zy) of a measurand are taken,
the best estimate of the expected value of the measurangtislgy the arithmetic mean
of the N values as in(1.11)

I

1 N
=5 > (1.11)
=1

Since the N independent observations differ because ofaih@om effects in the
measurement, the experimental variance is given as in)(1.12

N
1 _
2 _ 2
% =T ;:1 (z; — X) (1.12)

The variance of the quantity is calculated according t6 (1.13)

ui = X% (1.13)
X N .

The standard uncertainty of is the positive square root of the variancel[in (1.13).
An inherent requirement for Type A evaluation of uncertgiist that the number of
observationsV should be large enough to prove a reliable estimate of theatapon
and uncertainty of the measurand X.

1.6.3 Type B Method:

In most scenarios, a Type A evaluation of uncertainty is awpcal, mainly for time
and cost reasons. Hence, the measurement uncertaintyéaghe where there are not
enough independent observations is evaluated based amidditde information on the
variability of the measurand. A Type B evaluation of uncetiacan be made based
on |27].



1.6. Measurement uncertainty representation using probab ility

 Already available measurement data about the measurand.

» Experience with or general knowledge of the behavior amgerties of relevant
materials and instruments.

» Specifications provided by the manufacturer.

» Data that have been provided during calibration or othdifmmtes that are avail-
able of the instrument.

» Reference data that have been taken from handbooks and ¢beainty that is
associated to them.

1.6.4 Expanded Uncertainty:

After obtaining the standard uncertainty in either of the tvays of evaluation, usually,
the expanded uncertainty is computed. Expanded uncsrtigidiefined as a multiple
of the standard uncertainty which provides the interval hicl a specified percent-
age (usually a high percentage) of values lie that can benahty attributed to the
measurand.

Expanded uncertainty is calculated from the standard teiogy as given in[(1.14)

UX)=k-ux (1.14)

wherek is called the coverage factor. The valug:atetermines how much percent-
age of the values reasonably attributed to the measuramthe expanded uncertainty
interval.

The probability distribution function associated to theasigrand should be known
to define the expanded uncertainty.

1.6.5 Combined uncertainty:

In most cases, the measurand is not directly measured Hubaésd based on the mea-
surements of other input quantities. The set of mathenlaggpaations representing
the relation between the input quantities and the measusacadled the measurement
model.

Assuming that the measurand is representet layd if there areéV input quantities
represented by, X, ..., Xy,

Y = f(X1, X, ..., Xn) (1.15)

whereY, X; are random variables of the respective quantities.

It is possible that the input quantities,, X,, ..., Xy are themselves not measured
directly but may be based on the measurement of other qesntilso, individually,
they are subject to all kinds of uncertainty contributiomdiiding systematic contribu-
tions and the necessary corrections for the systematicserro

The functionf that relates the input quantities to the output quaritifynay be ei-
ther mathematically modeled or modeled experimentallggidiata. If the mathemati-
cally modeled functiorf does not represent the data accurately, it must be modified by
adding other input quantities.
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After the function is defined, the mean value of the outputhgjtiay” may be ob-

tained by either(1.16) of (1.17)

N
1 (1.16)
k=1
1 N
Y = ~ ; F(X 1 Xog, o Xng) (1.17)

Both the equations are the same if the function is linear. éctse of a non linear
function, [1.17) offers a more accurate result.

To evaluate the total uncertainty in measurandhe individual standard uncertain-
ties of X; need to be evaluated. The uncertainties in the input gigsi; can be
evaluated using either of the Type A or Type B evaluation més$h Then, the total
uncertainty in the measurand Y is calculated by combinimgstiandard uncertainties
of all the input quantities using the Law of propagation @& standard uncertainties.

The law of propagation of the standard uncertainties (LRWiven by [(1.18) if all
the input quantities are independent of each other and &g if.there are correlated
quantities,

2 =~ 0f s

ul(y) =) (8Xk) u (Xy) (1.18)
) = 52y |
u(Y) = gl( an ) + 2 k§ 3 §1 . an (Xp, X7) (1.19)

whereu?(Y) is the combined standard uncertainty of Y. The mathemadiegva-
tion of (1.18) and[(1.19) can be found in the GUM[27].

This formula is based on the first order Taylor series exparend hence, in a strict
sense, is only for linear functions. But, in most practicarerios, it is still good
enough.

In most industrial scenarios, a coverage interval or expdnohcertainty needs to be
provided using the standard uncertainty of the quantitye &dmbined expanded un-
certainty ofY” can be obtained by using (1]14) after calculating the coethstandard
uncertainty as stated above n (1.18)[or (1.19).

As mentioned earlier, strictly speaking, this is only pbksif the distribution of the
quantity is known. But, in cases where it is unknown, the @titnit theorem is used.

1.6.6 Central limit theorem:

Let X1, Xs, ..., Xy be independent random variables. Assume that both the texpec
valuep and the standard deviatienexist and are finite.

Then the sum of the random variables givenfy= X; + X5 + ... + Xy has an
expected valuéV . and a variance aN o2,
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Moreover, asN approachesc, the distribution ofSy approaches a normal distri-
bution with meamy and a variance oV o2
To apply the central limit theorem, the following assumpsichould be satisfied:

» The random variableX, X, ..., Xy are all independent of each other and none
of them dominate the others. So, this means that all of thesuldhhave similar
variances.

» N is large and ideally reaches infinity.

* The combination of the random variables should be linear.

1.6.7 Discussion

The central limit theorem is a very useful result in metrgldget us assume that we ob-
tain N measurement results. If the value'dis large enough, it can be assumed with a
reasonable certainty that the expected value of the maabtes a normal distribution
with meany,, and variancer? exploiting the central limit theorem.

Hence, the combined standard uncertainty of the measusmbecevaluated from
the LPU and the expanded uncertainty can be obtained by asgamormal distribu-
tion using the central limit theorem.

So far, the GUM guidelines seemed good enough to be used taatbaze uncer-
tainty.

But, from the third assumption of the central limit theorem ai strict sense, the
central limit theorem can only be used if the functigrwhich expresses the measurand
in terms of the input quantities must be linear and the nurobesindom variablesv
tends to infinity. There are a lot of cases when these comgittme not satisfied. So,
in those cases, the central limit theorem can not be applitehce, the probability
distribution of the measurand can not be determined. Inetltases, the combined
standard uncertainty can still be evaluated using the LPW.&8expanded uncertainty
can not be calculated since the probability distributiomas known and hence the
coverage probabilities are unknown.

JCGM 101 or Supplement 1 to the “guide to the expression ofrteiogy in mea-
surement” - Propagation of distributions using a Monte Carbthod [28] provides the
guidelines to be applied in these situations.

1.7 Supplement to the GUM

According to the supplement [28], uncertainty is evaluatetiree steps formulation,
propagation and summarizing

» Formulation is done in four steps as given below:

— The output quantity or the measuraricshould be defined.

— The input quantities X, X, ..., Xx) on whichY depends should be deter-
mined.

— The relationship between the measurand and the input geandhould be
modeled.

11



Chapter 1. Uncertainty and mathematical theories to proces S uncertainty

— Assign a probability distribution function to the input ontikies based on the
available knowledge about them. If any of the quantitiesnateandependent
of each other, a join probability distribution function kisdo be assigned to
them.

» Propagation: Obtain the distribution for the measur&nay propagating the dis-
tributions of the input quantitie¥’;, X5, ..., X through the model. Propagation
is done using monte carlo method (MCM) in cases where the appes dis-
cussed in Sectidn 1.6.1 can not be applied.

» Summarizing is done in three steps:

— The expectation of Y is obtained from the probability disttion ofY".

— The standard deviation d&f is calculated from it's distribution and is taken
as the standard uncertainty Bf

— The coverage interval for a specific coverage probabilitgls® calculated
from the distribution ofy".
1.7.1 Monte Carlo Method
According to the guidelines given in [28], MCM is applied iretfollowing steps:
» Select the numbel/ of Monte Carlo trials to be made.

» GenerateVl vectors, by sampling from the assigned PDFs, as realizabtbthe
(set of N) input quantitiesXy, Xs, ..., Xy.

* For each such vector, form the corresponding model valte gielding A/ model
values.

» Sort theseM/ model values into strictly increasing order, using theesbrnodel
values to provide the distribution &f.

* Use the distribution to form an estimate of the mean anddstahuncertainty of
Y.

» Use the distribution to form an appropriate coverage vatiior Y for a specified
coverage probability.

There are also certain conditions that need to be satisfiesh wking the MCM as
specified in[[27]:

» The functionf relating the input quantities and the measur&nd continuous
with respect to the input quantities in the neighborhoodheflbest estimates of
the input quantities.

* the distribution function fol” is continuous and strictly increasing.
* the probability distribution function (pdf) for” is

— continuous over the interval for which this pdf is strictlygitive.
— unimodal, and

12
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— strictly increasing(or zero) to the left of the mode andc#iyidecreasing to
the right of the mode.

 the mean and variance of exist
« a sufficiently large value a#/ is used.

Especially the last condition that a sufficiently large eabf M/ needs to be used
is a serious computational limitation. Another huge limda of the MCM is that
convergence is not always assured.

1.8 Discussion

So far, the theory of probability still seems suitable erfoémy handling uncertainty.

But, there are still a few situations where probability doedave the tools to deal with
them. For example, there can be a systematic error in theuregaent. According to

the GUM, all systematic errors are assumed to have beerifiddrand corrected for.

When this is strictly followed, probability is still good tepresent uncertainty even if
there is a residual bias due to the uncertainty of the congtiems it can be expressed
as a random variable since the uncertainty of compensagisults from the random

measurement error while evaluating the systematic ersyethy making it random in

nature.

But, this condition is not always satisfied. There could besaghere the system-
atic error is not known and hence cannot be compensated foy.aBwestimate of the
interval of its existence may be known. In this situatiorghability distributions can
not represent the systematic error in a mathematicallyecoway. This may result in
an underestimation of uncertainty.

Another case would be where the data is so sparse that a sigmaddability dis-
tribution can not be attributed to the data. In these casebapility fails to offer an
appropriate solution to represent our knowledge or ignoeabout the data. So a dif-
ferent theory is necessary where all such situations camié with.

This is where the more general theory of evidence and thettdossibility offer
a better solution as explained in the next chapter.
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CHAPTER

Theory of evidence.

2.1 Introduction

As discussed in chaptel 1, the concept of uncertainty waSr8tattempt to quantify
our knowledge or ignorance about a certain event. Prolgbilh the other hand, is
great to express our knowledge about a certain random ewrddes not have the
required tools to represent total ignorance as has beenrdgrated in([47, 48, 50].
Total ignorance is the lack of any evidence or, in other wodd$a to support any belief
about a certain event. Hence, a more suitable theory is deedepresent uncertainty
in a more accurate way. One such theory is the theory of ep@en

The theory of evidenceé [50] was proposed by Glenn Shafer7i@ &€arting from the
research by Arthur P Dempster in which he introduces theonaif upper and lower
probabilities [6].

According to the theory of evidence, the chance of an evaejesented by belief
functions rather than assigning traditional probabilitytdbutions. Even in the the-
ory of evidence, the degree of belief is still assigned ae/dletween 0 and 1 like in
probability. But, the rules that govern the combination ash degrees of belief are
less restricted than those in the theory of probability.sTdiaracteristic makes them a
great choice to represent missing data or ignorance abtat Balief functions assign
probability values to sets of events instead of individwalres.

In the theory of probability, there is a lot of emphasis on liowvaluate the proba-
bility or, in other words, how to assign a numerical valuehte thance of a particular
event. Instead, as has been said by Shafer in his origindd [3®}: whenever | write
“degree of support” that a given evidence provides for a prsipion or of the “degree
of belief” that an individual accords to the proposition, icpure in my mind an act of
judgment. | do not pretend that there exists an objectivatimh between given evi-
dence and a given proposition that determines a precise noatelegree of support.
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Chapter 2. Theory of evidence.

Nor do | pretend that an actual human being’s state of mind wadpect to a proposi-
tion can ever be described by a precise real number calledégsee of belief. Rather,
I merely suppose that an individual can make a judgment, Imeacenounce a num-
ber that represents the degree to which he judges that thers®dto support a given
propositions and, hence, the degree of belief he wishes wrédtice proposition.So,
the theory of evidence, instead of focusing on how the degfrbeliefs are calculated,
concentrates instead on the rules of combination of theegsgsf belief.

The next section gives some basic definitions in the theoeyioflence and the rules
of combinations for belief functions.

2.2 Basic definitions in the theory of evidence

According to Dempster, if a hypothesis is assigned a pdaticdegree of belief, it
means that any other hypothesis that is implied by the sgadthesis also carries the
same degree of belief. In other words, if a degree of beliabggned to one subset of
a particular set, it means that the same degree of beliesigraed to all of its subsets.

So, let there be a functiom, called the basic probability assignment function be
defined for the power set of as follows:

m: P(A) = [0,1] (2.1)

andm satisfies the following conditions:

m(0) =0 (2.2)
> m(B) =1 (2.3)
BEP(A)

Eq.[2.2 means that the belief assigned to a null set is zer§ZaBpmeans that the
total belief is 1.

The degree of belief assigned to each subsistcalled the basic probability number
and it is the degree of belief assigned to the sulbsand it strictly refers to the entire
set and does not say anything about any of the subsets orreofehe sef3.

Any subsetB is called a focal element of the sétif m(B) > 0

The belief function of a setl can be defined as follows:

Bel(A) = ) m(B) (2.4)
B|BCA

as long as it satisfies the following properties:

Bel(() 2_01 (2.5)

Bel(A)
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Bel(ByUB,...UB,) > > Bel(B;)—»  Bel(B;N B))
7 1<j
+...+ 1"V Bel(ByNB,...N B,)

(2.6)
WhereB, B», ..., B, are all subusets oA.
From [2.6), it can be determined that
Bel(A) + Bel(A) < 1 (2.7)

When the rules given ir_(2.6) and_(R.7) correspond to just theakty, the belief
functions are called Bayesian belief functions.
The degree of doubt for sett can be defined as

Dou(A) = Bel(A) (2.8)
The plausibility ofA on the other hand can be defined as:

PI(A) =1 — Dou(A) = 1 — Bel(A) (2.9)
It can also be defined in terms of the basic probability assant functionm as
follows:

Pi(A)= > m(B) (2.10)

B|BNA#D

This basically means that the belief functionAis a lower limit of the probability
assigned to the set and the plausibility of A is the upper limit of the probabjlithat
is assigned tol.

From (2.T) and[(2]9), it can be derived that

Bel(A) + Bel(A) <1
1—PI(A)+1-PI(A) <1 (2.11)

PI(A) + PI(A) > 1

2.3 Particular cases of the theory of evidence

2.3.1 The theory of probability

Sectior Z.P gives some basic definitions of the various fanstin theory of evidence.
Bayesian belief functions have been mentioned as well.

It has been also mentioned that belief functions are therldiwet for probability
assigned to a particular set. So, what happens if there are lnatations that are
applied to the definitions of belief functions?

It is known that if there are two set$ and B, the probability function for the two
sets is supposed to satisfy the below condition,
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Chapter 2. Theory of evidence.

Pro(AU B) = Pro(A) + Pro(B) — Pro(AN B) (2.12)
whereas a belief function is supposed to satisfy the beldsy ru

Bel(AU B) > Bel(A) + Bel(B) — Bel(AN B) (2.13)

It has been mentioned earlier that the belief functions ageaks of beliefs assigned
to a particular setl and they do not say anything about the degrees of beliefrassig
to the elements of the set or to any of its subsets.

The basic probability assignment functien has also been defined for the sets in
the power set ofi. But what if the focal elements of the sétare all singletons?

Then the belief function simply corresponds to the prolgifilinction of A.

According to [(2.4), if all the focal elements are singletati® belief function be-
comes,

Bel(A)= Y m(B)=> m(z) (2.14)
B|BCA z€A
In the same way, the plausibility function definedin 2.10drees,
Pi(A)= Y  m(B)=) mlz) (2.15)
B|BNA#() z€A

In other words, the belief and plausibility df are equal. So, it follows that

Bel(A) = PI(A)
Bel(A) =1 — Bel(A) (2.16)

Bel(A) + Bel((A)) =1

The above rule is similar to the rules for probability.

Also as explained earlier, belief function is the lower liraf probability and the
plausibility is the upper limit of probability. So, if the lief and plausibility are equal,
it means that it is simply the probability.

This means that the belief functions are nothing but prditaliinctions if the focal
elements are all singletons.

2.3.2 The theory of possibility

The theory of possibility is another particular case of theory of evidence. The theory
of possibility considers the belief functions when the fadaments are all nested. This
means that all the focal elements can be arranged in such thaiegvery focal element
is contained in the following one.

Nested focal elements are also called as consoriants [48gliéf function whose
focal elements are nested is said to be a consonant.

If the focal elements in a universal sets are all conson#ms, theory of evidence
corresponds to a particular case called the theory of ptigsib

When the focal elements are consonants, the belief and pibtydunctions satisfy
the following conditions([48]:
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Bel(AN B) = min[Bel(A), Bel(B)]

PI(AU B) = maz|PI(A), PI(B)] (2.17)

When a belief and plausibility function satisfy the corrasgiog rules given in
(2.17), they are called the necessity function and the pibiggifunction respectively
[48]. Hence, the equations become,

Nec(AN B) = min[Nec(A), Nec(B)]

Pos(AU B) = max[Pos(A), Pos(B)] (2.18)

The possibility distribution function

In the theory of possibility, one of the important properythat a frame of discern-
ment (the universal set containing all the hypothesis camed) can be completely
determined using the plausibilities assigned to the singkeof the frame of discern-
ment [48]. So, ifX represents the frame of discernment and that a single eteimen
the setX is considered, if a possibility function Pos is defined onh¢rt the possibility
distribution function- can be derived.

riX —[0,1] (2.19)

such that:

r(z) = Pos(z) Vr € X. (2.20)

In turn, every possibility function on the power setXf(P(X)) can be determined
from the possibility distribution function ok '.
For any discrete set, the possibility ofA can be given by,

Pos(A) = maxr(z). (2.21)

z€EA

If the setA is continuous, the possibility is in turn given by,

Pos(A) = supr(z). (2.22)

TEA

Representing information in theory of possibility

If we consider the case where there is a discrete possidistyibution of lengthn as
given below:

r(z) = [r(z1),r(z2),...,r(x,)]. (2.23)
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Chapter 2. Theory of evidence.

The smallest possibility distribution would correspondhe case where the pos-
sibility assigned to just one of the elements in the posgililistribution is 1 and the
rest are all 0. This means that we are absolutely sure thaglémeent to which the
possibility of 1 is assigned, will occur. So, this represdahe case of perfect evidence
Or no uncertainty.

The largest possibility distribution, on the other handulglacorrespond to the case
where we are completely ignorant and hence we do not haveveaignee for any of
the elements. In this case, the possibilities assigned theatlements would be 1.

When a continuous set is considered, total ignorance issepted by aJniform
possibility distribution This is as shown in the fig. 2.1

i -

0.8 -1

0.6 -1

z

0.4 —

02~ -

1 1 1
0 1 2 3 4 5 6

0

Figure 2.1: Uniform possibility distribution representing total igramce.

Similarly, depending on the evidence on the different higpsts, other possibility
distributions could be modeled.

Probability-Possibility Transformation

In particular, possibility distributions can also be makfrom probability distribu-
tions using probability-possibility (p-p) transformat®[8,15,16,36,48]. A probability-
possibility transformation can be done starting from thieniteon of the possibility be-
ing the upper probability measure. So, a specific p-p transdton is valid if, there is
a probability distribution functiom, such that, when it is transformed into possibility,
it results in a possibility distribution (PD)y such that,

Pos(X € E) > P(X € E),VE

supr (x) > / px () dz,¥ E

zel

(2.24)

When the above equations are satisfied, the PD is said to dt@amheprobability
distribution function (pdf).

The confidence interval denoted pyand the necessity measure of a Betire de-
fined by,

p=P(X €E)

Nec(X € E) =1— Pos(X € E) (2.25)
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So, this would mean thatyec(X € E) < p.

Let the setX* be taken as the set built by having a confidence intervalarbund
a valuez. If different such sets are obtained when the confidence jei&changed
keepingx constant, all the obtained sets are actually nested cowfdetervals. This
is because, as the confidence the leviglcreases, the obtained set with the increased
confidence level would contain the set obtained with theiptes/confidence level. So,
a PD can, in fact, be modeled by obtaining the nested setg dsferent confidence
intervals of a probability distribution around its mode.

But, an infinite number of PDs can be modeled starting from apdh that the PDs
dominate the pdf. So, an infinite number of p-p transfornmatican be made starting
from a single pdf. This family of infinite PDs is given by:

rx(z) > sup (1—P(X € X™))
X |rex~ (2.26)

So, a possible way to choose a specific p-p transformatioridimel to choose a
transformation such that most of the information of the ioad)pdf is retained. This
is called maximum specificity principle. According to thike smallest PD out of all
the dominating PDs represented by (2.26) must be chosenuahble p-p transform.
So, for a certain confidence levyglthe confidence intervdl, should have a minimum
length. Such intervals can be obtained by building them rasidhe mode of the pdf.
Hence, a maximally specific PD can be given by:

rx(z)=1—-P(X € 1,) (2.27)

Normal probability distribution PD corresponding to the normal pdf

09f E 0o
08f E o8l
07f E o7k
06f E 06l
osf E osk
0.4F B 0.4

03f ] 03k
02f ] 02k

Figure 2.2: Normal probability distribution and the corresponding pdslity distribution.

A few examples of different possibility distributions arfeetcorresponding proba-
bility distributions obtained from a maximally specific pgfansformation can be seen
in Fig.[2.2]2.8 anf 214
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Triangular probability distribution
T T T T T

PD corresponding to the triangular pdf
T T T T
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Figure 2.3: Triangular probability distribution and the correspondjmpossibility distribution.

Uniform probability distribution PD corresponding to the uniform pdf
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Figure 2.4: Uniform probability distribution and the correspondinggsibility distribution.

Combination of possibility distributions

The aggregation operation of possibility distribution®€gp is made using triangular
norms or t-norms [2,3,32-34,48]. An aggregation operasavhen different possibil-
ity distributions are combined to form a single possibitiigtribution. In other words,
they can be used to define the joint possibility distribugiand to make algebraic op-
erations for different PDs.

There are various t-norms, for example, a min t-norm, Framérin, Dombi t-norm
etc. that have been defined and they should be used depemdhaywthe PDs should
be combined [47].

The definitions of a few fundamental t-norms are as givenvib§4d|,48]:

Tonin(a,b) = min(a,b) (2.28)
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Tproa(a,b) =a-b (2.29)
Tr(a,b) = maxa+b—1,0 (2.30)
bifa =1
Tp(a,b) =< aifb =1 (2.31)
0 Otherwise

WhereT,,;, is the min t-norm,7},,, is the prod t-norm;;, is the Lukasiewicz’s
t-norm, T is the drastic t-norm.
Using the fundamental t-norms, Frank t-norm can be defingivas below:

(

Tmin(a,b) ify =0
Tprod(avb) if Y= 1

T (a,b) =
v (@,0) Tr(a,b) ify = +oo

(2.32)

|1 —log, (1+ GI=DE0) - otherwise

Frank t-norm has only one parameterthat determines how the combination is
done on the PDs. There are also t-norms with multiple parammethich offer a greater
degree of freedom.

The generalized Dombi operator (Dombi t-norm) is one sucbrth with two pa-

rameters and is defined as follows$ (7,47, 48]:

1
TEPO(r) = (2.33)
Y . N
o L+ (ST (4 () — 1))
The case where two triangular PDs have been added using anoimtand a Frank
t-norm with~+ = 0.7 has been shown in fig._2.5.

2.4 Conclusion

In this chapter, the theory of evidence has been briefly letahd the basic definitions
in the theory of evidence have been given. Then, it has bemmrshow the theory of

probability and the theory of possibility are specific caséthe theory of evidence.
The definitions for possibility distributions and the rulescombination have been
introduced. In the next chapter, a brief introduction weldiven about fuzzy variables
and then Random-fuzzy variables and an explanation will kengabout how they
can represent uncertainty. Finally, the construction ardlsnation of RFVs will be

introduced.
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Triangular possibility distribution A Triangular possibility distribution B

1 1
08 1 0.8
0.6 1 06l
0.4 1 0.4
o.2f 1 02f
0 L 0
1 15 2 25 3 35 4 4.5 5 4 45 5 55 6 6.5 7 75 8
Corr11binalicn r:f the lwoI lriangulallr possibility dismIIJulions ulslng min Il-norm Camlbmalion c: the two Ilria\ng]u\a\lr possibility dislriblullons usling frankll-norm
0.8
06
04t
0.2
0 s
5 6 7 8 9 10 11 12 13

Figure 2.5: Sum of two triangular possibility distribution using mimérm and the Frank t-norm.

24



CHAPTER

Random fuzzy variables and their construction.

In chaptef 1., the concepts of measurement, the theory oépiiity have been recalled.
It has also been mentioned earlier that the theory of prdibabdbes not have the re-
quired tools to represent ignorance or missing data. Fermthipose, in chaptéf 2, the
theory of evidence and the theory of possibility have be&wduced. These are two of
the theories that can represent ignorance about a partievgat in a better way than
the theory of probability. But they have not yet been apple@the case of metrology
to represent our knowledge about a measurement result.

For this purpose, in this chapter, the concepts about thetieanion and the mathe-
matics of Random-Fuzzy Variables (RFVs) that have been framibih the theory of
possibility have been recalled. RFVs are a specific case afyFrariables. So, before
moving on to the concepts of RFVs, it is important to recalbmiation about fuzzy
variables and fuzzy set theory.

The Fuzzy set theory is framed within the theory of posgipillt has been intro-
duced in 1965. It finds application in most of the fields in thedern world like artif-
ical intelligence, robotics, machine learning, contradhy etc. The first publications
of fuzzy set theory have been made by Zadeh and Goguen.

In Zadeh's own words: “The notion of a fuzzy set provides avement point of
departure for the construction of a conceptual frameworlclvparallels in many re-
spects the framework used in the case of ordinary sets, bbie general than the
latter and, potentially, may prove to have a much wider sad@gplicability, particu-
larly in the fields of pattern classification and informatfmocessing. Essentially, such
a framework provides a natural way of dealing with problemsvhich the source of
imprecision is the absence of sharply defined criteria (sctaembership rather than
the presence of random variable§.”|[[54].

Some basic definitions of fuzzy set theory are given in the sestion.
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Chapter 3. Random fuzzy variables and their construction.

3.1 Fuzzy set theory

3.1.1 Basic definitions

If X is a collection of objects, denoted genericallydythen a fuzzy sefl in X is a
set of ordered pairs:

A= (z, pa(z))|r € X 3.1

wherep 4 (x) is called the membership function which majsto the membership
spaceM which defines the degree of support that the elemdrglongs taX . Its range
is the subset of non negative real numbers whose supremumités iVhensup 4 (z))
= 1, then the fuzzy set is a normalized fuzzy set. So, in a nlizathfuzzy set, the
membership spackl extends from 0 to 1.

A crisp set on the other hand is deterministic in nature. Be,an element either
belong to a crisp set or they do not. There is no fuzzinesstabou

The support of a fuzzy set, denoted withS(A), is the crisp set given by:

S(A) =z € X|pa(z) >0 (3.2)

Thea— level set or thev— cut of a fuzzy setd, denoted byA,,, is the crisp set given
by:

Ay =z € Xlpa(z) > « (3.3)

When the above condition is strictly greater and not equal, tibis called a strong
a— Cut.

A set is called a convex set if every element in between twmelds in a set is also
in the set. One of the important properties of fuzzy setsasttiey are convex.

A fuzzy setA is convex if all of itsae—cuts are convex.

3.1.2 Rules of operation for fuzzy sets
Zadeh defined the following rules of operation on fuzzy s&43:[

* Intersection: The membership function of the intersectibtwo fuzzy setsd and
B is defined as

panp(x) = min(pa(z), pp(r)) (3.4)

» Union: The membership function of the union of two fuzzyssétaindB is defined
as

pavp(x) = maz(ua(e), jup()) (3.5)

» Complement: The membership function of the complement afzayf setA is
defined as

() = 1 - pa(a) (3.6)

3.1.3 Fuzzy numbers

Fuzzy numbers or fuzzy variables form an important part efftizzy set theory.
A fuzzy number)/ is a convex, normalized fuzzy set of the real [IResuch that:
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3.1. Fuzzy set theory

* it exists exactly one, € R such thafu,,(zg) = 1. z, is called the mean value of
M;

 up(x) is piecewise continuous.

The fuzzy numbers that are defined as above are called Typez{ fuumbers.

An alternate definition for a fuzzy number is as follows|[35]:

A fuzzy number is a fuzzy set on R, which satisfies at least the following proper-
ties:

* Ais anormal fuzzy set;
* a—CUut A, is a closed interval for every € (0, 1].
* the support of4 is bounded.

An example ofx—cut is shown in Figl_3]1.

1- T T T T . |

4.85 4.9 4.95 5 5.05 5.1 5.15

Figure 3.1: Example of a fuzzy number of type 1 anchitscut ata—level 0.2

Thea—cuts of a fuzzy number of type 1 are closed intervalRiM,, = [af, a$]

If m is any integer greater than 1, a typefuzzy set can be defined as a fuzzy set
whose membership value are themselves a type 1 fuzzy sets in [0,1]. So, starting
from this, we can say that a type 2 fuzzy number or a type 2 fuwaziable are fuzzy
sets whose membership values are in turn type 1 fuzzy seislih [

According to the authors in_[31}y—cuts of type 1 are intervals of confidence of
type 1. This means that they are closed intervalR #&nd within these intervals, there
is the possibility of finding possible values of an uncertaisult.

The a—cuts of type 2 are also by definition closed interval®Ribut they contain a
second closed interval inside the original interval. Hetype 2a—cuts can be repre-
sented as:

AOé = [a?’ a%v a?v aﬂ (37)
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Figure 3.2: Example of a fuzzy number of type 2 anchitscuts

A type 2 fuzzy variable and its alpha cuts can be seen iNEFg). 3.

Just like the type 1 fuzzy variables, type 2 fuzzy variablas also be defined in
terms of a set of type 2 confidence intervals as givefn id (3[Agy have to obey the
following set of rules:

*af <ag <a3 <ajg.

* the sequence of intervals of confidence of typesl §] generates a membership
function that is normal and convex.

» The sequence of intervals of confidence of tupe$l 5] generates a membership
function that is convex.

s Yaandar € [0, 1]:
aa/’aa/ C aa7a01
ot > o= § 07080 C Lo a5] for a3’ < af’ (3.8)
[a5", a3’ C [ag, ag]

* If the maximum of the membership function generated by #dgence of confi-
dence intervalsd;, a$] is found at levek,,, then:

m m =1 =1
[az™, a5™] C [a?™, a3™] (3.9)
If the above rules are made stricter as given below:
* af < a5 < a3 <ay.

* the sequence of intervals of confidence of typesl §{] generates a membership
function that is normal and convex.
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3.1. Fuzzy set theory

» The sequence of intervals of confidence of tupe$l ¢5] generates a membership
function that is normal and convex.

* Yaando/ € [0, 1]:

ay,a¥’] C laf, ad
o> o= {[ 9 i,] | . i] (3.10)
[a3’, ag’] C a5, ag]

* If the maximum of the membership function generated by #wuence of confi-
dence intervalsds, a$] is found at levelx = 1, then:

(a5~ a5™") = [af™", a7 ] (3.11)
The last rule states that the internal and the externaMalgealways should coincide
whena = 1.
Then a subclass of the more general type 2 fuzzy variablelstésned, which are
called Random-Fuzzy variables (RFVs)|[47].

3.1.4 Relation between the fuzzy set theory and the theory elvidence

If there is a fuzzy variabl&” and if thea—cuts X, are considered, it can be seen that for
different values ot thea—cuts of a fuzzy variable can be ordered in a nested structure.
The a—cuts have a non zero probability assigned to them (becaase-thut is a set
that represents a confidence interval). &ecuts are also focal elements of the fuzzy
variableX.

In chaptei 2, it has been demonstrated how the theory oflgtigsdeals with be-
lief functions when the focal elements are all nested and dpessibility distribution
function can be defined for a set whose focal elements areesiéd. Hence, because
the a—cuts are all the focal elements of the universal Setr in this case the fuzzy
variableX and are also nested sets, they satisfy all requirementg dfidtory of possi-
bility. So, basic probability mass can be assigned tantheuts which in turn enables
us to define the necessity function, the plausibility fumctand finally a possibility
distribution function.

So, in terms ofv—cuts:

Neco(Xo,) = > m(Xa)=> m(X,) (3.12)
XalXaCXa, a=ay

Pos(Xo,)= > m(X.) =) m(X,) (3.13)
Xo|XaNXa,;# a=0

As explained before, another way to define a fuzzy variahlsiisg its membership
function. The membership function in fact assigns a nuraévialue between 0 and 1
which says to what extent the element belongs to the fuzzyBeethis is equivalent to
a degree of belief being assigned to the element

Hence, it can be said that the membership function of a fuarable is nothing but
the possibility distribution function in the possibilitii¢ory.
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Extending the logic, it can be proved that the vatluat eachn—cut is nothing but
the value assigned to the possibility distribution at theeare points of the particular
a—cut, as given below.

ri =r(z;) = q; (3.14)

It can also be proved that the necessity function at-anut is given by the following
equation:
Nec(X,)=1—a (3.15)

So, the confidence level of an interval can be simply given-ay 1

3.2 Random-Fuzzy Variables

Although Random-fuzzy variables have already been merdion8ect[ 3,113, a more
exhaustive definition of RFVs can be given in the two followwgys one according to
the possibility distribution and the other according to dhecuts [47,48]:

» Arandom-fuzzy variable (RFV) is a type 2-fuzzy variableIstitat:

— An internal and an eternal membership functions can beiftksht

— Both the internal and the external membership functions ammal and con-
vex, that is, they are PDs.

— A unitary possibility value is associated, by the two PDghtosame interval.
The internal and external PDs are named, respectiv&iyandre,

» A random-fuzzy variable is a type 2-fuzzy variable defingdabset of nested
intervals of confidence of type 2, = [a{, a3, a$, a$], with « € [0, 1] such that:

a5~ a5~ = [0~ a5 ™) (3.16)

3.2.1 Construction of an RFV

As has already been stated in the definition, there are twobaeship functions in an
RFV: an internal membership function and an external merhiggfsinction both of
which are PDs.

The internal membership function »*"*

The internal membership function or internal PD, denoted®y is the PD that takes
into consideration the systematic contributions to uraety in the measurement. So,
the internal PD can be built on the available knowledge ablmipossible systematic
contributions to uncertainty.

As has been stated in chapiér 2, a uniform PD is the largesthlity distribution
function over a given interval. And it has been explained ¢ganiform PD represents
total ignorance about the situation.

In practice, in most cases in measurement, total ignoramdlkei most common
occurrence with respect to the systematic contributiongnicertainty. We can only
guess that it falls in a certain interval of values but absdthave no idea which one of
those values is the true value. This perfectly represests¢hnario of total ignorance.
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3.2. Random-Fuzzy Variables

Hence, in such cases, the internal membership functiomiglgitaken to be a uni-
form (rectangular) PD.

Of course, in case we have other information available attmutlispersion of the
systematic values and a pdf can be assigned to it, we cantheil®D starting from
the available information and applying the maximally spegrobability-possibility
transform, as explained in Séc. 2]3.2.

The random membership functionr”"

The random PD, denoted b{*" takes into account the random contributions to uncer-
tainty in the measurement. This PD can be built based on thelogical information
that we have on the measurand, which is given in terms of a pdf.

Therefore; "™ can be built starting from the given pdf by applying the maaiisn
specific p-p transformation.

An example of a random PD built from a triangular pdf can bense¢he fig.[3.8,

Triangular probability distribution . Possibility distribution of the Triangular probability distribution
T T T T T T T T T T

02

01

Figure 3.3: Triangular pdf and the corresponding PD, obtained by apmyihe maximally specific p-p
transform.

The external membership functionr¢*t and the RFV

As soon as the two PDs, the internal PD and the random PD, dnealvailable, the
external membership function (external PD) and the RFV cauuide
The external PD can be derived using the following equation:

r&(x) = sup T, [r¢" (z — a1 + 2%), rf')?t(x/)] (3.17)
x!

wherez* is the mode of{*"(x) andT,, is the min t-norm as explained in chapiér 2
in sec[2.3.P.

It is also possible to construct the RFV from the internal PO #e random PD if
we consider theitv—cuts.

Let us consider the— cuts at the same level for both the random and the internal
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Chapter 3. Random fuzzy variables and their construction.

PDs. Let the corresponding—cuts be {7, a%] and ¢, b%] respectively. Ana— cut
is nothing but a closed interval. So, the interval can be énottown to two separate
intervals around its modex given by k¢, z*] and [x*, a%]. Then thea—cut of the
RFV [z, zp, 2%, 5] can be obtained as follows:

zg = by — (¢" —a})

o =b

o 1o (3.18)
Lo = Op

«a

An example of construction of an RFV starting from a random amanternal PD
is shown in Fig[C3 4

Random PD Internal PD

13

06

04

02F

RFV of the two PDs combined

Figure 3.4: RFV obtained from the random and internal PDs.

So, by evaluating the—cut of the RFV for everyy, the final RFV is obtained. Once
the RFV is built, it is capable of representing the effectsathbrandom and systematic
contributions to uncertainty very effectively.

3.2.2 Combination of RFVs

As has been established earlier, a fuzzy variable can bessga both in terms of its
possibility distribution and in terms of its—cuts. The Zadeh extension principle can
be used to combine the fuzzy variables if they are expresspdssibility distributions.

On the other hand, when the fuzzy variable is expressednmstef itsa.—cuts, the
Nguyen’s theorem could be used to combine the fuzzy vasable

The theorem can be stated as follows: Given two fuzzy va@blandY” expressed
in terms of theira—cuts, X, andY,, respectively, thev—cut of the resultZ which is a
function of X andY can be given by,
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3.2. Random-Fuzzy Variables

Zo=[f(X V)= |J FX.Yy) ac(1]
T(en)>a (319)

Za:O = [f(Xv Y)]a:O

whereT (e, n) is the t-norm that has been applied.

The t-norms are applied depending on how the two fuzzy viasa#ire combining
with each other.

When the two quantities are interacting and combining wittheather in a sys-
tematic way, then the min t-norm is applied to combine the t@oesponding fuzzy
variables. This is the reason that even for the obtainingiternal membership func-
tion of an RFV, we use the min t-norm to join the random and mdePDs.

On the other hand, when a Frank or a Dombi t-norm is appliedetis a certain level
of compensation that is observed. So, itis almost as if tlhd@s are somehow slightly
compensating each other. This happens only when the twaitjesrare interacting
with each other in a random way. So, when two variables areboong with each
other in a random manner as do the random contributions tertaicty or when there
are multiple systematic contributions to uncertainty tt@hbine in a random way, the
t-norms other than the min t-norm are used.

It should be noted however that the combination of two PDsguaiFrank or Dombi
t-norm is only an approximation, although a very close agipnation, of the reference
PD which is obtained by applying the probability-posstigiiransformation to the re-
sultant pdf obtained from the combination of the two coroegping pdfs in probabil-
ity [47,/48]. Also, since the t-norms have parameters thetbtk the resultant PD, it is
important that a suitable value of the parameters are usagdgmximate the combi-
nation as closely as possible. It has also been demonsirajéd,48] that the Dombi
t-norm is more accurate than the Frank t-norm when there larg@number of contri-
butions to uncertainty that combine in a random way. So, vthere are large number
of random contributions to uncertainty that need to be comdbjit is recommended to
use the Dombi t-norm.

Fig.[3.5 shows the sum of two PDs corresponding to normalgditity distributions
with a min t-norm, a Frank t-norm and a Dombi t-norm as ex@dim sec[ 2.3]2. The
values of the parameter for Frank t-normyis= 0.7 and the parameters for the Dombi
t-norm arey; = 1.1 and~, = 1.7

Since RFVs are constructed from an internal and a random nrsiipdunction
both of which are PDs, to combine two RFWsand B to get a resultant RF\, it
should be done according to the following steps:

 BreakA andB into their corresponding internal membership functigg, B
and the corresponding random membership functibidg, B™*" respectively.

» Combine the respective internal PDs using a t-norm depgnalinhow they are
interacting with each other (if it is in a random way or a systic way) as ex-
plained earlier to obtain the internal membership functba’ (C™).

» Combine the random PDs, to get the random membership fumetia’ (C™*"),
using a t-norm such as a Frank t-norm or a Dombi t-norm sinoeaia contribu-
tions to uncertainty can not interact with each other in aesyatic way.
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PD 1 corresponding to a normal pdf PD 2 corresponding to a normal pdf

1 15 2 25 3 35 4 45 5 2 25 3 35 4 45 5 55 6

PDs combined using min t-norm PDs combined using frank t-norm

3 4 5 6 7 8 9 10 11 3 4 5 6 7 8 9 10 11

PDs combined using Dombi t-norm

Figure 3.5: Different t-norms applied to the same two PDs.

« Construct the RF\C' using the internal membership functiofi‘t*) and the ran-
dom membership functior{"*") obtained in the previous steps.

3.2.3 RFVsin metrology

As has been established in the first chapter, there are gagi@wbacks to the theory
of probability. Firstly, it can not represent all kinds oftdgsparse data or ignorance)
accurately. So, there is the need of a different theory wisichore flexible and allows
us to work with any form of data in a logically sound manner.

So, we found a more general theory which is the theory of eMideThis is a more
general theory in which the theory of probability and theottyeof possibility have
been found to be special cases. Then we found that the thépgssibility forms a
better option for representing uncertainty since it camasgnt also ignorance about
the measurand in a mathematically accurate way. So, thersgit contributions to
uncertainty can be represented in a mathematically accway.

Another advantage is that if the probability distributiométion is actually available
for the measurand, it can be transformed into a PD using tbleapility-possibility
transforms. The rules of combination for possibility funos are also more flexible
and not so rigid like in the theory of probability. This makée use of the theory
of possibility very appealing for representing measurenuecertainty. In turn, this
makes the fuzzy variables as a good alternative to represeetrtainty because they
are also represented by PDs.

As it has been explained earlier, the-cut ([«, az]) of a type 1 fuzzy variable is a
closed set which represents a confidence interval with cendéiell — «. So, it is per-
fectly sufficient if a single confidence interval is neededalitcorresponds to just the
random contributions to uncertainty or just the systematittributions to uncertainty
or the overall interval corresponding to the combined utadety of both the systematic
and random contributions to uncertainty.

But, thea—cut ([aq, as, a3, ay]) has two nested sets in it. Tlhe-cut [aq, ay4] gives

34



3.2. Random-Fuzzy Variables

the confidence interval of the external membership fundiwth hence it represents the
confidence interval corresponding to the combined unceytaf both the systematic
and random contributions to uncertainty. And thecut [a-, as] gives the confidence
interval of the internal membership function and hence presents the confidence
interval corresponding to just the systematic contrimgito uncertainty.

This makes the use of RFVs which are also type 2 fuzzy variabfgerfect choice
to represent uncertainty in metrology. The advantages ofS_d¥:

» Both Random and systematic contributions to uncertaintybearepresented to-
gether and are well recognized.

» The combinations are done using closed-form formulae.tf8mathematics is

easier compared to the probabilistic mathematics espeeidlen dealing with
pdfs other than the normal pdf.

The next few chapters focus on the applications and the usduft in different
scenarios.
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CHAPTER

The Kalman filter.

4.1 Introduction

The Kalman filter (KF) is a well-known algorithm for prediatj the state variables of
a system[[11]. It is a recursive discrete data filtering temphe It has been named
after Rudolf E. Kalman. In the current times, it has becomeafrtee most common
data fusion algorithms in use. This is because of the low cgatipnal requirements
to implement the filter, recursive property, representatibthe linear system estimator
assuming gaussian noise which is actually one of the reasdhd easy computations
and hence it is easy to be implemented in real time.

Kalman filter, in a way, is an extension of Gauss’s least spiarethod to estimate
the unknown parameters of a model which estimates the p&eesri®yy minimizing the
mean square error in the model. Earlier, most of the systeens gtatic and the mea-
surements therefore remained constant with respect to @ueently, though, systems
are more dynamic in nature and the measurements are madgikrreéme intervals.
Hence, Kalman filter becomes a very suitable algorithm tonedé the parameters us-
ing the real time measurements.

Some important aspects of the Kalman filter are:

* Itis a type of recursive filter.

* It is a discrete filter which means that it processes santplen at regular time
intervals and not continuous signals.

* It predicts the future state of the system based on the munmeasurements and
then the prediction is adjusted based on the next obtain@gumement.

* In a strict sense, it considers gaussian noise as the ordyutding” effect on the
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input quantities. In practice though, this is often not theeewhen experimental
data are collected.

The classical Kalman filter applies, in a strict sense, onlynear systems. But, in
current times, lot of problems are non linear in nature. Berd have been variations
to the original algorithm that have been proposed like thereed Kalman filter.

4.2 Kalman filter

Kalman filter differs from a regular filter in the sense thatetjuires a mathematical
model of the system whose states are to be predicted. Inwthres, the process needs
to be defined by a set of mathematical equations which defimethe system state
evolves depending on the previous system state and theotwatiables of the system.
Let us assume a process which is modeled by the mathemajicatiens given by:

(k) = Az(k — 1)+ Bu(k — 1) + w(k — 1)

y(k,)estimated — Hl’(k]) (41)
where:
-1;1(]{;)-
1’2(/{5)
z(k) = : ; (4.2)
(k)]
_u1(k)_
us (k)
u(k) = : ; (4.3)
[t (K)]
_yl (k) estimated
9 k estimated
y<k>estimated — Y ( ) : : (44)
_yn (k)estimated
w1 (k)
’LUQ(]{?)
w(k) = : (4.5)
wy (k)

In the above equations(k) is the vector of the system statesk) is the vector of
the system control variableg(k)estmated js the output quantity vector and(k) is the
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vector of the noise in the process.is called the state-transition matrik, is called the
transformation matrix and is the control-input matrix.

Using the variances of each element in the noise vectéy, a matrix represented
by @ called the noise covariance matrix can be formulated asgivg4.6). As the
name suggest9 is the matrix that represents the variances of each elenmehamay
possible covariances between the different elements afidise in case they are cor-
related. In most cases, the process is homoscedastic. Haissthat the variance of
the process remains constant over time. So, noise in thegsoc¢k) is a random vari-
able drawn from a probability distribution that remains stamt over time. Hence the
variance of each element in the noise vector remains cdarmstantime.

Var(wi(k)) Cov(wy(k),ws(k))...Cov(wy(k),w,(k))

Cov(wy(k),wi(k Var(wsy(k))...Cov(wy(k),w,(k
Ok) = (wa(k), wi(k)) ( (.)) (wa(k), wn(k)) 4.6)

Cov(wy,(k),wi(k)) Cov(w,(k),wa(k))...Var(w,(k))

The function of the Kalman filter is to use this mathematicaldel and produce a
prediction of the next state of the system. But, if this washadle is to it, it would not
be robust and would be highly sensitive to the inaccuraciésé model and the noise.
Instead, the Kalman filter also takes into account the measemts that are made in
every iteration to tune the predictions and adjust themrateg to the measurements
made.

The measurement model can be represented by:

y(k) = y(k)=rmeed + r(k) (4.7)

where:

mn (k,)estimated

‘ Yo (k’) estimated
y(k) estimated __ . (4 8)

Un (k’) estimated

y1(k)

) k
s - | (4.9)

r(k) =1 . (4.10)
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In the above equationg(k) is the measurement vector an) is the vector of the
noise in the measurement agngk)estmet“d js again the output quantity vector.

So, the function of the Kalman filter is to provide an estimaite (k) at an instant
k given the previous system stateg — 1) and the measurement vectotk). This is
done in two steps.

The first stage is called the prediction stage. This is bgigsing the mathematical
model and the previous adjusted state estimate to provaeitial prediction of the
state vector as given bl (4]11)

2(k) = Az (k — 1) + Bu! (k — 1)
(k) = Ap’ (k = 1) AT +Q

x%(k) is the predicted estimate of the system state prior to ubiagieasured values
to adjust the estimate at instdntz/ (k — 1) is the corrected estimate of the system state
after using the measured values at instant 1. p(k) is the estimated state covariance
matrix at instant:.. Similar super scriptg and f are used for the control variable vector
u and the state covariance matyixo denote the predicted estimate and the corrected
estimate respectively) is the noise covariance matrix and is usually constant.

It can be seen that the estimated state covariance matnstanit increases from
the updated state covariance matrix at instant1 as() is added to it every iteration.
This would make sense since the uncertainty associatedetpréddiction is in fact
higher since it has not been corrected yet using the measatem

From (4.1), the error vector at instahte(k), in the predicted states using the mea-
sured values is given bl (4]12),

(4.11)

e(k) = y(k) — y(k)rimeet
y<k_)estimated — HZL’(k) (412)
e(k) = y(k) — Hx(k)

The second step is to correct the predicted estimate of #te ghriables using the

error, a weighted ratio of the noise covariance matfix) andr(k) called the Kalman
gain K (k) at instantk, the measurement noise vector as givenin (4.13).

e(k) = y(k) — Hz*(k)
p*(k)H”
(R+ Hpa(k)HT) (4.13)
2 (k) = 2%(k) + K(k)e(k)
p’ (k) = (I — KH)p" (k)

K(k) =

The Kalman gaink (k) is calculated in such a way that the variance of the ety
IS minimized.

R is the noise covariance matrix of the measurements and alysonstant be-
cause of the homoscedasticity of the measurement proces=e the variance of the
measurements remains constant over time as the measurproeass remains un-
changed, the noise covariance matrix of the measuremesasr@mnains unchanged
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4.3. Example: Velocity and acceleration of a vehicle

over time. It can again be seen that the updated state cogarmaatrix is smaller than
the predicted state covariance matrix and this makes sensgelksince the uncertainty
associated to the updated states would be lower since thection has been applied
based on the measurements.

For an easy comprehension, the above classical KF algohtsrbeen shown in
Fig.[4.].

Prediction step

Initial estimate (1) Prediction of the system state
ke a
- Xp =A X, B,
(2) Covariance matrix associated to x/
f = a AT
Pk - Ak—IPk—lAk—l + Qk—l
(3) Prediction of the system output

f VA
Y = Hyx

Assimilation step

(1) Covariance matrix associated to y;/
S, =H,P/H,_ +R,
(2) Kalman gain matrix
K, =P’H,S;'
(3) A posteriori system state
X; = Xi + K, (y, _y{)
(4) A posteriori covariance matrix
P = -K.H, )Pkf

Figure 4.1: Prediction and assimilation steps alternation in the clagkKalman filter.

4.3 Example: Velocity and acceleration of a vehicle

A simple example is considered, in which a vehicle is movih@ aelocity v,.(t),
according to the impressed acceleratign(t), as shown in Fid. 412,

The classical Kalman filter described in Sedct.] 4.2 is usedstinate velocity and
acceleration of the vehicle.

Eq. (4.14) shows the state equations of the model:

* v, anday, are velocity and acceleration of the vehicle at tilme

» wy, andw are the standard deviation of the noise in velocity and acatbn
respectively at timé;
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Figure 4.2: Reference values of velocity (blue line) and acceleratied [ine) over time.

* 7 is the time period within two successive measurements

Vg = Vg1 + T - a1 + wy, (4.14)
ap = a1 + wy '

7 has been assumed to be constant and equal to 1 s.

. . v
For the considered example, the state vectot,is= { g

1 . the state-transition
ayg

. e : 1 : .
matrix, denoted withA in (4.11), is constanA = [ 0 I } ; thecontrol-input matrix

denoted wittB in (4.11) is zero; théransformation matrixdenoted wittH in (4.13),

is:H = B ﬂ and the measurement vectoryg: = { ka }
mk
As shown in [(4.111) and (4.13), two matrices have to be defiried:covariance
matrix Q, which considers the process noise, and the covariancexnigty which
considers the measurement noise, that is the uncertaisbciased to the measured
wh, 0
) } andR;, = { )
0 Wi ¢ 0 Uk q
the standard uncertainty associated to the measured \aflwetocity andu, , is the
standard uncertainty associated to the measured valuesalteation.
The following assumptions are done, as far as the initialesbf the state variables
and their associated uncertainty values are considered.

values. Therefore, it isQ, = { } whereuy, , is

2.0
* It is supposed thaD, andR;, do not vary withk, i. e. Q, = Q = [ U())v 2 ]
wa

w2 0
andR, =R = Y )
=r=[ 0]

» The initial velocity of the vehicle is assumed to be a normigtribution with
mean equal to the first measured value of velocity;J and standard deviation
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4.3. Example: Velocity and acceleration of a vehicle

0.003 m/s. Therefore:vy = v,,; m/s andw, = 0.003 m/s. This last value
has been chosen by considering the accuracy of a GPS, whightésaccurate
compared to the speedometer of the vehicle, and it is direettieved from the
official GPS website [1].

* The initial acceleration is assumed to be a normal didivbucentered at the
first measured value of acceleratian,() obtained from the accelerometer, with
a standard deviation @#£0005 m/s?, due to some kind of noise either due to the
circuit or due to the driver applying force on the acceleratbherefore:ay =
am1 m/s* andw, = 0.0005 m/s%.

On the other side, at every stépas far as measurements are concerned, the un-
certainty contributions affecting the measured valuestrhasalso considered. It has
been assumed that the measured values are affected by bdtimrand systematic
uncertainty contributions. In particular, as far as thegy is concerned, typical ac-
curacy values have been assumed for the on-board sensoh arei generally one or
two orders of magnitude less accurate than a GPS-basedospetsdt:

» The random contribution is supposed to be normally distet), with a standard
deviationuy,, = 0.16 m/s.

ran

* All systematic errors have been assumed to have been ccatpérfor.

Similarly, also for the acceleration, it is supposed thasystematic contributions
affect the measurement procedure, while a typical randamtribaition is considered
which is supposed to be normally distributed, with a statddawviationu?,, = 0.005m/s?
that is one order of magnitude less accurate than the model.

The classical Kalman filter, as explained in Sectl 4.2 isiagpWhere, according to
the above assumptions,/at= 0 it is:

v
-xgz{ami];
m

- P2=Q.

The results can be seenin Fig.14.3 4.4 respectively focieand acceleration.
The blue lines in the respective figures represent the difiex between the predicted
states (velocity and acceleration) and the actual statéw ré&d lines represent the
uncertainty estimates for the velocity and acceleratighérespective figures.

It can be seen that the Kalman filter is clearly able to pretiietstates perfectly
inside the uncertainty limits.

But what happens when the ideal conditions required for a Kalfilter are not
satisfied. For example, what if there is an uncompensatedragsic error in the mea-
surements? Of course, the theory of the Kalman filter prevesing it when the mea-
surement values have a systematic error. So, the followiagple is simply aimed at
demonstrating the error in the estimation of the unceaassociated to the states by
the classical KF in the case of an incorrect application efklman filter, in violation
of the theoretical assumptions behind it.
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02 Error between the velocity estimated by the kalman filter and the actual velocity
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Figure 4.3: Difference in the reference and predicted velocity valids(line) provided by the classical
Kalman filter, together with the predicted uncertainty imtd (red lines).

o1 Error between the acceleration estimated by the kalman filter and the actual acceleration
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Figure 4.4: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
classical Kalman filter, together with the predicted unaérty interval (red lines).

4.4 Example:Velocity and acceleration in the presence of a syste matic
error

The same example given in SeCt.14.3 is considered, in whidhihe is moving at a
velocity v..¢(t), according to the impressed acceleratign(t), as shown in Fig[4]2.
But, there is a slight difference. In the previous sectiomais been assumed that all
the systematic errors have been fully compensated for anchbasurements are free
from all bias. In this example, it has been assumed that tleeitye measurements are
affected by a systematic error of magnitude 0.3 m/s whiclilisirsside the 2o limit
for the random contributions to uncertainty since it haslesssumed that the velocity
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4.4. Example:Velocity and acceleration in the presence of a systematic error

measurements are affected by a gaussian noise with a siaselaation of 0.16 m/s as
described in the previous section.

The classical Kalman filter without any additional modifioas is used to estimate
the velocity and acceleration of the vehicle.

Eq. (4.14) shows the state equations of the model.

. L . v
Since it is the same example, the state vector is just asdefqr = { g };
Qg

the state-transition matrixdenoted withA,_; in Fig. [41, is constanf;, = A =

1 i _ . A .
[ 0 I } ; thecontrol-input matrix denoted wittB,, in Fig.[4.] is zero; théransfor-

. . . —_— . 1 0
mation matrix denoted wittH,, in Fig.[4.1,is:H, = H = L) 1] and the measurement

. Umk
vector is1y, = .
. Gk . . . .
The noise covariance matr@, of the predictions and the noise covariance matrix

Ry of the measurement data are also the same as described iew@up example in
Sect[4.8.

On the other side, at every stép as far as measurements are concerned, it has
been assumed that the measured values are affected by bdtimraand systematic
uncertainty contributions. In particular, as far as theoe#y is concerned, typical
accuracy values have been assumed for the on-board sehsdr,ave generally one or
two orders of magnitude less accurate than a GPS-basedospetsd!:

» The random contribution is supposed to be normally distet, with a standard
deviationu?,, = 0.16 m/s.

ran

* A systematic error is also supposed to be present, withtamaged values;,, =
0.3 m/s. But this value is supposed to be unknown, so that a systeowticibu-
tion is modeled, laying in the intervalb,,; = £0.32 m/s (which include the true

systematic errog?, ).

SYs
On the other hand, as far as the acceleration is concernedsutpposed that no
systematic contributions affect the measurement proeedumhile a typical random
contribution is considered which is supposed to be nornaidiyibuted, with a standard
deviationu® = 0.005m/s? that is one order of magnitude less accurate than the model.

Just like the previous section, according to the above gssons (Sect.[ 4]3), at
k=0:

v
=[]
m

s P =0Q.

As far as the measurements are concerned, the value of theuradavelocityu,
is simulated, at every stéfy as a random extraction from a normal distribution with
mean valuey.; (k) + ey, and standard deviatiouf, . The standard uncertainty value
associated to the measured valyés u,,, which must take into account for both random
and systematic uncertainty contributions. As suggestatdaUM [27]:

Uy = \/(rl’bllr)an)2 + (ugys>2
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Chapter 4. The Kalman filter.

whereu is the standard deviation of the pdf associated to the cersidsystematic
contribution. When the GUM _[27] is followed and probabilityetory is employed for
uncertainty evaluation, it is a common practice to assignimrm distribution over the
interval of possible variation of the systematic contribnt Under this assumption, it

, b
., v _ bsys
ISt ugy, = 5 m/s.

Similarly, the simulated measured acceleratigrat every stegk is a random ex-
traction from a normal distribution with mean value; (%) and standard deviatiarf, ..
Since only random contributions are supposed to affect ¢belaration measurement
procedure, the standard deviation associated e u?

ran"’
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—Difference between predicted and reference velocities.
—Uncertainty limits associated to the predictions.
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Figure 4.5: Difference in the reference and predicted velocity valiésgline) provided by the classical
Kalman filter, together with the predicted uncertainty imtd (red lines).
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Figure 4.6: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
classical Kalman filter, together with the predicted uneéty interval (red lines).
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4.5. Limitations of the classical KF

The results of the simulation are reported in [Fig] 4.5[and 4.6

The blue line in Fig.[4]5 represents the difference betwberptedicted velocity
anduv.. This difference is of course not constant but, after a ttamsof about250
iterations (i. €.250 s, since one iteration is done every) oscillates around the value
esys, as expected, because of the presence of the systematiineifie measurements.
On the other hand, the red lines represent the evaluatedtaimty interval. In particu-
lar, for each iteratiort, the provided interval is the-30,, interval [27], wherer,, is the
standard uncertainty associated to #hposteriorivalue of the velocity at step, that
can be retrieved from the values in the main diagonal of m&fi

It can be clearly seen that the difference between the pgestlieelocity andy,.¢(t)
is always outside the obtained uncertainty bounds. So, #ube classical Kalman
filter can predict quite well the velocity of the vehicle (&a&dy state), it can be con-
cluded, as expected, that it underestimates the measuremartainty and therefore,
the theoretical expectation that it is not suitable whep aijsstematic contributions to
uncertainty are present is confirmed. Furthermore, theargewnce time is quite high.

Fig. [4.6 shows the results obtained for the accelerationtlamdblue and red lines
have the same meaning as in Fig.14.5. In this case, since antiom contributions
affect the measured values, th8c uncertainty intervals contain the measured values
except, of course, when the acceleration has a suddenioariat

4.5 Limitations of the classical KF

In its classical formulation, mathematically, KF requitbe® model uncertainty and
the measurement uncertainty to be normal probability ibigions [11]. The second
limitation is that it is required that the noise is complgt@hbiased. Or, in other words,
all systematic contributions to uncertainty must be comsped for. This is because
the Kalman filter simply follows the pattern of the data ttebeing observed while
decreasing the effect of the random contributions to uagest using the mathematical
model.

In practice, however, this is not possible as sometimessythematic errors can not
be recognized and therefore are not compensated for.

And as it is confirmed by the example in the previous sectlomctassical KF is not
suitable when there is an uncompensated systematic ertioe inbserved data as can
be seen in figl_4]5. It can be seen that the uncertainty linaite lbeen severely under-
estimated which is to be expected because the systematithtmions to uncertainty
have not been taken into account in a mathematically accway.

Modified versions of the classical KF are available and th#éfgrdn the way they
use different representations of uncertainty to deal viiéhslystematic error in the mea-
surement. IN[43], a variation of KF called the Schmidt Kamnfiter is proposed which
attempts to take into account systematic uncertainty dmriions as well, as explained
in Sect[4.6 and applied in this chapter.

Another method would be to implement the Kalman filter as akaaprocess in
the presence of a systematic contribution to uncertaintgdmsidering the systematic
error as an ensemble of values from a uniform probabilityrithstion. This has also
been explained in the section and has been implemented.
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Chapter 4. The Kalman filter.

4.6 Schmidt Kalman filter

The Schmidt Kalman filter has been proposed_ in [43], as at@miaf the classical

KF, to consider also the systematic uncertainty contrdmgi The Schmidt Kalman
algorithm is as shown in Fid._4.7. The same example as befmwédben considered
again for the sake of homogeneity in the simulations for easyparison.

INITIAL ESTIMATE
Xg; ng Q: R1 D(a)y B

PREDICTION
X£ = A Xp,
a T
Pl = APLLAT +Q
D = A . D,

EVALUATION OF THE KALMAN GAIN MATRIX
Ki = (PJH} +DJHE) (HP{HT + HpD,"H{ +H;D{H{ +HpBHE +R) !

CORRECTION OF THE PREDICTED STATES AND COVARIANCE MATRIX
x¢ = xI + Kiply, — Hx))
P{ = (I — KyHu)P, — KyHpD{"
Df = D] — Ki(HiD] + HgpB)

Figure 4.7: Schmidt Kalman filter algorithm.

It considers the systematic contribution to uncertaintgraadditional state variable.
So, the systematic contributions are modeled as a sepasaite of states and the cor-
responding noise covariance matrix is considered. Thexef@w matrices, in addition
to the ones defined in the classical KF have to be defined foelmugdthe systematic
contribution:

[y

« B=u? 2 =0.322/3

sys

o[}

where B is the variance of the systematic contribution ahds the cross covariance
matrix between the random and systematic errors. It is ampatox because the sys-
tematic and random errors are independent in the consiéeeadple. The Readers are
addressed to [43] for further details.

The initial values ok¢, Q andP; are the same as in Selct. 14.3.

Also the simulated measured valugsof velocity are obtained as in Se€t. 4.3 but,
in this case, the associated standard uncertainty valug, isbecause in the Schmidt
Kalman filter, the systematic uncertainty is propagatedseparate matrix.
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4.6. Schmidt Kalman filter

The simulated measured values of acceleratjoand the associated standard devi-
ation are also obtained as in Séctl]4.3.

The results of the simulations are reported in Figl 4.8[aBdwhere the blue and
the red lines have the same meaning as in Figs. 4.5ahd 4.6.
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Figure 4.8: Difference in the reference and predicted velocity validsg(line) provided by the Schmidt
Kalman filter, together with the predicted uncertainty imt (red lines).
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Figure 4.9: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
Schmidt Kalman filter, together with the predicted uncetainterval (red lines).

The results obtained for the acceleration are pretty muelsdame as in the previous
case in Secf._4.3, while a difference can be seen in the wgloci

The Schmidt Kalman filter is aimed at considering systemaiiertainty contribu-
tions and indeed the uncertainty intervals are signifigdatiyer than those obtained in
Sect[4.8, but they do not yet contain the actual velocityhefitehicle. Therefore, even
if the Scmidt KF provides a better estimation of the measer@nuncertainty in the
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Chapter 4. The Kalman filter.

presence of systematic contributions than the classicalKéertainty is still underes-
timated. This would, in turn, mean that the systematic ¢outions to uncertainty are
still not considered in a completely accurate manner andderestimated.

4.7 Kalman filter based on a Monte Carlo sampling

The same example as in Sdct.]14.4 has been considered agaasfocomparison. So,
it has been assumed to have a systematic error of 0.3 m/s uekbeity measurement
data.

When there is an uncompensated systematic contributioncertainty, an interval
of values can be estimated where the systematic error li€ficourse, only an interval
can be assumed but the actual value can not be estimatedw@that could be simply
compensated for. So, there is a situation of total ignoramtias interval of values. In
the theory of probability, when there is total ignorance, aimum entropy model is
assumed, which leads us to use the uniform probabilityidigion to represent total
ignorance.

In this particular example, the distribution correspogdimthe systematic contribu-
tion to uncertainty has been assumed to be a uniform disibwith a zero mean and
a half-width of 0.32 m/s which is equal to tBe interval of the random noise which has
been assumed to be gaussian in nature and with a standaatidiewif0.16m/s. So,
the distribution of the velocity would be imposed by bothtiiedom and the systematic
contributions to uncertainty.

INITIAL ESTIMATE
Xg: Pg; Q! R = uy

DRAW A LARGE NUMBER OF SAMPLES FROM
THE UNIFORM PROBABILITY DISTRIBUTION

IMPLEMENT THE CLASSICAL KALMAN FILTER FOR THIS
ITERATION FOR ALL THE DIFFERENT SAMPLES DRAWN

Figure 4.10: Classical Kalman filter algorithm applied based on montd@aampling.

The classical Kalman filter that has been described in $ethas been used but
with a change. The difference is that it is implemented based Monte Carlo sam-
pling method. So, the systematic error has been assumedatio &esemble of values
and each of these values belong to the uniform distributian has been attributed to
the systematic uncertainty as explained earlier.

So, every iteration of the Kalman filter has been performedaftarge number of
samples drawn from the uniform probability distributiontbat every possible system-
atic error in the interval is considered.

The algorithm is as shown in fig. 4]10.

This leads to the consideration of every possible value enititerval so that the
maximum value of the obtained state predictions in eachtitar can be considered as
the uncertainty limit for the particular iteration.
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4.7. Kalman filter based on a Monte Carlo sampling

The results are shown in Fig._4]11.

06 Error between the velocity estimated by the kalman filter and the actual velocity

0 200 400 600 800 1000 1200 1400 1600 1800 2000

Figure 4.11: Difference in the reference and predicted velocity vallsdsg(line) provided by the Kalman
filter, together with the predicted uncertainty intervadrlines).

Again, the blue lines represent the error between the pestigtates by the Kalman
filter and the actual velocity. The plot of acceleration i¢ reported since it is un-
changed with respect to the classical KF since the accelardbes not suffer from
any systematic error. It can be seen from Fig. 4.11 that the lahe representing the
error between the predicted states by the Kalman filter améd¢kual velocity still has
a mean value of 0.3 m/s. But, the red lines representing thertaisty are wider apart
from each other and the error lies inside the uncertaingrvad.

So, implementing a Kalman filter based on Monte Carlo sampliacks. But, the
number of simulations to be done increases by a very largeaald hence, this method
is not computationally efficient.

Hence, the theory of possibility and RFVs have been used daiegd in the next
chapter.
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CHAPTER

The modified possibilistic Kalman filter.

5.1 Introduction

As it has been explained in the previous chapter, the clskialman filter and the
theory of probability both are not very suitable to repreéserd propagate systematic
contributions to uncertainty in a mathematically accuveag. As it could also be seen
in the previous chapter, there have also been modificatmiiset Kalman filter as an
attempt to consider systematic contributions to uncetgtdat they are still inadequate.
The possibilistic KFs defined in [13] and in this chapter alsove the same purpose.
There have been other attempts to process systematiclmditns to uncertainty us-
ing a Kalman filter[42,52,53]. Both [52] and [53] propose algons to attempt to
estimate the systematic error in the measurement and tmepersate for the error but
do not try to propagate the systematic contributions to tasgy. Whereas, in [42],
an algorithms is proposed to include a systematic errorishait unknown magnitude
but is known to be bounded into Bayesian inference and KF wsingpproach based
entirely on probability. However, to achieve this, all théetent possible probability
density functions over the specified interval with all pbisimean values of the cor-
responding pdfs need to be considered. This makes it quitplex. As explained in
chaptef 2, a possibility distribution is basically a supeprobability distribution. So,
it can be seen as inclusive of all possible pdfs. Hence, i§ipday distributions could
be used in a KF, it would make it a more straight forward impdatation of [42].
There are KFs based on the theory of possibility availabkbénliterature([40, 44]
but, as per the author’s knowledge, uncertainty is consitlera kind of subjective way
in those algorithms [13], as is the case with the fuzzy apfibmis. But uncertainty is
a well specified concept in metrology and is recommended By8[] to be processed
in the same way. Since uncertainty, in metrology, must beidened according to the
definition given byl[[27, 30], this chapter is hence aimed appsing a possibilistic KF,
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Chapter 5. The modified possibilistic Kalman filter.

whose definition is perfectly framed within the present 8tads [27, 30].

As explained earlier in chaptél 3, within the mathematicairfework of the the-
ory of possibility, Random-Fuzzy variables can be used toesmt all contributions
to uncertainty in a more accurate way. Therefore, methodsatgorithms aimed at
fully exploiting the advantages provided by the Random-kwaziables in expressing
measurement uncertainty should be capable of processng fhhe same goes for the
Kalman Filter as well, and the KF proposed in this chaptengishe theory of pos-
sibility, to be able to process all kinds of uncertainty cimitions, is based on these
variables (RFVs).

To validate the possibilistic KFs, the same example is d@rsid, where the velocity
of a vehicle, along with its associated measurement unngrtdas to be estimated,
with a Kalman filter. This example is described in Secil 4.4.

Two different approaches to the possibilistic KF are ajjpdied compared with each
other: the possibilistic Kalman filter proposed in[13] andtnement of it, proposed
in this chapter. The modified possibilistic KF proposed iis tthapter operates with
the exact same equations as the classical KF but all outpigtate variables are RFVs
instead of being crisp values as in the classical KF.

Finally, a hybrid KF has also been applied, which combine ltiee classical KF
algorithm and the possibilistic KF algorithm defined in tbimpter, for the random and
systematic uncertainty contributions respectively.

This last version has been considered, as shown in[Sectovaljdate the proposed
possibilistic KF by processing the systematic and randontridmutions to uncertainty
separately, according to their natural mathematical sspri@tion([18, 19]. Under these
conditions, the highest accuracy is achieved, as showndh $£e5, at the cost of a
higher computational burden that, at present, makes thachids- suitable only as a
reference method.

5.2 The considered example

The same example is considered and has been recalled forefamnce, in which a
vehicle is moving at a velocity,.¢(¢), according to the impressed acceleratiQn(t),
as shown in Fig_5]1.

Eq. (5.1) shows the state equations of the model:

* v, anday, are velocity and acceleration of the vehicle at tilme

» wyp andw} are the standard deviation of the noise in velocity and acagbn
respectively at time;

* 7 is the time period within two successive measurements

Vg = Vg1 + T Qg1+ wZ (5 1)
ay = ax_q + wy '

Since it is the same example as in Sect.] 4.4, the state vethersneasurement
vector and the matrices are all the same as given in Sett. 4.4.
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Figure 5.1: Reference values of velocity (blue line) and acceleratied [ine) over time.

INITIAL ESTIMATE
X5, Q"%

PREDICTION
POS
X£ = A X, +Q

|

EVALUATION OF THE COVARIANCE MATRIX CXf
k
C

x/ = x!

EVALUATION OF THE KALMAN GAIN MATRIX
POS i T T =
Kk = sz = Cx£Hk (chxﬁHk + CYEM) 1

|

CORRECTION OF THE PREDICTED STATES
— f POS f
Xe = Xy + Ky 72 (Ye — HXy)

Figure 5.2: Possibilistic Kalman filter algorithm defined in [13].

5.3 The possibilistic Kalman filter
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This section considers the application of the possikiliKalman filter defined in [13],
with the aim to consider also the presence of systematicibatibns to uncertainty.
The basic equations of this algorithm defined in [13] are giveFig.[5.2. It can be

seen the the equations are very similar to the classical Kiateaps.

But, in a classical KF, the states are all crisp values and tligens considered

separately using the noise covariance matrix which is pyateal separately from the
states. This is an important reason for which all the noigesinio be strictly gaussian
since, otherwise, the equations for the propagation of tigencovariance matrix do

not hold true anymore.
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Chapter 5. The modified possibilistic Kalman filter.

In the possibilistic KF, on the other hand, all variablesha state vectors are RFVs
and the iterations are performed using RFV mathematics Bl4&l, so that both ran-
dom and systematic contributions can be mathematicallyesemted and combined
according to their different nature [19,/48]. Hence, theseaovariance matrix does
not need to be propagated separately from the states antbisatically propagated
when the states vectors are combined in the form of RFVs. Thigemit possible to
implement the possibilistic KF for any type of distribution

Furthermore:

« as for the matrix which considers the model uncertaintiegtix Q in the classical
Kalman filter), according to the assumptions reported int.5écl, we define a
vector of RFVQY% where:

— the element related to velocity is an RFV in which there is nerimal PD and
the random PD is obtained by transforming![48] a zero meamabpdf with
standard deviation" in the possibility domain;

— the element related to acceleration is an RFV in which theme isternal PD
and the random PD is obtained by transforming [48] a zero meamal pdf
with standard deviation® in the possibility domain;

« as for the initial state vectofy, it is assumed that

— the initial velocity is an RFV in which there is no internal PBdethe random
PD is obtained by transformin@![8,/15,/16) 36} 48] a normal wdh mean
equal to the first measured value for velocity,{) and standard deviation”
in the possibility domain;

— the initial acceleration is an RFV in which there is no intérA® and the
random PD is obtained by transforming|[8|/15,[16/36, 48] anadpdf with
mean equal to the first measured value for acceleratign) (and standard
deviationw® in the possibility domain;

» as for the measured values, for every stethe RFV associated to the simulated
measured velocity is centered on(obtained as in Sedt. 4.4) and

— the internal PD is a rectangular PD with widttb,,; arounduvy;

— the random PD is obtained by transformingl[48] a zero meamabpdf, with
standard deviation?,,, in the possibility domain.

ran

On the other hand, the RFV associated to the simulated mebaoceleration is
centered o, (obtained as in Sedt. 4.4) and:

— the internal PD is nil;

— the random PD is obtained by transforming![48] a normal pdth weana,,
and standard deviatiauf,,, in the possibility domain.

The RFVs for velocity and acceleration for the initial stag¢etor can be seen in Fig.
5.3. They are both centered at zero because the initial merasuts for velocity and
acceleration are both assumed to be zero.

The RFVs for velocity and acceleration measured values asé@sn in Fig.[5.4.
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5.3. The possibilistic Kalman filter
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Figure 5.3: Velocity and acceleration initial state RFVs
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Figure 5.4: Velocity and acceleration measurement RFVs

The measured velocity is assumed todme/s and the acceleration is assumed to be
zero. Hence, they are centered at the corresponding values.
The noise covariance matrix for the state predictiGgs can be obtained by calcu-
k

lating the possibilistic variances and the covariancewéen the system states directly
from the respective RFVs of the states.

The obtained results are shown in Figs] 5.5[and 5.6. In th&lpbstic approach, the
difference between the predicted velocity/acceleratimhtae corresponding reference
values are RF\ls Therefore, the blue lines in Fig._5.5 dndl5.6 represent thamval-
ues of these RFVs. On the other hand, the red lines represeeudry iteratiork, the
width of thea-cut at levelo = 0.01 of the predicted velocity/acceleration respectively,

1Since the predicted velocity and acceleration are RFVs.
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Chapter 5. The modified possibilistic Kalman filter.

— Difference between predicted and reference velocities.
—Uncertainty limits associated to the predictions.
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Figure 5.5: Difference in the reference and predicted velocity valudsg line) provided by the possi-
bilistic Kalman filter defined in[13], together with the piieted uncertainty interval (red lines).
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Figure 5.6: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
possibilistic Kalman filter defined i [13], together witrethbredicted uncertainty interval (red lines).

i. e. the confidence level at coverage probabiiafs.

With respect to the results provided by the classical KF astth&dt KF, which both
underestimate the measurement uncertainty, the possibiKF is able to consider
correctly also the systematic contribution, so that theviplex confidence intervals
almost always include the systematic ergqy, except during the transient period when
there is the sudden change in the acceleration and thereigeashoot till the Kalman
filter readjusts to follow the data smoothly. Furthermohs time of convergence of
the possibilistic KF igl 17 iterations.

However, Fig. [5b also shows a problem in the obtained resu#t. the non-
negligible oscillations. In fact, if, after reaching congence, the standard deviation
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5.4. A new definition for the possibilistic Kalman filter

of the results shown in the blue line is evaluated, a valuggdf - 1072 m/s is ob-
tained, which is much higher than the value obtained whemdkelts of the classical
KF (29.9 - 1072 m/s) and the Schmidt KF26.7 - 1072 m/s) are considered.

As also summarized in Fig. 5.2, the gain matrix is evaluatedaling to the covari-
ance matrixC, - In [13], it has been suggested that the covariance mataxakiated
according to the external membership function of the RFVsthab the overall un-
certainty is taken into account. Therefore, under this mgpsion: Cxﬁ = Cfff and

KFOS — K [13] (see again Fid. 5.2).

Since, the external membership function of an RFV repregb@et€ombined un-
certainty of both the random contributions to uncertaintg ghat of the systematic
contributions to uncertainty, the value of the varianced epvariances obtained are
very high. This results in the Kalman gaii{“®) to be very high as well which results
in always overcompensating the error between the apriedipted state and the mea-
surement data obtained. Hence, there are very large asrilan the predicted states
as well as the uncertainty limits evaluated.

This result is not desirable, since the aim of a KF is a goodiptien of both the
state variable and its uncertainty. However, in this cdmseptediction of the uncertainty
values is not satisfactory.

5.4 A new definition for the possibilistic Kalman filter

In the previous Secf. 5.3, it has been shown how the possibiKF is able to correctly
evaluate the measurement uncertainty due to both randosyatematic contributions,
but it is not as efficient in predicting the velocity values paoved by the oscillations in
the blue line in FigL5J5. In this section, a modified posshi KF is defined, in order
to maintain the advantages of the already defined possibiK$ but also to improve
the state variable prediction.

As stated in previous Sedi. 5.3, the oscillations in the bheein Fig. [5.5 are due
to the very high values in the gain matmégfos, which is evaluated according to the
possibilistic covariance matri€, , = C;’?f.

Since the covariance matrix is evaluated starting from xitereal membership func-
tions of the RFVs representing the state variables, its etlevae quite high in magni-
tude. In the new modified definition for the possibilistic KiHs proposed to evaluate
the possibilistic Kalman gain matrix, according to the ploifistic covariance matrix
Cxf = C;‘Z”. This means that the possibilistic variances and covaesmace evaluated
from the random PDs of the RFVs of the state variables.

Similarly, also the possibilistic variance of measureraéfy is evaluated for its
random PDY;“". In this way, since the possibilistic variance and covareadecrease,
also the elements in the Kalman gain matrix decrease.

To understand the motivation behind this, let us go backedtsics of the Kalman
filter as explained in Sedi.4.2. It is known that the Kalmaim ggevaluated in such a
way that the variances of the errors between the predicéddssand the measurement
data is minimized. Hence, it is a weighted ratio of the varemof the state predictions
and the variances of the measurement data.

Now, if the measurement data is affected by purely the ranclamtributions to un-
certainty, the variance of the data represents the magndaisxhriation around the mea-
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Chapter 5. The modified possibilistic Kalman filter.

sured value. Now, if we consider that there is an unknowresyatic error and hence
a systematic contribution to uncertainty, it still meanattthe magnitude of variation
around the measured value is still purely from the randontritmrtions to uncertainty.

The systematic contributions to uncertainty only mean thatexpected value of the
data is not the true mean value of the distribution, rathes,shifted by a certain value
which is the systematic error.

But, in the previous definition of the possibilistic Kalmardil algorithm, the pos-
sibilistic variance associated to the state has been deadlusing the external mem-
bership functions of the RFVs which includes both the systenaad random contri-
butions to uncertainty. Hence, the possibilistic varianakeulated from the external
membership function of the RFVs includes the effect of bothvariation around the
measured value and the effect of the shift of the expectadeviabm the true mean.
This is not desirable for the calculation of the Kalman gain.

Hence, if the possibilistic variance of just the random pathe RFV is calculated,
that again accurately represents the variation around dasuned value, whatever the
expected value might be, which is what we want to use for theitzion of the Kalman
gain.

Under this new assumption, the algorithm for the posstiglisalman filter is schemat-
ically represented in Fid._5.7. With respect to the algaonith Fig. [5.2, the different
evaluation of the covariance matrix can be readily percemed, consequently, the
different Kalman gain matrix can be also seen.

INITIAL ESTIMATE
Xg, Q"%

PREDICTION
f _ POS
Xy, = A - X, +Q
EVALUATION OF THE COVARIANCE MATRIX fo
k
C

x! = x/

EVALUATION OF THE KALMAN GAIN MATRIX
P T T —
KkOS _ Kzan = Cxin (Hkain + chan) 1

l

CORRECTION OF THE PREDICTED STATES
_ ; POS int ¥
Xip = Xi + K72 — HXy)

Figure 5.7: The defined possibilistic Kalman filter algorithm.

There is also another difference between the two algoritimn#sgs. [5.2 and 517,
shown in the last equation. In the new definition, the coroaadf the state variables is
done by considering, in the given equation, only the intelriaof the RFV associated
to the measurement value. This is more coherent with theickEKF, in which the
correction of the state variables only depends on the viglud the measured velocity
and not on its uncertainty. In the same way, by procesgjfig all possible values of the
measured velocity caused by the presence of a systematrcagertaken into account,
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— Difference between predicted and reference velocities.
—Uncertainty limits associated to the predictions.
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Figure 5.8: Difference in the reference and predicted velocity vall®sg line) provided by the pos-
sibilistic Kalman filter defined in this chapter, togethettiwihe predicted uncertainty interval (red
lines).
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Figure 5.9: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
possibilistic Kalman filter defined in this chapter, togetkdth the predicted uncertainty interval
(red lines).

but the random variability about this value is not considarethe state prediction.

This is equivalent to considering all possible values fergkpected value inside the
interval of values represented by the internal membersmption of the RFVs. This
is similar to the implementation of the classical KF aldgamtbased on Monte Carlo
sampling as explained in SeCt. 4.7. But, using the theory sdipdity and RFVs makes
it much more direct and computationally efficient thankd® RFV mathematics.

The obtained results are shown in Figs.] 5.8 5.9, whereethand blue lines
have the same meaning as in Figs.] 5.5[and 5.6. [Fig. 5.8 clglaolys that the oscil-
lations reported in Fid. 5.5 have been completely elimitha®nvergence is obtained

61



Chapter 5. The modified possibilistic Kalman filter.

after aboutl53 iterations, so convergence is slower than with the origpaasibilis-
tic Kalman filter, but the results are really improved. Iftesfreaching convergence,
we evaluate the standard deviation of the results in the Ioleewe obtain a value of
22.4-107% m/s, which is lower than in all previous cases.

The good estimation of uncertainty is also confirmed, siheepredicted values of
velocity are well inside the predicted coverage intervatl(lines). The improvement,
with respect to the implementation shown in Séctl 5.3 iseaamgain, the absence of
oscillations.

It can be concluded that the defined possibilistic KF impsothee behavior of the
possibilistic Kalman filter defined in [13], since both pretéins and uncertainty are
correctly evaluated.

5.5 \Validation of the proposed possibilistic Kalman filter

In order to validate the possibilistic Kalman filter definadtlis chapter, this section
shows the results obtained by employing an hybrid KF, in Wile variables are partly
processed according to the theory of possibility, and parttording to the theory of
probability. In particular, the random contributions tccertainty have been processed
according to the classical KF equations, while the systentaintributions to uncer-
tainty have been modeled and processed as internal PDs of, RiyVapplying the
RFV mathematics. In this way, the systematic contribuitioas be correctly propa-
gated[[18, 19, 48]. The algorithm in this case is schemdyic&scribed in Figl_5.10.

As far as the classical KF is concerned, the same assumptied®ne as in Se¢t. 4.4
except that, in this case, the standard uncertainty aseddia the simulated measured
velocity isu?,, (and notu”), since only the random contributions are now considered.
As for the RFV part, it is sufficient to consider only the initiaternal PDs of velocity
and acceleration in the initial stax¢-"", as defined in Sedf._5.3.

The obtained results are shown in Figs. 5.11[and 5.12.

The blue line in Fig.[5.12 shows the differences between éfierence and the
predicted accelerations and the red line gives the evaluateertainty intervals.

The blue line in Fig[.5.11 represents the difference betwiermpredicted velocity
(directly provided by the classical KF, at the left side oé thigorithm’s model) and
vet(k). On the other hand, the red intervals represent, for everation, the99%
confidence interval of the RFV associated atahposteriorivelocity. In order to obtain
this RFV, at every iteration, it is possible to combine theinal PD (obtained with the
RFV mathematics, at the right side of the algorithm’s modeFig. [5.10) with the
random PD built according to the results given by the clatd{¢ at the same step
(obtained by applying the probability-possibility traoshation to the pdf given at the
left side of the algorithm’s model in Fid._5.10). In partiaylwe obtain the random
PD by applying the probability-possibility transformatif#8] to the normal pdf whose
mean value is the first element ¥ and whose standard deviation is given by the
element(1, 1) in the covariance matrik;.

In this case, we have convergence after aBbuterations and the standard deviation
of the blue line in the results &).8 - 10~m/s after reaching convergence.

By comparing Fig.[5)8 with Fig[_5.11, it can be immediatelyrséeat we have
obtained very similar results, thus confirming the validifythe proposed possibilistic
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Figure 5.10: The employed algorithm to validate the proposed possitailisalman filter.
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— Uncertainty limits associated to the predictions.
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Figure 5.11: Difference in the reference and predicted velocity validisg line) provided by the hybrid
Kalman filter, together with the predicted uncertainty it (red lines).

KF. Of course, the application of the possibilistic KF is rhumore immediate than the
application of the Hybrid KF.
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0.1
— Difference between predicted and reference accelerations.
0.08 —Uncertainty limits associated to the predictions.
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Figure 5.12: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
hybrid Kalman filter, together with the predicted uncertgimterval (red lines).

5.6 Further tests and comparison

In order to achieve a more comprehensive validation of tiopgsed possibilitic KF,
similar simulations as those reported in Séctl 5.2[and 5/6 haen repeated by con-
sidering the pattern shown in Fig. 5113 for velocity and &xeion.

The results obtained are quite similar to those shown in Eg, [5.8,[5.111 for
velocity and to those shown in 56, b[9, 5.12 for accelenatithe results for velocity
are shown in Fig_5.14, 5.1I6, 5]18 for the original possh#iKF, modified possibilistic
KF and the hybrid KF respectively. The results for accelersare shown in Fid. 5.15,
[65.17 [5.19 for the original possibilistic KF, modified pdslstic KF and the hybrid KF
respectively.

A few synthetic indexes have been extracted from the ohdaiesults, for a more
immediate comparison of the different considered KFs. hiqaar:

« Convergence time. It is the time taken to reachdb@ of the steady-state value
of the prediction.

» Steady-state error. Itis the difference between the gegpeedicted value and the
reference value, once steady state is reached.

 Error variation. It is the standard deviation of the errorce steady state is
reached.

» Uncertainty limits. It is the width of the coverage interthat is supposed to
encompass the error on the predicted value with% coverage probability, once
steady-state is reached. When the classical KF is emploledistthe+1.960
interval. When the possibilistic KF is employed, this is thieltl of the a-cut at
a = 0.01 level of the RFV of the predicted values.

* Variation of uncertainty limits. It is the standard dewat of the width of the
interval considered above, for the predicted values, oteay state is reached.
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Figure 5.13: Reference values of velocity (blue line) and acceleratied (ine) over time for the new
considered case.
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Figure 5.14: Difference in the reference and predicted velocity valldsgline) provided by the original
possibilistic KF, together with the predicted uncertaiitterval (red lines).

» Percentage of values inside the uncertainty limits. Ithis telative number of
predicted values whose error falls inside the above inteiivas value should be,
theoretically99%. The closer it approximates this value, the more accurdteis
prediction provided by the considered KF.

All above indexes have been computed and reported in Tafl€vBlocity) and
Table[5.2 (acceleration) for the simulated pattern showfign[5.1, and in TablE 5.3
(velocity) and Tablé 514 (acceleration) for the simulatattgrn shown in Fid. 5.13.

Itis, of course, known that the classical KF has been apligdide its theoretical
assumptions and hence, the results obtained from the cd &3t are inaccurate. The
results from the classical KF have still been reported guelthe sake of comparison.
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Figure 5.15: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
original possibilistic KF, together with the predicted wartainty interval (red lines).
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Figure 5.16: Difference in the reference and predicted velocity valumseline) provided by the modi-
fied possibilistic KF, together with the predicted uncanmtgiinterval (red lines).

The reported data confirm that the proposed possibilistipkKivides good results
in the presence of systematic contributions to uncertaintythat the hybrid KF can be
considered as a reference method.

Applications of the proposed KF have been presented in fl@vimg chapters.
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Figure 5.17: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
modified possibilistic KF, together with the predicted utaiaty interval (red lines).
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Figure 5.18: Difference in the reference and predicted velocity validsg line) provided by the hybrid
KF, together with the predicted uncertainty interval (réakls).

KF Classical | Schmitt Original Possi-| Modified Pos-| Hybrid
bilistic sibilistic
Convergence(s) 54 847 117 151 85
Steady-state error | 0.2961 0.2968 0.3016 0.3024 0.2997
Variation of error 0.0299 0.0267 0.0847 0.0224 0.0308
Uncertainty limits 4+0.0371 +0.1871 40.4056 +0.3706 +0.3961
Variation of uncer-| O 0 0.0656 0 0
tainty limits
Percentage inside 0.34 5.14 82.36 97.38 99.92
the uncertainty lim-
its

Table 5.1: Synthetic indexes for velocity for case 1 as seen in[Fig. 5.1.
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Figure 5.19: Difference in the reference and predicted acceleratiorugal(blue line) provided by the

KF Classical | Schmitt Original Possi-| Modified Pos-| Hybrid
bilistic sibilistic

Convergence(s) 10 10 3 7 9

Steady-state error | -0.00009 | 0.00003 | 0.00052 0.00002 -0.00007

Variation of error 0.0012 0.0011 0.00086 0.00084 0.0011

Uncertainty limits +0.0015 +0.0015 +0.0018 +0.0028 +0.0039

Variation of uncer-| 0 0 0 0 0

tainty limits

Percentage inside 81.14 83.70 93.88 98.42 98.72

the uncertainty lim-

its

Table 5.2: Synthetic indexes for acceleration for case 1 as seen if&l.

KF Classical | Schmitt Original Possi-| Modified Pos-| Hybrid
bilistic sibilistic

Convergence(s) 54 847 117 151 85

Steady-state error | 0.2969 0.3138 0.2913 0.3036 0.3032

Variation of error 0.0251 0.0316 0.0843 0.0276 0.0287

Uncertainty limits +0.0371 +0.1871 4+0.4056 +0.3706 +0.3961

Variation of uncer-| 0 0 0.0656 0 0

tainty limits

Percentage inside 0.2 11.96 83.10 99.76 99.88

the uncertainty lim-

its
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Table 5.3: Synthetic indexes velocity for case 2 as seen in[Fig] 5.13.



5.6. Further tests and comparison

KF Classical | Schmitt Original Possi-| Modified Pos-| Hybrid
bilistic sibilistic
Convergence(s) 10 10 3 7 9
Steady-state error | 0.000075 | 0.0020 0.00062 0.00012 0.00028
Variation of error 0.0011 0.0024 0.0018 0.00096 0.0010
Uncertainty limits +0.0015 +0.0015 +0.0010 +0.0028 +0.0039
Variation of uncer-| 0 0 0 0 0
tainty limits
Percentage inside 79.40 37.72 77.88 95.96 99.18
the uncertainty lim-
its

Table 5.4: Synthetic indexes for acceleration for case 2 as seen if5ig.
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CHAPTER

Application of the modified possibilistic KF in
Precision time protocol

6.1 Importance of time synchronization

The distribution of a common time reference among the nodl@sgiven distributed
system represents a fundamental issue in several contextsmnart grids, Industry.0
and Internet of Things (1oT). In 10T, a large network of serssand other devices should
be able to interact with each other to be able to implemertdridevel applications
collectively.

With the increasing level of complexity in 10T, these deweeed to be highly dy-
namic and be able to self-configure such that a single dewneoperate in multiple
different scenarios with different partner devices. Thigresents one of the challenges
in 10T to be able to provide the device with “high level of ilitgence” for a high
fliexibility in operation.

With such a complex network, the 10T devices also need torbe-aware, since
an accurate time is necessary to be able to coordinate wittiphlewlevices. This is
because accurate timestamps of events or data are reqaitbdtghe data from dif-
ferent nodes can be processed together and also these dimassare used for latency
measurements.

For example, in finance, especially in high frequency trgaiatworks, traders buy
and sell equities and securities. The trading operatioaisstmould occur in these net-
works should be very fast and accurate and should occur irdefined window of
time to be valid. The speed and accuracy of operations ageinvgrortant since the
prices change really fast in the financial markets which ayelfvolatile. So, for large
trading companies that have transactions involving a huge af money, any small
time delay which results in an increase or decrease of thigygayice would amount to
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huge difference in the revenue. Also, it is important thar¢his a saved record of all
trading activities so that the portfolio of a particulardes can be known at all instants
in time. So, not only do the trading operations need to octartagh speed but they
also need to be timestamped accurately.

Similarly, in banking, all financial transactions need todeeurately timestamped
to keep track of the money being exchanged. Timestamps omcfalalocuments are
another example where accurate time synchronization isimgyortant. Without that,
there would be numerous mishaps in proving that the exchahgsney occurred,
or an agreement was signed or other business operationglack when they were
alleged to have taken place to avoid any financial scams.

Other examples where accurate time synchronization idyhigtportant would be
the internet, mobile networks, power systems etc.

Given the importance of time synchronization, there arewuarprotocols that have
been defined with different levels of accuracy in synchrat@n. The most common
protocol in use is the Network time protocol (NTP). The finsesification document
for NTP was released in 1985. It was first devised by D.L. Mdis American scientist.
It operates using the User Datagram Protocol (UDP). Afteffitist version, there have
been several versions released over time. Currently, ieisairth version of NTP that
is being run and the specifications for NTPv4 have been defm@®10. The fifth
version for NTP is currently under work.

Most of the household computers around the world are syncted to the Coordi-
nated Universal Time (UTC) using NTP. However, the synclratnon accuracy using
NTP is around 1 millisecond under good conditions and carebg or even hundreds
of milliseconds depending on the operating network coonti

For an industrial scenario, this accuracy may not be goodgimcEspecially in high
frequency settings, the synchronization needs to be mugk aczurate. This can be
achieved by either a Global positioning system (GPS) bakmt or a Precision time
protocol (PTP) network. Since GPS based clocks are quiterestge, they are usually
used as either reference clocks in a time network or as a tines for a stand-alone
node. On the other hand, for an industry where there are preiltiodes in the same
local network, having a GPS clock for each node becomes guensive. So, in this
scenario, arranging a PTP network becomes a more feasitibaop

6.2 Precision time protocol

Precision Time Protocol (PTP), either as an alternative lalb&@ Positioning System
(GPS) or as a synchronization back-up, is a widely accepiledien for the synchro-

nization of nodes in a time network. PTP provides a synchkaiimmn accuracy of the
order of nanoseconds under ideal conditions, as given bdlbe/specification for PTP
protocol, also known as the IEEE 1588 standard has beealiniteleased in 2002 and
the second version which is currently in use has been releasz908.

A PTP network operates using a Master-slave hierarchy mystalifferent layers
in increasing order of accuracy of the clock. The clock wita highest accuracy that
provides the reference time to the rest of the network isdathe grandmaster clock.
This is usually a clock that is synchronized to the UTC withghhdegree of accuracy.
Usually, a GPS based clock is used as the grandmaster intiverke
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6.2. Precision time protocol

There are two types of message exchanges that happen bdtveesraster clock
and the slave. Event messages are the messages that aremseilyfor the synchro-
nization between the clocks and highly accurate timestarggenerated at the sender
end when an event message is transmitted from a node and ladsotihhe message is
received at the receiving end.

General messages instead are the messages which do not thgugeneration of
an accurate timestamp. Usually, the timing informatiorhefévent messages is relayed
using the general messages.

There are several requirements for the PTP network thatlese prescribed for an
optimal functioning of the network, as given in the IEEE158&8ndard:

» Cyclic forwarding of the PTP messages within the same conication path
needs to be eliminated by the network using suitable alyostbecause PTP
assumes that it is done and only takes care that PTP messagest ayclic for-
warded between different communication paths.

» The event that there is a missed message occasionallycaigo messages or a
message that arrives out of order needs to be rare althoughsRdlerant to such
occurrences if occasional.

» PTP assumes that the network is operating in a multicastragrication mode.
So, it is assumed that announce messages are sent in regefaais by one port
and the message is received by all the other ports of the amdior boundary
clocks in the communication path. PTP ports discover otbetspvhen they re-
ceive the multicast announce messages in a network.

So, if it is not possible to use multicast mode in a networke cdould be taken
that the PTP behavior is preserved in the mode. So, the anaounassage needs
to be replicated to all the ports in the communication pathgignicast messages.
Discovery is not possible if not using multicast. So, anral¢ive method like
configuration needs to to be used to facilitate the discogécjocks.

* Like any other synchronization algorithm, the accuracyaoted in PTP is de-
pendent on the error in calculating the offset which is imtdependent on the
asymmetry in the forward and return paths of the messages érlor is not de-
tectable by PTP.

» Two step clocks are the devices that use two messages tm@rnbe timing in-
formation to a port. The first message is called an event rgessehich relays
the information about the request, and the net messagelésl @algeneral mes-
sage, that contains the information about the time when tbatanessage was
generated. In such cases, if the event message and gensszlgadravel to the
node through different paths in the network, that would Iteiguan error in the
calculation of the path delay and this introduces jitter additional error in the
offset calculation.

* It is assumed that the number of boundary clocks used in tanslave syn-
chronization hierarchy from the grandmaster to any slawhennetwork is less
than 255.
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» Components in the network like bridges cause unwanted jittech results in
error. The jitter is dependent on the traffic in the network, &re should be
taken that the network is designed in such a way to minimieetthffic in the
network. PTP messages should also be set to be processemjatmibrity with
respect to other messages at the device.

» The protocol in the network should be structured in such wn tvat the message
timestamp point can be defined. Message timstamp point ipdim within the
PTP event message which, when passes the reference plamtook @enerates
a timestamp. A PTP message is a data packet. So, the messagtatnp point
refers to the part of the data in the datapacket which whemgbgiocessed by
the clock triggers the generation of the timestamp at thekclti is like a trigger
command in the data packet. So, it should be clearly defineztevthis trigger
command is placed in the PTP message.

The clock synchronization of a slave clock in a PTP networduog at the beginning
of every UTC second and is initiated by the master clock.

Let us suppose that the sync message is received at a tirastifsf,..) by the slave
which triggers the clock synchronization. The clock sywctization in a PTP network
occurs as given below and shown in the figl 6.1:

« The slave receives aync message from the master and the titf (¢,,,.) is
recorded which is the timestamp denoting the time at whiehs§mc message is
sent from the master.

* The master sends the information abﬁ’EY{(tsym) either by sending &'ollow up
message if it is a two-step clock or by embedding the timegtianthe sync mes-
sage that was sent in the first step if it is a one-step clock.

» The time of reception of the sync message is recorded byléve the moment
the sync message is received at the node. Let the timestaoulesl by the slave
beT™ (tsyne)-

» The slave sends Relay — Request message to the master and the time at which
the message has been transmitted is recorded by the slaviheltenestamp be
Ts(tdelay)-

» The master receives the message and records the time dt thisanessage has
been received from the slave. Let the corresponding timesteeT™ (14, )-

* The timestampgl™ (¢4.1,) is sent to the slave by the master usindalay —
Response message, so that, at the slave, all four timestafip& ., ne ), T° (tsyne),
T (taetay) ANATM (¢ 4014, ) are available.

The propagation delay and the time offset are calculategyube four timestamps.
In particular, the propagation delayis calculated by:

Ci = (Ts<tdelay) - TM(tsyTw)) - (Ts<tdelay) - TM(tdelay>)/2 (6-1)

While the time offseét at the time instant,,,. is given by:

sync

é(tsync) - Ts(tsync) - TM(tsync> - CZ (62)
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Master Clock Slave clock

TM (tsync)

Sync message

T> (tsync)

Ts(tdelay)

Delay request
message

TM (tdelay)

Figure 6.1: Message exchange in a PTP network.

This offset is then used to correct for the error in time betw#he slave clock and
the master clock. The error is produced because there idtardeny clock in the
world. So, the slave clock is constantly drifting away frdme reference time. Hence,
to always maintain a high degree of accuracy in the time symghation, it is very
important that the synchronization process is continyoregleated at regular intervals
in time. So, essentially, synchronization is like a constafibration that is being done
on the slave clock.

Just like any other measurement process, also synchrimmizests several sources of
error. Some sources are of random nature like the noise astamping or the random
delay in the transmission of the messages. Other sources aystematic errors like
error in offset calculation due to asymmetricity.

6.2.1 Uncertainty in PTP networks

As mentioned earlier, any timestamping process is effdeyealrandom noise in times-
tamping. For the sake of simplicity, we assume in the follayihat the uncertainty
contribution affecting master timestamps can be neglestexh compared to other un-
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certainty sources; this leads to:
TM (tsync) = tsync —d (63)

whered is the actual propagation delay between master and slave.

Let us assume that the timestarﬁﬁ(tsym) measured by the slave is affected by
a timestamping noise;. But, it is also affected by the current value of time offset
6(tsync) between the local clock and the time reference:

Ts(tsync) = Zfsync + e(tsync) + vr (64)

By substituting[(6.4) and (6.3) i (6.2) we can obtain thetreteship between esti-
mated and the actual offset values:

O(tapne) = Oltayne) + vr + (d - d) (6.5)

Assuming a hardware timestamping mechanism, and hencmaemgsthat there has
been no latency in the generation of the timestamp, the me@sunt uncertainty in
the timestamp is essentially due to the finite clock resotutiThe clock resolution
can be modeled as a zero-mean white noise with a uniformhiistbn and variance
o2 =1/(12f%), wheref, is the nominal frequency of the local oscillator[12].

The second contributiord — d instead depends on the accuracy of the delay esti-
mation procedure. This procedure is based on the assuntptbthe direct link delay
dyrs from master to slave, and the inverse link det&y, from slave to master are
symmetric and time-invariant. Several hardware solutearsbe adopted to guarantee
the fulfillment of this requirement, such as the use of boupndcks or transparent
clocks. These solutions however present a high cost anctdrelpe implemented only
on proprietary networks. Typical examples can be found dugtrial applications,
where IEEE 1588 compliant network devices are employed.

So far, the contributions to uncertainty are only of randoaure. So, suitable
servo clocks have been proposed in the literature for fuméducing measurement
uncertainty in offset and propagation delay estimatiorawiped by the PTP, before
using them for the correction of the local clock. Among thaikable servo clocks,
servo clocks based on Kalman filter have also the advantageotade information
about the accuracy of the local clock, thus providing a aelére local clock[22].

But, propagation delays over the Internet strongly dependoating protocols,
which might select different network paths from direct anderse links, and on net-
work traffic load. In general, propagation delays can be reablby the sum of two
contributions: a constant terf, ;s (or Dg,,) and a random ternp,,s (Or gsys) repre-
senting the packet delay variability. In genefal [24]:

d=D+q (6.6)

where the subscriptd/S and SM are omitted for the sake of simplicity. The first
contribution is mainly associated to the length of a progiaggpath and it varies only
when the packet routing is changed. In this cd3@resents an abrupt variation, either
increasing or decreasing; anyway the rate of occurrendeesktevents is typically low
and it can be managed in order to keep the behavior of the skygk unaffected.

The second random contributigns associated instead to queuing phenomena and
strongly depends on the traffic load, the kind of traffic (@deoice, best-effort), the
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number of switches along the path and so on. A widely accegitdistical model for
this random component consists in modeling its probakdégsity function (pdf) by a

Gamma distribution:
exp (—%) a\ !

ho)=—nm > (5) 1@ 6.7)
beingk, 8 > 0. The functionl(a) is the unit step, that isl(a) = 1 for « > 0 and
1(a) = 0 otherwise. This distribution is parameterized in termshafge parameter
and scale parametgr which depend on the traffic load, packet size profile and rermb
of switches, as specified in the ITU-T G.8261 recommendaiitve mean and variance
are, respectively: lg] = k3 and vafq] = k2.

The propagation delay, estimated by the PTP engine, camespto the one-way
delay, that is:

q— dys +dsv_ qus + Dus — gsu — Dsur
2 2

It follows that it depends on the difference between two Gamamdom variables
and two constant contributions. Therefore, the uncestaiontributiond — d depends
on the traffic load differences between direct and inverdednd, in general, it presents
a non-zero mean valug[d — d| # 0. So, along with a random errors, there is the
possibility of a systematic error.

When PTP messages are exchanged through a network inftastrsabjected to
an intense traffic load, the performances of this synchetitia system are affected by
the packet delay variability (PDV). PDV is the differencednd-to-end one-way de-
lay between selected packets in a flow with any lost packetgbgnored. PDV may
lead to significant asymmetries between the direct and$eveath between master and
slaves, thus causing a degradation in PTP performancesluficsoconsists in adopt-
ing PTP-aware devices, as for instance preemptive netweitkles able to manage
packets having different priorities. Nonetheless, a syatec uncertainty contribution
due to the asymmetries in the traffic load between direct avelse path still remains
and current servo clocks, which are based on the assumgtioaving a symmetric
path, cannot deal with this error contribution.

Some articles can be found in the literature! [38] 39, 411, @h, where some algo-
rithms have been proposed to deal with asymmetric loads. eMexy all these algo-
rithms only try to lessen the systematic error due to the asgtric loads as much as
possible. But, they do not propagate the uncertainty lingsoeiated to the measure-
ments due to asymmetricity, which is an important resultlise even if the systematic
error is lessened, there is still some residual error. Soptrerall uncertainty of the
clock is affected by both random and systematic contrilmsti it. Hence, it is very
important to correctly propagate it, to properly estiméie dccuracy of the clock.

The Kalman filters available in the possibility domain allemwpropagate all kinds
of uncertainty contributions, included the systematictdbations.

It is proposed in this chapter first to characterize the PTiRork and then use the
possibilistic KF proposed in chap{er5[20] to propagatesystematic contributions to
uncertainty due to asymmetric delays and evaluate the buertainty associated to
the offset calculations between the master and the slave.

(6.8)
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6.3 KF-based servo clock

The Kalman filter is based on a set of equations that providecarsive solution to
a least-squares problem. A KF-based servo clock was intemtlin [23] and refined
in [22]. Its implementation, here recalled for completenas based on the two-state
discrete-time clock model introduced In [23]. L&) be the time offset and (k) the
fractional frequency deviation. Equations describingabelution of clock state with a
time stepr are:

{ (k) =0k —1)+ (k) - 7+ wy(k) (6.9)

k) =k = 1) +w,(k)

wherewy (k) andw, (k) are two uncorrelated zero-mean random processes with vari-
ances respectively? and ag [23]. wy(k) corresponds to the random noise effecting
the offset between the slave and the master k) corresponds to the random noise
affecting the skew which is the normalized difference bemvthe frequency of the lo-
cal clock and the frequency of the reference clogkando., depend on the different
noises like the Weiner noise which contribute to the overaise in the offset and the
skew in the clock model [2B,55].

The classical Kalman filter as has been explained in $ecthasZeen employed
to filter the offset calculations and provide the state estiioms for a slave clock in the
PTP network. The Kalman filter algorithm is recalled in Fig2 for easy reference.

INITIAL ESTIMATE

x¢, Pj, Q, R = uY
PREDICTION
X£ = A . X271
Pl = APiLLAT +Q

l

EVALUATION OF THE KALMAN GAIN MATRIX
FUT T =1l
Ki = PHT (HWP{HT +R)

CORRECTION OF THE PREDICTED STATES AND COVARIANCE MATRIX
_ i f
Xg = Xy + Kgly, — Hxy)
_ f
P = (I - Kka)Pk

Figure 6.2: Classical Kalman filter algorithm.

So, the offset calculations made by the slave clock are fetdad<alman filter to
further filter the noise associated to the calculated offset provide more accurate
predictions of time for the slave clock.

The filter parameters can be obtained froml(6.9) and are as tiglow:

« State vector x, = [ 0(k) (k) ]T. 0(k) andv(k) represent the time offset and
the frequency deviation.
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1
* State transition matrix: A = { 0 I }

A~

* Measurement z;, = [é(tsym)]. 6(tsync) is the time offset measured in correspon-
dence to thé-th synchronization time instany,,,. = kr.

« Measurement matrix: H = [ 1 0 ]since only the offset is being measured.

e

* Process noise covariance matrixQ = , |- Thisis the noise covariance

0,
5
matrix that corresponds to the offset and skew states in teehgiven in[(6.D).

* Measurement noise variance R = ag. This is the noise that affects the offset
measurement made by the slave clock.

The Kalman filter operates in two phases. During the prezhcghase, the a-priori
estimate of the state/ is obtained from the knowledge of the state at the previons i
instantxy_,:

x| = AX¢ (6.10)
P/ = AP} AT +Q (6.11)

whereP/ is theapriori estimate error covariance matrix.
During the correction phase, a refinggbsterior: state estimat&y is obtained by
using the new measurement:

x¢ = x|+ Kp(z — Hx]) (6.12)
P} = (I-KHP] (6.13)

where:
K, = P/H"(HP/H” + R)"! (6.14)

is the Kalman gain.

As has been explained in chapér 4, in Séct] 4.4, a classalahd filter works
perfectly fine when there are only random contributions toeutainty. So, it is the
same also for PTP networks. Under, ideal conditions, PT®Rar&s are in fact free
from systematic errors. But, as explained in the Sect. |6tBete are cases especially
when there is an asymmetry in the paths between the mastaharslave. In such
situations, there is a bias that is introduced in the offa&twtated by the slave clock.
Such a case is considered here as an example.

It has been considered that there is an asymmetry in thectta#fds between the
path from the master to the slave and the path from the slatreetmaster. Due to the
difference in traffic loads, the delay in the transmissiothefpackets in the path from
the master to the slave is different from that between theestad the master. It has
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been assumed that, in this example, the traffic load is equzll% of the bandwidth
in the path from master to slave afd% of the bandwidth in the path from slave to
master. This introduces a significant bias in the calcutadicthe offset.

So, when the classical KF shown in Fifg._16.2 is employed toiptete time of
the slave clock in this situation, the results are as showign [6.3. The blue line
represents the residual offset between the master and tiohreyized slave clocks,
while the red lines represent the uncertainty intervalsesponding to &9% interval
[27]. The uncertainty interval can be evaluated from thes@avariance matrix of the
states that is also estimated by the Kalman filter. The nasar@nce matrix contains
the variances of the states and the covariances betweenates.sSo, the standard
deviation of each state can be evaluated by making a squatrefrthe corresponding
variance. Since the noises that affect a clock has been adid gaussian, thed%
confidence interval corresponds to 8o interval. It can be easily noted that, due
to the presence of systematic errors originated by thedrafymmetry, the confidence
interval is underestimated.

6 510'5 Synchronized local clock residual offset
5 —
4 —
3 -
@ 2
D
£
5 1
0
1
2F
3 1 1 1 1 1 1 1 1 1 I
0 1 2 3 4 5 6 7 8 9 10
time [s] «10%

Figure 6.3: Results obtained with the classical Kalman filter, with ¢anstraffic load. The blue line
represents the residual offset between the master’s anvé’slalocks. The red lines represent, for
each iteration, the uncertainty limits.

Another example has also been considered, where the tiifis between the mas-
ter and the slave are varying as shown in[Eig 6.4. It can betbegfill the time instant
t = 40000s, the traffic loads in the path between the master and the alagen the
path between the slave and the master are batb%at After that, the traffic load in the
path between the slave and the master constantly incralhses-t80000s and then it
becomes constant while the traffic load in the path betweemidister and the slave is
always constant &0%.

The classical Kalman filter shown in Fif._6.2 is again appt®@this case and the
results have been reported in Hig.|6.5. Again, the blue Bpeasents the residual offset
between the master and the synchronized slave clocks. lieanmediately seen that
till time ¢ = 40000s, the residual offset has a zero mean value. This is to be &egbec
as the traffic loads in the onward and the return paths have &geal till now. And
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then, it can also be seen that, after this point, the resioffisét starts increasing till
t = 80000s. This is because the asymmetry between the traffic loadiantvard and
the return paths keeps increasing till that point.

The red lines represent the uncertainty intervals cormedipg to a99% interval. It
can be immediately seen how the uncertainty limits are wesdienated as soon as there

is an uncompensated systematic error that is introducedulecof the asymmetric
traffic loads.

100

—Master to slave traffic
—Slave to master traffic
80
S 60 [~
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o
Q
=
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=
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0 1 2 3 4 5 6 7 8 9 10
time [s] x10%

Figure 6.4: The variable traffic load simulated in the network.
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Figure 6.5: Results obtained with the classical Kalman filter, with viagytraffic load, according to Fig.
[6.4. The blue line represents the residual offset betwesméster's and slave’s clocks. The red lines
represent, for each iteration, the uncertainty limits.
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6.4 The servo clock with the modified possibilistic Kalman filter

As can be recalled from chapfér 5, the possibilistic Kalmherfprovides a good so-
lution to correctly estimate the uncertainty interval asated to the states when there
are systematic contributions to uncertainty in the measargs.

So, the possibilistic KF would be perfect for the two exarsptensidered in the
previous section.

Fig.[6.6 shows the possibilistic KF equations. Let us cogrdittre how the different
matrices and RFVs are defined, according to the given metoalbgssumptions.

INITIAL STATES
XS, QRFV

APRIORI STATE CALCULATION USING THE STATE EQUATIONS
f _ RFV
Xp = A - Xpy +Q

EVALUATION OF THE NOISE COVARIANCE MA -
TRIX FROM THE RANDOM PDs OoF THE RFVs

ran
cy

K ALMAN GAIN MATRIX FROM THE NOISE COVARIANCE MATRIX
POS __ ran  __ T T -1
Kk} = Kk = CX,’;Hk(chxin + CY’:an>

CORRECTION OF THE APRIORI RFVs
TO GET THE APOSTERIORI RFVs

xi = X[ + KPS - Hx))

Figure 6.6: The modified possibilistic Kalman filter algorithm.

Q™" is the noise vector of the state RFVs. Since it is assumed tisat and skew

of a clock are affected by random noises which distribut@ating to gaussian pdfs,
with standard deviationy ando., respectively. Therefore:

* The RFV corresponding to the noise affecting the offset igered at zero; its in-
ternal PD is nil, since no systematic contributions are m&slin the model, while
its random PD (which in this case is also the external on@gi$D which contains
the same metrological information of the assumed pdf by ntaki probability-
possibility transformation on the pdf that is the Gaussiatrithution with standard
deviationoy.

* The RFV corresponding to the noise affecting the skew isezedtat zero; its in-
ternal PD is also nil, since no systematic contributionsaasimed in the model,
while its random PD (which in this case is also the external) amthe PD which
contains the same metrological information of the assundédtipat is the Gaus-
sian distribution with standard deviation @f.
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X{§ is the vector of the state RFM3§ andI'j, associated to the initial offset and
skew. Since the states in the process model are affectedpihe random noise given
by the noise vecto®®"" and since there is no available prior information about the
offset and skew, it is assumed that the values of the inifiaeband skew are zero.
This means that the RFVs of the offset and skew Under this gssum the initial
RFVs associated to offset and skew are simply the RFVs assddiatheir affecting
noises, so thatX¢ = Q"*V. The resulting RFV®? andI'? are given in Fig[6l7 and
[6.8 respectively. The red line is the internal PD. The bloe Is the external PD. It is
worth to underline that the initial RFV®§ andI'} are not complete RFVs, since the
internal PDs are nil, but, after one step they become comiélVs, because of the
presence of the measuremeéftin the possibilistic KF equations.

As explained in chaptérl 5 in Sedt._5.@.7} is the possibilistic noise covariance
k

matrix and it is the equivalent of matrwei in the probability domain. However, in
probability, P/ is evaluated thanks to ad hociterative formula (sed(6.14)), while,
in the possibilistic KF,C;?? is evaluated directly from the random PDs of the RFVs

in the state vector at ste’ﬁ This is because during the evaluation of the state vector
at each iteration, since the states are all RFVs, they alreatlyde the effects of the
different contributions to uncertainty in them. So, theseotovariance matrix does not
need to be propagated separately like in probability. Scantsimply be evaluated in
each step directly from the RFVs. In particular, the definsiof possibilistic variance
and covariance are applied to the random PDXﬁn

Possibility distribution
o o o o o o o o
N W M B N © e
T T T T T T T T 1
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~

Time [s] %10

Figure 6.7: Initial RFV of the state variable thet&d§
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Possibility distribution
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Figure 6.8: Initial RFV of the state variable gamma.

Similarly, cyyn is the possibilistic variance associated to the measureREN,
Y,

As explained in chaptér 3, for an RFV described by an infinitelber ofa-cuts,«
being a real variable, operatively, it can be represented figite discrete number of
a-cuts. If N a-cutsq;, with 7 = 1...N, are considered, mean value and variance of an
RFV X are defined as given below:

N
Var(X) = TN ZQZ(IS" — x‘f“)z

wherea; = — - (i — 1).
Where as the covarlance of two RFVs A, B is given as below:

Z 50— ) (5" — i)

=1

Covar(A, B)

l\D

whereq; = = - (i — 1).

After evaluating the noise covariance matrices of both thees and the measure-
ments, the formula for the evaluation the possibilisticrah gain matrix 7 is seen
in fig. [6.6.

Y} is the RFV associated to the offset measurement atist®y assumption, both
random and systematic contributions to uncertainty affeeimeasurement procedure;
thereforeY, is always (at every step) a complete RFV, with well defined internal and
random PDs: the internal one which takes into account trectsffof the systematic
contributions; the random one, which takes into accoungffeets of the random ones.
Hence:

« the random PDO/;}*" is the PD corresponding (obtained by applying a probability
possibility transformation as given in Selct. 213.2) to asgéan pdf with mean the
measured valué, and standard deviatiOfg.
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« the internal POV, ™ is a uniform PD. The mean value of this PD is zero, while the
width depends on the considered assumption. In fact, therfétwork has been
simulated for different combinations of loads in the diractl inverse paths, both
constant and variable (as shown in Hig.|6.4) and, for evdfgrdnt simulation,
the width of the rectangular PD is assumed to be twice the maxi observed
offset.

Fig.[6.9 shows an example of R, when the traffic i20% from master to slave
and60% from slave to master. The red line corresponds to the int&Da ™, while
the blue line corresponds to the external PD, which comtimednternal PD with the
random one.

Possibility distribution
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Figure 6.9: Example of RF\Y}, representing the measured offset.

6.5 Simulation Results with the possibilistic KF

In order to make an easy comparision between the result;eldtay the classical KF
in Sect.[6.8, the modified possibilistic KF defined in chapiesec[ 5.4, is applied for
the same two cases of traffic load as assumed in Sett. 6.3e3tksrare shown in Fig.
and 6.111.

Fig.[6.10 shows the residual offset between the master amd'siclocks when con-
stant traffic load is considered. Since, when the servo dhaded on the possibilistic
KF is applied, the residual offset is an RFV, the mean value®RFV is plotted (blue
line). On the other hand, the red lines show, for every tinep,sthea-cut at level
a = 0.01 of thea posterioriRFVs©¢, which corresponds to the confidence interval at
confidence leved9%.
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Synchronized local clock residual offset

offset [s]

3 | | | | | | | | | |
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time [s] x10%

©

Figure 6.10: Results obtained with the possibilistic Kalman filter, wéttinstant traffic load. The blue
line represents the residual offset of the servo clock dfftersynchronization procedure (mean value
of the RFVOY). The red lines represent, for each iteration, the widthhef®9% confidence interval,
which corresponds to the-cut at levelo = 0.01 of ©%.

This figure has to be compared with the corresponding figieo®tained when the
classical KF is applied. It can be noted that the servo cl@deld on the possibilistic
Kalman filter provides a correct estimate of the uncertaimigrvals. The disadvantage
is that the convergence is lower than that of the classical KF

Fig. [6.11 shows the results given by the servo clock baseti®pdssibilistic KF,
when the variable traffic load, as given in Hig.16.4, is coesed. In particular, Fid. 6.11
shows the residual offset (the meaning of the blue and red li; the same as in Fig.
[6.10). This figure has to be compared with the correspondingdi6.b, obtained when
the classical KF is applied. It can be seen that the posstibilKF is able to evaluate
the uncertainty also in the case of a variable traffic load.
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X 10° Synchronized local clock residual offset

offset [s]
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Figure 6.11: Results obtained with the possibilistic Kalman filter, witlrying traffic load, according to
Fig. [64. The blue line represents the residual offset betwthe master’'s and slave’s clocks (mean
value of the RF\O{). The red lines represent, for each iteration, the widthhef49% confidence
interval, which corresponds to the-cut at levelo = 0.01 of ©f,.
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CHAPTER

Defense against malicious attacks on a PTP
network using the possibilistic Kalman filter

As it has been established, accurate time synchronizaiextremely important in the
modern world. It is important in everywhere including poweids, defense etc.

If there is any problem with the time synchronization, depeg on the severity, it
can cause problems as small as in accurate navigation fardriear to something as
serious as a blackout or a plane crash.

So, malicious attacks on a time network are of serious corfoeany entity. Hence,
defense against such attacks on the time network is of utimstrtance. This chapter
proposes one possible solution to malicious attacks esheon a PTP network. As
explained in the previous chapter, the possibilistic KFapable of propagating all
contributions to uncertainty in a PTP network including systematic contributions to
uncertainty accurately. So, a possible defense stratespdazn this uncertainty attacks
is described in this chapter.

7.1 Malicious attacks on the PTP network

There are numerous types of attacks that could be used ok @afTP network.

7.1.1 Asymmetric delay attack

A PTP network works based on the assumption that the pacledfar delays between
the master and the slave are symmetrical for a highly acegsaichronization. When
the transmission delays are equal, they cancel each othegdbe offset calculation

as shown in Secf._6.2.1. When they are not symmetrical, thteydince a bias in the

offset measured by the slave.
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This is what is taken advantage of in an asymmetric delaglatt#s the name
suggests, the attacker manipulates the transmission addte packets between the
master and slave. This can be done by hacking the switchesnandgulating the
switch in such a way that the messages from the master to dkie afe held at the
switch for a certain duration before transmitting it to th&ves that are connected to
the master through the particular switch.

This would make the delay in the transmission of the messfigesthe master to
the slaves higher than the delay from the slaves to the masterway, an asymmetry
Is introduced in the delays and thereby a bias is introdut#uk offset measured by the
slaves. This way, all the slaves that are connected to theenthsough the particular
switch are affected by the attack and they all fall out of $ypaization.

7.1.2 Denial of service

For synchronization to occur between the master and the slacks in the PTP net-
works, there needs to be an exchange of messages betwewi thiethem. When the

attackers try to shut down a node in a network or the netweggtfiso that others can
not access it, it is called denial of service. Usually, teislone by flooding the target
with heavy traffic.

7.1.3 Spoofing

In spoofing, the attacker mimics an actual master clock. I&oattacker creates similar
packets as the master clock and transmits them to the slBxespt that the informa-

tion in the packets is modified to include wrong informatidroat the timestamp. The
slave keeps thinking that the packets are being receivedttie master and hence falls
out of synchronization.

7.1.4 Replay attack

In this type of attack, some of the messages from the masteeaorded and then they
are replayed at a later time. So, in this type of attack, tloketa are entirely legitimate
but since they are replayed at a later time, the time infaonah them is completely
wrong. This would make the offset calculated by the slavengrand makes it fall out
of synchronization.

7.1.5 Jamming attack

In jamming, some or all of the protocol packets are interegity the attackers and
they are not transmitted to the destination.

7.2 Proposed Defense strategy using the possibilistic KF

A Kalman filter, in general, can not only predict the systeated but also evaluate
the uncertainty associated to the states. The same is sadalPTP networks. The
uncertainty associated to the slave clock can be evalugtatsb the classical Kalman
filter.

So, what happens if we use this uncertainty limits to salelgtiuse the offset data
without using everything blindly? The answer is that it wbabsolutely work if we
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do not have any systematic contributions to uncertainthéedata. In this particular
scenario, all the data that lie outside the uncertaintytéirvaluated by the classical KF
could be discarded as faulty data.

But, as shown in Chaptér 4, the classical KF algorithm undenagts the uncer-
tainty associated with the states in the presence of a sgtiteenror in the measurement
data. So, if the uncertainty limits are used to discard tha datside the uncertainty
limits, it would mean that also the correct timestamps frbenreference clock would be
discarded if there were a systematic error in the calculatiche offset. This is espe-
cially important in PTP networks that use optical transpetivork (OTN), since these
networks have static asymmetries for long intervals of thae®re changing abruptly.
So, in these networks, the asymmetries are simply a parteohétwork and they do
introduce systematic error in the offset. So, if all theseestamps are rejected, this
would mean that the slave will not use any of the timestammftioe reference clock
and this would mean that there would be no synchronizationtamould keep drifting
and falling out of synchronization. This is equivalent tauadly performing a denial
of service attack on the target. This is the main hurdle toldde @ use the uncertainty
limits obtained by a classical KF algorithm to defend agamalicious attacks.

But, the above mentioned problem would be solved if the syatienuncertainty
in the network could also be propagated. As seen in chaptdregpossibilistic KF
is capable of propagating also the systematic contribattonuncertainty accurately
in a PTP network. So, if the PTP network is characterized rately, the uncertainty
evaluated by the possibilistic KF would include any possibifset that could result
from an actual asymmetry in the traffic loads in the network.

Now, in the case of an attack on the PTP network that invollaesntodification
of the timestamp like an asymmetric delay attack or a spodfttark, the offset that
would be measured by the slave would fall out of the uncestairtervals evaluated by
the possibilistic KF.

So, if the measured offset is outside the uncertainty lintits timestamp would be
deemed invalid and would not be used to correct the slavkclodFig. [6.6, the final
step of the possibilistic KF algorithm should only be usedewlithere is a valid mea-
sured offset available to refine the offset prediction daled in step 2 of the algorithm.
Instead, when the measured offset falls outside the uneriamits, it is deemed in-
valid. So, the offset calculated by the possibilistic KF teps2 would be directly used
till the attack stops and the offset between the slave andntster again falls inside
the uncertainty limits. Then, the normal operation of thewduld be resumed.

When the measured offset values fall outside the uncerthmitg for a long dura-
tion, it is also possible to alert the system about the pdigibf the attack, of course.

7.3 Simulation results against an attack

The PTP network example with constant traffic load as expthin Sec[ 6.3 has been
used also in this chapter. So, the traffic load from the mastelave is 2% and the
traffic load from the slave to master is%0

Two case studies of asymmetric delay attack have been perthras explained
below. For each of the case studies, two situations have diesidered:

« Situation I: the Possibilistic KF that has been descrilme8éct[ 5.4 has been used
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according to the procedure described in Sect. 6.4 but witlsing the uncertainty
limits to validate the measured offset.

« Situation Il: The uncertainty limits have been used to dsspof the invalid times-
tamps during the duration of the attack, as explained in. §e2t

7.3.1 Asymmetric delay attack case study A

An asymmetric delay attack on the PTP network has been sietlilghere the offset
between the slave and the master has a bias of aboyt86tarting from 25000 s till
the rest of the simulation.

The results for situation | can be seen in Hig.l 7.1. The redidfiset between the
slave and the master clock is shown in the blue line. The tmiogy limits evaluated
by the possibilistic KF are given in red lines. It can be sd&t the residual offset is
quite high and goes to 8Q0; as expected from the attack and is completely outside the
uncertainty limits evaluated by the possibilistic KF.

The results for situation Il can be seen in Hig.] 7.2. In thigation, invalid times-
tamps falling outside the uncertainty limits are discardédain, the residual offset
between the slave and the master clock is shown in the bleeTine uncertainty limits
evaluated by the possibilistic KF are given in red lines.alh @e clearly seen that the
residual offset between the slave and the master clock iswitilin the uncertainty
limits (red lines) evaluated by the possibilistic KF and imast the same as seen in
Fig.[6.10. So, it can be clearly seen that the proposed deftrategy is quite effective
to defend in the case of a malicious attack on the PTP network.

12 Synchronized local clock residual offset

=
N [e)] o] o
1 1 1 1

offset [s]

N
1

o

) 1 1 1 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 10
time [s] «10%

Figure 7.1: Residual offset between the slave and the master clock shothe blue line with the

uncertainty limits evaluated by the possibilistic KF givemed lines when the clock is not defending
against the attack.
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<107 Synchronized local clock residual offset

offset [s]

_2 1 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 10
time [s] x10%

Figure 7.2: Residual offset between the slave and the master clock shothe blue line with the
uncertainty limits evaluated by the possibilistic KF giviarred lines when the defense strategy is
employed.

7.3.2 Asymmetric delay attack case study B

In the second case study, an asymmetric delay attack on tRenBiwork has been

simulated at random instants during the simulation. Theedfbetween the slave and
the master increases constantly at the rate gi 26very second for 50 s which is the
duration of the attack. The randomness of the attack hasdieritated by generating

a random integer from 1 to 500 and the attack starts whenlkegarumber generated is
1. Every time the attack starts, it continues for 50 s and #teps.

10 2<1o'3 Synchronized local clock residual offset

offset [s]
(o]
1

i
1

0 1 1 1 1 1 1 1 1 1

0 1 2 3 4 5 6 7 8 9 10
time [s] x10%

Figure 7.3: Residual offset between the slave and the master clock shotie blue line with the
uncertainty limits evaluated by the possibilistic KF giwiemed lines when the clock is not defending
against the attack.
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Synchronized local clock residual offset
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Figure 7.4: Residual offset between the slave and the master clock shotie blue line with the
uncertainty limits evaluated by the possibilistic KF giviarred lines when the defense strategy is
employed.

The results for situation | can be seen in Hig.] 7.3. The redidfiset between the
slave and the master clock is shown in the blue line. The tmiogy limits evaluated
by the possibilistic KF are given in red lines. It can be sdwt the residual offset is
quite high and goes to a maximum of about 9 ms from the attadksnompletely
outside the uncertainty limits evaluated by the possiimlisF.

The results for situation Il can be seen in Hig.] 7.4. In thisation, invalid times-
tamps falling outside the uncertainty limits are, agaiscdrded. Again, the residual
offset between the slave and the master clock is shown inltledibe. The uncertainty
limits evaluated by the possibilistic KF are given in receln Again, it can be clearly
seen that the residual offset between the slave and the medstk is well within the
uncertainty limits (red lines) evaluated by the possibdiKF and is almost the same as
seen in FigL6.10. So, it can be clearly seen that the propisietse strategy is quite
effective to defend in the case of a malicious attack on thié Fdtwork.
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CHAPTER

Error compensation Kalman filter and Drone

8.1 Introduction

As explained in chaptér 5, there have been numerous attéorfptsher the classcial KF
algorithm to be able to consider and propagate systematitilbotions to uncertainty
[42)43/52,58], still using the theory of probability. And lhas already been explained,
the theory of possibility provides a better mathematicatfe to express and propagate
systematic contributions to uncertainty.

Articles presenting KF algorithms based on the theory oitigy and fuzzy logic
are available in the literature [40,/44]. And there are alsssbilistic KFs that are based
on RFVs as defined in 5 and [13,/20] so that uncertainty can beess@d and propa-
gated in a way that is compatible with GUM. But all these KF alipons only attempt
to propagate the systematic contributions to uncertaintyrsone of them attempt to
compensate or reduce them.

Starting from the modified possibilistic KF defined in Secid,3his chapter pro-
poses an alternative version, which also allows to redueeylstematic contributions
to uncertainty, thereby reducing the overall uncertairstyogiated to the system state
predictions. While the modified possibilistic KF defined irc66.4 is useful when we
are only interested in propagating the residual systememi@rtainty to evaluate the
total uncertainty associated to the state predictions footh the random and system-
atic contributions, the KF defined in this chapter can be wgedduce the systematic
uncertainty and thereby also reduce the overall unceytasgociated to the state pre-
dictions.

To facilitate an easy comparison between the proposedattee possibilistic KF
and the original one defined in Selct.]5.4, a similar simulatese study as in Se¢t. 5.2
is considered here, as briefly described in Sect. 8.2.
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8.2 The case study

The considered case study is quite simple and is similardmtie described in Sect.
[5.2. A vehicle is moving at a velocity,.¢(¢) with an acceleration,.¢(t), as shown in
Fig.[8.1.
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—0.07
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E100F =
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g —-0.05 5
S 80F o
g —0.04 &
[}
60 <
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40T 0.02
20~ —0.01
0 1 [ 1 1 1 1 1 1 0
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

time [s]

Figure 8.1: Reference values of velocity (blue line) and acceleratied [ine) over time.

The state equations of the vehicle can be written as:

Vg = Vp—1 + T - ap—1 + Wy, (8.1)

ap = ap_1 + Wy,
* v, anday, are velocity and acceleration of the vehicle at tilne

* wy, andw are the standard deviation of the noise in velocity and acatbn
respectively at timé;

* 7 is the time period within two successive measurements

It is assumed that the noises do not vary with time and aresgausince the same
considerations have been taken as in Secl. 5.2.w@or w’ andw) = w* are the
standard deviations of constant normal distributions w&to mean.

w? is assumed to b8.003 m/s. This value has been derived by considering the
accuracy of a GPS which has been reported in the official GR$Sitee[1], which is
usually quite accurate compared to the speedometer of thelee Whereasw* is
assumed to be.0005 m/s%. This has been assumed to be because of some noise in the
circuit or due to the driver applying force on the accelatato

The measured values of the velocity and the acceleratiosugmgosed to have been
obtained from the on board sensors of the vehicle. The aciesraf the onboard sen-
sors are in general one or two magnitudes less accurate tBRSdased measurement.
So, the following is considered:

96



8.3. The modified possibilistic Kalman filter

* For the velocity, the random contribution is assumed to dxenally distributed
with a standard deviation of,, = 0.16m/s. It has also been assumed that there is
aresidual systematic error in the measurement with an atthvalue 06.3m/s.

But, this is unknown and only an interval of possible valuekrnewn: e,,, =
+0.32 m/s has been assumed.

» For the acceleration, it has been assumed that there isstensgtic error in the
measurements and the random error is supposed to be nodistliputed with a
standard deviation af?, = 0.005 m /s

8.3 The modified possibilistic Kalman filter

Although this has been explained in detail in sec] 5.4, thedhart of the algorithm
has been recalled in this chapter for an easy comparisonthattalgorithm for the
alternative possibilisitc KF defined in this chapter.

In the possibilistic Kalman filter defined in séc.15.4, all Hiates are RFVs.

The algorithm is as shown in Fig._ 82 [20].

INITIAL ESTIMATE
Xg, Q"%

PREDICTION
f _ POS
Xp = A-Xp, +Q
EVALUATION OF THE COVARIANCE MATRIX C
fo — C’l"(l’n

k x]

f
Xy

EVALUATION OF THE KALMAN GAIN MATRIX
KkPOS _ Kzan — Cxng(chxng + CYZan)71

l

CORRECTION OF THE PREDICTED STATES
a  _ f POS /vint f
Xep = X + K77 (YR — HXy)

Figure 8.2: The possibilistic Kalman filter algorithni [20]

1 1 0
According to eqn.[(BI11)A, = A = { 0 I } andH, =H = { 01 }

Matrix Q7°% considers the model uncertainties and is a matrix of RFVso#ting
to the assumptions given in S&éc.18.2, we de@i&’® where:

» The element related to velocity is an RFV obtained by tramsiiog the velocity
noise variable into possibility domain. Since there is nstegatic error in the
noise and the random part is assumed to be gaussian, theoeigemal PD
in the RFV and the random PD is obtained by using the probgipbissibility
transformation on the zero mean normal pdf with standardatien " in the
possibility domain;
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» Similarly, the element related to acceleration is also aNW RFwhich there is no
internal PD and the random PD is obtained by using the pratapossibility
transformation on a zero mean normal pdf with standard tewia® in the pos-
sibility domain;

As for the initial state vectoXg, it is assumed that there are no systematic contribu-
tions to uncertainty. So, the RFV is obtained by just the ramé&® as follows:

 The initial velocity is an RFV consisting of just the random ®hich is obtained
by using the probability-possibility transformation on armal pdf with mean
equal to the first measured value for velocity,{) and standard deviation®;

» Similarly, the initial acceleration is an RFV consistingjo$t the random PD ob-
tained by using a probability-possibility transformatmma normal pdf with mean
equal to the first measured value for acceleratign | and standard deviatian®.

As for the measured values in each stgpnatrix Y, is the matrix of the RFVs of
the velocity and acceleration measurements.

The RFV associated to the simulated measured velocity ieeEhbn the simulated
measured velocity at step k() and

« The internal PD is a rectangular PD with widtfe,,; arounduv,,;

* the random PD is obtained by using the probability-po$igitiransformation on
a zero mean normal pdf, with standard deviattn

On the other hand, the acceleration has no systematic &wothe RFV associated to
the simulated measured acceleration is centered on thées@duneasured acceleration
at step k ¢,,,x) and:

* the internal PD is nil;

* the random PD is obtained by using a probability-possibitansformation on a
normal pdf, with meam,, and standard deviatiouf,,,,.

Matrix C,; is the noise covariance matrix of the velocity and accelemaRFVs.

But, asitis shown in the equations in F8C2<£ = C;Clj:" So, the possibilistic vari-
ances and covariances are evaluated from only the randoimbtgions to uncertainty
in both the velocity and acceleration RFVs.

Similarly, Cy, = Cyre» which means that the possibilistic variances and covagsnc
of the noise covariance matrix associated to the measutsraenevaluated from just
the random uncertainty contributions in the velocity andem@tion measurements.

The described Kalman filter has been applied to the case distyibed in Se¢. 8.2.
The results obtained from the simulations are presentdifollowing figure$ 813 and
8.4.

The predicted values of the velocity and acceleration from Kalman filter are
obtained by evaluating the mean values ofdhgosterioriRFVs in the matrixX;.

In both figure$ 8.3 anld 8.4, the blue lines represent therdiifees in the predicted
values given by the Kalman filter and the true values of thecmt and acceleration
respectively.
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Figure 8.3: Difference in the reference and predicted velocity valudsg line) provided by the possi-
bilistic Kalman filter together with the predicted uncensi interval (red lines).

The uncertainty limits associated the state predictioad [ines) are ther—cut at
a = 0.01 of the velocity and acceleration RFVs predicted by the Kalriléer. The
a—cut can be considered as the confidence interval at the canédevel 1« [48]. For
«a = 0.01, these intervals correspond 6% confidence interval in the corresponding
pdf.

8.4 The alternative possibilistic Kalman filter Algorithm

In this chapter, an alternative version of the Kalman filtgpoathm recalled in the pre-
vious is presented, which attempts to reduce the residsa¢spatic error. It can be
clearly seen in the results in fi§._8.3 dnd|8.4, the possitilisalman filter algorithm
described in Sed._8.3 propagates the systematic contitsuto uncertainty and esti-
mates the overall uncertainty and confidence intervalsczssal to the predictions very
accurately in the presence of a systematic error. Howeversystematic error is still
present in the state predictions provided by the KF.

Since the systematic contributions to uncertainty are ggafed accurately, this
means that an interval of values is available within whiok dherall systematic error
in the state predictions lies. Hence, it is proposed to usektiowledge to compensate
for the systematic error and attempt to reduce the systeraabr and thereby reduce
the overall uncertainty in the state predictions. The newalkférithm also called the
alternative possibilistic KF algorithm is syntheticallyasvn in fig.[8.5. With respect to
the algorithm in sed._8.3, all the steps except the last seetha same. The final step
in the new algorithm corresponds to the “correction of thedjted states.”

The idea of the algorithm is to use the internal membershih@itate RFVs that
have been predicted in each iteration to compensate for @ssilge systematic uncer-
tainty in the measurement data and thereby the predictézsstnce they follow the
measurement data in the usual case.

To accomplish this, in the new algorithm, a new RFY/"™” is defined which con-
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Figure 8.4: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
possibilistic Kalman filter together with the predicted ertainty interval (red lines).

tributes to reduce the overall systematic contributionsrtoertainty.Y ;"™ is related
to the RFVs of the state estimates obtained in the previotetie X7 _,. In particu-
lar, at each step K" consists of just the internal membership functiorXgf ; but
centered at the positive uncertainty limit evaluated bykbinan filter at the previous
iteration (stepc — 1). Only the internal membership function is taken since ithihe
part that corresponds to the systematic contribution t@rtamty. Moreover, since the
objective is to compensate for the maximum possible sygtemaor, it is proposed to
have theY ™ centered at the positive uncertainty limit.

ymedified is then obtained by adding or subtracting the REY™ from Y™,
depending on if the systematic error is positive or negative

. o Yirt L yeemP - if systematic errox 0
Y;nt_modzfzed :{ k k y (82)

Y — Y if systematic error> O

This is similar to a negative feedback loop in a regular systewhich the output
of the system is fed back to make a comparison with the reterealue for the output
so that the system stabilizes at the reference value. Icésis, the uniform possibility
distribution representing the overall systematic contrdn to uncertainty within which
the systematic error is supposed to lie in, predicted by thknién filter, is used as a
feedback input to compensate for a systematic error in thdigions, so that any
possible systematic error in the state prediction is att lpasially compensated for.
Since the systematic contribution to uncertainty in the Ri¥sociated to the state
predictions is also reduced with every iteration, becadste compensation of the
error, it means that the compensation applied in each ssepkaleps going down till
the system stabilizes around a particular value, which asiraat half of the original
systematic contribution to uncertainty.

To apply the algorithm, there is one intrinsic requireme@ume knowledge of the
systematic error is required. It is a given that the magmeitofithe systematic error is
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INITIAL ESTIMATE
Xg, Q70

PREDICTION
X£ = A - Xj_, + Q%

l

EVALUATION OF THE COVARIANCE MATRIX CXf
k
C

x! = x!

EVALUATION OF THE KALMAN GAIN MATRIX
KP9% = K™ = CyHi(HiCyrHE + evpen)™
CORRECTION OF THE PREDICTED STATES

XZ _ Xi + K]};OS(YZnt_mOdified o HX£)
int_modified _ int
Y;Cn moazefie — Y'Z/”l :l: Y;Omp

Figure 8.5: The alternative possibilistic Kalman filter algorithm.

unknown since, otherwise, it would simply be compensatedrid eliminated. Instead,
the direction or the sign of the systematic error must be knogv, it should be known
if the systematic error is positive or negative.

8.4.1 Simulation results

The same example described in the previous $ect. 8.3 is afsidered to apply the
alternative possibilistic KF, for an easy comparison ofdb&ined results. As recalled
in Sect.[8.2, the velocity measurement has been assumeddalsystematic error of
+0.3m/s, whose value is assumed to be unknown, but whose sign is assuene to
be known to the user. According to this assumption, the espoe forY i-modificd jg
given by:

int modi fied )
Y;Cn _modified _ ant . YZOWP (83)

The obtained results are shown in Hig.]8.6 8.7 for thecitgland the accelera-
tion respectively. Again, the predicted values for the g#yoand acceleration given by
the Kalman filter are the mean values of the velocity and acagbn RFVs in matrix
X5,

As in Fig.[8.3 and 8l4, in Fig. 8.6 and 8.7, the blue lines repnéthe differences in
the predicted values given by the Kalman filter and the trdeesof the velocity and
acceleration respectively.

The uncertainty limits associated the state predictioes lines) are the: — cut at
a = 0.01 of the velocity and acceleration RFVs predicted by the Kalfriter.

It can be clearly seen, by comparing the results in [Eid. 8tb thiose shown in Fig.
[8.3, that the uncertainty limits have been significantlyuestl along with the residual
systematic error in the velocity estimate provided by thémé&an filter defined in this
chapter. For easier reference, the important results hega presented in a tabular
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— Difference between predicted and reference velocities.
—Uncertainty limits associated to the predictions.
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Figure 8.6: Difference in the reference and predicted velocity vall®sd line) provided by the pos-
sibilistic Kalman filter defined in this chapter, togethettiwihe predicted uncertainty interval (red
lines).

format in tabld 8.11.

KF Modified Possibilistic alternative Possibilistic
Mean Steady-state error 0.3024 0.1657
Uncertainty limits +0.3706 +0.2106

Table 8.1: Synthetic indexes for velocity estimates in Eigl 8.3[anH 8.6

8.5 Further simulations to verify the extreme situations

As has been explained in the previous section, in the aligenpossibilistic KF, the
maximum possible value of the interval predicted by the KRyhich the systematic
error should lie in, is used to compensate for the residustbsyatic error. This means
that no matter what the actual systematic error is, it is wdveompensated by the
maximum possible value since the uncertainty limit of the RIEValuated in each step
(which is the value of ther-cut atae = 0.01 of the RFV) is used to compensate for any
possible systematic error.

This means that it could be possible that the residual syste®mrror is overcompen-
sated, since the magnitude of this is unknown. But this scemaruld not be detected
by us, since the actual magnitude of the systematic erratikmown to us, but only an
interval of values in which it might be, represented by th#arm possibility distribu-
tion. The worst case scenario would be when there is no asyst#matic error present
and there has been a compensation of a non-existent sygt@mat.

In this specific situation, it would be very important thag thystematic error that
may still be present after the compensation lies insidedts tincertainty limits eval-
uated by the KF algorithm.

This means that even in the worst case scenario, where @ agstematic error is
zero, the compensation should be low enough for the statigtions of the KF to still
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Figure 8.7: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
possibilistic Kalman filter defined in this chapter, togetingth the predicted uncertainty interval
(red lines).

lie inside the new uncertainty limits evaluated after thempensation.

To verify the effectiveness of the proposed algorithm irpakésible situations, fur-
ther simulations have been performed, considering thetwase scenario in which the
alternative possibilistic KF algorithm has been appliad,the actual residual system-
atic error zero.

The same example described in the $ec. 8.2 is now considecedtehat the sys-
tematic error is considered to be zero (instead-0f3m/s).

When the alternative possibilistic KF is applied to the cdased scenario, the ob-
tained results in Fig. 8.8 and 8.9 are obtained for veloaity acceleration respectively.

As expected, it can be seen in Hig.18.8 that there is defirdielyvercompensation of
the systematic error in the velocity, since, basically,algorithm actually introduces a
systematic error in the prediction in the worst case scendniere the actual systematic
error is zero, but it is still well-bound by the uncertainityits newly evaluated by the
KF.

This demonstrates that the proposed Kalman filter algorghotessfully decreases
the overall uncertainty associated to the state predietwavided by the Kalman filter
in all situations. In fact, the average uncertainty in B.in any case smaller than
the one in Fig[8]3.

8.6 Experimental case study

An experimental validation of the proposed algorithm hasnggerformed, considering
the parrot AR drone, shown in Fig. 8]10. The parrot AR drorelieen developed as a
low cost drone by “parrot” company and is quite customizalblee code is open source
and can be modified according to the necessity. It has a yarietensors and the data
can be obtained from them and processed as needed. For #anpcase study, the
velocity and acceleration measurements have been coedider
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— Difference between predicted and reference velocities.
—Uncertainty limits associated to the predictions.
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Figure 8.8: Difference in the reference and predicted velocity vall®sq line) provided by the pos-
sibilistic Kalman filter defined in this chapter, togethettiwihe predicted uncertainty interval (red
lines) when residual systematic error is zero.
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Figure 8.9: Difference in the reference and predicted acceleratiorugal(blue line) provided by the
possibilistic Kalman filter defined in this chapter, togethéth the predicted uncertainty interval
(red lines) when residual systematic error is zero.

The drone that was used has been observed to have a negatematic error in the
velocity measurements obtained from the sensors pres#r girone. So, the velocity
is being underestimated by the sensors of the drone. It Isasb&en observed that
the systematic error is not constant for all runs. Each idd& run had a systematic
error that may be different from the other runs. So, only deriral of values can be
estimated and the error can not just be compensated for.

By performing a large number of runs of the drone, the intefmathe systematic
error has been estimated and this was used to constructtinteahmembership func-
tion of the RFV for the measured velocity. The constructed RiSgumed in this figure
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Figure 8.10: The parrot drone.

to be centered at zero velocity, can be seen in[Eig] 8.11.

The measured acceleration, on the other hand, doesn’t hg\ag/stematic contribu-
tions to uncertainty. Hence, the RFV can be constructed bglgiosing a probability-
possibility transformation on the probability distribori of the acceleration.

The drone was made to fly for a few seconds to cover a distareqgpobximately 4
m. The velocity and acceleration data from the sensors &rdd from the drone every
5 ms. The defined possibilistic KF described in Secl 8.4 has bsed to provide the
filtered velocity and acceleration predictions with thespective uncertainties as well
as compensate partially for the systematic error in thecigiloneasurements provided
by the drone.

The velocity estimates provided by the Kalman filter havenbe¢egrated to get
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Figure 8.11: RFV of the velocity constructed from the data. Blue lineespnts the external membership
function and the red line represents the internal member&lmiction.

the estimated distance that the drone traveled. Similtly,velocity measurements
directly obtained by the drone have been integrated as twaiet the distance that the
drone traveled according to the sensors present in the drone

At the end of every run, the actual distance from the stampioigt has been mea-
sured. Several runs have been made and the distances estinyaihe KF and those
estimated according to the sensor data have been compattedheiactual distance
traveled by the drone.

To facilitate a comparision between the alternative KF defim this chapter and
the possibilistic KF defined in Se¢t. 8.3, the sensor datdbbars processed using both
the KFs seperately.

The results using the possibilistic KF defined in Séctl 8r8lmaseen in Fig._8.12.
The green line represents the distances estimated acgdalihe velocity measure-
ments obtained directly from the sensors in the drone. The lhe represents the
distance obtained from the velocity estimates of the defpusgibilistic KF. The black
line represents the actual distance traveled by the dranally; the red lines represents
the upper and lower bounds for the uncertainty.

It can be seen that the distances estimated by the podsitiis are quite close to
the distances from the sensors. The blue line and the greemliFig.[8.1P2 are almost
the same and that is why only the green dots and the blue Imbecaeen in the figure.
But, the real measurements lie inside the uncertainty liofithe distances provided
by the possibilistic KF.

The results using the alternative KF defined in this chaperle seen in the Fig.
[B.13. Again, the green line represents the distances dstinaacording to the velocity
measurements obtained directly from the sensors in theediidme blue line represents
the distance obtained from the velocity estimates of thenddfpossibilistic KF. The
black line represents the actual distance traveled by tbeedrFinally, the red lines
represents the upper and lower bounds for the uncertainty.

It can be clearly seen that the distance obtained using temative KF defined in
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Figure 8.12: Distances obtained from the velocity estimates of the piissic KF (blue line). The
predicted uncertainty intervals (red lines). Actual dista traveled by the drone (black line) and
distances estimated according to the velocity measurenodméined directly from the sensors in the
drone (green line). Green line and blue line are almost thmesa
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800 - —Distance estimated from the velocity predictions from the KF.
—Real distance traveled by the drone.
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Figure 8.13: Distances obtained from the velocity estimates of the dbfitternative possibilistic KF
(blue line). The predicted uncertainty intervals (red bhe Actual distance traveled by the drone
(black line) and distances estimated according to the \slgneasurements obtained directly from
the sensors in the drone (green line)

this chapter is much more accurate and closer to the realureraents than the dis-
tances obtained from the sensor measurements or thosaexbfeom the possibilistic
KF defined in[[20].

Also, it can be easily seen that the width of the uncertaintyt$ associated to the
distance (red lines) are smaller in Fig. 8.13 compared toithaig. [8.12.

This confirms that, by using the defined alternative posstlmlKalman filter, the
systematic error in the velocity has been compensated gffitgently and the overall
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uncertainty associated to the predictions is decrease@las w
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CHAPTER

Bayes’ theorem in Conformity Analysis.

9.1 Introduction

As explained in the chaptéf 1, a measurement result can mplysbe expressed as
a single numerical value along with it's unit. It should be@ampanied by additional
information such as its measurement uncertainty or corgéelarterval. When the un-
certainty and the confidence interval is specified along thidhmeasurement result, the
pdf can be assumed or derived from some additional infoonatbout the measurand.

To recall a few more concepts that have been given in chaptarthhe case, when
the confidence interval can not be directly determined bezdue probability distri-
bution of the measurand is not known, a Monte Carlo method Bemented and a
probability density function (pdf), which represents thstigbution of the values that
can be reasonably attributed to the measurand is derivedn, from this pdf, it is
possible to retrieve [27, 28]

1. a measured value and a standard uncertainty, which ae,g&spectively, by the
mean value and standard deviation of the pdf;

2. a confidence interval, about the measured value, that istarval of possible
measurement values along with the associated confidereledecoverage prob-
ability.

Regardless to the way measurement uncertainty is evalustedrrectness depends
on the correctness of the available information, and how iislprocessed to evaluate
the different contributions to uncertainty and propaghaéart through the measurement
process|[19, 27, 28].

Usually, measurement results are employed as input elsnremlecision-making
processes, such as conformity assessment. This is prothebimost frequent use of
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measurement results, especially in industrial applicatias well as in healthcare, en-
vironment protection and many other important application

In most situations, we also have access to preexisting sswftinformation about
the measurand in addition to the measurement result. Whenawe thisa priori
information, usually it is benificial to use it so that we camaka a more informed
decision which in general is expected to result in a betteistEn. This is usually done
by applying the Bayes’ theorem to combine both &priori information as well as
the measurement result to derive a subjective probabibtyildution which can then be
used in the decision making process.

When doing this though, ensuring that the available infoiomas reliable is a crit-
ical key point. But what happens when this information is reiable? This could
happen when the measuring instrument deviates resultitigeimeasurement result
being wrong or when the process deviates resulting iratpeori information being
wrong. In this chapter, it is demonstrated what happens vitheBayes’ theorem is
applied in a blind manner without having reliable infornoati

In the next section, some concepts about conformity asssgdmve been recalled.

9.2 Conformity assessment

Conformity assessment is defined broadly as any activity eigosl is to judge if a
particular quantity or product meets a certain standardspacified requirements.

As has been expressed earlier, a measurement result issggna terms of prob-
ability distribution function which gives a best estimafetltte measurand along with
the associated measurement uncertainty or a coverageahidnich contains the true
value of the measurand with a specified coverage probabilitie to the uncertainty
in any measurement, it is inevitable that there is alwaysska of making incorrect
decisions about an item’s conformity or non conformity.

The general terms and definitions related to conformity sseents are given in
ISO/IEC 17000:2004 document. In any conformity assessnieatecision if a given
product meets the specific requirement is dependent on thsurement of the relevant
measurand. 1SO 10576-1:2003 document stipulates the talgseck the conformity
within specified limits and the coverage interval of the nueesent is compared with
a tolerance interval.

The JCGM guide 106 [29] extends the approach to conformityyarssto consider
risks, such as producer’s risk or consumer’s risk in the edsre conformity is incor-
rectly assessed, and provides some general guidelinesftorpea conformity analysis
depending on a measurement result.

Hence, aracceptance intervatan be defined by specifying a set of acceptable val-
ues for a measurand in such a way that the risk of wrong decafidboth conformity
and non conformity can be balanced to minimize the cost dwsther of the wrong
decisions. An acceptance interval is the interval whichbésgus to make a binary
conformity analysis about a quantity. So, if the value of tieasurand lies inside the
acceptance interval, the item is conforming and non confayratherwise.

Some basic definitions to perform a conformity analysis arfobows [29]:

* A tolerance interval, on the other hand, is defined as amvalt®f permissible
values for a property.
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9.2. Conformity assessment

» Tolerance limit is the specified upper or lower bound of pesible values of a
property.

* Tolerance is defined as the difference between the uppdowed tolerance lim-
its.

» A decision rule is a documented rule that describes how uneagent uncertainty
will be accounted for with regard to accepting or rejectingtam, given a speci-
fied requirement and the result of a measurement.

 Specific consumer’s risk is the probability that a parécwdccepted item is non-
conforming.

» Specific producer’s risk is the probability that a partaoutejected item is con-
forming.

* The measurement capability ind€X, is a parameter which characterizes the
quality of measurement with respect to a requirement spelcby a tolerance
and is given by,

o = =T 9.1)

4,

According to [29], a conformity analysis is done in threewsattial steps:

» Measure the property of interest of the product.
» Compare the measurement result with the specified requirteme

» Decide on a subsequent action whether to reject or accepirtuuct.

Once a measurement result is obtained, the decision on armtetineject or accept
the product is done based on a previously established dacisie.

A coverage interval corresponds to the set of values su¢hhtd@robability that the
guantity lies inside the coverage interval is equal to a ifipecprobability called the
coverage probability.

If the true value of the measurand lies inside the toleramois|, then the corre-
sponding quantity is said to conform to the specified reaquénet.

If the probability distribution of the measurand is in faabown, and it is assumed
that it is represented by(n|n., ), then the statement of conformity is an inference with
a certain probability of it being true. If the set of confongivalues of the measurand
Y are denoted by, the conformance probability is given as shown below [29]:

pe=Pr(Y € Cln,) = /g(nlnm)dn (9.2)

C

If an upper and lower tolerance levelg,(and7; respectively) are given , then the
equation modifies to,

pcz/ ug(nlnm)dn- (9.3)

T
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A measurement result can often be summarized by just a amenderval with
an associated coverage probability without a probabiliggrithution function that is
explicitly stated for the measurand. In such a case, [29 Hat a statement of confor-
mance probability can be made by comparing the coveragevatteith the tolerance
interval. If the entire coverage interval with the corresging coverage probability
lies inside the tolerance limit, then the conformity proitigbis definitely more tharp.

If the entire coverage interval lies outside the tolerameet,| then it is definitely less
thanp. But, if part of the interval is inside the tolerance limit gpakt of it outside, no
decision can be made about the conformance probability.

9.3 Discussion

From all the discussion about the conformity assessmearanibe seen that no decision
can be taken without the knowledge of the measurement @anegrivalue associated
to the obtained measured value.

Therefore, in this respect, it could be thought that the GI2¥] provides the main
and most important guidelines to be followed. However, {hyeraach followed by the
GUM to assign a pdf to a measured value is perfectly good wlvea-priori infor-
mation about the measurand is available, which is the caseost calibration labs.
However, whera priori information is, in fact, available, the more recommended ap
proach is the application of Bayes’ theorem. It is in fact rmomended by the [29]
to use the Bayes’ theorem whenever prior information is atsél about a particular
quantity.

It follows that Bayes’ theorem is expected to provide a betsult than that pro-
vided by the commonly employed GUM approach. The aim of thagpter is to further
discuss this statement and the robustness of the propopeabap with respect to the
correctness of tha priori assumptions. Simulation and experimental results will be
proposed and analyzed to this purpose.

The next section recalls Bayes’ theorem and tries to highltghadvantages and
disadvantages when it is applied in metrology.

9.4 Bayes’ theorem in metrology

Let us consider a random variabk, mathematically represented by its probability
density functionpx (z), and a random variabl€, mathematically represented by its
probability density functiomy (y), wherez andy represent single realizations af
andY respectively.

If the possible mutual dependenceXfandY” is also known, it is possible to define
the joint probability density functiopy y (x, y) of the two variablesY andY'.

In particular, it can be written:

pxy(z,y) = px(x) - py|x (y|®) (9.4)

wherepy | x (y|x) is the conditional probability of random varialig given X

It is obvious that the conditional probabilipy- x (y|z) of eventy givenx depends
on the particular value assumed by the random variablgvhen the random variables
X andY” are independent of each other, the conditional probability (y|=) of event
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y givenz does not depend on the valuassumed byX. Therefore, it is:

pyix(WlT) = py(y) (9.5)

Under this assumption, it follows:

pxy (@, y) = px () - pr(y) (9.6)

Equation[(9.4) can be also rewritten as:

pxy(@,y) = pxy(zly) - py (y) (9.7)
wherepx |y (z|y) is the conditional probability of random variablg givenY'. pxy (z|y)
depends on the particular value assumed by random vanigl@gcept whenX andY
are independent variables. In this case:

pxyy (zly) = px(z) (9.8)

and [9.7) becomes the same[as](9.6).
In the more general situation of dependent variables, secafi(9.4) and(9]7), it
is:

pxy (7, y) = px(z) - pyix(ylz) = pxy (z]y) - Py (y) (9.9)
that can be rewritten as:

px(z) - py|x (y|z)

which is the formulation of Bayes’ theorem.
From the mathematical point of view, it is also:
py(y) = /pX,Y(JU,y)d?U = /px(m) 'pY|X(y‘$)d33 (9.11)

wherepy (y) is called the marginal probability distribution.

Thanks to [(9.11), it follows thapxy (x|y) can be obtained by simply knowing
px(z) andpy|x (y|z).

Eq. (9.10) is very important in metrology. Indeed, let uspage that random vari-
able X represents the measurand and random varighiepresents the measurement
result. The obtained distribution of the measured valugs-ig(y|z), since it is the
distribution of the measured values, given the particuleasarand’s value.

However, the very aim of a measurement process is not thatavfikg the distribu-
tion of the measured valuegy( x (y|x)), but knowing the distribution of values that can
reasonably be attributed to the measurand, given the mezhsatue. In mathematical
terms, this means that the aim of a measurement process @ #waluating x|y (z|y).

This can be obtained by applying Bayes’ theorém (9.10). Ity &arording to[[29],
Bayes’ theorem can be effectively employed to obtained teekk distribution if reli-
ablea-priori information (x (x)) is available about a measurand.

In particular, the following interpretation is given to tgeantities in[(9.10):

1. px(x) is the pdf expressing thee-priori information about the measurand;
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2. py|x (y|) is the pdf representing the distribution of measured vatwesided by
the measurement process;

3. py(y) is the marginal pdf, given by (9.11);

4. px|y(xly) is the pdf associated to the measurand, which combinea-firéori
information with the information provided by the distribart of measured values.

The main advantage in the use of Bayes’ theorem in metrolodhatit yields
the pdf associated to the measurapdsterion, by combining two different kinds of
information: the available information about the measdriéself (prior) and the infor-
mation provided by the measured values.

However, all previous considerations have been derivedumgurely mathematical
perspective, that does not doubt about the correctness$ adradidered quantities. In
other words, the implicit assumption behind Bayes’ theorehat there is full belief
on both thea-priori knowledge and the distribution of measured values. Thisnsmea
full knowledge about the possible distribution of the measd values and zero doubts
about the correctness in the evaluation of the uncertasdp@ated to the measured
value.

It can be readily perceived that this is not the situatiorracpcal applications. Even
if the measurand variability is known, because, for instarthe production process
Is known, it may always drift from the normal operating cdrmafis. Similarly, the
measurement process may deviate from its expected oggcatiitions, thus making
the evaluated uncertainty incorrect. It is then importantriderstand the consequences
of a lack of total trust on tha-priori knowledge or the measured values.

This chapter considers, with both simulations and expertaielata, the effect of
the application of Bayes’ theorem in different possibleatins:

1. when one can assign total belief on bothdhgriori knowledge and the measured
values;

2. when no total belief can be assigned todhgriori knowledgepy (x); this means
that a deviation might occur in the process model, or thegg®enodel does not
represent exactly the manufacturing process;

3. when no total belief can be assigned to the assumed distribof measured val-
ues; this means that the measured values might deviate Ferexpected distri-
bution due, for instance, to a drift in the employed measergrimstrument.

This chapter also considers the risk in taking a wrong decialse acceptance or
false rejection of a product) when the obtained measurenesntts are employed in
conformity assessment [29]. A comparison is made, und&ardiit assumption, in the
obtained risks values:

» when only the distribution of measured values is taken adoount without ap-
plying the Bayes’ theorem to estimate the measurand value;

» when Bayes’ theorem is applied, that is when #hgosteriorivalues are consid-
ered as the measurement result.
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9.5 Simulations

A typical example of conformity assessment is consideredisouss the robustness
of Bayes’ approach: the resistance of the manufacturedeesis measured to check
whether it is inside the tolerance limits or not. Tériori information is represented
by the expected dispersion of the resistance values of tnef@etured resistors due to
variations in the production process.

A nominal valueR,,, = 15 2 is assumed for the resistors, and the given production
tolerance ist0.5%, that is+75 m(2. The dispersion of values due to the production
process is supposed to be represented by a normal propaligitibution, where the
+30 coverage interval is assumed to be the same as the tolergeceal. Therefore,
in the considered example, tpeor distribution is given by:

px (z) = N (Ruy, 02,) (9.12)

whereR,, = 15 Q ando,, = 25 mf).
It is then assumed that the resistance is measured by a RB4EA36.5 digit preci-
sion multimetét. According to the manufacturer specifications, the folluyvapplies:

* the measured>5 §2 value falls in thel 00 2 range;
* in the 100 2 range, an accuracy interval
+0.003% of reading 4 0.003% of range
is provided, which corresponds to:
+R,-3-107°+£3-107°Q
whereR,, is the resistor measured value.

The distribution of the possible measured values is assumbd a normal distri-
bution, with mean value equal to the measured valyeand standard deviation given
by:

om = 0.001% of reading + ImQ = +R,,, - 1-107° £ 11072 Q

If, for instance,R,, = R,., thenitisc,, = 1.15m{.

10000 values have been considered, in each simulationhéomeasured values,
and the three following cases have been considered.

9.5.1 Case I: no deviation in the instrument or the process

Case | considers the situation in which neither the instrumenthe process is deviat-
ing.

According to the assumptions given above in 9.5yraor normal pdf with
mean valueR,, and standard deviation,, is associated to each resistor. Then, since
the process is not deviating, the “simulated true valugsry of the 100000 resistors
have been simulated by randomly generaiifign00 values from this normal pdf.

Onthe other hand, since the instrument is not deviatingitalate the measurement
of each resistorR,,), a random value is generated from a normal pdf centeredeon th

1The behavior of this instrument was simulated, because thig §@strument was used in the experimental validation process.
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Figure 9.1: Histogram associated to the obtain&e000 a posteriori values, in case I.

corresponding “simulated true valu&sry and with standard deviation,,. Hence, a
normal pdf centered &at,, with the corresponding standard deviatigp is associated
to every measured value.

Bayes’ theorem is then applied, according to the measuretia¢atand the priori
knowledge.

It is well-known that the mean value of thmosterior pdf, according to the given
measurement dataand thea priori knowledge is given by:

2 2
Ha priori * Uy +y- 04 priori

2 2
Uy + Oq priort

(9.13)

[Hposterior =

Considering the proposed example, the quantitids inl(9ak®)the following values:
* La priori = Bny = 15 §2;

* Oupriori = Ony = 25 mf);

* Y = B;

* 0y =0m

Fig. [9.1 shows the histogram associated to the 100000 @gtaiposteriorimean
valuesyposterion given by [9.1B). These values representdtposteriorivalues associ-
ated to thel00000 resistors Ra posterior)-

It can be readily checked that the obtained histogram ajpedes quite well a
normal pdf, as expected since normal pdfs have been assdimednean and standard
deviation associated to the 100000 obtaiagubsteriorimeans are evaluated and the
normal pdf, drawn in blue line in Fig. 9.2, is obtained. Thi {8 compared with tha
priori pdf (red line in Fig[9.P).

It can be seen that the two pdfs are in perfect agreement.ré@$ugt was expected,
since no deviation in the measuring instrument or the pmoisesonsidered in this case
l.

It is also possible to perform a risk analysis, according®Qosteriors 1N fact, for
every obtained value, it is possible to verify whether it§ahside the tolerance limit
(R, £ 75 m€) or not. If the value falls inside the limit, the resistor istlin the
tolerances and should be accepted; on the other hand, iathe falls outside the limit,
the resistor is supposed to exceed the tolerances and diwudjected.

Of course, due to measurement uncertainty, the actuataeses value can differ
from the measured one. Therefore, if this last value is camed in the comparison
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Figure 9.2: A priori pdf associated to the resistors (red line) and a posti pdf (blue line), when case
| is considered.

with the tolerance limits, there is always a risk that a bagister is erroneously ac-
cepted, or that a good resistor is erroneously rejectedrderdo state if a decision is
correct or wrong, for every resistor, we also compared theesponding “simulated
true value”Rgrv With the tolerance limit R, = 75 m{2) and verified if the two values
(Ra posteriorn @nd Rg7v) lead to the same decision. Of course, the correct decisitrei
one obtained wheRstv, Which is thetrue valueof the resistor, is considered.

The percentage risk of taking a wrong decision is defined as:

Total wrong decisions

Risk topa = 100 (9.14)

Total decisions
When only false acceptances are considered, the followsigaan be defined,
which represents the risk that bad resistors are errongaasepted:

Total false acceptances

RZS]{Z f.a —

Total decisions 100 (9.15)

On the other hand, when only false rejections are consigéredollowing risk can
be defined, which represents the risk that good resistorsrevaeously rejected:

Risk, . — Lotal false rejections

100 (9.16)

Total decisions
Of course, it is:
Risk o1 = Risk: o + Risks ..

Considering the values provided by EQ. (9.13) in this cadeel following percent-
age risk values have been obtained:
Risk (ot = 0.038% Risky .. = 0.02% Risk; . = 0.018%

The total risk can be compared with the corresponding tas&l value evaluated
without applying the Bayes theorem, when the “measured séalfiig, are taken into
account and compared with the tolerance inteR@l + 75m<Q:

Risk total — 0038%

The obtained values are perfectly compatible, as expeated 8o deviation in the
instrument or the process is supposed in this case |. Thetefathis case | in which no
deviation is present in the process or the instrument, thécaion of Bayes’ theorem
does not modify the results of the risk analysis.
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Figure 9.3: Histogram associated to the obtain&e000 a posteriori values, in case II.

9.5.2 Case ll: deviation in the process

Case Il considers the situation in which the process is dagiat

In this second case, to consider the process’ deviatior'sthmilated true values”
cannot be extracted by tleepriori pdf. Therefore, 100000 normal pdfs has been con-
sidered with:

* mean value
Ry + (0.75 - k pu£2)

wherek = 1...100000;

» standard deviation,,,

In other words, the same shape and standard deviation ef phneri pdf are con-
sidered, but the mean value is not centered on the resistomsnal valuer,,,, but it is
shifted by value).75 - k£ u2. The value).75 uf) has been chosen so that, at the end of
the 100000 iterations, the process is deviated by exattymS2 which is the tolerance
limit (see Sect_915).

Hence, tha 00000 “simulated true valuesRgry are obtained by randomly extract-
ing one value from each of the above pdfs.

On the other hand, since the instrument is not deviatingintollate the measured
value of each resistor{,,), a random value is generated from a normal pdf centered
on the corresponding “simulated true valuBéry and with standard deviatios,,,.
Hence, a normal pdf centered @), with the corresponding standard deviatiop is
associated to every measured value.

Bayes’ theorem is then applied, according to the measureta¢atand tha priori
knowledge, as given by Eq._(9]13). In the application of thisnula, with respect to
previous case |, tha priori knowledge is always the same, but the measurement values
R, are different, as explained above. The histogram in[Eigi9o®tained, associated
to the obtained resistors’ valué& posteriori

Also in this case I, the histogram approximates quite welbemal distribution and
the pdf in blue line in Fig[ 914 represents the correspongitiy In this same figure,
thea priori pdf is also reported (red line). It can be seen that the bheei§ shifted in
the direction in which the process is deviating. Moreowudnas a higher variance than
thea priori.

As in case |, it is also possible to perform a risk analysispating to the obtained
values R, posterion (that is, when Bayes’ theorem is applied) and according tortha-
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Figure 9.4: A priori pdf associated to the resistors (red line) and a postri pdf (blue line), when case
Il is considered.

sured valuegz,, (that is, without applying Bayes’ theorem). The followindues are
obtained, as far as the total risk is concerned:

Risk total — 064%
when R, posteriori IS CONsidered;

Risk total — 059%

whenR,, is considered.

It can be noted that the risk increases a little bit after tbe of Bayes’ theorem.
Therefore, the application of Bayes’ theorem, in this casergiases the risk of wrong
decision.

It is worth noting that the amount of risk is strictly depentlen the accuracy of the
instrument. The greater the accuracy of the instrument iggpect to the priori, the
lesser the correction due to Bayes’ theorem. Therefore gdsel the difference in the
risks with and without the application of Bayes’ theorem. rEfiere, with less accurate
instruments, the risk of taking wrong decisions after thgliaption of Bayes’ theorem
could become significant.

This is maybe a trivial conclusion, since very accuraterimeents do not require,
in principle, corrections. On the other hand, this condasnust be taken into careful
consideration if the correction obtained by the applicatbBayes’ theorem is used to
counterbalance possible drifts in the measurement protfdbss is the case, the belief
in the stability of the manufacturing process must be highan that in the stability of
the measurement process not to have unpleasant surprises.

9.5.3 Case lll; Deviation in the instrument

Case Il considers the situation in which the instrument isatang.

In order to simulate the true values of the resistors, sine@tocess is not deviating,
the same considerations as in case | apply. Therefoo@)0 extractions are taken from
thea priori pdf. These are the “simulated true valuégy.

On the other hand, the measuremeRtsmust consider that the instrument is devi-
ating. Therefore]00000 normal pdfs has been considered with:

* mean value
Rstv + (0.75 - k pu€2)

wherek = 1...100000;
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Figure 9.5: Histogram associated to the obtain&e000 a posteriori values, in case Ill.
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Figure 9.6: A priori pdf associated to the resistors (red line) and a postri pdf (blue line), when case
Il is considered.

» standard deviation,,

In other words, all pdfs have the same shape and standaratidevibut their mean
value drifts. The valu®.75 u) has been chosen so that, for the [E¥000*" resistor,
the measued value is deviated by exa€tlym(2, which is the resistor tolerance limit
(see Secf. 915).

Hence, thel00000 measurement result8,, are obtained by randomly extracting
one value from each of the above pdfs. Then, for every medsaee, a normal pdf
with mean valueR,, and standard deviation, is assumed.

Bayes’ theorem is then applied, according to the measuretda¢atand tha priori
knowledge, as given by Ed. (9]13). As already stated abbee, priori knowledge is
always the same, but the measurement valjigsre different. The histogram in Fig.
[9.5 is obtained, associated to the obtained resistorsesatyl yosteriori

Also in this case lll, the histogram approximates quite veeflormal distribution
and the pdfin blue line in Fig._9.6 represents the corresimgudf. In the same figure,
thea priori pdf is also reported (red line). It can be seen that the bheei§ shifted in
the direction in which the instrument is deviating. Moregvehas a higher variance
than thea priori.

As in the previous cases, a risk analysis has been perfoamédhe risks of wrong
decisions, obtained when the measuremé&ntsind when the posteriorivaluesR; posteriori
are considered, are compared with each other. In particular

Risk total — 1314%
when R, posteriori re considered,

Risk total — 1326%
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whenR,, are considered.

The difference between the obtained values for the totalisismall, even in this
case lll. However it can be noted that, in this case, the agiptin of Bayes’ theorem
yields better results.

Once again, it can be underlined that the risk depends orctheacy of the instru-
ment. The greater the accuracy of the instrument with régpebea priori informa-
tion, the lesser the correction due to Bayes’s theorem ams$ecmently, the lesser the
difference in the risks with and without the application ofyBa’ theorem.

Of course, this makes sense because if the uncertaintyiasbto the measurement
result is very low, it means that the measurement resultustead much more than
the a priori information. So, if the instrument deviates, theoriori information is
still not trusted enough to correct the measurement residt. in this situation, the
more accurate tha priori information is with respect to the instrument, the more is
the correction applied thereby leading to a better deciaiter the application of the
Bayes’ theorem.

It is also interesting to observe that:

Risk ora = 13.14% and Risk ¢, = 13.02%

thus meaning that, among all the wrong decisions, most ohtberrespond to false
rejection, because of the wrong measurements due to thenmestt's deviation.

9.6 Experimental results

In order to verify whether the simulation results are expentally confirmed, so that
the method based on Bayes’ theorem can be applied in pragticesistors have been
used with resistance value, given by the manufacturer Spatoons: 15 £+ 0.15 Q.

First of all, the values of the resistors have been measurédareference multi-
meter: Fluke 8508A with 8.5 digits.

The obtained measurements have been considered the donedigttrue values of
the resistors. The mean of all conventionally true valuestesen found to b&4.94 ().
This value is indeed within the manufacturer tolerancervatiebut, ideally, it was sup-
posed to béb5 (2. So, according to the three case studies described abowevirethe
case in which “the process is deviating”.

Moreover, for the sake of experiment, we also made a diffeassumption. Since
the measured true values of the resistors were all insidtéeance interval given by
the manufacturer, in order to simulate some outliers, waraed a stricter manufac-
turer specificationi5+ 0.075 €2. Also under this different assumption, the mean of the
true values 14.94 Q) falls within the tolerance interval.

Therefore, it is supposed that thgriori knowledge is represented by a normal pdf
with mean valud 5 ) and standard deviatidlb mS2.

At this point, we measured the resistance values oBtheesistors with the Fluke
8845 multimeter. The obtained values are the resistors’ medstakies. Taking into
account these measured values and the a priori knowledgesBéneorem has been
applied to get tha posteriorimean values according o (9113), where:

* y is the measured value of the specific resistor;
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Figure 9.7: A priori pdf (red line) and a posteriori pdf (blue line) in tHest experimental study, where
the process is deviating.

* 0, is the uncertainty associated to the resistor's measuiled aad, according to
the Fluke 8845 precision multimeter specifications, it isulated as:

1 0.003 -y +0.003 - 100
- y+ (9.17)
3 100

where it is assumed that the total error of the instrumengrgby the manufac-
turer’s accuracy specifications, corresponds tottBe interval;

Oy

* Lo priori = 15 €, that is the nominal value given by the manufacturer;

* 04 priori = 25 mS), as explained above.

The distribution of thea posteriorimean values is shown in Fig. 9.7 in blu line,
while the red line shows, for a comparison, the distribubbthea priori knowledge.

The obtaineda posteriorimean values have been stored and compared with the
tolerance interval5 + 0.075 2 in order to state weather the resistor is compliant with
the specifications or not. This is what happens in the in@ustrorld (in a resistor
manufacturing company, in this case), where a decisionsngeltle made (accept or
reject) whether the product is compliant or not with the peEations.

A risk analysis has been also made accordin@ to [10.3), bgiderning, firstly, the
measured values and, subsequentlyatipesteriorivalues. The following results have
been obtained:

Risk total — 127%
when thea posteriorimeans are considered,;

Risk total — O%

when the measured values are considered.

This means that the application of Bayes’ theorem worsensethdts of the risk
analysis, in this case. It is worthwhile to observe that thigre 1.27% risk is entirely
due to false acceptances. So, actually, consumer risk lesisibereased because of the
application of Bayes’ theorem.

After this first experimental validation, which considee ttase of a “deviation in the
process”, a “deviation in the instrument” has been simdlaby adding an increasing
offset to the resistors.
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Figure 9.8: A priori pdf (red line) and a posteriori pdf (blue line) in treecond experimental study,
where the instrument is deviating.

In particular, we increased the offset bym(2 every5 resistors starting with an
offset of 5 m(2 for the first5 resistors. According to this assumption, a final offset of
about80 mf) is added at the end of the measurement procedure, whichtieabove
0.075 €, the 3o interval of the considered priori pdf.

The offset has been added to the resistors’ measured valkes with the Fluke
8845A multimeter, as stated above, and the obtained values hese tonsidered as
the new measured values. These values have been used in Bayasia (9.13) to
obtain the neva posteriorimean values.

The distribution of the obtainea posteriorivalues is shown in Fid. 9.8 in blue line,
while the red line represents the pdf associated tatheori knowledge and the black
line represents the actual pdf, according to the resistarg’values.

A risk analysis has been done, according to both the new meshsalues and tha
posteriorivalues. The following results are obtained:

Risk total — 2658%
when thea posteriorimeans are considered;

Risk total — 2658%

when the measured values are considered.

This result (equal total risk) should not be surprising:eied, in this case, the em-
ployed instrument is quite accurate and the variance of dfiexpressing the distribu-
tion of the possible measured values is significantly loantthat of theprior pdf.
Therefore, the correction provided by the application efBayes’ theorem is negligi-
ble and does not go in favor of a risk reduction.

Moreover, if the partial riskgisk ¢ .. andRisk ¢, .. are analyzed, we get:

Risky o = 22.78% and Risks , = 3.8%
when thea posteriorimean values are considered; and

Risky o, = 22.78% and Risk; , = 3.8%

when the measured values are considered. So, also thel paksado not differ. It

is important to underline that, out of the tot#.58%, 22.78% of the risk is due to
false acceptances, while orgy8% is due to false rejection. This happens because the
instrument is deviating in the opposite direction with o the process’ deviation.
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So, the bias caused by the process deviation is compensgtdek bias caused by
the instrument deviation. Therefore, in this case Bayegrma does not improve the
measurement result and does not reduce the risk of wrongideci

9.7 Conclusion

It should be noted that the application of the Bayes’ theoreoulsl not be used under
the conditions assumed in this chapter. At least, when tiseaesuspicion of a bias
either in the instrument or the process, the results of the8alieorem should not be
used.

But, how can we be sure that the information is correct? Uguiallthe industry,
the measuring instruments are calibrated at regular ialervlhe calibration results
simply specify the state of the instrument at the instantadibcation. So what is the
guarantee that the instrument is behaving entirely cdyrélithe next calibration? For
these reasons, a bias might remain undetected, sometime$ogtong durations, thus
producing incorrect results and causing problems.

For example, if the equipment used to evaluate the carbogsémms in an automo-
bile deviates in an automobile industry and this is not deti¢he entire manufacturing
plant needs to be stopped to check the production procesgpitiee design of the au-
tomobile itself may need to be re-investigated. These s cost a lot of money to
the company.

Therefore, the aim of the analysis done in this chapter isoptove that the Bayes’
theorem introduces errors in the presence of bias whichpea®d given that the re-
qguirements for the correct application of the Bayes’ theoagennot satisfied. Rather,
the aim is to show the significance of this error.

So, if somehow a possible deviation could be taken into atgalbetter result could
be obtained. This is the aim of the next chapter.
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CHAPTER 1 0

Conformity analysis in an industry using RFV
based Bayes theorem

10.1 Introduction

As expressed in the previous chapter, JCGM 106:2012 docy2Z@nencompassed in
the ISO/IEC guide 99-4:2012 [26], is the main document wharfarmity assessment
is considered. This guide provides guidance and procedaressessing conformity
of an item with specified requirements.

When alsoa priori information about the measurand is available, Bayes’ theore
can be applied and, in such a case, its application is géypeeabmmended in metrol-
ogy [29], since it is expected to provide a better result thamply considering the
measurement results and the associated uncertaintieshdnwords, it is expected
that, thanks to the application of Bayes’ theorem, there isdaiction in the risk of
taking wrong decisions (“false acceptances” or “falseatpms”).

It has been shown in the previous chapter that it is not alvhgscase. There
are cases in practical scenarios when there are undetestedidns in the process or
measurement such that the probability distribution aggign them is inaccurate. In
those cases, depending on the scenario, blindly applyeBadlyes’ theorem could even
prove detrimental to our original goal of decreasing thk oswrong decisions.

Especially, in industrial applications, situations ocquite often in which either
the production process or the instrument suffer undetadé®dhtions, thus adding an
unknown systematic contribution to uncertainty. While theNG [27] requires that
all systematic effects are recognized and compensatedrdrseveral tools, such as
control charts, Process Capability Analysis (PCA) and Meament System Analysis
(MSA) can be used to detect systematic effects, they arelwaya applied in the com-
mon industrial practice either because of their cost orithe tequired to implement
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them. Nevertheless, the contribution of such unknown, mpEnsated systematic ef-
fects shall be taken into account to evaluate measuremertamty and use it to
model the input variables to Bayes’ theorem.

Since a deviation is, by its very nature, a systematic doumtion, it can be modeled
inside the theory of possibility [9, 18,51], in terms of Rand&uzzy Variables (RFVs)
[17,18] and Bayes’ theorem can be reformulated inside thwsfreEsmework.

There are articles available in the literature aimed atrrefdating the classical
Bayes’ theorem using theory of possibility called the geliwzd Bayes’ theorem [10,
37]. In [45], the authors consider the cases of imprecisbairilities in risk assessment
and how to treat them using theory of possibility and po#istii Bayes’ theorem. But,
the mathematics used is more complex and is, in fact, seifablapplications highly
sensitive to risk. In industrial conformity analysis, aft@ simple point value is used to
make the decision of conformity and a more computationdfigient way is needed to
save money and time for the industry. This chapter aims afigirgy such a solution.

A modified Bayes’ theorem, based on the representation of #ssurement results
and the metrologica priori knowledge in terms of RFVs (Chapiédr 3), is considered
in this chapter, with the aim to improve the results obtaibgdhe application of the
classical Bayes’ theorem in the previous chapter and pratdttls more easily appli-
cable than the ones based on a purely probabilistic appbz2Hi; 25] in an industrial
context since, as it will be shown in the following, it recgsronly algebraic operations.

10.2 RFVs and the proposed modified Bayes’ theorem

It has been shown in the chaptér 9 that the application of Béyesrem could be detri-
mental as expected when it is applied incorrectly in thegmes of deviations. So, if
somehow the deviation in the process or the instrument caaldea into consideration
while applying the Bayes’ theorem, we should be able to geebetsults.

It is proposed in this chapter to represent both @hpriori information and the
measurement results in terms of RFVs and then apply a sintlaaton as[(9.13),
where the afore-mentioned possibilistic mean values andnees of RFVs[[4] are
considered instead of the probabilistic mean and variance

Just to recap what has already been discussed in cthapteiR¥\aocan be defined
also in terms of itgv-cuts. While an RFV is described by an infinite numbenefuts,
« being a real variable, operatively, it can be represented figite discrete number
of a-cuts. If N a-cutsa;, with 7 = 1...N, are considered, mean value and variance of
RFV X are defined as [4]:

Var(X) =

whereq; = = - (i — 1).
Hence the aposteriori mean and variance according to théisd8ayes’ theorem
are given by:
M<Ya priori) : VaT(Ym) + M(Ym) : V&T(Ya priori)
Var(Ya priori) + Var(y,)

(10.1)

Ma posteriori —
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whereY .,.io:i @andY,, are, respectively, the RFVs corresponding todtpiori knowl-
edge and the measurement results, whose shapes are s#latbd to the available
metrological information.

In sectior 10.3]1, three case studies will be consideretth, aiiferent metrological
information. According to that, the RFVs in Eq._(10.1) wilkeadifferent shapes and
values.

10.3 Simulated case studies

As a case study, this chapter considers the same examplasdsekn discussed in
chaptef D in Secf._ 9.5, where a typical industrial processreva property of one item
IS measured, to decide if the item is compliant or not withgpecifications, in order
to accept or reject it. The only difference from the examplesect.[9.b is that the
measuring instrument is different in this chapter from tsetd in chapter 9.

For the sake of completeness, the same data and assummiidered in Secf, 9.5
has been briefly summarized.

Resistors with nominal valu&,, = 15 2 are considered, with a tolerance of
+0.5 %. We suppose that the tolerance interval corresponds té&3recoverage inter-
val of a normal probability distribution which represerits tlispersion of values due to
the production process. Therefore, according to the abssenaptions, the tolerance
interval is+75 m{2 and thea priori distribution is given by:

px (#) =N (Ruv, 05) (10.2)

whereR,, = 15 Q ando,, = 25 mf).
The resistance values are measured with an AgilénDigit 34450A Multimeter.
According to the manufacturer specifications, the follayvapplies:

 the measuredb> (2 value falls in thel00 €2 range;

* in the 100 €2 range, an accuracy interval

+0.05 % of reading + 0.008 % of range
Is provided in the data sheet, which corresponds to:

+ (Rwm-5-107"+8-107%) Q
whereR,, is the resistor measured value.

Since the aim of this work is to compare the effectiveneshefmodified Bayes’
theorem with that of the classical Bayes’ theorem, we suppitsethe above interval
is the+30 coverage interval of a normal probability distribution wiinow represents
the possible measured values of the resistor, so that adcfosm solution for thea
posteriori information can be derived when using the classical Bayesorgm. We
can hence evaluate a standard deviation:

1
om = = (0.05 % of reading + 8) m

which represents the standard measurement uncertairyiates to the measured
resistance. It can be noted thgt depends on the measured valgg.
Three different possible situations are considered here.
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1. Case I: No deviation in either the instrument or the production process
In the first simulated case, we assume total belief on bothameori knowledge
and the measured values. In other words, it is assumed #ratdine no deviations
in neither the process nor the instrument.

2. Case lI: deviation in the production process
In the second simulated case, we assume that no total bahdfecassigned to the
a priori knowledge. This means that a deviation might occur in theyection, or
the production model does not represent exactly the praduptocess.

3. Case llI: deviation in the instrument

In the third simulated case, we assume that no total beliefb@aassigned to
the distribution of the measured values. This means thatibasured values
might deviate from the expected distribution due, for ins& to an undetected
drift in the employed measurement instrument. This padicsituation might
occur, especially in industrial environment, even wherugaie instruments are
employed if the instrument itself suffers a drift that maguk in instrument’s
operations outside the expected accuracy range and thateman undetected
till the next calibration. This situation is quite criticgihce, if the measured values
are not corrected by the application of Bayes’ theorem, theeguent conformity
assessment might be largely incorrect.

Under this respect, to prove that the proposed method workafy systematic con-
tribution inside a pre-defined range of values, differeicpss or instrument constant
deviations selected at random are considered.

This chapter also considers the risk in taking a wrong decidalse acceptance or
false rejection of a product) in conformity assessment.[Z9}e considered decision
rule is to accept resistors whose values fall in the raRget 75 m(?, that is, fall inside
the tolerance interval.

The percentage risk of taking a wrong decision is defined as:

Total wrong decisions

Riskr = 100 (10.3)

Total decisions
which is the sum of the risk of false acceptances:

Total false acceptances

] = 1 10.4
Risk s Total decisions 00 (10-4)

and the risk of false rejections:
Riskr . — Total false rejections 100 (10.5)

Total decisions

A comparison of the obtained risk values is made, when etedieccording to three
different situations:

» when there is na priori information and hence, measurment data is directly used
in conformity assessment;

« when classical Bayes’ theorem is applied as shown in Settafid the obtained
distribution of thea posteriorivalues is considered in conformity assessment;
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» when the modified Bayes’ theorem proposed in this chapteppéiead, and the
obtained possibility distribution of thee posteriorivalues is considered in confor-
mity assessment.

10.3.1 Modified Bayes’ theorem simulation results
Case |

In this case, the same considerations as those reportedtii@e 1 apply, after having
represented tha priori information and the measurement results in terms of RFVs.
In particular, the blue lines in Fid._10.1 represent ¢hpriori RFV R,,, and its ran-
dom PD is obtained by applying the probability-possibilitgnsformation, in Sect.
[2.32, to pdfV(R,.,, 02,). On the other hand, the green lines represent the RE\6f

one of the measurement®,{ = 15.04(2). Its random PD is obtained by applying the
probability-possibility transformation [48] to pd¥(R,,, o2 ), whereR,, ando,, are

the same simulated values as in Sec. 9.5.1.

l_
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Figure 10.1: A priori RFV is represented by blue and RFV associated to oresnored value represented
in green, in case |.

Eq. (10.1) is applied to all RFVs representing the simulateésared values and
the distribution of the possibilistic means of the 1@posterioriRFVs is represented
by the green pdf in Figl_10.2 (completely overlapped to theelgdf since the same
information as that used in seCt. 9]5.1 has been processex he

Conformity assessment is also considered, by considermgetbults from[(10]1),
and the risk’s values given in the last row of Table 10.1 ataiokd, thus showing the
perfect agreement of the modified Bayes’ theorem and theicédd3ayes’ theorem
in this case. The results in the first two rows of the table hose in the situation
when there is n@ priori information and hence, measurement data is directly used in
conformity assessment and in the situation when the clEd€3ayes’ theorem has been
applied to obtain tha posteriorivalue which has then been considered in conformity
assessment. These results have been reported for the sakamdirison.
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Figure 10.2: Case I: a priori pdf associated to the resistors (red linejif pf the a posteriori mean
values when the classical Bayes approach is followed (liheg;Ipdf of the a posteriori mean values
when the modified Bayes approach is followed (green line).

Table 10.1: Evaluated risks in case I.

Risk 7 Risk ¢ ,. Risk ¢ ..
No a priori 05 % 0.1 % 04 %
classical Bayes'theorem 04 % 0.2 % 0.2 %
modified Bayes’theorem 0.4 % 0.2 % 0.2 %

Case ll

In case II, we suppose that the process is deviating, andmeaate the deviation of
the process as explained in Séc. 9.5.2 . We can take into micttua deviation in
the a priori RFV, by considering the presence of a systematic contributionder
this assumption, tha priori RFV R,,, (blue lines) and the RFWR,,, associated to one
measured value (green linds,, = 15.04 in the figure) are the ones shown in Hig. 10.3.
The random PDs in both RFVs are built in the same way as in cagelg the internal
PD of R, is built by considering a rectangular PD over inter¥alo,, .

Eqg. (10.1) is applied to all RFVs representing the simulateésared values and
the distribution of the obtainet 000 M, yosteriori Values is represented by the green pdf
in Fig.[10.4. Conformity assessment is also considered, bgidering the results from
(I0.1), and the risk’s values given in the last row of Tdbleé2ldre obtained. Again,
the results in the first two rows of the table are those in theaibn when there is
no a priori information and hence, measurement data is directly usednformity
assessment and in the situation when the classical Bayesetias been applied to
obtain thea posteriorivalue which has then been considered in conformity assegsme
These results have been reported for the sake of comparison.

These values show a small reduction of the total risk, wiipeet to the other two
considered methods (first and second rows in the same Tdblparticular, it can be
stated that the modified Bayes’ theorem provides betterteethdn the classical one
and it can be applied also when there is a deviation in theggyavithout worsening
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Figure 10.3: A priori RFV is represented by blue and RFV associated to ceeesnred value represented
in green, in case Il
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Figure 10.4: Case II: a priori pdf associated to the resistors (red linpgf of the a posteriori mean
values when the classical Bayes approach is followed (liheg;Ipdf of the a posteriori mean values
when the modified Bayes approach is followed (green line).

the risk values.

When the process is deviating and the classical Bayes’ thebesnbeen applied,
the a priori information is being used to “correct” the measurementltesince the
a priori information is incorrect, this would result in an incorrécorrection” in the
measurement result thereby causing an increase in risk.sBgg the instrument has
a very low uncertainty compared to that of thepriori information, the amount of
correction is very low. So, the increase in risk of wrong @onfity analysis is very
low.

In the modified Bayes’ theorem, the uncertainty ofaéh@iori information is further
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increased because of the internal membership function.th&ocorrection” in the
measurement result is lower than that in the classical Bayesirem. So, the risk
of wrong conformity analysis is slightly decreased thart thfathe classical Bayes’
theorem.

Table 10.2: Evaluated risks in case Il.

Risk Risk ¢, ». Risk¢, ..
Noapriori 28 % 13 % 15 %
classical Bayes'theorem| 3.0 % 24 % 0.6 %
modified Bayes'theorem| 2.8 % 13 % 15 %

Case lll

In case Ill, we suppose that the instrument is deviating,raay operate outside its ac-
curacy range due to a large undetected systematic devtaabmay remain undetected
till the next calibration. Under such condition, the measiwvalues become much less
reliable than the priori knowledge about the process, and the application of Bayes’
theorem is expected to assign full credibility to #@riori information, provided that
the range of the possible instrument deviation is corr&Istynate.

Therefore, to take into account also extreme situatioresdéviation of the instru-
ment is simulated as explained in Sec. 9.5.3 . We can takeagttount this deviation
in the RFV associated to each measured value, by considérngrésence of a sys-
tematic contribution. Under this assumption, ¢hpriori RFV R,,, (blue lines) and the
RFV R,, associated to one measured value (green liRgs= 15.04 in the figure) are
the ones shown in Fig. 10.5. The random PDs in both RFVs artibuiie same way
as in case I, while the internal PD B, is built by considering a rectangular PD over
interval £30,,.

1
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041
03
0.2
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0 | | | |
14.9 14.95 15 15.05 151 15.15

Figure 10.5: A priori RFV is represented by blue and RFV associated to agesored value represented
in green, in case Il

1This can be done by analysing the history of all previousbeation results.
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Figure 10.6: Case llI: a priori pdf associated to the resistors (red linegf of the a posteriori mean
values when the classical Bayes approach is followed (lh@g;|pdf of the a posteriori mean values
when the modified Bayes approach is followed (green line).

Eq. (10.1) is applied to all RFVs representing the simulatedsared values and
the distribution of the obtained/, ,osteriori Values is represented by the green pdf in
Fig.[10.6. It can be seen, in this figure, that the distributibthe possibilistic means of
thea posterioriRFVs is significantly narrower than the distribution of gnposteriori
mean values obtained from the classical Bayes’ theorem. iShlge to the fact that
the possible instrument’s undetected systematic dewiagi@orrectly modeled by the
RFV representation and, consequently, a significantly tacgerection is applied on
the measured values provided by the instrument. This imphiat RFVs are provid-
ing a better model of the available information compared poabability distribution
function. This does also explain why the false rejectiok isseven lower than the
one shown in Table10.1. It is worth noting that, should thetriiment operate under
these critical conditions, the provided measurement tesubuld be useless without
the applied correction and the risk of false rejection wdagdvery high. The applica-
tion of Bayes’ theorem, by considering the availablpriori information, corrects the
measured values so that this risk is reduced. It is also warting that this reduction
is not due to acceptance of all resistors, but only to thetfattthose outside tolerance
are correctly identified and discarded. Moreover, the faat & large deviation is mod-
eled by the RFV representing the measured values does not timeathe measured
values are indeed useless, as it might be incorrectly thowsgice the same results
are obtained when much smaller deviations are considesqupaed by the additional
simulation results provided in next Section 10.4.

Conformity assessment is also considered, by considermgetbults from[(10]1),
and the risk’s values given in the last row of Table 10.3 ataiokd. Again, the results
in the first two rows of the table are those in the situation nvtieere is naa priori
information and hence, measurement data is directly usednformity assessment
and in the situation when the classical Bayes’ theore has applied to obtain the
a posteriorivalue which has then been considered in conformity assedgsni@ese
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results have been reported for the sake of comparison.

The obtained results show a great reduction of the risk gafthee total risk is de-
creased by two orders of magnitude), thus also showing &t gdvantage in the use
of the proposed modified approach.

Table 10.3: Evaluated risks in case Ill.

Risk T Risk, ,. Risk ¢, ..
No apriori 135 % 01 % 134 %
classical Bayes'theorem 114 % 0.1 % 113 %
modified Bayes'theorem 03 % 03 % 0.0 %

10.4 Additional simulations

In order to verify the validity of the proposed approach, sndifferent other simula-
tions have been run.

In the examples considered above (case Il and case lll), therBpresenting the
possibledeviations(process or instrument) is built by taking an internal PD adtiv
+30,y.

Other simulations have been run, by considering, in the Ripvesentingleviation
an internal PD of width ranging fronto,,, to +50,,,, that is lower and greater than the
considered deviatior8¢,,). The results obtained under this assumption are shown in
Table[10.4, and show that the proposed modified approachsvioik satisfactory way
even if the deviation is underestimated or overestimatealjiged that the possibility
that a deviation exist is taken into account. The slighedéhces in the provided results
are due to numerical noise in the simulation..

Table 10.4: Evaluated risk for different widths of the internal part bEtRFV representing the possible
deviation of the process or the instrument when the modifsg@8 theorem is applied

Internal PD width Production Process Deviating Instrument Deviating
Riskt | Risky 5 | Risk¢ , | Riskt | Risky¢ , | Risky ;.
l-0 27 % | 14 % 13 % 03 % | 03 % 00 %
1.5-0 28 % | 14 % 14 % 03 % | 0.3 % 0.0 %
2.0 28 % | 1.3 % 15 % 03 % | 03 % 00 %
250 28 % | 1.3 % 15 % 03 % | 03 % 0.0 %
3.0 27 % | 1.2 % 15 % 03 % | 03 % 00 %
350 27 % | 1.2 % 15 % 03 % | 03 % 00 %
4-0 28 % | 1.3 % 15 % 03 % | 0.3 % 0.0 %
450 27 % | 1.2 % 15 % 03 % | 03 % 00 %
5.0 28 % | 1.3 % 15 % 03 % | 03 % 0.0 %

This shows that, applying the modified Bayes’ theorem (baseéb@possibility dis-
tributions) and considering also the systematic contidimstin the RFVs of either the
production process or the instrument improves the resnttseduces the risks’ values,
even if the amount of the deviation is not exactly known anaiceesomehow roughly
estimated. Even if such a statement may appear as countavint especially when
the deviation is underestimated, it is absolutely plagsiglven the fact that the con-
sidered deviation is the same as the required toleranceefbine, even when a smaller
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correction than the actual deviation is considered by thdifieal Bayes’ theorem, it is
enough to reduce the risk of wrong decision due to the ingnirdeviation and reduce
it when the production process is deviating.

10.5 Evaluating the possibility of deviation

The main limitation in the industrial application of the etical Bayes’ theorem is that,
since, if either the process or the instrument deviate veipect to the situation repre-
sented by the employed distributions, thposterioriinformation might be misleading.
On the other hand, even if we want to use the modified Bayesténe@resented in
this chapter, to construct the RFVs, it is necessary to knewpdssibility of deviation
in thea priori information or the instrument.

In principle, while it is possible to detect deviations iretimstrument behavior by
calibrating it, though with a possible delay with respecbtourrence time, deviations
in the process might be difficult - if not impossible - to detenless additional infor-
mation is available.

In the present day where there is Internet of Things (I0T)Bigddata, we have ac-
cess to a huge amount of data from a large number of sourcas.ihalustrial scenario,
this means that we have access to data from hundreds or tidsusasensors placed
throughout the industry. If any of that data is somehow dateel to the measurand,
that would mean that this data could be used to make a coorela¢tween the measur-
and and the additional data,in other words, more educatesksgs about the measurand
could be made using this data.

So, theoretically speaking, if we have access to the rightadalata, it is not im-
possible to verify our measurement results with this addél information so that any
possible deviation in either the instrument or the procestdcbe detected. In the age
of big data, this sort of data is probably available to therolegist, since it offers the
opportunity to access data, different from those direathated to the process or the
measurement results, but, still, correlated to the meadurBy analyzing those data,
it is possible to have a clearer idea if either the proceggesented by tha priori
distribution, or the instrument is deviating.

In principle, once evidence is collected about the preseheepossible deviation,
but it is not possible to apply a correction, it is possibladapt thea priori information
or the measurement result to recount for it.

10.6 Experimental case study

To verify the modified Bayes’ theorem based on the RFVs as welb @@monstrate
how the use of other measurement data could be used to ev#heapossibility of a
deviation as proposed in Selct. 10.5, a simple experimeriddesconsidered: A simple
electric circuit is built as shown in Fig. refcircuit, whicimulates a power system
supplying an industry; the voltage and the current on the $ade are being monitored.
The voltage needs to be within certain limits and this isafpeiori distribution.

The voltage sourc& is the grid voltage. The source resistance has been taken to
be 2 ). The load side resistance is a variable resistor and isdvdireem 104 €2 to
the maximum value which i600 €2. The minimum valuel04 €2 that can be set on
the variable resistance is evaluated so as to not exceed Aheu2rent rating of the

135



Chapter 10. Conformity analysis in an industry using RFV bas ed Bayes theorem

elements used in the circuit.

Vs (~) Vi (V) R,

Figure 10.7: Electrical circuit used for the experiment.

The a priori information about the the supply voltage during normal afien
needs to be known to perform the conformity analysis as weloabe used in the
classical and modified Bayes’ theorems.

To collect information about the possible variability oéthupply voltagel(;) dur-
ing normal operations, data have been gathered for a fewwdaryg the NI 9215 DAQ
board without changing any parameter in the circuit so tetsburce was loaded with
a constant current of 1 A and did not contribute to voltageatmlity. 2000 data have
been collected and the distribution attributed to thesesnmea voltage values has been
assumed as the priori distribution. The histogram of the collected data is shown i
Fig.[10.8 and the same Fig._1D.8 shows that their distributam be very well approx-
imated by a normal distribution with mean valug, = 220 V and standard deviation
o, = 1.14 V. The uncertainty of the experimental setup is negligilWenpared to this
and hence has not been included.
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Figure 10.8: Distribution of the supply voltage values.

So, thea priori distribution is hence given by

136



10.6. Experimental case study

px (@) =N (Vap, 07) (10.6)

wherel,, = 220 Vando, = 1.14 V.

This a priori distribution can be used to perform the conformity analysisthe
measured values of the supply voltage.

Since the current and voltage on the load are correlated,gbssible to perform
a regression and obtain a relation between these two geantiThis is used while
monitoring the supply voltage on the load side. Hence, whewbtltage is measured, it
is possible to look at the corresponding current and havdeaif a deviation occurred
in either the instrument or theepriori distribution of the voltage.

To do this, the current on the load side has been measuredrgyais €2 shunt and
measuring the voltage across the shunt using an NI 9215 DA@bo

As already stated, a regression analysis has been perfokaeding the source
voltage constant, to obtain a relationship between theoédge and the load current
which could be used to asses whether variations in the mecsoad voltage should
be attributed to variations in the load (process varia)i@rsinstrument drifts. The
relationship between the voltage and current in this paleiccase has been found to
be as below:

Voo = 230.08 — 12.36 - I,, (10.7)

whereV,, is the estimated voltage givel), which is the measured value of the load
current. The regression line is shown in F[g. _10.9, togethiér the acquired data,
and it can be readily recognized that the regression equé&ioot a perfect fit for
all measured values. So, the estimated values of voltagenelot from the regression
equation may have a high residual error with respect to theahealue and cannot be
used to compensate for the deviation but only to assess ahattieviation has likely
occurred either in the process or the instrument.

137



Chapter 10. Conformity analysis in an industry using RFV bas ed Bayes theorem

\oltage
215
|

210
J

205
|

0.5 1.0 1.5 2.0

Current
Figure 10.9: Regression plot.

Reference values for the supply voltagge RMS value are obtained by means of
a specifically designed measurement setup, based on agegittage divider, an NI
9215 DAQ board and a developed VI in LabView to evaluate the R#si8e from the
acquired samples. The standard uncertainty of this seegiiimated to be 6.8 mV. The
values measured by this setup were used as “true valuesé slipply voltage.

On the other hand, an Agilent 34450A 5.5 digit multimeter basn used to gener-
ate the actual measured values of the supply voligg® be used in the conformity
analysis.

According to the manufacturer specifications for measurgroeAC voltages, the
following applies for the 34450A multimeter:

 the measured 220 V and 50 Hz voltage falls in the 750 V and 45 H@ kHz
range;

* inthe 750 V range, an accuracy interval

+0.2 % of reading £+ 0.1 % of range
is provided in the data sheet, which corresponds to:

+ (Vin-2-107°4+750-107%) V
whereV,, is the measured voltage value.
To estimate how the measured value distribute inside thlisracy interval, a con-
stant voltage with rms valug = 220 V was generated and sent to the multimeter input.

2000 measured values have been collected, and the histagfaign [10.10 has been
generated. It can be readily checked that the obtainedgnato can be pretty well
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Figure 10.10: Distribution of the voltage values measured by the mulémender a constant ac input
voltage.

interpolated by a normal distributiol (220, o2,). Therefore, the pdf corresponding to
the measurement can be represented/y,,, o2,).

Only the two cases where either the instrument or the pradegates have been
considered as it has already been established throughagiond that when there is no
deviation in either the instrument or thaepriori distribution, both the classical and the
modified Bayes’ theorem provide correct results.

10.6.1 Conformity analysis

The considered experimental set-up is aimed at modelingabe of a customer whose
contract with the utility grants strict tolerance limitg fine admissible variation of the
supply voltage at the coupling point.

In the considered example, a tolerance intervat-8#, limit (o, = 1.14 V) was set
for the supply voltagé’;, about its rated value of 220 V. Consequently, a conformity
analysis on the measured values is performed, to assesevhie¢voltage supplying
the load {/7,) remains inside these limits

To perform the conformity analysis on the voltage measurgsngsing the modified
Bayes’ theorem, the following steps have been considered:

» Determine if there is a deviation in the instrument or the suply voltage
To estimate whether a deviation occurred in the source (hssenilated to the
processf the previous examples) or in the instrument, for any messuoltage
value, equatior(10.7) is used to compute the estimatedg®lt’..;) correspond-
ing to the measured current valfig. This value is compared with the correspond-
ing measured voltage valug,. If the two values are compatible, then it means
that the source that is likely deviating. If the values areawnpatible, it means
that the instrument is likely deviating.

» Estimate the deviation and construct the appropriate RFV for the process
and instrument.
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Supply voltage deviatio?Vhen the supply voltage is deviating, we can estimate
the contribution of such a deviation to uncertainty in th@rdegon of thea priori
distribution as the difference between the mean ofalpegiori distribution (/,,)

and the estimated voltag&’(;) using equation[(10l17). This deviation is consid-
ered as the width of a uniform PD centered/g}, which represents the internal
membership function of the RFV corresponding to dhariori distribution.

Instrument deviation:When the instrument deviates, it is possible to estimate
the contribution of such a deviation to uncertainty in theasweed voltage as the
difference between the estimated voltae,) using equatior{ (10 7) and the mea-
sured valueY(,,). This deviation is again considered as the width of thearmf
PD, centered dt,,,, which represents the internal membership function of thé RF
used to represent the measurement.

 Apply the modified Bayes’ theorem as explained in section 10.2

10.6.2 Case I: Deviation in the Supply voltage

To simulate a deviation in tha priori distribution, the value of the variable resistor
Ry, has been varied from the maximum value to the minimum. Thesmgks the value
of the current and since the source side resistance is cngia voltage drop on the
source side changes which results in a change in the loaddlidee.

The voltage measurements obtained using the NI 9215 DAQoarsdered to be the
true values and the decision made using these data is coed@ethe correct decision.
Then, the decisions are again evaluated using the measuteoi#ained from Agilent
34450A multimeter in three scenarios:

» Without applying Bayes’ theorem, that is directly using theasurements to make
a conformity decision.

 Using the classical Bayes’ theorem as explained in sectd®or®the measurement
data and using tha posteriorivalue to make a decision.

 Using the modified Bayes’ theorem as explained in se¢tiofl 40.the measure-
ment data and using treeposteriorivalue to make a decision.

To use the modified Bayes’ theorem, the RFVs representing gnmri distribution
and the measurement are built as follows:

» a priori: The internal membership function representing the sydiersantri-
butions to uncertainty is evaluated as explained in se@®.1 and the PD
representing the random contributions to uncertainty i®iokd by making a
probability-possibility transformation ok (V,,,, 02). The RFV is then obtained
as explained in sectidn 10.2.

» MeasurementSince the deviation is only present in the source, the RFVerepr
senting the measurement result consists of only the randwrtrilsution to un-
certainty. This is obtained by making a probability-pog#ibtransformation of
N (Vin,02).

The RFVs for thea priori and the measurement can be seen in[Eig. 10.11
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Figure 10.11: RFVs for the a priori and the measurement of the supply veltag

Risk analysis has been performed just as in se€tiod 10.3 aneshlts are given in
Table[10.5.

Table 10.5: Evaluated risks when the process deviates.

Risk Risk ¢, ». Risk¢. ..
No a priori 43 % 25 % 1.8 %
classical Bayes'theorem 6.6 % 6.2 % 04 %
modified Bayes’theorem 42 % 25 % 1.7 %

It can be clearly seen that the classical Bayes’ theorem lactoi@vides worse
results whereas the modified Bayes’ theorem provides sfigpetiter results compared
to the case where the measurement results are directly aseakie a decision.

10.6.3 Case lI: Deviation in the instrument

To simulate a deviation in the instrument, the current hasltkept constant dtA and
voltage has been measured using the Agilent 34450A, but soroehas been added
to the actual measured values. The error has been increasadh step such that the
deviation in the final measurement would be exa8th}”, which is equal t&o,,.

Just like the previous case, the voltage measurementseldtasing the NI 9215
DAQ are considered to be the true values and the decision nsidg these data is
considered as the correct decision. Then, the decisionagaia evaluated using the
measurements obtained from Agilent 34450A multimeter enttiree scenarios:

» Without applying Bayes’ theorem, that is directly using theasurements to make
a conformity decision.

 Using the classical Bayes’ theorem as explained in selct®ar®the measurement
data and using tha posteriorivalue to make a decision.

 Using the modified Bayes’ theorem as explained in sectiofl @06.the measure-
ment data and using tleeposteriorivalue to make a decision.
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To use the modified Bayes’ theorem, the RFVs representing pnri distribution
and the measurement result are constructed as follows:

 a priori: Since the deviation is only present in the instrument, the RéMe-
senting thea priori information consists of only the random contribution to un-
certainty. This is obtained by making a probability-pog#ibtransformation of

./\/'(Vap,ff?,).

» MeasurementThe internal membership function representing the sysierman-
tributions to uncertainty is evaluated as explained inise¢t0.6.1 and the PD
representing the random contributions to uncertainty &iokd by making a
probability-possibility transformation o%/ (V;,,02). The RFV is then obtained
by combining the two contributions as explained in sediior@1

The RFVs for thea priori and the measurement can be seen in[Eig. 10.12
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Figure 10.12: RFVs for the a priori and the measurement of the supply veltag

Risk analysis has been performed just as in se€fiod 10.3 anéshlts are given in

Table[10.6.
Table 10.6: Evaluated risks when the instrument deviates.
Risk 1 Risk, ,. Risk ¢, ..
No apriori 104 01 % 10.3 %
classical Bayes'theorem 55 0.0 % 55 %
modified Bayes'theorem 0.1 01 % 0.0 %

In this case, it can be seen that the results provided by #&ssichl Bayes’ theorem
decrease the risk compared to the first case where the messnireesults are directly
used to make the decision. On the other hand, the modified Biaagesem still signif-
icantly decreases the risk compared to both the other cases.
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Conclusion and future research

11.1 Conclusion

In this work, it has been successfully demonstrated thatisieeof RFVs provides sig-
nificant advantages in the areas of Kalman filtering and aamifg analysis with re-
spect to the corresponding algorithms based on the thegpyobfability, when there
are systematic contributions to uncertainty.

There have been KF algorithms proposed in the literaturéchwmake use of the
theory of possibility to deal with systematic contributsaio uncertainty. But these KF
algorithms consider uncertainty in a fuzzy way. So, theyraecompatible with the
guidelines presented in the GUM. So, the uncertainty agtegtio the state predictions
provided by these KFs are also not compatible with the GUM. 8w the other hand,
represent also the systematic contributions to unceytaind GUM-compatible way.
Hence, an RFV based KF is more suitable when propagatingmsgtitecontributions
to uncertainty.

Since a KF algorithm based on RFVs which can provide reliatate sstimates
while estimating uncertainty accurately has still beensimig in the literature, a pos-
sibilistic RFV based KF algorithm was proposed in this the$ise advantages of this
possibilistic KF are accurate state and uncertainty liestsmates, with a high percent-
age of the predicted state estimates inside the evaluatsdtamty limits.

The applications of possibilistic KFs have been mainly ia #reas of navigation
systems and control systems. But, in time synchronizatitwarés like PTP or NTP
networks, there have been applications of only the proiséibiKF algorithms mainly
to filter the random noise in the time offset calculationshia slave clock to provide a
more accurate time synchronization. Possibilistic KFslraver been used in this area.
In this thesis, the developed possibilistic KF algorithrs baen used in a PTP network
to not only propagate the systematic contributions to uaggy in the network but also
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to define a defense strategy to improve the security of th@arktagainst malicious
attacks which has never been done before. It has been shawthaslave provides a
reliable time even under attack when the proposed strasagsed.

There have never been any possibilistic KFs that try to redbe systematic con-
tributions to uncertainty. The proposed possibilistic KdsHbeen developed further to
provide a partial reduction in the systematic contributioruncertainty thereby also
reducing the overall uncertainty and it has been succégsipplied in simulations as
well as in a drone to estimate the distance traveled by theeddbd has been shown that
the error in the estimated distance by the drone is significeeduced by applying the
proposed algorithm.

The proposed possibilistic KF algorithm could be used inrtheigation systems
in vehicles or robots and in control systems where there igssipility of systematic
error.

Another area of research covered by this thesis is relatetetmlogy. There have
been research articles that demonstrated the advantagssmgfRFVs to represent the
measurement results when there are systematic contmisutiouncertainty. However,
up to now, RFVs have never been exploited in conformity amalys

In this thesis, an RFV based conformity analysis has beerepted along with a
strategy to use other available information to make deessighich significantly im-
proved the results decreasing the risk of wrong decisiopsaally when the measur-
ing instrument deviates thereby having a systematic emrdhé measurement. The
use of this method could provide significant advantagesduastries, since this would
decrease the risk for industries to stop their manufaajupirocesses because of the
instrument deviation, thus saving a lot of time and effort.

11.2 Future Research

This thesis represents only a step in the application ofdissipility theory and RFVs in
metrology. Several interesting and important points inrolegy would largely benefit
of an RFV approach, such as the representation of bimodal binmaglal distributions
in possibility and the deconvolution of probability disttions, but are still largely
unsolved.

In particular, the second problem is very interesting inrolegy and the mathemat-
ical tools proposed in this thesis might help finding a solutif there is a large number
of experimental data, if there is a way to perform the dectutian of two distributions
accurately, it would be possible to define a more accuagbeiori information for a
process removing the uncertainty of the measuring instnime

This is especially useful when calibration is performedif@truments with an ac-
curacy that is comparable with that of the calibration pssciself. In this case, the
uncertainty in calibration can not be neglected. So, if aodeclution could be made,
it would be possible to define a more accurafariori for the instrument.

Currently, the problem is that the mathematics using proibals very easy to
develop when the two pdfs are both normal distributions. Wthenis not the case, the
mathematics would become much more computationally inten§o, the use of PDs
and RFVs could once again prove useful here.

JCGM guide 106 specifies the instructions and methodologeitimpn conformity
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11.2. Future Research

analysis. In particular, it discusses the calculationshefgrobabilities of conformity,

acceptance intervals, consumer and producer risks etcefitive document is based
on the theory of probability. It would make an interestingdst to see how the the-
ory of possibility and RFVs could be used instead to redefieentthods to perform

conformity analysis. This is also intended for the future.

As it has been demonstrated in chapfdrs 6[@nd 7, the use ob#sibjistic KF
would make it possible to defend against malicious attack®TiP networks. This is
useful in various applications such as phasor measurenmétst (PMUSs), intelligent
circuit breakers in power systems etc. There are Intemaltistandards defined for the
communication and time synchronization in such device®imgr systems.

IEC61850 is the standard that specifies the requirements atitbds for communi-
cation between intelligent devices in a power system. Itiqdar, IEC/IEEE 61850-
9-3:2016 specifies the precision time protocol profile teabibe used in such devices.

There have been various research articles in the literétatanvestigate the effect
of malicious attacks on PMUs and circuit breakers in powstesys. But, none of them
proposes a defense strategy against such attacks. So,aleatpn of the proposed
defense strategy would be quite useful. So this is also daeor the future.

Another interesting application would be in speedometas @ometers of vehi-
cles. The regulations for speedometers in vehicles statelth speedometer in the car
Is supposed to be designed in such a way that it never showseathat is lower than
the actual speed of the vehicle and it is allowed to show aevajuto10% more than
the actual speed of the vehicle.

This means that the speedometer of the car is allowed to hgvsyatematic error
in its reading betweef% and10%. So, this means that it is safe to assume that there
is a positive systematic error somewhere betw@erand10%.

Therefore, the algorithm used in chagdiér 8 would be quitéuldere. So, this is
another case that could be investigated in the future.

Furthermore, further research can be also planned in devigintrol strategies for
navigation of drones and robots using the possibilistiaat filter
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