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Abstract 
 

In recent years, one of the most widely used terms in the landscape of identity management is Self-

Sovereign Identity. It is the latest evolution of identity management models. Self-Sovereign Identity 

is a decentralized identity model that allows users to have full control of their digital identity. This 

type of identity responds to the need for decentralization of identification systems and for restoring 

control of one's identity to people. Although fragmented, there are several theoretical academic 

writings on the Self-Sovereign Identity model. On the contrary, at the application level, scientific 

articles are lacking. The objective of this work is to address this gap, in order to understand how the 

landscape of Self-Sovereign Identity type systems is configured at an international level. For this 

purpose, a census was carried out, which made it possible to identify 51 cases of Self-sovereign 

Identity. The 51 projects were identified through research on multiple sources. Furthermore, for 

each case identified, the information on the variables considered interesting was integrated using 

secondary sources. The variables considered relevant were identified following an in-depth review 

of the existing literature. The results of the subsequent analyses are discussed and interpreted in 

the light of the existing literature on Self-Sovereign Identity. In this way it was possible to confirm 

some theoretical findings and intercept the main application trends of Self-Sovereign Identity. 

Keywords: Self-Sovereign Identity, Self Sovereign Identity, Digital Identity, Decentralized Identity, 

Identification, Authentication, Verification, Decentralized Identifiers, Verifiable Credentials, Wallet, 

Key Cryptography, ZKP, Blockchain 
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Abstract in italiano 
 

Negli ultimi anni, uno dei termini più utilizzati nel panorama dell’identità digitale è Self-Sovereign 

Identity. Si tratta dell'ultima evoluzione dei modelli di gestione delle identità. La Self-Sovereign 

Identity è un modello di identità decentralizzato che consente agli utenti di avere il pieno controllo 

della propria identità digitale. Questo tipo di identità risponde all'esigenza di decentralizzazione dei 

sistemi di identificazione e permette di restituire il controllo dei propri dati identificativi agli 

individui. Sebbene frammentate, esistono diverse pubblicazioni accademiche sul modello teorico 

della Self-Sovereign Identity. Al contrario, vi è una mancanza di articoli scientifici a livello applicativo. 

L'obiettivo di questo lavoro è affrontare questa mancanza, al fine di comprendere come si configura 

a livello internazionale il panorama dei sistemi di tipo Self-Sovereign Identity. A tal fine è stato 

effettuato un censimento che ha permesso di individuare 51 casi di Self-Sovereign Identity. I 51 

progetti sono stati individuati attraverso ricerche mirate su più fonti. Inoltre, per ogni caso 

individuato, le informazioni sulle variabili ritenute interessanti sono state integrate utilizzando fonti 

secondarie. Le variabili ritenute rilevanti sono state individuate a seguito di un'approfondita 

revisione della letteratura esistente. I risultati delle analisi successive sono discussi e interpretati 

alla luce della letteratura esistente sulla Self-Sovereign Identity. In questo modo è stato possibile 

confermare alcuni riscontri teorici e intercettare i principali trend applicativi della Self-Sovereign 

Identity. 

Parole chiave: Self-Sovereign Identity, Self Sovereign Identity, Identità Digitale, Identità 

Decentralizzata, Identificazione, Autenticazione, Verifica, Identificatori Decentralizzati, Credenziali 

Verificabili, Wallet, Chiavi Crittografiche, ZKP, Blockchain 
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Executive Summary 
 

The evolution of the world is moving towards an increasing digitization, as well as an increasing use 

of the web and digital technologies. The advent of the Covid-19 pandemic has further increased this 

growth. Companies have had to make their people work from home in smart working, further 

increasing the need for digitization. Also the public sector has been affected, moving many of the 

services that were previously available in government offices online. In this context, having a reliable 

digital identity is essential and often mandatory to be able to fully exploit the advantages of 

digitization. It is therefore necessary to be able to certify a certain amount of information that allows 

to create an environment of trust even online, but at the same time it is necessary to protect the 

privacy and security of users, increasingly threatened in recent times. Digital identity comes with 

several benefits, such as the reduction of costs and times with the consequent increase in the sales 

of goods and services, which in turn improves employment and work productivity. From a social 

point of view, digital identity could favor the achievement of goal 16.9 of the Sustainable 

Development Goals set by the United Nations in 2015: “to provide legal identity to all by 2030”. It is 

estimated that in 2020 there were 1.1 billion people still without an identity. This excludes such 

people from society, as it prevents them, for example, from voting or opening a bank account. 

When it comes to digital identity, the reference model is the centralized one. This model, in the face 

of some consolidated advantages, presents some problems on which more and more attention is 

being paid. These include problems of security, respect of the privacy rights of end users and the 

loss of control over one's identity by the legitimate owners. For this reason, in recent years, one of 

the most discussed terms in the identity management landscape is Self-Sovereign Identity. It is a 

decentralized identity model, which allows to overcome the limitations of the other identity 

systems, restituting users control over their own digital identity, while at the same time 

guaranteeing greater privacy and security. In addition, with the exponential growth of blockchain 

technology in recent years, there is optimism about the transfer of that growth to the Self-Sovereign 

Identity as well. Indeed, although not essential, the blockchain has several benefits and favors the 

practical application of this identity model. Self-Sovereign Identity is believed to have a strong effect 

on how we interact with each other on the internet in the future.  

This work aims at examining the ecosystem of Self-Sovereign Identity, to discover the characteristics 

and the types of solution and service offered related to the topic. To achieve the objective, the 

research methodology was composed of three fundamental parts. The first is the theoretical review 

of the existing literature, with an in-depth analysis of documents, articles, and reports on the 

subject. From this first part it emerged that the existing literature presents multiple theoretical 

writings on the subject. However, there is a lack of documents regarding the practical applications 

of the model. For this reason, in the second part, a census of the existing practical cases of Self-
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Sovereign Identity was carried out. The goal was to understand how the landscape of Self-Sovereign 

Identity systems is configured at an international level. This was possible based on what was learned 

during the literature review process. Indeed, the empirical framework, used to construct the census, 

was created precisely starting from there. At the end, the census counts 51 cases of Self-Sovereign 

Identity accompanied by a multitude of information on the relevant variables identified. In the last 

part, analyses were conducted in which the variables were analyzed individually and combined, to 

collect the main insights and trends of the ecosystem.  

The ecosystem is unbalanced towards the European continent, with Germany being the most 

represented country. Most of the projects (61%) are in an experimental phase (PoC, Pilot, etc.), 

while only a quarter of the SSI systems surveyed are active. However, the number of active projects 

has been growing in recent years. The private sector is driving the model, being represented in all 

cases, and being present exclusively in most of them. A multitude of different SSI protocols (23) 

were identified during the research, among them Sovrin, Jolocom and the W3C Standards emerge 

as references in the ecosystem.  

From the analysis of each of the ten principles of the SSI model, it emerged that some principles 

are respected more easily than others. Among the most critical principles are Persistence, 

Minimization, Portability, and Interoperability. The last two are not respected or are only partially 

respected in more than half of the cases.  

As for the technological aspects, the practical analysis confirmed the strong link between the SSI 

model and the Blockchain, used in 88% of cases. These blockchains are mostly public (82%) and 

permissioned (56%). Considering, instead, the integration technologies to dominate are API & SDK 

used in all cases with known information. While, from the point of view of process technologies, 

mobile applications are used in all cases, often in combination with a wallet (79% of cases).  

Moving on to the perspective of users and their experience, it can be said that the SSI model relies 

mainly on innovative methods, detaching itself from the more traditional procedures of digital 

identity. This is evident considering the results on access methods, which show a decline in the use 

of User ID and Password, in favor of biometric factors, usable in 91% of cases. The trend is also valid 

considering the onboarding procedures; indeed, it is possible to carry out online onboarding in more 

cases than those in which traditional in-person onboarding is required. Theoretically, in SSI systems 

any attribute could be associated with identity. However, in 54% of cases it is possible to attribute 

only two or fewer data types to the identity (personal documents and driving license are the most 

frequently integrated data), effectively delineating a limited number of possible attributes for the 

identity. Projects that allow at least four types of data to be attributed to identity are only 25% of 

the total. The data described so far are always certified or linked to a physical document.  
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Lastly, considering the application areas, the most popular projects are general purpose ones. Of 

all cases, 27% are of this type. Among the vertical application fields, the most common are finance, 

eGov, healthcare and mobility. There are projects in other areas too, but they are less numerous. 

Although this study is not without limitations, its findings contribute to the creation of a new and 

reliable database on Self-Sovereign Identity cases, from which future research can start. However, 

the most important contribution of this work remains the identification of the most widespread 

practices and the main application trends of SSI systems, highlighting successful projects and those 

that have encountered difficulties. Thus, supporting greater development of the SSI ecosystems at 

an international level, pushing digital identity towards a new paradigm that brings the user back to 

the center of the system. 
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Introduction 
 

The rise of the Internet and Web 2.0 in recent years has led to an evolution in the way interactions 

between digital entities are performed. Large areas of business have embarked on a digital 

transition process for their services, such as online banking, e-commerce, messaging, and travel 

booking. In addition, the Covid-19 pandemic has given a further incentive to the digitization of 

services in both the public and private sectors. At the private level, the financial sector has seen the 

most notable change in terms of digital transformation. In this sector it is mandatory by law to have 

a precise system of electronic identification and recognition of the user, for example to have access 

to a bank account (Arner et al., 2019). Moving to the public sector, some governments, such as 

Estonia, have taken action in recent years to build pervasive digital identity ecosystems. This is 

dictated by the desire to overcome the inefficiencies of the systems in place, towards highly 

integrated and interoperable digital economies (Atick, 2016). This continuous transition to the 

digital world has profoundly changed the behavior of companies and end users. As for businesses, 

a digital-oriented economy requires looking for new ways to interact with customers, a change in 

the ways they market their products. Businesses’ relationships have not only changed between 

customers and products, but also with partners, suppliers, and employees. For customers, the 

changes are equally radical. Products and services are no longer purchased only in physical locations, 

but also online. Furthermore, the classic trust patterns that most people have relied on are absent 

or can be falsified in the digital context (Dib & Toumi, 2020).  

Also the way people interact with each other has changed. Social media, like WhatsApp or 

Instagram, have revolutionized the way people interact and share experiences. Computers and 

mobile phones have become the hub of the mobile telecommunications industry, enabling the 

development of an interconnected society.  

Specific needs and requirements in these various use cases have driven the development of 

different identity management systems. The ultimate consequence of this is that users are left with 

a large number of identities, which they often struggle to manage. For these reasons having an 

efficient management of digital identity and a better control of interactions is necessary to be able 

to cope with these changes (Dib & Toumi, 2020). 

Digital Identity is a topic born about 20 years ago, finding first evidence in papers like “Digital 

identity”, written by Camp in 2004, or "Digital identity matters", written by Allison et al. in 2005. Its 

importance has become increasingly clear due to the necessity of a proof of existence in the digital 

world and since it allows to assess and authenticate an entity on the web, without necessarily 

involving human operators. The currently prevailing model in the digital identity field is that of 

Identity as a Service (IdaaS). This model allows for interesting applications, such as single sign on, 

and is generally considered to be efficient. However, it is not very flexible as the data that can be 
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guaranteed is defined in advance and it is difficult to extend it. Furthermore, this model is 

centralized, an attack on an identity provider prevents users from identifying themselves. Even more 

so because centralized models contain a large amount of information, making them attractive 

targets for hackers, leading to an increase in security breaches and identity fraud. As the number of 

identity breaches increases, awareness of the implications associated with existing digital identity 

management approaches and their shortcomings increases. This is because each breach results in a 

significant loss of personal data and enormous costs for all parties involved, especially users. A 

further problem is the lack of adequate data ownership and control over digital identity data by 

users, as well as the absence of adequate digital identity for over a billion people worldwide. This 

has a negative impact on users’ privacy rights and access to services. Additionally, password-based 

authentication methods continue to be one of the most common user authentication approaches 

to online services, but also one of the least secure. These issues have led to seeking safer and more 

privacy-friendly approaches to managing digital identity. In recent years, one of the most discussed 

approaches in this regard is Self-Sovereign Identity (SSI). It is a decentralized identity model that 

allows the user not to delegate the custody and control of personal data to third parties, but the 

users themselves become the sole owners and managers of their own identity (Soltani et al., 2021). 

The introduction of the GDPR in the European Union (EU) countries in 2016 has increased interest 

in solutions such as the SSI. Indeed, this regulation aims to strengthen the protection of personal 

data of citizens of the European Union, both inside and outside the borders of the EU, restoring 

control of their own identity to the citizens. Furthermore, the recent development of some 

emerging technologies has given a further boost to the growth of the SSI model. Among these in 

particular there is the blockchain technology. While not necessary for SSI, many believe that such 

technology can provide the technical foundation upon which the concept of Self-Sovereign Identity 

can be realized. There are, indeed, multiple mutual benefits in the combination of SSI and 

Blockchain. This has fueled the excitement where many use-cases for different scenarios are being 

explored to understand the suitability of such a system (Ferdous et al., 2019).  

However, the numerous papers on the SSI topic, as well as the many independent application cases 

developed, carry an undesirable side effect. That is, the presence of multiple different 

interpretations of the SSI model, which reflect a certain confusion on the subject. This work aims to 

shed light on the concept of SSI through an in-depth study of the model. Furthermore, it is proposed 

to fill the lack of academic articles that delve into the cases of practical application of the model. To 

this end, a census of SSI cases was carried out as part of this research work. These surveyed projects 

were then analyzed on the basis of the most relevant variables that emerged following the study on 

the model, in order to intercept the main trends and common practices in place. To achieve these 

goals, this work has been structured in:  

➢ Chapter 1: Literature Review contains the analysis of the literature on the subject, providing 

a theoretical background of the SSI model. All the basic definitions, concepts and tools 
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related to the model are provided starting from a wide range of articles. At the end of the 

chapter, the main gaps of the literature are identified, starting from them the research 

question of this thesis work is defined. 

➢ Chapter 2: Research Methodology explains in detail how this research work was carried out, 

from the theoretical review to the empirical framework. 

➢ Chapter 3: Results reports the results of the analysis of the cases on the basis of the relevant 

variables identified following the review of the literature. It also contains the analysis of 

these results with the discussion of the key messages extracted. 

➢ Chapter 4: Conclusions elaborates the results reported, summarizing the answer to the 

research question. The chapter also reports the limitations of the work and potential future 

research directions. 
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Chapter 1: Literature Review  
 

This chapter contains the results of the literature review work. A systematic review of the state of 

the art and of the main theoretical concepts underlying this thesis. In particular, the chapter is 

divided into three parts. The first will discuss the concept of digital identity, showing how it works 

and its major benefits. Subsequently, the main evolutionary trends related to it will be analyzed. In 

the second part, blockchain technology and the possible relationships with digital identity will be 

presented. Then, the concept of Self-Sovereign Identity, the main theme of the thesis, will be dealt 

with in detail. The chapter ends with the formalization of the literature gaps and the consequent 

definition of the Research Question. The Research Question is the driving force of this research 

work. It is directly related to the gaps, identified at the end of the Literature Review process. The 

Research Question has been divided into sub-questions, which allow to analyze and focus on some 

specific points of interest. The answers to these questions are the main contribution of the empirical 

work carried out within this thesis. 

 

1.1 DIGITAL IDENTITY 

 

1.1.1 Definition 

 

Although not all definitions of digital identity are  completely in agreement and sometimes focused 

on distinct aspects, it is possible to note that there are recurring themes and a common basis for all 

of them. This indicates a good level of maturity on the theoretical concept of digital identity. 

Sullivan (2012) stated that “Digital identity is an individual’s identity which is composed of 

information stored and transmitted in digital form.”  And more: “Digital identity is all the information 

digitally recorded about an individual, which is accessible under the scheme.” It is a very simple 

definition, thanks to which it is possible to identify the key point of this concept, namely the 

digitization of all aspects relating to identity. 

The Digital Identity Observatory of the Politecnico di Milano has outlined a definition, aligned with 

the previous one, but which broadens the vision on digital identity. Indeed, according to the 

definition “digital identity is a set of data that permits to uniquely identify a person, company or 

object, which are collected, stored and shared digitally inside of an ecosystem of actors, through 

enabling technologies, which allows access to digital services with added value.” In this case, the 

definition is broader and focuses on digital identity as a system. Effectively, from this definition it is 

possible to identify the four pillars of the digital identity system: 
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1) Identity dataset: it includes all the possible data associated with the identity, regardless of 

their nature which can be static, as in the case of personal data or dynamic, when it comes 

to the interactions enabled by digital identity. 

2) Ecosystem: it is made up of the actors participating in the system. Each actor can cover one 

or more roles depending on the type of model and architecture of the system.  

3) Enabling technologies: depending on the infrastructural layer in which they are applied, they 

can be divided into architectural, integration and process technologies. 

4) Added value digital services: it includes all the value-added digital services that digital 

identity allows to access, both online and offline. 

Also, for the World Bank Group, GSMA and Secure Identity Alliance discussion paper (2016) “digital 

identity is a collection of electronically captured and stored identity attributes that uniquely describe 

a person within a given context and are used for electronic transactions.” While “a digital identity 

system refers to the systems and processes that manage the lifecycle of individual digital identities.” 

In this case, both aspects seen above are dealt with, albeit in a less detailed way. This confirms the 

existence of consolidated themes and a common basis in dealing with the concept of digital identity. 

Enlarging the concept, digital identity is a snapshot of the actual identity of an entity, including other 

than people, also companies, devices, or cars (Der et al., 2017). Oxford Advanced Learner's 

Dictionary (2022) defines the entity noun as something that exists separately from other things and 

has its own identity. The World Economic Forum recognizes three different types of entities: 

individuals, legal entities, and assets. Der et al. (2017) continue their definition by mentioning some 

limitations in the characteristics of digital identity. They point out that, while possible, digital 

identity may not necessarily represent all the attributes of a real entity. Furthermore, sometimes it 

is limited to a purpose (i.e., using a service) or a context (i.e., interacting with other similar entities). 

In addition, current digital identity has a well-defined temporal context, and needs to be updated, 

as some information can change over time. For these reasons a single entity, especially humans, 

could have hundreds of digital identities (Der et al., 2017).  

McKinsey Report (2019), instead, gives a more operational perspective on digital identity, stating 

that: “Digital ID is verified to a high degree of assurance, unique, and established with individual 

consent, and protects user privacy and control over data. It authenticates your identity over digital 

channels through one or more factors.” Unlike the others, the focus of this definition is on the 

characteristics of digital identity. It is therefore an almost practical definition, in the sense that it 

indicates the main attributes that digital identity should possess. These attributes, mentioned in the 

definition, are detailed below: 

⮚ Is verified and authenticated to a high degree of assurance: the verification process takes 

place during the initial registration and involves checking that the information declared 

defines the identity of the person. Authenticate an identity means demonstrate the 
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association between an entity and a set of identifiers (Camp, 2004) or an identity previously 

established. High-assurance digital identity meets both government and private-sector 

institutions’ standards for initial registration and subsequent uses. To achieve unique high-

assurance authentication and verification, different possibilities are available, including 

credentials such as biometrics, passwords, QR codes, and smart devices with identity 

information embedded in them.  

⮚ Is unique: an individual has only one digital identity within a system, and every system 

identity corresponds to only one individual. 

⮚ Is established with individual consent: individuals register for and use the digital identity 

with knowledge of what personal data will be collected and how they will be used. 

⮚ Protects user privacy and ensures control over personal data: built-in safeguards ensure 

privacy and security, while also giving users access to their personal data, decision rights over 

who has access to that data, and transparency into who has accessed it. Moreover, according 

to Beduschi (2019), one of the main potentials of digital identity is to use technology to 

provide official identification to populations in need. Indeed, digital identity may render 

individuals without legal documentation more visible and therefore less vulnerable to abuse 

and exploitation. Several initiatives, both private and public, are active to achieve this goal. 

All of them have profound implications for the protection of human rights. Digital identity 

will only effectively contribute to the protection of human rights if it, among other things, 

promotes high standards of privacy and data protection. 

Based on the configuration of the different variables that make up the digital identity, described so 

far, it is possible to identify five different types of digital identity: 

1) Social ID: it is composed of the set of data, generally self-declared by the user when 

registering on a social platform. These data are characterized by a minimum level of 

verification and a high frequency of updating and enrichment. This type of ID can also be 

used for access to other digital services with a low level of criticality. The most common 

examples of this type are the identities created with Facebook or Google (Digital Identity 

Observatory of the Politecnico di Milano, 2020). 

2) eCommerce ID: it has similar characteristics to the Social ID model, but is based on 

eCommerce platforms, such as profiles created on Amazon or Shopify (Digital Identity 

Observatory of the Politecnico di Milano, 2020). 

3) eGovernment ID: it includes digital identity systems created and managed, sometimes 

indirectly, by government agencies. They are used for authenticating and log into e-

government services and give a reliable and unique identity to their citizens (Pöhn et al., 

2021). 

4) Financial ID: it is composed of the set of identification data collected by a financial 

institution, such as a bank, to recognize its customer. They can also be used in single-sign-on 
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access mode for other digital services. An example is the Swedish BankID system, or even 

the identity created with the PayPal service (Digital Identity Observatory of the Politecnico 

di Milano, 2020). 

5) Mobile ID: this model is based on the use of the SIM card as a secure element for identity 

data. In this case, the data are generally collected and verified with medium-high guarantee 

levels. An example is the itsme system (Digital Identity Observatory of the Politecnico di 

Milano, 2020). 

 

1.1.2 Functioning and main differences with the traditional model 

 

To introduce the functioning of digital identity, its lifecycle is described using an example created by 

the World Bank Group (2018) and aligned to what described in the USAID report (2017), is presented 

in Figure 1.1. 

 

Figure 1. 1 Rachel’s Journey through the Identity Lifecycle (World Bank Group Report, 2018) 

The lifecycle of an identity, as can be seen in the example, starts when a person applies for a digital 

identity and ends when the ID is invalidated due to death, request for removal by the individual, or 

some other event (World Bank Group Report, 2018).  

The first phase is registration or identification, which is the most crucial step in creating a digital 

identity (World Bank Group et al., Discussion Paper, 2016). Generally, registration happens where a 

digital identity is required to enable an experience. Key identity attributes are captured from a user 
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as part of his journey (Cameron & Grewe, 2022). This phase is in turn divided into other sub-phases. 

The process starts with resolution or enrollment, the user provides the issuing authority a series of 

information (i.e., biographic information, breeder documents, photographs, etc.). The information 

presented varies depending on the type of digital identity and its required Level of Assurance, a 

concept elaborated on later in this section. Based on that, information can be provided in person or 

online. In-person proofing is required for the highest identity assurance level, IAL3 (National 

Institute of Standards and Technology, U.S. Department of Commerce, 2017). So that the 

information can be validated and augmented by the registration authority as needed (World Bank 

Group Report, 2018). The next steps are validation, where the authority determines the 

authenticity, validity, and accuracy of the identity information provided, and relates it to a living 

person. Followed by verification, here a link between a claimed identity and the real-life subject 

presenting the evidence is established. The last step is vetting or risk assessment, where the user’s 

profile is assessed against a watch list or a risk-based model (World Bank Group Report, 2018). 

Registration interactions are typically one-time with the customer. Generally, the registration phase 

concludes with a confirmation of the purpose of the flow (Cameron & Grewe, 2022). This first phase 

is also called onboarding.   

The second phase is credential management. This part starts with credential issuance, which is the 

process of creating and distributing virtual or physical credentials (World Bank Group Report, 2018). 

Here it is possible to observe the first difference with the traditional process, indeed, conventionally 

identity issuers provide printed documents or credentials (i.e., birth certificate, identity documents 

and passports, etc.) (Atick, 2016). Instead, in digital identity systems, the credentials or the 

certificates issued must be electronic, in the sense that they store and communicate data 

electronically (i.e., smartcards, 2D barcode card, mobile identity and ID in the cloud) (World Bank 

Group et al., Discussion Paper, 2016). Credential management includes also other two parts: 

maintenance, which is the retrieval, update, and deletion of credentials. And revocation, namely 

the removal of the privileges assigned to credentials (World Bank Group Report, 2018). 

Once a person has been registered and credentialed, it can use its digital identity to access the 

associated benefits and services (World Bank Group et al., Discussion Paper, 2016). For example, in 

Figure 1.1 Rachel wants to use her identity document to have access to healthcare service in a 

hospital. Before accessing any services, she, like all the other users, must validate her credential 

(Cameron & Grewe, 2022). This phase is called identity authentication. It is the process of verifying 

an identity claim against the registered identity information (World Bank Group Report, 2018). Such 

information is called Authentication Factor and can be divided into four categories:  

⮚ What a person is: intrinsic user information, such as biometrics or biographical data. 

⮚ What a person knows: information that is theoretically in possession only of the person 

concerned. It is the traditional method of authentication, it includes, indeed, password and 

PIN. 
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⮚ What a person has: in this case the authentication takes place thanks to something that the 

user has. It can be either tangible, like a document or badge, or intangible, like a security 

token. 

⮚ What a person does: the specific behavior of the person allows its recognition by particular 

advanced systems. 

The most common Authentication Factors are summarized in Figure 1.2 (World Bank Group et al., 

Discussion Paper, 2016).  

 

Figure 1. 2 Common Authentication Factors (World Bank Group et al., Discussion Paper, 2016) 

If two or more independent authenticators, from at least two distinct categories, are required, the 

process is characterized by Multi-Factor Authentication (MFA). Otherwise, it is a Single-Factor 

Authentication (Bertino et al., 2007). Using MFA provides more security and is often critical for 

systems that require stronger authentication (Ometov et al., 2018).  

The following phase is authorization, which takes place after the authentication of an individual’s 

claim of identity. It defines access rights that a relying party or Service Provider (SP) has associated 

with the identity, independently of the Identity Provider (IdP) (i.e., the National Identification 

Authority). There are also more advanced authorization schemes, where access rights are 

contextual and dynamic (World Bank Group Report, 2018). 

Lastly, another important part of the digital identity lifecycle is identity management, which 

similarly to credential management, is composed of maintenance and revocation. More specifically, 

identity management consists of retrieving, updating, and deleting the attributes of the identity or 

data fields and policies, which regulate user’s access to information and services (World Bank Group 
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Report, 2018). Identity management allows users to keep the status and content of their digital 

identity up to date. Updating some attributes is faster and more efficient if individuals use a digital 

identity system. With the traditional method, if a person wants to change the address, for example, 

it would be necessary to replace the entire physical document with a new one. Instead, thanks to 

digital identity, it is sufficient to update just the relevant field (World Bank Group et al., Discussion 

Paper, 2016). Furthermore, databases must be updated to reflect major life events, such as birth 

and death (World Bank Group Report, 2018).  

As already mentioned above, when a person identifies or authenticates herself using one or more 

identity attributes, the importance of the validity of the attributes provided changes depending on 

the degree of security needed and the context in which the information is acquired. This is called 

Level of Assurance (LOA). Assurance levels depend on the strength of the identification and 

authentication processes. They are critical to access control and decrease the risk of identity theft. 

A thorough discussion of the subject would require a lot of space and is beyond the scope of this 

work. However, Figure 1.3 shows the key elements and characteristics of the various levels. As a 

general guideline, it is possible to say that the higher the LOA, the lower is the risk that SP will rely 

on a compromised credential during a transaction. Moreover, distinct types of services will require 

different LOAs, not always the highest level will be required. However, an elevated level is usually 

required to access essential and highly personal services and or information (World Bank Group et 

al., Discussion Paper, 2016).  
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Figure 1. 3 Level of Assurance recap (World Bank Group et al., Discussion Paper, 2016). Key: OTP = 

one-time password; PKI = public key infrastructure; (e)SE = secure element or embedded secure 

element (a tamper-resistant hardware platform); TEE = trusted execution environment (a secure 

area of the smartphone); USSD = unstructured supplementary service data (“quick codes”). 

Within the digital identity ecosystem, it is possible to identify different actors, covering specific and 

various roles. There is not a defined and common set of roles, as they also depend on the type and 

purpose of the digital identity. However, according to World Bank Group et al. (2016), it is possible 

to recognize some recurring roles within the system and divide them in three large categories:  

1) End-Users: individuals are the end-users of digital identity systems. They create a digital and 

use the credentials they receive to access the services of a given country or company. 

2) Providers: 

⮚ Government bodies: institutions develop policies and legal frameworks to enable the 

acceptance of digital identity. At the same time, they create regulations to protect 

user privacy and all other fundamental rights. Governments can collaborate between 

themselves and with international bodies to develop a universal standard, and also 

with the private sector to understand the economy of digital identity and how to 

enhance it within the public-private model (McKinsey Report 2019). Within this 

group we find three sub-categories of actors. The first includes Legal Registrars, 

which are the agencies in charge of providing legal identification to citizens, such as 

the national identification authorities. The second includes Functional Registrars, 

which are agencies that create and maintain identity registries for a specific purpose 

or service. Some examples are electoral commissions, tax agencies, social security 

authorities and hospitals. These registries can be linked to Legal Registries, but they 

can also be separate identity systems. Lastly, there are eGovernment SPs, which are 

government agencies that provide online services to citizens, which require some 

proof of identity. They are often linked to the two previous sub-categories. 

⮚ Private firms: private organizations can innovate processes that could leverage 

digital identity to boost efficiency and improve customer experience. Like 

governments, they can work to facilitate development of global standards, and to 

conduct analysis of digital identity, developing new digital identity programs 

(McKinsey Report 2019). In this case it is possible to distinguish two sub-categories. 

The first includes Commercial Service Providers, which are companies that either use 

digital identities to provide services to their clients or enable end-users to transact in 

a digital environment providing digital identity and authentication services. In the 

second sub-category, on the other hand, there are the Identity Solution Suppliers, 

which are firms that provide hardware, software, and technical support for the 

development of digital identity systems.  



21 
 

⮚ Digital Identity Providers: these actors create digital identities for users by 

registering them and issuing documentation or credentials. In general, IdPs also store 

and manage data and credentials on behalf of the users. IdPs can be both in the public 

and private sectors. Even if oftentimes, private IdPs rely upon or use legal identity 

provided by the public sector. 

⮚ Attribute Providers: these entities hold verified user data and either verify or provide 

these attributes to third parties. Such information pertains to various areas of the 

individual's identity data. In many cases, there is an overlap between IdP and 

Attribute Providers. However, in some cases actors provide attributes upon request 

of the IdPs or other relying parties. 

⮚ Digital Authentication Providers: they verify a user’s attributes or identity in order 

to determine his or her right to access a service or benefit. In the public sector, those 

agencies that are directly involved in delivering services that require verification are 

commonly also Authentication Providers. In the private sector, generally, 

Commercial Service Providers authenticate users. 

⮚ Service Providers: these entities provide services directly to end-users. They can be 

public agencies, such as functional registrars and eGovernment SPs, as well as private 

SPs. SPs may themselves be IdP and Authentication Providers, or they may outsource 

these functions to other agencies. 

3) Enabling and Supporting actors: 

⮚ Regulatory and oversight agencies: organizations that regulate, control and audit 

digital identity systems. The goal of these actors is to ensure that IdPs and 

authentication providers follow legal standards and best practices for the collection, 

storage, and use of personal data. Basically, they assure a consistent identity 

management, also supervising and legislating on issues such as data protection, 

privacy, security, and user trust. An example of this type of agency is the European 

Data Protection Board. 

⮚ Standard setting bodies: organizations that provide protocols for digital 

identification and authentication. The goal of these agencies is to increase 

interoperability and build open, robust, and scalable identity solutions. Some 

examples are NIST and the Open ID Foundation. 

⮚ Identity organizations and trust frameworks: entities that define technical, 

operational, legal, and enforcement mechanisms for information exchange related 

to identity management. Their goal is to establish trust among the stakeholders in 

the system. Some examples in the public and private sectors, respectively, are Trust 

Framework Provider Adoption Process and Mobile Connect. 

⮚ Donor agencies and development partners: entities that provide support to 

activities related to digital identity. Either through funding or providing technical 
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support. Their goals, as well as their motivations, are often varied, but they generally 

try to support projects deemed most valid or those implemented by the government 

to achieve specific goals, which often coincide with global development goals. 

In addition to the peculiarities of digital identity discussed so far, the main differences between 

digital and physical identity, according to the Digital Identity Observatory of the Politecnico di 

Milano (2020), will be reported below: 

⮚ Proliferation: physical identity is generally unique or linked to a few valid and recognized 

identity tools, associated with a physical document (i.e., identity card, driving license or 

passport). Instead, each individual can have a lot of digital identities, as there are many 

online systems and platforms that, with various levels of reliability, allow you to create a 

profile of interoperable data within an ecosystem. So, it is possible to activate and own 

multiple digital identities at the same time. Users face the problem of managing all these 

various digital identities, including those of social networks, those linked to national systems 

and those in the business sector. 

⮚ Validity: physical identification documents are typically accepted throughout the national 

territory and in many cases are also valid at an international level. Digital identity, on the 

other hand, is recognized only within the ecosystem of actors who have decided to join the 

system and to adopt the appropriate technological infrastructure to integrate with the digital 

IdP. 

⮚ Ecosystem: in the case of physical identity, the entity that issues the identification document 

is not involved in the subsequent interactions in which it will be exhibited. Instead, for digital 

identity, at each interaction the actors involved initiate the exchange of the identification 

data necessary for the provision of the service requested by the user. In the base case these 

actors are user, SP and IdP. To access an online service or a third-party app using the 

Facebook Login, for example, it will be necessary to pass data between the social network 

and the SP. So IdP is continuously involved in the case of digital identity. 

⮚ Dynamicity: physical identity has a predefined and static set of individual identification data, 

including personal data and sometimes biometric data. The data that, on the other hand, 

constitute the digital identity, are more dynamic and generally updated with higher 

frequency. Furthermore, digital identity can be enriched with different and specific 

information depending on the context (i.e., legal, health, financial, etc.). The dynamism and 

richness of the data that make up digital identity represent the greatest potential 

opportunities for value creation. 

Lastly, to better understand the benefits of digital identity, it is first necessary to make a brief 

excursus on the current situation. Indeed, as of 2018, the ID4D Global Dataset estimates that there 
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are one billion people worldwide who do not have basic identity documents1. The lack of legal 

identity results in denial of essential rights such as voting, having access to banking, education, and 

health services. With the consequent difficulty in finding work and legal recognition (Nyst et al., 

2016). Also, according to the ID4D Global Dataset1, the problem mainly concerns the poorest 

countries in sub-Saharan Africa and in southern Asia. And in turn, it affects the poorest and most 

vulnerable groups of people. From this sample, it emerges that the lack of a recognized identity 

afflicts about half of the female population in low-income countries, thus limiting their access to 

critical services and participation in political and economic life. Furthermore, Multiple academic 

studies (Clark & Gelb, 2013; Gelb & Metz, 2018; Muralidharan et al., 2020) demonstrate the 

importance of having a robust identity to reach various development goals. For these reasons, in 

2015, the United Nations (UN) General Assembly recognized the importance of having a legal 

identity, defining a specific Sustainable Development Goal (target 16.9: “free and universal legal 

identity, including birth registration, by 2030.”). 

The situation is not perfect for the remaining people with an identification either, as more than half 

of them cannot effectively use it in today's digital world. This prevents them from having access to 

the digital economy and the full achievement of their social and humanitarian rights (McKinsey 

Report 2019). 

What has been said so far explains why an adequate digital identity system can unlock a significant 

amount of value, estimated around 3% GDP equivalent per-country for developed economies in 

2030 and 6% GDP equivalent for emerging economies. This value can be divided equally between 

individuals and companies / government institutions (McKinsey Report 2019).  

Going into detail, it is therefore possible to distinguish and analyze the main benefits for the two 

types of entities. The main benefits for individuals are: 

⮚ Access to essential social assistance services and human rights recognition: This is a 

problem that affects especially developing countries. The lack of valid identification 

documents causes difficulties (or makes it impossible) to access essential services, as well as 

the recognition of individuals’ humanitarian rights (Nyst et al., 2016). For example, in Kenya 

the lack or the misrecognition of identity documents of migrants and refugees prevents them 

from accessing basic social assistance services (Weitzberg, 2020). In recent years there has 

been an exponential increase in access to the internet2 and digital technologies in developing 

and least developed countries. This, according to the McKinsey Report (2019) and The World 

 
1 https://id4d.worldbank.org/guide/why-id-matters-development 
2 https://www.statista.com/statistics/209096/share-of-internet-users-in-the-total-world-population-since-2006/ 
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Bank3, could favor the spread of digital identities, helping in resolving the problem 

mentioned above.  

⮚ Increased use of financial services: digital identity helps individuals meet Know Your 

Customer (KYC) requirements and enables remote customer registration for financial 

services. Removing the problems of lack of documentation, distance to financial institutions, 

and cost of financial services, favors the access to financial services and credit lines 

(McKinsey Report, 2019).  

⮚ Improved access to employment: digital identity enables better digital talent matching and 

contracting platforms, which allow job seekers to authenticate themselves online. Such 

platforms could facilitate access to labor markets for inactive and unemployed workers. 

Moreover, it could also boost labor productivity (McKinsey Report, 2019).  

⮚ Greater agricultural productivity from formalized landownership: digital identity could help 

improve incentives to make larger and longer-term investments in farming, thanks to the 

possibility of formal land titling. Digital identity could also bring benefits to farmers through 

better targeting of agricultural support, especially when combined with location information 

and remote sensing (McKinsey Report, 2019). 

⮚ Time savings: digital identity enables the digitization of sensitive identity-related 

interactions, which allows the simplification and automation of identity related processes. 

At the same time, it reduces the need for travel, a particular benefit for people who live in 

rural areas. A similar effect is also foreseeable with regard to the completion of tax-related 

operations, also saving time for tax departments in processing and auditing (McKinsey 

Report, 2019). 

The last four points are the largest contributors to direct economic value creation for individuals, 

enabled by digital identity (McKinsey Report, 2019).  

As far private and public institutions benefit goes, the main ones are:  

⮚ Time and cost savings: institutions using high-assurance digital identities could see up to 90 

percent cost reduction in customer onboarding, with the time taken for these interactions 

reduced from days or weeks to minutes (McKinsey Report, 2019). 

⮚ Reduced fraud: digital identity can help reduce fraud in a wide range of transactions. From 

decreasing payroll fraud to reducing identity fraud (McKinsey Report, 2019).  

⮚ Increased sales of goods and services: digital identity could improve customer experience 

in digital channels. This would lead to an increase in sales and gains for companies, especially 

for those who rely on high-assurance identities, such as banks and digital gig economy 

platforms (McKinsey Report, 2019). 

 
3 https://www.worldbank.org/en/news/immersive-story/2019/08/14/inclusive-and-trusted-digital-id-can-unlock-

opportunities-for-the-worlds-most-vulnerable 
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⮚ Greater employment and labor productivity: as mentioned in the part of individual benefits, 

digital identity offers a series of gains for jobseekers. Therefore, there is also an impact on 

institutions, indeed, businesses could more rapidly fill open positions and find the right 

employee for a given position, leading to higher productivity (McKinsey Report, 2019). 

⮚ Better tax collection: greater revenue facilitated by the use of digital identity, could expand 

the tax base, helping promote formalization of the economy and more effective tax 

collection. Emerging economies, in particular, could experience substantial benefits, if they 

first make it an explicit goal and then build the requisite tax collection tools enabled by digital 

identity programs (McKinsey Report, 2019). 

Similarly, to the previous case, these five points are the largest sources of value for institutions, in 

both government and the private sector, enabled by digital identity (McKinsey Report, 2019). 

However, to be able to fully create value, there are some key points on which pay particular 

attention. Among these, the main ones identified are: 

⮚ Inclusion: first, ensure universal coverage for individuals from birth to death, free from 

discrimination. And second, remove barriers to access and usage, such as direct and indirect 

costs, disparities in the availability of information and technology (World Bank Group 

Document, 2017; World Bank Group Report, 2018).  

⮚ Design: establishing a unique, secure, and accurate identity. Creating a platform that is 

interoperable (World Bank Group Document, 2017; World Bank Group Report, 2018). The 

importance of interoperability in digital identity systems is shown in different academic 

research (Gasser & Palfrey, 2007; Rundle & Trevithick, 2007; Gelb & Metz, 2018), which also 

highlight several advantages for systems incorporating interoperability. The designers 

should also consider using open standards and preventing vendor and technology lock-in 

effects. Furthermore, Identification systems should be designed for long-term economic and 

operational sustainability. Lastly, system design can (and has to) assure control and 

protection of user privacy, which is the next point on this list (World Bank Group Document, 

2017; World Bank Group Report, 2018).  

⮚ Privacy: the rising concern of people around privacy, as shown for example by KPMG4 and 

Internet Society5 reports, makes the safeguard of data privacy, security, and user rights 

fundamental. To succeed in this, a legitimate and comprehensive legal and regulatory 

framework should be realized. Consequently, clearness in governance aspects, such as 

institutional mandates and accountability, must be established. Lastly, to ensure the correct 

functioning of the system and quickly resolve any problems or disputes, the legal and trust 

 
4 Available at: https://advisory.kpmg.us/articles/2021/bridging-the-trust-chasm.html 
5 Available at: https://www.internetsociety.org/wp-content/uploads/2019/05/CI_IS_Joint_Report-EN.pdf 
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frameworks must be enforced through independent oversight and adjudication of 

grievances (World Bank Group Document, 2017; World Bank Group Report, 2018).  

⮚ Integration: which can be divided into two categories. Integration with emerging 

technologies and with other compatible services. In the first case, the use of new 

technologies can improve the current system or even facilitate the creation of a new one. 

This is the case, for example, of the blockchain, which, as mentioned in various academic 

papers, can solve some of the problems of digital identity systems, and also favor the 

adoption of the new Self-Sovereign Identity model (Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano, 2020; Gstrein et al., 2020). In the second case, digital 

identity creates opportunities to improve other existing services and vice versa (Atick, 2016). 

 

1.1.3 Evolution of digital identity 

 

The landscape of identity management has gone through an evolutionary path (Figure 1.4): starting 

from the traditional model, the centralized one, and then evolving in distinct phases with the 

introduction of new models. The four models can coexist, but are often thought of as a progression. 

 

Figure 1. 4 The evolution of digital identity (Sovrin White Paper, 2016) 

 

1.1.3.1 Phase One: Centralized Identity  

The Centralized Identity model is the more traditional and most widespread paradigm. In this case, 

an individual accesses the services of an organization that manages or owns the identity system. 

The owner of the system collects, stores, and uses the individual’s identity and its related data. Such 

systems are currently proposed by various private organizations such as banks, social media 

companies, and even governments (Dib & Toumi, 2020). In Centralized systems, every user 

interaction with SPs must be authenticated through the central IdP (Jøsang & Pope, 2005; World 

Economic Forum, 2016). More specifically, the users enter their data and, if necessary, the related 

proof in the system. The central entity verifies the data and, in the event of a positive outcome, 

issues a valid and certified digital identity. Subsequently, to access the services offered by a SP, users 

must authorize the latter to access their data, held by the central IdP. The SP, with users’ consent, 
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will thus be able to access and verify the user's identity in the central database and, if the 

requirements are met, it will grant the applicant the possibility to access the services (Blockchain 

and Distributed Ledger Observatory of Politecnico di Milano, 2020).  

Despite being the most widespread model and the one which guarantees greater control to the 

entity issuing the identity, the Centralized Identity model has some major disadvantages, which 

often affect the end user. Indeed, the Centralized model is susceptible to various security attacks, 

with potentially disastrous consequences (Soltani et al., 2021). Indeed, a breach in the central entity 

or its malfunction causes a fall of the entire identity system, this phenomenon is called Single Point 

of Failure (Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020). 

Furthermore, since data are managed by a centralized third party, the privacy of users may be 

compromised, and their online activities may be linked and eventually traced (Dib & Toumi, 2020). 

In this model the individual does not have full control over the use of their data. Individuals are 

locked into a single authority who can, although highly unlikely, even deny or falsify their identity. 

Centralization naturally empowers the central entities, not the users. So, they have no choice but to 

trust the identity manager. In addition, there is also the risk that the central entity knows all the 

data of all the participants, the so-called Big Brother Effect. (Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano, 2020). Another problem with this model is that the consumers 

will have to create one identity per SP, with the result of ending up with numerous partial identities, 

which become increasingly difficult to manage (Dib & Toumi, 2020; Ferdous et al., 2019). From the 

point of view of the IdPs, centralized models require investing high resources to store, maintain, and 

protect users’ data (Pöhn & Hommel, 2020). 

An example of the centralized identity model is the Aadhaar system, set up by the Indian 

government. It is a unique identification number, which is assigned to each citizen who requests it. 

In order to obtain it, each applicant must provide a series of biographical and biometric data, which 

are recorded and stored in a central system. Aadhaar was designed to avoid the proliferation of fake 

identities and simplify access to digital services that require authentication. This data is centralized 

and there is no need to re-check them for each SP (Blockchain and Distributed Ledger Observatory 

of Politecnico di Milano, 2020). Aadhaar suffered numerous attacks, which resulted in the theft of 

several identities of Indian citizens (Dixon, 2017; Ishmaev, 2020). The largest of these beaches was 

in 2018 and affected more than a million users according to the World Economic Forum's Global 

Risks Report (2019). This is an example of Single Point of Failure.  

Despite all these drawbacks, as previously said, identity on the Internet today is still centralized. 

However, in the last years there has been an attempt to return identities to the people, so that they 

could control them.  

 

1.1.3.2 Phase Two: Federated Identity  
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In the federated identity model, a set of SPs and IdPs forms a trusted federation. This allows the 

individual to have the possibility to select a single IdP, among those federated. Once the IdP has 

been selected, it can be used to access the services of any of the participating SPs (Soltani et al., 

2021). Users often like the convenience of this model, which has led to a widespread adoption of 

Federated systems, especially when the identity data is only shared between trusted entities, like in 

governmental services and international organizations (Ferdous et al., 2019). The federated identity 

model allows a user to use a single set of credentials to authenticate with the IdP and then access 

any of the SPs present in the ecosystem. This is achieved through single sign-on, where the IdP 

provides an authentication token to the SP (Chadwick, 2009). The first difference with the 

Centralized model is that the data is stored on several different databases, no longer on a single 

centralized one. This solves the problem of the Single Point of Failure. However, the other issues for 

users remain similar to those seen in the case of Centralized Identity. Moreover, also on the other 

side there are problems, indeed, building trust relationships between two or multiple system 

owners is complicated and limits the fast implementation of the system. In particular, the 

complexity for system owners arises from the eventual need for legal agreements, division of costs 

and risks, and the creation of technical standards. All this leads to high implementation costs (Dib & 

Toumi, 2020). 

An example of Federated Identity model is any system based on Security Assertion Markup 

Language (SAML) protocol (Soltani et al., 2021). SAML standard defines a framework for exchanging 

security information between online entities. It expresses assertions about a subject in a portable 

fashion that other applications in the system can trust (Hughes & Maler, 2005). 

 

1.1.3.3 Phase Three: User-Centric Identity  

In the User-Centric Identity model users have some liberty in selecting the IdP and the identity 

attributes they want to share, along with the conditions under which those attributes should be 

shared (Jøsang & Pope, 2005). Thanks to the significant role played by interoperability and 

consensus in these systems, it is possible to overcome most of the problems of the two previous 

models. However, true control of the data is not yet completely in the hands of the user (Blockchain 

and Distributed Ledger Observatory of Politecnico di Milano, 2020). 

OpenID Connect (OIDC), based on Open Authentication (OAuth) 2.0 protocol, is the dominant 

technological protocol6 in this model. OIDC permits to verify the identity of the end-users based on 

the authentication performed by an Authorization Server, as well as to obtain basic profile 

information about them. An example is Google or Facebook login. In this model, the SPs and the 

 
6 An authentication protocol is a type of communications protocol specially designed for transfer of authentication data 
between two entities. It specifies the type of information needed for authentication as well as rules, syntax, semantics 
and possible error recovery methods. 
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IdPs may not always have built a direct trust relationship. SPs rely on the fact that the other party 

has verified the user’s identity. Basically, it is possible to access to their service logging in with a 

third-party account, with which a direct relationship of trust has not been created but is in any case 

considered dependable. This authentication method is widely adopted. However, in this way, IdPs 

can trace the users’ activities, obtaining confidential information (Sakimura et al., 2014; Ferdous et 

al., 2019; Dib & Toumi, 2020).  

It is therefore clear that to bring identity back to people being user-centric is not enough.  

 

1.1.3.4 Phase Four: Self-Sovereign Identity  

The Self-Sovereign Identity (SSI) model will be explored in detail in Chapter 1.3. Here the focus will 

be on framing this scheme within the evolutionary framework of digital identity.  

The User-Centric Identity model has brought attention to interoperability and user consent, while 

maintaining centralized control. It is a major step toward user control of identity, but just a step. 

Self-Sovereign Identity is the next step to ensure user autonomy, not available in centralized and 

federated identity models. In the SSI model, the identity holders have full control over their data 

and decide how their data should be shared with others. The SSI model preserves the right for the 

selective disclosure of the user’s data in different contexts (Soltani et al., 2021).  

Similar ideas were already being expressed in the early 10's. Loffreto (2012) introduced the concept 

of “Sovereign Source Authority” by stating that people have a natural right to identity, which was 

taken away by their own nations. Instead, the birth of the term Self-Sovereign Identity dates to 

2016. It was used for the first time in a post by Christopher Allen, an expert in digital identity. The 

SSI model, as expressed by Allen, was not conceived as a technical solution, but as a theoretical 

concept of digital identity where the users are placed at the center of the model in full control of 

their identity (Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020). The 

SSI model represents, at least theoretically, a solution to all the shortcomings of existing identity 

management models listed until now (Soltani et al., 2021).  

Examples of SSI protocol are Sovrin and Jolocom, both of which rely on blockchain technology and 

Software Development Kit (SDK)7. Another widely used integration protocol, in this case, is the 

Application Programming Interface (API)8.  

 

 
7 SDK is a set of tools that allows the development of software or firmware for a specific platform. Some SDKs are 
available for free and can be downloaded directly from the protocol creator site, allowing ecosystem partners to use 
the solution proposed (Dib & Toumi, 2020).  
8  It is a set of commands and objects that allow developers to interact more easily with a program or service, facilitating 
the interoperability among different systems (Digital Identity Observatory of the Politecnico di Milano, 2020). 
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1.2 BLOCKCHAIN TECHNOLOGY 

 

1.2.1 Introduction 

 

A blockchain-like system was first theorized in 1982 by David Chaum. More research and 

publications followed over the years. However, the first blockchain was conceptualized by Satoshi 

Nakamoto in 2008. He implemented the technology the following year as a core component of the 

cryptocurrency Bitcoin, where it serves as the public ledger for all transactions on the network. 

Interest in the blockchain has grown considerably in recent years and several platforms have 

established themselves, among these the best known are Ethereum, R3 and the Hyperledger project 

(Sarmah, 2018; Sherman et al., 2019). 

According to Bernal Bernabe et al. (2019) “the blockchain is a public ledger distributed over a 

network that records transactions (messages sent from one network node to another) executed 

among network participants. Each transaction is verified by network nodes according to a majority 

consensus mechanism before being added to the blockchain. Recorded information cannot be 

changed or erased and the history of each transaction can be re-created at any time”. 

From the definition emerge some key characteristics of the technology. From the first part of the 

definition, disintermediation and decentralization properties emerge. Indeed, the blockchain 

allows transactions to be carried out without central third-party intermediaries. Furthermore, the 

information is recorded on a distributed ledger, i.e., among several nodes, guaranteeing the safety 

and resistance of the system. For example, Bitcoin allows the exchange of value between entities, 

which may not even know each other, without going through a trusted central entity (e.g., banks, 

government institutions, etc.) (Segendorf, 2014). In particular, in the absence of trusted centralized 

authority, cryptography and consensus mechanisms, which are explained in detail in Chapter 1.2.2, 

are used to build the necessary trust for the functioning of the system. A widely used consensus 

mechanism is Proof-of-Work: when a user initiates a transaction, participants try to solve a complex 

problem to verify it, the first to resolve the problem get a reward and validate the transaction (Liu 

et al., 2021).  

Another important blockchain’s property emerging from its definition is immutability. Indeed, 

blockchain, as the name implies, is made up of blocks containing transactions, which record the 

changing states of data, verified by the blockchain network. Each of these blocks is cryptographically 

linked to the previous one in chronological order. This linking process makes the chain immutable. 

As such, if the data is tampered with, the blockchain will crash and the changed point would be 

easily traced. This is a peculiar feature of the technology. Indeed, in traditional databases, 

information can be easily changed or deleted. Moreover, the decentralized nature makes it highly 
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difficult to alter transaction history. Indeed, blockchain transactions are stored in a fully 

decentralized peer-to-peer network, which replicates data storage, minimizing the risk of data loss 

or modification. Put simply, if someone wanted to change a certain block, in addition to forcing that, 

they would also have to change all the proceeding blocks of the blockchain. In addition, because of 

decentralization it would have to do it on all the ledgers of the network, which could be millions at 

the same time (Houtan et al., 2020).  

Lastly, from the last sentence of the definition above, further characteristics of the blockchain are 

deduced, namely transparency and traceability. However, these properties depend on the 

governance of the platform. Indeed, they can be restricted to a group of actors or even absent. If a 

blockchain is open source and the functioning of its algorithms is clear and well known to all 

participants, the transparency property is satisfied. Similarly, if the transfers made in the blockchain 

network can be traced by all the users, the traceability property is respected. This latter property is 

often used in the industrial field to certify and track products along the different phases of the 

supply chain (Cocco et al., 2021). 

Blockchain systems can be divided into two categories: public, accessible to anyone who wants to 

connect to the network and view the Blockchain and private, which is accessible only to the 

authorized entities. Furthermore, there are two types of blockchain: permissioned and 

permissionless. A permissioned blockchain provides writing permission only to a subset of entities, 

decided by the network holder. Instead, a permissionless blockchain allows for anyone to write to 

the blockchain (Soltani et al., 2021). 

Public and permissionless blockchains have the advantage of being completely decentralized and 

independent of any organization. Indeed, all nodes can take part in the consensus process. Instead, 

in the private and permissioned case, only one or a certain set of nodes takes part in the validation 

process. In the private case, therefore, at least on a theoretical level, consensus passes through the 

organization or set of nodes in command. The underlying risk is to return to some sort of hierarchical 

or even centralized structure. On the other hand, the smaller number of validators allows for a faster 

and more efficient process, reducing the time to propagate transactions and blocks. Considering 

immutability, it is nearly impossible to tamper transactions in a public blockchain. Differently, 

transactions in a private blockchain could be tampered with more easily as there is only a limited 

number of participants (Zheng et al., 2017). Additionally, permissioned platforms are often 

developed in accordance with current legislation, while in the permissionless blockchain case it is 

not always clear how they fit into regulations (Bernal Bernabe et al., 2019).  

Lastly, there is a mixed case, namely public and permissioned blockchain platforms. In this case, the 

system is open for all to read or change the state of the ledger, but the network of nodes performing 

consensus is permissioned. This kind of blockchain allows for only a restricted and chosen group of 

participants to write in the ledger. 
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As mentioned, the best-known application of blockchain technology are cryptocurrencies, however, 

there are other applications, such as: 

⮚ Timestamp: multiple academic research (Gipp et al., 2017; Estevam et al., 2021) propose to 

use Blockchain to certify the date of a document and the guarantee that it has not been 

modified over time. All the most famous blockchain platforms have their own timestamping 

system for example to store the date and time when the block is mined. This includes Bitcoin 

and Ethereum. 

⮚ Token: digital assets that can be exchanged on a blockchain (Bernal Bernabe et al., 2019). 

They can represent digital or physical goods or even a right, such as vote, ownership or 

access to a service (Li et al., 2019). Also in this case, the major blockchain platforms allow 

the exchange of tokens of various kinds. Starting from Stablecoin, digital assets whose value 

is pegged to a reference asset. Therefore, their price is stable. Coming to Non-Fungible 

Tokens, not divisible tokens with a unique identifier. 

⮚ Smart Contract: set of instructions known to all, which are automatically executed by a 

blockchain, after the occurrence of a trigger event or in general upon the occurrence of 

certain conditions, also known previously (Houtan et al., 2020).  

⮚ DApp: decentralized applications are special applications on a blockchain platform, visible 

and accessible to all participating nodes. They are created with a standardized language that 

makes them interoperable and composable. So, they can be combined to create other 

DApps, giving life to a real ecosystem (Houtan et al., 2020). Popular DApps include 

Splinterlands based on the Ethereum blockchain and PancakeSwap built on top of the 

Binance Smart Chain. 

 

1.2.2 Functioning and potential benefits 

 

Blockchain works via a multistep process, which starts when one participant requests a transaction. 

Transactions are signed by the applicants and submitted to the peer-to-peer network, where they 

are transmitted to each node. Individual nodes receive the request and validate the transaction, 

often in a process called Proof-of-Work (PoW), for which they are rewarded. Once validated the 

transactions are added to a block and stored on the distributed ledger (Di Pierro, 2017).  

In a block, in addition to a certain number of transactions, there are also a timestamp, the hash 

value of the previous block, and a nonce, which is a random number for verifying the hash (Nofer et 

al., 2017).  

A hash is the result of the application of a hash function to a string. The hash function transforms a 

string of arbitrary length into a fixed length output. The fundamental characteristic of these 
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functions is that they are not invertible. It is impossible to trace the original string starting from the 

hash. Furthermore, the hash functions are consistent, so that each hash is associated with a string. 

At the same time, the probability that two different strings have the same hash is almost nil, 

effectively guaranteeing uniqueness (Di Pierro, 2017). In this way it is possible to guarantee the 

integrity of the entire blockchain, since each block is not only verified, but is also uniquely linked to 

the previous ones up to the first block of the chain, called Genesis Block (Bernal Bernabe et al., 

2019). The uniqueness of hash values can prevent fraud since changes in a single block of the chain 

would immediately change the respective hash value, resulting in a hash mismatch of the 

succeeding block (Nofer et al., 2017).  

Transactions are often inserted into blocks and hashed. The process starts hashing each transaction. 

Once this is done, the hashes obtained are hashed again, this time in pairs, until a final single hash 

is obtained. This single hash is called the Merkle Root and is contained in the head of the block, 

while the rest of the transaction information is contained in the body of the block, as can be seen in 

Figure 1.5 (Liu et al., 2020). This procedure is called Merkle Tree and consists in hashing and 

combining a data structure, until there is only one hash to represent the entire structure (Lesavre 

et al., 2020). The Merkle Tree relieves nodes from significant storage load, since without transaction 

details, the space occupied by blockchain data is significantly reduced. Although nodes that hold all 

blockchain data, including transaction details, are still present, such nodes, called heavy nodes, are 

a minority. Generally, the Merkle Tree is used to recover disk space occupied by old spent 

transactions. On the other hand, the Merkle Tree also allows to prove the existence of a transaction 

in the blockchain, without including in the proof the rest of the transactions in the block (Bernal 

Bernabe et al., 2019). 

 

Figure 1. 5 Overview of the Merkle Tree in a block (Liu et al., 2020) 
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According to the articles of Bochem & Leiding (2021) and Nofer et al. (2017) a nonce is a number 

used only once in PoW systems to vary the input to a cryptographic hash function to obtain an 

output hash that fulfills certain arbitrary conditions, established in a decentralized manner. Taking 

a step back, it was said that in order to validate the transactions and the block that contains them 

and add it to the chain, it is necessary that most of the nodes of the network agree through a 

consensus mechanism. Consensus mechanism is a set of rules and procedures used to achieve 

agreement on which blockchain transactions are valid and which are not. They protect networks 

from malicious behavior and external attacks. In the most popular blockchain platforms, such as 

Bitcoin or Ethereum, the consensus mechanism is PoW.  In this approach, called mining9, different 

nodes, the miners, work to solve a computational problem of variable difficulty that once solved 

permits to validate the block. It is so clear that new transactions are not automatically added to the 

ledger. Rather, they are stored in a block for a certain time to the ledger. This time is one of the 

factors that influences the difficulty of the computation problem. Indeed, the difficulty is defined by 

an algorithm that verifies how much computational power is trying to solve the problem at a given 

moment and compares it with the time needed to solve previous similar problems. If there are 

several nodes trying to solve a problem the computational power available is high and the average 

resolution time will be low. In this case the algorithm increases the difficulty, to keep the time 

between two consecutive blocks as constant as possible. This computational problem consists 

precisely in finding a nonce adequate to obtain a certain target hash, which for example starts with 

a certain number of zeros, established a priori from the aforementioned algorithm. Due to the 

characteristics of the hash function, it is not possible to predict what nonce will be required to obtain 

a hash with the desired characteristics. However, it is possible to continuously vary the nonce in a 

random way, until the desired hash is found. Note that increasing the number of leading zeros 

increases the difficulty in finding the nonce and so the time required. Discovering the hash with the 

required zeros is actually the proof that work has been done. Indeed, finding the right nonce for the 

target hash is a complex operation, which requires several attempts and consequently a lot of time 

and resources (i.e., equipment, electricity, etc.) (MacKenzie, 2019). For this reason, the miner who 

solves the problem first, not only gets the right to validate the block and add it to the blockchain, 

but also a reward and sometimes also the transaction fees contained in the block itself, which play 

the role of an incentive.  

An alternative consensus mechanism is Proof-of-Stake (PoS) (Houtan et al., 2020). The PoS 

methodology is increasing its popularity due to the high energy consumption required by PoW. For 

example, Ethereum’s developers have said that they intend to shift to it soon (MacKenzie, 2019). 

PoS replaces PoW’s competition by randomly selecting users to append to the blockchain and earn 

the associate reward. In this case, mining does not require specialized hardware or solving 

 
9 Mining is the process used by blockchains to verify new transactions. Vast decentralized computer networks are 
involved in the process. They verify and protect the blockchains and virtual ledgers that document the transactions that 
have taken place. 
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complicated problems. Everyone can solve the problem easily, reducing energy expenditure to 

negligible levels. However, this comes with some drawbacks, the lack of cost coupled with the 

benefit of the block reward implies that a validator will always update the ledger whenever given 

the opportunity, even if the update generates disagreement (Saleh, 2021). Both MacKenzie (2019) 

and Saleh (2021) show some methods by which to solve this problem, however they also highlight 

that there are still doubts as to whether the PoS is functional and safe.  

Blockchain technology, as described above, offers many benefits. First of all, it solves the problem 

of Single Point of Failure, since the network remains active even in case of failure of particular nodes. 

Users don’t have to evaluate the reliability of the intermediary or other participants in the network. 

This increases confidence in the system as a whole. Furthermore, in centralized systems personal 

data passes and is collected by intermediaries. This causes a loss of control of the data by the user, 

not to mention that third parties could be subjected to attacks, which result in a violation of the 

security and privacy of the participants. Thanks to the blockchain, always considering the public 

permissionless case, intermediaries become obsolete and unnecessary for the functioning of the 

system, increasing user’s security (Nofer et al., 2017). Furthermore, blockchain improves data 

quality, guarantees their integrity, and promotes their sharing. Additionally, due to its functioning 

and its block structure, it can be said that the technology offers better control over transactions and 

their secure storage (Ali et al., 2021). 

Blockchain can bring potential benefits to governments, such as minimizing human errors, reducing 

complexity, providing information anonymity, and improving the voting system. This, combined 

with all the other general benefits, can reduce disputes and intermediaries in transactions, improve 

justice, and lessen cybercrimes and corruption (Bernal Bernabe et al., 2019). Other sectors on which 

blockchain has a strong impact are, as mentioned above, finance, healthcare, and manufacturing. 

For example, it is possible to identify some specific benefits, such as the possibility of adopting new 

business models (Ali et al., 2021) or facilitate the introduction and use of Internet of Things systems, 

in the case of manufacturing (Venkatraman & Parvin, 2022).  

Nofer et al., 2017 highlights that there are also risks associated with blockchain technology and high 

potential for improvements. Among the main problems, difficulties in scalability emerge. They have 

several causes, including delays in the confirmation of the transaction, data retention, and 

communication failures. Additionally, some blockchains use consensus mechanisms, which require 

each participating node to verify the transaction. This limits the number of transactions a blockchain 

platform can process. Other problems related to the consensus mechanism, already mentioned, are 

inefficiencies in permissionless systems and high consumption of energy if the PoW mechanism is 

used.  Lastly, key management can be a problem for users of some blockchains. There is a risk that 

the private key is not well guarded and is lost or stolen. In the first case it becomes almost impossible 

to recover the key, effectively losing everything related to it. In the second case, the data or 

cryptocurrencies owned can be improperly obtained from malicious people. 
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1.2.3 Blockchain & Digital Identity 

 

As seen in paragraph 1.1, when it comes to identity we are still in a highly centralized world. 

However, the centralized model is facing more and more challenges, with more and more 

difficulties. From the constant increase in data breaches and identity theft, which lead to reputation 

damage for entities and a loss of privacy for the people involved, to the increasingly insistent 

requests for control and security from users. Several research projects for an alternative identity 

management system have been launched, to expand the trustworthiness and reach of digital 

identity (Dunphy & Petitcolas, 2018).  

Blockchain technology is particularly suitable for digital identity systems, and SSI ones in particular, 

even though it is not a prerequisite of such models. In particular, decentralization property makes 

it possible to return control to users, since information is saved on the distributed ledger, and is not 

in the possession of a central authority anymore. On the contrary, in this way the identity is in the 

possession of the user only and will not depend on any IdP (Dunphy & Petitcolas, 2018). Obviously, 

as already mentioned above referring to more general cases, the blockchain allows to solve the 

problem of the Single Point of Failure (Nofer et al., 2017). This is a problem that plagues, among 

others, Centralized Digital Identity models and should be overcome thanks to the blockchain 

(Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020).  

The blockchain can also improve the problem of Inaccessibility to digital identity. Traditional 

identification systems often involve complicated bureaucratic procedures, limited access and in the 

case of developing countries difficulties due to the lack of proximity of the institutions. Therefore, 

people are unable to have their own identity, as reported by different reports, including McKinsey 

(2019) and World Bank Group (2017). Blockchain-based identity can gain momentum, as most 

people without access to digital identity have access to mobile phones instead. Through blockchain 

solutions, users can, for example, simply use an app for authentication. Consequently, it is possible 

to reach and give a digital identity to more citizens (Jacobovitz, 2016). 

To date, users have multiple digital identities and have to manage several related usernames and 

passwords, a process that often proves complicated and time-consuming. The option to have a 

unified identity through which log into any service facilitates management at the expense of 

security, so it is not viable (Digital Identity Observatory of the Politecnico di Milano, 2020). 

Furthermore, in many cases there is a limited association between digital and physical identities, 

which facilitates the creation of fraudulent identities (McKinsey Report, 2019). However, the 

blockchain, thanks to its structure and the use of cryptography, could stem these problems. As long 

as the system is adopted by everyone, information on digital identity would be possessed only by 
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the owner (for example on their smartphone) and would allow access to any service. Therefore, 

blockchain has the potential to introduce unique digital identities (Fridgen et al., 2018).  

For what has been said so far, it is clear that blockchain technology lends itself to identity 

management. This explains the proliferation of different identity projects that use the blockchain, 

as evidenced, for example, by Jacobovitz (2016) and Liu et al. (2021). In general, it is possible to 

distinguish blockchain-based identity projects into two categories: 

⮚ Decentralized Trusted Identity: identity that is provided by a centralized service that 

performs identity proofing of users based upon existing trusted credentials, and records 

identity attestations on the blockchain for later validation by third parties. Proving of the 

user’s identity relies on a general trusted method or recognized documents, such as national 

identity or passport. An example of Decentralized Trusted Identity models is IDchainZ 

(Dunphy & Petitcolas, 2018). 

⮚ Self-Sovereign Identity: identity that is owned, controlled, and managed by the user, 

without the need to rely on any external authority and without the possibility that this 

identity can be taken away. It can be enabled by blockchain that facilitates the recording and 

exchange of identity attributes, and the propagation of trust among participating entities. 

Some examples of SSI, using the blockchain technology, are Sovrin and uPort (Dunphy & 

Petitcolas, 2018). This topic will be resumed and explored deeply in the next section. 

 

1.3 SELF-SOVEREIGN IDENTITY 

 

1.3.1 Definition 

 

The term Self-Sovereign Identity was first used in 2016 in a post by Christopher Allen, where he 

defines SSI as a model in which “the user must be central to the administration of identity. That 

requires not just the interoperability of a user’s identity across multiple locations, with the user’s 

consent, but also true user control of that digital identity, creating user autonomy. To accomplish 

this, a self-sovereign identity must be transportable; it can’t be locked down to one site or locale.” It 

continues adding that “A self-sovereign identity must also allow ordinary users to make claims, 

which could include personally identifying information or facts about personal capability or group 

membership. It can even contain information about the user that was asserted by other persons or 

groups.” And concludes stating that “A self-sovereign identity must defend against financial and 
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other losses, prevent human rights abuses by the powerful, and support the rights of the individual 

to be oneself and to freely associate.”10 

Allen's definition is very broad and highlights the main aspects of SSI in general terms. Shortly after, 

the Sovrin Foundation in its White Paper (2016) proposed a definition that describes characteristics 

similar to those already stated. However, a part that describes the SSI model in a more pragmatic 

and practical way was added: “the best way to think of self-sovereign identity is as a digital record 

or container of identity transactions that you control. You can add more data to it yourself or ask 

others to do so. You can reveal some or all of it some of the time or all of the time. You can record 

your consent to share data with others, and easily facilitate that sharing. It is persistent and not 

reliant on any single third party. Claims made about you in identity transactions can be self-asserted 

or asserted by a third party whose authenticity can be independently verified by a relying party”. 

Also other definitions such as that of Satybaldy et al. (2019), Pöhn et al. (2021), and Giannopoulou 

& Wang (2021) focus on aspects such as the individuals’ ownership and control of their own identity, 

the independence from any centralized authority, and security. Proving that these aspects are 

recognized by the literature as founding and key features of the SSI model.  

Der et al. (2017) affirms that Self-Sovereign identities give the person more control over their digital 

identity. However, they also highlight the behavioral shift required to adopt such a model. Indeed, 

“the person now is responsible for the measures taken to establish and maintain both privacy and 

trustworthiness. Since the digital identities are not issued by third parties, trustworthiness is 

achieved by the person obtaining evidence for the correctness of the information contained in the 

digital identity from third parties”. 

Also Čučko & Turkanović (2021) propose their vision on the concept of Self-Sovereign Identity and 

once again there is a focus on some different aspects, not previously mentioned. They describe SSI 

as a decentralized identity approach that enables entities, not just individuals, to fully control their 

digital identity without relying on any external authority, eliminating the Single Point of Failure 

problem. SSI presents a paradigm shift in power and control, from IdPs and SPs to users, who must 

be central to the administration of identity and information flow during digital interactions.  

Although the term Self-Sovereign Identity is still only loosely defined, it is possible to delineate some 

key properties of the concept. SSI is essentially an identity management system that allows people 

to fully own and manage their digital identity. However, several academic works, including the 

Blockchain and Distributed Ledger Observatory of Politecnico di Milano Report (2020), Mühle et al. 

(2018) and Soltani et al. (2021), agree on the fact that an identity management model can be 

 
10 Available at: http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html (accessed August 

2022) 

http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html
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considered SSI, if it respects the ten principles defined by Allen and illustrated in detail in the next 

paragraph. 

 

1.3.2 SSI Principles 

 

Using Blockchain and Distributed Ledger Observatory of Politecnico di Milano (2020) Dib & Toumi 

(2020), Soltani et al. (2021) to inform the discussion, Allen's ten SSI principles, which an SSI model 

should possess, are: 

1) Existence: users must have an independent existence. An SSI must therefore be based on a 

physical identity and cannot be exclusively digital.  

2) Control: users must control their identities. They should have the liberty to manage, update 

or even hide their identities in any way desired as they have complete authority over their 

identity data. Note that there is a distinction between control and data ownership. A user 

can have control over an identity claim issued to him, but he may not be the owner of that 

claim. For example, the driver's license is issued and can be revoked by the government. 

However, the user should be able to control and share their driving license information on 

their own terms. 

3) Access: users should be able to access their identities and all related data easily and directly. 

There must not be any personal data hidden from its owner. Note that this does not imply 

that any identity holder can change all the claims associated with their identity, but rather it 

means that they should be aware of such actions. Furthermore, this principle applies to each 

entity with respect to its own identity, and not to that of others. 

4) Transparency: the way an identity system functions, is managed, and is updated must be 

publicly available and reasonably comprehensible. The used algorithms must be opensource, 

free, and as independent as possible from any particular organization or architecture, 

preventing lock-in effects.  

5) Persistence: an identity must be long-lasting, from birth to death. A claim associated with 

that identity can be updated or removed, but the identity must be long lived. Identity can 

only be removed by its owner. This last concept is known as the right to be forgotten. It 

means that individuals have the civil right to request a third party to remove their personal 

information from the internet (Rosen, 2011).  

6) Portability: an identity, as well as credentials and attestations, must be transportable by 

their owner. This is a necessary process for the longevity of the identity data. A digital 

identity cannot be restricted to a single platform or third-party entity.  

7) Interoperability: an identity must be as widely usable as possible. A true SSI is globally 

adoptable and must not only be limited to certain activities and application fields. Therefore, 
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an identity should be usable by as many entities as possible, regardless of boundaries, 

jurisdictions, and architectures. This policy supports the availability and durability of the 

identity. 

8) Consent: Users must freely agree on how their identity attributes and data are exploited. 

Identity’s information must not be shared without having a consent from the user. Only 

users should be able to share their data. 

9) Minimization: disclosing identity attributes must be minimized. Only the necessary piece of 

information must be shared. For example, when accessing a service, it is necessary to prove 

that you are of age, instead, to reveal the full date of birth, it is only revealed that you are 

actually of age. This is achieved using Zero Knowledge Proof, selective disclosure, range 

proofs, and other privacy-preserving techniques to ensure only the necessary data are 

disclosed. 

10) Protection: the rights of identity holders must be always preserved. In cases where there is 

a conflict between the identity holder and the network, the network should still preserve 

the rights of the identity holder, even at its own expense. Furthermore, the SSI architecture 

should be decentralized to avoid possible censorship and monopolies. 

 

1.3.3 Potential benefits 

 

The major potential benefits offered by SSI are listed below: 

➢ In the case of SSI there are no longer central authorities and related databases. This not only 

permits to solve all the limitations of the Centralized Identity model, described in section 

1.1.3.1, but above all to give back control of their own data to the users themselves (Soltani 

et al., 2021). 

➢ The SSI model guarantees a unique, long-lasting, easily, and widely usable digital identity 

(Soltani et al., 2021). Having a single digital identity, rather than multiple, facilitates 

management and allows for a unique reference to be used online and not. Furthermore, it 

eliminates the necessity of collecting documentation that has already been collected 

elsewhere. In this way the processes involving the use of identity are more efficient and less 

time consuming, both for users and for SPs. (Laatikainen et al., 2021). 

➢ SSI's principles of minimization and consent ensure greater privacy and security for users. 

(Soltani et al., 2021). They also safeguard users against tampering, data theft, and 

unauthorized monitoring of information. A further benefit remaining on the subject is due 

to the recent introduction in Europe of the GDPR, which applies to all entities operating in 

the continent. Indeed, implementing solutions that respect privacy and protect user safety 
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is increasingly important for organizations that need to be compliant with new regulations. 

For companies, SSI can offer new ways to fulfil their duties. (Der et al.,2017). 

In addition to these general benefits, the SSI can bring specific advantages for different application 

areas. Between these, Janssen et al. (2020) recommends the use of SSI to make the operation of Big 

Data Algorithmic Systems (BDAS) more trustworthy. Körner et al. (2022) argue that the use of SSI 

offers the opportunity to exchange data and even to enforce the business logic in electricity systems. 

Furthermore, according to the authors, SSI contributes to enhance security and ensures a more 

integrated management and control of systemic risks. Hasan et al. (2020) propose using SSI and 

blockchain for digital medical passports and immunity certificates for COVID-19 test-takers, which 

could reduce the response time of the medical facilities, alleviate the spread of false information by 

using immutable trusted blockchain, and curb the spread of the disease. Houtan et al. (2020) 

broadens the field, describing some benefits for the healthcare sector. According to Cocco et al. 

(2021) the SSI model can be used to guarantee the quality of the products marketed and the 

compliance of the several supply chain’s nodes to standards and technical regulations. In this case, 

SSI can facilitate the transition from the traditional system, still based on paper or at least on basic 

IT tools, as well as increasing the efficiency of the system. 

 

1.3.4 Related technical elements 

 

Although the concept of Self-Sovereign Identity is still in its infancy, and there are no common 

technical standards, it is still possible to identify recurring technical elements. These are described 

individually in each subsection of this paragraph. 

Before getting into the specifics of each individual topic, it is useful to make a quick summary of the 

main players in the SSI model, quoting the descriptions given by Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano (2020): 

⮚ User: the person in possession of the identity. 

⮚ Issuer: trusted third party that issues claims with certified information associated with the 

user's identity. 

⮚ Verifier: entity interested in verifying information on the user's identity. 

 

1.3.4.1 DID & DID document 

SSI allows users to generate and manage unique Decentralized Identifiers (DID) independent of any 

third party (Čučko & Turkanović, 2021). Traditional identifiers (i.e., name, surname, email, 

username, etc.) are provided by the authority issuing the identity, instead DIDs are created by the 
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entities themselves. DIDs are therefore independent of any centralized registry, IdP, or a certificate 

authority. Thus, it is possible to say that DIDs are identifiers that possess the characteristics of 

traditional identifiers plus other innovative properties, which make them particularly suitable for 

application in the SSI environment (Dib & Toumi, 2020). More in detail, one or more DIDs can be 

created independently by each user, even offline. Furthermore, each individual can prove to 

everyone that they actually possess a certain DID without going through a trusted third party 

(Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020).  

A DID can be easily created using asymmetric encryption. This technique involves associating two 

keys, one public and one private, to the DID. The public key can be shared publicly with other 

entities, while the latter must be kept for the DID owner. The latter is basically a random number 

large enough to be considered unique. Using this private key, the entity can digitally prove the 

ownership of a DID (Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020). 

A DID is a permanent identifier in the sense that it never needs to change. It gives an entity a lifetime 

encrypted private channel with another entity. Indeed, it is possible to use it not only for 

authentication, but also to exchange messages and Verifiable Credentials. Once a DID is created, its 

public part should be registered on a distributed ledger so that the actors involved in the 

relationship can look that DID up. Note that when blockchain is used for identity management, no 

personal data should ever be put on the ledger. This is because distributed ledgers are immutable, 

meaning that anything is put on the ledger cannot be modified or eliminated. For this, only the 

issuer’s public DID is stored on the blockchain (Dib & Toumi, 2020).  

It is possible to distinguish three different types of DID: 

1) Anywise DID or Public DID: a DID intended for use with an unknowable number of parties. 

It needs to be resolvable by anyone, without establishing a relationship (Soltani et al., 2021). 

2) Pairwise DID: a DID intended to be known only by its holder and one other entity, such as a 

SP. Individuals can have multiple pairwise unique DIDs that cannot be correlated without 

their permission. In this case DID needs to be resolvable only by the parties in the peer-to-

peer relationship (Mohammadzadeh et al., 2021). 

3) N-wise DID: a DID intended to be known by exactly N number of entities including its subject. 

It has the same characteristics as the Pairwise DID, which is a particular case of an N-wise 

DID with N = 2 (Soltani et al., 2021). 

Every DID has the following format as defined by the W3C: <Scheme>:<Method>:<Method Specific 

Identifier>. W3C group has developed this recommendation format for decentralized identifiers to 

standardize them. The first part of each DID is the DID scheme, followed by the DID method. The 

third part consists of an identifier in the context of a DID method. The DID method defines the 

specific methods a DID scheme can be implemented on a particular DLT or network. This includes 

creating, reading, updating, and deleting (CRUD) operations (Soltani et al., 2021). 
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The string, which follows the W3C format described above, associates a DID with a DID Document 

(DDO) to ensure secure and reliable interactions among subjects. When a user acknowledges a claim 

from an issuer, the corresponding DDO is generated (Mohammadzadeh et al., 2021). A DDO is JSON-

LD11 document giving additional information related to the DID. More in details, a DDO, as defined 

by the W3C, includes the following components: DID itself; cryptographic materials, including public 

keys and authentication mechanism; cryptographic protocols to interact with the DID subject; the 

list of DID endpoints; auditing timestamps; a JSON-LD signature to verify the document integrity. A 

DDO therefore contains the information necessary to establish a communication channel with the 

owner of the DID (Dib & Toumi, 2020). The need to create a DDO arises because the DID itself does 

not contain any information. However, it may be useful for the owner of a DID to establish some 

additional information and perform specific operations. For example, specify a communication 

channel with which it can be contacted. Delegate someone to sign for him and if necessary, revoke 

this possibility. Change the public / private key while keeping the same DID. Or even specify some 

recovery policy for a compromised key. The DDO can contain all this information and allows the 

correct maintenance of the identity. Also the DDO, similarly to the DID, is controlled directly by the 

user through the private key. The operation of recovering the DDO connected to a certain DID is 

called resolution (Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020). 

Another function of the DIDs is the DID Auth protocol. It allows an identity owner to use their client 

application, such as their mobile device or browser, to demonstrate to an SP that they have effective 

control of a DID. The DID Auth protocol is based on a challenge-response cycle customized according 

to the situation. This protocol can replace the use of traditional systems, such as username and 

password, as a form of authentication and allows for secure and authenticated communication 

between an identity owner and an SP (Soltani et al., 2021). 

Lastly, there is the DID Comm, which is a DID-based protocol through which two or more entities 

can communicate asynchronously, privately, and securely. The protocol is based on DID and 

supports mutual authentication between the parties (Soltani et al., 2021). DID Comm supports both 

centralized and decentralized communication models. All the information necessary to establish a 

DID Comm channel is present in the DDOs of the parties that want to communicate. In particular, 

the DID Comm protocol uses public key cryptography, preserving the privacy of communications as 

no one outside the entities involved can know the content and the sender of a message. Each party 

uses a software agent to process requests and manage keys. Indeed, all interactions take place 

between the two parties' software agents. An agent can be implemented in a special desktop / 

mobile application or a web-based application and run within a standard web browser 

(Mohammadzadeh et al., 2021). The possibility of communicating asynchronously implies the 

 
11 JSON-LD is a lightweight Linked Data format. Linked Data empowers people that publish and use information on the 
Web. It is a way to create a network of standards-based, machine-readable data across Web sites. JSON-LD is easy for 
humans to read and write and it is an ideal data format for programming environments, REST Web services, and 
unstructured databases (https://json-ld.org/). 
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presence of two different types of communication, which depend on the availability of the recipient 

at the time of communication. So, it is possible to distinguish between direct and indirect 

messaging. In the first case the sender sends a message to the endpoint specified in the receiver's 

DDO. Considering the decentralized and ad hoc case, the endpoint is the agent of the recipient, 

accessible via the Internet. The confidentiality and integrity of the message are guaranteed by 

encryption and digital signature. To do this, their agents use the other party's public key, which is 

specified in the DDO. In the second case, that is the indirect one, the two entities are not directly 

connected, therefore the sender uses an intermediary Relay. In this case the procedure is more 

complex, indeed, the sender includes his own message already encrypted in another message which 

will then be encrypted in turn. It then sends it to the Relay in direct communication. The Relay 

decodes the big message, which includes the original messages, and forwards it to the recipient, 

again in direct communication. At this point the recipient decrypts the received message and can 

then read the original message (Mohammadzadeh et al., 2021).  

To summarize, Blockchain and Distributed Ledger Observatory of Politecnico di Milano in its report 

(2020) states that “Decentralized Identifiers are essentially URLs that associate a subject or entity to 

a DID Document that allows reliable interactions associated with that subject”. They also identify 

some key features regarding DIDs: 

⮚ Unique: globally, but not necessarily unique for the entity it is associated with. A user may 

therefore have multiple DIDs, but each of them will be unique. 

⮚ Permanent: does not need to be changed over time. 

⮚ Resolvable: in a DID Document for which it is possible to trace the metadata on the 

identifier. 

⮚ Verifiable: through encryption it is possible to verify its actual ownership by an entity. 

⮚ Decentralized: registration with a central authority is not required. 

 

1.3.4.2 Verifiable Credentials 

Another important building block of SSI, thanks to which most of the value is unlocked, is 

represented by the usage of Verifiable Credentials (VCs) (Dib & Toumi, 2020). Similarly to DID, VCs 

are also specifications developed by the W3C Group. A VC is an interoperable data structure suitable 

for representing cryptographically verifiable and tamper-proof claims (Soltani et al., 2021). It is 

possible to say that the VCs are enabled by the DIDs. Indeed, thanks to the DIDs it is possible to sign 

statements, associating them with an identifier. Furthermore, if someone makes a claim about a 

certain DID, the owner can prove that the claim actually applies to him, simply by proving that he is 

the controller of the DID the claim refers to. Each statement issued is easily verifiable for this reason 

it is called a verifiable claim. Each VC consists of a group of verifiable claims (Blockchain and 

Distributed Ledger Observatory of Politecnico di Milano, 2020).  
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More specifically, VCs generally consist of: 

⮚ Claim: that is the set of information and descriptions on the subject to which the digital 

identity is associated (Blockchain and Distributed Ledger Observatory of Politecnico di 

Milano, 2020). 

⮚ Proof: that is the signature that certifies both that the information has been issued by a 

certain credential issuer and that these data have not been modified (Blockchain and 

Distributed Ledger Observatory of Politecnico di Milano, 2020). 

⮚ Credential Metadata: that is the data that contextualize the information of the claim. Among 

these there are the DID of the subject, the DID of the issuer of the claims, and the DIDs that 

uniquely identify the credential. In addition, it includes claim expiration conditions, 

cryptographic signatures, and any revocations (Soltani et al., 2021). 

Within the ecosystem of VCs, there are three main entities, based on the role they have. The first is 

the user, an entity that controls one or more VCs. Then there is the issuer, an entity that creates 

new VCs. For example, trusted organizations, such as banks and government agencies, can be 

credential issuers. The last is the verifier, an entity that can verify the VCs it receives. An example of 

verifier could be an e-commerce website expecting credentials from their customers. In order to 

use VCs, a verifiable data registry is also needed. It is responsible for mediating the creation and 

verification of identifiers, keys, verifiable credential schemes and other relevant data (Soltani et al., 

2021). In a credential verification process, the holder is requested to present a proof verifying that 

he fulfills certain requirements. This process is known as Verifiable Presentation (VP) and is the 

base of the use of VCs (De Diego et al., 2021). More specifically, during the authentication process, 

the holder uses the VCs to generate a VP, which is then transmitted to the verifier. The verifier can 

then confirm the signatures within the submission to verify the validity of the holder's claim. 

Notably, this process does not involve the issuer after the initial creation of the VC (Pöhn et al., 

2021). 

Using Dib & Toumi (2020), Soltani et al. (2021) to inform the discussion, in a decentralized identity 

framework, the VCs, when transferred, must be understandable and usable by any other system. 

Otherwise, the VCs should be analyzed manually, which, in addition to limiting their efficiency, will 

prevent the execution of automated processes and the automatic transfer of identities. To solve this 

problem, efforts should be made to standardize the schemes that define the structure and content 

of VCs. In this sense, the direction taken by the W3C Group, by defining the standards for these 

emerging concepts, can prove to be the most correct one, if effectively understood and applied by 

everyone. Currently, JSON and some of its specialized versions are the most widely used standard 

for identity data. 

VCs have several advantages over their physical counterpart, such as identity cards, passports, etc. 

Indeed, VCs not only represent the digital equivalent of physical credentials, but also include 
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innovative and advanced technologies, like cryptography. This makes them more reliable than 

physical counterparts. Each holder can, indeed, generate verifiable proofs of their actual possession. 

Furthermore, both VCs and related demonstrations can be digitally transmitted. Thanks to this it is 

possible to have faster processes and easier remote authentication (Blockchain and Distributed 

Ledger Observatory of Politecnico di Milano, 2020). In addition, it is possible to guarantee users 

greater privacy through the minimal disclosure (or selective disclosure) feature, which is compatible 

with VCs. Indeed, Zero Knowledge Proof technologies, which will be described in more detail later 

in the writing, can be used. This allows to reveal only the minimum of information required in an 

interaction (Sporny et al., 2019). Moreover, VCs let individuals gain greater control over their 

personal data, indeed, VCs can be shared privately only with intended and authorized parties 

(Mohammadzadeh et al., 2021).  

Like physical credentials, which are usually kept in the wallet, individuals can store their VCs in a so-

called digital wallet on their mobile phone, on another edge device, or in the cloud (Sedlmeir et al., 

2021). The topic is dealt with in more detail in the next paragraph. 

 

1.3.4.3 Wallets & Key 

To enable their usage, Verifiable Credentials should be stored somewhere to make them available 

when needed. In addition, private keys associated with DIDs must also be securely stored so that 

they are available for use during proof of ownership. Storing this information is critical to any 

decentralized identity system. Digital wallets can be used precisely for this purpose. If present in the 

SSI ecosystem, a digital wallet is a component responsible for storing identity data and cryptographic 

keys in a secure and privacy-respecting manner (Soltani et al., 2021). More in general, digital wallets 

can contain various types of information, cryptocurrencies, and crypto assets (Sedlmeir et al., 2021). 

There are different forms of digital wallets: mobile phone apps, software, cloud or even hardware 

wallets (Dib & Toumi, 2020). A user may have more than one wallet. Moreover, a digital wallet, in 

addition to information storage, can also perform various cryptographic operations such as key 

generation, signature creation, signature verification, and key backup and recovery (Soltani et al., 

2021). Similarly, to all the other components of SSI, it is fundamental that the wallet, and access to 

it, is controlled only by the entity that owns it. This is not a basic feature that characterizes all 

wallets, but it should be for those who work with the SSI model (Dib & Toumi, 2020). 

As anticipated, there is a strong link between VCs and digital wallets. Among the first to propose 

this combination there are Reed and Tobin, two key figures of Sovrin, one of the most widespread 

and established SSI protocols. Their purpose, consistently with the ten principles of the SSI model, 

is to eliminate any form of centralized control of user claims and make them usable in multiple 

application areas. More specifically, their proposal is to collect VCs in a digital wallet controlled 

exclusively by the owner of these credentials. This would make the storage of individuals' identity 
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information in large government-managed databases or in monetized data silos owned by big tech 

companies obsolete. In addition, it would no longer be necessary to purchase and transport 

specialized hardware devices, such as NFC smart cards, encrypted USB wallets or a Google Titan key. 

On the contrary, a simple smartphone or a desktop alternative are enough to complete the 

operations related to digital identity. This greatly simplifies the process and facilitates access for 

more people (Sedlmeir et al., 2021). 

The absence of a standard for digital wallets remains an open challenge. Indeed, while SSI supports 

an open ecosystem, there is value in consistent yet flexible standardization. Above all, because this 

would also allow greater global recognition by important third parties and also compliance with 

current regulations (Soltani et al., 2021). For example, Sedlmeir et al. (2021) report that EU COVID 

digital certificates cannot yet be stored in a standardized wallet along with a wide range of 

documents, certificates and credentials that can be used to prove a person's identity. In the same 

paper it is also reported that on the other hand support for VCs and digital wallets is growing, 

especially in Europe and North America. For example, with the creation of the Verifiable 

Organizations Network (VON) by Canadian public authorities or the European Self-Sovereign 

Identity Framework (ESSIF), which uses the European Blockchain Service Infrastructure (EBSI) 

established by the European Union. There are also private projects such as Trust over IP launched 

by the Linux Foundation. However, there is also a counterpoint to the support for VCs and digital 

wallets, namely the resistance of some incumbents. A striking example is described in Sedlmeir et 

al. (2021). The case tells of internal differences within the W3C regarding the proposal of the W3C 

Verifiable Claims Task Force to form the W3C Verifiable Claims Working Group, which is able to issue 

an official recommendation. This is a debate of a political nature, which sees on the opposite side 

to the proposal, exponents of well-established companies, such as Microsoft, Google, and Mozilla. 

It is clear that there is still a long way before reaching a common front and much work still needs to 

be done (Sedlmeir et al., 2021). However, this phase of uncertainty is in a certain sense normal given 

the recentness and incomplete maturity of the model. 

While in traditional identity management models, IdPs are primarily responsible for managing 

identity data and secret keys and therefore face the responsibilities, risks and technical 

requirements associated with that activity (Soltani et al., 2021). In other words, it can be said that 

at the moment people exchange some of their control over their digital identities for a certain 

comfort, like, for example letting third parties decide on the technology for the secure storage or 

transmission of data. On the contrary, in the SSI model, this responsibility and the associated risks 

pass to the users themselves (Der et al., 2017).  

There have been numerous instances where users have lost their cryptographic keys, often resulting 

in the loss of valuable information and irrecoverable funds. Addressing key management 

requirements in the SSI architecture is a fundamental challenge towards mass adoption of SSI 

(Soltani et al., 2021). In addition, according to Cheesman (2022), such a key management system 
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would likely require a demanding set of digital security skills and safety nets. This raises several 

concerns in the author, especially related to the risk that this type of exacting system would 

disproportionately exclude already marginalized and disadvantaged groups, like elderly people and 

disabled. This challenge can be addressed in different ways, for example relying on decentralized 

key custodians (Soltani et al., 2020), but also using a portable digital wallet (Bandara et al., 2021). In 

the first case, a decentralized system capable of performing key management operations including 

key generation, backup, and recovery is proposed. This system uses a wallet, capable of executing 

the entire model and blockchain technology. More specifically, the proposed key custodian’s system 

relies on a Threshold secret sharing protocol to split secret keys into multiple key share bundles 

which are shared with a set of key escrow providers. The secret keys are successfully recovered 

when a sufficient number of key escrow providers reproduce their key share bundle. The blockchain 

framework is used to register the key escrow providers, to broadcast their capabilities, and to ensure 

encrypted communication. In the second case, using multiple devices such as a phone and a 

personal computer at the same time could be a solution. Indeed, whenever a device loss occurs, the 

user can use one of his other devices to revoke or rebuild his identity. However, although rare, a 

user could lose all the various devices, thus not having solved the problem. There are also more 

advanced solutions that involve creating a backup copy of the user's identity data on a cloud, 

managed by a third party. This backup data can be encrypted using a password known only by the 

user or using the individual's biometric data. While this may solve the problem, the safety of such 

approaches is not complete. Indeed, it is not recommended to store sensitive data within a third-

party cloud storage even when the data is encrypted or hashed. Storing encrypted data in a certain 

place that is not directly controlled means giving infinite time to break the encryption and obtain 

the original data. And this is very dangerous when the data refers to personal attributes (Dib & 

Toumi, 2020). Another possibility is to appoint delegates during identity creation, who can vote to 

replace the public / private key pair in case it is lost. The delegates and the dynamics of the voting 

are established by the identity holder. This is the recovery system used by uPort, now known as 

Veramo, a very popular SSI protocol. Also in this case, there are problems such as the risk of collusion 

on the part of the delegates. Key recovery is a necessity for a working SSI system, since key losses 

are inevitable (Mühle et al., 2018). Even if there is no prevailing method and there are some points 

of uncertainty, the acknowledgment of the literature of this problem is already an important step, 

as it brings attention towards its resolution. 

 

1.3.4.4 ZKP 

Another important cryptographic technique that can be employed in the context of SSI is Zero 

Knowledge Proof (ZKP). In particular, ZKP focuses on one of the ten principles of the SSI model, 

minimization. This principle, briefly recalling what has already been said in Chapter 1.3.2, provides 

that only the necessary information must be shared (Dib & Toumi, 2020). 
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ZKPs were first talked about by Goldwasser et al. in 1989. 27 years after the publication, Goldwasser 

et al. won the Turing award for their effort in ZKP (Soltani et al., 2021). In the last years, ZKP has 

matured significantly, and to date the topic is followed with strong interest by various people in the 

environment. ZKP is a cryptographic protocol, which allows a user to convince a verifier of the 

validity of data with specific properties, without sharing the underlying information (Sedlmeir et al., 

2022). The prover thus preserves their privacy, while providing the verifier with sufficient 

information to be able to validate the veracity of a claim. Therefore, the ZKP protocol improves user 

privacy, while maintaining the necessary institutional trust for the correct completion of the 

interaction. The ZKP protocols have multiple application areas, including the validation and the 

enhancement of privacy of cryptocurrency transactions, which can be considered the most 

widespread. Multiple examples are present in this field, such as Zcash, ZeroCoin and Monero. ZKPs 

are also used in Self-Sovereign Identity (SSI) systems, for proof and authentication of identity with 

respect to privacy, as well as private data mining (Salleras & Daza, 2021).   

ZKPs must satisfy three key properties: 

1) Completeness: if the statement to be proved is true, the prover can always carry out a 

successful proof. This means that if the input of the ZKP system is true, then it must be 

accepted as true by the verifier (Bernal Bernabe et al., 2019).  

2) Soundness: if the statement to be proved is false, the prover cannot convince the verifier 

that it is true, except for a small probability. So, when the input to the ZKP system is false, it 

is not possible for the prover to trick the verifier (Bernal Bernabe et al., 2019). 

3) Zero-Knowledge: the verifier must not learn any information from the proof beyond the fact 

that the statement is true (or not). In other words, only the prover knows the content of the 

input to the ZKP system, no extra information is passed on to the verifier or other parties 

(Salleras & Daza, 2020).  

Furthermore, to ensure efficiency and effectiveness, ZKPs must also consider other aspects, such as 

scalability, interactivity, security and threat modeling, transparency, and quantum security. In 

addition, they must provide adequate privacy measures to all parties involved. For example, the 

holder and the issuer should be able to remain anonymous while the confidentiality and non-

traceability of claims are still met (Soltani et al., 2021). 

There are different types of ZKPs, with different features and functionality. However, in general the 

ZKP protocol is a type of proof system. Proof systems can be divided into two categories:  

1) Interactive Proof Systems (IPS): an interactive ZKP requires the presence of the prover and 

verifier during the verification process, during which multiple messages are exchanged 

between the parties. Upon completion of this process, the verifier will either accept or reject 

the evidence provided by the prover. This system requires an active connection during the 

exchange between the parties involved (Soltani et al., 2021). However, repeated interactions 
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are not always a desirable property, as they limit the applicability and efficiency of the 

system. This is because the applicability is limited to the case in which a prover and verifier 

are synchronized and simultaneously available (Salleras & Daza, 2020). 

2) Non-Interactive Proof System (NIPS): in this case, instead, the simultaneous availability, of 

both parties, is not required (Soltani et al., 2021). The prover needs only to send a message, 

the proof, which any verifier can validate off-line. This is also called the public verifier 

property and it is very useful in the blockchain context. Initially, the NIPS schemes had 

difficulties in being implemented, due to their impractical computing requirements. 

However, the advent of Zero-Knowledge Succinct and Noninteractive ARguments of 

Knowledge (zk-SNARK), one of the most popular ZKPs, changed the landscape. Indeed, this 

kind of proof can be verified in a few milliseconds (Salleras & Daza, 2020). The importance 

of zk-SNARK is that they can be used to produce valid proof of the correct execution of a 

function. This is particularly useful in the blockchain case. Thanks to this method the node 

that wants to execute a transaction, changing the state of the ledger, can keep the function 

to be performed, such as a Smart Contract, and the input parameters secret. Indeed, instead 

of revealing those parameters, the node can load a zk-SNARK to prove that it has performed 

the calculation correctly and the rest of the participants will trust it. The conciseness makes 

the proof suitable for being stored in a transaction, and the verification speed allows any 

other node to efficiently verify the proof (Bernal Bernabe et al., 2019). 

As anticipated, interest in ZKP and the related application areas is growing. Among these, there is a 

particular interest from the SSI ecosystem. Indeed, including the ZKPs in the architecture of an SSI 

system can guarantee, in addition to the benefits of the protocol, compliance with the minimization 

principle, since ZKPs limit the amount of data shared to the minimum necessary to achieve a goal. 

For example, when customers, in a club or shop, are required to prove their age in order to consume 

or purchase alcoholic beverages. Thanks to the ZKPs, it is no longer necessary to disclose the entire 

date of birth, since the proof only shows the outcome of the verification, which may for example be 

suitable or unsuitable (Soltani et al., 2021). More in details, always according to Soltani et al. (2021), 

ZKP introduces, in the context of Verifiable Credentials, some key capabilities:  

⮚ The ability to combine multiple VCs from multiple issuers into a single Verifiable 

Presentation. This avoids sharing unnecessary VCs or identifiers with the verifier, making it 

more difficult for it to collude with any of the issuers. 

⮚ The ability to selectively disclose the necessary claims with a VC to a verifier, without 

requiring the need to obtain multiple atomic VCs from the issuers. This allows the holder to 

only share the information needed by the verifier. 

⮚ The ability to produce derived VCs, formatted according to the verifier's data schema, 

without involving the issuer. 
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It is therefore clear that ZKPs can be integrated into the architecture of the SSI model and used in 

combination with VCs. ZKPs help meet SSI's data minimization requirements and prevent 

unnecessary collection of user data by a verifier. 

 

1.3.4.5 Blockchain 

Blockchain technology has already been introduced in Chapter 1.2, in this section the focus is on the 

relationship between this technology and the SSI model. 

As described so far, the SSI model is based on features that do not necessarily require blockchain 

technology. There are other technologies that allow the creation of an SSI system. However, as will 

be explained, the points of contact between the blockchain and the SSI model are many and their 

combination could be the winning one (Blockchain and Distributed Ledger Observatory of 

Politecnico di Milano, 2020). 

To start with, it was said that the SSI model is based on the use of DIDs. An important question, 

which does not yet have a definitive answer, is that of Key Distribution, which is the verification of 

the association of a virtual DID with the corresponding real identity. Basically, it has been seen that 

a verifier can check that a certain claim has been authenticated by a certain DID, however it is also 

necessary to verify that this DID belongs to a recognized authority deemed reliable in issuing this 

claim. For instance, a verifier can check that a certain license has actually been signed by a DID, but 

it must be sure that this DID belongs to the motorization (Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano, 2020). This is a problem that already exists in classic digital 

signature systems and online security protocols. To cope with it, various Public Key Infrastructure 

(PKI) models were created. PKI is a cryptographic protocol that consists of a set of services, tools, 

processes, and technologies which facilitate the performance of operations based on public key 

cryptography. The most used PKI certificate template is known as PKI X.509. In this model, a central 

Certification Authority (CA) creates a X.509 digital certificate. This certificate associates a public key 

with a particular identity. Together with the CAs, Domain Name Server (DNS) registras and Internet 

Corporation for Assigned Names and Numbers (ICANN) were created, respectively in 1983 and 1998, 

in order to facilitate the management and resolution of identifiers and online addresses. The first 

provides domain name registrations to the general public, while the second is responsible for 

coordinating the maintenance and procedures of several databases related to the namespaces and 

numerical spaces of the Internet. In other words, in the traditional case the problem described 

above is solved by providing the public key, which guarantees the control and a certificate, issued 

by a CA, which guarantees that this public key is actually owned by a certain entity. Being 

centralized, the governance model described presents the risk of placing identity data control and 

decision-making in the hands of a small group of CAs, with the possibility of those authorities 

misbehaving or becoming victims of security breaches. Following this model, in the case of SSI, the 



52 
 

users should accompany the claim signed by a particular DID with the relative certificate issued by 

a CA. This certificate guarantees that the DID is owned by a certain recognized entity. However, the 

solution just described is completely centralized and therefore not compatible with the SSI model. 

To overcome these limitations, Decentralized Public Key Infrastructures (DPKIs) have been created. 

DPKI provides a decentralized trust architecture in which no single entity can compromise the 

security and integrity of the entire system. Differently to traditional PKI, the DPKI does not depend 

on central CAs. The dependence from these central entities can be eliminated by relying on a 

decentralized platform as the initial root of trust. There are various DPKI models, however the most 

widespread and able to overcome most of the limitations of the others is exactly the one based on 

the blockchain technology (Pennino et al., 2021; Soltani et al., 2021). Through a Blockchain platform, 

it is possible to implement a DPKI system that is flexible, distributed, and transparent, in order to 

guarantee the characteristics required by the SSI. In this context, there are no CAs that set and 

control the key distribution rules, neither that store the keys, but it is the network itself that certifies 

the identity of the entity that issued the claim, thus enabling the Internet of Trust. It is therefore 

clear that blockchain technology allows to associate a DID with an identity, without having to resort 

to a centralized system, thus revealing to be consistent with the principles of the SSI. (Blockchain 

and Distributed Ledger Observatory of Politecnico di Milano, 2020).  

Staying on the DID theme, it is possible to find a further point of contact between the SSI model and 

blockchain technology. In particular, through the Blockchain technology, it is possible to create a 

DID Document Ledger that everyone can access, modify without any censorship and in which every 

change is recorded. If the Blockchain is of the permissionless type, then anyone can create a new 

DDO, while if it is of the permissioned type in order to create a DDO it is first necessary to carry out 

an on-boarding procedure. Again, the blockchain is not strictly necessary. However, in order to 

guarantee the ten principles of the SSI, it is necessary that access to the DDO is not denied by 

anyone. Furthermore, the creation and updating of DDOs must be carried out transparently and no 

one can tamper with the recorded information. It is clear that blockchain technology has features 

capable of responding to these needs. This also makes it particularly suitable for this role of 

supporting the SSI model, which is the ability to store, allow access, and updating of DDOs 

(Blockchain and Distributed Ledger Observatory of Politecnico di Milano, 2020). 

One of the challenges introduced by the SSI model and VCs system concerns the management of 

changes and revocations of an issued claim. In the physical case, a document is easily revocable, for 

example by physically seizing it. This cannot be done for a virtual certificate. It is therefore necessary 

to have a register for revocations which has the same characteristics as that of the DDO, described 

above, and which at the same time is constantly updated. Indeed, if the register is not constantly 

updated, there is a risk that revoked VCs will be misused or that an erroneous claim is exploited to 

one's advantage in an unethical manner. At the same time, if a public revocation list were created 

directly online, this would entail very high risks given the sensitive content of the data disclosed and 
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the possibility of tracing the owner of the revoked data. This problem could be solved using a 

Blockchain platform, relying also on the ZKPs. With this system, each user can independently 

generate proof that the credential, of which it is the owner, has not been revoked and this can be 

shared with anyone, without disclosing any other personal data (Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano, 2020). 

Lastly, blockchain technology is highly compatible and can facilitate the fulfillment of some of the 

ten principles of the SSI model. The owner of a particular data has full control over it and dictates 

how such data can be shared with other users within the blockchain domain, thereby satisfying the 

control and consent properties. Furthermore, a blockchain platform can allow users to implement 

an immutable standalone program via a smart-contract, which could be leveraged to create a user-

controlled IdP coupled with a control mechanism. Thanks to it, users can control access and sharing 

of their own personal data (Ferdous et al., 2019). 

So far, it has been described how blockchain technology facilitates the implementation of the SSI 

model. On the other hand, SSI can also improve and provide answers to some blockchain problems, 

including that of strengthening privacy (Bernal Bernabe et al., 2019). More specifically, using the 

blockchain technology does not require a certified identity, access is allowed using simple 

pseudonyms. However, there are some situations or applications where a more reliable 

identification is essential and unavoidable (i.e., custody, legal requirements, etc.). The SSI model is 

a good option to carry out identification on a blockchain-based platform. Indeed, the claims linked 

to an identity can be read by a smart contract automatically and without disseminating information. 

In addition, the user, who must be identified, can provide the identity information signed by the 

verifying authority and then provide ZKP that the certificate is valid and signed by the authority. The 

SSI would therefore allow to preserve privacy, maintain decentralization, and make everything more 

easily readable by programs run on Blockchain platforms (Blockchain and Distributed Ledger 

Observatory of Politecnico di Milano, 2020). 

All the points of contact described so far allow to affirm that blockchain technology can provide a 

solid foundation on which to implement an SSI system, while also benefiting from it (Ferdous et al., 

2019). 

 

1.3.5 SSI Lifecycle 

 

In this paragraph, it is discussed how the SSI model can be utilized in the different lifecycle activities 

of identity management. Furthermore, this section can be considered as a sort of summary of the 

themes introduced so far, since some of the aspects have already been explained previously.  
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The registration procedure can vary significantly depending on the architecture of the SSI model. In 

general, the registration is the initial step in which the users register themself at the decentralized 

domain by creating or providing unique values for the identifier (DID) and its corresponding 

credential. The creation usually takes place through an app for smart devices or a legacy application, 

where a new key pair is generated. The public key of this pair is used to generate an identifier, which 

represents the newly created identity by the user. The private key is stored on the personal device 

in encrypted format along with corresponding public key and the identifier. This is a big difference 

from the traditional system, as the identity is actually generated by the user himself, without going 

through a traditional centralized trusted IdP. In addition, also the keys are stored on the user's 

device and not by centralized entities. Lastly, thanks to the blockchain technology, it is then possible 

to associate an identifier with an identity, as described in the Chapter 1.3.4.5 (Ferdous et al., 2019). 

As already mentioned, several times, technologies other than the blockchain can be used in the SSI 

model. In the specific case, other storage locations can be used for public keys, while the storage of 

the private key would remain on the user's devices. For example, it is possible to use existing PKIs, 

as long as they commit to ensuring the fundamental properties of the SSI model (Soltani et al., 2021). 

For the part relating to the second phase of the lifecycle, which is credential management, the 

reader is referred to Chapter 1.3.4.2, dedicated to Verifiable Credentials. Indeed, the VCs are the 

actual credentials used in the SSI model. All information, relating to the issuance and maintenance 

phase, is described in detail in the mentioned part. 

Before being able to access any service, the users must authenticate themselves. Authentication is 

the process of proving the association between an identifier value and the user by providing the 

corresponding credential value. There could be many ways authentication can be done within a 

decentralized domain. A substantial difference with traditional methods can be seen in the use of 

cryptography. Indeed, simplifying, it is possible to authenticate by digitally signing data with the 

user's private key. The private key is theoretically in the possession of the user only, therefore a 

data encrypted with this key, and verifiable with the public key in anyone's possession, guarantees 

that the data comes from the user (Ferdous et al., 2019). As an alternative to data, a random 

challenge sent by the verifier can be encrypted with the private key. The random challenge is then 

verified by the latter using the user's public key. These protocols can replace the use of username 

and password as a form of authentication (Soltani et al., 2021).  

Authorization is the process of deciding whether an entity can perform a certain action on a specific 

resource in a specific domain based on the value of the identifier and other attribute values. It 

usually takes place in an SP, which checks whether a user can access the requested service, based 

on certain attribute values. However, it could also take place in an IdP belonging to a decentralized 

domain (Ferdous et al., 2019). This phase is the one most similar to the traditional model, in the 

sense that the authorization to access a service is still granted only after verifying the presence of 

the necessary attributes. However, in the case of the SSI model it is possible for the individuals 
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thanks to the methodologies described above, such as the ZKPs, to demonstrate compliance with 

the requests, without disclosing their data. This is a huge step forward in terms of privacy and data 

security (Soltani et al., 2021). 

As regards identity management, the methods remain similar to those described in the dedicated 

paragraph (1.1.2). The main differences lie in the fact that in the SSI model, the attributes are under 

the control of the users and the CRUD operations can be carried out directly through the platform 

owned by the individual, such as an App. If the attributes are modified by a third party (for example 

for revocation purpose), there is still transparency for the user, who will always be aware of what is 

happening. A peculiarity of the SSI model, in this part of the lifecycle, is the aggregation provisioning, 

which represents the aggregation operation involving identity attributes by which a specific profile 

is created for a particular session. Traditional centralized domain generally does not support any 

attribute aggregation mechanism (Ferdous et al., 2019).  

At the end there is the de-registration process, which allows an individual to de-register from a 

decentralized domain by removing the association between the user and the identifier in the 

corresponding domain (Ferdous et al., 2019). In order to respect the right to be forgotten introduced 

in some regulations, including the European GDPR (Schlatt et al., 2021), this is a fundamental step 

in the digital identity lifecycle. The key passage is that at least in theory in the SSI model, the 

guarantee of the legislature is not needed, indeed as the model is conceived, it should be included 

a priori (Mühle et al., 2018; Ishmaev, 2020). 

 

1.4 LITERATURE GAP 

 

From the literature review, several gaps were identified. There is a paucity of academic articles 

focusing on the evaluation criteria to determine whether a decentralized identity solution is SSI or 

not, as well as a general lack of attention to user experience. However, the biggest gap found is the 

fact that there is a strong theoretical focus on the concept of SSI, but a little attention to the practical 

side. This aspect is also highlighted by Cheesman (2022) who states that "SSI is much discussed but 

rarely seen in practice". It is true that there are papers used to describe practical cases, such as 

Takemiya & Vanieiev (2018), however there is no general research that shows what the trends are 

in practice. There are also surveys, such as Dib & Toumi (2020) and Panait et al. (2020), which 

however focus on the analysis of protocols and not on the application cases. Furthermore, even 

these analyses are often theoretical, while comparisons on practical or user experience-oriented 

issues are limited.  
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1.5 RESEARCH QUESTION 

 

Due to the Covid-19 pandemic, digital processes have become increasingly important. The need to 

avoid physical contact and at the same time to proceed with daily activities has moved many 

operations, traditionally carried out in person, online. However, this required first of all a reliable 

and secure digital identity, to authenticate and interact online. The presence, among the others, of 

critical activities required a very high level of security for these identities, comparable to the classic 

one. This explains the explosion, especially in some countries, such as Italy, in the adoption of eID 

and other certified digital identities. In Italy in particular, the total number of SPID digital identities 

issued has increased from about 6 million pre-pandemics to the current 31.8 million (August 2022)12. 

In the first year of the pandemic, the number of SPID digital identities issued has tripled. (Pöhn et 

al., 2021). However, the emergency situation has also contributed to underlining the limits of the 

traditional identity model. It is known that unforeseen and particularly serious events also 

propagate due to the inefficiency and unpreparedness of the systems in place. In particular, one of 

the greatest difficulties encountered by the traditional identity system was to balance the need for 

quick and safe responses, both for the containment of the pandemic and for the continuation of 

daily activities, with the need to guarantee the privacy standards for users. Often there were 

situations in which one of these two needs had to be sacrificed in favor of the other. (Bandara et al., 

2021). 

Also the intensification of migratory flows in recent years, due to the accentuation of some conflicts 

already underway, especially in Africa and in the Middle East, and the more recent outbreak of the 

war in Ukraine, has shown further limitations in the traditional identification system. Indeed, at the 

moment, a series of issues prevent access to formal means of identification for refugees, people 

fleeing their own country and sometimes even citizens themselves belonging to discriminated 

minorities or disadvantaged groups. These issues include the loss or damage of documentary 

evidence, statelessness, and the absence of or exclusion from a national ID system. For example, 

the passports of many Syrian citizens have been systematically destroyed by Islamic State (ISIS). On 

the other hand, the need to have an identity must not override the fundamental rights of such 

people. Indeed, most of the existing digital refugee identification systems show an absence of 

informed consent. Furthermore, the subjects lack control over how their personal information is 

collected and used. Additionally, refugees face extensive bureaucratic challenges, attempting to 

change or update their data. In general, there is very limited transparency around data flows and 

sharing with third parties, which often lead to the use of humanitarian data for non-humanitarian 

purposes, such as ad targeting. (Cheesman, 2022).  

 
12 https://avanzamentodigitale.italia.it/it/progetto/spid 
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These limits depend on the fact that the identification systems used for the most part are still 

centralized (Dib & Toumi, 2020). The end users are little more than a number and their interests are 

often not respected. The answer to these problems, as mentioned above, exists and is the SSI model, 

which allows people to have reliable digital identities, whose control passes or rather comes back 

to the individual. Furthermore, the principles on which the model is built allows to overcome the 

limits seen in the two previous examples and more generally guarantee both an identity valid 

everywhere and in any case, and privacy and security for users (Mühle et al., 2018). However, as 

discussed in Chapter 1.4, SSI is a new and still highly theoretical concept, and there are little insights 

into its practical application. This thesis aims to fill this gap in the literature by analyzing the practical 

implications of this model, taking a census of the existing use cases and studying them within a 

specially prepared framework. As such the research question to be addressed is: how is the 

landscape of SSI-type systems configured at international level? 

Although interest in the topic has grown significantly in recent years, as have many of the 

technologies and techniques that can be used with it (i.e., blockchain, ZKPs, etc.), very little research 

has been conducted to understand how to implement the SSI model in practice. Academic literature 

focuses primarily on the concept of SSI and its ecosystem at the theoretical level. Articles that 

illustrate use cases or compare and analyze well-known practical cases are in the minority and are 

often limited. More specifically, these documents often focus only on protocols and not on the 

application cases of these protocols, sometimes including without distinction even cases belonging 

to the Decentralized Trusted Identity model and with an almost always theoretical perspective. The 

economic model, which one would like to adopt for SSI systems, is hardly ever even considered. No 

general research that shows what common practices are, were found. However, the intensification 

of requests for greater privacy and control coming from individuals, combined with the tightening 

of international regulations increasingly attentive to the interests of consumers, make the transition 

from traditional to Self-Sovereign models increasingly necessary. In this context, analyzing the 

current landscape of practical applications of the SSI model can help, both institutions and privates, 

in identifying the main application trends, the main opportunities and the greatest challenges, with 

special attention to the cases deemed most successful. Note that cases of identities not for 

individuals, such as identities for companies or intelligent objects, were excluded from the census. 

The interest of this research work focuses on the potential of the SSI model for people, which is the 

field for which it was created. 

Based on what has emerged so far, it is possible to identify three further sub-questions to be 

addressed with this thesis work: are the ten principles of the SSI model respected in practice? Does 

the strong link between blockchain and SSI that emerged at the theoretical level also exist at the 

application level? Is it actually possible to associate any type of data to the SSI? 
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Chapter 2: Research Methodology  
 

This chapter describes in detail the different phases of the research project that led to the results, 

described in Chapter 3. First, the process of Literature Review will be described. It follows a 

description of the analysis framework, built on the basis of information extracted from the literature 

review. It ends with a description of how the empirical work and the related analysis were 

conducted.  

 

2.1 DIGITAL IDENTITY OBSERVATORY 

 

The entire research project was developed in collaboration with the Digital Innovation 

Observatories of the School of Management of the Politecnico di Milano, which allowed access to 

all the knowledge accumulated over the years, such as databases and scientific archives, constantly 

supporting empirical work in its various phases, sharing news, information and providing valuable 

observations. 

In particular, this work was developed with the Digital Identity Observatory, which was created to 

address issues related to digital identity. It was born on 27th November 2019 as a Working Table, 

but after understanding its relevance in the digital transition, it became an officially recognized 

Observatory in 2020. The Digital identity Observatory aims to understand the potential offered by 

digital identity systems and to contribute to the development of the market in Italy. Furthermore, 

the Observatory manages a qualified and independent table, in which to encourage cross-industry 

comparison between market players, through empirical analysis and research, aimed at defining the 

characteristics and opportunities for the development of digital identity. Among the research 

objectives of the current year, there are several related to the themes of this thesis. Above all 

"identifying the main approaches and applications of decentralized identity models". 

 

2.2 THEORETICAL REVIEW 

 

To collect the necessary academic material, Scopus was used as the primary source database. 

Scopus is an online database that collects thousands of academic texts. It allows users to filter them, 

extracting the main information, through a set of intuitive tools, thus allowing more focused and 

comprehensive analysis of the literature. The process followed three main steps: 
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⮚ Extraction: in this phase, thanks to the command “Article title, Abstract, Keywords” available 

on Scopus, it was possible to extract the documents on the topic of interest. Indeed, this 

command allows users to find all the papers that contain a given keyword in their title, 

abstract or author's keywords. The keyword used in this stage was “Self-Sovereign Identity” 

with the addition of some filters, such as English language and Subject Area (like Business, 

Management, Economic and Social). The output was a CSV file containing different 

information regarding the papers found, sorted by descending number of citations. In 

particular, the information downloaded for each document was author, document title, 

year, source title, volume, issue, pages, citation account, publication stage, abstract, and 

author keywords. 

⮚ Screening: in this step the abstracts of all the documents found, about a hundred, were read, 

classifying the documents into relevant and non-relevant. Those belonging to the first 

category have been downloaded for a more in-depth analysis.  

⮚ Analysis: in this stage all papers cataloged as relevant were classified based on the 

robustness and the reputation of the source. To do this SCImago Journal Rank or SJR 

indicator (an indicator for measuring the scientific influence of academic reviews) was used. 

For each journal entered, a quartile is returned indicating the authoritativeness of the 

source. There are four categories, ranging from best case to falling, and they are Q1, Q2, Q3 

and Q4. Subsequently, all the papers found were read and summarized, highlighting the key 

points and the most interesting aspects for the development of the research. 

The output of the Theoretical Review was an Excel file, containing all the documents read and 

related information, and a Word file, containing the summaries and key passages of the various 

articles read. Some other papers were extracted from Google Scholar to further enrich the 

information collected. In addition, reports from practitioner-oriented research centers such as 

McKinsey, World Economic Forum, World Bank Group, etc. were also included among the readings. 

The content of the various documents is detailed in Chapter 1. 

 

2.3 ANALYSIS FRAMEWORK 

 

Thanks to the literature review, it was possible to identify the relevant variables for the analysis of 

the SSI cases. The framework of analysis, used in the empirical work, was constructed precisely using 

these variables. The identified analysis dimensions are described in Table 2.1.  

Category Variable Description 

General Information Name The name of the case 
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Date The project date 

Geographical Areas The country of the project 

Status 

The development phase in which the project 

is (i.e., Announcement, Active, Stopped, 

etc.) 

Participants 

The organizations involved, the type of these 

organizations (institutions or private 

companies), their role in the ecosystem 

Model Diffusion The number of people using the solution  

Platform Technologies 

SSI Protocol The SSI protocol adopted  

Ten SSI Principles 
Compliance with each principle of the SSI 

model 

Blockchain 

Use of the blockchain and its characteristics 

(name, public vs private, permissioned vs 

permissionless)  

Integration Technologies Protocols Protocols adopted (SAML, OIDC, API & SDK) 

Process Technologies 

Digital Wallet 
Use of Digital Wallet and its characteristics 

(Desktop, Mobile, Physical) 

Mobile App 

Use of Mobile App and its characteristics 

(use of in-app notifications, PIN, password, 

QR code, biometrics) 

Others 
Use of others type of process technologies 

(i.e., NFC cards) and their characteristics  

Onboarding Procedure 

In person recognition Need for in person recognition 

Online recognition 
Need for online recognition and its 

characteristics  

Access / Use Credentials 

Linked Document 
Use of Social Security Numbers or Physical 

Document Linked to access 

User ID Use of User ID to access 

Phone Number Use of Phone Number to access 
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Password Use of Password to access 

PIN Use of PIN to access 

OTP Use of OTP to access 

Biometrics Use of Biometrics to access 

#MFA 
Number of different factors required to 

access 

Data Type 

Personal documents 

Personal documents (i.e., national ID, 

passport) are associated to the identity 

profile 

Banking Information 

Banking information (i.e., credit card, bank 

identity profile, bank certified information) 

is associated to the identity profile 

Driver’s license 
Driver’s license is associated to the identity 

profile 

Training certification 
Training certifications are associated to the 

identity profile 

Municipal service card 
Municipal service card is associated to the 

identity profile 

Contact information 

Contact information (i.e., email, phone 

numbers, etc.) is associated to the identity 

profile 

Biometric Information 

Biometric information (i.e., selfie, 

fingerprint, etc.) is associated to the identity 

profile 

Health information 
Health information is associated to the 

identity profile 

Graduation certificate 
Graduation certificate is associated to the 

identity profile 

Certified job role 
Certified job role is associated to the identity 

profile  
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Gas subsidies 
Gas subsidies (i.e., state vouchers) are 

associated to the identity profile 

Rental history 
Rental history is associated to the identity 

profile 

Data Type Certification 

Certified 
Data associated to the identity profile are 

certified or linked to physical documents 

Self-declared 
Data associated to the identity profile are 

self-declared 

Applications Areas 

General Purpose 

Solution developed for general purpose or 

with at least four different specific 

application areas 

eCommerce & Retail 
Solution developed for application in the 

eCommerce & retail sector 

Finance 
Solution developed for application in the 

finance sector 

Telco 
Solution developed for application in the 

telco sector 

Healthcare 
Solution developed for application in the 

healthcare sector 

Travel & Tourism 
Solution developed for application in the 

travel & tourism sector 

eGov 
Solution developed for application in the 

eGov sector 

Enterprise 
Solution developed for application in the 

enterprise sector 

Humanitarian Scope 
Solution developed for humanitarian 

purposes 

Mobility 
Solution developed for application in the 

mobility sector 

Utility 
Solution developed for application in the 

utility sector 
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Gaming 
Solution developed for application in the 

gaming sector 

Education 
Solution developed for application in the 

education sector 

Rental 
Solution developed for application in the 

rental sector 

Service Provider 

Number Number of SP in the project 

Type 
Type of SP in the project (i.e., public, or 

private SP) 

Economic Sustainability Business Model Business Model adopted 

Table 2. 1 Summary description of the analysis dimensions considered 

A clarification is necessary regarding the dimension of the project status. Indeed, this variable 

includes several categories. In addition to those self-explanatory such as announcement, active and 

stopped projects, there are Proof of Concepts (PoC), which are simpler tests, generally carried out 

by the developers themselves in a close environment. Then there are pilots which, on the other 

hand, often include a small number of users who act as testers for the solution, often these users 

are the employees of the companies involved. Lastly, there are projects that are in the rollout phase, 

but are not yet active. 

2.4 EMPIRICAL FRAMEWORK 

 

This paragraph describes in detail the process followed to carry out the empirical work. This process 

is made up of specific and well-defined phases, each of which is described individually. First came 

the selection of sources from which the bulk of the necessary information was obtained. Once the 

sources were selected, the data was extracted. At this point it was necessary to carry out a screening 

phase, in order to register only relevant and inherent cases with the SSI model. This stage was 

followed by the data integration phase, which made it possible to collect uniform information on all 

selected cases. This made it possible to create a list of application cases of the SSI model, on which 

the analyses were carried out. The different phases of the process are shown in Figure 2.1 and will 

be explained in detail in the next paragraphs. 
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Figure 2. 1 Empirical Framework 

 

2.4.1 Source Selection & Data Extraction 

 

The first step in carrying out the census was to find as many cases as possible related to the world 

of SSI from secondary sources. This was possible in two different ways. First, while reading the 

academic articles for the Literature Review process, all use cases mentioned or described in the 

papers were noted and briefly described. Secondly, a search was carried out on websites specialized 

in news regarding new technologies. In particular, the following sites were systematically consulted: 

⮚ https://www.coindesk.com/ 

⮚ https://cointelegraph.com/ 

⮚ https://www.ledgerinsights.com/ 

⮚ https://bitcoinmagazine.com/ 

In addition to periodic consultation, research was carried out in the news archives, through the 

appropriate search function, present on each of these sites. More specifically, the following 

keywords were inserted in the search engine: "Self-Sovereign Identity", "Self Sovereign Identity", 

"SSI", "Self-Sovereign", "Self Sovereign", "Decentralized Identity", and "Blockchain Identity". Only 

the most pertinent cases were extracted from the research in the sites’ archives. 

The result of this phase was a Word file containing a brief description and some key information of 

the cases extracted from the two different types of sources. It is clear that this list included cases 

whose information was not uniform, duplicates and also projects that were not strictly SSI. To 

improve this, a screening operation was carried out immediately after.  

 

2.4.2 Screening & Data Integration 

 

The screening phase, necessary to solve the problems mentioned above, was divided into two steps: 
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⮚ Pre-Screening: in this stage all irrelevant cases and duplicates found, were eliminated. In 

addition, short descriptive cards were prepared with some basic information for the 

remaining cases. These also included some borderline cases, which were further examined 

in the second phase. 

⮚ Screening: a detailed analysis of the borderline cases was carried out, based both on 

information available and other primary sources. These include the official websites of the 

considered case, its authoritative social network profiles (i.e., LinkedIn), and other sites 

considered valid for obtaining direct information on the case, such as Medium13, where the 

articles are sometimes inserted by the developers of the solution themselves. More in detail, 

the borderline cases were cases of decentralized identity, not necessarily in line with the SSI 

principle, and classifiable as Decentralized Trusted Identity. Cases included in this category 

were then discarded.  

The final product was a list that contained only the relevant cases. Based on the dimensions of the 

analysis framework, defined above, the missing data was integrated using especially primary 

sources, such as official websites of the case, its authoritative social network profiles (i.e., LinkedIn), 

and articles on the sites of the protocols or of the organizations involved.  

 

2.4.3 Analyses 

 

The final result was an Excel file containing 51 SSI cases. For each of them all the information 

described in the previous section has been researched and collected when available. Based on this 

considerable amount of information, it was possible to conduct the analysis.  

First, each dimension of analysis was analyzed, then variables were cross analyzed in order to create 

a comprehensive representation of the Self-Sovereign Identity ecosystem. Graphical 

representations were often used to visualize the data in a more intuitive and immediate way. A 

further specification is necessary, since this is an emerging model, some of the cases found have 

limited information available, and some dimensions had to be left blank, the most interesting cases 

were still reported using qualitative observations. The analyses were performed focusing on 

different aspects: 

⮚ General: includes the analysis of the general information about the SSI ecosystem. In this 

way it is possible to know the geographical distribution of cases and the presence of any 

leading nations. Furthermore, it is possible to verify the progress of the practical application 

of the model, considering the information obtained from the analysis on the status of the 

 
13 https://medium.com/ 



66 
 

projects and their temporal distribution. It is also possible to identify the type of entities 

present and understand if there are any particular trends in the composition of the 

ecosystem. Lastly, considerations, relating to the economic sustainability of the model and 

its diffusion in the analyzed projects, are made, presenting significant cases. 

⮚ SSI Principles: includes the analysis of the SSI protocols used and their compliance with the 

ten principles of the SSI. This allows us to understand how many protocols exist and if some 

are established. Furthermore, this perspective represents the bridge between the 

theoretical and the practical part of the SSI system, allowing observations to be made 

regarding the applicability of the model, and also highlighting the most critical points in the 

transition from theory to practice. 

⮚ Technological: includes the analysis of the technological aspects regarding the SSI models. 

In particular, the link between blockchain and SSI is explored, focusing on the main 

characteristics of the platforms adopted and the consequences on compliance with the SSI 

principles. Furthermore, it is possible to identify the most used integration and process 

technologies, verifying the presence of trends or established practices.  

⮚ User: includes the analysis of the impact that the model has on users and their experience. 

This perspective includes both the study on onboarding practices and on identity 

management through the users’ own devices. 

⮚ Data: includes the analysis on the type of data associated with the identity profile and the 

relative certification level. This allows to understand which data are most often attributed 

to the identity and if they are certified or self-declared by the users. This last point enables 

a reflection on the reliability of the identity and the consequent potential diffusion. 

Furthermore, it allows to analyze how varied the information collected in practice is, since 

theoretically any attribute could be associated with the identity. Lastly, this perspective is 

combined with some others to generate more varied insights that allow for qualitative 

observations. 

⮚ Application areas: includes the analysis on the main application areas tackled by the found 

cases. It also allows to verify if this identity system is limited to certain application areas or 

if, on the other hand, it can be used in a wide range of application areas. Furthermore, also 

this perspective is combined with some others to generate more varied insights that allow 

for qualitative observations. For example, if there are sectors in which government projects 

are focused, or which are the sectors with the most active cases, and so on.  

The results and key messages extracted are described and discussed in Chapter 3. 
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Chapter 3: Results 
 

The current chapter presents the results obtained after completing the empirical work, described in 

detail in the previous chapter. Chapter 3 is composed of graphs that illustrate the outcomes of the 

research carried out, accompanied by a qualitative description that explains them. The results are 

divided according to the main perspectives, described in Chapter 2.3.3, but also include analyses on 

several levels, carried out by combining the different dimensions of analysis. In summary, the 

sample is made up of 51 cases of Self-Sovereign Identity and the main aspects, on which the analysis 

has focused are: 

⮚ General Information. 

⮚ SSI Principles. 

⮚ Technological aspects. 

⮚ User perspective. 

⮚ Data. 

⮚ Application areas. 

Thanks to the information collected during the empirical work, and presented in the following 

pages, it is possible to answer the Research Question and the related sub-questions. 

 

3.1 GENERAL INFORMATION 

 

3.1.1 Geographical Distribution 

 

The data used for country distribution was collected based on where projects originated and 

developed, even if some of them may have expanded their businesses to other parts of the world. 

Instead, the projects that from the beginning planned to carry out the operations in different parts 

of the world, have been categorized as international projects. To give an idea, this is the case of 

projects involving airlines operating in several states, such as Known Traveler Digital Identity and 

Iata Travel Pass. Also cases promoted by international organizations such as the Identity For Good 

project, which involves the Red Cross, have been placed in this category. 

The description begins with Figure 3.1 which shows the geographic distribution of the 51 cases 

found. It also highlights the number of different states, in which there is at least one project and the 

number of active cases, namely those on the market and fully operational. 
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Figure 3. 1 Geographical distribution of SSI cases per continent (the total percentage exceeded the 

limit due to rounding) 

From the analysis it emerges that Europe has a predominance both in terms of the number of cases 

and of nations involved in the projects. The first three countries for projects (Germany, USA, and 

South Korea), belong to three different continents and represent about 40% of the total cases (20 

out of 51).  

Focusing on the results of the analysis of the geographical distribution by continent, two interesting 

aspects emerge. First, South Asia and especially Africa, which are considered the two most critical 

continents in terms of lack of Identity (McKinsey Report, 2019; Cheesman, 2022), are effectively 

scarcely present, at least in terms of SSI. However, the presence of some, albeit few, projects 

demonstrates that the problem is recognized, and action is being taken to try to solve it. Although, 

a lot of work is still needed to achieve the goal. The second interesting aspect concerns the number 

of cases in North America. Indeed, North America is generally considered to be very active in the 

field of digital identity, for example it is the most represented continent per number of startups 

operating in the digital identity sector (Di Sarno, 2020). However, it is possible to observe a different 

trend when it comes to SSI. In particular, as seen in Figure 3.1, North America is the third continent 

by number of cases, “only” accounting for about 12% of the total. Surely a greater interest on the 
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part of this continent for the SSI could give impetus to the further development of the model. On 

the other hand, it should also be emphasized how the characteristics of the SSI make it more 

interesting in other continents, such as Europe, where for some years there has been more and 

more attention to the protection of privacy and security of the users. Despite these limitations, it 

should be noted that the United States is the nation with the most active cases, 23% of the total, 

and with the most general-purpose cases, 29% of the total, compared to having only 12% of the 

total cases. Recalling the description in Chapter 2.3.2, general purpose projects have no limitations 

in terms of application areas. These are two rather interesting results. Indeed, although there are 

few total cases, they are very much in line with the principles of the SSI, especially in favoring 

interoperability, thus not limiting themselves to serving specific sectors or niches. Furthermore, they 

are proportionally more likely to achieve the effective functioning of the project. 

Finally, it is necessary to make a clarification on the cases found. In fact, the research was carried 

out in English, which may have made it more difficult to find cases in countries such as China or 

Russia, for which no projects were found. This is a limitation that can only be overcome if the various 

works are also promoted in English. 

 

3.1.2 Project Status and Temporal Evolution  

 

 

Figure 3. 2 SSI Project Status 
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From the graph in Figure 3.2 it can be seen that the tangible projects represent a majority compared 

to the announcements and the interrupted projects. In a sense this tells that the theoretical or for 

future research interest, it is turning into concrete and practical interest in the model. However, 

most of the projects are tests or pilots, while already active projects represent a quarter of the total. 

This is rather indicative of the embryonic stage in which the practical application of the SSI model 

still stands. The experimental part is still prevalent over the rest. The state defined as 

experimentation, includes different types of projects, as explained in the previous chapter. 

Although, there is a certain difference between these categories, albeit in many cases not too 

marked, it was decided to combine them in a single voice, to underline the fact that they are 

practical solutions, effectively tested, but not yet in the final version. This permits to mark the 

difference with the announcements, which are projects without any prototype, and which may 

never be developed. At the same time, it is possible to keep a distance from the solutions that are 

operational and available on the market. As a final remark, it must be said that even projects in the 

experimental phase could be interrupted or not see a sequel, however their analysis allows to obtain 

a lot of information regarding the practical functioning of the model. 

To better understand the evolution of the model, a combined analysis between the project status 

and the year was conducted. The main results are shown below in Figure 3.3. 

 

Figure 3. 3 Status of SSI projects over the years, NOTE: the number is greater than that of the 

sample, because for the stopped cases, the year in which they started and the year in which they 

stopped are considered separately (if everything took place in more than a year). 

It is interesting to note that cases have grown steadily until 2020. Even more interesting is the fact 

that the percentage of active cases, excluding the first and last year which have a very small sample, 

has increased over the years. This is a sign of the fact that the proposed solutions are increasingly 

ready to be distributed on the market. Going into detail, of the 14 active cases only 1 was stopped 

after 3 years. This is a good sign of the robustness of operational solutions. The other two 
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interrupted cases are an announcement that never had a sequel due to the blocking of the activities 

of the two companies involved. While, in the other case, the practical tests stopped after a PoC, due 

to the need to do further research, differently from what was initially planned.  

In addition, there have also been some changes over time. Cases that in the initial data found were 

categorized as announcements and then became active projects to all effects. From this point of 

view, an interesting case of evolution is the ONCE project, developed by the German 

Bundesdruckerei with Jolocom. This is a pilot project that started in 2021, following the completion 

of a PoC in the previous year. The knowledge accumulated in the first part of the project allowed 

the designers to further develop the solution. Furthermore, new partners, including some German 

cities, joined the project. All this has made it possible to release a new solution, which is being tested 

by a small number of people. The goal is to gather more information and insights from users, in 

order to be able to further develop and launch a final version soon.  

 

3.1.3 Main Actors 

 

 

Figure 3. 4 Main Actors  

As can be seen in Figure 3.4 the private sector is driving the model, being represented in all cases, 

and being present exclusively in most of them. This point can be seen as the natural consequence 

of the need of the actors in the ecosystem to distance themselves from entities that for years have 

been the central authorities in terms of identity, which often is precisely the institutions. However, 

it should still be noted that the presence of the institutions is still significant, a sign that the model 

has aroused the interest of even the most established entities. However, probably due to lack of 

specific skills, they prefer to turn to the private sector for the realization of their projects. 
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Furthermore, as shown in Figure 3.5, the difference is even more marked if we consider the active 

cases, where 85% of cases rely only on the private sector, against the 61% of the overall situation. 

 

Figure 3. 5 Comparison between the actors involved in all cases and in active cases 

This indicates how projects linked with institutions tend to stop before reaching full activity. In a 

certain sense, it can also be said that the interest of governments is more in evaluating how this 

model could integrate with the services offered by the public administration, evaluating its 

applicability and the advantages and disadvantages, rather than immediately pushing for an active 

project. 

In a similar way, an analysis was conducted on the type of Service Provider present in the ecosystem 

of the various cases. However, there is often a lack of detailed data. This prevented the formalization 

of significant numerical results. On a general level it can be said that in most cases there are few 

SPs, and they correspond to the participants of the project. Also in this case the results show a 

prevalence of the private sector, compared to the public one. 

 

3.1.4 Model Diffusion 

 

Model diffusion is intended in numerical terms, namely the number of users involved in the various 

projects. It is a mostly qualitative analysis, because the data necessary for this analysis are present 

only in a few cases, 16% of the total, and are often not even precise values. The rarity of the data 

inevitably affects the value of the results at a statistical level, in fact, it would make little sense to 

make numerical assumptions starting from such a low sample. However, the information collected 
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allows to make some interesting qualitative observations, presented in the following lines, together 

with the most significant cases in this perspective. 

The value, when present, generally ranges from hundreds to a few thousand users involved. It is 

possible to observe that the adoption is very low, considering the potential, once again indicating 

the embryonic state of the practical application of the SSI model. It is clear that research on how to 

make it scalable is still ongoing.  

Among the cases in which the diffusion of the model is known, three particular projects are 

presented. The first two have some similarities that allow to show some common aspects and 

limitations. These two projects are both developed in Switzerland, the first is called Zug ID and arises 

from the collaboration between the city of Zug and uPort, while the second, called Schaffhauser 

eID+, arises from the collaboration between the canton of Schaffhausen and Procivics. Both are born 

as eGov projects, which are solutions that involve the use of digital identity as an alternative to the 

traditional system to access some public administration services. Both are motivated by the attempt 

to restore control of their own identity to the citizens, also guaranteeing high levels of privacy and 

security, enough to allow access to government services, which generally require a high LoA. In 

terms of technology and user experience, both projects involve the use of a specific mobile app with 

at least two authentication factors required. The onboarding is carried out in the presence, directly 

in the local government offices. Personal documents verified in person are the data type associated 

with the identity profile. The main difference between the two cases and also one of the main 

reasons for the interruption of Zug ID, lies in the number of services accessible with the solution 

offered in the two cases. In the case of Zug ID there were only two accessible services, elections and 

bike rental, while the eID+ case boasts more than forty different services accessible with this 

identity. This has allowed a much more numerous adoptions, over two thousand citizens (about 

2.4% of the population of the canton), still increasing as the project is operational, compared to the 

267 citizens who have adopted Zug ID. This highlights once again the importance of expanding the 

operability of SSI to as many application areas as possible, so that it is not one of the many other 

identities to be managed by the end user, but instead is a unique alternative to the traditional 

models. 

The last case, on the other hand, is presented because it is very representative of how many of the 

projects surveyed have been developed. This is Xride, a project carried out in Germany, which sees 

Jolocom, T-Labs and other partners among the participants. The idea behind Xride is to decentralize 

the system that allows scooter sharing, relying on the SSI technologies provided by Jolocom. In the 

pilot functionalities such as identity, payments, and charging, were fully decentralized, unlike what 

happens in the traditional systems. This allowed to have a less costly, more secure, and more 

efficient scooter sharing system, with benefits for both users and providers. The interesting aspect 

for the dimension of analysis considered is that the project involved a group of Deutsche Telekom 

employees, who played the role of testers, providing advice and observations on the functioning of 
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the proposed system. The exact number of employees involved is not known, however it is a classic 

example of how different projects have developed. They started with a partial solution, tested by 

the employees of the companies involved, in order to further develop the project, before landing 

on the market. In the case of Xride, the T-Labs operating unit has hundreds of employees, even if 

the actual users are only a part of them. So, in this case, there are numbers lower than the two 

previous cases, which is to be expected since the solution is used in a limited environment. This 

phase can be very important, as it allows developers to find problems that did not emerge during 

the theoretical design and at the same time verify that the solution is actually valid for users. 

Obviously, this does not guarantee success on a commercial level, but it certainly helps to be more 

oriented to the needs of users. 

 

3.1.5 Economic Sustainability 

 

The data on the economic sustainability of the SSI model are often only partial and are present for 

a low percentage (33% of the total) of cases too. Despite this, it is still possible to make interesting 

qualitative observations both on a general level and by going into detail with some cases considered 

significant. 

The most immediate observation that can be made, following the results of the analysis, is that, as 

it is still an uncertain and developing system, there are no established business models. And even in 

the few known cases, the economic model has been adapted as some cases evolved, since economic 

sustainability depends on the actors participating in the case and the number of users. In addition 

to this, it should also be noted that in most cases the SSI system relies on other technologies, such 

as Blockchain and Wallets, which are also still being defined in terms of business model. 

Looking at the composition of the ecosystem and the main actors involved, already described in 

Chapter 1, it is possible to identify different business models that involve them. These models 

generally involve two of the three actors, or all three. For example, in many traditional cases the 

user pays the issuer to receive a certain verifiable credential. Or the issuer and the verifier pay fees 

to the platform hosting the project. In other cases, the exchange of economic value takes place 

between the holder and the verifier. Charging any party represents a real risk of lowering the 

adoption of the model. However, it is clear that, in order to survive, the system must also be 

economically sustainable. As the principles of the SSI are defined and to effectively mark a departure 

from the traditional models, the holder should not be the paying party. Furthermore, this favors 

adoption by people and consequently also attracts the other actors present in the ecosystem. 

Precisely this aspect emerges from the analysis of the cases in the census. Indeed, the actual 

business model adopted is often not specified, but it is openly stated that the user will not have to 

pay any amount.  
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In addition to what has been mentioned so far, it should be remembered that a further difficulty in 

the economic sustainability of the SSI model lies in the fact that as it is designed it is not possible to 

sell user data. In traditional models, the data belongs to the platform or to issuers and verifiers, who 

can treat it as they want. In the SSI model, data is held only by people, any action that concerns 

them requires their consent. Another consequence of this peculiarity is that it is not even possible 

to carry out targeted advertising campaigns since the platforms do not have user identity profiles. 

Furthermore, again due to the need to receive consent from the holders, in the SSI model it becomes 

even more difficult to do matching or two-sided markets. Currently these are the most popular and 

profitable business models in the industry, their impracticability makes it more difficult to find a 

profitable business model for the SSI system. On the other hand, it should also be emphasized that 

this once again certifies the great potential of the model in improving the protection of the interests 

of the end user.  

More in detail, three significant examples are presented. The first case presented is DIZME, which 

is a decentralized identity network, born in Italy and currently active. Thanks to DIZME it is possible 

to build an identity profile with a high LoA, which can be used to access the services offered by the 

participating SPs. In terms of process, it is very similar to the majority of cases, relying on blockchain 

technology, on a mobile digital wallet. Regarding identity attributes, it is possible to attribute 

certified personal documents to the identity profile, together with self-declared contact and 

biometrics information. The peculiarity of this case lies precisely in the economic model chosen. In 

the DIZME case, it is the verifier who pays the issuer, this makes the system free for users, and 

economically recognizes the value of the credentials issuer. Indeed, the issuers, which will make 

available their credentials to the holders undertaking the liability, the identification and 

classification costs, will be reimbursed by the verifier, who will enjoy several benefits introduced by 

this system. These include a faster, more secure, and cost-effective credentials verification 

mechanism. The economic model proposed by DIZME is quite interesting, as it is theoretically 

aligned with the concept of SSI and rather advantageous for all the parties involved. However, it 

should be noted that the functioning of the rewards system exploited by the case raises some 

doubts about the effective protection of the user's privacy. Because the rewards are paid directly 

by the verifier to the issuer and to the end user, as the latter initially anticipates the Transactions 

and Sign Request fees. This could lead to a violation of the Protection principle of the SSI model.  

The second case is MemberPass, a project active in the United States, although at the moment 

limited to members of the Credit Union only. MemberPass provides a way for credit unions to 

quickly and confidently verify their members' identity, providing an improved member experience, 

reducing fraud, and increasing operational efficiency. In terms of economic sustainability, even 

MemberPass does not require any fee on the member, who in this case has the role of end user. 

However, it requires payment from the credit union that wants to use its technology. The payment 

does not have a fixed fee but is customized from case to case. In this way MemberPass recovers its 
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costs without weighing on the users, but on the SPs who take advantage of the benefits offered by 

authentication through this system. Similarly, entities that rely on the technologies offered by the 

Sovrin and uPort protocols to develop their projects, must pay a certain fee to be able to use these 

technologies on an ongoing basis. The difference is that in this case there is a well-defined tariff plan 

that depends on the type of project. For example, Sovrin proposes lower prices for projects under 

development, compared to those of active projects. However, there are exceptions such as Identity 

For Good, a project developed by the Red Cross in collaboration with Evernym, World Economic 

Forum and Sovrin. The aim of the project is to give a permanent and directly controlled identity to 

the people most in need, in order to facilitate aid distribution operations. In this case, given the 

humanitarian purpose of the project, no payment was requested, neither for development nor for 

maintenance during the test phase.  

What seen so far basically confirms the fact that it is still too early to understand what the winning 

economic model is. Furthermore, looking at the numbers it is evident that this is not one of the 

priorities and is a factor ignored not only by literature, but in some cases also on a practical level. 

However, there are also cases in which the economic sustainability of the model was considered, 

adopting specific business models. It is difficult to predict with so little data how the SSI model will 

evolve as it matures, however a trend that emerges quite vigorously from these results is that most 

likely, at least in the initial phase, the payments will not be on the end user. 

 

3.2 SSI PRINCIPLES 

 

3.2.1 SSI Protocols 
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Figure 3. 6 SSI protocols 

It is possible to observe in Figure 3.6 that there is a multitude of protocols, as many as 23 for 51 

cases. Of these, only 5 (Sovrin, Jolocom, W3C Standards, uPort and STONledger) are used for 

multiple use cases, but they cover 65% of the total cases. This is an interesting fact, which tells two 

things: the lack of a precise international direction implies that most projects try to develop their 

own protocol, especially when there is a geographical and cultural distance from the more 

established ones. On the other hand, there are also some protocols that are making their way and 

establishing themselves as the main ones in the landscape.  

Considering the projects that involve the institutions, there are no significant differences in the 

trend. In fact, 70% of cases involving institutions rely on protocols with multiple cases of application, 

compared to 65% overall. Rather, it is interesting to note that uPort, which is a multi-application 

protocol, has only been involved in projects that included government agencies. Two of these cases 

are for the development of an SSI usable in the eGov field, while in the other case for the verification 

of the identity and role of workers on large work sites of public companies.  

The three main SSI protocols that emerge are Sovrin, Jolocom and W3C Standards. They alone 

account for 55% of total cases. Each of them has peculiarities, which in a certain sense motivate 

their success, and make them particularly attractive and interesting for the future. For this they will 

be described in detail in the next lines. 

The Sovrin protocol is the one with the largest number of cases. It is a public service utility enabling 

SSI. The Sovrin Network is decentralized, meaning individuals can collect, hold, and manage identity 

credentials, without relying on individual centralized databases that manage the access to those 

credentials. Sovrin is an independent organization that is responsible for ensuring that the Sovrin 

identity system is public and globally accessible. On a technological level, Sovrin is based on a very 

particular blockchain, as it is public, but permissioned. It also implements Privacy by Design on a 

global scale and selective disclosure of personal data using Zero-Knowledge Proof cryptography. 

Sovrin can be considered to all intents and purposes a supplier of a network in which to operate 

within the SSI. This network boasts several participants. In terms of stewards, namely trusted 

organizations, which are responsible for operating the nodes that maintain the Sovrin distributed 

ledger. But also, in terms of partners with a different role. Another interesting aspect is that Sovrin 

can be used in many different areas. Indeed, the projects that use it as protocols are very varied and 

have allowed the organization to build a wide experience and identify different insights on the 

practical side of the SSI model. 

Jolocom is an open-source protocol for people and organizations to create and interact with SSI. 

The Jolocom Protocol facilitates the generation and management of DIDs, VCs, and cryptographic 

signatures, which are the core building blocks of Jolocom identities. Jolocom identities are created 

entirely locally using hierarchical deterministic keys and are designed to enable management of 
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multiple personas by individual users as well as preservation of pairwise anonymity in context-

specific interactions. On a technological level, Jolocom relies on the Ethereum blockchain, which is 

public and permissionless and has developed its own wallet, in the form of a mobile app. Despite 

this, it still leaves the possibility for users to select a different wallet. Following the analysis of the 

protocols, it can be said that Jolocom is certainly the most aligned and attentive to being compliant 

with the SSI model. In the documentation found during the research, many technical choices 

regarding the Jolocom cases are justified using the ten principles of the SSI. Unlike Sovrin, Jolocom, 

in addition to playing the role of supplier, often has a more supportive role in the projects in which 

it is involved, participating directly in the development phase, and helping to shape the final 

solution. It can be said that the cases using Sovrin and W3C Standards, a protocol that will be 

described later, the projects are often stand-alone and require specific process technologies. 

Instead, in cases using Jolocom, the projects are still separate, however the process technology is 

the same and the information can be stored in the Jolocom wallet, even if the use of other wallets 

is possible. So, it can be said that Jolocom is trying to create an integrated ecosystem, among all its 

use cases, while leaving the user the freedom to eventually use alternatives. However, it should be 

emphasized that at the moment there are no active cases using the protocol. Although many 

projects in the experimental phase involve a certain number of users, acting as testers, selected 

from a limited context, such as employees of the companies involved in the project or some 

volunteer citizens of the participating cities.  

Finally, the W3C Standards protocol is presented. In this case, unlike the previous ones, it is not a 

real organization that directly provides a protocol. Rather, the World Wide Web Consortium (W3C) 

is an international non-governmental organization which aims to promote the development of all 

the potential of the World Wide Web and spread the culture of accessibility of the Net. In order to 

succeed in its intent, the main activity carried out by the W3C is to establish technical standards for 

Web technologies. Among these is also included the SSI, the cases developed according to this 

protocol will therefore follow the standards and practices defined by the W3C, such as those for 

DIDs or VCs. It is clear that as anticipated the cases that refer to these directives are completely 

independent from each other and do not necessarily receive direct support from the protocol 

provider. In the face of these disadvantages, which among others disfavor the passage of the 

experience accumulated in other practical cases, there are also some advantages. Indeed, by itself, 

standardization ensures that the web works equally well for everyone, regardless of their location 

or technology. Furthermore, W3C standards also improve issues of accessibility, privacy, security, 

and internationalization. All aspects, which favor compliance with the SSI principles, as well as its 

dissemination since W3C standards are available free of charge. The lack of standards defined for 

the SSI model was one of the problems identified by the literature, certainly the work of the W3C 

tries to solve this problem, facilitating the growth of the SSI system. 
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Precisely for these three protocols a cross analysis was carried out with the application areas of the 

cases that use them. These results are anticipated and shown in Figure 3.7, while the general results 

on the application areas in the overall case will be presented later in the dedicated section. 

 

Figure 3. 7 Application areas of the main protocols (each case can have more than one application 

area). 

It is possible to note that all three main protocols have at least one case where they are meant for 

general application. Furthermore, each of them is used in at least 4 different application areas. This 

confirms their ability to cover different application areas and not be limited to specific niches or 

sectors. This is very important to ensure compliance with the interoperability property and more 

generally to offer an identity system that can be used in all areas. This could allow users to have a 

single digital identity valid in every context. Looking in detail at the sectors, only healthcare has at 

least one case for each of the three protocols. As for the other sectors, Jolocom is more present in 

projects involving government bodies and on mobility. While Sovrin and the W3C Standards are 

mostly used in finance and business. 

 

3.2.2 SSI Principles 

 

The analysis for each of the ten SSI principles in practical applications led to some interesting 

outcomes. First, it should be noted that the information relating to this dimension of analysis was 

not always present or lacked the level of detail necessary to be able to verify all ten principles. 

However, in 88% of cases the necessary information was available. An interesting aspect that 
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emerges from a general analysis is that there are properties that are more easily respected than 

others. In fact, all cases comply with the principles of Existence, Access, and Transparency. It must 

be said that these are three fundamental principles, but rather simple to respect as they are defined. 

Furthermore, only one case shows criticalities in compliance with the Control and Consent 

principles. This is the iRespond project developed in Thailand to give a Self-Sovereign Identity to the 

refugees present in the Mae La refugee camp. Through their digital identities, participants are able 

not only to access improved healthcare services but also securely store educational and professional 

credentials. During the development of the project these two principles were stated, however given 

the complicated context they may not always be effectively respected. In any case it is an excellent 

result, indeed, Control and Consent are two peculiar principles of the SSI theoretical model, the fact 

that they are respected in the vast majority of cases indicates that even on a practical level there is 

great attention to these aspects. Similar speech for the principle of Protection, it is respected in all 

cases except two, due to the selected economic model which could cause the infringement of some 

rights of the user. 

The remaining four principles, on the other hand, are those in which the greatest criticalities have 

been discovered. Regarding the principle of Persistence, it must be considered that despite the 

incentives for the adoption or search for a sustainable business model, there is no guarantee that 

each solution will be used and / or will exist forever. While unlikely, it is not impossible for a network 

to fail. However, in this case it is necessary to make a distinction: the more adopted and 

representative cases of the ecosystem, the more difficult they will risk failing. For example, Jolocom 

is based on the Ethereum platform which can be considered stable, given the high economic value 

incorporated. Likewise, Sovrin includes, among its partners, large companies, such as Deutsche 

Telekom, InfoCert and IBM, which have every interest to keep the ecosystem alive. Instead, in cases 

where the ecosystem is limited and managed by a small consortium or by individual companies, the 

guarantees on the future persistence are much lower. To conclude, it can be said that generally the 

principle of Persistence is guaranteed especially in cases that rely on more established protocols, 

indeed, not only they are more stable ecosystems, but often also leave the control of the DID to the 

user himself. The fact that DID continues to exist regardless of what happens to the ecosystem 

implies the persistence of the identity itself. It follows the principle of Minimization. The analysis of 

this principle shows interesting results. Indeed, in many practical cases (93%) it is considered one of 

the most important principles and compliance with it is clearly stated and illustrated. However, in 

7% of cases this principle is not respected, and the user is forced to disclose more personal 

information than necessary. Of these two cases are active. The principle of Minimization is 

fundamental for the full achievement of the potential of the SSI model and should be taken into 

great consideration during the development of the project. The fact that active projects do not 

respect it is a wake-up call, indeed, it shows that the principle itself is not necessary for the 

functioning of the system. For this reason, more attention is needed in complying with it, only in 

this way all the benefits promoted by the SSI model can be guaranteed to the users. Finally, there 
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are the two most critical principles, namely Portability and Interoperability. In the case of the 

Portability principle, the major problems that arise in analyzing the results concern the limitation 

to one or a few alternatives for the users. More specifically, identity profiles are often only linked to 

the only wallet supported and / or developed in the project. This explains why the principle of 

Portability in 67% of the cases is not respected or is only partially respected. In the first case, only 

one alternative is possible, generally the wallet or mobile application adopted in the project. In the 

other cases more wallets are available, but the choice is limited to those indicated by the 

developers. This is a problem often recognized by the creators themselves, but currently unsolvable 

due to technical or commercial limitations. There are cases in which this problem has been solved 

by indicating a reference wallet, but leaving the user free to choose, as happened in some cases 

related to the Jolocom protocol. Furthermore, established protocols are also working on a way to 

make identities operable within each of their ecosystems, in order to favor portability. In other 

cases, developers are working or will work to expand the number of compatible wallets. The most 

critical cases are those in which a specific application has been developed, perhaps due to some 

peculiarities of the project, without considering portability. Portability is a fundamental property in 

order to guarantee the longevity of the identity and avoid lock-in effects. Despite the critical issues, 

the recognition of the problem and the attempts to solve it are encouraging and bode well for its 

resolution, especially with the maturation of the SSI model. Finally, as regards Interoperability, the 

main limitations derive from the fact that often the cases considered are still immature, with a 

limited ecosystem both in terms of participants and in geographical terms. This makes it more 

difficult to assess actual compliance with the principle. More in detail, in 78% of cases, 

interoperability, as defined in the theoretical part, is not respected or is only partially respected. 

However, it should be specified that in many cases this is a recognized problem, and potentially 

solvable by expanding the ecosystem both in terms of participants and application areas, and in 

geographical terms, making the identity usable even outside the environment in which it has been 

developed. Obviously, this is the growth objective of many projects, even if its actual achievement 

is not taken for granted. A check on compliance with this principle can be carried out in the future 

when the cases will be more mature.  

The difficulties encountered in several cases in fully respecting all ten principles confirm that the SSI 

model is still predominantly a theoretical model. In addition, a minority of cases even ignore some 

of these principles, indicating an interest more dictated by the hype of the moment, than by a real 

interest in the ideas behind the SSI. However, it should be emphasized the presence of cases and 

protocols, including those three presented in detail in the previous paragraph, capable of respecting 

all ten SSI principles and making technical choices motivated precisely by adapting to the theoretical 

dictates of the model. This confirms that a transition is taking place towards the practical application 

of the SSI concept. Furthermore, many of the problems encountered in complying with the most 

critical principles could be overcome once the model reaches a certain stability and maturity. To do 
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this, multiple attempts are needed, but above all investments to attract people's attention, 

providing them with a solution that effectively brings the theorized benefits.  

 

3.3 TECHNOLOGICAL ASPECTS 

 

Thanks to the analysis on the technological aspects of SSI cases, it was possible to identify the main 

trends and the most established practices in the technological context of the SSI. Although not 

always present, the information found has allowed to take a rather precise picture of the 

technological perspective, given the presence of several predominant aspects. 

 

3.3.1 Blockchain 

 

 

Figure 3. 8 Use of blockchain technology in SSI cases 

As mentioned several times, blockchain technology is not essential for the functioning of the SSI 

system, however several advantages arise from the combination of these two entities. A strong 

relationship between the two concepts has already emerged from the analysis of the literature. This 

link is also confirmed in practice, as shown in Figure 3.8, indeed, 88% of cases use this technology. 
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As for the platforms, there are several in the various cases, however the most used are Ethereum 

and Hyperledger Indy, which cover about half of the cases. There are also a few projects where the 

blockchain has not yet been selected, but the characteristics it should have are specified.  

 

Figure 3. 9 Type of Blockchain used in SSI cases 

As regards the characteristics of the blockchain used, whose data are represented in Figure 3.9, 

there is a clear prevalence of public blockchains, however this does not correspond to a prevalence 

of permissionless blockchains, which are, instead, the minority. This result is influenced by the 

numerous cases on Sovrin that rely on a public and permissioned blockchain. This is an interesting 

result that allows to make two observations. The ideal case for the SSI system is the use of a public 

and permissionless blockchain. Only in this way, it is possible to avoid a return to a sort of centralized 

model, in which some rights are owned by only one part of the people in the ecosystem. A public 

and permissionless blockchain as described in the dedicated chapter, allows anyone to operate on 

the platform without having to go through a controlling authority. The results show that the 

prevailing trend is that of granting access to everyone, since the blockchains used are mostly public. 

However, this does not also correspond to the freedom from authorities that tend to centralize and 

control the blockchain, which in fact are mainly permissioned. This represents an obstacle to the full 

achievement of the potential of the SSI model. And it is also one of the main advantages of the 

Jolocom protocol compared to Sovrin. The first, indeed, uses Ethereum, one of the most established 

blockchains, which is public and permissionless. Sovrin, instead, as already mentioned, is based on 

Hyperledger Indy, which is public but permissioned. However, it is necessary to make a clarification, 

the presence of this conglomerate of power does not necessarily lead to a centralized model, 

indeed, Sovrin itself for example guarantees that it is more of a guarantor than a controller role, 
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however the risk is potentially present. From this point of view, the results of the analysis carried 

out on the 10 active cases that use blockchain technology are to be considered much better and 

encouraging, as shown in Figure 3.10.  

  

Figure 3. 10 Blockchain characteristics in SSI active cases 

Indeed, there is a prevalence of permissionless cases, compared to permissioned ones, the opposite 

of the general results. This is an interesting result, given that the permissionless feature of the 

blockchain, like already said, is the most suitable for the SSI model, the fact that it is prevalent in 

active cases is a symptom of its effective applicability.  

An analysis was also conducted on the 6 cases that do not use the blockchain. Among these cases it 

is possible to make a distinction between those that consider the use of the blockchain, even if it is 

not implemented right now. And those who, on the other hand, have already thought of a solution 

without it.  

In the Schaffhausen eID + case, already mentioned, the solution was never based on the blockchain. 

However, some tests were conducted14 to verify its applicability in context. It can therefore be said 

that the use of the blockchain has been considered and is an open option for the future. Similarly, 

in the Tangem case that uses NFC cards, there is no single alternative on the technology to be used 

for the verifiable data registry. Among the options the blockchain is mentioned, but it is also possible 

to use other decentralized networks, unspecified. So also, in this case the use of the blockchain has 

been considered, but it is not the definitive solution for the moment. However, the functioning of 

the system is similar to the blockchain case. Also in the case of Mattr VII, a project developed in New 

 
14 https://sh.ch/CMS/Webseite/Kanton-Schaffhausen/Beh-rde/Services/Schaffhauser-eID--2077281-DE.html 
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Zealand and still active, the blockchain is among the possible options. More specifically, DIDs 

employed in this system can be stored on a variety of different data registries, such as blockchains 

and public databases. A limitation of this case is that it is not clear who the entities collaborating 

with Mattr are. For this reason, it is not clear what the choices of the implementers of this project 

are, in terms of data register. In any case, the functioning of the system is similar to that of the 

systems that use the blockchain, which, indeed, appears among the options. 

An interesting case, to understand how these blockchain free projects work, is IRMA. In this case, 

the credentials are cryptographically linked to a mobile phone and to each other via a secret 

cryptographic key. This personal private key is critical to the security of the IRMA app. Therefore, 

having only local storage is not enough to guarantee the necessary security. This because the phone 

can be rooted or hacked. As a result, the developers thought about storing a portion of the private 

key outside the phone on a so-called keyshare-server. This server is managed directly by the 

organization behind IRMA. To reveal the attributes, the user must give consent and enter the PIN. 

The IRMA PIN code is checked by the keyshare-server. If the PIN is correct, the server will participate 

with its own portion of the personal secret key and the attributes can be disclosed. The keyshare 

server in any case will not see the attributes themselves, nor to whom they are disclosed. So, in this 

case the role of the blockchain is played by the IRMA server. It verifies the attributes and returns 

their status to the requestor, after receiving the consent from the user. Basically, on the IRMA server 

there is a part of the secret keys and the information about the attributes necessary to carry out the 

verification.  

In the remaining two cases the use of the blockchain is not mentioned, but there is no information 

available on how the system works. More generally, by analyzing the cases without blockchain, no 

particular differences emerge from the cases that use this technology. The results crossed with the 

various perspectives are similar to the overall case. Including results on the analysis of the ten SSI 

principles for these cases. There are, indeed, some issues in the principles already identified as 

critical, such as portability and interoperability. 

 

3.3.2 Integration Technologies  

 

The integration technologies are generally a set of specific procedures or tools designed to solve an 

integration problem between different software or between different software components. 

Similarly, this category includes the authentication protocols that are integrated into the solutions 

developed to be able to verify the identity of the users who use it. 

The main protocols, whose use in practical applications has been verified, are SAML, OIDC, API & 

SDK. For the description of these concepts, the reader is referred to the literature chapter. The 
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results show a clear trend, namely the predominance of API & SDK, in the few cases where other 

technologies are used it is only to allow retrofitting with existing systems. An example of this is the 

Tango project, which is being developed by the city of Buenos Aires with the collaboration of some 

private entities. In Tango’s Whitepaper, it is stated that for backwards compatibility with Web 2.0 

applications that use Federated Identity mechanisms, specifically for SSI Login scenarios, the use of 

the OIDC protocol could be considered.  

The use of the APIs & SDKs guarantees greater flexibility, and they can be easily downloaded, 

modified, and updated. Furthermore, they permit to create different experiences for users, letting 

protocols, functions, and commands be adapted according to specific demands. This favors 

customization. However, the biggest advantage is the ease and variety of applications they can be 

integrated into, facilitating the dissemination of the SSI model. 

 

3.3.3 Process Technologies 

 

Information on process technologies is known and well defined in 75% of cases. To these must be 

added 12% of cases in which the available data are not complete. In the few remaining cases the 

information is not available or has not yet been defined within the project. The analysis on process 

technologies shows that in 79% of cases where information is available a wallet is used, while a 

mobile application is present in all cases. 

 

Figure 3. 11 Type of Wallet used in SSI cases (the supported wallet can have multiple versions) 
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More in detail, Figure 3.11 shows that in 97% of cases mobile wallets are used. Desktop wallets are 

never used alone, but always as an alternative to a mobile one. The physical wallet is used in a single 

case, exploiting NFC Cards. There are two major benefits to using mobile wallets and mobile 

applications. The first is portability and the second, most interesting for the SSI model, is the ease 

with which they can be obtained. Indeed, nowadays many people have a smartphone on which to 

install them. This can greatly facilitate the access and diffusion of the SSI system. 

 

Figure 3. 12 Characteristics of the mobile app used in SSI cases (each mobile application can have 

more than one of these options) 

As for mobile applications, the results in Figure 3.12 show that the use of QR Code is predominant. 

Methods such as PIN and Password are still quite widespread, but in sharp decline if compared to 

the traditional systems, especially Password usage. Biometrics is widely used and supported. 

However, its use is optional in 40% of cases. In addition to the observations in technological terms, 

these results allow us to make others relating to the user experience, described in the next section. 

 

3.4 USER PERSPECTIVE 

 

3.4.1 Access and use credentials 
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The results on the factors required for authentication are presented in Figure 3.13. Access and use 

credentials information is known in 67% of cases. In one case they have not yet been defined. While 

in the remaining cases the information is not available. 

 

Figure 3. 13 Authentication factors in SSI cases  

The access methods return some interesting data. First, there is a decline in the use of User ID and 

Password. This trend is similar to that identified for process technologies. Secondly, the most used 

methods are biometrics and PIN. However, in the case of biometrics it should be highlighted that it 

is not to be used compulsorily but is supported as an optional option for extra security in 48% of 

cases. Overall, these findings mark a major shift in the user experience. Indeed, SSI projects mark a 

shift from the methods used in traditional systems, such as username and password, towards more 

innovative technologies. These technologies are safer, but still very simple to use for the end users, 

improving their experience. To further increase safety, MFA is introduced in some cases. 
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Figure 3.14 Multi-factor authentication in SSI cases 

As shown in Figure 3.14, despite its importance, MFA is compulsorily used only in 24% of cases. 

Number similar to that of cases where just one authentication factor is needed. When only one 

authentication factor is required, in 75% of cases it is biometrics. The remaining cases are equally 

divided between PIN and Password. However, the fact that MFA is the direction of the future is 

evidenced by the fact that 77% of cases support it. The percentages remain similar even in cases 

involving institutions.  

 

3.4.2 Onboarding 

 

The information on the Onboarding procedures is known for 69% of cases. In one case they have 

not yet been precisely defined. While information is not available for the remaining number of cases. 
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Figure 3. 15 Onboarding procedures in SSI cases 

Figure 3.15 shows that in person recognition of people remains a very popular method and is often 

required for a higher LoA. However, online onboarding procedures are growing and are present in 

greater numbers than those in presence. From a user experience point of view, in person verification 

is similar to what currently happens when a person requests a new document or needs to renew an 

expired one. However, online onboarding would reduce the time and costs required for the 

procedure. In addition, it would facilitate access to identity for people residing in rural areas or with 

difficulty moving around. This would improve the final user experience, as well as certify an 

additional benefit deriving from the adoption of the new model. However, considering the cases in 

which institutions are involved, the results change drastically. Specifically, in 80% of cases, where 

the information is known, in person onboarding is required. Additionally, such projects account for 

75% of the total cases where in person onboarding is required. The result is not surprising 

considering that the services offered by these entities require a high LoA. However, it should be 

emphasized that this could be a limitation to the potential of SSI. Indeed, generally the documents 

issued by the institutions are fundamental for building reliable identity profiles. The results show 

that to obtain them it is still necessary, in most cases, to carry out in person recognition. 

There are different types of online onboarding. The most common is the verification of documents 

uploaded by the user, which is facilitated by the use of the blockchain. There are also other methods 

of online onboarding, often associated with specific cases and used in combination with the other 

methods. Among these, there are the liveness test, the verification of mobile number or of email.  
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Figure 3. 16 Documents verified in the online onboarding procedure (multiple documents can be 

verified per case) 

Figure 3.16 shows that the documents checked most often are the most common ones, such as 

National ID, Passport and Driver’s License. This should not cause any problems for the user since 

these are the most easily accessible documents. At the same time, this confirms what was previously 

stated. In other words, to build a reliable identity profile through online onboarding, documents 

issued by the institutions are required. However, these documents are mainly issued following in 

person recognition, with the consequent limitations described above. 

 

3.5 DATA  

 

The type of data relating to the SSI cases surveyed are known in 94% of cases, although in 2 cases 

some alternatives are proposed, but not definitively. 
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Figure 3. 17 Type of data associated with the identity profile (multiple types of data can be 

associated with the identity) 

From Figure 3.17 it can be understood that the most common data attributed to identity are 

personal documents (National ID, Passport, etc.) and driving license. In particular, there is a 

predominance of personal documents, which appear in 81% of cases. Then follow the data relating 

to the banking and healthcare context, two sectors that count numerous projects. There are also 

other types of data, but present in fewer cases. In theory, in SSI systems any attribute could be 

associated with identity. The results of the analysis on the practical cases show that the types of 

data actually attributed are a small set, compared to all those found. More specifically, 54% of cases 

allow to attribute only two or fewer types of data to the identity, effectively delineating a limited 

number of possible attributes for the identity. On the contrary, the projects that allow to attribute 

four or more data types to the identity are only 25% of the total. This means that, although few, 

there are some projects that allow users to associate a significantly broad set of attributes with the 

identity. Furthermore, the fact itself that there are practical cases, in which all these types of data 

are used, is interesting. It means, indeed, that such attributes are supported and usable in the SSI 

system. This is a significant step towards being able to associate any attribute to the identity profile. 

In addition, the possibility of attributing this wide array of data to identity, it is also a good sign as 

regards the interoperability of the model and its effective dissemination to all areas of daily life. 
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Without the possibility of associating certain attributes with identity, it would not be possible to 

operate in certain areas. For example, consider health data, which are often fundamental for 

healthcare projects. Precisely related to this, the results of the analysis that crosses the dimension 

of the data with that of the application areas yields interesting information. First, the various 

application areas do not involve specific requirements in terms of attributes associated with the 

identity. However, specific types of data, such as bank data or health data, are mainly used in the 

corresponding application areas, which in the example are finance and healthcare. Instead, crossing 

this perspective with others, such as active cases or cases in which institutions are present, no 

specific trend emerges. The results are aligned with those just presented. 

The data described so far are always certified or linked to a physical document. Self-declaration is 

very rare and mainly concerns biometrics and contact information. It can therefore be said that with 

the exception of some basic data, the attributes of the identity are very reliable, as they are certified. 

Among the most numerous types of data, there is that relating to banking data. This category 

includes a certain variety of attributes, which have been analyzed separately. The main results of 

the analysis are contained in Figure 3.18. 

 

Figure 3. 18 Types of banking data  

It should be noted that there is a tendency to certify some information, or the cards held by the 

user, in order to reuse them at a later time, sometimes for purposes other than banking. For 
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feature is generally shared with most documents associated with the identity profile. They are saved 

for the purpose of reusing them at a later time. In the case of bank identities, instead, users can use 

them to identify themselves both in other financial companies and in other contexts. However, the 

latter are a minority of cases, and their functioning is not always clearly specified. To conclude, the 

aspect to be considered is that although specific and mainly used in the financial context, these 

kinds of attributes can be used in other contexts. This is also a valid observation for some other 

categories of specific dates, such as health data or data related to the world of work and education.  

 

3.6 APPLICATION AREAS 

 

3.6.1 Overall results 

 

 

Figure 3. 19 Application areas of SSI cases (each case can have more than one application area) 

The most popular projects are general purpose ones. Of all cases, 18 (35%) are of this type. However, 

of these 4 only in intention, as in practice they are limited to some application areas. Among the 

vertical applications fields, the most widespread, as can be seen from Figure 3.19, are finance, eGov, 

healthcare and mobility. There are projects in other areas too, but they are fewer in number. 

However, although still not very widespread in all these fields, the presence of projects in this wide 
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range of application areas is very positive for the spread of the SSI system. This means, indeed, that 

the identity model is suitable for multiple application areas, just as described at the theoretical level.  

 

3.6.2 General Purpose projects 

 

The results of the analysis on general purpose cases are based only on the 14 projects that are 

effectively of this type. Cases intended to be general purpose, but that are not in practice, have not 

been considered in this analysis. 

 

Figure 3. 20 General Purpose and Overall case projects status comparison 

The outcomes of the analysis on the status of general purpose projects, summarized in Figure 3.20, 

returns very interesting data. 50% of these projects are active and they represent 54% of the total 

active projects. Although general purpose cases represent only 27% of total cases, they contribute 

to more than half of active projects. It is an encouraging sign, indeed, the idea behind the SSI model 

is that of an identity, which is not limited to specific sectors or niches, but which instead can have a 

wide variety of application areas. In this way it is possible to overcome the traditional paradigm and 

the user will be able to use a unique digital identity whenever necessary. In the theoretical 

description of the SSI model, this aspect is addressed through the interoperability principle. 
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As regards the geographical area, 10 different countries are represented (out of 19). As already 

mentioned, the only trend that emerges is that unlike the overall analysis, the US is the leading 

nation with 4 cases out of 14, a sign that there is attention to the development of an alternative and 

widely usable model in this country.  

Looking at the actors involved, no differences emerge with the overall picture, there is a prevalence 

of the private sector with similar percentages. Going further into detail, when known, the 

ecosystems of general purpose projects are composed of a wide variety of actors, coming from 

multiple sectors. Among the types of partners most present there are obviously the technological 

ones. Outside of these, in the ecosystems are present local governments, partners from the 

industrial sector and to a lesser extent from finance, education and NGOs.  

Similar speech for the protocols, there is not one prevalent and few with more than one case. An 

interesting fact is that the principle of interoperability in these projects tends to be respected more. 

However, the majority of cases still do not fully comply with the principle, due to the immaturity of 

the ecosystem and the limitations in terms of participants and in geographical terms.  

Also, for the blockchain, its use and its characteristics are aligned with what emerged from the 

overall analysis.  

Looking at data types, two interesting aspects emerge. The first is that all data types found are 

included at least once in one of the general-purpose projects, except the rental history, which 

however has only one case in all. The other aspect is that all general purpose cases include personal 

documents among their data, while for the other data there are percentages like those that 

emerged in the overall analysis. It can be implied that for a project of this type, users need an 

attribute that can be used in many contexts. Personal documents respond precisely to this need. 

 

3.6.3 Application areas of projects with institutional bodies 
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Figure 3. 21 Applications areas of projects that involve institutions (each case can have more than 

one application area) 

Figure 3.21 shows that as expected, all projects under the eGov fields are carried out in an 

ecosystem that also includes the institutions themselves. The presence of numerous cases in the 

mobility sector is also not surprising given the strong interest of governments in Mobility as a Service 

(MaaS). General purpose cases also have a significant representation, in line with the fact that they 

are the most widespread cases overall. On the other hand, there are few cases relating to finance 

and healthcare in this context, which, instead, are rather popular overall. A sign that these sectors 

are strongly linked to private initiative. 

 

3.7 DISCUSSION 

 

The aim of the research was to study how the landscape of SSI type systems is configured at an 

international level. Thanks to this it is possible to understand how the theoretical concepts of the 

SSI model are applied in practice. To complete this quest multiple dimensions of analysis have been 

considered and combined with each other. The main evidence emerged and the main intercepted 

trends, divided according to the perspective to which they belong, are summarized in Table 3.1. 
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Perspective Main findings 

General 

Information 

Geographical 

Distribution 

⮚ Europe is the continent with the most cases and different 
nations involved in a project. Africa is the least present, in line 
with reports from practitioner-oriented research centers. 

⮚ North America is strangely underrepresented in percentage, 
but the US has the largest number of active and general 
purpose projects. 

Project 

Status and 

Temporal 

Evolution 

⮚ Tangible projects (active and experimental) are the majority 
(86%). This means that the theoretical model is being 
translated into practical applications. 

⮚ The experimental part, 61% of total cases, is still prevalent 
over the rest. This confirms that the practical application of 
SSI is still in an embryonic stage. 

⮚ The percentage of active cases has increased over the years 
(with significant sample). This implies that solutions are 
increasingly ready to be used by end users. 

Main Actors 

⮚ The private sector is driving the model, being represented in 
all cases, and being present exclusively in most of them (61%). 

⮚ 85% of active cases include only private actors. From which it 
can be deduced that projects with institutions tend to stop 
earlier. 

Model 

Diffusion 

⮚ The number of users, when present (16% of cases), generally 
ranges from hundreds to a few thousand users involved. The 
adoption is very low, considering the potential, once again 
indicating the embryonic state of the practical application of 
the SSI model. The research on how to make it scalable is still 
ongoing. 

⮚ Success factors are to give the possibility to access as many 
services as possible with this identity and to be oriented to 
users’ needs. 

Economic 

Sustainability 

⮚ Information on this aspect was found only in 33% of cases. 
Hence, it is evident that this is not one of the priorities and is 
a neglected factor not only by literature, but in some cases 
also on a practical level. 

⮚ The result of the analysis shows that there are no established 
business models. This is because it is an uncertain and strongly 
developing ecosystem (also considering associated 
technologies). 

⮚ An intercepted trend is that the user is generally not the 
paying party. 

SSI Principles SSI Protocols 
⮚ There are 23 protocols in all, of these only 5 are used for 

multiple use cases, but they cover 65% of the total cases. The 
lack of a precise international direction, also highlighted by 
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the literature, implies that most cases try to develop their own 
protocol, especially when there is a geographical and cultural 
distance from the more established ones. 

⮚ The most promising protocols are Sovrin, Jolocom and W3C 
Standards, which alone account for 55% of total cases. 

SSI Principles 

⮚ All projects comply with the principles of Existence, Access, 
and Transparency. The principles of Control, Consent and 
Protection are also respected in the vast majority of cases. The 
most critical principles, on the other hand, are Persistence, 
Minimization and above all Portability and Interoperability. 

⮚ The difficulties encountered in several cases in fully respecting 
all ten principles confirm that the SSI model is still 
predominantly a theoretical model. 

⮚ However, the presence of cases and protocols capable of 
respecting all ten SSI principles and making technical choices 
motivated precisely by adapting to the theoretical dictates of 
the model, confirms that a transition is taking place towards 
the practical application of the SSI concept. 

Technological 

Aspects 

Blockchain 

⮚ The strong link that emerged in the literature between SSI and 
the blockchain is also confirmed in practice. 88% of cases use 
this technology. 

⮚ The blockchains used are mostly public (82%) and 
permissioned (56%). The first aspect is consistent with the 
theoretical model. Being permissioned, on the other hand, 
carries the risk of centralizing power in the hands of a small 
group of people. This is not aligned with the theoretical 
dictates of the SSI. However, in active projects the 
permissionless case (60%) prevails, which testifies to the 
applicability of this type of blockchain. 

Integration 

Technologies 

⮚ All cases, where the information is known, use integration 
technologies in the API & SDK category. The other protocols 
are used only for retrofitting with existing systems. API & SDK 
provide greater flexibility and facilitate the dissemination of 
the SSI model. 

Process 

Technologies 

⮚ In 79% of cases where information is available a wallet is used, 
while a mobile application is present in all cases. 

⮚ Mobile wallets (97% of the cases that use a wallet) and mobile 
applications have two advantages: portability and the ease 
with which they can be obtained. Indeed, nowadays many 
people have a smartphone on which to install them. This can 
greatly facilitate the access and diffusion of the SSI system. 

⮚ For mobile applications, there is a predominance in the use of 
QR Code. Biometric and PIN follow. The use of passwords is 
down compared to the traditional system. 
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User 

Perspective 

Access/Use 

Credentials 

⮚ The most used factors are biometric and PIN. There is a sharp 
decline in the use of password and User ID, as in the case of 
process technologies. SSI projects mark a shift from the 
methods used in traditional systems towards more innovative 
technologies. These technologies are safer, but still very 
simple to use for the end users, improving their experience. 

⮚ MFA is compulsorily used only in 24% of cases. However, the 
fact that MFA is the direction of the future is evidenced by the 
fact that 77% of cases support it. 

Onboarding 

Procedures 

⮚ Online onboarding is the most common procedure (used in 
approximately 52% of cases). This can improve the user 
experience, as this type of onboarding saves time and costs. 
In addition, it facilitates access to identity for people residing 
in rural areas or with difficulty moving around. 

⮚ There are different types of online onboarding. The most 
common is the verification of documents uploaded by the 
user, which is facilitated using the blockchain. The documents 
verified most often are the most common ones, such as 
National ID, Passport and Driver's License. 

⮚ In person onboarding remains widespread, with only one case 
less than the online one. Especially in cases where institutions 
are involved in the project. In person onboarding is required 
in 80% of these cases. This limits the benefits described above, 
also considering that it is precisely the institutions that issue 
the most necessary documents for online onboarding. 

Data  

⮚ The most common data, attributed to identity, are personal 
documents (National ID, Passport, etc.) and driving license. 
They appear respectively in 81% and 44% of cases. Below is 
the data relating to the banking and health sector. There are 
also other types of data, but present in fewer cases. 

⮚ The literature reports that theoretically in SSI systems any 
attribute could be associated with identity. However, the 54% 
of cases allow to attribute only two or fewer types of data to 
the identity, effectively delineating a limited number of 
possible attributes for the identity. On the contrary, the 
projects that allow to attribute four or more data types to the 
identity are only 25% of the total. So, although few, there are 
some projects that allow users to associate a significantly 
broad set of attributes with the identity. Furthermore, the fact 
that there are practical cases, in which all types of data found 
are used, means that such attributes are supported and 
usable in the SSI system. This is a significant step towards 
being able to associate any attribute to the identity profile. 

⮚ In all cases, the data described are certified or linked to a 
physical document (except for some basic information). This 
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means that the attributes of the identity are very reliable, as 
they are certified. 

⮚ The results of the detailed analysis of banking data reveal that 
they are mainly used in the financial sector, however despite 
their specificity they can also be used in other application 
areas. This observation can be extended to other categories 
of specific data, such as health data or those relating to 
education and work. 

Application 

Areas 

Overall 

Results 

⮚ The most popular projects are general purpose ones (27% of 
total cases). 

⮚ Among the vertical applications fields, the most widespread, 
are finance, eGov, healthcare and mobility. There are projects 
in other areas too, but they are fewer in number. 

⮚ The presence of projects in the wide range of application 
areas found means that the SSI model is suitable for being 
used in any context, just as described at the theoretical level. 

General 

Purpose 

Projects 

⮚ 50% of general purpose projects are active. Although these 
projects represent only 27% of total cases, they count for 54% 
of the total active projects. This is an encouraging factor, 
aligned with what emerged from the literature, namely that 
the SSI is not limited to specific sectors or niches, but instead 
can have a wide variety of application areas. It is no 
coincidence that the principle of interoperability tends to be 
respected more in these cases (29% against 21% in the overall 
case). 

⮚ All general purpose cases include personal documents among 
the data attributed to identity. It can be implied that for a 
project of this type, users need an attribute that can be used 
in many contexts. Personal documents respond precisely to 
this need. 

Application 

areas of 

projects with 

institutional 

bodies 

⮚ All projects under the eGov fields are carried out in an 
ecosystem that also includes the institutions themselves. 

⮚ The presence of numerous cases in the mobility sector is due 
to the strong interest of governments in MaaS. 

⮚ There are few cases relating to finance and healthcare in this 
context, which, instead, are rather popular overall. A sign that 
these sectors are strongly linked to private initiative. 

Table 3. 1 Recap of the main evidence and of the main trends intercepted following the empirical 

work 
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Chapter 4: Conclusions 
 

This last chapter contains a sum-up of the main contributions of this thesis work. The chapter will 

conclude by explaining the limitations of this work and possible directions for future research. 

 

4.1 RESULTS SUMMARY 

 

The results described in the previous chapter confirm the presence of an emerging global ecosystem 

of Self-Sovereign Identity. This work was one of the first attempts to describe this ecosystem, trying 

to collect and analyze the data considered significant, following a thorough review of the existing 

literature. 

As many as 47% of cases are in Europe, which is by far the continent most involved in the 

development of SSI-type solutions. Among the main reasons is the strong regulation in terms of 

privacy and protection of user data in that continent, with which this model is well suited. Asia and 

North America, which have fewer total cases, have more active projects, showing a strong practical 

interest in the model. Generally, these two continents are very active in the digital sector and an 

increase in interest in SSI would help accelerate the development of the ecosystem. Africa, on the 

other hand, is the least represented continent, confirming the difficulties of this territory in terms 

of digital identity, due to the lack of infrastructure and know-how. Looking at the status of the 

projects, the tangible projects represent a majority compared to the announcements and the 

stopped projects. This means that the theoretical interest is turning into concrete and practical 

applications of the SSI model. However, 61% of the projects are tests or pilots, while fully active 

projects are 25%. This is rather indicative of the embryonic stage in which the practical application 

of the SSI model still stands. The experimental part is still prevalent over the rest. Regarding this, it 

is interesting to note that the number of cases has grown steadily since 2017 until 2020, and above 

all, the percentage of active cases has grown steadily over the years. This is a sign that the proposed 

solutions are increasingly ready to be distributed on the market. Considering the actors present in 

the ecosystem, the private sector is driving the model, being represented in all cases, and being 

present exclusively in most of them (61%). The difference is even more marked if we consider the 

active cases, where 85% of cases rely only on the private sector. Similar results were obtained 

considering the SPs involved in the various projects. Lastly, the study of the diffusion of the model 

in numerical terms and of the economic model underlying the SSI system was carried out only at a 

qualitative level, as the novelty and the embryonic phase in which the model still finds itself 

prevented the finding of sufficient data to complete a quantitative analysis. The main observations 

regarding these two aspects are described in detail in the previous chapter. 
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Analyzing the 51 cases, 23 different SSI protocols emerged. Among these three stand out for the 

number of cases and attention to all aspects of the SSI model: Sovrin, Jolocom and the W3C 

Standards. These three alone account for 55% of total cases and cover multiple vertical application 

areas as well as general purpose projects. It is therefore possible to observe that the lack of a precise 

international direction implies that most projects try to develop their own protocol, especially when 

there is a geographical and cultural distance from the more established ones. On the other hand, it 

is also true that there are protocols that are establishing themselves as the main ones in the 

landscapes. Turning to the results of the analysis on the ten principles of the SSI model it is possible 

to say that this is a critical aspect for the proposed systems. Indeed, it is noted that some cases do 

not pay much consideration to these principles, still showing some confusion on the theoretical SSI 

model. In particular, four principles emerge as critical: Persistence, Minimization, Portability, and 

Interoperability. The latter two are not respected or are only partially respected in 67% and 78% of 

cases respectively. However, it should be specified that there are projects capable of satisfying all 

ten principles. Moreover, in many cases the non-compliance is due to the novelty of the model and 

the consequent limited environments. Further development of the ecosystem will lead to significant 

improvements in this regard. 

As far as the technological aspects are concerned, the analysis made it possible to identify some 

consolidated trends and practices. First, the strong link between SSI and Blockchain, identified in 

the literature, is also confirmed on a practical level. Indeed, in 88% of cases the blockchain is used. 

These blockchains are mainly public and permissioned. This represents an obstacle to the full 

achievement of the potential of the SSI model. Indeed, the ideal case would be a permissionless 

platform, in order to avoid the presence of authorities that could centralize the control of the 

blockchain. From this point of view, the fact that among the 10 active cases that use blockchain 

technology, there is, instead, a prevalence of public and permissionless blockchains is to be 

considered much better and encouraging on the effective usability of this type of blockchain in 

operational cases. As for integration technologies, the results show a predominance of API & SDK, 

in the few cases where other technologies are used it is only to allow retrofitting with existing 

systems. The various benefits associated with the use of these technologies help to promote the 

diffusion of the SSI model. As for process technologies, in 79% of cases where information is 

available a wallet is used, while a mobile application is used in all cases. This can have a strong 

impact on the diffusion and access of the SSI model, indeed, they can be easily downloaded and 

used on a common smartphone. Looking at the characteristics of the mobile applications used, a 

trend emerges, also found in the aspects relating to the user's perspective, which is a wide use of 

innovative technologies and methods at the expense of traditional ones. In the specific case, 

methods such as PIN and Password are still quite widespread, but in sharp decline if compared to 

the traditional systems. At the same time emerging technologies such as QR Codes and Biometrics 

are used in most cases.  
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Similarly, the access methods analysis results show a decline in the use of User ID and Password, 

typical of traditional systems. Instead, the most used methods are biometrics and PIN. These 

technologies are safer, but still very simple to use for the end users, improving their experience. To 

further increase safety, MFA is supported in 77% of cases. Looking at the onboarding process, 

projects are homogenously distributed, with 17 cases of online onboarding and 16 of in person 

onboarding. This is an interesting result, indeed, online onboarding can reduce the time and costs 

required for the procedure. In addition, it would facilitate access to identity for people residing in 

rural areas or with difficulty moving around.  

The way it was conceived, the SSI model foresees that any type of attribute can be associated to the 

identity. This is not completely respected in practice, indeed, 54% of cases allow to attribute only 

two or fewer types of data to the identity. It can be said that in most cases the identity profile has a 

limited set of attributes. There are, however, cases that allow to attribute multiple attributes to the 

identity. In addition, more generally several types of data were found during the analysis of the 

projects. This means that this wide set of attributes is supported and usable in the SSI system, thus 

being a solid basis for the future achievement of the goal. Furthermore, the analysis on the data 

showed that they are always certified or linked to a physical document, which allows them to be 

considered reliable. Self-declaration is very rare and mainly concerns biometrics and contact 

information. 

Lastly, considering the application areas, the most common projects are general purpose ones 

(27%). While as regards the vertical applications fields, the most widespread are finance, eGov, 

healthcare and mobility. There are projects in other areas too, but they are fewer in number. This 

means that the SSI identity model is suitable for multiple application areas, just as described at the 

theoretical level. 

 

4.2 LIMITATIONS AND FUTURE RESEARCH 

 

The methodology presented in Chapter 2 has been designed and reviewed during the research to 

obtain a research process as rigorous and replicable as possible, with the ultimate goal of creating 

a reliable source of information on the Self-Sovereign Identity ecosystem. However, considering the 

limitation of resources and the inevitable research bias, some limitations remain regarding data 

collection and the relative analysis: 

➢ Data Sources: the research for existing SSI cases involved the use of two different types of 

data sources: literature and specialized websites in the sector. In this way it was possible to 

cover heterogeneous research areas. However, it is not certain that all SSI cases have been 

found, precisely because for example not included in one of the data sources. In addition, a 
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further limitation derives from the use of the English language to carry out the research. This 

may have caused an imbalance among cases developed in countries where this language is 

widespread and used at the expense of others, such as China or Russia. 

➢ Extraction Process: before carrying out the research on the specialized websites in the 

sector, a series of specific keywords to be used for the search was defined. This set was built 

in a specific way also to avoid having vague or uninteresting results for the research. 

However, this may have led to the exclusion of valid cases with a vague or inaccurate 

description. 

➢ Data Integration: the dataset extracted from the data sources was integrated with a series 

of information relating to specific variables, considered relevant following the literature 

review process. The author's judgment may have diverted the result of the process in 

considering relevant information or not. Moreover, the objectivity of the information 

present on institutional websites could be questioned. 

➢ Scientific Material: the novelty of the argument has limited the number of documents and 

papers available, being the Self-Sovereign Identity topic in its early phases. 

Given its originality in the object of study, this thesis could lay the foundation for further studies in 

the field of digital identity. In continuity with this research work, several directions for future 

research could be outlined: 

➢ The database could be periodically updated, considering changes in the ecosystem. In this 

way it would be possible to make observations on the progress and diffusion of the SSI 

model. 

➢ Some successful cases and protocols were presented in the research. Through further 

research it is possible to verify their status and whether any new success cases are inspired 

by them. In this way it would be possible to formalize the success factors for the SSI model. 

➢ During the work it was mentioned that only with the maturity of the SSI model it will be 

possible to know more precise information on some variables. These include, for example, 

the diffusion of the model, the economic sustainability, or the compliance with the principles 

of interoperability and portability. One or more of these areas can be the targeted focus for 

future research, in order to answer these open questions. 
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