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Abstract

Side-channel attacks exploit unintended information leakage emitted by cryptographic
devices to extract sensitive data. Such attacks represent a critical threat to the security
of modern computing platforms, especially in the context of pervasive IoT devices that
continuously process sensitive data. This thesis addresses the challenges of evaluating and
enhancing the security of digital circuits against side-channel attacks, focusing on realistic
scenarios and reducing the costs and complexity of the analysis. To achieve this goal, it
presents an open-source framework that supports the side-channel workflow end to end,
combining deep-learning methods for segmentation and attack with hardware-assisted

evaluation of countermeasures.

Isolating and aligning cryptographic operations within side-channel traces is crucial for
successful attacks. This task becomes particularly challenging in real-world scenarios
where noise and countermeasures can obscure the signals of interest. A primary con-
tribution of this thesis is Hound, a deep-learning pipeline for advancing cryptographic
operations segmentation in traces highly affected by hiding countermeasures, eliminating
the need for trigger infrastructure. The novel Chameleon dataset is introduced publicly

to provide a realistic benchmark for evaluating segmentation and attack methodologies.

Once segmented and isolated, side-channel traces can be analyzed to recover secret in-
formation. Classical attacks often struggle against traces protected by hiding techniques,
which introduce significant temporal misalignment. This work explores attack strate-
gies against dynamic frequency scaling countermeasures, introduces the DFS  DESYNCH
dataset for benchmarking methodologies on highly desynchronized traces, and proposes
Owl, a novel deep learning-assisted attack to tackle these challenges. Owl leverages deep
learning to preprocess and realign traces, enabling effective key recovery even in the pres-

ence of significant temporal misalignment.

On the defense side, the thesis investigates the impact of run-time variability, such as
dynamic voltage and frequency scaling, on side-channel leakage and attack resistance. It
proposes Rabbit, a hardware module for fine-grained and random frequency changes on

FPGAs, and demonstrates its effectiveness through extensive experimental campaigns.



Results identify frequency scaling as the most robust hiding technique among those in-
spected, while Rabbit demonstrates high resistance to the tested advanced attacks without

compromising system performance.

All the experimental campaigns leverage JARVIS, a novel open-source hardware-software
framework for side-channel research on FPGA-based IoT-class systems. JARVIS provides
a complete environment for configuring, monitoring, and analyzing cryptographic opera-
tions, enabling researchers to deploy and assess countermeasures with high observability

and control.

Overall, this thesis delivers a comprehensive workflow for side-channel analysis in realistic
environments, combining open-source platforms, novel datasets, advanced segmentation
and attack techniques, and innovative countermeasures. The contributions support the
development of secure digital systems and provide valuable resources for the research

community, advancing the state of the art in side-channel analysis.

Keywords: side-channel analysis, deep-learning, cryptography, security, AES, RISC-V,
CNN
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]_ ‘ Introduction

Computer security has become a paramount concern in contemporary everyday life. The
pervasive nature of always-connected devices enables a wide variety of services, such as
health monitoring, smart and interactive buildings, digital banking, and video surveil-
lance. However, while such applications offer significant utility in modern society, they
simultaneously introduce substantial challenges in guaranteeing the privacy and security

of exchanged data, particularly when that data is personal, private, and sensitive.

Cryptography is at the core of ensuring security in any digital application. Indeed, it pro-
vides the foundation for secure data exchange by ensuring confidentiality, authenticity,
and integrity, i.e., guaranteeing that data has not been tampered with, of the communi-
cating parties. Traditionally, the security of these systems is believed to be guaranteed
through the deployment of cryptographic primitives, e.g., RSA [RSA78], AES [oSND*23],
and SHA-3 |[Dwolb|, alongside secure communication protocols like SSH [YLO6] and
TLS |[RDO08]. However, it has become increasingly evident that relying solely on the
theoretical soundness and mathematical security of these cryptographic algorithms is,
in many practical scenarios, insufficient. Vulnerabilities often arise from side-channel
attacks (SCAs) (or analysis), which have emerged as one of the most significant and
critical security threats to modern cryptographic implementations. Unlike attacks that
target flaws in the cryptographic algorithms’ theoretical specification, SCA exploits weak-
nesses and unintended information leakage in their physical implementation, even for
well-established ciphers proven to be mathematically secure. SCA leverages information
leakage caused by the dependency between data processed by a computing platform and
observable environmental signals, known as side-channel signals. Such leaked information
can manifest in various forms, including power consumption [KJJ99|, electromagnetic
emissions [QS01], and computational time [Koc96, KHF19].

An effective analogy for understanding SCA is opening a safe without knowing the combi-
nation, relying only on a stethoscope to listen to the subtle sounds produced by the lock’s
mechanisms. In the same way, an attacker targeting an embedded device with SCA does

not require direct access to the secret key, but instead carefully observes indirect physical
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Figure 1.1: Generic side-channel attack flow. The attacker measures the side-channel
signal from the target device, performs some statistical analysis, and obtains the secret

key.

signals to infer sensitive information. Just as a skilled listener can eventually open the
safe by interpreting these subtle cues, a determined attacker can extract cryptographic

secrets by analyzing the device’s side-channel leakages.

Figure 1.1 exemplifies the high-level flow of a SCA on an embedded device, such as a
smart card. To execute a SCA, a malicious actor must first gain physical access to the
target smart card. Once access is established, the attacker measures the chosen side-
channel signal while the device performs cryptographic operations. The attacker then
shall make predictions about how the secret data affects the side-channel signal, often
by exploiting known data like plaintexts. The final step involves statistically correlating
these predictions with the measured signal to infer the processed data and, ultimately,
the secret cryptographic key, thereby retrieving the card’s PIN and breaching into the
target. In practice, SCA requires a way to model how secret data influences the physical
signals and a method to compare these predictions with the measurements, so that the

attacker can efficiently extract secret information.

The rapid growth of the Internet of Things (IoT) over the past fifteen years has made
SCA an even more pressing security concern. Connected embedded devices, ranging
from smart home gadgets and fitness trackers to industrial sensors, have become inte-
gral to our daily lives, handling sensitive information. Protecting them in real-world
situations is crucial to ensuring data safety and maintaining trust in modern technology.
Consequently, millions of products undergo thorough security evaluations in laboratories
worldwide every day [ALAM19|. Throughout these assessments, SCA is rigorously exam-
ined by both industry and academic researchers in the fields of information security and
cryptography [BBB*21, BBYS22, PPM*23|. Thus, the process of side-channel analysis
itself acts as a fundamental verification mechanism for cryptographic devices, highlight-
ing the symbiotic relationship between attack and defense: only through effective attacks

can evaluators identify device vulnerabilities and assess the effectiveness of implemented
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countermeasures. Such an iterative cycle is essential for refining defense techniques, since
each newly demonstrated attack may reveal previously unknown weaknesses and prompt
the development of more robust defenses. Despite these continuous efforts, a truly secure
system cannot be said to exist in information security. Instead, there are only systems
that have not yet been compromised. The US National Institute of Standards and Tech-
nology (NIST) has mandated SCA resistance as a crucial security requirement for cryp-
tographic modules in FIPS 140-3 standard [CS19]. Besides assessing SCA resistance, this
standard outlines countermeasures such as noise generation, randomization, and secure

hardware design to mitigate vulnerabilities.

While this thesis focuses primarily on physical side-channels on embedded devices, it is
worth noting that the threat landscape extends beyond isolated systems. Modern comput-
ing platforms with multiple cores and advanced microarchitectural features, introduce ad-
ditional complexity that amplifies side-channel vulnerabilities [OST06, YF14, ABuH"19|.
Shared hardware resources and speculative execution mechanisms may leak sensitive in-
formation through timing and power variations [LSGT18, KHF*19], underscoring that

side-channel threats are pervasive across diverse computing architectures.

1.1. Motivation: side-channel analysis workflow

Acquisition
v
Segmentation Q Defense
' ;
Attack

Figure 1.2: Side-channel analysis evaluation workflow. Attack and defense are in a sym-

biotic relationship.

Given the pervasive threat SCA poses to modern devices, a deeper understanding of
the practical attack process is essential for developing effective countermeasures. SCA
techniques leveraging power consumption have been successfully applied to a wide range
of commercial devices, including payment and public transport smart cards [OP11], Intel
microcontrollers [SRH16|, and even complex systems such as iPhones [LKMM21]. The
widespread deployment of these devices in critical systems worldwide underscores the
practical relevance and impact of SCA in real-world scenarios. However, SCA has been

primarily studied in controlled laboratory environments, where the evaluator can gain
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complete access to the device under test and make idealizing assumptions about the
target systems. Since SCA does not aim at the weaknesses of cryptographic algorithms
but rather at the vulnerabilities of their implementations, executing an effective SCA in
practice is a complex task that requires a deep understanding of the implemented target
system, a high-cost infrastructure to measure and analyze side-channel signals, and the

expertise to develop and apply sophisticated statistical techniques.

Starting from the seminal work in [KJJ99|, a vast literature targeting SCA has emerged
over the last two decades [CRR03, MPP16, BPS™20, WPP24|. Despite the diversity
of SCA techniques, all approaches fundamentally depend on two critical prerequisites:
i) multiple executions of the same cryptographic operation (CO) with varying inputs,
and 1) accurate localization and alignment in time of COs within the side-channel traces.
Figure 1.2 illustrates the SCA evaluation workflow necessary to meet these conditions.
This workflow consists of several key steps: acquisition, segmentation, and attack. As a
complementary and symbiotic step, the development of defensive countermeasures is also

crucial.

Acquisition The first step in the workflow is the acquisition phase, where multiple COs
are executed with varying inputs, i.e., plaintexts and keys. During this process, both the
physical side-channel signal and the corresponding cryptosystem inputs are collected. In
laboratory settings, dedicated evaluation boards such as SASEBO SAKURA-II [Inr15],
Keysight Riscure icWaves [Key20|, and NewAE ChipWhisperer Pro [New20a| are em-
ployed, carefully isolated from external interference and powered by clean, stable supplies.
These boards are meticulously designed to minimize noise from the measurement setup
and to maximize the desired signal leakage by carefully positioning ground and signal
lines. A small shunt resistor is typically inserted in series with the power line of the

device under test to facilitate precise measurement of power consumption.

Segmentation The second stage, segmentation, focuses on accurately localizing and
aligning in time the COs within the raw,noisy traces just acquired. Effective segmentation
guarantees that the relevant parts of the trace, i.e., the parts containing the information
leakages related to the target CO, are properly isolated and synchronized. In a controlled
laboratory environment, the acquisition and segmentation phases are typically carried
out simultaneously. Security evaluation boards [Inrl5, New18| used during acquisition
are equipped with trigger pins, enabling precise synchronization between COs and the
associated side-channel signals. This ad-hoc hardware support significantly streamlines
the segmentation step for the evaluator. In research settings, the side-channel community

frequently relies on publicly available datasets [BPS*20, Kiz20|, which typically feature
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low background noise, comprehensive metadata, and are organized with one CO per trace,

meaning they are already segmented and perfectly synchronized for convenience.

Dedicated acquisition boards and open datasets offer significant advantages to researchers,
enabling them to concentrate on the attack phase, which is often the most critical and
technically demanding part of the workflow. However, these resources tend to overlook
the segmentation phase, which becomes particularly challenging in real-world scenarios
where hiding techniques have been widely adopted as a cost-effective solution to hinder
the pre-processing of side-channel traces. Attackers must deal with raw traces from real
devices, without relying on trigger pins or other tools. As a result, attackers are required
to manually identify and isolate COs within the side-channel traces, a process complicated

by noise, signal variability, and the presence of advanced obfuscation countermeasures.

Attack The final and most challenging stage is the attack phase, where the attacker
exploits the identified COs to extract sensitive information. This phase often requires so-
phisticated techniques and a deep understanding of the target system’s vulnerabilities. In
the last decade, the adoption of machine learning techniques [MPP16, BPST20, RWPP21]|
has revolutionized the attack phase, enabling attackers to automatically learn complex
leakage models directly from raw traces, bypassing the need for manual feature engineer-
ing and expert knowledge. Devices protected by countermeasures previously considered
robust, such as masking and hiding, are now vulnerable to these advanced techniques,

driving ongoing research into new and improved countermeasures.

Defense Complementing the attack phase, the development of effective defense coun-
termeasures is crucial to protect cryptographic devices from emerging threats. Counter-
measures generally fall into two main categories: masking and hiding. Masking tech-
niques [GP99, KMMS21| divide sensitive data into multiple independent parts, called
shares, which are processed separately. This approach reduces the link between each
share and the secret key, making it harder for attackers to extract useful information.
Hiding methods [YWVT05, CK09] focus on introducing randomness into the side-channel
signals, obfuscating the leakage and making it more difficult for attackers to find patterns
and exploit leaked information. Hiding actuators are widely available, even on low-end

[0oT devices, making them a cost-effective solution to harden side-channel security.

Despite the growing security threat of SCA to IoT devices, the hardware platforms on
which they are built often lack robust defenses. Most commercial microcontroller-based
system-on-chips (SoCs) run cryptographic primitives even though security was not a

primary design goal, primarily due to tight deadlines, constrained budgets for power,
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performance, and area (PPA), and cost-saving considerations [BBIP21|. Side-channel
vulnerabilities challenge the critical need for a careful balance between performance and
security. Implementing robust countermeasures often incurs a non-negligible cost, as these
techniques can reduce system performance, increase power consumption, and require ad-
ditional silicon area for secure cryptographic accelerators. Achieving absolute security
is unrealistic, instead, practical solutions aim to maximize protection while minimizing

impact on performance and system complexity.

1.2. Research questions

This thesis aims to develop an innovative methodological framework to evaluate the se-
curity of digital circuits in realistic scenarios, reducing the costs and complexity of the
analysis. Deep-learning techniques are an essential tool for achieving this goal, as they
can automatically learn complex patterns in raw side-channel traces, allowing us to get

closer to a realistic attack, removing the need for some common laboratory assumptions.

To this end, the thesis addresses three research questions (RQs), each targeting a spe-
cific aspect of the side-channel analysis workflow, from the practical difficulties of trace
segmentation to the effectiveness of current countermeasures and the need for efficient

security solutions.

RQ1 How can cryptographic operations be accurately located within side-channel traces
containing millions of time samples in realistic scenarios, e.g. dealing with obfus-

cated traces and without relying on common laboratory assumptions?

RQ2 How can information leakage be restored from side-channel traces desynchronized

by real physical noise via hiding countermeasures to enable successful attacks?

RQ3 What strategies enable efficient side-channel security for digital circuits without

incurring significant hardware redesign costs?

To assess the three research questions, several quality metrics are considered throughout
this thesis. First, the evaluation focuses on the ability to accurately locate all crypto-
graphic operations within obfuscated traces and to segment them with precise temporal
accuracy. Notably, only a sufficiently precise segmentation enables the temporal alignment
of individual COs, which is necessary to perform effective side-channel attacks. Second,
analysing how hiding countermeasures resist deep-learning attacks requires quantifying
the strength of the attack. In particular, the success rate, the resources required, such
as the number of traces needed, and the computational effort involved, including the

time and number of neural networks that must be explored before satisfactory results are
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Figure 1.3: Contributions and research questions for each side-channel attack workflow

stage.

achieved, are considered. Finally, the efficiency and cost of the defense mechanisms are
analyzed by considering PPA metrics, the engineering complexity required to implement
such countermeasures, and their overall effectiveness, i.e., whether the system remains

vulnerable to attacks and what level of effort is needed to compromise its security.

1.3. Contributions

Over the past decades, the side-channel research has made substantial progress in un-
derstanding and mitigating the risks posed by SCA. While much of the state-of-the-art
research has focused on the critical attack and defense phases, the sensitive acquisition and
segmentation steps have received less attention. Acquisition and segmentation stages are
crucial for obtaining high-quality side-channel traces but they require ad-hoc setups, sta-
ble measurement conditions, and expertise, which are not always available. To streamline
the analysis process and focus on the most critical and challenging phases, the commu-
nity often falls back on open datasets [rgl4, BPS*20, CM24| that provide clean traces
and comprehensive metadata. Nevertheless, these datasets may not always capture the
specific scenarios of interest, and their limitations can hinder evaluating novel analysis
techniques. When suitable public datasets are unavailable, researchers must undertake

the entire end-to-end workflow themselves.

This thesis advances each step of the SCA workflow by emphasizing realistic scenarios
and providing practical tools and methodologies. These contributions enable the evalu-
ation of countermeasures and the benchmarking of analysis techniques under conditions
that closely reflect real-world challenges. Figure 1.3 summarizes the co-authored research
papers contributing to each SCA stage and their connection to the research questions

addressed in this thesis.
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Acquisition To ensure a rigorous and reproducible evaluation across the entire work-
flow, a unified experimental infrastructure for collecting side-channel signals on IoT-
class devices is presented. Specifically, the experimental acquisition phase relies on
JARVIS [ZGG25|, an open-source hardware and software platform designed for FPGA-
based research. Serving as the foundational instrumentation layer, JARVIS provides a
comprehensive environment, including a RISC-V processor, dedicated modules for imple-
menting countermeasures, and a custom debug system that enhances the visibility and
control of the experimental setup. Its minimal FPGA-based architecture simplifies the
development, validation, and refinement of SCA methodologies and countermeasure, as
well as reducing unnecessary leakage sources and thus making analysis more straight-
forward. The platform also ensures that the prototype and its emulated version behave
consistently, thanks to dedicated hardware features for accurate signal collection. Conse-
quently, JARVIS allows for extending traditional PPA evaluation metrics with a concrete
security perspective, offering a ready-to-use ecosystem for robustly evaluating the segmen-
tations, attacks and defenses proposed in this work. The platform is publicly available!,

making the experimental setup accessible to the community.

Segmentation To further advance segmentation research, this thesis presents Hound [CGL™24,
GCZ24, GCZ25|, a deep-learning tool for locating cryptographic primitives in traces heav-
ily affected by hiding countermeasures. Hound eliminates the need for trigger infras-
tructure, easing the COs segmentation in real-world environments, and it is successfully
validated on multiple scenarios, testing various cryptographic algorithms and hiding tech-

niques.

The thesis also introduces the Chameleon dataset [GCZ25|, which is the first to capture
power traces from a real device implementing four different hiding countermeasures, i.e.,
dynamic frequency scaling [GMZ25|, random delay [CK09|, morphing [ABPS15b]|, and
chaffing [ABPS15al. Each trace contains several executions of the CO of choice inter-
leaved with multiple general-purpose applications, where the interleaving strategy has
been selected to mimic the concurrent execution of the applications on the computing
platform. In contrast to any previous dataset, the noise due to the actuators implement-
ing the hiding countermeasure is measured rather than artificially modeled, making it a
more realistic and valuable resource for assessing the effectiveness of side-channel counter-
measures. The acquisition process was extensive, requiring over 60 hours and producing
a dataset of 2560 annotated traces. Chameleon is the first dataset designed to support

both segmentation and attack stages, thanks to detailed metadata marking the start and

1JARVIS: https://github.com/hardware-fab/JARVIS
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end of each CO execution.

Both the tool and its dataset are open-source? 3, supporting reproducibility and further

research.

Attack Another key contribution is the development of new datasets and methodologies
for analyzing highly desynchronized traces by dynamic frequency scaling (DFS) counter-
measures. The thesis introduces the DFS_DESYNCH dataset [GLMZ25|, which features
AES power traces collected from a real system employing DFS to induce high temporal
misalignment. Unlike previous open datasets, which exhibit only minor desynchroniza-
tions of 100 samples between two traces, DFS_DESYNCH provides traces with significantly
larger timing variations, on average of 64 536 samples. A digital clock labeling system is
also proposed, allowing for precise monitoring of frequency changes without the need for

expensive equipment.

A novel deep-learning pre-processing named Owl [GLMZ25| is presented to handle these
challenging desynchronized traces. The approach uses deep learning to resynchronize and
realign the traces to a common frequency, validated by a subsequent SCA to recover
the secret key. Experiments on the DFS DESYNCH dataset demonstrate a successful

recovery of the secret key, confirming the effectiveness of the approach.

The tool and dataset are publicly available? to foster further research.

Defense A thorough experimental campaign was conducted on several FPGA devices
to study the impact of random dynamic voltage and frequency scaling (DVFS) and inter-
chip variability on trace alignment and side-channel leakage [GGF124]. Main results
illustrate that analog components in the DVFS actuator can hinder vulnerabilities, but
using a high-pass filter restores most of the leakage. Variability between FPGA chips is
insufficient to compromise SCA, while frequency scaling proves to be the most effective
method for hiding. The effectiveness of desynchronization improves with the distance

between operating frequencies rather than depending on the number of frequencies used.

The thesis proposes Rabbit [GMZ25], a hardware module for AMD Xilinx FPGAs that
performs random dynamic and fine-grained frequency scaling. Rabbit leverages a dual-
MMCM design to perform rapid temporal dynamics while keeping the system running

smoothly during reconfiguration, achieving high performance with minimal overhead. Fi-

2Hound: https://github.com/hardware-fab/DL-to-locate-COs-for-SCA,
https://github.com/hardware-fab/Hound

3Chameleon: https://github.com/hardware-fab/chameleon

410wl and DFS_DESYNCH: https://github.com /hardware-fab/DLaTA


https://github.com/hardware-fab/DL-to-locate-COs-for-SCA
https://github.com/hardware-fab/Hound
https://github.com/hardware-fab/chameleon
https://github.com/hardware-fab/DLaTA
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nally, the security of Rabbit was tested against various attacks, including correlation

power analysis, template attacks, and deep-learning methods. The Test Vector Leakage

Assessment (TVLA) was also applied with no leakage detected in up to ten million traces,

demonstrating Rabbit’s strong resistance to SCA.

1.4.

Thesis structure

This thesis is organized into seven chapters, each corresponding to a key phase of the

side-channel analysis workflow and addressing the research questions associated with it.

Chapter 2: Background and State of the Art

Reviews the fundamentals of side-channel attacks, including acquisition, segmen-
tation, attack methodologies, and countermeasures. It introduces relevant frame-
works, open datasets, and hardware platforms, and discusses classical and deep-

learning-based attack techniques as well as defense strategies.

Chapter 3: Cryptographic Operations Segmentation in Real-World Sce-
narios

Details the methodology for segmenting COs in obfuscated side-channel traces. It
presents the Hound deep-learning pipeline for segmentation, describes the train-
ing and inference processes, and discusses heuristics for segmentation errors. The
chapter includes materials from [CGL*124, GCZ24, GCZ25|.

Chapter 4: Attack and Defense Strategies Using Deep Learning
Explores advanced attack techniques, including the deep learning-assisted SCA Owl
and a dynamic clock randomization countermeasure. It describes the Rabbit hard-

ware architecture for frequency randomization and evaluates its effectiveness against
SCAs. The chapter includes materials from [GGF*24, GLMZ25, GMZ25].

Chapter 5: Setup and Benchmark for Methodology Evaluation
Introduces the JARVIS hardware-software framework for side-channel research and
presents two novel datasets, Chameleon and DFS DESYNCH, designed to bench-
mark segmentation and attack techniques under realistic hiding conditions. The
chapter includes passages from [CGL"24, GLMZ25, ZGG25, GCZ25|.

Chapter 6: Experimental Results and Comparative Evaluation

Presents a comprehensive experimental campaign to evaluate the proposed method-
ologies and their impact on side-channel analysis. It evaluates segmentation and
attack metrics, analyzes the effectiveness of countermeasures, and reports results
for Hound, DLaTA, Rabbit, and other defense mechanisms. The chapter includes



1| Introduction 11

results from |[GGF*24, CGL*24, GCZ24, GLMZ25, GMZ25, GCZ25].

e Chapter 7: Conclusions and Future Directions
Summarizes the main findings, discusses the implications for side-channel security,

and outlines directions for future research.
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2 ‘ Background and State of the
Art

Side-channel analysis was first introduced in the late 1990s as a method to exploit phys-
ical leakages from cryptographic devices [Koc96, KJJ99, QSO01]. Over the years, SCA
has evolved into a comprehensive field encompassing various techniques for acquiring,
processing, and analyzing side-channel information. Table 2.1 summarizes representative
contributions across the SCA workflow. Entries are grouped by acquisition, segmenta-
tion, pre-processing and attack technique, and defense. Most studies focus on attack and
countermeasures, while acquisition and segmentation persistently receive less attention,
with only a few works addressing these sensitive phases. This thesis aims to contribute

to each of these phases.

This chapter overviews the basic concepts and techniques pertinent to this thesis. It first
introduces trace acquisition, common frameworks, and open datasets, with their limita-
tions (see Section 2.1). It then presents methods for segmenting side-channel traces (see
Section 2.2). Next, it reviews side-channel analysis and attack methodologies, highlighting
the growing role of deep learning (see Section 2.3). Finally, it reviews countermeasures,
emphasizing dynamic frequency scaling implemented via AMD Xilinx clock managers (see
Section 2.4).

2.1. Acquisition

Side-channel power analysis begins with the acquisition of side-channel traces. A side-
channel trace is a time series of physical measurements, such as power consumption,
collected during the execution of a CO on a target device. Therefore, the acquisition phase
involves triggering the execution of multiple COs with different inputs, i.e. plaintexts
and keys, while recording the physical side-channel signals and the corresponding inputs.
Side-channel evaluators in laboratory environments rely on specialized boards designed
to reduce noise and ensure stable measurements, such as SASEBO SAKURA-II [Inrl15],
Keysight Riscure icWaves [Key20|, and NewAE ChipWhisperer Pro [New20a|. Few works
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Table 2.1: Review of State-of-the-Art acquisition, segmentation, attack, and defense

methodologies for side-channel analysis.

Acquisition Segmentation Attack Defense
Pre-processing Technique
[BUS21| [BBGT01] [CCDOO0] [KJJ99] |GP99]
[HGC24] [BFP22] [Man04] [QS01] [CCDO0]
[Low24] [TBW21] [APSQO6] [CRRO3| [YWVT05]
[QWY 24| [DRS*13] [BCOO04| [LOMOS]
[HGG19] [GBTPOS| [CKO09|
[WP20| [HMH"12] [GM11]
[WPP22] [HZ12| [ABPS15a|
[KPP24] [BCD*13] [ABPS15b]
[VCGS14| [GMK16|
[HPGM17] [CRZ18|
[MPP16] [DCEM1S|
[CDP17] [JTP19a)
[HGG19] [BFPZ20]
[PHI 18] [HDL*20]
[BPS*20] [ABP21]
[ZBHV20] [DHL*21]
[LZCt21] [KMMS21|
[RWPP21] [SBM21|
[WPP22| [CDGT23]
[GLBG23| [CPW24]
[SM23] [FRBSG24|
[AHCT24] [GD24]
[BIK*24] [WEFW24]
[GR24] [BLH*25]
[SKP*24] [LMDM25]
[WPP24| [TCG™25]

focus on the acquisition phase [BUS21, HGC™ 24|, studying acquisition parameters such as

sampling rate, chip voltage, and clock frequency to obtain the best possible side-channel

signal quality.

However, to streamline the analysis process and let researchers focus on the attack rather

than the acquisition, the side-channel community often does not perform the acquisition

themselves but employ open datasets [BPST20, Kiz20| that provide quality traces with

detailed metadata.
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2.1.1. Side-channel analysis frameworks

Several commercial and open-source frameworks are available for side-channel analysis.
Company such as Keysight [Key20| and NewAE [New20a, New18, New20b| offer mature
platforms for acquisition, triggering, and analysis, with most tools and infrastructures
designed for conventional microcontrollers, like ARM and AVR, or for AES accelerators.
Much of the existing research focuses on older hardware platforms, such as STM32 32-bit
Arm Cortex-M [ABPS15b| and ATmega 8-bit AVR [BPS*20] microcontrollers, under-
scoring the importance of advancing SCA studies on newer IoT-class devices, such as
RISC-V platforms. RISC-V currently lacks adequate SCA frameworks, with only a few

ASIC-based or open solutions available.

ASIC-based options, for example by mounting an FE310-G002 daughter board on NewAE’s
CW308 [New20b], have two main limits. First, locating side-channel leakage inside the
microarchitecture is difficult because the platform offers low observability and is not fully
open. Second, researchers cannot easily change the hardware to implement or test coun-
termeasures. On the other hand, NewAE’s CW305, CW310, and CW340 boards also
allow the users to flash their own custom bitstreams, including RISC-V-based designs.
This requires however either porting a third-party computing platform to the new target
or designing a new one, and both paths notably require a large amount of effort. lowRISC
provides an open-source SCA setup for OpenTitan [Low24| that can instantiate the Open-
Titan root of trust on a NewAE board to test its cryptographic blocks against power SCA.
However, OpenTitan necessitates a significant amount of FPGA resources and typically
requires large, costly FPGAs (e.g., AMD Xilinx Kintex-7), increasing expenses. It also
does not include actuators for SCA protections. Due to its size and complexity, modifying
OpenTitan to add or test new countermeasures is challenging, and the setup complicates

the task of locating the exact source of leakage within the microarchitecture.

On the software side, there exist several open-source projects and libraries [BIKP19,
PWP21, MMHT25] that support the community in the processing and analysis phase,

while the acquisition phase is often abstracted away.

2.1.2. Side-channel analysis open datasets

To ease the development of novel side-channel attacks bypassing the acquisition phase,
there is a vast availability of open side-channel datasets, with each offering different levels
of complexity and protection. Notably, all these datasets are based on different versions
and implementations of the AES algorithm [oSND*23]. Many of these datasets are widely

used for benchmarking attack techniques, but they still present notable limitations, es-
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pecially when considering modern and practical scenarios [PPM123]. The datasets from
DPAvj |rgld| and CHES CTF |[CBT20| were introduced as part of security competitions.
DPAv4 includes 100 000 measurements from an Atmel ATMega-163 smartcard executing
a masked AES-256 and AES-128. CHES CTF provides 50000 traces recording the com-
putation of a masked AES-128 implementation on an STM32 Cortex-M4 microcontroller.

ASCADv1 [BPS*20] contains electromagnetic traces from an ATMega-8515 microcon-
troller running a boolean masked version of AES-128. ASCADv1 is available in two sets,
the first set of 60 000 measurements with a fixed key and the second set of 300000 traces
with random keys. ASCADv2 [dISdSd21] expands the collection with 810000 traces from
software AES-128 executions protected by shuffling and affine masking, measured on an
STM32 Cortex-M4 microcontroller. All traces in both ASCAD collections are measured
at a constant frequency, and the authors supply scripts to artificially add desynchro-
nization. This means the dataset only simulates desynchronization in post-processing,
missing the real effects of a physical frequency switching with an actual actuator. As a
result, algorithms tested on ASCAD [WP20, RWPP21| may behave differently in practical

applications.

An additional 50 000 electromagnetic traces are available in the AES HD dataset [BJP20].
The measurements are collected from a SASEBO-GII board featuring an AMD Xilinx
Virtex-b FPGA where an AES-128 accelerator is deployed.

SMAesH [CM24| allows researchers to compare the power leakages of a masked AES
accelerator deployed on two different FPGAs, i.e., AMD Xilinx Artix-7 and Spartan-6.

The dataset contains 6 x 224 traces, recording only the first AES round.

The eShard dataset [VTM21] features electromagnetic measurements from a AES-128
computation on an STM32F446 microcontroller, leveraging boolean masking and shuffling

for protection.

None of these datasets include traces from devices using hiding countermeasures to intro-
duce temporal desynchronization. The only exception is AES RD [Kiz20], which offers
50000 power traces recorded from an Atmel AVR microcontroller with a random delay

countermeasure [CK09].

As discussed in [PPM™23], there are three main limitations in current datasets. First,
support for hiding countermeasures is minimal, with only AES RD implementing one
such technique. Second, all datasets focus solely on the attack phase, with each trace
containing a single AES execution, removing the need to locate cryptographic operations

within raw measurements and preventing analysis of their exact position. Third, traces
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only include cryptographic operations, creating unrealistic scenarios where the applica-
tion runs in isolation, unlike real systems where cryptographic tasks run alongside other

workloads.

2.2. Segmentation

During side-channel evaluation in laboratory environments, the segmentation of COs in
side-channel traces is typically facilitated by trigger signals, either hardware-based, as
offered by security evaluation boards such as SASEBO SAKURA-II [Inrl5| and NewAE
CW305 [New18], or software-based via virtual triggering features provided by commercial
platforms like Keysight Riscure icWaves [Key20| and NewAE ChipWhisperer Pro [New20a].
These platforms detect predefined patterns in real time and emit synchronization signals
to aid CO localization. Therefore, traces acquired using these platforms are already seg-

mented, with each trace containing a single CO execution.

Without access to a proper trigger infrastructure, the segmentation of COs in side-channel
traces becomes a challenging task. [QWY 24| introduces a novel framework to systemati-
cally enable precise CO segmentation without relying on source code knowledge or trigger
signals. During the profiling phase, the authors instrument key firmware instructions to
toggle a GPIO pin when a CO occurs. This creates annotated SCA traces used to build
CO templates later used during inference, matching the CO templates against raw traces
to locate similar CO instances automatically. A similar approach was previously adopted
in [LKMM21]| to breach into an iPhone’s chip. The authors managed to tamper with
the bootloader to query the AES hardware engine and to reconfigure a GPIO pin for

triggering the SCA measurements.

Alternative methods leverage pre-computed templates for pattern matching [BBG101] or
utilize matched filters to detect specific cryptographic routines like AES-128 [BFP22|, of-
fering robustness in the presence of interrupts and busy waits. However, these techniques
typically require consistent, hand-crafted templates and fail to handle interrupted or de-
formed instances of the target operation, often discarding them entirely. To overcome
this rigidity, Trautmann et al. [TBW*21]| proposed a semi-automatic template-building
technique that derives a CO template online based on known operation characteristics,

such as the number of encryption rounds.

Still, architectural-level countermeasures like time-sharing multithreading [F116], interrupt-
driven routines, random delays, and dynamic frequency scaling (DFS), introduce timing
variability and distort trace morphology, leaving these traditional pattern-matching ap-

proaches ineffective.
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2.3. Side-channel analysis and attacks methodologies

Over the last two decades, SCAs demonstrated a large variety of ways of exfiltrating sen-
sitive information, e.g., the secret key of a cryptographic primitive, from embedded com-
puting platforms. Attack methodologies are typically categorized into i) non-profiling and
i) profiling attacks. Non-profiling attacks, such as Differential Power Analysis [KJJ99|
and Correlation Power Analysis [BCO04|, target the device directly by correlating par-
tially known input data with the observed physical signals generated during cryptographic
computations. Profiling attacks [CRR03, HZ12, MPP16| require the attacker to have ac-
cess to a clone of the target device. This allows the attacker to build a model by collecting
power traces while running the clone device with known keys and plaintexts. Ideally, the
attacker can gather as many measurements as needed to create an accurate profile. Then,
the attacker queries the actual target device, whose key is unknown, with known plaintext
and collects the corresponding side-channel traces. The built model is then used to ana-
lyze these traces and recover the secret key. Profiling attacks are generally more effective

but require greater effort and resources to execute.

Since the introduction of profiling attacks with the Template Attack [CRRO03|, the do-
main has experienced a progression in attack complexity. The adoption of machine learn-
ing [HZ12, HPGM17| and, more recently, deep learning approaches [PPM™23| has revealed
the potential for compromising cryptographic devices, thereby fueling the continuous in-

vestigation of advanced countermeasures.

2.3.1. Pre-processing

As a first step in side-channel analysis, traces are typically pre-processed to reduce compu-
tational complexity and enhance information extraction, such as by removing noise. Point-
of-Interest (Pol) selection methods are used to identify the most relevant time samples in a
trace, thereby reducing data dimensionality. Common approaches include Signal-to-Noise
Ratio (SNR) analysis [Man04|, Linear Discriminant Analysis (LDA) |Fis38|, and Principal
Component Analysis (PCA) [WEG87, APSQ06]. Machine learning techniques have also
been introduced to automatically combine multiple time samples, such as triplet embed-
ding for efficient data representation [WPP22] or Layer-wise Relevance Propagation (LRP)
applied to trained CNNs to pinpoint the most informative time samples [HGG19].

Desynchronization and random noise are persistent challenges in side-channel analysis,
hardening the task of effective trace alignment and analysis. Two main strategies are

commonly adopted to address desynchronization effects caused by countermeasures like
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clock jitter [CDP17], Random Delay Insertion [CK09], and shifting [BPS*20]. The first
consists of increasing the number of traces used for profiling by a factor proportional
to the desynchronization magnitude. Conversely, the second is to apply various realign-
ment techniques to resynchronize the multiple traces. A common technique consist in
averaging continuous samples in a sliding window fashion to reduce the impact of small
shifts [CCDO0], effectively resampling the traces. Durvaux et al. [DRST13| proposed the
use of Hidden Markov Models pattern recognition to remove any dummy operation used
as random delay. Other techniques are signal-processing oriented leveraging waveform
matching and elastic alignment, proven to be more adapted to hardware countermea-
sures |[NHIT07, vWWBI11|. An approach based on autoencoders has been presented by
Wu and Picek in [WP20]. Their proposed neural networks can clean up traces and re-
aligning them by treating desynchronization as noise. However, the training of these
autoencoders presupposes the availability of a device that can selectively deactivate coun-
termeasures. Karayalcin et al. [KPP24| present a diffusion model-based approach to
remove measurement noise from side-channel traces, demonstrating that denoising traces

with this method significantly reduces the complexity of mounting attacks.

2.3.2. Classical side-channel analysis methodologies

Classical side-channel refers to statistical analyses and attack techniques that do not
leverage machine or deep learning. These techniques were historically the first to be
developed, and although they are less powerful than deep learning techniques, they are

still crucial to validate leakage in measurements.

Correlation power analysis

Correlation Power Analysis (CPA) [BCOO04] is a non-profiled attack technique which works
by building a model of the device’s power consumption and comparing it to the actual

measured traces.

In practice, the attacker models power consumption by calculating the Hamming Weight
of intermediate values produced during cryptographic operations. For AES, this often
means computing the Hamming Weight of the output from the S-Box. The attacker then
generates a power model for each possible key byte value and correlates these models with
the collected power traces to identify the correct key. The strength of this correlation is

measured using the Pearson Correlation Coefficient (PCC), shown in Equation 2.1.
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Cov(M, P)
VVar(M)y/Var(P)

In this equation, M is the measured power consumption and P is the predicted power

PCC(M, P) = (2.1)

consumption from the model.

To recover a key byte, the attacker calculates the Pearson Correlation Coefficient for each
possible guess, from 0 to 255. The most likely candidate key byte is the one producing

the highest correlation.

Template attacks

Template Attack [CRRO3| is a profiling attack which relies on Bayes’ theorem for key

prediction.

During the profiling stage, the attacker is assumed to have complete access to a clone of the
target device, enabling the collection of a large set of side-channel measurements. These
traces are used to construct statistical models, known as templates, which characterize the
leakage behavior of the device. Each template is built relying on a multivariate Gaussian
distribution, defined by a mean vector and a covariance matrix, capturing the noise and
signal patterns associated with specific plaintext-key pairs (p, k) € P x K. During the at-
tack phase, traces from the target device are classified against the precomputed templates
using a maximum likelihood estimation approach. The template that best matches the
observed traces reveals the most probable key candidate, effectively identifying the secret

key.

Generally, a single trace is not sufficient for accurate key recovery, necessitating the use of
multiple traces to improve the attack’s success rate. However, if built correctly, template
attacks require a significant amount of less data than non-profiling attacks during the

attack phase.

Test Vector Leakage Assessment

Test Vector Leakage Assessment (TVLA) [BCD'13] is a statistical method used to check
for the presence of side-channel leakage, without retrieving the secret key. TVLA collects
side-channel traces during COs execution on specific test vectors and applies statistical
tests to determine if sensitive data affects the traces. Among the available tests, the non-
specific or fixed versus random test is the most widely used. This test relies on Welch’s
t-test, shown in Equation 2.2, where X; and X, are the average values of two groups of

power traces, s? and s3 are their variances, and n; and n, are the number of traces in
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each group.

X - X
= 2L 2 (2.2)
52 52
Sy s
n1 no

The TVLA procedure involves collecting two sets of power traces during encryption with
a fixed key. In the first set, N traces are recorded using different random plaintexts.
In the second set, N traces are taken with the same plaintext. The traces are mixed
randomly within their own group to reduce bias from environmental changes. Welch’s
t-test is applied to the first N/2 traces from both sets to get a t-score, and then repeated
on the remaining N/2 traces for another t-score. Running the test twice helps avoid false
positives. If both t-scores are outside the +4.5 range, the device is considered to have
failed the test and information leakage is present. If the t-scores stay within +4.5, the
device is considered resistant up to N traces. The £4.5 threshold has been set to reject
the null hypothesis with > 99.999% confidence.

Notably, TVLA is a qualitative test that only indicates the presence of leakage, not its

severity or exploitability. Detected leakage may be very difficult to exploit in practice.

2.3.3. Deep-learning-based attacks

Deep-learning-based SCAs are typically profiled attacks that exploit a neural network to
classify a side-channel trace based on a key-dependent operation, like the AES S-Box.

In supervised machine learning, the objective is to learn a function g: X — ) that
maps inputs to outputs using example pairs. This function is parameterized by 6%, where
z is the number of trainable parameters and 6 is the vector of weights learned during
profiling. In side-channel analysis, the input is a one-dimensional time series, with each
sample representing a feature. During profiling, the model learns # by minimizing a

loss function, often categorical cross-entropy, using a training dataset to ensure reliable
performance [PPM*23].

Deep-learning SCAs typically use convolutional neural networks [PHJ ™18, BPST20, ZBHV20)|
or multilayer perceptrons [PHJT18, BPS*20|, which are effective at finding patterns in
side-channel data [PPM*23]. Although transformers [BIK*24]|, long short-term mem-
ory networks [MPP16], and generative adversarial networks [MS23| have been explored
in side-channel analysis, their adoption remains limited in the literature. The increased
architectural complexity of these models is often not justified by corresponding improve-

ments in attack effectiveness. The universal approximation theorem [HSW89] implies that
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multilayer perceptrons can approximate any continuous function, theoretically enabling
them to model the complex leakage functions associated with any protection scheme, pro-
vided sufficient model capacity and training data. To improve model efficiency, different
Neural Architecture Search (NAS) algorithms have been presented with ad-hoc search
strategies for side-channel [RWPP21, WPP24|. By rewarding the NAS agent with infor-
mation on attack success and efficiency, it is possible to automatically explore networks

architectures and create models suited for different cryptographic datasets.

For deep-learning-based SCAs, it is best practice to standardize and normalize data be-
fore training neural networks. Data augmentation can also help improve generalization
when the number of profiling traces is limited. However, training on raw, unprocessed

traces is recommended, as it preserves the original information in the power measure-
ments [PPMT23].

Convolutional neural networks

Convolutional Neural Networks (CNNs) are a popular deep learning architecture widely
applied in side-channel analysis [PPM™*23]. CNNs are well-suited for processing time series
data, such as power traces, because they can automatically learn hierarchical features from
the input. A typical CNN is built from three main types of layers: convolutional layers,
pooling layers, and fully connected layers. Convolutional layers use small filters (kernels)
that move across the input data. At each position, the filter computes a dot product
between its weights and the input values, producing feature maps. Pooling layers help
reduce the size of the data by summarizing groups of neighboring outputs, which makes
the model more efficient and less sensitive to small changes. Fully connected layers link
every neuron in one layer to every neuron in the next, and apply an activation function to
introduce non-linearity. CNNs often include batch normalization layers as well to stabilize

and speed up training by reducing internal covariate shift.

Gradient-weighted class activation mapping Gradient-weighted Class Activation
Mapping (Grad-CAM) [SCD*17| is a technique to understand how CNNs make decisions.
Grad-CAM creates a heatmap highlighting the input regions most important to CNN’s
classification. This heatmap can then facilitate input segmentation, which, in the context
of this work, involves assigning a frequency label to each sample based on its temporal
window. A significant benefit of employing Grad-CAM is its ability to operate without
the need for additional training. It leverages a pre-trained classification network, thereby
streamlining the segmentation process. Typically, segmentation tasks demand more com-

plex networks and extensive training. However, Grad-CAM circumvents this by reducing
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the training requirement to a classification problem. Moreover, Grad-CAM enables the
creation of a segmentation model even when feature- wise labels for training are absent.
This is particularly advantageous since such labels are prerequisites for specialized seg-

mentation task architectures.

Grad-CAM has been demonstrated to provide high-resolution and class-discriminative
visualizations when applied to image classification tasks [SCD*17]. Inspired by the object
localization performance obtained by Grad-CAM in the image domain, we built upon the
same ideas to localize the regions referring to the different frequencies in the power traces,
which, for the considered task, we demonstrate to be a valid approximation of the desired

segmentation.

2.4. Side-channel countermeasures

Since the emergence of side-channel attacks, a variety of defensive techniques were pro-
posed to mitigate information leakage and raise the attacker’s cost [KJJ99]. These coun-
termeasures differ in the threat model they address, their implementation cost, and the

security guarantees they can provide.

Countermeasures are commonly organized into two broad categories: masking and hid-
ing. Masking countermeasures |[GP99, GMK16, KMMS21] split the sensitive intermediate
values into different shares that are computed independently to minimize the dependency
of each share from the secret key. Hiding countermeasures [CCD00, YWV'05] aim to
randomize the target side-channel signal with the goal of reducing the exploitable side-
channel information leakage. Notably, the randomization induced by hiding techniques
can be defined as adding a correlated noise to the side-channel signal. Indeed, the ef-
fectiveness of any hiding technique strongly depends on the difficulty for the attacker to
separate the noise from the side-channel information leakage (de-noising). The success
of hiding techniques is due to the complexity and the cost of designing secure masking
solutions compared to the high availability of actuators to implement hiding techniques

even on low-end and low-cost IoT devices.

2.4.1. Desynchronization and dynamic frequency scaling coun-
termeasures
A common requirement for the numerous SCA methodologies lies in the measurements

to be aligned and synchronous with each other to work correctly. Therefore, a natural

hiding countermeasure involves the desynchronization of the trace time samples. Con-
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sidering deep sub-micron technology nodes, clock jitter represents a process variability
effect that has been observed to contribute severely to trace desynchronization [CDP17].
Notably, clock jitter provokes small and random variations in the period of the clock sig-
nal. Conversely, random delay countermeasure leverages Random Process Interrupts or

software dummy cycles to insert a random number of delay cycles during the execution
of a CO [CCD00, LOMO0S8, CKO09].

One of the most common desynchronization techniques consists of randomly changing the
operation frequency of the computing platform at run-time using a Dynamic Frequency
Scaling (DFS) actuator [YWV105]. The DFS proposed by Guneysu and Moradi [GM11]
generates eight different clocks, each phase-shifted by a fixed amount of 45°, with the same
frequency using two Digital Clock Managers in AMD Xilinx FPGA. Then, a cascaded
network of clock multiplexers randomly combines the phase-shifted clocks into a single
clock output that drives the cryptographic core. This method increases the Differential
Power Analysis (DPA) resistance but lowers the clock signal’s pulse rate and reduces the
throughput. The first Mixed-Mode Clock Manager (MMCM)-based SCA countermeasure
was introduced by Fritzke [Fril2]|. A single MMCM was used to generate four different
clocks with frequencies that were multiples of the input frequency (3x, 4x, 5x, 6x).
The cryptographic core randomly chose one of these clocks to run. The design without
protection needed 500 000 encryptions to expose the secret key, while the proposed design
resisted DPA up to three million encryptions. Jayasinghe et al. [JIP19a] have proposed a
more advanced design based on MMCMs called Runtime Frequency Tuning Countermea-
sure (RFTC). RFTC exploits the dynamic reconfigurability of three MMCMSs to achieve
3072 distinct frequencies, ranging from 24 to 48 MHz. Frequency configurations are stored
in 20 on-chip BRAM units. The clock is dynamically switched among any of the three
MMCM outputs through a cascaded network of BUFGs while the encryption is running.
Nevertheless, the computation must be frequently stopped to reconfigure the MMCMs.
The authors have tested their design against various CPA attacks and found no leakage in
four million traces. They also apply a similar method to an open-source RISC-V Processor
in another work [JIP19b]. Hettwer et al. [HDL"20] exploit the reconfigurability of AMD
Xilinx MMCMs to change the frequency configuration after a certain number of AES en-
cryption. Their design uses a single MMCM with up to eight clock outputs, and a clock
multiplexer randomly switches the output clock while the cryptographic core is running.
The authors demonstrate that changing the MMCM configuration every 10® encryption
is enough to resist powerful CNN attacks. Dao et al. [DHL*21] implement a Random Dy-
namic Frequency Scaling countermeasure for FPGA that changes clock frequency every
AES computation. The authors show that with 219 000 different frequencies, this method
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reduces leakage and makes CPA fail with five million traces, but it is not enough to stop

a deep learning attack that recovers 3 bytes out of 16.

Clock managers on AMD Xilinx FPGAs

In AMD Xilinx designs, a common approach to dynamically changing the operating clock
is to use the Mixed-Mode Clock Manager (MMCM) [AT]. Therefore, understanding
the MMCM’s capabilities and how it is reconfigured at run-time is essential to evaluate
both the security effectiveness and the system-level trade-offs of DFS-based hiding. The
MMCM is a specialized AMD Xilinx primitive that generates up to seven output clocks
from a single input clock. It combines digital and analog elements and can be reconfig-
ured during operation by updating its control registers via the Dynamic Reconfiguration
Port [AT]. An MMCM can adjust output frequency, phase, and duty cycle, producing
different simultaneous clock outputs with independent divider settings. This flexibility
makes the MMCM well suited for DFS countermeasures introducing temporal variability

and hampering alignment-based attacks.

The relationship between the input frequency f;, and the j-th output frequency fou; of
an MMCM is described by Equation 2.3, where M is the clock feedback multiplier, D and
O; are clock dividers. While M and D are shared for all seven outputs, O; can be set
differently for each output frequency.

M
DXOj

foutj = fzn (23)
MMCM'’s scaling parameters (M, D, and O;) are overwritten during reconfiguration,

delivering a new frequency.

The MMCM manipulates the input clock signal to generate multiple customized output
clocks, employing a series of programmable dividers. The MMCM architecture incorpo-
rates a programmable counter divider (D) at the input stage. This divider functions as
a scaling mechanism, reducing the input clock frequency by a user-defined integer value.
Following the initial scaling by divider D, the MMCM distributes the processed clock
signal to a network of programmable output dividers (O; and M). Dividers O; to Og
operate as integer dividers, offering a precise reduction of the clock signal to generate var-
ious output clock frequencies tailored to specific application requirements. For even finer
control over the output frequencies, the MMCM incorporates fractional counters Oy and
M. These fractional counters function similarly to their integer counterparts but allow
adjustments in smaller increments, typically 0.125. This fractional division capability em-

powers the MMCM to create a broader range of highly precise output clock frequencies,
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particularly for the Oy output.

While the MMCM primitive’s programmable counters offer wide value ranges, adherence

to AMD Xilinx’s prescribed limitations is crucial for ensuring MMCM'’s stability.
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3 ‘ Cryptographic Operations
Segmentation in Real-World

Scenarios

Segmenting COs within side-channel traces is a challenging and underexplored step in the
side-channel analysis workflow. While traditional laboratory setups often rely on dedi-
cated hardware triggers, real-world scenarios deal with commercial devices lacking such
infrastructure whose measurements are more susceptible to noise, timing variability, and
often protected by obfuscation techniques, making it difficult to accurately locate and
align the relevant operations. Despite its critical role, segmentation is frequently over-
looked in the literature, leaving open problems in automating this process, handling highly
desynchronized traces, and benchmarking solutions on realistic datasets. Addressing these

challenges is essential for advancing side-channel security in modern digital systems.

Hound is a flexible and adaptable methodology designed for segmenting COs within large
side-channel traces containing millions of samples. Following testing and validation on
controlled problems, the necessity for a more robust approach emerged. These improve-
ments led to the development of three versions over time, each introducing new strategies
to address the increasing complexity of obfuscation countermeasures encountered in real-

world scenarios.

e Hound v1 was initially conceived to tackle the random delay countermeasure [CGL*24].
This first version introduced the core deep-learning approach for CO segmentation,
focusing on identifying the start of cryptographic operations in the presence of

desynchronization.

e Hound v2 extended the methodology to handle DFS, a more challenging coun-
termeasure that alters the timing and morphology of side-channel traces |[GCZ24].
Hound v2 was later further generalized to support other obfuscation mechanisms

such as morphing and chaffing, in addition to random delay [GCZ25].

e Hound v3 introduced the capability to detect not only the start but also the end
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of each CO. This version also integrates heuristics to correct segmentation errors,
such as false positives and false negatives, making the approach more robust and

suitable for real-world scenarios |[GCZ25|.

This chapter begins by introducing Hound as common core methodology in Section 3.1.
Such section details each step of Hound’s segmentation and then introduces the differ-
ences between the various versions. Finally, Section 3.2 presents heuristics for correcting

identification errors to enhance overall robustness.

3.1. Hound: deep learning methodology for crypto-
graphic operations segmentation in obfuscated
side-channel traces

In contrast to state-of-the-art techniques that rely on consistent manual templates for
CO identification [TBW*21, BFP22|, Hound exploits deep learning to learn the optimal
CO templates to handle the variability generated by hiding countermeasures. The learned

template is then convolved with a new side-channel trace to identify samples corresponding
to a CO.

Figure 3.1 depicts the proposed Hound methodology consisting of a training and inference
pipeline. The individual stages within the pipelines have been subject to adjustment

during Hound evolution based on the targeted obfuscation mechanism, particularly with
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Figure 3.1: Overview of the proposed Hound pipeline for segmenting cryptographic oper-

ations in obfuscated side-channel traces, divided into training and inference pipelines.
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regard to the creation of the training dataset and the Screening procedure. The overall
architecture of the CNN, its training algorithm, the Sliding Window Classification,
and the Alignment stage are consistent across all Hound’s versions, ensuring a unified

approach to CO segmentation.

Threat model Similarly to profiled attacks, we assume the attacker has access to an
identical copy of the target device. However, we consider a realistic scenario where the
attacker can only run chosen applications and measure the resulting side-channel signals.
The attacker does not have full control over the cloned device, i.e., they cannot enable
or disable the obfuscation countermeasure, nor can they alter or tamper the hardware by

adding trigger pins.

3.1.1. Training pipeline

Hound trains a neural network to classify individual windows from large side-channel
traces. While precisely identifying the entire CO is desirable, the primary objective is to
accurately detect and isolate COs from background noise. To achieve this, the training
pipeline develops a robust CNN classifier to label side-channel trace windows as either
beginning of a CO or not. Hound’s training approach is designed to identify the start
of COs without disabling any obfuscation countermeasures during side-channel measure-
ments. The attacker is assumed to have access to an identical device, which is used to
collect both noise traces and cipher traces for training, but cannot bypass the active coun-
termeasures. Noise traces are recorded by running general-purpose applications that do
not perform cryptographic tasks. Such data is essential for teaching the neural network to
distinguish between the start of COs and other types of computation. Cipher traces are
recorded during the execution of a single CO, with the attacker able to select the plaintext
and secret key. All traces are collected with the obfuscation mechanism enabled, as the
attacker cannot deactivate it. Figure 3.1 shows the training pipeline. Raw traces are
processed by the Dataset Building stage, which creates a dataset of N-sample windows

from both noise and cipher traces. This dataset is then used to train the CNN classifier.

Dataset building

The first stage in the training pipeline is Dataset Building, which receives a collection
of side-channel traces and generates a dataset suitable for CNN training. On a cloned
platform, the attacker collects a noise trace, i.e., running general-purpose applications,
and CO traces with the obfuscation mechanism remaining active during all trace collection

as it cannot be disabled.
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Figure 3.2: Hound v1’s training pipeline.

For each CO i of length L; samples, the starting N samples are tagged as CO starts.
The remaining L; — N samples are equally split into consecutive windows of width N
and tagged as CO spares. Additionally, a random set of N-sample windows are extracted
from the noise trace and tagged as noises. Tagging the traces in these distinct categories,
i.e., CO starts, CO spares, and noises, is crucial for enabling the CNN to identify just
the beginning of COs, rather than their entirety. The granular tagging allows for the
precise identification and isolation of consecutive COs, as well as those interleaved with
noisy general-purpose applications. The three window’s tags can then be mapped into
two or three different target labels for the CNN, depending on the specific methodology
employed. The number of collected CO traces, the length of the noise trace, and the size

N of the time windows are all configurable parameters.

Hound v1’s dataset This dataset is specifically designed for the random delay coun-
termeasure, which involves random alternation of NOP instructions with consecutive pro-
gram instructions to create desynchronization. Historically, Hound was originally con-
ceived to overcome this type of obfuscation during the segmentation process [CGL*24].
Under the assumed threat model, the attacker cannot use trigger pins or disable desyn-
chronization, but can execute chosen applications and measure the resulting side-channel
signals on the clone device. To facilitate dataset creation, a sequence of NOP instructions
is inserted at the start of each CO during the acquisition. The clear difference in power
consumption between the NOPs and the actual CO execution enables straightforward
identification of the CO’s start within each cipher trace, without requiring a triggering
infrastructure. This approach is solely used for labeling during training; once Hound v1 is

trained, it can segment traces on the target device without requiring any NOP insertion.

Following the general Dataset Building description, the collected side-channel traces are
chunked into N-sample windows and tagged as CO starts, CO spares, and noises. These
three categories are then mapped to two distinct classes, i.e., Class 0 representing the

beginning of CO, and Class 1 for everything else, as shown in Figure 3.2.
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Figure 3.3: Hound v2 and v3’s training pipeline.

Hound v2 and v3’s dataset Hound v2 was conceived to address DFS countermea-
sures, which aim to randomly change the clock frequency of the computing platform,
profoundly altering operation timing and continuously morphing the side-channel sig-

nal [GCZ24].

In this scenario, the use of NOP instructions for marking CO beginnings as in Hound v1 is
ineffective since DFS significantly alters power consumption independently of NOP or CO
execution, rendering them indistinguishable. To circumvent this, the attacker is assumed
to retain the ability to choose and modify the executed application, thus triggering a
chosen GPIO at the CO’s execution, similar to realistic scenarios discussed in [LKMM21]
and [QWY'24|. Alternatively, by probing the clone device, the attacker can detect when
the CO initiates, facilitating precise labeling of the beginning of each CO on the clone. In
contrast, probing is not required for the noise trace. Once trained, the Hound v2 works
on the target architecture that implements DFS without the need for probing or binary
modification. Notably, DF'S introduces a significant amount of randomization in the side-
channel trace. To address this, the Dataset Building procedure has been adaped to
label the side-channel collection into three classes, i.e., CO starts, CO spares, and noises,
as shown in Figure 3.3. This modification allows the CNN to learn the pattern of the
highly obfuscated side-channel trace better, maximizing the discrimination between the
start of the CO and the other two classes.

This way of structuring the dataset was then also shown to be effective in dealing with

morphing and chaffing obfuscation, as well as random delay [GCZ25|.

CNN architecture

The architecture of the CNN, as illustrated in Figure 3.4, is specifically designed to process
one-dimensional side-channel traces and robustly classify each input window. The network
is adapted from a 2D ResNet |[HZRS16| to use the residual learning framework for the
analysis of 1D sequential data [WYO17]. A 1D ResNet architecture has been chosen
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Figure 3.4: Hound’s convolutional neural network architecture.

for its effectiveness in processing one-dimensional data like side-channel traces, capturing
local and global dependencies. By design, ResNet are intrinsically translation invariant,
making them the ideal choice for analyzing desynchronized signals caused by obfuscation
techniques. Moreover, the ResNet structure facilitates efficient gradient propagation,
improving the training procedure, which is crucial for extracting subtle patterns from 1D

time-series.

The CNN takes a N-sample window w from the side-channel trace as input and outputs
a classification score vector y. The CNN’s structure is organized into six sequential com-
ponents: a convolutional block, a pair of residual blocks, a global average pooling layer,

a fully-connected block, and a softmax layer.

The network begins with an initial convolutional block, which consists of a 1D convolu-
tional layer with 16 filters followed by batch normalization [[S15] and a ReL.U activation
function [NH10|. This block is responsible for extracting low-level features from the raw
input window of length N. The convolutional layer uses a kernel size of 64, a stride of
1, and zero padding to preserve the temporal dimension to N, and it outputs 16 feature

maps, i.e., the shape of the output tensors is N x 16.

Following the initial block, the architecture includes two consecutive residual blocks [HZRS16],
designed to enhance feature learning and mitigate the vanishing gradient problem. Each
residual block contains two convolutional sub-blocks. The first residual block maintains

16 filters, while the second increases the number of filters to 32, allowing the network

to learn more complex representations. Shortcut connections are employed within each
residual block, enabling the input of the block to be added element-wise to its output,
thus facilitating the flow of information and gradients through the network. The shape

of the output tensor after the two residual blocks is N x 32.

After the residual blocks, a global average pooling layer is applied averaging the value
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of each feature map across the entire temporal dimension NV, effectively summarizing the
learned features and reducing the data dimensionality to 1 x 32. Notably, the structure
of the global average pooling layer allows the potential use of different N values for
the training and attack pipelines. The resulting feature vector is then passed to a fully
connected block, which consists of two dense layers. The first dense layer features 32
neurons and a ReLLU activation, while the second layer consists of C' neurons, where C'
is the number of classes. These dense layers further process and combine the extracted

features into an encoded representation, ready for the final classification.

Finally, the output of the fully connected block is fed into a softmax layer, which pro-
duces a probability distribution over the possible C' classes. The network outputs a C-
dimensional vector, with each element representing the classification score for one of the
classes. This architecture enables the network to effectively distinguish between different

segments of the side-channel trace, even in the presence of obfuscation and noise.

CNN training The designed CNN is trained using N-sample side-channel windows
extracted from the available trace collection. The network parameters 6 are optimized
through an iterative procedure. At each step, a trace window w is fed into the network,
producing an output y = g(w, 0), where g is the non-linear function implemented by the
network. The output y represents the predicted class probabilities over the C' possible
classes for the input window. To guide the training, the CNN’s output probabilities
are compared with the ground truth labels ¢ using the cross-entropy loss, as shown in
Equation 3.1.
c c
L(y,c) == ¢log(y;) =~ ¢;log(g;(w,0)) (3.1)
J=1 j=1
The loss value is then used to update the network parameters 6, progressively improving

its ability to distinguish between different patterns in the data.

3.1.2. Inference pipeline

The inference pipeline relies on the trained CNN to locate COs in a new side-channel
trace captured from the target device. The pipeline is composed of three main stages, as
illustrated in Figure 3.5: S1iding Window Classification, Screening, and Alignment.
Given a single side-channel trace, the pipeline segments it to identify the start of each
CO. First, the Sliding Window Classification stage slices the trace into overlapping
windows and classifies each window using the trained CNN. Based on these classifications,
i.e., the segmentation of the input trace, the Screening stage applies post-processing to

determine the time points where each CO begins. Finally, the Alignment stage uses these
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Figure 3.5: Hound’s inference pipeline.

time points to split the original trace, organizing the detected COs for further analysis.

Sliding window classification

The first stage in the inference pipeline is S1iding Window Classification, which is
visually represented in Figure 3.5. Here, the input is a raw side-channel trace which is
systematically sliced into overlapping windows through the Slicing process. The sliced
windows have fixed length N and a configurable stride s of overlap. Each window is
then passed to the trained CNN to be independently processed. The CNN outputs a
classification score for each input, assigning a probability distribution over the possible

classes, e.g., CO starts, CO spares, or noises.

Screening

The CNN’s output can be noisy and may not directly pinpoint CO locations. Therefore,
the inference pipeline includes a subsequent Screening stage to refine these results (see
Figure 3.5). This stage applies heuristics and post-processing algorithms to filter spurious
detections and precisely identify true CO start points, significantly improving segmen-
tation precision, especially with obfuscated side-channel traces. The specific screening
procedure, however, may vary depending on the hiding countermeasures implemented in

the trace, as detailed in the following for Hound v1 and Hound v2.

Hound v1’s screening The CNN in Sliding Window Classification stage outputs
a signal where each sample is a classification value. The softmax output of the CNN

is a probability distribution of classes, which has been observed to hide a structured
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Algorithm 3.1 Hound v1’s screening algorithm.
Input: seg, s, k
Output: starts

threshold < mean(seg) > Convert to Square Signal
squareSignal < ||
for all sample in seg do
if sample < threshold then
squareSignal.update(—1)
else
squareSignal.update(1)

square__signal < medianFilter(squareSignal, k) > k: kernel size
starts < ||
for all ¢, sample in enumerate(squareSignal) do > Extract Edges
if sample is rising edge then
starts.update(i X s)

— = =
T

: return starts

—_
w

recurrent pattern that can be exploited for locating the COs. The pattern is more visible
in the linear output of the fully-connected block, which makes localization easier. Thus,
Hound v1 considers as inference CNN output the fully connected score outcome of class
one. Depending on whether the N-sample window has been classified as the beginning of
the CO or not, a higher or lower class score is assigned to the corresponding windows.
Notably, the CNN can produce a noisy output that cannot be directly used to infer the
precise location of the COs. To this end, the linear output of the CNN is polished by the
subsequent Screening stage in the inference pipeline (see Segmentation in Figure 3.5).

Algorithm 3.1 highlights the screening procedure used in Hound v1.

The screening algorithm (see Algorithm 3.1) is fed with the sliding window classification
output seg and outputs the list of samples starts identifying the beginning of each CO

in the processed side-channel trace.

At first, the algorithm transforms seg into a square wave signal by comparing each sample
of seg with a threshold. For each sample in seg, a corresponding output of value -1 or +1
is defined depending if the sample is below or above the threshold value, respectively (see
lines 3-9 in Algorithm 3.1).

Then, a median filter is applied to improve further the obtained square wave signal (see
line 10 in Algorithm 3.1). The median filter is fed with the square wave signal, i.e.,
squareSignal, and a size k, which gives the size of the median filter window. The window
slides over the input square wave signal for which each sample is replaced with the median
of the k neighbors.
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Algorithm 3.2 Hound v2’s screening algorithm.
Input: seg, s, k, avgCO
Output: starts

1: starts < [1]

2: do

3: polishedSeg < POLISH(seg, k)

4: newStarts <— EXTRACT (polishedSeg, s)

5: k,seg <— REFINE(k, avgCO,newStarts, seq)
6: starts.update (newStarts)

7. while seg not empty && k > 1

8: return starts

9:

10: procedure POLISH(seg, k)

11: polishedSeg <— majorityFilter (seg, k)

12: return polishedSeg

13:

14: procedure EXTRACT(seg, $)

15: newStarts < | |

16: for 7, sample in enumerate(seg) do

17: if sample is falling edge to class 0 then
18: newStarts.update (i X s)

19: return newStarts

20:

21: procedure REFINE(k, avgCO, starts, seq)

22: k < refineK(k)

23: minCO < refineMin(avgCQO, starts)

24: refineSegs < []

25: for s, S,e.t in starts do > Look if can be still two consecutive COs
26: if S,e0t — s > 2 x minCO then

27: subSeg < seq(s : Spext]

28: refineSegs.update (subSeg)

29: return k,refineSegs

At last, the algorithm returns the number of the sample identifying the rising edges, i.e.,
the points in the obtained square wave signal where two consecutive samples assume a
value of -1 and +1 respectively (see lines 12-16 of Algorithm 3.1). The number of the
sample is multiplied by s, i.e., the stride value used during the sliding windows classifica-
tion. Such points are identified as the beginning of each CO in the analyzed input trace

and returned as starts.

Hound v2’s screening The CNN’s softmax output in Sliding Window Classification

is a 3-dimensional probability distribution of classes, classifying each N-sample window
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as start of the CO, spare part of the CO or noise. The Hound v2’s inference process
considers the class with the highest probability outcome among the three as the CNN’s

output. Algorithm 3.2 outlines the screening procedure in Hound v2.

The screening algorithm takes the segmentation output from the S1iding Window Classification
stage, denoted as seg, and some parameters, i.e., the stride s used for the sliding window,
the kernel size k for the polish procedure (see line 10 of Algorithm 3.2), and the average
CO length avgCO. In the end, it returns the list starts of samples corresponding to the

beginning of each CO instance in the processed side-channel trace.

The algorithm is an iterative process that involves three main steps: POLISH, EXTRACT,
and REFINE. The core idea behind Algorithm 3.2 is to start with an aggressive polish
and incrementally refine it by attempting to uncover new COs. The polishing step (see
line 10 of Algorithm 3.2) employs a majority filter across the whole segmentation. This
filter traverses the input signal for a given kernel size k, replacing each point with the
most frequently occurring value within a k-sized window. The extraction step (see line
15 of Algorithm 3.2) identifies the initial sample of each CO. It pinpoints the indices
of the falling edge down to class 0, meaning those samples with a value of 0 where the
preceding value is not 0. These samples are then scaled by s, i.e., the stride in the
sliding window classification. Finally, the refining step (see line 25 of Algorithm 3.2)
fine-tunes the algorithm’s parameters by reducing kernel size k and generating a list of
sub-segmentation for subsequent iterations. These sub-segments encompass those regions
of the input segmentation for which multiple hidden COs might still exist. The process
begins by determining the minimum length of a CO minCO (see line 25 of Algorithm 3.2),
which is derived by comparing the input’s average CO length and the CO’s starting points
identified so far. Next, the algorithm examines pairs of consecutive CO starting points
(see line 28 of Algorithm 3.2). If the distance between them exceeds twice the minCO,
it indicates the potential presence of additional COs within that interval. Consequently,

the corresponding sub-segmentation is queued for further processing.

The algorithm persists until no further refinement is possible, i.e., when k drops below
one or the refining step yields an empty list of sub-segmentations seg (see line 7 of Algo-
rithm 3.2).

Hound v3’s screening The third version of screening procedure follows the iterative
approach described for Hound v2, using a majority voting mechanism to select the most
likely class and iteratively polishing the segmentation (see Algorithm 3.2). However, the
EXTRACT step has been improved to enable the extraction of both CO start and end points
from the CNN output, as detailed in Algorithm 3.3. In fact, although the CNN classifier
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Algorithm 3.3 Hound v3’s EXTRACT procedure for detecting CO’s end points.
Input: seg, s
Output: newStarts, newEnds
1: procedure EXTRACT(seg, S)
2 newStarts < | |
3 newEnds « ||
4 for 7, sample in enumerate(seg) do
5: if sample is falling edge to class 0 then
6:
7
8
9

newStarts.update (i X s)

if sample is rising edge to class 2 OR sample is rising edge to class 1 then
newkEnds.update (i X s)

return newStarts, newEnds

has been specifically designed to detect the beginning of the CO’s, it is capable of detecting
the end of the CO executions by looking at Class 1, as the classifier has been trained to
identify the spare part of the COs.

The extraction step identifies the indices of falling edges to class 0 as CO start points,
and rising edges to class 1 or 2 as CO end points. Each detected index is scaled by s, the
sliding window stride, to map to the original trace. This dual extraction enables more

precise segmentation by providing both start and end markers for each CO.

The refining step is also improved by leveraging the availability of both start and end
points. Instead of analyzing intervals between consecutive start points, the algorithm
now considers start-end pairs, allowing for more accurate detection of missed or spurious

COs and better handling of segmentation ambiguities.

Alignment

Finally, the Alignment stage used the refined start indices from the screening stage are
used to segment the original side-channel trace into individual COs. The output of this
stage is a set of temporally aligned trace segments, each containing a single CO. This

alignment enables further analysis or attacks on the isolated cryptographic operations.

3.2. Heuristics for segmentation errors

Hound’s inference pipeline may produce errors when the CNN misclassifies a window
or when the Screening stage incorrectly extracts start or end points. These mistakes
lead to false positives, i.e., detecting a CO where none exists, or false negatives, i.e.,

missing a real CO. To improve segmentation accuracy, Hound v3 [GCZ25| applies two
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practical heuristics that leverage the detection of both start and end points of the CO
(see Algorithm 3.2 and Algorithm 3.3).

For false positives, the heuristic pairs each detected start with the closest following end,
ensuring that every start has a corresponding end and vice versa. If a start does not have
a matching end, it is flagged as an error. The algorithm then removes the start point that
is associated with the shortest interval, as it is unlikely to represent a valid CO. Similarly,

any end point without a preceding start is marked and handled.

For false negatives, the heuristic checks the intervals length between matched start and end
points. If an interval is much longer than the average CO duration, it suggests that a CO
may have been missed. In such cases, the algorithm splits the long interval and examines

the new segments to verify that they do not belong to general-purpose applications.

These approaches help recover missed COs and improve overall segmentation reliability.
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4: ‘ Attack and Defense Strategies
Using Deep Learning

Side-channel attacks and their corresponding defenses are in continuous investigation.
While classical attack techniques have demonstrated the ability to extract sensitive in-
formation from cryptographic devices, the adoption of countermeasures such as masking
and hiding has made practical exploitation more difficult. However, the rapid evolution
of deep learning and machine learning methods has exposed new vulnerabilities, allowing

attackers to bypass protections previously considered robust.

Despite these advancements, several open challenges remain. Many countermeasures,
especially those based on Dynamic Frequency Scaling (DFS) and run-time variability,
introduce significant complexity in trace alignment and analysis, but often come with
trade-offs in performance and resource usage. Furthermore, the lack of realistic datasets
and open-source platforms has limited the reproducibility and benchmarking of both
attacks and defenses in real-world scenarios. This chapter addresses these challenges by
introducing novel methodologies and hardware solutions to improve both the effectiveness
of SCA techniques and the resilience of countermeasures for systems that employ DFS.
Through the development of deep-learning-assisted attack pipelines and efficient hardware
modules for dynamic frequency randomization, the work advances the state-of-the-art
in side-channel security and provides practical tools for evaluating and enhancing the

protection of modern digital systems with lightweight hiding countermeasures.

The chapter is organized as follows: Section 4.1 presents Owl, a novel deep learning-
assisted SCA against highly desynchronized traces through a commercial DFS imple-
mentation, Section 4.2 presents Rabbit, a novel hardware architecture for dynamic clock
randomization designed to overcome the limitations of existing approaches while ensuring

robust security against various SCAs.
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Figure 4.1: Overview of the proposed Owl pipeline for resynchronizing DFS-

desynchronized side-channel traces, divided into training and inference pipelines.

4.1. Owl: deep-learning-assisted side-channel attack
against dynamic frequency scaling countermea-
sures

DFS is a widely available, cost-effective actuator for managing power-performance trade-
offs in embedded systems. Its ability to select the operating frequency at run-time from
a small set of supported values, together with its presence on many edge and IoT plat-
forms [UEF22, Ras23|, makes DFS a realistic and attractive hiding countermeasure, and,
consequently, a practical attack surface. Only a few side-channel studies explicitly tar-
get DFS-based defenses. Common practice models desynchronization with simple data-
augmentation techniques, such as rigid time shifts [BPST20]. While augmentation can
mitigate limited data availability, the chosen augmentation model must be proven to be
representative of the physical phenomena that produce desynchronization. Moreover, the
literature shows that attack complexity grows with the degree of temporal desynchroniza-
tion and that attacks can fail beyond a certain desynchronization level. Thus, studying
highly desynchronized traces produced by real, commercial-like DF'S actuators remains a

critical and open research problem.

To address this gap, we propose Owl, a deep-learning-assisted attack pipeline that resyn-
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chronizes traces strongly desynchronized by physical DFS actuators. Owl applies a deep-
learning pre-processing stage to resynchronize traces to a reference clock frequency and
then performs a classical SCA on the resynchronized data. Notably, once temporal align-
ment is restored, any established side-channel analysis technique can be applied. In this

work, a template attack [CRRO03]| is chosen due to its simplicity and proven effectiveness.

Owl overview Starting from highly desynchronized traces, the proposed methodology
implements a pre-processing deep learning stage to resynchronize the traces to a reference
clock frequency before validating the resynchronization via classical SCA, such as a tem-
plate attack. Notably, the proposed methodology exploits trained stages, i.e., the deep
learning and the leakage profiling stages, thus, a more natural presentation flow requires
organizing the discussion into training and inference phases as depicted in Figure 4.1. In
the training pipeline, a CNN-based frequency classifier and leakage models are trained
using a dataset of power traces paired with clock frequency labels. The process involves
resynchronizing traces to a reference frequency using interpolation, followed by minor ag-
gregation to reduce errors. The CNN is trained on time windows with constant frequency,
leveraging the availability of precise frequency labels. The inference pipeline implements
the Owl approach, which uses a deep learning pre-processing pipeline to resynchronize
highly desynchronized traces. This involves segmenting traces using a frequency classifier
and Grad-CAM to assign frequency labels to each sample. The traces are then realigned
to the reference frequency through interpolation and aggregation before performing a
classical SCA.

This methodology enables effective handling of desynchronized traces by combining deep

learning-based segmentation and classical side-channel analysis techniques.

The rest of this section delivers a detailed discussion targeting the dataset creation, the
trace interpolation, and the CNN for frequency classification in Section 4.1.1, and tar-
geting inference pipeline and the segmentation in Section 4.1.2. Conversely, in the next

Section 4.2 we present a practical defense that targets the same threat model.

4.1.1. Training pipeline

The training phase is meant to train a CNN frequency classifier and profile the side-channel
leakages starting from an input dataset of pairs. Each pair consists of a highly desynchro-
nized power trace and the corresponding set of temporally ordered labels identifying the
clock frequency of each interval in the trace. The leakages are profiled using a two-stage

pipeline. First, the Trace Interpolation stage resynchronizes all the traces of the in-
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put dataset to a common reference clock frequency. Notably, the Trace Interpolation
stage leverages the clock frequency labels associated with each sample of the input traces
to perform the resynchronization. Second, the leakages are profiled using the resynchro-
nized traces. Leveraging sliding window alignment [CCDO00|, a minor aggregation of N,
samples over time is performed to mitigate interpolation errors during the Side-Channel

Profiling stage.

The CNN is trained using a two-stage pipeline with the final goal of predicting the clock
frequency of a given input trace. To this end, we employed a Dataset Building stage to
create the training dataset by selecting a set of time windows from each trace which exhibit
a constant clock frequency. The availability of a database with clock frequency labels
for each trace sample makes this Dataset Building procedure a trivial task. Finally,
starting from the extracted constant clock frequency time windows, the CNN Training

stage delivers the Trained CNN.

Dataset Building

Considering the training pipeline, the Dataset Building stage takes the side-channel
traces in input and generates the dataset to train, test, and validate the CNN (see
Training Phase in Figure 4.1). The CNN dataset is built starting from the available col-
lection of side-channel measurements, consisting of power traces desynchronized through
DFS and a frequency label for each sample. Thus, each initial power trace encloses multi-
ple frequencies, with possible values from a predefined finite set F. The neural network is
trained to classify each power trace according to its clock frequencies, which necessitates
training data with constant frequency. The Dataset Building procedure inputs a desyn-
chronized side-channel trace and selects N-sample windows of constant frequency. Since
the starting database provides the frequency value for each sample, selecting a constant
frequency window is trivial. Padding is left before and after each frequency change to
avoid border effects due to the physical actuator. The output CNN dataset consists of

N-sample constant-frequency windows with relative frequency labels.

Trace Interpolation

The Trace Interpolation stage is used both during the training phase and the inference
phase to resynchronize the traces to a reference clock frequency (f.r). The procedure
employed to interpolate the trace is reported in Algorithm 4.1. The algorithm takes as
input the desynchronized trace t, the segmentation s, and the desired reference frequency

fret- The input segmentation s consists of a vector of frequency values for each sample
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Algorithm 4.1 Owl’s interpolation algorithm.

Input ¢, s, fref > Input trace, segmentation, reference frequency
Output ¢;,; > Interpolated trace
1: procedure TRACEINTERPOLATION(?, s, fref)
2 windows < getConstantFrequencyWindows(t, s)
3 tz’nt <— [ ]
4 for win in windows do
5: fwin < getFrequency(win)
6 if fyin = frer then > No interpolation required
7 tint < concat(ting, win)
8 else > Interpolation required
9: Wingnt <— scaleWindow(win, fref/ fuwin)
10: tint < concat(tin, Winp,)
11: return t¢;,;
12: procedure SCALEWINDOW (window, freqRatio)
13: samples < len(window)
14: numsSample;,, < samples/ freqRatio
15: samples;y; < newList(0, numSample;,;) > List from 0 to numSample;,,
16: window;,; < interpl1D(window, sample, sample;y;) > Linear interpolation
17: return window;,;

in t. Notably, during the training phase, s is known and provided directly as part of
the available database. Instead, during the inference phase, s is estimated by the pro-
posed segmentation method (see Segmentation stage in Figure 4.1). Given the input
segmentation, all the intervals characterized by a single clock frequency, named windows
in the algorithm, are extracted from the original trace (see line 2 in Algorithm 4.1). The
algorithm considers then one window at a time and interpolates based on the window
frequency (fwin)- If fwin is the same as the reference frequency, then the interpolation is
unnecessary since the window is already aligned with the reference frequency (see lines
7-9 in Algorithm 4.1). In that case, the samples within the original window are directly
stored in the output array t;,;. On the contrary, in case fui, and f.f are not the same,
a linear interpolation is performed, represented by the scale Window function (see lines
10-13 and 17-25 in Algorithm 4.1). The interpolation scales the considered window by
a factor fier/ fwin, thus increasing or decreasing the number of samples in the final trace.
The obtained scaled window is then stored in the output array t¢;,;. The procedure is re-
peated for each window until all the constant-frequency windows in ¢ have been processed.

Finally, the interpolated trace ¢;,; is returned (see line 15 in Algorithm 4.1).
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Figure 4.2: Owl’s frequency classification CNN and Grad-CAM overlay architecture.

Convolutional Neural Network

The CNN follows the same architecture illustrated in Section 3.1.1, which is adapted
from a 2D ResNet [HZRS16] and illustrated in Figure 4.2. The network aims to classify
the operating frequency of the input side-channel trace. The input to the CNN is a
power trace of N samples, while its output is a classification vector (y) with a probability
for each frequency in the training label set /. The CNN architecture consists of six
consecutive blocks: a convolutional block, two residual blocks, a global average pooling
layer, a fully connected block, and a softmax layer. Each convolutional block includes a
1D convolutional layer, a batch normalization layer, and a ReLLU activation function. The
residual blocks, which contain two convolutional blocks each, contain shortcut connections
for element-wise feature summation. All convolutional layers employ a kernel size of 64,
a stride of 1, and zero padding. The initial convolutional layer and the one in the first
residual block use 16 filters, while the second residual block increases the filter count to
32. The global average pooling layer computes the average of the extracted features over
the temporal dimension N. The resulting feature vector is then passed through two fully-
connected layers, using a ReLU activation function, before being passed to the softmax
layer, which generates a F-dimensional vector containing the classification scores for each
frequency class. Notably, the structure of the global average pooling layer allows the

potential use of different N values for the training and inference pipelines.
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CNN training The CNN is trained on constant-frequency windows of N samples (see
Section 4.1.1). Given an input window ¢, the network outputs a probability vector y = g(t)
over the F' frequency classes. Training minimizes the cross-entropy loss between y and

the true frequency label f (see Equation 3.1).

4.1.2. Inference pipeline

The inference pipeline consists of a pre-processing deep learning pipeline (see Segmentation
and Trace Interpolation stage in Figure 4.1) to resynchronize the traces to a reference
clock frequency (f,.r) and a classical side-channel attack (see Side-Channel Attack stage
in Figure 4.1). The pre-processing deep learning pipeline consists of three stages. The first
and second stages implement a frequency classifier and a network explanation tool used
to identify the operating frequency associated with each time window of a desynchronized
trace (see Segmentation stage in Figure 4.1). Notably, the frequency classifier has been
trained using constant clock frequency traces, while in the Attack Phase, it is fed with
highly desynchronized traces. Thus, the output vector is expected to highlight various
clock frequencies associated with each desynchronized trace. The main novelty of the
proposed approach is to avoid the direct use of such output vector. In contrast, we feed
the output vector obtained from the frequency classifier into the Grad-CAM CNN expla-
nation tool. Grad-CAM highlights the portions of a desynchronized trace that activated a
specific frequency class in the output vector, thus allowing to associate a clock frequency
label to each sample of the desynchronized traces. Starting from the desynchronized traces
and the clock frequency labels identified in the Segmentation stage, the third stage of
the deep learning pipeline applies the Trace Interpolation stage to realign each trace
to the reference clock frequency before performing the actual attack. An N,,.-samples
aggregation over time is used to fix minor misalignments due to the rough frequency
segmentation and to mitigate interpolation errors [CCDO00| (see Side-Channel Attack
stage in Figure 4.1). Notably, in this work a template attack is performed as an example
of a classical SCA technique that can be applied after the deep learning pre-processing

pipeline.

Segmentation

Considering the inference pipeline, the trace segmentation block (see Segmentation stage
in Figure 4.1) assigns a frequency value to each sample in the attacked desynchronized
traces. Given an input trace ¢ with N samples in the trace, the segmentation is the 1D
vector s of N elements with values s; € {fi, fo,..., fr}, where f denotes a frequency

label and F' the number of possible frequencies synthesized by the DFS. We exploit the
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Grad-CAM localization capability to approximate the segmentation s.

Grad-CAM based trace segmentation The Grad-CAM method consists of a se-
quence of steps, from the CNN’s classification output to the trace segmentation (see the
bottom of Figure 4.2). First, the CNN’s classification output z is examined before the
final Softmax layer. This output z is a vector containing scores for each of the F' possible
frequencies within the trace. Each element z; reflects the network’s confidence that the

input trace corresponds to a specific frequency.

Next, a localization map Grad-CAM is generated for every frequency. These maps indi-
cate the importance of each sample within the trace for predicting each frequency. The
localization maps are constructed by combining the feature maps, denoted by A, extracted
from the final residual block of the CNN (see layer A in Figure 4.2).

Finally, the localization maps segment the trace by assigning frequencies to individual
samples. The segmentation is achieved by selecting the frequency with the highest lo-
calization score for each sample after applying a normalization step using the Softmax
function. The output s indicates the frequency assigned to each sample 7 in the trace.

Equation 4.1 denotes the segmentation s; for each sample i.

s; = arg max Grad-CAM/ (4.1)
f

4.2. Hardware framework for dynamic voltage and
frequency randomization

Previous Section 4.1 demonstrates that commercially available DFS implementations can
be resynchronized using deep learning techniques, restoring side-channel vulnerabilities
and enabling classical SCA techniques, thus motivating novel practical defenses. While
recent literature indicates that the success rate of side-channel attacks decreases as desyn-
chronization increases [BPST20|, there remains a lack of clarity regarding the optimal

hyperparameters and configurations for maximizing side-channel resistance in practice.

This section presents a hardware framework for AMD Xilinx FPGAs that enables fast,
fine-grained, run-time variation of operating points. The framework mimics process and
board-to-board variability, providing an experimental platform to study how FPGA man-
ufacturing differences and portability affect timing, power consumption, and side-channel
leakage. By providing a flexible, configurable repository of operating points and low-

latency actuation, the framework enables systematic exploration of which randomization
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Figure 4.3: Architectural view of the proposed random dynamic voltage and frequency

scaling.

strategies are most effective and offers a low-cost, deployable hiding countermeasure for
real FPGA platforms.

Within this framework we introduce Rabbit, a lightweight hiding countermeasure based
on randomized frequency scaling. Common DFS implementations for side-channel pro-
tection [HDL 120, DHL21] typically offer a broad range of operating frequencies to max-
imize desynchronization effects. However, existing solutions continue to face challenges,
including performance degradation, resource overhead, and incomplete protection against
sophisticated deep learning attacks. Rabbit design pursues three goals: i) increase tem-
poral uncertainty through fast, fine-grained frequency changes; i) preserve uninterrupted
system operation during actuations; and i) offer a simple, flexible implementation on
AMD Xilinx FPGA platforms with minimal PPA impact.

4.2.1. Hardware architecture

Figure 4.3 depicts the high-level view of the proposed random dynamic voltage and fre-
quency scaling (rDVF'S) architecture. The module implements a free-running true random
number generator (TRNG) |GGFZ22| to address memories containing the configurations
for each parameter, i.e., operating voltage, clock frequency, and clock phase. The oper-
ating points are then fed to the DFS and DVS actuators, which dynamically change the
operating frequency and voltage of the FPGA, respectively. Finally, rDVFS outputs the

generated clock (clk,,;) and the operating voltage (volt,,;) signals.

For clarity, Rabbit is a subsystem of the entire module which includes the DFS actuator,

the memory containing the synthesizable frequencies, and the input TRNG.

The three configuration memories are independently accessed and are configured at de-
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Figure 4.4: Dynamic frequency scaling module block diagram.

sign time according to the feasibility requirements documented for the target FPGA fam-
ily [Xil20]. A design-time script allows users to specify boundaries and step increments
for frequency and operating voltage, automatically generating the RTL description for
the correctly instantiated memories. Although the architecture is generic, we allow up
to 1024 frequency configurations, 8 clock phase configurations, and 128 operating voltage
values. The limited number of phase configurations arises from the practical challenges of
achieving rapid phase shifts for large phase values using the AMD Xilinx MMCM |[AT].
To this end, we obtained large clock phase shifts by serializing multiple small phase shift

actuations.

The rest of this section details the architecture of the DFS module, which represent the
on-chip component of the random DVFS actuator. Current FPGAs do not offer on-
chip DVS actuators, and thus, we exploit the DVS of the reference board leveraging the
SPI/I2C protocol.

Dynamic Frequency Scaling actuator

The proposed DFS actuator leverages the ability of AMD Xilinx MMCMs to be dynami-
cally reconfigured via Dynamic Reconfiguration Port [AT|. The relationship between the
input (f;,) and output (clk,,) frequency of an MMCM is described by Equation 2.3,
where M is the clock feedback multiplier, D and O are clock dividers. During reconfig-
uration, MMCM’s scaling parameters (M, D, and O) are overwritten, delivering a new

frequency.

Figure 4.4 provides an overview of the architecture of the DFS actuator. The module
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Algorithm 4.2 DFS finite state machine algorithm.

1: MMCM,,s < MMCDM 4
2: MMCMyg, + MMCMpg
3: procedure RECONFIGURE( fi,, Pin, ack)
confy < retriveConf( fi,)
Con.fp < Pin
loadConf (confy, conf,)
doReconf (M MC My,)
while ack # 1 do
wait
100 MMCM,y, MMCM,, + £1ipMMCM()

takes as inputs the clock frequency (f;,) and the clock phase (p;,), to independently
enable the actuation of the two operating points. The DFS module outputs the generated
clock signal (f,.;). The architecture of DFS is organized in three parts: i) the storage
element (BRAM) contains the configuration parameters for the frequency scaling (M, D,
0), i) the pair of Mixed-Mode Clock Modules, i.e., MMCM 4 and M MC Mg, represents
the actual generators of the clock signal (f,.t), and i) the finite-state machine (F'SM)
and the related address decoder implement the protocol to perform the frequency and

phase scaling.

Notably, AMD Xilinx MMCM allows synthesizing the required clock signal at run-time
while its output remains low during the entire reconfiguration phase, thus provoking a
clock-gating effect on the computing platform. The proposed architecture leverages two
MMCMs to avoid the clock-gating effect during the reconfiguration of the clock signal. In
particular, the master MMCM keeps generating the current clock signal while the slave
MMCM is reconfigured. At the end of the reconfiguration, the role of the two MMCMs
is flipped, i.e., the master MMCM becomes the slave one and vice versa, to offer a truly

dynamic frequency scaling actuator.

The FSM module implements the protocol to reconfigure the clock frequency dynami-
cally (see Algorithm 4.2). Algorithm 4.2 takes as input the required clock frequency ( f;,)
and clock phase (p;,) of the random operating point, and the signal that monitors the
locked status of the two MMCMs (ack). The ack signal monitors the locking status (lock;)
of the two MMCMs to prevent triggering a new reconfiguration while the previous one
is still in progress. Therefore, a new reconfiguration can start only if the ack signal is

asserted, i.e., the previous reconfiguration has ended.

The algorithm 4.2 implements the configuration of the registers in the memory-mapped

MMCM interfaces to dynamically change the clock frequency and phase. Notably, the



52 4| Attack and Defense Strategies Using Deep Learning

phase shift can be actuated by directly writing p;, into the correct MMCM memory-
mapped register. In contrast, reconfiguring the clock frequency requires writing multiple
MMCM registers for which the corresponding values are obtained from BRAM (see line
4 in Algorithm 4.2). After retrieving the MMCM register values from BRAM, the pro-
cedure sequentially loads each configuration in the appropriate register (see line 6 in
Algorithm 4.2). Once all register values have been updated, the actual MMCM recon-
figuration can start (see line 7 in Algorithm 4.2), during which the FSM enters a wait
state, waiting for the ack signal to rise (see lines 8-9 in Algorithm 4.2). At the end of the
reconfiguration, the role of the two MMCMs is flipped, i.e., the master MMCM becomes
the slave one and vice versa (see line 10 in Algorithm 4.2). The clk,,; clock output is then

selected through the isM st 1-bit flag as the one output by the current master.

Such a protocol is meant to implement a flexible design that allows storing frequency
configurations regardless of the step and the minimum and maximum frequencies. Con-
sidering the limitations of the AMD Xilinx MMCMs and the design timing constraints, the
BRAM can store up to 1024 clock frequency configurations within the 5 — 800 MHz range
where the minimum step is 0.125 MHz. For example, the user can configure the BRAM
with 80 frequency configurations where the slower and faster frequencies are 10 MHz and
30 MHz, respectively, with a step of 0.250 MHz.

The content of BRAM is configured at design time according to the feasibility require-
ments described in the technical specification documents of the considered hardware com-
ponents [Xil20]. In particular, the design-time configuration script allows the user to
provide the boundaries and the step increment for the frequencies. It automatically gen-
erates the RTL description to instantiate the correctly configured memories, i.e., the

BRAMs and the logic to access their content.

To further improve the understanding of the proposed solution, the following discusses the
time steps to reconfigure the frequency of 50.5 MHz (see T'1-76 in Figure 4.4). Starting
from the input frequency value f;,, = 50.5 MHz (see T'1 in Figure 4.4), the integer part is
used to perform the first access to BRAM. This first memory access retrieves from line
50 a record containing the Base and Shift fields (see T2 in Figure 4.4). The Base value
indicates the starting address of the actual configuration for each frequency range in the
BRAM. Shift value mirrors the granularity of the frequency steps: it determines how
many fractional frequencies are available between two integer frequencies. In the proposed
example, the granularity is set to 0.125 MHz, allowing 23 fractional frequencies between
50 MHz and 51 MHz. Thus, the Shift value is set to 3. The retrieved Base and Shift fields,
together with the fractional part of the input frequency, are used to compute the address

for the second access to BRAM containing the actual clock frequency configuration for f;,.
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In particular, the configuration to obtain an operating frequency equal to 50.5 is stored
at line 74, i.e., 70 (Base) plus 0.5 (fractional part) < 3 (Shift) of BRAM (see T'3 and
T4 in Figure 4.4). Notably, the two memory accesses create a level of indirection between
the required frequency and the actual line of BRAM that stores the configuration, thus
allowing maximum flexibility in the design of the range and granularity of the frequency
configurations within BRAM. Indeed, each frequency can have its own granularity. The
configuration values M, D, and O at line 74, i.e., 50, 4, and 12, respectively, are driven
to the FSM, which is in charge of configuring the slave MMCM registers through the
{addr,data} port (see T'5 in Figure 4.4). Once the slave MMCM sets its lock; signal, the
FSM drives isM st to flip the role of the MMCMs and to propagate the new frequency
through clky,; (see T6 in Figure 4.4).
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5 ‘ Setup and Benchmark for
Methodology Evaluation

A requirement for the effortless validation and evaluation of side-channel analysis tech-
niques lies in the availability of a controlled yet flexible experimental setup. Security lab-
oratories rely on evaluation boards specificically desing to accurately collect side-channel
signals. However, researchers cannot easily change such hardware to implement or test
countermeasures. To this end, this chapter introduces a novel open framework named
JARVIS to validate the robustness and efficacy of the proposed methodologies within
realistic scenarios. JARVIS is a modern FPGA-based hardware-software framework that
enables high-precision acquisitions while maintaining the flexibility to instantiate various
countermeasures. Furthermore, two novel datasets, Chameleon and DFS DESYNCH,
are introduced to benchmark the proposed techniques under realistic hiding conditions.
Both datasets are publicly released to encourage community reproduction of our results

and, above all, to foster the development of new methodologies.

The rest of this chapter is organized as follows. Section 5.1 outlines the evaluation met-
rics adopted throughout the thesis. Section 5.2 introduces JARVIS, the hardware-software
framework used for all experiments. Section 5.4 describes the DFS DESYNCH dataset,
which provides highly desynchronized power traces for evaluating attack strategies against
DFS mechanisms. Finally, Section 5.3 details the Chameleon dataset, designed to bench-

mark segmentation and attack techniques under various hiding countermeasures.

5.1. Evaluation metrics

Evaluating the performance of a side-channel framework is a complex task that requires
different metrics depending on the workflow’s stage. This section describes the metrics

used in this thesis to evaluate the performance of the different methodologies.
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5.1.1. Segmentation metrics

Given a side-channel trace, segmentation is the task of dividing it into meaningful seg-
ments by classifying each feature, i.e., the time sample, into different classes. In this
work, segmentation is used in two complementary ways. Hound leverages segmentation
to locate and isolate individual COs in a side-channel trace, labeling each sample as be-
longing to a CO or not. Owl exploits segmentation to classify individual time samples
by their frequency. The following metrics are used to evaluate the performance of the

segmentation task.

Intersection over union A standard metric to evaluate the quality of a segmentation
is the intersection over union (IoU). It measures the overlap between the predicted and
the ground truth segmentation. It ranges from 0 to 1, where 1 is a perfect overlap. It is
formally defined by Equation 5.1 as the ratio of the intersection between the predicted
(P) and the ground truth (GT) classification and their union.

_|PNGT|

I0U(P,GT) = FUCT

(5.1)

Notably, IoU is a meaningful metric only if the whole segmentation is available. In the
context of COs identification, this means that both the start and end samples may be
identified. Consequently, the IoU is applicable solely to Hound-v3, which is the only

Hound’s version that provides a complete segmentation.

False detection rates During COs identification, if their execution is considered as a
single segment, false positive and false negative rates are two valuable metrics. A false
positive occurs when a CO is located even though it is not present in the given trace. A
false negative occurs when a CO is not located even though it is present in the given trace.
False positive rate (FFPR) and false negative rate (FFNR) are defined as the proportion

of false positives (false negatives, respectively) relative to the actual number of COs.

5.1.2. Deep-learning training metrics

Training a deep-learning model involves optimizing its parameters to minimize a loss
function. The training process is typically monitored using a confusion matrix to evaluate

the model’s performance on a validation and test set.
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Confusion matrix The confusion matrix (CM) is a table that summarizes the perfor-
mance of a classification algorithm. The column indices represent the ground truth, i.e.,
the true target class, while the row indices represent the predicted ones. Thus, the cell
CM;; contains the percentage of traces whose true class is ¢;, which the network predicted

as ¢;.

5.1.3. Side-channel attack metrics

A side-channel attack exploits information leaked during the execution of a CO to recover
secret keys. To assess the attack effectiveness, different metrics are used to quantify its
strength, such as: the guessing entropy, the guessing distance, the number of CO traces,
and the CNN success rate.

Guessing entropy The guessing entropy (GFE) is defined as the average rank position of
the correct key among all possible key guesses, namely, the number of guesses required to
find the correct key. It is formally defined by Equation 5.2, where Pr(k) is the probability
of key k£ when attacking on set trace 7. The best possible GE value is 1, meaning the
key is always precisely predicted.

Guessing distance The guessing distance (G D) is a metric that quantifies the effec-
tiveness of an attack by measuring how well the attack can isolate the correct key from
the others. It is formally defined by Equation 5.3 as the distance between the correct key
and the most likely incorrect key. Pr(k) is the probability of key k& when attacking on set
trace 7. It is normalized by the distance between the most likely and least likely keys
and averaged over all possible keys. The higher the GD(-) value, the more effective the

attack, and negative values indicate that the correct key is not the first guess.

Pr(k*) — max Pr(IC\k*)
max Pr(K) — min Pr(K)

GD(T)=E (5.3)
Number of CO traces The metric number of CO traces expresses the number of CO
required to reach a guessing entropy of 1. The fewer CO executions are used to exfiltrate
the secret key, the more powerful an attack methodology is considered. For CPA targeting
multiple key bytes, the number of CO traces considers the COs needed to reach a GE of
1 for all attacked bytes. For CNN-based attacks, the number of CO traces is related to
the best CNN model, i.e., the one that requires the fewest COs to recover the key.
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CNN success rate The robustness of a countermeasure is inversely related to the
number of CNNs that successfully recover the key. The more CNNs are able to achieve
key recovery, the less resistant the countermeasure is considered to be. The metric CNN
success rate refers to the percentage of tested CNNs that reached a guessing entropy of
1, highlighting how easily different neural network configurations can exploit the leakage.

Notably, a CNN success rate greater than 0 is enough to recover the key.

5.1.4. Hardware design metrics

The implementation of a hardware design is evaluated using three main metrics: area,
performance, and power consumption. This thesis focuses on FPGA implementations,

and such metrics are measured using the AMD Xilinx Vivado Design Suite.

Area The area is a metric that quantifies the hardware resources used by a design.
The area for FPGA designs is measured in terms of used look up tables (LUTs), flip-
flops (FF), Digital Signal Processor (DSP), Block RAM (BRAM), MMCM, and Global
Clock Buffer (BUFG).

Performance Performance defined the maximum clock frequency at which the design
can operate. For evaluating the DFS actuator’s performance, timing overhead required to
reconfigure the actuator is considered. Since during this time the computing platform is
gated, the performance is reduced and minimizing such overhead is crucial. Performance
is defined in Equation 5.4 as the ratio between 1 and the timing overhead.

1

Perfi = 5.4
CHIOTIAnce = 7 + Timing Overhead (54)

Power consumption Power consumption is computed leveraging the AMD Xilinx Vi-

vado Power Analysis tool.

5.2. JARVIS: FPGA-based hardware-software frame-
work for side-channel research

This section introduces JARVIS, the hardware-software framework used throughout this
thesis for evaluating SCA and countermeasures. JARVIS is an open-source platform that
provides a comprehensive environment for SCA research on an FPGA-based IoT-class

computing platform, specifically targeting modern RISC-V-based systems.
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Figure 5.1: JARVIS’ hardware-software infrastructure architecture.

The framework provides an IoT-class System-on-Chip (SoC) that includes a CPU based
on the RISC-V ISA, dedicated hardware to enable the implementation of state-of-the-art
SCA countermeasures, an ad-hoc debug infrastructure to maximize the observability and
controllability of the computing platform and thus simplify the execution of SCA, and
support for the open source FreeRTOS real-time operating system (RTOS).

The JARVIS framework is designed to address the lack of integrated, open-source solutions
for side-channel research on general-purpose IoT platforms. The few RISC-V security-
oriented solutions, e.g., OpenTitan [Low24]|, are not meant as general-purpose computing
platforms and do not support the development of novel attack and defense methodologies,
while others focus their research effort solely on the hardware side while disregarding the

software framework [DCEM18| or vice versa.

JARVIS serves as the experimental foundation for the results and analyses presented
in this thesis, offering a robust and extensible platform for advancing SCA research on

TIoT-class devices.

The rest of this Section is organized as follows: Section 5.2.1 provides an overview of the
JARVIS framework, discussing its main components and their interactions; Section 5.2.2
details the microarchitecture of the SoC; finally Section 5.2.3 describes the implementation

of the SoC on an FPGA prototype board and the software stack that runs on top of it.

5.2.1. Framework overview

The hardware-software infrastructure depicted in Figure 5.1 realizes the JARVIS flow by

means of three main components, namely 1) a (virtual) prototype, 2) an oscilloscope, and
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3) a host PC. This part discusses in detail the three components and how they interact
with each other to deliver the JARVIS framework.

(Virtual) prototype

The computing platform at the foundation of the proposed SCA research framework
implements an SoC architecture that can notably be instantiated as a prototype on FPGA,
to collect the power trace measurements from an digital oscilloscope, as well as emulated
as a virtual prototype in a RTL simulator that instantiates its post-place-and-route netlist
in a testbench, to generate the matching VCD switching activity. The correspondence
between the prototype and its virtual counterpart, in particular in how they execute a
target application, is enforced by dedicated hardware mechanisms and it is the crucial

aspect that enables employing our framework for SCA analysis.

The SoC architecture is built around a Wishbone interconnect. It comprises a CPU, and
a global debug unit as its masters and a memory, a user UART, a true random number
generator (TRNG), and a timer as its bus slaves. Moreover, it includes a pinpoint unit
and a DFS actuator which takes its design by Rabbit [GMZ25] presented in Section 4.2.

The single-core, in-order, five-stage pipelined, 32-bit RISC-V CPU implements the base in-
teger (I) and integer multiplication and division (M) RISC-V 32-bit ISA extensions [SZ19].
Supporting only I and M extensions, i.e., the bare minimum extensions for an IoT-class
CPU, provides the simplest and most observable setup, making it easier to carry out
the side-channel analysis. A floating-point unit (FPU) [ZGF21, ZG22, DGC*24] can be
optionally instantiated as a functional unit of the CPU to expand the computational capa-
bilities of the SoC, enabling the execution of floating-point-intensive applications without
affecting the overall side-channel resistance of the computing platform. The interconnect
consists of two separate 64-bit Wishbone data and instruction buses, both supporting
single read and write transactions as well as burst ones, according to a modified Harvard
architecture to minimize contention. The pinpoint unit is a hardware component that
enables precise synchronization between the oscilloscope acquisition and the the execu-
tion of a target application recording the clock cycles elapsed from the start of the such
application. The DFS actuator enables changing at run time the frequency of the clock
signal fed to the CPU, whereas the rest of the SoC operates at a fixed clock frequency.
A global debug unit and local debug units connected to the former in a point-to-point
fashion compose the debug infrastructure of the SoC. The global debug unit interacts
with the host PC through the system UART while two different channels support its
communication with the rest of the SoC. Memory location of the memory-mapped bus

slaves are accessed through Wishbone reads and writes, while dedicated lines connect the
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global debug unit to the three local ones that manage the CPU, the DFS actuator, and

the pinpoint unit, respectively.

The main memory, making use of the block RAM (BRAM) resources available on AMD
Xilinx FPGAs, is instantiated as a slave on the Wishbone data bus. The bus slaves include
a TRNG, that produces a sequence of random bits meant to be used in cryptography
and SCA countermeasure tasks, a timer, which enables support for FreeRTOS, and a
user UART, that provides an I/O interface for the application. Hardware accelerators
exposing a Wishbone interface can also notably be added as memory-mapped bus slaves

to the SoC to extend its capabilities.

The implementation phase of the proposed flow includes the selection of which parts of
the SoC to instantiate, e.g., the optional the DFS actuator, pinpoint unit, TRNG, and
timer, and the configuration of its parametric features, e.g., the baud rate of the UART

interface, the width of the instruction and data buses, and the branch prediction scheme
of the CPU.

In addition to the UART I/O interfaces, the prototype exposes the FPGA voltage (Vpp in
Figure 5.1), which is related to the power consumption of the whole FPGA chip, and a
trigger signal (Trg), that is driven by the local debug unit of the CPU.

Oscilloscope

Power measurements from the prototype execution are carried out through an oscillo-
scope with two analog channels and a frequency bandwidth that is sufficient to collect
samples from the target platform under measurement without aliasing. The oscilloscope
is connected to the prototype board, with an analog channel measuring the voltage of the
FPGA and the other one monitoring a signal meant to trigger the data acquisition on
the former. It is managed through a USB interface by the host PC, which takes care of
its configuration and receives the data samples measured from the board on both analog

channels.

Host PC
The host PC drives the whole JARVIS framework through the flow software scripts, which

manage the interaction with both hardware devices, namely the prototype board and the
oscilloscope, and software tools, such as the EDA, compilation toolchains and state-of-the-
art SCA scripts. We can identify three main top-level scripts that drive the corresponding

phases of the framework.
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Configure The configuration script leverages an EDA toolchain for the synthesis and
place-and-route and bitstream generation of the SoC, previously configured according to
the needs of the user, also taking as its inputs the XDC constraint files that include
information about the internal clock signals as well the I/O mapping on the target FPGA
chip. A RISC-V compiler toolchain is employed instead to compile the applications and,
optionally, the RTOS. The compilation process produces an executable file, that can be
loaded into the memory of the computing platform to be executed both in its simulation
and on the prototype FPGA. Boundaries for a time window of interest are obtained
from the executable to enable accurate matching, also from a temporal standpoint, the

simulation of the computing platform with its prototype execution.

Measure The simulation leverages an RTL simulator to simulate the post-place-and-
route netlist of the SoC inside a SystemVerilog testbench provided as part of the frame-
work. The testbench loads the VMEM for the target application into the memory of
the target SoC and drives the execution of the application according to the time window
boundaries extracted from its ELF file at the previous phase. The simulation outputs a
value change dump (VCD) that contains all the switching activity of the internal signals
of the SoC corresponding to the execution of the application within the time window
of interest. The prototype execution requires, after flashing the bitstream to the FPGA
mounted on the prototype board, feeding the application binary to the SoC to be loaded
into its memory. The flow script properly drives the board execution through the SoC
debug interface, matching the behavior of the SystemVerilog testbench, and manages the
oscilloscope connected to the board to collect the power trace of the execution. The VCD
from the simulation and the power trace from the prototype execution are saved to a data

storage device, so that they can be later retrieved for performing the various analyses.

Analyze The VCD obtained from the simulation and the power traces collected from
the prototype execution, both corresponding to the exact same time window, are re-
trieved from the storage where they were saved to analyze them through a set of state-
of-the-art SCA techniques, including CPA [CCDO00|, template [CRR03|, and DIL-based
attacks [MPP16, BPS™20, ZBHV20], to detect whether there was any cryptographic in-
formation leakage and also identify the potential sources of the latter. In addition to
the SCA security statistics, the analysis phase outputs the traditional PPA metrics lever-
aging the power consumption measured from the board execution, the cycle-granularity
latency collected from simulation, and the resource utilization reports from netlist im-
plementation. The outputs of the computation can also be obtained through the debug

infrastructure to further check the correct functioning of the system.
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Figure 5.2: Detailed microarchitecture of the debug subsystem, timer, and TRNG.

5.2.2. SoC microarchitecture

Dedicated hardware and software mechanisms enable the side-channel analysis and coun-
termeasure capabilities of the proposed framework. The debug subsystem, with its break-
pointing and ad-hoc triggering mechanism, ensures maximum observability and control-
lability of the computing platform, thus allowing the collection of accurate side-channel
information that can then be exploited by SCA of different kinds. A TRNG, a pinpoint
unit, a DFS actuator, and a timer can instead be optionally instantiated in the SoC to en-
able support for a variety of state-of-the-art SCA countermeasures ranging from masking
to hiding ones. The rest of this section delivers a detailed discussion of the microarchi-

tecture of the debug subsystem, TRNG, pinpoint unit, DF'S actuator, and timer.

Debug subsystem

The framework provides hardware support for breakpoints and triggerpoints as well as
a dedicated debug infrastructure that exposes a GDB-like debug interface, thus enabling
the collection of accurate side-channel information that can then be targeted by attacks
of different kinds. This part discusses first the global-local debug microarchitecture, then
focuses on the breakpointing and triggering mechanisms, and finally provides an overview

of the debug capabilities that can be exploited by the external host PC.



64 5| Setup and Benchmark for Methodology Evaluation

Global and local debug units The debug subsystem enables controlling and observ-
ing the whole SoC through a message-based protocol. It is composed of a global debug
unit and of a number of local debug units. The global one, that acts as a master on the
Wishbone bus, receives debug messages through a system UART interface and accord-
ingly communicates both with the other bus masters, through point-to-point connections
to local debug units that act as adapters to interface with such masters, and with the
bus slaves, with whom it interacts directly through the bus by exploiting their memory-

mapped nature.

Two local debug units are instantiated for the CPU core, for the pinpoint unit, and for
the DFS respectively, to act as adapters between the global debug unit and the two bus
masters. The local debug unit interface with the global one is common to all the local
debug units, while the interface with the CPU, the pinpoint unit, or the DFS module is
custom tailored to the specific interactions that are implemented with such module. The
CPU local debug unit can access the program counter (PC), registers, and performance
monitoring counters (PMCs) of the CPU, as well as halt, reset, and restart it and advance
its execution by a single step. The pinpoint local debug unit stores the clock cycles elapsed
between the start and the end of a target application during an oscilloscope’s acquisition
and then exposes allow the host PC to read such value and reset it to 0. The DFS
one can set a new target clock frequency for the DFS actuator, get the frequency of the
current clock signal generated and configure the DFS to randomly switch the frequency
of the clock signal. Moreover, it can store the current clock frequency together with the
elapsed clock cycles during an oscilloscope’s acquisition and exposed such information
to the host PC. Figure 5.2 depicts the microarchitecture of the debug subsystem of the
SoC, highlighting the global debug unit, the CPU and DFS local debug units, and their
interactions with each other as well as with the CPU and the DFS actuator.

Breakpoints and triggerpoints The CPU local debug unit supports, through its
interaction with the CPU, a traditional breakpointing system coupled with an ad-hoc
triggering one. Breakpoints enable halting the CPU when the PC matches their corre-
sponding addresses, while triggerpoints, an ad-hoc variant of breakpoints, are meant to
toggle a trigger signal that drives the data acquisition from the oscilloscope and do not
instead halt the CPU, which is kept regularly running. The local debug unit for the CPU
contains one table for the breakpoint and two tables for the triggerpoint addresses, respec-
tively, as shown in Figure 5.2. All tables include a configurable number of entries, each
composed of a 32-bit address that corresponds to an instruction in the target application

and a 1-bit flag that signals its validity.
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Figure 5.3: Debug messages supported by the JARVIS framework: (a) structure and
width of the debug messages, (b) encoding of the command field. Legend: BTE burst
type extension, W write enable (0: read, 1: write), CTI cycle type identifier (for burst
mode), SEL select, TOKEN TYPE request message type, Reserved reserved for
future use, DU __ID identifier for target local debug unit, A ack, E error; BTE, W,
CTI, and SEL refer to Wishbone.

The valid addresses in the breakpoint table are constantly checked against the current
PC of the CPU, whose value is passed to the CPU local debug unit. Whenever there is a
match between a valid breakpoint address and the current PC, the CPU is halted until it is
resumed through a dedicate debug command. The triggerpoint table entries are similarly
compared against the PC, but a match between the latter and a triggerpoint address
produces a notably different effect. Rather than halting the CPU as in a traditional
breakpoint fashion, reaching a triggerpoint toggles a 1-bit signal that is mapped either on
an I/0 pin of the prototype board to be used as a trigger signal for an oscilloscope or on

an pinpoint unit input.

Debug messages The debug infrastructure exposes a request-response protocol to in-
terface with the SoC through the system UART. The communication is indeed carried
out as a sequence of request and response messages. Notably, no new request message can
be issued until the previous request has been completed and the corresponding response
message has been sent back. Figure 5.3 summarizes the width, structure, and information

encoded in the various messages depending on whether they are request or response and
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read or write and on whether they are intended for memory-mapped recipients or local

debug units.

Request messages can be of four types, depending on whether they correspond to read or
write actions and whether their recipients are memory-mapped devices or bus masters.
All request messages are composed of a 16-bit command and a 32-bit address, while
write requests also comprise a 32-bit data, as shown in Figure 5.3a. The command
field encodes different information depending on whether the debug message targets a
memory-mapped peripheral or a local debug unit, as depicted in Figure 5.3b. Debug
request messages that can be sent to the SoC through the system UART include, as
listed in Table 5.1, i) memory-mapped reads and writes, ii) register reads and writes,
i11) commands to reset, resume, and halt the CPU, advance its execution by a single step,
and get its current state and program counter, iv) commands to retrieve performance
monitoring counters v) commands to set, get, and remove both the breakpoints and the
triggerpoints, and vi) commands to set and get the target clock frequency for the DFS

actuator and configure it to randomly switch clock frequencies.

Response messages can be instead of only two types, i.e., read or write. The former
include data as part of the response, while the latter only acknowledge the completion of

the requested operation or the occurrence of an error.

TRNG

The TRNG is a Wishbone slave peripheral that exposes a set of 32 random bits through a
memory-mapped register. The TRNG can be configured in the architecture of the digital
noise sources and post-processing methods that compose it to obtain different results in
terms of FPGA resource utilization, throughput, and security. A digital noise source
produces the actual entropy underlying the random number generation, while a post-
processing method improves the statistical and security properties of the TRNG. Three
digital noise sources and three post-processing methods from the literature are provided
with the proposed framework to implement the TRNG component. The digital noise
sources that can be instantiated in the TRNG module are NLFIRO, PLL-based, and
edge-sampling ones, and they can be coupled with XOR, Von Neumann, and LFSR post-
processing methods |[GGFZ22|. The random output produced by the TRNG component
is periodically refreshed and exposed by a memory-mapped register that can be read
through Wishbone. The randomness has been evaluated using the NIST SP 800-22 test
suite [RSN101] with all tests passing successfully.
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Table 5.1: Debug message types supported by the JARVIS framework.

TOKEN TYPE R/W Destination Group

INVALID Read ~lemory- Invalid
mapped

MMAP READ Read  Memory- Memory-

MMAP _ WRITE Write mapped mapped

GPR_INT32 READ Read

GPR_INT32 WRITE Write CPU local CPU

GPR_FPU32 READ Read debug unit registers

GPR_FPU32 WRITE Write

HALT CPU Read

RUN_CPU Read CPU local CPU reset/

RST_CPU Read deb it esume/halt

GET DULOCAL STATE  Read ue uit resti

GET CPU_PC Read

ADVANCE ONE_ STEP Read CPU local CPU

ECHO_ FRONTEND Write debug unit stepping

GET LOW _ CYCLECNT Read

GET_ HIGH CYCLECNT Read CPU local Performance

GET LOW INSTRCNT Read debug unit counters

GET_ HIGH INSTRCNT Read

SET BRKPNT CPU Write

GET BRKPNT CPU Read CPU local Breakpoints

RM_BRKPNT CPU Write debug unit configuration

GET _NUM_ BRKPNT CPU Read

SET TRGPNT CPU Write

GET_ TRGPNT CPU Read CPU local Triggerpoints

RM_ TRGPNT CPU Write debug unit configuration

GET NUM_ TRGPNT CPU Read

SET FREQ_ DFS Write

GET_FREQ_DFS Read dDiS lo@t DFE ;

RND FREQ DFS Write 0018 UM configlration

GET_ PIN Read  DFS/Pinpoint Dataset

RST PINS Write local debug unit arase
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Algorithm 5.1 Pinpoint Recording Algorithm 5.2 Frequency Recording
Inputs: trigger gpio, Input: trigger gpio
trigger _pin 1: sample < 0
1: sample < 0 2: while trigger gpio do
2: while trigger gpio do 3: sample < sample + 1
3: sample <+ sample + 1 4 if new frequency is stable then
4 if trigger pin commutates then 5 f < getFrequencyDFS()
5: store(sample) 6: store({sample, f})
6 sample < 0 7 sample < 0

Pinpoint unit

The pinpoint unit is an ad-hoc hardware module that enables precise synchronization be-
tween the oscilloscope’s acquisition and the execution of a target application by recording
the clock cycles elapsed from the start of the computation to its end. The module takes
as input two trigger signals from the CPU local debug unit, namely trigger_gpio and
trigger_pin. Following a host request, the pinpoint unit local debug unit returns the

recorded data.

Algorithm 5.1 explains the behavior of the pinpoint unit to record the measured work-
load’s first and last sample. When the computation is initiated, the CPU asserts the
trigger_gpio signal. The trigger_gpio signal starts the acquisition process on the
oscilloscope and simultaneously activates the pinpoint unit. As the process progresses,
the sample variable is incremented with each clock cycle until the execution of interest
application, at which point the computing platform sends a trigger_pin signal to the
pinpoint unit. This signal marks the beginning of the monitored code section, storing
the sample value. Once the execution completes, the trigger_pin signal is de-asserted,
marking the end of the process. Thereby, the pinpoint unit records the first and last
samples of the monitored application, ensuring that each pin is accurately aligned with
the corresponding run. The pinpoint unit operates based on a loop that iterates once per
clock cycle, with a constant clock frequency. Similarly, the oscilloscope’s sampling fre-
quency is maintained at a constant rate. This constancy ensures that the values recorded
by the pinpointing unit are consistently correlated with the power trace samples captured
by the oscilloscope, with any differences being a simple multiplication factor. Once the
computation is complete, the host PC retrieves all the data collected by the oscilloscope
and the pinpoint unit, ensuring that every side-channel trace is accurately aligned with

the corresponding target application.
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Figure 5.4: Detailed microarchitecture of the DFS actuator.

Rabbit for JARVIS

The DFS design is based on the Rabbit microarchitecture [GMZ25| presented in Sec-
tion 4.2, tuned to the JARVIS framework for interfacing with the local debug unit. The
DFS actuator leverages two mixed-mode clock manager (MMCM) components to pro-
vide a glitch- and latency-free switching between different clock frequencies at run time.
Figure 5.4 depicted Rabbit’s architecture, which receives as its inputs a target clock fre-
quency f;, and a 1-bit flag to enable random DFS rnd, and it outputs the generated clock
signal clk.,; and the current clock frequencyf,,;. The rnd flag selects the actual target
clock frequency for the DFS reconfiguration between the one received through the f;,
input by the DFS local debug unit and a random value f,,4 output by an internal TRNG
with similar to the one in Section 5.2.2. Such target clock frequency, registered to be
output to the DFS local debug unit and readable through a dedicated debug command,
is decoded and used as an address to select a corresponding set of MMCM configuration
parameters from the BRAM memory. Random reconfiguration is activated through a debug
request (RND_FREQ_DFS in Table 5.1), which is dispatched to the DFS local debug unit
that in turn asserts the rnd input flag. When rnd is set to 1, the MMCMs keep indeed
reconfiguring to new clock frequencies as soon as the previous reconfiguration has been

completed, i.e., the ack signal to the FSM is asserted.

As additional metadata, the DFS local debug unit provides the frequency value for each
sample of a side-channel trace during an oscilloscope’s acquisition. Algorithm 5.2 describes
the behavior of the frequency recording unit. The sample variable is incremented at each
clock cycle until the trigger signal stops the recording process. Notably, the clock cycle
applied to the frequency monitoring module is kept fixed, i.e., it is not affected by the
frequency changes. When the DFS actuator synthesizes a new frequency and becomes
stable, the unit reads the current frequency from the DFS actuator and stores it along
with the sample value. The sample variable is cleared. Notably, a set of frequency
resynchronizers is used to allow the coexistence of two operating frequencies, i.e., one

dynamic for the CPU and the other fixed for the monitoring infrastructure.
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Table 5.2: Breakdown of the SoC’s FPGA resource utilization.

FPGA resource utilization

Component LUT FF DSP BRAM
CPU 4386 3192 4 0
DFS 822 225 0 1.5
Global debug unit 286 248 0 0
CPU local debug unit 875 587 0 0
DFS local debug unit 19 29 0 0
Memory 206 138 0 64
TRNG 2486 1252 0 0.5
Timer 144 163 0 0
System UART 365 292 0 0
User UART 359 284 0 0
Overall SoC 10667 7563 4 66

Timer and FreeRTOS support

The timer is a memory-mapped peripheral that exposes two 64-bit registers which can
be accessed through read and write requests on the Wishbone interconnect. The two
registers correspond to the current time, which gets increased by 1 at each clock cycle,
and to the time threshold. Once the current time is greater than the time threshold, an

interrupt request to the CPU is raised by setting to 1 the content of a 1-bit register.

Instantiating a timer in the SoC notably enables executing the FreeRTOS real-time oper-

ating system and thus providing support for implementing coarse-grained multithreading.

5.2.3. Deployment

The JARVIS framework has been deployed on the NewAE Technology CW305 [New18|
Artix FPGA Target board, specifically designed for power analysis and fault injection
attacks against hardware cryptographic functions. The CW305 board mounts a BGA
socket that can accommodate any chip from the AMD Xilinx Artix-7 mid-range FPGA
family, which is the most widely adopted in academic and industrial research, including

the security and cryptography fields [Nat22].

Power measurements are carried out through an oscilloscope from the Pico Technology
PicoScope 5000 Series family [Pic21], which features a 200MHz maximum bandwidth and
can collect up to 1 billion samples per second at a resolution ranging from 8 to 16 bits.

The oscilloscope has its A analog channel connected to the board through a coaxial SMA
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connector to measure the FPGA voltage, while its B analog channel is connected to a
general-purpose /O pin that outputs the trigger signal which marks the start and the

end of the computation.

The host PC must be able to execute the AMD Xilinx Vivado toolchain for the synthesis,
place-and-route, and bitstream generation targeting AMD Xilinx Artix-7 FPGAs, as well
as for the simulation and switching activity VCD collection. The software framework
is run in Ubuntu 22.04.3 LTS on a host PC that features an Intel i7-10700 CPU and a
64GB DDR4 memory. The host PC includes ChipWhisperer 5.1.0 software and PicoScope
7 software and drivers to manage the CW305 board and the oscilloscope, respectively.
Applications are compiled with GCC 11.4.0 to be executed on the SoC either bare-metal
or on top of FreeRTOS 11.0.1. AMD Xilinx Vivado ML 2023.1 is employed for the RTL

synthesis, place-and-route, bitstream generation, and simulation.

The SoC to be prototyped on FPGA and simulated is configured with a CPU that im-
plements the RV32IM instruction set, a 256kB main memory, and a TRNG, a pinpoint
unit, a DFS actuator, and a timer that enable support for state-of-the-art SCA coun-
termeasures. Table 5.2 lists the FPGA resource utilization resulting from synthesis and
place-and-route targeting 100 MHz and 50MHz clock frequencies for the CPU, driven by
the DFS actuator, and the rest of the SoC.

5.3. Chameleon: dataset for segmenting and attack-
ing obfuscated power traces

Chameleon is a novel dataset that aims to complement the available open datasets by
offering real-world, obfuscated power traces to the broader research community. While
available datasets focus only on the attack phase, Chameleon has also been specifically
designed to develop segmentation techniques. State-of-the-art datasets [BPS™20] usually
employ mathematical models for desynchronization via data augmentation. Even if data
augmentation is a viable technique to face the lack of data and improve model robustness,
the mathematical function used to augment data must be proved to properly model the
physical phenomena inducing the desynchronization. However, Chameleon’s side-channel
traces leverage physical obfuscation processes, providing more realistic scenarios where the
timing variations change unpredictably throughout the trace. Additionally, the obfusca-
tion mechanisms generate genuine noise, particularly during transitions between different
operating conditions, such as frequency shifts or delays, further amplifying this noise. The

dataset is available at https://github.com/hardware-fab/chameleon.
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The acquisition setup and the labeling methodology are discussed in Section 5.3.1. Sec-
tion 5.3.3 details the dataset structure, and Section 5.3.4 provides statistics and Signal-
to-Noise Ratio on the dataset. Finally, Section 5.3.5 presents the results of the dataset

leakage validation through successful attacks.

5.3.1. Data acquisition

JARVIS [ZGG25] represents the hardware-software infrastructure employed to acquire
the dataset. The setup comprises a host PC, a Picoscope 5244d digital sampling oscil-
loscope (DSO) [Pic21], and a NewAE Technology CW305 [New18| board which hosts an
AMD Xilinx Artix-7 FPGA [Xil20]. The RISC-V CPU has been modified to implement
the analyzed hiding methods. In particular, we provide a hardware implementation for
the random delay and DFS actuators, while morphing and chaffing techniques are software
implemented. Within each measured side-channel trace, we perform multiple executions
of the COs. For each execution of the CO, the computing platform takes as input the
plaintext and the secret key from the host and sends back the computed ciphertext,
which is checked for functional correctness by the host. To avoid polluting the measured
side-channel signal with external noise, the plaintexts and the secret key are pre-loaded
into the computing platform’s memory before acquiring each side-channel trace. During
this phase, the host PC also configures the DSO to ensure it is ready to capture the power

traces corresponding to the upcoming cryptographic operations.

The synchronization between the computing platform, the DSO, and pinpoint unit is
meticulously designed to ensure precise timing across these components, which is critical
for accurate data collection. At the beginning of the acquisition of a new side-channel
trace, a hardware trigger from the computing platform signals to start the acquisition of
the power trace to the DSO. In parallel, the pinpoint unit is responsible for recording the
instants when the computing platform begins and ends the execution of each cryptographic
operation. To synchronize the DSO acquisition with the pinpoint unit, the same trigger
signal is fed to both the DSO and the pinpoint unit. The detailed description of the

pinpoint unit is provided in Section 5.2.2.

As the cryptographic operation of choice, we selected the unprotected AES-128 crypto-
graphic primitive from the OpenSSL [Tcl23] codebase. Notably, there are several other
implementations of the AES algorithm. However, the wide adoption of the OpenSSL
library in real applications allowed us to deliver a realistic dataset. The sampling rate
of the DSO is set to 125 Msample/s with a resolution of 12 bits for the entire dataset.
Notably, the CPU is clocked at 50 MHz for all acquisition campaigns, but for the DFS
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one for which the DFS actuator is instructed to randomly change the operating frequency

of the computing platform as its maximum speed.

As additional metadata, the Chameleon dataset provides the frequency value for each
sample of each side-channel trace. Using the DFS as a hiding technique, we designed
a module that allows continuous and random changes in the CPU frequency during the
computation. Then, we developed an additional hardware module to record the time
of each frequency change and the actual frequency value. Algorithm 5.2 describes the

behavior of the frequency recording unit.

The complete hardware infrastructure has been added to the SoC, and a set of frequency
resynchronizers is used to allow the coexistence of two operating frequencies, i.e., one

dynamic for the CPU and the other fixed for the monitoring infrastructure.

5.3.2. Implemented hiding methods

The Chameleon dataset provides power traces obfuscated by four different hiding counter-
measures, i.e., dynamic frequency scaling (DFS), random delay (RD), morphing (MRP),
and chaffing (CHF). Notably, the decision to implement each hiding technique in hard-
ware or software is guided by the traditional computer architecture design approach with

the final goal of creating a dataset reproducing realistic scenarios.

Dynamic frequency scaling A randomized DFS continuously varies, in a random
fashion, the clock signal frequency fed to the CPU, producing a distortion in the power
consumption trace and reducing the information leakage |[GMZ25|. The DFS mecha-
nism has been hardware implemented in the SoC following the Rabbit microarchitec-
ture [GMZ25] presented in Section 4.2 and deployed on JARVIS SoC. We leverage a
hardware true random number generator (TRNG) [GGFZ22| to provide a random num-
ber to the DFS actuator continuously. The random number selects a frequency from a
pool of 760 available frequencies ranging from 5 MHz to 100 MHz, with a step of 125 kHz,
thus enabling a large variability. Notably, DF'S remained enabled throughout the entire
acquisition phase. Consequently, a new frequency is requested as soon as a configuration
is locked. As a result, each cryptographic primitive experiences a variable number of clock

frequency reconfigurations, leading to significant trace deformation.

Random delay The random delay countermeasure introduces random delays in the
execution of the cryptosystem to hinder the attacker’s ability to correlate the power con-
sumption with the executed instructions [CK09|. The random delay mechanism has been

hardware implemented in the SoC. The CPU has been modified to implement the random
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Table 5.3: XOR equivalent implementations for morphing countermeasure [ABPS15b|.

adb
(~aNb)V (aN ~ D)
(anb)® (aVDb)
(a ND) A (~aV ~b)
(aVbO)A ~ (aNDb)
~ ((~aVb)A(aV ~b))
~ ((~aA ~b)V (aNb))
(aN ~b) @ (~aAb)

delay mechanism at hardware level by leveraging a TRNG |GGFZ22| in the computing
platform. At run-time, the TRNG keeps generating random numbers to determine the
actual number (up to 2) of random instructions to be inserted between each pair of con-

secutive program instructions.

Morphing The morphing countermeasure leverages the TRNG |GGFZ22| to randomly
modify the executed instructions of a cryptographic operation [ABPS15b|. The morphing
mechanism has been software implemented. Morphing targets the AddRoundKey and
SubBytes steps of the AES cryptosystem. Each AddRoundKey execution uses a randomly
selected version of the XOR operation, chosen among the eight equivalent implementations
from Table 5.3 with different power consumption profiles. SubBytes executions are instead
morphed by employing two S-Bozes that are masked by random values and periodically

refreshed.

Chaffing Chaffing countermeasure introduces a set of chaff keys, i.e., secret keys that
are different but correlated with the actual secret key used to encrypt the plaintext,
to confuse the attacker [ABPS15a|. Algorithm 5.3 describes the chaffing pseudocode.
The chaff mechanism spawns multiple threads executing the same CO. Only one CO
employs the correct secret key (see line 1 of Algorithm 5.3), while the others use the chaff
keys (see line 3-5). The chaffing hiding mechanism is software implemented and leverages
the TRNG |GGFZ22| embedded in the computing platform to support a randomized
multi-threading scheduler at the operating system level. In particular, we implemented
the randomized thread scheduler within the FreeRTOS real-time operating system [Fre24].
All the threads are started simultaneously (see line 6), until the thread performing the

actual CO has completed (see lines 7-12), and their execution is interleaved according to
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Algorithm 5.3 Chaffing countermeasure algorithm [ABPS15a].
Inputs: AES, key, ptx, numChaff
: mainThread < Create (AES, key, ptx)
: chaffKey <— GENERATECHAFFKEYS (key, numChaff)

: for iin 1 to numChaff do
chaffThreads|i| < Creatk (AES, chaffKeyli|, ptx)

1
2
3
4
5. STARTRANDOMSCHEDULER (mainThread, chaffThreads)
6
7
8
9

: while IsRunniNnG (mainThread) do
Warr ()

: for iin 1 to numChaft do
Kmr (chaffThreadsli)

a random scheduler. The Chameleon dataset contains side-channel traces using a chaffing
implementation employing three threads, i.e., using two chaff secret keys, to constrain

acquisition time.

5.3.3. Dataset structure

The Chameleon dataset is organized into five subdatasets, i.e., BASE, DFS, RD, MRP, CHF,
one for each hiding countermeasure implemented. BASE collects unprotected side-channel

traces, while the other subdatasets are protected with a different hiding technique.

Figure 5.5 depicts the organization of the files in the dataset. The structure is the same
for all the subdatasets, except for the frequencies folder, which is available only for the

DFS part of the dataset. The dataset is organized in two folders: metadata and data.

_2@1] Chameleon

. metadata | DFS-only
ciphers = pmpomts = frequencies
key [16,1] 5tdrt5 samples [Mg]
plaintexts [16, Nj] ends [ freqs [Mp]
key [16,1] starts [Niracel ______ samples [M; 5cel
plaintexts [16, Niyacel onds [Nt pacel freqs [Miyacel
L data

t trace[134 217 550]
trace[134 217 550]

Figure 5.5: Chameleon dataset’s file system.
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Metadata For each hiding technique, the folder contains the information related to each

execution of the COs within each trace. The metadata is divided into three sub-folders:

e Ciphers contains the plaintext and key of the AES executions in each trace file. The
key is fixed for all the AES executions in the same trace, while the i-th plaintext
is the output of the (i — 1)-th encryptions to assure a random exploration of the
plaintext space. The exact number of AES executions, thus plaintexts, in each trace
¢ is different due to the random nature of the hiding mechanisms. We explored 256
different keys, namely all the possible variations of the first key byte keeping the

last 15 bytes fixed, and the number of encryptions is balanced among the keys.

e Pinpoints contains the start and end time samples of each AES execution in each
trace file. The value ranges from 0 to the trace length, i.e., 134217550 samples,
and it is expressed in time samples. If an AES execution spans over the end of the
trace, the end sample is set to the trace length, thus the last encryptions may be

incomplete.

e Frequencies, only available for the DFS part of the dataset, contains the frequency
changes due to the DFS actuations in each trace file. Each trace undergoes a different
number of frequency changes due to the random nature of the DFS actuation, and
the actual number of changes is given by M;. The metadata comprises two fields:
i) sample marks the time sample when a frequency change occurs and ranges from
0 to the trace length; i) frequency specifies the new operating frequency starting

from the corresponding sample and takes a value from 5 MHz to 100 MHz.

Data The folder contains Ny.q.. raw measurements dumped directly from the oscillo-
scope. Each trace consists of 134 217 550 time samples equivalent to the storage capacity
of Picoscope 5244d DSO [Pic21] operating at 125 MSample /s using a resolution of 12 bits.
The side-channel trace is obtained from the SoC execution of the COs interleaved with
general-purpose applications [CFG120], i.e., an application different from a cryptographic
one. The exact number of AES executions in each trace 7 is different due to the random

nature of the hiding mechanisms, and it is given by parameter N; in the metadata folder.

5.3.4. Statistics

Table 5.4 reports the statistics of the Chameleon dataset for each hiding method. The
acquisition time is the total time required to collect the data for each hiding method.
The DFS subset required the longest acquisition time of 43 hours and 20 minutes due to

the labeling of the frequency changes. The number of data is the total number of traces
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Table 5.4: Chameleon dataset’s statistics for each hiding countermeasure implemented.

Execution lengths and frequency durations are expressed in time samples.

BASE DFS RD MRP CHF
Acquisition time 3h 3lm  43h 20m  4h 17m 4h 15m 5h 28m
4 Traces 9256 9256 512 512 1024
4 AES mean 821 898 536 575 262
(per trace) std 6.89 7.84 7.47 3.87 2.53
AES mean 148192 135621 220120 195599 398274
executions
length std 0.00 1342055 5061.38 443478  88546.58
General mean 15276 13695 30096 37789 112878
purpose
applications std  36578.06 33403.41 7620047 36529.91 32683.79
length
7# Frequencies mean 1 31000 1 1 1
(per trace) std 0 74.36 0 0 0
Frequencies mean 134217550 4330 134217550 134217550 134217 550
duration std 0 10.37 0 0 0

collected and available in the dataset. Since we balanced the number of AES executions
among the hiding methods, the number of traces, i.e., data, is different for each subset
with a minimum of 256 traces for the DFS subset and a maximum of 1024 traces for the
CHF subset. The AES executions length is related to the implemented hiding mechanisms,
with a mean ranging from 135621 to 398 274 samples. The standard deviation is higher
for the CHF subset due to the variable multithreading execution. The length of general-
purpose applications is also reported, with mean and standard deviation. The executed
general-purpose applications are randomly chosen from the same pool for every hiding
mechanism except for chaffing. In CHF subset, the general-purpose applications consider
the FreeRTOS routines of the scheduler and context switch.

Notably, each acquisition has been performed with a fixed CPU frequency of 50 MHz,
except for the DFS subset. Therefore, the number of frequency changes is always one for
each trace and the duration is the trace length, i.e., 134217 550 time samples, except for
the DFS subset. The DFS actuator performs a frequency change every 4 330 samples on
average, with a standard deviation of 10.37 samples. Thus, each DFS trace has a different

number of frequency changes, with a mean of 31 000 changes.
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Figure 5.6: SNRs and SW-SNRs related to the intermediate sbox(p[1] & k[1]) in
the first AES round interval on Chameleon’s raw traces and traces aligned with sliding

window.

Signal-to-Noise Ratio

A Signal-to-Noise Ratio (SNR) has been computed to quantify the noise level in the mea-
surements [Man04]. The analysis has been performed on raw traces and traces aligned
using a sliding window of 100 samples [CCDO00], aiming to mitigate the impact of hiding
countermeasures. Since key byte 0 can vary across traces in Chameleon, the SNR is calcu-
lated for the intermediate sbox(p[1] @ k[1]) to identify the leakage samples associated
with the S-Box computation of byte 1 during the first encryption round. Each SNR is
computed with a total of 200000 COs randomly sampled from Chameleon and correctly
segmented using the metadata available in the dataset. As a reference, the SNR for un-
protected AES traces, i.e., with a static frequency of 50 MHz and no countermeasures
applied, and aligned leveraging JARVIS’ triggering infrastructure [ZGG25|, is reported in
Figure 5.8a and referenced as JARVIS’s SNR. Figure 5.5 plots each SNR in the first AES

00
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round interval. In each plot, the upper panel presents the SNR for raw traces, while the
lower panel displays the SNR following sliding window alignment (SW-SNR). Since the
length of each AES is random and different for each subdataset, we plotted the first fifth

of the AES execution to ensure it always includes the first round’s S-Boz execution.

Comparing the JARVIS’s SNR and the SNR on the raw BASE subdataset (see Fig-
ures 5.8a-5.6b), we can observe that the first-order leakages are significantly reduced
in the Chameleon traces even without any countermeasure. The SNR reduction is likely
due to Chameleon’s long, single DSO acquisitions, capturing multiple consecutive COs.
This prolonged capture increases vulnerability to environmental noise, such as clock drift,
thermal fluctuations, and low-frequency phase noise, which accumulates over time. In
contrast, CW305’s short, triggered acquisitions limit noise exposure, leading to a higher
SNR. For the subdatasets that apply countermeasures (see upper panels in Figures 5.6¢-
5.6f for DFS, RD, MRP, and CHF), the SNR values on raw data are similarly low, without
any peak. Each technique introduces variability and noise into the traces, effectively

obfuscating the leakage and making the power traces harder to analyze.

After applying the sliding window alignment (see lower panels in Figure 5.6), the SW-
SNR values increase significantly for BASE, RD, and MRP subdatasets, reaching a peak value
of 0.42 for MRP, thus mitigating environmental noise and lighter hiding countermeasures.
However, there are no significant differences between raw SNR and SW-SNR for DFS and
CHF subdatasets.

Notably, the SNR analysis aims to quantify the noise and leakage obfuscation in side-
channel traces. For a thorough comparison of hiding techniques and dataset validation,
please refer to next Section 5.3.5, where the effectiveness of side-channel attacks confirms

the Chameleon dataset’s integrity.

5.3.5. Leakage validation

To assess the quality of the Chameleon dataset, we aligned and successfully attacked the
collected COs, grouped by hiding method. The attack phase was performed in isolation
from the segmentation phase to evaluate a comprehensive dataset validation and assess
the correct acquisition of side-channel information. Specifically, we conduct a CPA at-
tack [BCO04] with a sliding window alignment [CCDO00| (SW-CPA) and a deep-learning-
based attack employing the tool introduced in [RWPP21] to generate high-performance
CNN architectures automatically. The [RWPP21| methodology uses reinforcement learn-
ing to sequentially select CNN layers and hyperparameters guided by a reward function

optimized for SCA performance. This reward function evaluates the network based on its
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guessing entropy performance, including how quickly the guessing entropy converges to 1
and considering network validation accuracy. The reward function prioritizes models that
can extract the secret key using fewer traces, optimizing efficiency and attack success.
The algorithm is customized to focus on neural architectures commonly effective in SCA,
with the search space consisting of convolutional, average pooling, batch normalization, or
global average pooling layers. Each CNN ends with a softmax layer preceded by flattened

or fully connected layers using the SeLU activation function.

Configurations

All the attacks exploit the leakage due to the S-Box substitution on the first AES round.
Since we want to assess the dataset’s quality, we leverage the Chameleon metadata to
perform the COs’ localization step. Each encryption has been truncated to include the
first AES round and to fix the input size for the attack. Specifically, DF'S, random delay,
and morphing traces have been truncated after 100 000 samples, while chaffing traces after

200000 to take into consideration chaffing higher length variability.

The SW-CPA attack uses a sliding window of 100 samples, and it is computed with a
total of 200000 COs randomly sampled from Chameleon. The attack is performed on the
last 15 bytes of the AES key, as the first byte is not fixed.

In the CNN-based attacks, we preprocess the raw power traces with a highpass filter with
a cutoff frequency of 125 KHz to remove any low-frequency noise captured during the
acquisition. Moreover, every trace underwent sub-sampling by averaging 100 consecutive
samples to reduce the input size and perform faster training without compromising the
side-channel information [PWP22|. We target the first byte during the profiling and attack
phase. As in standard deep-learning attacks, we split the dataset in training, validation,
and test sets with a ratio of 80%, 10%, and 10%, respectively. The test set is used to
evaluate the performance of the attack on the aligned traces. Key values are balanced
from the set of possible keys for training and testing, and the COs are shuffled to avoid
bias in the model learning process. We train 500 models for each hiding method on an
Intel Core i5-12400 with 64 GB of RAM and an NVIDIA GeForce GTX 1080Ti GPU.
We set the number of epochs to 50, the batch size to 256, and a one-cycle learning rate

scheduler applied to the Adam optimizer.

Results

Table 5.5 shows the attack’s results on the aligned AES executions across the five different

Chameleon subdatasets. For the SW-CPA attack, results are reported in terms of the
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Table 5.5: Results of the SW-CPA and CNN-based attacks on the aligned AES executions.

BASE DFS RD MRP CHF

GE 1 121.76 1 1 118.20
SW-CPA # CO traces 4.7k — 375k 14k —

GE 1 1 1 1 1
CNN-based # CO traces 14 79 100 28 104

CNN success rate (%) 48 0.7 1.2 3.0 0.19

guessing entropy (GE) and the number of COs required to recover the secret key. The
results demonstrate that the BASE subdataset, which lacks any countermeasures, allows
efficient key recovery with a GE of 1 achieved after only 4.7k COs. The MRP and RD
subdatasets also allow key recovery, requiring 14k and 37.5k COs, respectively, indicating
that these countermeasures increase resistance to SW-CPA but do not entirely prevent
it. In contrast, for the DFS and CHF subdatasets, the attack does not succeed within the

attacked dataset size, highlighting their effectiveness in obfuscating side-channel leakage.

For the CNN-based attack, the performance of the attack is evaluated by averaging 256
independent attacks, i.e., one for each key byte value. Along with GE and number of
CO traces, we introduce a third metric, the percentage of effective CNN models trained,
to a more robust comparison between countermeasures. The GE is 1 across all tested
scenarios, but the number of CO traces needed to achieve it varies significantly between
subdatasets. Notably, the unprotected BASE scenario requires only 14 COs to recover the
key, demonstrating its vulnerability. When the chaffing countermeasure was applied, the
number of CO traces rose sharply to 104, making it appear the most resilient. However,
we stopped the CNN generator after training 500 models for each scenario, leaving poten-
tially better-performing models unexplored. For this reason, the number of COs required
to recover the key should not be solely used to compare the different hiding techniques.
The CNN success rate reveals a clearer picture of the relative robustness of the counter-
measures. As seen in the last row of Table 5.5, for the BASE scenario, 48% of the trained
CNNs were able to recover the key, confirming that unprotected AES implementations
require little effort in model tuning to exploit the leakage. The effectiveness drops dra-
matically for subdatasets with countermeasures. Specifically, DFS and CHF show success
rates of only 0.7% and 0.19%, respectively, demonstrating their ability to reduce leakage
significantly. The RD and MRP subdatasets exhibit higher success rates, at 1.2% and 3.0%,
respectively, reflecting the SW-CPA results.

Overall, the results confirm the high quality of the Chameleon dataset. Successful key
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recovery demonstrates that the COs are correctly located in the traces as indicated by
the metadata and that the computations align with the provided plaintexts and keys.
Furthermore, the ability to perform both SW-CPA and CNN-based attacks validates the
accuracy of the side-channel trace acquisition, ensuring the dataset can effectively support

the development of new attack methodologies.

5.4. DFS DESYNCH: dataset for evaluating side-
channel attacks against dynamic frequency scal-
ing

The DFS_DESYNCH dataset consists of AES-128 power traces highly desynchronized via

random DF'S paired with frequency encoding. By publishing this dataset, we aim to offer

real-world, highly desynchronized power traces to the broader research community to
facilitate the development of more effective SCAs. While available open datasets [BPS™20]
employ a mathematical model for desynchronization, our traces leverage an actual DFS
process. This approach provides a more realistic desynchronization scenario, where the
desynchronization is not constant throughout the trace but varies with each frequency
change. Additionally, the DFS mechanism introduces real noise affecting all traces, with

the transition between frequencies further amplifying this noise. The dataset is available
at https://github.com/hardware-fab/DLaTA.

The acquisition setup and the labeling methodology are discussed in Section 5.4.1. Sec-
tion 5.4.2 details the dataset structure, and Section 5.4.3 provides statistics and Signal-

to-Noise Ratio on the dataset.

5.4.1. Data acquisition

The data acquisition is performed leveraging the JARVIS framework [ZG22| deployed on
the CW305 board [New18|. Exploiting the debug infrastructure, the computing platform
pre-loads plaintext and key inputs sent by the host PC and awaits the ciphertext, i.e.,
the result of the AES encryption. The host sends a command to start the AES encryption
and the DSO waits for the trigger signal to start the data acquisition. The trigger
signal is asserted by the CPU local debug unit when the AES encryption starts and is
used to synchronize the DSO’s acquisition with the execution of the target application. At
the end of the computation, the ciphertext from the computing platform is sent back to
the host, which checks the correctness of the encryption. The DFS actuator is configured

to randomly synthesize a new clock frequency between six available ones, ranging from
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35 MHz to 60 MHz with a step of 5 MHz. Notably, the DFS is instructed to continuously
synthesize a new frequency randomly selected between the available ones as its maximum

speed.

For the cryptographic benchmark, we employed the constant-time, unprotected AES-128
implementation from the OpenSSL [Tcl23] library. While alternative AES implementa-
tions exist, OpenSSL’s prevalence in real-world deployments ensures the dataset’s practi-
cal relevance. All acquisitions were performed at a sampling rate of 125 Msample/s with
12-bit resolution using a Picoscope 5244d DSO [Pic21].

Each power trace records one whole AES encryption, regardless of the operating frequency.
Notably, traces with an average faster frequency have the last part of the acquisition in
idle, as they have already finished computation. Moreover, several hundred random op-
erations were performed before each encryption to further desynchronize the side-channel
traces. The collected power traces have been highpass filtered with a cut-off frequency
of 125kHz to remove any low-frequency signal component added by the physical DFS

actuator.

Hardware digital clock labeling

As additional metadata, the dataset provides the clock frequency at each time sample
of the collected traces. From the theoretical standpoint, the clock frequency variations
can be back-annotated on the collected traces by calculating the length of each period
of the clock signal measured by an oscilloscope. Despite its theoretical simplicity, such a
task requires recording a reasonably good square wave of the clock signal, thus imposing
a high-performance oscilloscope with a sampling rate at least 20 times faster than the
clock frequency generated by the DFS module. To this end, we exploited the JARVIS’
frequency recording unit of the DFS local debug unit, which records the clock frequency

at each sample of the measured trace during the AES acquisition (see Algorithm 5.2).

5.4.2. Dataset structure

The DFS_DESYNCH dataset is organized into two subsets, namely profiling and attack.
We collected two batches of traces on two separate days and randomly split them between
the profiling and attack group. Figure 5.7 depicts the DFS_DESYNCH dataset architecture.

Both subdatasets share the same organization as follows:

Traces Each subdataset contains 128 000 power traces, each made of 200 000 time sam-

ples recording the whole AES encryption preceded by hundreds of random instructions.
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Figure 5.7: DFS_DESYNCH dataset’s file system.

We explored 256 different keys, corresponding to all possible values of the first key byte
while keeping the remaining 15 bytes fixed, and ensured that the number of encryptions
is balanced across all keys. The power traces are post-processed using a highpass filter

with a cut-off frequency of 125 kHz.

Labels For each power trace, the labels indicate the frequency changes occurring during
the AES encryption. The label comprises two members: i) Sample marks the time sample
when occurs a frequency change and ranges from 0 to 200000; i) Frequency specifies
the new operating frequency starting from the corresponding sample, and it takes value
from the set {35, 40, 45, 50, 55, 60}. The first sample is always 0, providing the starting
frequency. The number of labels per trace is not fixed since a random number of frequency

changes can occur during its execution.

Metadata FEach subdataset contains one metadata for each trace, including ¢) key and
it) plaintext. Only the first key byte changes every 500 traces. Intermediate values to
perform the attack can be derived using the metadata, such as sbox(p[0] & k[0]).

5.4.3. Statistics

The DFS_DESYNCH dataset comprises a total of 256 000 power traces, with 1000 traces
collected for each possible value of the first key byte. Each trace contains 200 000 time
samples, capturing the entire AES-128 encryption process under dynamic frequency scal-
ing. To support profiling and attack scenarios, the dataset is split into two equal subsets:

128 000 traces for profiling and 128 000 for attack, corresponding to 500 traces per key
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Figure 5.8: SNRs related to the intermediate sbox(p[0] @ k[0]) in the interval [40 000,
80 000] including the first AES round.

byte in each subset. The traces exhibit a high degree of desynchronization due to the
randomized frequency changes introduced by the DFS actuator. On average, each trace
experiences 41 frequency changes, with a variance of 2.60. The average desynchronization,
measured as the sample offset between the fastest and slowest traces, is 64 536 samples,
with a standard deviation of 15053.17. The maximum observed deviation between traces
is 140 833 samples.

These statistics highlight the challenging nature of the dataset for side-channel analy-
sis, providing a realistic benchmark for evaluating the effectiveness of desynchronization

countermeasures and attack methodologies.

Signal-to-Noise Ratio

The Signal-to-Noise Ratio (SNR) [Man04] has been computed to quantify the noise in-
troduced by the DFS actuator and to locate leakage samples related to the first S-Box
computation in the first AES round, i.e., sbox(p[0] @& k[0]). The SNR was estimated
using 100000 traces randomly sampled from the dataset. Figure 5.8 reports the SNR
for unprotected traces recorded at a static 45 MHz and for traces from the DFS_DESYNCH

dataset.

The results show that DF'S substantially reduces observable leakage. The SNR for DFS_DESYNCH
traces exhibits no prominent peak and its maximum value is about 94 times smaller than
that of the static traces. In addition to high desynchronization, the reduction is due to
the random timing of frequency transitions, which can occur during the S-Box execution
and further suppress leakage. Even when the S-Box and nearby samples are captured at
a single instantaneous frequency within a trace, that frequency may vary across traces,

degrading alignment and lowering the measured SNR.
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6 ‘ Experimental Results and
Comparative Evaluation

This chapter presents a comprehensive experimental evaluation of the methodological
contributions presented in this thesis. All experiments were conducted using JARVIS,
a hardware-software platform explicitly designed for side-channel security research, de-
ployed on AMD Xilinx Artix-7 FPGAs. Results demonstrate that Hound can reliably
segment COs in heavily obfuscated traces, achieving perfect identification rates across
multiple hiding mechanisms. Owl’s resynchronization pipeline enables effective attacks
on frequency-desynchronized signals, recovering secret keys from traces where classical
and deep-learning-based attacks fail. Finally, Rabbit achieves zero performance overhead

while increasing side-channel resistance with no detectable first-order leakage.

The chapter is structured around three main methodological contributions. Section 6.1
discusses segmentation performance using the Hound framework; Section 6.2 reports Owl
attack results; and finally Section 6.3 analyzes the effectiveness and efficiency of the

proposed defense mechanisms.

6.1. Hound segmentation results

This section presents the results of Hound, a deep-learning framework designed to segment
COs in obfuscated side-channel traces. Three versions of Hound have been developed, each
improving upon the previous one. Hound-vl [CGL"24] and Hound-v2 [GCZ24] targets
specific hiding mechanisms, i.e., random delay and DFS respectively. They have been orig-
inally tested on an ad-hoc dataset, collected specifically to evaluated their segmentation
capabilities on various COs. Initial testing on controlled problems highlighted the neces-
sity of developing a more robust and general method, i.e., Hound-v3 |GCZ25|. Hound-v3
was evaluated on the Chameleon dataset |[GCZ25|, designed to benchmark side-channel
segmentation frameworks on four common hiding mechanisms. The results of these tests

are presented in this section, along with a discussion of Hound’s limitations.
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Table 6.1: Dataset sizes and parameters for each Hound-v1 stage over all the tested

ciphers.

AES AES mask Clefia Camellia Simon

Mean length 220k 50k 108k 6k 10k

Parameter N irain 22k 4.8k 6k 1.4k 2k

ATAmerers Ny 20k 5k 6k 1k 2k

S 1k 100 500 100 100
Dataset size CO starts 65 536 131072 65 536 32768 65 536
(N. windows) CO spares 65 536 65 536 32768 65 536 32768
' Noises 32768 65 536 32768 32768 32768

6.1.1. Hound-v1 evaluation

Configuration

Data acquisition All data has been collected on the JARVIS framework sampling at
125Msamples/s with a resolution of 12 bits. The CPU has been modified to implement
the random delay mechanism at hardware level by leveraging a true random number
generator (TRNG) [GGFZ22]. At run-time, the TRNG keeps generating random numbers
to determine the actual number of random instructions to be inserted between each pair
of consecutive program instructions. The reported results consider two random delay
configurations, i.e., RD-2 and RD-4. RD-2 and RD-4 limit the maximum number of
inserted random instructions between two consecutive instructions in program order to
2 and 4, respectively. As the cryptographic operations (COs) of choice, we selected the
constant-time, unprotected version of four ciphers, i.e., AES-128, Camellia-128, Clefia-
128, and Simon-128, from the OpenSSL software codebase [Tcl23|, and a masked version
of Tiny-AES-128 [MEL20].

CNN training The training of the CNN leverages an NVIDIA GeForce GTX 1080Ti
GPU employing the PyTorch software framework. The training datasets have been col-
lected following the procedure of Section 3.1.1. A brief experimental campaign was carried
out to find the right balance between the three window cases, i.e., CO starts, CO spares,
and noises. Table 6.1 reports the dataset sizes as well as the windows sizes N qin. Win-
dows belonging to the ciphers, i.e., C'O starts and CO spares, are taken balanced between
the key bytes. As in standard deep learning models, we divided the collected datasets into
training, validation, and testing, respectively 80%, 15%, and 5% of the total. Each net-

work was trained for 2 epochs using Adam [KB15]| to minimize the cross-entropy loss (see



6| Experimental Results and Comparative Evaluation 89

Table 6.2: Test confusion matrices for Hound-vl on an ad-hoc random-delay dataset.

Cryptographic operations of choice are AES, AES mask, Camellia, Clefia, and Simon.

(a) AES (b) AES mask (c) Camellia

True class True class True class
0 1 0 1 0 1

o[ 99.56% 0.44% o[ 99.87% 0.13% o[ 99.92% 0.08%

«| 2.70% 97.30% «| 0.07% 99.93% 0% 100%

Predicted class
Predicted class
Predicted class

(d) Clefia (e) Simon
True class True class
0 1 0 1

o| 88.08% 11.92% o[ 94.30% 5.70%

«| 0.03% 99.97% «| 7.90% 92.10%

Predicted class

0
0
]

~
o

o
Q

o
Q

1

=]
[
~

=M

Equation 3.1). The mini-batches size was set to 64 with a learning rate of 0.001. The

validation error was evaluated after each epoch, and the network with the lowest error

was selected.

Segmentation parameters The pipeline parameters vary depending on the character-
istics of the cipher that we want to classify, e.g., the average execution time. To this end,
we experimentally determined all the required parameters. Table 6.1 shows the different
values of the inference window sizes IV;,,s and the strides s, for each cipher. The use of the
global average pooling layer allowed a smaller window size N, for the inference phase

than the one Ny.q;, used for the training phase.

For each cipher, we tested the inference pipeline considering i) consecutive cipher exe-
cutions and i) encryptions interleaved with random general-purpose applications. The
execution of a sequence of consecutive COs assesses the robustness of the proposed method
in locating the COs when they are executed one after the other. The execution of the COs
mixed with noisy applications assesses the effectiveness of the methodology in locating

the COs within a heterogeneous application scenario.

Results

As an evaluation of the goodness of the trained CNNs, their confusion matrices are shown

in Table 6.2, where for each cipher is reported the score on the RD-4 configuration. The
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Figure 6.1: Output values from the matched filter [BFP22] applied to traces containing
AES computations.

column indices represent the true classes, while the row indices represent the predicted
ones. Notably, the trained classifiers can discriminate well between the two classes, as

highlighted by the high percentages on the main diagonal of each matrix.

The segmentation false positive and negative rates are 0% for every cryptographic algo-
rithm in both scenarios, i.e., consecutive encryption and interleaved with noisy applica-
tions, always managing to find all 512 executions without errors. The same results are
achieved for both random delay configurations, i.e., RD-2 and RD-4. This demonstrates
the generalizability of our approach, which, in addition to working with varying random
delay configurations, also works on different encryption algorithms. We also show how
our methodology suits protected ciphers, such as masked AES, whose side-channel traces

have great variability.

We benchmarked our approach against two state-of-the-art methods, namely [BFP22| and
[TBWT21], on obfuscated AES-128 traces with RD-2 and RD-4 random delay configura-
tions. In all tested scenarios, Hound successfully detected the start of every CO in the
side-channel traces. Conversely, both reference methods were unable to locate any COs
due to desynchronization caused by random delay, resulting in a 100% FNR. Notably,
the authors in [TBW™21]| highlighted the proposed methodology’s limitation to locating
the COs in the presence of an effective random delay desynchronization countermeasure.
In contrast, the authors in [BFP22] do not explicitly highlight such limitations for their
methodology, thus, we perform a more in-depth investigation. Figure 6.1 depicts the
results of the methodology in [BFP22| considering a side-channel trace containing the
consecutive execution of 40 AES encryptions with (see Figure 6.1b) and without (see Fig-
ure 6.1a) random delays. As expected, the methodology in [BFP22| correctly identifies
the forty AES executions in the trace without random delay, while the desynchronization
due to the random delay destroys the pattern-matching information used by [BFP22| to
locate the COs (see Figure 6.1b).
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Table 6.3: Parameters for each Hound-v2 stage over all the tested ciphers.

AES AES mask Clefia Camellia

General-Purpose

v X v X VAR v X

Applications

avgCO 145k 120k 50k 50k 80k 80k 4.4k 4.1k
k 150 150 10 150 150 150 80 63
N 10k 10k bk bk 3k 3k 1.1k 1.1k
S 62 62 50 50 80 80 50 50
batch size 256 256 256 128

Ir 0.01 0.007 0.007 0.007
dropout 0.2 0.35 0.3 0.4

6.1.2. Hound-v2 evaluation

Configuration

Data acquisition The power traces used to train and evaluate Hound-v2 were collected
on the JARVIS framework operating at a sampling rate of 125 Msamples/s and a resolution
of 12 bits. The DFS actuator (see Section 4.2) has been configured to randomly synthesize
a new frequency from a pool of 760 available ones ranging from 5 MHz to 100 MHz, with
a step of 125kHz. Notably, DFS remained enabled throughout the entire experimental
phase. Consequently, a new frequency is requested as soon as a configuration is locked.
As a result, each cryptographic primitive experiences a variable number of clock frequency
reconfigurations, e.g., an average of 41 reconfigurations per AES encryption, leading to
significant trace deformation. As the cryptographic primitives of choice, we selected
the constant-time, unprotected version of three ciphers, i.e., AES-128, Clefia-128, and
Camellia-128, from the OpenSSL software codebase |[Tcl23|, and a masked version of
Tiny-AES-128 [MEL20|.

CNN training The training of the CNN leverages a NVIDIA GeForce GTX 1080Ti
GPU employing the PyTorch software programming framework. The training datasets
were built following the methodology outlined in Section 3.1.1, starting from a collection
of 262144 power traces. The three classes, namely CO starts, CO spares, and noises,
were balanced with equal representation of 33% components each. Table 6.3 reports the
window sizes N for each cipher. As a general guideline, the window size N is adjusted to
approximate one round of the targeted CO. For fast encryption algorithms, like Camellia,
the window size is increased to capture a more significant portion of the CO without

compromising the quality of results. The windows corresponding to the ciphers, i.e., CO
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starts and CO spares, are evenly distributed across the key bytes. Following standard
deep-learning practices, the collected datasets were divided into training, validation, and

testing sets, constituting 80%, 10%, and 10% of the total, respectively.

Each neural network underwent training for 25 epochs, where an epoch encompasses
a complete iteration over the training set. The Adam optimizer |[KB15| was employed
to minimize the cross-entropy loss, paired with the one-cycle learning rate scheduler.
The validation error was assessed after each epoch, and the network with the lowest
error was chosen for further evaluation. Subsequently, this network was employed to
assess the performance of unseen traces during the inference phase. Since DFS introduces
significant trace deformation with high variability, we noticed how CNNs that did not
reach a validation accuracy of at least 99% were not always able to classify the COs in
the sliding windows procedure correctly. Hyperparameters such as training batch size,

learning rate (Ir), and dropout were carefully chosen to address this issue (see last rows

in Table 6.3).

Segmentation parameters A brief experimental campaign was conducted to evaluate
the best pipeline parameters. Table 6.3 displays the values of the average cipher length

avgCO, the strides s, and the initial kernel size k for each cipher.

For each cipher, we evaluated the pipeline on traces with consecutive CO executions and
traces with COs interleaved with general-purpose applications, to assess robustness in

both clean and noisy scenarios.

Results

A distinct CNN model has been trained using a custom dataset for each cipher under
examination. As an indicator of the effectiveness of the trained CNNs, their confusion
matrices are presented in Table 6.4. Notably, the trained classifiers can discriminate
excellently between the three classes, as highlighted by the high percentages on the main

diagonal of each matrix.

The segmentation false positive and false negative rates were consistently 0% across all
tested cryptographic algorithms, both for consecutive CO executions and for traces inter-
leaved with noisy general-purpose applications. This confirms that the proposed method-
ology reliably identifies all CO executions with high accuracy, maintaining robustness

even under significant trace deformation caused by DFS.

We compare our approach against two state-of-the-art proposals, i.e., [BFP22], [TBW*21],

targeting obfuscated AES-128 encryptions. For each analyzed scenario, Hound correctly
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Table 6.4: Test confusion matrices for Hound-v2 on an ad-hoc DFS dataset. Crypto-
graphic operations of choice are AES, AES mask, Clefia, and Camellia.

(a) AES (b) AES mask
True class True class
0 1 2 0 1 2
7 100% 0% 0% @ 100% 0% 0%
ke ke
< 0% 100% 0% < 0% 100% 0%
3 kS
& 2
oy A ,
0% 0% 100% 0% 0% 100%
(c) Clefia (d) Camellia
True class True class
0 1 2 0 1 2
2 99.97% 0% 0.03% P 100% 0% 0%
3 3
£ 0.01% 99.99% 0% £ 0% 100% 0%
3 3
£ £
A~ A .
0% 0% 100% 0% 0% 100%

identifies the beginning of all the COs in the side-channel trace. In contrast, the two
state-of-the-art methodologies fail to locate the COs in the side-channel trace due to the
high DFS obfuscation, with a 100% FNR, indicating they cannot locate any COs in the

trace.

6.1.3. Hound-v3 evaluation

Configuration

Data acquisition Hound-v3 has been evaluated on the Chameleon dataset |[GCZ25],
which is a benchmark dataset designed to assess the performance of side-channel segmen-
tation frameworks. The Chameleon dataset consists of side-channel traces collected from
the JARVIS framework operating at a sampling rate of 125 Msamples/s and a resolution
of 12 bits. The dataset includes AES-128 power traces from five different hiding mecha-
nisms, namely BASE, DFS, RD, MRP, and CHF. Please refer to Section 5.3 for a detailed

description of the Chameleon dataset.

CNN training A distinct CNN model has been trained using a custom dataset for
each Chameleon subdataset. The training of the CNN leverages an Intel Core i5-12400
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Table 6.5: Configuration parameters for Hound-v3 training and inference phase.

BASE DFS RD MRP CHF
Window size 10k 10k 20k 20k 30k
Learning rate 0.007 0.007 0.007 0.007 0.007
Batch size 256 128 128 256 128
Drop out 0.30 0.45 0.4 0.30 0.35
Weight decay 3e° 8e P 5e° 3e? 5e?
Stride 50 50 100 100 100
Screening filter 150 400 300 150 160

with 64 GB of RAM and an NVIDIA GeForce GTX 1080Ti GPU, employing the Py-
Torch software programming framework. The training datasets were built by leveraging
the pinpoint metadata, windowing the side-channel traces into N-sample windows, and
labeling them according to three classes, namely start of a CO, middle of a CO, and
noise. The window sizes were adjusted to approximate one round of the targeted CO, i.e.,
AES-128, as reported in Table 6.5. To mitigate bias during training, an effort was made
to balance the three classes. However, there were insufficient N-sample windows for the
noise class in some instances. In those cases, we opted to unbalance the classes rather
than significantly reduce the dataset size. To address the imbalance, class weights were
adjusted during loss minimization to compensate for the potential bias. We preprocess
the power traces with a highpass filter with a cutoff frequency of 125 KHz to remove any
low-frequency noise captured during the acquisition and with data standardization. Only
90% of the traces were used for training, while the remaining 10% were used for testing
the segmentation. The training datasets were split again into training, validation, and
testing sets, constituting 80%, 10%, and 10% of the total. Each CNN network underwent
training for 75 epochs, leveraging the Adam optimizer paired with the one-cycle learning

rate scheduler.

A comprehensive hyperparameter search has been performed, inlcuding the learning rate,
the batch size, and the regularization values, using a random search strategy [BB12].
Table 6.5 reports the chosen CNN hyperparameters used for training and the input window

size.

Segmentation parameters The inference parameters, namely, the stride used in the
Sliding Window Classification and the screening filter for polishing the segmentation,

are also reported in Table 6.5.
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Table 6.6: Results of side-channel segmentation with Hound-vl [CGL*24|, Hound-
v2 |GCZ24|, and Hound-v3 [GCZ25| on the Chameleon dataset.

BASE  DFS RD MRP  CHF
ToU (%) - - - - -
Hound-vl FNR (%) 0.22 4.40 3.08 0.34 1.22
FPR (%) 0.59 6.76 0.00 12.44 0.54
ToU (%) - - - - -
Hound-v2 FNR (%) 0.01 0.06 1.15 0.00 0.67
FPR (%) 0.11 0.73 0.13 0.00 0.48
ToU (%) 89.47 88.23 84.19 91.26 87.96
Hound-v3 FNR (%) 0.00 0.00 0.00 0.00 0.00
FPR (%) 0.00 0.00 0.00 0.00 0.00

Results

Last rows of Table 6.6 report the segmentation results for the Chameleon dataset. The re-
sults indicate that all segmentation techniques achieved a high IoU, ranging from 84.19%
to 91.26%. The morphing technique consistently outperformed others, suggesting it in-
troduces less noise and variability into the traces. The IoU could be further improved
by decreasing the stride in the Sliding Window Classification, albeit at the cost of
increased computation time. The heuristics introduced to mitigate segmentation errors
have been effective, consistently reporting 0% FNR and FPR across all techniques and

demonstrating excellent performance in detecting all the present COs.

Figure 6.2 helps to better understand the segmentation results by showing the CNN
models’ output on the Chameleon dataset. All the plots show random portions of the
traces but with the same number of samples to allow a comparison of the density and
length of the AES operations for each hiding technique. For instance, Figure 6.2¢ shows
the RD segmentation struggling with class 2, i.e., the noise class, often misclassifying it as
class 0, i.e., the start of a CO. This misclassification can be noticeable by looking at the
classifications starting with sample 2.41e6, which are classified as class 0 without having a
ground truth reference. This classification error leads to the generation of a false positive,
highlighted by the blue vertical line and correctly fixed by the heuristics. Notably, the
segmentation towards the end of the COs is rougher, as clearly visible in Figure 6.2e.
This behavior is expected, as the CNN model has been trained to detect the start of the
COs, not their end. However, the end of the COs can be easily identified by looking at
the segmentation plots, as the COs are always followed by a period of noise or the start

of a new CO. By comparing the position of the ground truth and the position of the
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Figure 6.2: Segmentation results for Hound-v3 over the Chameleon dataset in random
sample interval. In the top panels, red vertical lines represent the start of the COs’ ground
truth, while yellow vertical lines represent the predicted CO’s starts. The bottom panels

show the output classification.

CO found, it can be seen that the latter is always a few hundred samples earlier. This
conservative approach was taken to ensure the inclusion of all samples belonging to a CO

at the expense of a lower IoU in the segmentation.

Table 6.7 provides the confusion matrices over the test set for each CNN model, high-
lighting high classification accuracy on the main diagonal. Nevertheless, the excellent
classification in the training phase is not always reflected in the inference phase. For
instance, RD achieves over 99.99% accuracy in training but exhibits misclassification for
classes 2 and 0 during inference in Figure 6.2c. The lower inference performance is prob-
ably due to the sliding window procedure adopted, which increases the input variability

to the CNN, challenging the classification.
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Table 6.7: Test confusion matrices for Hound-v3 on the Chameleon dataset.

(a) Chameleon BASE (b) Chameleon DFS (c) Chameleon RD
True class True class True class

0 1 2 0 1 2 0 1 2

| 100% 0% 0% [ 99.74% 0.25% 0.01% <1 99.99% 0.01% 0%

0% 100% 0% 0.11% 99.89% 0% 0.01% 99.99% 0%

Predicted class
1
Predicted class
1
Predicted class
1

0% 0%  100% a 0% 0%  100% 0% 0%  100%

(d) Chameleon MRP (e) Chameleon CHF

True class True class
0 1 2 0 1 2

0

98.95% 0% 1.05%

0

100% 0% 0%

1

0% 100% 0% 0%  99.91% 0.09%

Predicted class
1
Predicted class

2

1.00% 0.31% 98.69%

2

0% 0%  100%

These results confirm the feasibility of developing effective segmentation techniques on the
Chameleon dataset. The high IoU values achieved on various hiding techniques demon-
strate that it is possible to accurately identify COs within obfuscated traces, even in the

presence of significant noise and variability.

Comparison with previous Hound versions Hound-v3 builds upon and enhances
seminal Hound versions by accurately identifying both the start and end samples of CO
executions, yielding two significant advantages. First, it enables the calculation of the
IoU metric, a critical measure of segmentation accuracy. In contrast, prior works only
detect the start of encryption, precluding a precise computation of IoU. Second, by delin-
eating both start and end samples, Chameleon enhances the robustness of the proposed
segmentation methodology, enabling a more accurate identification of false positives and

false negatives and using two heuristics to mitigate such errors.

Table 6.6 presents a comparative analysis of our side-channel segmentation performance
across all three Hound versions, using the Chameleon dataset. FNR and FPR are re-
ported for all techniques, while IoU values are exclusive to this study due to its ability
to pinpoint both start and end samples, a distinction that precludes fair IoU compar-
isons with earlier works. Although [CGL"24] has been developed to tackle only random
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Figure 6.3: Example of the attack pipeline to extract the secret key from a side-channel

trace affected by RD-4 random delay that contains 4 AES executions mixed with noise

applications.
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Table 6.8: Hound-v1 segmentation and SW-CPA results targeting AES-128. Results con-
sider RD-2 and RD-4 settings, and the presence (or not) of general-purpose applications
interleaved with the COs.

Random Delay General-Purpose FPR FNR SW-CPA
Configuration Applications (%) (%)  (N.COs)

v 0 0 3695
RD-2 X 0 0 1125
v 0 0 3365
RD-4 X 0 0 1220

delay, it performs well across all hiding techniques, particularly on BASE and CHF. Sim-
ilarly, [GCZ24] demonstrates promising results, achieving improved performance across
all metrics. However, this study is the only one with perfect FNR and FPR scores for
all hiding countermeasures. The excellent results are attributed to the novel tailored
heuristics for error refinement, showcasing the robustness and precision of the proposed

segmentation methodology.

6.1.4. A complete attack flow

We present a comprehensive attack flow that takes an unknown side-channel trace pro-
tected by random delay countermeasures and retrieves the secret key. The segmentation
is performed leveraging Hound-v1 while the key is retrieved by CPA [BCO04] with a slid-
ing window alignment [CCDO00] (SW-CPA) as the effective side-channel attack. The CPA
targets the sub-byte intermediate. A slight sliding window alignment is used to fix minor
misalignment due to the rough estimation of the beginning of the COs and to mitigate
the presence of random delay countermeasure. Figure 6.3 shows the results of applying
each step of the proposed Hound-v1 inference pipeline to locate the COs into a portion
of a trace containing four executions of AES-128, i.e., the CO. The entire side-channel
trace contains 512 COs collected from a platform implementing a random delay mecha-
nism. Starting from the portion of the side-channel trace in input, Figure 6.3b depicts the
segmentation output of the Sliding Window Classification stage that correctly high-
lights the presence of four COs interleaved with random general-purpose applications.
The number of samples in the x-axis of the plot is reduced by a factor of 1000, equal to
the value of stride s during the classification. The Screening stage allows cleaning the
noise from the classification output to deliver a clear square wave locating the COs (see
Figure 6.3c). The time instants locating the beginning of the four COs are applied to the

original side-channel trace, thus allowing an easy time alignment (see Figure 6.3d). At
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last, Figure 6.3e shows the results of the attack over the first key byte in terms of Pearson
Correlation Coefficient (PCC).

Table 6.8 summarizes the results of the attack flow on AES-128, considering the two
random delay configurations, i.e., RD-2 and RD-4, and the presence or absence of general-
purpose applications interleaved with the COs. The successful segmentation in all the
scenarios allows the SW-CPA to retrieve all the secret key’s bytes with a minimum of

1125 COs (see RD-2 without general-purpose applications).

6.1.5. Discussion and limitations

Although the segmentation technique and error-handling heuristics detailed in Section 3.2
demonstrates excellent results on the Chameleon dataset, achieving a 0% FNR and FPR
in real-world scenarios is impractical. Such identification errors can significantly impact
attack effectiveness by causing mismatches between COs and their corresponding plain-
texts. In a naive matching approach, the position of the error significantly affects its
impact. If a mismatch occurs early in the sequence, it causes a cascading misalignment
for all subsequent CO executions. On the other hand, mismatches that occur later in the
sequence are less disruptive since all preceding traces remain correctly matched with the
corresponding plaintexts. However, for deep learning-based profiled attacks, the impact
of identification errors is minimal, as such attacks typically require very few traces to
succeed. For instance, even with an identification error in the 15th CO, the correct key
may already have been recovered using the first 14 CO executions. Classical unprofiled

attacks are more susceptible, as they generally depend on a higher number of correctly
matched COs.

To quantitatively assess the impact of identification errors on Chameleon’s attack perfor-
mance, we considered a 0.05% error rate. For the most challenging subdataset, i.e., CHF,
which requires 104 traces for a successful CNN-based attack, the probability of attack
failure is 5.07%. In comparison, for the BASE subdataset, requiring only 14 traces, the

failure probability decreases to 0.70%.

The proposed framework uses a window-based classification to segment COs in side-
channel traces. A window-based classification means that the CNN classifies each window
independently, resulting in a sequence of classifications rather than a proper segmentation.
While our methodology effectively detects COs with high IoU and low false detection rates,
future work will focus on developing a more accurate segmentation technique to classify
each individual sample within a side-channel trace as part of a CO or not. By achieving

a more granular segmentation, we can refine attack strategies and improve the overall
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Figure 6.4: Qualitative comparison between the DFS_DESYNCH database (first row), the
corresponding interpolated traces (second row), and power traces acquired with no DFS
enabled (third row), over a range of 100 samples. Each colored line is the sample-wise

average.

effectiveness of real-world side-channel analysis.

6.2. Owl side-channel attack results

This section presents the results of the Owl methodology presented in Section 4.1, which
includes the evaluation of the trace interpolation, segmentation, and classification steps,
as well as the effectiveness of a classical SCA methodology, i.e., a template attack, after

the Owl’s resynchronization.

6.2.1. Trace interpolation

The interpolation block is designed to recover information lost due to trace desynchro-
nization. The goal is to evaluate the quality of the information recovered from the desyn-
chronized traces by computing the similarity between interpolated and static traces. We
opted for the Pearson Correlation Coefficient (PCC) to quantify the similarity between
the interpolated and static traces (see Equation 2.1). The coefficient value ranges from

—1 up to +1, and an absolute value of 1 denotes a perfect linear relationship.

Configuration We compared subsets of traces from two sources: i) power traces from
the DFS_DESYNCH database and i) static reference traces acquired from JARVIS with no
desynchronization. Both subsets included 500 traces with the same key value, and their

reference frequency was set to 45 MHz. For this comparison, we used the true labels of the
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Figure 6.5: Pearson Correlation Coefficient computed between static-desynchronized

traces (green points) and static-interpolated traces (blue points).

frequencies instead of the learned segmentation model to focus only on the interpolation
performance. For each of the 500 static traces, we computed the PCC with both the

corresponding interpolated trace and the corresponding desynchronized trace.

Results After applying interpolation, the evaluation results demonstrate a significant
improvement in the correlation between the traces. Figure 6.4 shows a qualitative result of
this evaluation procedure. The first row plots the raw desynchronized traces, the second
row shows the interpolated traces at 45 MHz, and the third row plots reference static
traces. It can be clearly noticed how the interpolation produces visibly similar signals to
the reference static ones. Notably, the power reported in Figure 6.4 refers to the voltage
drop rather than the actual power consumption. Considering side-channel analysis, the
use of decoupled power rails is common to measure a single quantity, i.e., voltage drop,

rather than both voltage and current.

Figure 6.5 illustrates how the average PCC between the desynchronized traces and the
static ones (green points) increases from around 0 to 0.5 after interpolation (blue points).
Similarly, the standard deviation decreases from 0.2 to 0.1. These results indicate that
the interpolation process successfully recovers information lost due to desynchronization,

making the interpolated traces more consistent and similar to the original static traces.

6.2.2. Convolutional neural network

The CNN is evaluated based on its ability to classify side-channel traces according to
their frequency. Here are detailed the parameters used for building the training dataset

as described in Section 4.1.1.
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Table 6.9: Test confusion matrix of the trained CNN.

True frequency
35 MHz 40 MHz 45 MHz 50 MHz 55 MHz 60 MHz

35 MHz | 99.64% 0.11% 0.08% 0.05% 0.10% 0.08%
40 MHz | 0.08% 99.67% 0.09% 0.07% 0.15% 0.06%
45 MHz | 0.03% 0.07% 99.69% 0.05% 0.13% 0.06%
50 MHz | 0.06% 0.03% 0.03% 99.76% 0.10% 0.06%
55 MHz | 0.07% 0.07% 0.06% 0.05% 99.46% 0.06%
60 MHz | 0.11% 0.05% 0.05% 0.04% 0.06% 99.68%

Predicted frequency

Configuration The training dataset has been created starting from two 500-sample
windows randomly extracted from each profiling trace in the DFS_DESYNCH database,
resulting in a total of 256 000 windows. Intervals of at least 1 000 samples were considered

to minimize border effects, and the center 500 samples were chosen for each window.

To avoid border effects near the frequency change, we considered intervals of at least 1 000
samples and selected the 500 samples in the center. As in standard neural networks train-
ing, we divided the collected dataset into training, validation, and test sets. Specifically,
the 60% of the collected windows is used for training, while the remaining 40% is equally

divided into validation and test sets.

By defining an epoch as a complete optimization step over the training set, we trained
the network for a total of 8 epochs on an NVIDIA RTX™ 6000 GPU using Adam [KB15]
to minimize the cross-entropy loss (see Equation 3.1). The mini-batch size was set to 128
with a learning rate of 0.001. Starting from the architecture in [WYO17], we performed
a comprehensive hyperparameter search, such as the number of layers, kernel sizes, and
activation functions, using a random search strategy [BB12]. A separate validation set
was used to evaluate the different configurations and identify the optimal combination
for our specific dataset and task. The error on the validation set is evaluated after each

epoch, and the final network is chosen as the one with the lowest validation error.

Results Table 6.9 reports the test CM at the end of the CNN training. The high
concentration and diagonal dominance of the values in the confusion matrix indicate that
the trained CNN effectively discriminates between different frequencies. This suggests

high accuracy in the network’s frequency classification task.
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Table 6.10: Intersection over Union (IoU) mean and standard deviation computed over
the entire attack set of the DFS_DESYNCH database. Table reports both the averaged loU
value and the IoU values aggregated by frequency.

Per-Frequency IoU (%) Average

35 MHz 40 MHz 45 MHz 50 MHz 55 MHz 60 MHz IoU

90.28 90.06 90.09 92.34 89.31 60.56 73.40

DFT + + + + + + +
6.62 6.79 6.61 5.32 7.42 14.94 3.95
99.44 99.60 99.37 99.57 99.58 99.50 99.51

Grad-CAM + + + + + + +
0.08 0.09 0.08 0.08 0.09 0.08 0.06

6.2.3. Segmentation

The core of the Owl methodology relies on the trace segmentation based on Grad-CAM
which classifies each sample according to its frequency (see Section 4.1.2). The analysis
focuses on the attack set of the DFS_DESYNCH dataset.

Configuration The proposed Grad-CAM-based segmentation is compared against a
segmentation method based on the analytical Discrete Fourier Transform (DFT). Both
methods are evaluated by calculating the total IoU and the IoU for each frequency over
the attack set of the DFS_DESYNCH dataset. The experiment considers all the 256 keys of
the attack set of the database by aggregating the segmentations of the 500 traces.

Results The proposed Grad-CAM-based segmentation performs better than the ana-
lytical DFT method across all frequencies. It also demonstrates greater stability in per-
formance between different classes, unlike the DF'T segmentation, whose accuracy varied

depending on the frequency.

A significant advantage of the Grad-CAM approach is its ability to focus on the relevant
frequency segments within the traces, excluding noise or irrelevant frequency components.
In contrast, the DFT method is more susceptible to capturing frequencies outside the

range of interest, leading to an inflated overall error rate in the loU metric.

The results presented in Table 6.10 quantify this advantage. The Grad-CAM-based seg-
mentation achieves a substantially higher average IoU of 99.40% with low variance, com-
pared to only 73.40% for the DFT method.

A qualitative comparison between the Grad-CAM-based segmentation and the ground
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Figure 6.6: Segmentation qualitative comparison of a trace from the attack set of the
DFS_DESYNCH database. The first row reports the ground-truth segmentation while the
second row plots the Owl Grad-CAM-based segmentation.

truth for a single trace is visualized in Figure 6.6, further supporting its effectiveness for

such a task.

6.2.4. Template attack

To further validate the effectiveness of the Owl resynchronization pipeline, we performed a
template attack [CRRO03| as last stage of the methodology. A template attack is chosen for
its deployment simplicity and demonstrated effectiveness. The following presents attack
configuration details and shows the template attack results obtained using the proposed

Owl methodology.

Configuration Different templates were profiled on the DFS_DESYNCH traces of Sec-
tion 5.4. All templates target the leakage produced by the sbox substitution in the first
AES round, i.e., sbox(p[0] ®k[0]), where p[0] and k[0] are the first plaintext and key

bytes respectively. For profiling and attack phases we used 500 traces per key value.

Two leakage models are considered. In the Hamming Weight model the leakage is assumed
proportional to the number of set bits of the intermediate value, HW (sbox (p [0] ©k[0])),
yielding nine classes. In the Identity model the leakage is assumed to reflect the full

intermediate byte value, sbox(p[0] ®k[0]), yielding 256 classes.

Three different template pipelines were evaluated: i) Raw templates are built directly
on the original, dynamically and randomly desynchronized traces; i) DFT templates
are built after frequency segmentation based on the Discrete Fourier Transform, followed
by interpolation, i.e., resynchronization to 45MHz; i) Owl templates are built after
resynchronization using the proposed Owl pipeline (see Section 4.1). All templates use
a sliding window alignment procedure [CCDO00], i.e., averaging consecutive samples, to

reduce the input noise and size. For Raw and DFT templates we repeated experiments
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Table 6.11: Guessing Entropy (GE) and Guessing Distance (GD) comparison over
DFS_DESYNCH and ASCAD datasets using Hamming Weight and Identity as leakage models.
Two State-of-the-Art DL-based SCA techniques [HGG19, BPS*20] are compared with
the proposed Owl methodology. All Templates use minor aggregation over time and PCA
as POI selection method.

Raw DFT [HGG19] [BPS*20] Ouwl

Hamming GE 122.450 109.336 - - 1.009
Weight _ _ _ _
DFS_DESYNCH g GD 0.460 0.400 0.137
. GE 130.012 122.641 98.926 113.895 1.000
Identity

GD —-0.497 —-0.481 —0.436 —0.614 0.255

GE  1.000 1.000 1.050 2.400 1.000

ASCAD Identity
GD 0.617 0.617 0.279 0.421 0.617

with aggregation lengths of 50, 100, and 500 samples, for Owl we report results with
Nagg = 100. POI selection was performed with PCA [WEGS87|, retaining the five principal

components in all experiments.

Results Table 6.11 presents the attack results divided by leakage model. The results
clearly demonstrate the effectiveness of the proposed methodology. For raw traces, i.e.,
with dynamic frequencies, the Guessing Entropy (GE) is 122.450 and 130.012 for the
Hamming Weight and Identity models, respectively, indicating that the templates perform
no better than a random guess. FEven though different aggregation values have been
tested, no significant improvement has been observed and Table 6.11 reports only the
best results. Templates built on DFT-segmented traces show similarly poor performance.
Segmentation errors degrade the attack effectiveness and the sliding window alignment

does not compensate, yielding GE values of 109.336 and 122.641 for the two models.

By contrast, traces resynchronized with the proposed Owl pipeline are effectively attack-
able. The Identity leakage model reports GE is 1.000, i.e., perfect success, with a GD of
0.255, which indicates strong isolation of the correct key. The Hamming Weight model
also succeeds in the attack, with GE 1.009 and GD 0.137. The different results on the

two models suggests that building templates on 256 classes delivers better performance.

Figure 6.7 shows the GE as a function of the number of traces used for the attack. For
raw traces the GE does not decrease as the number of traces increases. In contrast, for
resynchronized traces the GE falls to values close to one in fewer than 300 traces for both

leakage models.
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Figure 6.7: Guessing Entropy results over DFS_DESYNCH and ASCAD dataset. All Templates

use minor aggregation over time and PCA as POI selection method.

6.2.5. Comparison with the state of the art

Table 6.11 also depicts a comparison between the proposed Owl methodology and two
State-of-the-Art DL-based SCAs. All models were trained both on the DFS_DESYNCH and
ASCAD [BPS*20] datasets, attacking as intermediate sbox (p[0] @& k[0]) with 256 classes.
Traces from ASCAD have been desynchronized up to 100 samples, following the random
desynchronization model of the dataset. On the DFS_DESYNCH dataset, the technique
in [BPS*20], which uses a CNN model, achieves a GE of 113.895 and a GD of —0.614.
These results show that this technique fails to recover the secret key under high desyn-
chronization. The second technique [HGG19| uses a different approach that also relies
on a CNN model. However, this technique also performs poorly, with a GE of 98.926
and a GD of —0.436. In contrast, our Owl methodology obtains a perfect Guessing En-
tropy of 1.000, consistently recovering the secret key. Therefore, given the same amount

of information, we can conclude that our methodology is the most effective among the
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three.

When we applied these methodologies to ASCAD [BPS*20], Owl methodology continued
to outperform the others. A visual comparison of the GE over the number of traces used
for the attack is reported in Figure 6.7c. The GE is close to one for all the techniques,
meaning that the three methodologies are effective in recovering the secret key. However,
the GD of 0.617 of Owl methodology is higher than the other two, showing that our
methodology is more effective in isolating the correct key. Notably, ASCAD traces were
collected from a computing platform operating at a single operating frequency. Therefore,

Owl’s segmentation and interpolation processes are straightforward.

6.2.6. Discussion and limitations

While the experimental results validate the effectiveness of the Owl methodology in mit-
igating frequency-based desynchronization, the continuous evolution of deep learning ar-
chitectures suggests that its role is best defined as a specialized synchronization primitive.
The primary contribution of Owl lies in its modular architecture providing the evaluator
with a resynchronized leakage profile, which is essential for the application of standard
leakage assessments. While it is possible to optimize a high-throughput CNN that map
desynchronized traces directly to secret keys, such an approach would sacrifice the versa-
tility offered by Owl, which remains agnostic to the specific leakage analysis applied in the
second phase. Therefore, the inherent computational overhead due to the resynchroniza-
tion is considered a trade-off to ensure a high-fidelity, interpretable security evaluation.
Rather than competing with cutting edge end-to-end models, Owl complements them by

providing a foundational layer for multi-countermeasure scenarios.

The proposed methodology demonstrated high precision when targeting a commercial
DFS module with six operating points, representative of standard low-power IoT pro-
tection schemes. We acknowledge that as the granularity of frequency scaling increases
toward hundreds of operating points, the Grad-CAM-based segmentation may encounter
precision limits. The integration of higher-resolution segmentation techniques and atten-

tion mechanisms will be interest in a future work.

6.3. Dynamic voltage and frequency scaling counter-
measure results

This section discusses the influence of dynamic voltage and frequency scaling on the

side-channel security of FPGA-based cryptosystems. First, we present an extensive ex-
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Table 6.12: Values in terms of operating voltage, clock frequency, clock phase shift, and

used chip, for each experimental configuration.

D Num. Voltage Frequency Phase Chip
of steps [V] [MHz| [°] Train (Attack)
Cl 1 1 50 0 (/*/;“25713050)
Chip
Artix-735
2 ! ! o0 0 (Artix-7100)
[0.99; 1.01]
Vi 3 step 0.01 g 0
DVS vy 2 {0.75, 1.05) 5 0
[0.75; 1.05]
V3 1 step 0.03 g 0
DPS Pl 9 1 50 10: 30)
step 375 Artix-7100
[38.375; 39.5] (Artix-7100)
k1 ) 1 step 0.125 0
[30; 65]
DFS k2 7 ! step 5.0 0
[25; 75]
k3 0 1 step 10.0 0
[25; 75]
3125 401 L step 0.125 0

perimental evaluation of the impact of run-time variability in Section 6.3.1. Then, we

present the experimental results of the Rabbit countermeasure in Section 6.3.2.

6.3.1. The impact of run-time variability on side-channel attacks
targeting FPGAs

The impact of run-time variability on side-channel security lacks a comprehensive ex-
perimental evaluation. The following presents an analysis of variability as a potential
side-channel countermeasure by analyzing changes in clock frequency, clock phase, volt-
age, and different FPGA instances. The analysis leverages the rDVFS module illustrated

in Section 4.2, designed to mimic process variability through small and rapid variations
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in operating parameters.

Configurations

Deployment The proposed random DVFS has been deployed into the JARVIS frame-
work |[ZGG25] leveraging the NewAE Technology CW305 board [New18|, which features
an FPGA socket that allows changing the mounted FPGA chip. The power traces were
collected from the 20 dB-amplified output of the CW305 board, sampling at 250 Msam-
ples/s with a resolution of 12 bits. As cryptographic operation, we used the constant-time
AES-128 encryption from the OpenSSL library [Tcl23].

Design space Our analysis considered the trace desynchronization achieved by scaling
each parameter, i.e., clock frequency, clock phase, operating voltage, and different FPGA
chips, in isolation. Notably, our rDVFS is enabled for the entire encryption. Thus, a new
configuration is requested as soon as one is locked. To this end, each encryption observes

multiple clock frequency and voltage reconfigurations.

For each configuration, Table 6.12 reports the boundary values and the step of the con-

sidered parameter.

Attack methodology To assess the side-channel vulnerability, we utilized CPA and
template attack, focusing on the S-Box operation in the initial AES round. CPA is
performed up to 100k traces on the train chip of Table 6.12, while the template has been

trained considering 1k traces per key value.

Multiple attacks were executed for each scenario and method. The primary attack used
unprocessed traces, while subsequent ones incorporated post-processing, specifically sam-
ple aggregation [CCD00] and a high-pass filter (HPF) with a 125 kHz cutoff to eliminate

low-frequency signal components.

Experimental results

Table 6.13 summarizes the experimental results. The Synch configuration reports the
quality metrics for the reference design with no desynchronization. For each scenario (ID),
results are reported in terms of PC'C values, number of traces to recover all 16 bytes using
CPA, and effectiveness of template attack. Notably, Pearson Correlation Coefficient (PCC)
between the power traces and the power estimation is used as an equivalent representation
of SNR. For each scenario, results are reported with and without the HPF and different

levels of aggregation. Notably, the aggregation can resynchronize the traces by averaging
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continuous samples at the risk of a decreased SNR.

Inter-chip variability and clock phase The inter-chip process variability on AMD
Xilinx Artix-7 FPGAs is too small to prevent an attack using a model trained on one
FPGA instance to target another (see C'1 and C2 in Table 6.13). Notably, such results
contrast those reported from analyzing the process variability targeting ASIC [RSVCT11],
thus motivating the need for separate investigations. Similarly, dynamic phase shift pro-

vokes a negligible degradation in the side-channel attacks’ success (see DPS in Table 6.13).

Operating voltage The attack’s success rate diminishes as the operating voltage range
increases. Considering the Raw traces, PCC lowers from 0.428 in V1 to 0.102 in V3,
thus highlighting the benefit of the voltage scaling. Conversely, using a high-pass filter
on the DVS collected traces shows a non-negligible improvement of PCC, as well the
efficacy of CPA and template attack. The motivation behind such behavior is the low-
frequency component over-imposed by the actuators on the power consumption. The
scaling actuations provoke severe oscillations in the side-channel signal, thus reducing
PCC values and the effectiveness of the various SCAs. However, the low dynamic of the

over-imposed signal can be removed by applying a high-pass filter to the measured traces.

Clock frequency Experimental results confirm the effectiveness of dynamic frequency
scaling as desynchronization countermeasures. Similarly to DVS, the side-channel attacks
degrade with the increase in the range of the DFS actuator. For example, F'1 and F3
employ a frequency range of [38.375 — 39.5] MHz and [25 — 75] MHz, respectively. The
CPA and template attack results confirm that F'3 makes the attacks harder than F'1.

Considering the employed post-processing techniques, the high-pass filter (HPF') fails to
improve the SCA. In contrast, aggregation severally improves the side-channel attacks.
For example, aggregating 100 samples allows CPA to succeed for all key bytes with 5k
traces in the F'1 scenario (see Table 6.13). Notably, none of the considered attacks succeed
in the F'2 and F'3 scenarios regardless of the employed post-processing technique, thus

highlighting the effectiveness of severe trace desynchronization against SCA.

At last, we analyzed the effect of using a large variety of dynamic frequencies to im-
prove the side-channel resistance as proposed in [DHL"21]. The frequency scenario F'3;25
considers the step between two consecutive operating frequencies equal to 125kHz. In
addition, F'1 mimics the effect of clock jitter. Our experimental results demonstrate that
using a high number of frequencies offers negligible improvements to the side-channel

resistance.
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Table 6.13: PCC, CPA, and template attack comparison between all the configurations,
both with and without filtering the traces and aggregating up to 1k samples (v'if GE = 1).

D Aggregate PCC CPA Template attack
n samples p o HPF Raw HPF Raw  HPF
1 0419 0.388 200 200 v v
Synch 100 0.587 0.555 200 200 v
1k 0.557 0.360 200 500 v
Chi C1 1 0419 0.388 200 200 v
P9 1 0.353 0402 200 200 v
%! 1 0.428 0.435 200 200 v
DVS V2 1 0.089 0.326 10k 500 X v
V3 1 0.102 0.335 10k 500 X v
1 0.191 0.185 200 500 v
DPS PI 100 0.220 0.202 200 500 v
1k 0.170 0.089 500 1k v
1 0.046 0.033 X X X X
Fl 100 0215 0184 5k 5k v
1k 0252 0.166 5k 5k v v
1 0.033 0.034 X X X X
F2 100 0.032 0.031 X X X X
DFS 1k 0.031 0.018 X X X X
1 0.040 0.044 X X X X
F3 100 0.029 0.031 X X X X
1k 0.027 0.024 X X X X
1 0.035 0.033 X X X X
F3 .05 100 0.031 0.028 X X X X
1k 0.028 0.024 X X X X
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6.3.2. Rabbit: dynamic clock randomization to protect against

side-channel attacks

Motivated by the promising results of frequency scaling, we developed and implemented
the Rabbit module (see Section 4.2) to rigorously evaluate it as a countermeasure. We
pushed the synthesizable frequencies to their extreme, maximizing the operating range
and the frequency granularity, and intensified the experimental campaign. In particular,
CPA and TVLA experiments were scaled up to 10 million traces, and standard deep-

learning-based SCAs were also evaluated.

Deployment The analysis considers the feasible dynamic of the proposed Rabbit and
SoC, with a frequency range of [5, 75| MHz. We choose a 0.125 MHz step in the considered
range, enabling the actuator to synthesize 561 different frequencies. Notably, Rabbit is
enabled for the entire experimental campaign. Thus, a new one is requested as soon as
a configuration is locked. To this end, each encryption observes multiple clock frequency

reconfigurations, i.e., 41 on average.

The design has been implemented on an AMD Xilinx Artix-7 FPGA deployed on the
NewAE Technology CW305 board [New18| leveraging the JARVIS framework. The power
traces were collected sampling at 250 Msamples/s with a resolution of 12 bits and 20 dB

amplification.

Attack methodology To assess the side-channel protection offered by the proposed
Rabbit, we employed three classical side-channel attack methodologies and two DL-based
SCAs (see Attack Methods columns in Table 6.14). As cryptographic operation, we used
the constant-time AES-128 encryption from the OpenSSL library [Tcl23]. Each attack
considers as intermediate the S-Box substitution on the first AES round as the attack
model. The classical attacks include Correlation Power Analysis (CPA), a Template At-
tack using Principal Component Analysis (PCA) for Point of Interest selection (PCA-TA),
and a Template Attack leveraging the Fast Fourier Transform (FFT-TA). The Fast Fourier
Transform determines the operating frequency of the cryptosystem, enabling the align-
ment of measurements to a reference frequency through interpolation. Additionally, PCA
is used prior to profiling the template. DL-based SCAs comprise the Convolution Neural
Network (CNN) offered by [BPS*20|, and the Layer-wise Relevance Propagation (LRP)
technique [HGG19]. The template attacks and DL-based SCAs are trained on 256 000
power traces, namely 1000 per key-byte value. In contrast, the CPA is evaluated up to

10 million side-channel measurements.
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Figure 6.8: TVLA results on ten million traces measured from the protected SoC with
Rabbat.

Experimental results

The unprotected AES, operating at a stable 50 MHz clock frequency, can reach GE of
one with approximately 250 encryptions using CPA, 10 encryptions using PCA-TA and
FFT-TA, and less than 3 encryptions using CNN and LRP. These results highlight the
vulnerability of the reference design to side-channel attacks. In contrast, the proposed
Rabbit countermeasure significantly enhances security. With Rabbit active, the GE re-
mains above 102.40 across all attack techniques, demonstrating that none of the attack
methods could effectively exploit the leaked information. CPA, evaluated with 10 million
traces on the protected design, resulted in a GE of 110.00.

We collected 10 million power traces with randomly selected fixed or random plaintexts,
covering the entire encryption process. The side-channel measurement has been post-
processed on a high-pass filter with a cut-off frequency of 125 kHz to remove low-frequency
components due to the actuator. The subsequent TVLA results in a t-statistics with no
data points exceeding the +4.5 threshold, as shown in Fig. 6.8, further affirming Rabbit’s

strength against first-order leakage.

Table 6.14 summarized Rabbit compared with related state-of-the-art works. The notation
N/A indicates metrics not specified in the original papers. Our design uses minimal
resources, with only 82 LUT, 56 FF, and 1 BRAM. Ounly the design from [HDL*20|
outperforms ours in terms of area, utilizing 36 LUTs, 9 FFs, and no BRAM. Rabbit
maintains a remarkable performance of 100.00%, signifying no timing overhead, which
stands out as the best result compared to other approaches, where performance losses
range from 1.70% to 65.96% relative to unprotected platforms. Our null performance
degradation has to be attributed to the dual-MMCM architecture, which enables the
reconfiguration of one MMCM while the other continues to provide stable clocking to the
computing platform. The security assessment has been performed with a wide coverage of
attack methodologies, spacing from classical attacks to DL-bases SCA. Rabbit resists CPA,
PCA-TA, FFT-TA, CNN, and LRP attacks. It achieved a TVLA of 10 x 10° traces, with
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Figure 6.9: Performance, power, and security comparison with state-of-the-art proposals.

Security is measured in millions of TVLA traces.

no leakage detected after analyzing ten million traces, marking the highest TVLA among
all approaches, which range from 10 x 10® to 5 x 10° traces. However, the design incurs
higher power consumption due to the dual-MMCM setup, with a power overhead of 1.55x%,
compared to 1.01x in the best alternative design [HDL*20|. Fig. 6.9 illustrates Rabbit’s
advantages in security and performance despite its slightly higher power consumption

when compared with competing designs.

Overall, the proposed Rabbit countermeasure effectively strengthens AES security, offering
robust protection against a wide range of side-channel attacks while maintaining resource

efficiency and zero performance overhead.
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Table 6.14: Rabbit’s resources, performance, power, attack methods, and security com-

parison with State of the Art.
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7 ‘ Conclusions and Future
Directions

Side-channel attacks explore how unintentional physical emissions produced by computing
devices can be exploited to recover secret information. These attacks represent a critical
security threat since they bypass the mathematical security of cryptographic algorithms
and often remain undetected by the target system. This thesis explicitly tackles the
challenge of evaluating and strengthening the security of digital circuits against side-
channel attacks, with an emphasis on realistic threat models and on reducing the cost
and complexity of the analysis. The proposed methodology follows the entire side-channel
analysis pipeline, supported by a common experimental infrastructure named JARVIS.
As a modular hardware-software platform, JARVIS provided the necessary foundations
for reproducible research on FPGA-based systems, enabling the streamlined acquisition

and analysis of COs required to validate the core contributions of this work.

In this context, the longstanding challenge of segmenting COs in obfuscated and highly
desynchronized traces is addressed by the Hound deep-learning pipeline, together with the
Chameleon dataset, which provides robust resources for automatically locating and align-
ing COs, even in the presence of advanced hiding countermeasures. These resources enable

systematic benchmarking and facilitate the development of new segmentation techniques.

On the attack side, the Owl methodology demonstrates that deep learning effectively
preprocesses and realigns traces affected by commercial dynamic frequency scaling im-
plementations, enabling successful key recovery under conditions previously considered
highly resistant to analysis. The DFS DESYNCH dataset further supports research in
this area by providing real-world, highly desynchronized traces for benchmarking pur-

poses.

In terms of defense, the thesis introduces Rabbit, a hardware module for dynamic and
fine-grained frequency randomization, which has been shown to provide strong resistance
against a wide range of side-channel attacks. Extensive experimental campaigns, con-

ducted through the integrated experimental workflow, highlight the effectiveness of fre-



118 7| Conclusions and Future Directions

quency scaling as a hiding technique, while also revealing the limitations of other ap-

proaches, such as phase shift and voltage variability.

Overall, this thesis delivers a comprehensive workflow for side-channel analysis in real-
istic environments, bridging the gap between theoretical research and practical security
evaluation. The contributions made support the development of secure digital systems
and provide valuable resources for the research community, underscoring the symbiotic
relationship between attack and defense. Effective attacks are necessary to identify vul-
nerabilities and assess the strength of countermeasures, driving an iterative cycle where
each new attack informs the refinement of defenses. Despite ongoing advancements, in-
formation security remains an evolving field as no truly secure system can exist but only

those that have not yet been compromised.

7.1. Current limitations and future directions

While the methodologies presented in this thesis demonstrate significant advancements in
addressing the complexities of modern side-channel analysis, they are subject to specific
constraints that define their current operational boundaries. Detailed discussion of the
limitations inherent to the Hound and Owl frameworks have been previously discussed in

Section 6.1.5 and Section 6.2.6, respectively.

This final section outlines common challenges open in the SCA community by acknowl-
edging the broader limitations of this thesis. Future research directions build upon the
foundational contributions of this work, aiming to enhance the robustness and portability

of deep learning-driven side-channel evaluations.

7.1.1. Combined hiding and masking countermeasures

A current limitation of this thesis is its exclusive focus on hiding-based countermeasures,
leaving the evaluation of masking techniques outside the current scope. Masking is a
widely adopted countermeasure that aims to protect cryptographic implementations by
randomizing the intermediate values processed during computation |[GP99|. By splitting
sensitive data into multiple shares, masking effectively obscures the correlation between
the side-channel emissions and the secret information. However, recent studies have shown
that advanced side-channel attacks, particularly those leveraging deep learning, can by-
pass masking countermeasures [BPS*20, RWPP21].

While this thesis provides insights into the resilience of state-of-the-art hiding techniques,

the detailed analysis of these countermeasures in the context of masked ciphers is an im-



7| Conclusions and Future Directions 119

portant and complementary area of research and an open direction for future research.
Integrating masked implementations into a new version of the Chameleon dataset would
provide a valuable resource for advancing the understanding of the interplay between
masking and hiding techniques. This extension would facilitate the development and
benchmarking of novel attack methodologies specifically designed to target complex sce-

narios.

A fundamental step towards publishing this dataset is its validation, ensuring that the
collected traces contain the leakage necessary for an effective attack. The validation pro-
cess is non-trivial, as it requires careful consideration of the masking scheme, the hiding
techniques employed, and the specific characteristics of the side-channel emissions. Pre-
liminary experiments have been conducted to assess the feasibility of attacking masked
implementations on the JARVIS platform, leveraging deep-learning techniques. These
experiments involve a systematic exploration of various neural network architectures, hy-
perparameter tuning, and data augmentation strategies to identify configurations that
can successfully recover the masked secret keys. However, the results highlight the chal-
lenges associated with overfitting and over-specialization, as well as the need for robust

generalization.

7.1.2. Portability threat model

Profiled side-channel analysis has been extensively studied in the literature since 2003 [CRRO3].
Most works, including this thesis, are limited to a simplified and unrealistic adversary
model where the profiling and attack phases are performed on the same device instead of
relying on a clone device for profiling. Such threat model is significantly biased, which
could lead to highly inaccurate conclusions about the effectiveness of side-channel at-
tacks. An actual portability threat model would be more difficult to analyze since the
measurements from the two devices may not follow the same distribution, causing over-
specialization effects where a neural network learns to generalize only for a specific dataset
and cannot generalize for other datasets, i.e., devices [vdVPB20, BCH*20|.

To address this challenge, future work will develop segmentation and attack methods that
remain effective across different device instances, microarchitectures, and instruction set
architectures (ISA). Hound already shows robustness to variations in the target COs and
to several hiding countermeasures. We believe that, thanks to appropriate learning-based
techniques, Hound can be extended to tolerate changes in ISA and hardware platforms.
The long-term objective is to make Hound generalize to unseen devices and architectures

without requiring full retraining of the neural model. To pursue this goal, we will inves-
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tigate transfer learning, domain adaptation, and ensemble strategies to improve model
generalization across diverse environments and measurement conditions, enabling reliable

CO segmentation even on devices and architectures not seen during training.

On the attack side, we aim to develop profiling methods that can recover keys from
devices different from those used for profiling, i.e., under a perfect portability threat
model. Preliminary experiments on unprotected AES-128 using template attacks indicate
that portability is achievable, although it generally requires more attack traces than when
profiling and attacking the same device. Section 6.3.1 and Table 6.13 present portability
results for template attacks across different AMD Xilinx Artix-7 FPGA configurations
deploying the same JARVIS platform and AES implementation. Such results demonstrate
successful key recovery when the profiling and target devices differ. However, when it
comes to deep-learning attacks designed to break modern countermeasures, we believe
that portability is more challenging. Deep-learning models are in fact more prone to
overfitting, and seminal studies in literature already highlight this tendency [PPM*23|.
Therefore, building a model that can attack masking countermeasures regardless of the

hardware platform remains a major challenge.

As a final future work, we would like to collect and release a dataset to boost the study of
attack methodologies with a portability threat model. The dataset will include measure-
ments from multiple acquisition boards and FPGA platforms, in addition to the possibility

of switching between different microarchitectures and ISAs.
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