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ABSTRACT  
 
 
EN - The diffusion of digital technologies in Product - Service Systems (PSS) has become 
increasingly present. More and more  smart devices have been integrated into these models, 
leading to the extraction of extensive data to deliver personalised and responsive products and 
services. However, the use of personal data has been disrupting the social sphere, contributing 
to the ma nipulation of users, compromising democratic processes and negatively impacting the 
social dimension of sustainability. This research, therefore, aims to understand the role the 
design of smart and sustainable PSS can play in avoiding misuse of personal da ta for manipulating 
consensus in democratic processes. A literature review was conducted to identify key elements 
related to personal data and democratic processes . These were then used to analyse cases that 
were considered examples of good personal data management practices. The results provided a 
list of features, strategies, and sub - strategies as a preliminary  conceptual framework for 
designers to embed these elements in smart and sustainable PSS design. This conceptual 
framework was then applied and ass essed with design students, professionals, and specialists, 
developing an initial knowledge base and know - how for designers to acknowledge and approach 
the problem of user manipulation and citizen self - determination. It also suggests an open - access 
course to be  available and adaptable to the research and education design community. The study 
concludes with recommendations for future research.  
 
Keywords : personal data ; smart devices; product - service systems; design for sustainability; 
democratic process manipulation;  
 
 
IT - La diffusione delle tecnologie digitali nei Sistemi di Prodotto - Servizio (PSS) è divenuta 
sempre più rilevante. Un numero crescente di dispositivi intelligenti è stato integrato in tali 
ŉőčđŃŃı˗̇čđŹđŭŉıŊîŊčő̇Ń˾đűŹŭîƜıőŊđ̇čı̇ħŭîŊčı̇ŬžîŊŹıŹÿ̇čı̇čîŹı̇Ūđŭ̇őĦĦŭire prodotti e servizi 
ŪđŭűőŊîŃıƜƜîŹı˖̇ÇžŹŹîƒıî˗̇Ń˾žűő̇čđı̇čîŹı̇ŪđŭűőŊîŃı̇űŹî̇minacciando la sfera sociale, contribuendo 
alla manipolazione degli utenti, compromettendo i processi democratici e incidendo 
negativamente sulla dimensione sociale della sostenibilità. Questa ricerca mira, pertanto, a 
comprendere il ruolo che il design di PSS intelli ħđŊŹı̇đ̇űőűŹđŊıĆıŃı̇ŪžŜ̇űƒőŃħđŭđ̇Ūđŭ̇đƒıŹîŭđ̇Ń˾žűő̇
improprio dei dati personali a fini di manipolazione del consenso nei processi democratici. È 
stata condotta una revisione della letteratura per identificare gli elementi chiave relativi ai dati 
personali e ai processi democratici, successivamente usati per analizzare casi considerati esempi 
di buone pratiche nella gestione dei dati. I risultati hanno fornito un elenco di caratteristiche, 
strategie e sotto - strategie come quadro preliminare per i designer al  fine di integrare tali 
elementi nella progettazione di PSS intelligenti e sostenibili. Questo quadro è stato poi applicato 
e valutato con studenti, professionisti e specialisti di design, sviluppando una base di conoscenza 
e competenze iniziali affinché i  designer e i ricercatori di design possano riconoscere e affrontare 
ıŃ̇ŪŭőĆŃđŉî̇čđŃŃî̇ŉîŊıŪőŃîƜıőŊđ̇čđħŃı̇žŹđŊŹı̇đ̇čđŃŃ˾îžŹőčđŹđŭŉıŊîƜıőŊđ̇čđı̇ćıŹŹîčıŊı˖̇`ŊőŃŹŭđ˗̇ƒıđŊđ̇
suggerito lo sviluppo di un corso open access, disponibile e adattabile per la comunit à di ricerca 
e di formazione del design. Lo studio si conclude con raccomandazioni per ulteriori ricerche.  
 
Parole chiave:  dati personali; dispositivi intelligenti; sistemi prodotto - servizio; design per la 
sostenibilità; manipolazione dei processi democratici  
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Glossary

Algorithm  
A set of rules or processes followed 
by a computer to perform 
calculations or problem - solving. In 
democratic contexts, algorithms 
curate content and can introduce 
manipulation and bias.  

Algorithmic Bias  
Systematic and unfair discrimination 
that arises when algorithms reflect or 
amplify existing social prejudices.  

Algorithmic Justice  
The principle of designing, regulating, 
and auditing algorithms to ensure 
fairness, accountability, and the 
reduction of discriminatory 
outcomes.  

Artificial Intelligence (AI)  
Systems or machines capable of 
performing tasks that typically 
require human intelligence, such as 
learning, reasoning, and problem -
solving. Includes ML and generative 
AI applications.  

Automated Amplification  
The use of algorithms and bots to 
artificially increase the visibility and 
reach of specific content online.  

Behavioural Manipulation  
The strategic use of data and digital 
ŹđćĭŊőŃőħıđű̇Źő̇ıŊĦŃžđŊćđ̇ıŊčıƒıčžîŃű˾̇
actions, attitudes, or decisions, often 
covertly.  

Big Data  
Extremely large datasets generated 
by digital interactions, particularly 
through smart devices, which can be 
analysed to reveal patterns, trends, 
and associations for predictive 
modelling and decision - making.  

Bot Work  
Automated accounts programmed to 
amplify content, create artificial 
consensus, or manipulate debates 
online.  

Bubble Effect  
The narrowing of information 
exposure caused by algorithmic 
curation, leading to insular 
perspectives and reduced diversity of 
viewpoints.  

Cambridge Analytica  
A political consulting firm involved in 
the scandal of unauthorised 
ĭîŭƒđűŹıŊħ̇őĦ̇UîćđĆőőŀ̇žűđŭű˾̇
personal data to influence elections, 
illustrating the risks of data misuse.  

Coded Bias 
The systematic discrimination 
embedded in algorithmic systems due 
to biased training data or design 
choices, leading to unequal 
treatment.  

Computational Propaganda  
The use of algorithms, automation, 
and big data to manipulate public 
opinion, spread disinformation, and 
influence political outcomes.  

Collective Intelligence  
the capacity of groups to solve 
problems, make decisions, and 
acquire knowledge combining diverse 
perspectives, skills, and information , 
often mediated by digital platforms 
and coordination structures . 

Data Exploitation  
The extraction, analysis, and use of 
personal data in ways that undermine 
user agency, often without real 
acknowledgement and meaningful 
consent.  
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Data Minimisation  
A principle of data protection that 
requires limiting data collection and 
processing to only what is necessary 
for a given purpose.  

Data Sovereignty  
The principle that individuals or 
states have control and authority 
over their own data, including its 
storage and use.  

Data Silos  
The accumulation and control of 
large datasets within isolated 
corporate or institutional structures. 
It  consolidates  power by limiting 
access to outsiders , reinforcing 
monopoly of information . 

Dataveillance  
The systematic monitoring of 
individuals or groups through digital 
data collection and analysis, often 
without explicit consent.  

Dark Patterns  
Deceptive interface designs that 
manipulate or nudge users into 
actions they might not otherwise 
choose, often undermining privacy 
and consent for the collection of data.  

Democracy  
Gr. =ĠŉőŀŭîŹıî -  'rule by the people'. 
An ethical ideal towards equality and 
freedom among people or a system of 
government based on this belief.  

Democracy Erosion  
The gradual weakening of democratic 
institutions, norms, and practices, 
often exacerbated by manipulation, 
disinformation, or centralisation of 
data power.  

Democratic Consensus  
The collective agreement reached 
through democratic processes, 
potentially vulnerable to 
manipulation through digital means.  

Democratic Processes  
a system in which citizens have an 
equal opportunity to participate in 
decision - making, thereby ensuring 
that their interests are considered in 
collective choices, promoting 
freedom and moral equality. It 
involves both direct participation and 
representati ve institutions that 
facilitate this engagement while 
protecting minority rights.  

Democratic Resilience  
The capacity of democratic systems 
to withstand threats such as 
manipulation, disinformation, or 
erosion of citizen agency.  

Disinformation  
False information deliberately created 
and disseminated to mislead and 
manipulate.  

Echo Chamber  
A digital environment where 
individuals are exposed 
predominantly to information that 
reinforces their pre - existing views, 
amplifying polarisation.  

Fake News  
Deliberately false information 
presented as news, intended to 
mislead audiences.  

Filter Bubble  
A personalised information 
environment created by algorithms 
that limit exposure to diverse 
perspectives, reinforcing cognitive 
biases. 

Hyper -partisan News  
Media content produced with 
extreme political bias, often 
contributing to polarisation.  

Internet of Things (IoT)  
A network of physical devices 
embedded with sensors and 
connectivity that collect and 
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exchange data. Central to smart 
devices and Smart PSS. 

Junk News  
Low- quality, misleading, or 
sensationalist content designed for 
engagement rather than accuracy.  

Large Language Models (LLMs)  
Advanced AI systems trained on 
massive datasets capable of 
generating human - like text and 
supporting predictive or generative 
tasks. 

Machine Learning (ML)  
A subfield of Artificial Intelligence (AI) 
where algorithms learn from data to 
improve predictions or actions over 
time. ML is widely used in 
personalisation and behavioural 
profiling.  

Manipulation  
The covert or strategic influence of 
user behaviour and decision - making, 
often through digital technologies 
and personal data use.  

Microtargeting  
The practice of using personal data to 
deliver highly tailored messages to 
individuals or small groups, often for 
political or commercial manipulation.  

Misinformation  
False or inaccurate information 
spread regardless of intent to 
deceive. 

Organic Content  
Content shared online without paid 
promotion, spread through natural 
engagement such as likes, shares, and 
recommendations. It is often seen as 
authentic but may still be influenced 
by algorithms.  

Personal Data  
Information relating to an identifiable 
individual, which may be volunteered 
(e.g., name), observed (e.g., GPS 

location), or inferred (e.g., credit 
scores). In Smart PSS contexts, 
personal data is a key resource for 
service delivery but also a vector for 
manipulation.  

Personal data configuration  
The arrangement of personal data 
structure s and governed within 
solutions  across the data lifecycle 
(collection, processing, storage, 
sharing, access, and deletion), 
shaping data practices.  

Persuasion  
The act of influencing attitudes or 
behaviours, which in digital contexts 
can overlap with manipulation when 
based on covert data exploitation.  

Political Advertising  
The promotion of political 
candidates, parties, or agendas 
through paid or targeted media 
campaigns, increasingly reliant on 
personal data analytics.  

Post- truth  
A condition in which emotional 
appeal and personal belief outweigh 
objective facts, leading to the erosion 
of truth as a basis for public discourse 
and decision - making.  

Procedural Democracy  
A form of democracy defined by 
institutional processes, such as 
elections, suffrage, and competition 
for power.  

Product -Service System (PSS)  
A design model combining products 
and services into a single offering to 
meet user needs, shifting from 
ownership to access and 
functionality.  

Psychometrics  
The measurement and analysis of 
psychological traits, often combined 
with personal data to profile and 

https://oxfordre.com/communication/display/10.1093/acrefore/9780190228613.001.0001/acrefore-9780190228613-e-757
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target individuals, as in the 
Cambridge Analytica case.  

Psychological Operations (PSYOP)  
The use of information and 
communication tactics, often military 
in origin, to influence the emotions, 
motives, and behaviour of target 
groups.  

Smart Device  
A connected product embedded with 
sensors and connectivity (e.g., 
smartphones, smart speakers, 
wearables) capable of collecting, 
processing, and exchanging data in 
real time.  

Smart Product -Service System 
(Smart PSS) 
An integrated solution that combines 
smart products, digital services, and 
ICT infrastructures into a system of 
continuous data exchange to provide 
adaptive and personalised services.  

Socio-ethical Sustainability  
The dimension of sustainability 
concerned with fairness, equity, 
social cohesion, and ethical 
responsibility, alongside economic 
and environmental pillars.  

Sousveillance  
The observation or recording of 
institutions,  or other  actors from 
common individuals , using personal 
smart devices to document actions, 
increase transparency, and support 
accountability.  

Substantive Democracy  
A form of democracy that safeguards 
rights, freedoms, and equality, 
ensuring that democratic processes 
have meaningful outcomes.  

Surveillance  
Çĭđ̇ŉőŊıŹőŭıŊħ̇őĦ̇ıŊčıƒıčžîŃű˾̇
activities and data, often by 
governments or corporations, which 

can erode privacy and democratic 
freedoms.  

Surveillance Capitalism  
An economic system where personal 
data is extracted and monetised to 
predict and shape human behaviour 
for profit and political influence.  

Sustainable Product -Service System 
(S.PSS) 
A business model integrating 
products and services designed to 
čđŃıƒđŭ̇î̇˽žŊıŹ̇őĦ̇űîŹıűĦîćŹıőŊ˾̇ƓĭıŃđ̇
aiming to reduce environmental 
impact and foster socio - ethical 
sustainability.  
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1. INTRODUCTION  
  
 
 
 
 
 

1.1. Background  

Digital technologies play a central role in the current sociotechnical regime 
(Floridi, 2020) . More than two -Źĭıŭčű̇őĦ̇Źĭđ̇ƓőŭŃč˾ű̇ŪőŪžŃîŹıőŊ̇˭ʿ˖ʽʿ̇ĆıŃŃıőŊˮ̇ĭîű̇
access to the internet (World Bank, 2024) . In 2023, over than 15.7 billion IoT devices 
were connected, of which more than 70% are short - range IoT devices such as home 
smart devices (Ericsson, 2024). In Europe, 91% of the population uses the internet , 
with more than 1  billion  cellular mobile device connections (Kemp, 2024). These 
technologies not only structure everyday practices but also influence the broader 
landscape of societal norms, economic structures, and political systems (Han, 2017a; 
Morozov, 2019; Zuboff, 2020) . 

 `Ŋčđđč˗̇Źĭđ̇đƔŹŭîćŹıőŊ̇őĦ̇ıŊčıƒıčžîŃű˾̇čîŹî̇Ħŭőŉ̇ƒîŭıőžű̇čđƒıćđű̇ıŊ̇đƔćĭîŊħđ̇
Ħőŭ̇˻app- enabled ćőŊƒđŊıđŊćđ˼̇(Klein, 2024) can lead to a surveillance state that 
threatens their privacy and freedom (Rup pert et al., 2017; van den Hoven, 2018). In 
addition to that, algorithms and predictive models inherently carry biases and their 
creators'  perspectives, introducing intended  and unintended manipulations due to 
their  automations ˭~˾xđıŃ˗̇ʼʺʻˁˮ. These factors, data extraction, heavy algorithmic 
activity and the manipulation of user behaviour, can lead to structural problems in 
society, including the manipulation of democratic processes. The exploitation and 
centralisation of users' data (or personal data ) places unprecedented power in the 
hands of private and public organisations and those who have access to it, allowing 
them to strategically influence audiences (van den Hoven, 2018).  

These social transformations are evidenced in high - profile cases and 
everyday interactions.  The system works in a way that the user generates data 
through their interactions with devices and their software , training predictive 
behaviour models. At the same time, users are exposed to personalised  and often 
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sponsored content s˶uch as news, search results, and social media feeds c˶urated 
by these algorithms (Delmastro & Nicita, 2019) . This accumulated and analysed data 
can reveal patterns and correlations used to influence behaviour (Mavriki & Karyda, 
2020). While these technologies have brought positive changes in many aspects of 
society, they also present significant risks, particularly the potential for 
manipulation. The ability to change user behaviour, greatly increasing the possibility 
of a positive ac tion towards a target situation, opens the door for powerful entities 
to influence individuals for their benefit, generating both revenue and political 
influence (Delmastro & Nicita, 2019; van den Hoven, 2018) . The Cambridge Analytica 
scandal (Cadwalladr & Graham - Harrison, 2018) i˶nvolved the unauthorised 
harvesting of personal data from Facebook users for political advertising, primarily 
during the 2016 U.S. presidential election  ˶is one of the recurring  examples (Ryan, 
2025) of how these technologies can threaten democratic processes.  

In 2025, researchers from the University of Zurich conducted a 
controversial  non - consented experiment on Reddit by using AI bots to influence 
opinions. Over four months, bots placed by the researchers posted on the 
r/changemyview Reddit community approximately 1, 800  comments, successfully 
changing users' opinions in many cases , with 137 confirmed by subjects 
(LLMResearchTeam, 2025). A 2021 report from the University of Oxford revealed 
that media manipulation was utilized by political players in 76 nations as part of their 
campaigns (Bradshaw et al., 2021). In this way, digital technologies can be exploited 
for demagoguery, to manipulate or sway public opinion and consensus, by 
exacerbating perspectives, contributing to techniques of isolation, polarisation  and 
exclusion, ultimately undermining democratic processes.  

These risks raise important questions for the field of design, which must 
confront the ethical challenges inherent to digital innovation.  Within design 
research and practice, responses to these challenges range from interface -  and 
interaction - level interventions, such as ethical debates on nudges and choice 
architectures, critiques of persuasive and deceptive user experience patterns, 
and evaluative work in product, service, and user experience design, to more 
systemic traditions, including participatory approaches, feminist perspectives, 
and design for the oppressed that attend to power asymmetries and inequality. In 
this thesis, the focus i s positioned within a stakeholder and configuration 
perspective  on digital smart devices o ffers to be  organised to support users and 
other beneficiaries in understanding, managing, and being responsibly cared for 
in relation to personal data, rather than treating personal data extraction as a 
default condition of digital services.   

Smart devices, such as personal gadgets and home appliances, are designed 
to extract vast amounts of personal data and deliver highly personalised content to 
individuals based on their preferences and behaviours through their  applications. 
According to Youyou et al. (2015), with 10 likes on social media, the predictive model 
čđƒđŃőŪđč̇ƓıŹĭ̇ŉîćĭıŊđ̇ŃđîŭŊ̇˭wqˮ̇ćîŊ̇ħžđűű̇žűđŭű˾̇preferences  better than a work 

Commented [AC1]: Insert another actions of 
design? Nudge ethics, the reviews about user 
experience, service and product design actions. 
There are also more systemic views with 
feminists, design of the oppressed, and other 
participatory practices of design. Perhaps what 
we are trying to do it differently here is to 
approach it trough the lenses of stakeholder 
innovation and configuration, where we can offer 
services to better support users/beneficiaries to 
take care of their data. Or be taken care by the 
business with real intention of the users benefit.  
For conclusion:  
What would be the advantage of the producer is 
to have a differential as a privacy and data health 
oriented company, to be ahead of the 
requirements of legislations and perhaps to have 
open innovation with a real channel with the 
user, not only user behaviour, but their desires for 
change and collective intelligence.  



14 
 

colleague; with 300 likes, it can make a personality assessment better than the user's 
partner. Nowadays, ML is more advanced -  as Large Language Models (LLM) and 
Generative AI have been demonstrating -  and data can be extracted in many forms 
from different devices, tailoring content, suggestions and results from streaming, 
news, search engines, social media feeds, and shopping platforms.  

While these technologies are developed to assist users, they create a highly 
individualised  and shaped environment, tailored to reinforce pre - existing interests 
and behaviours (Lanier, 2018). This system generates a hyper - personalised reality 
that can limit exposure to diverse perspectives and critical dialogue, isolating users 
in the so - called  ˻ĦıŃŹđŭ̇ĆžĆĆŃđű˼̇˭¸îŭıűđŭ˗̇ʼʺʻʻˮ˖̇ ű̇î̇ŭđűžŃŹ˗̇ıŊčıƒıčžîŃű̇ŉîƕ̇Ćđćőŉđ̇
susceptible to cognitive biases and less capable of engaging in complex debate , 
problem - solving  and critical thinking (echo - chambers) (Pariser, 2011). This 
represents a vulnerability for democratic processes that can be strategically 
exploited by digital content to reinforce particular narratives, polarise opinion and 
mobilise targeted bases through selective exposure to inform ation.   

As the social and digital landscape becomes more complex, the field of 
design may be positioned to address risks arising from these dynamics.  Sustainable 
Product - Service System (S.PSS) design is a promising strategy to diffuse 
sustainability goals, recognised for  economic, socio - ethical, and environmental 
advantages (Vezzoli et al., 2021). It mixes products and services to shift the focus 
from ownership to the necessity that this product can fulfil. It can improve access, 
product longevity, and reduce resource con sumption. For instance, in a leasing -
Ćîűđč̇¸¿¿˗̇žűđŭű̇ćîŊ̇îććđűű̇î̇ŪŭőčžćŹ̇űžćĭ̇îű̇î̇ŪŭıŊŹđŭ̇˭đ˖ħ˖˗̇âđŭőƔ͕̇˽¸ŭıŊŹđŭ̇»đŊŹîŃ̇
¿đŭƒıćđű˾ˮ̇Ɠhile the producer retains ownership, offering complementary services 
like maintenance and upgrades. This not only lowers the initial cost for the user but 
also incentivises producers to develop more durable and environmentally 
responsible solutions.  

Nevertheless, digital technologies play a central role in advancing the 
capabilities and scalability of these systems.  Their integration enables new forms of 
interaction, monitoring, and customisation, with the aim of enhancing both service 
đĦĦıćıđŊćƕ̇îŊč̇žűđŭű˾̇đƔŪđŭıđŊćđű (Su et al., 2023). The application of sensors, data 
analytics, and the Internet of Things (IoT) has become increasingly common in PSS 
to track product usage, anticipate maintenance needs, and better tailor offerings to 
žűđŭű˾̇Ćđĭîƒıőžŭű̇˭qı̇͑̇UőžŊč˗̇ʼʺʻˁ˙̇àîŃđŊćıî̇đŹ̇îŃ., 2015). These features have 
evolved into what is now referred to as Smart PSS, where the connectivity and 
intelligence of the system become essential design components (Zheng et al., 2018). 
Digital infrastructures embedded in PSS offer potential  benefits fo r sustainability. 
Such as improving working conditions, increasing inclusivity for users in 
economically and even geographically marginalised contexts, and optimising 
system- level efficiency. Nevertheless, these developments also introduce critical 
socio- ethical concerns, as presented, that remain underexplored  in the literature.  

Commented [AC2]: PSS provides a systemic view 
and stakeholder configuration innovation.  
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1.2. Context , Topic and Scope  

Supported by the European Union program with the Italian government 
PNRR (Piano Nazionale di Recuperazione e Resilienza) program , this study can be 
positioned as a contribution to broaden and advance the research work on design 
and system innovation for sustainability. The research proposal was from 
Politecnico di Milano, structured by the LeNSlab Polimi research group. The group 
is a member of a broader network (LeNS) 1 comprising around 150 institutions around 
the globe that conduct research and diffusion of knowledge on the field of Design 
for Sustainability. The initial topic proposed by the group and complying with  the 
directives of the EU program , was established  as: 

 ˻=đűıħŊ̇ Ħőŭ̇ ¿őćıő- ethical Sustainability of Product Service 
Systems (S.PSS) and Distributed Economy (DE) IN and FOR the 
=ıħıŹîŃ̇Aŭî˖˼ 

This research addresses the intersections of S.PSS and DE design, 
Digitalisation , and the socio -ethical dimension of sustainability . They are 
represented in the Venn chart ( Figure 1).  

 
Figure 1: Vein Chart of the research areas of the topic and the initial gap.  

Foundational literature from the LeNS members' academic  materials and 
broader Design for Sustainability scholarship has helped establish a preliminary 
understanding of design strategies for the socio- ethical dimension of sustainability 
and their relation to the design of S.PSS and DE. However, as it presented, the 
growing awareness of the socio - ethical implications of digital technologies  made it 
necessary to first assess the gap and understand if there was already existing 
literature on the subject, and to  further narrow the gap to a more approachable 
subject by  the time of the PhD.  

 
1 www.lens -world.org  
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Furthermore, although this dissertation is positioned within design and 
addresses socio- ethical sustainability, the environmental implications of 
digitalisation should not be ignored. The growth of data - driven services, machine 
learning and contemporary AI  depends on continuous operation of computational 
infrastructures, which have a high energy and water demand associated with server 
operations and data transmission. In parallel, the accelerated cycles of device 
replacement that sustain digital innovation contribute to early obsolescence and 
increasing volumes of electronic waste. This includes materials with low 
renewability capacity, extracted through child and modern slavery labour in the 
Global South. Therefore, the necessity of a robust environmental a ssessment and a 
fuller examination of additional social issues not addressed in this document is 
acknowledged. However, due to time and resource constraints, this thesis focuses 
on a small yet relevant subset of the sustainability problem using a S.PSS des ign 
approach. This limitation does not diminish the environmental or other social 
implications but reflects the scope of this doctoral research.   

1.3. Assumptions  

This research begins with the assumption that democratic processes ˶
central to the functioning of inclusive and sustainable societies  ˶are increasingly 
exposed to manipulation through the strategic use of digital technologies. In 
particular, the ability of  powerful actors to shape or sway public opinion is amplified 
by the widespread extraction and processing of personal data , and its 
transformation  into big data , made possible by smart devices embedded with IoT 
functionality and near - constant internet access. These devices, ranging from mobile 
phones to smart speakers and other household/personal appliances, collect data 
continuously, enabling forms of user survei llance  and behaviour prediction  that 
would not be possible without them.  From this assumption emerges the hypothesis 
ŹĭîŹ̇ŉîŊƕ̇őĦ̇Źőčîƕ˾ű̇űŉîŭŹ̇čđƒıćđű̇îŊč̇Źĭđıŭ̇đŉĆđččđč̇űƕűŹđŉű̇ćőŊŹŭıĆžŹđ̇Ćƕ̇
design to personal data extraction and the delivery of highly p ersonalised content 
in ways that facilitate the manipulation of consensus in democratic processes. 
Rather than being neutral tools, these systems may embed design choices that 
prioritise data -čŭıƒđŊ̇ ıŊĦŃžđŊćđ˗̇őĦŹđŊ̇ƓıŹĭőžŹ̇žűđŭű˾̇îƓîŭđŊđűű̇ őŭ̇ŉđîŊıŊħĦžŃ̇
consent. However, it is also hypothesised that these technologies could be designed 
differently, especially those integrated into Product - Service Systems (PSS), toward 
models that do not reinforce such manipulation, and that instead support forms of 
interac tion grounded in social sustainability principles.  

1.4. Dissertation Structure  

This dissertation is organised into nine  chapters, each addressing a specific 
aspect of the research and contributing to the overall investigation. The  chapters 
are structured and outlined  as follows:  

Chapter 1  ˵ Introduction: Establishes the background, context, and 
motivation for the study. It outlines the significance of digital 
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technologies in contemporary sociotechnical systems and introduces 
Smart and Sustainable Product - Service Systems (S.PSS). It frames the 
socio- ethical challenges related to personal data use and highlights the 
erosion of user agency in democratic processes. The chapter concludes 
by positioning the study  topic and presenting the thesis structure.  
 
Chapter 2  ˵ Literature Review:  Reviews existing literature at the 
intersection of digital technologies, S.PSS, and the socio - ethical 
dimension of sustainability. It identifies gaps in current research ˶
particularly regarding the societal implications of personal data in Smart 
PSS models˶ and sets the foundation for the research questions. The 
review also connects these challenges to the erosion of democratic 
processes, establishing the need for new design approaches.  Finally, it  
identify three key elements P˶rivacy, Transparency, and Participation  to 
support chapter 5  case analysis.  
 
Chapter 3  ˵Research Questions:  Presents the central research aim and 
two main research questions, each supported by two sub - questions. 
These are defined after the literature review, better defying the gap and 
structuring a possible goal to be achieved during the PhD research 
period. The aim and questions insight to explore how design can address 
the misuse of personal data in Smart PSS, focusing on its role in 
consensus manipulation  of democratic processes . The chapter set  the 
direction for the methodological approach.  
 
Chapter 4  ˵Research Methodology:  Details the research design, which 
follows a research - through - design methodology rooted in constructivist 
and phenomenological perspectives. It outlines the three main stages: (1) 
Preliminary Research, (2) Prototype and Assessment, and (3) Reflection. 
The chapter also discusses ethical considerations and specifies the 
intended outcomes, including a conceptual framework , tools, and 
educational materials.  
 
Chapter 5  ˵Preliminary Design Strategies : Revisits the  literature , the 
key elements, and explores existing cases to deepen the investigation of 
ŪđŭűőŊîŃ̇čîŹî˾ű̇űőćıő- ethical challenges. It analyses real - world solutions 
and extracts better  practices, culminating in a preliminary conceptual 
framework comprising 46 features, 15 sub - strategies, and four main 
strategies (Protection, Guidance, Control, and Collaboration) for 
responsible Smart S.PSS design. 
 
Chapter 6  ˵Prototype and Assess ing : Documents the application and 
iterative refinement of the conceptual framework through workshops 
and expert interviews. Across six iterations, the conceptual framework 
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was tested with students, professionals, and researchers to assess its 
clarity, feasibility, and effectiveness. These engagements informed the 
development of a prototype approach to support responsible design 
practices in Smart PSS.  
 
Chapter 7  ˵Outcomes:  Introduces the finalised results of the research. 
The refined conceptual framework, the set of design tools, and the 
proposed design process for responsible Smart S.PSS development. The 
chapter further includes the open - access course proposition, with a 
structure of module contents aimed at disseminating the knowledge to 
practitioners and educational design communities.  
 
Chapter 8  ˵ Reflection:  Consolidates and critically discusses the 
findings, analysing the role of design, digital technology, and the Smart 
S.PSS model in supporting socio - ethical sustainability and democratic 
resilience. It also highlights educational contributions, the limitati ons of 
the conceptual framework , and considerations for further integration of 
responsible digital practices in design education.  
 
Chapter 9 ˵  Conclusion:  Summarises the research outcomes and revisits 
the research problem, the corresponding goals of this dissertation and 
its contributions to the design field. The chapter also presents  the 
lessons learned from the research method. Finally, it closes with a 
discussion of future research directions and positions the work as a 
contribution to ongoing debates at the intersection of sustainability, 
digital technology, and socio - ethical innov ation.  
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2. LITERATURE REVIEW  
Preliminary Research  

 
 
 
 
 

2.1. Ethical Dilemmas  

2.1.1. Ethics in the digital age  

Broadly speaking, ethics is the discipline concerned with what constitutes 
morally right, good or justifiable behaviour for individuals or societies (European 
Commission, 2013; Singer, 2025). It is also referred to as the 'best way of living', 
guiding individuals and societies towards how things ought to be (Singer, 2025). 
Ethical decision - making around the world is informed by a variety of normative 
theories offering approaches to judging mo ral actions. Many of these framework s 
are underpinned by respect for individuals, human dignity and autonomy, 
emphasising people's inherent worth and their capacity for self - determination 
(European Commission, 2013).  

 In the context of digital technologies, the philosophy of technology 
considers the broader implications of technology for human life, society and moral 
reasoning. Historically, from ancient Greece through to the Enlightenment, 
ŹđćĭŊőŃőħƕ̇Ɠîű̇ŭđħîŭčđč̇îű̇˽î̇ŉđîŊű̇Źő̇ĭžŉîŊ̇đŊčű˾˗̇îŊ̇ıŊűŹŭžŉđŊŹ̇űžĆőŭčıŊîŹđ̇Źő̇
user control . However, this view known as the instrumental theory of technology is 
now considered unrealistic (Franssen & Poel, 2023). For instance, engineers and 
designers can deliver technology - driven solutions to be used 'elsewhere' detached 
from context as purely technical fixes to problems. This perspective underpins the 
neutrality thesis: the idea that technology is ethically neut ral, and that only its use 
can be morally evaluated (Franssen & Poel, 2023)˖̇Çĭđ̇îčîħđ̇˻ħžŊű̇čőŊ˾Ź̇ŀıŃŃ̇ŪđőŪŃđ˙̇
ŪđőŪŃđ̇ŀıŃŃ̇ŪđőŪŃđ̇ƓıŹĭ̇ħžŊű˼̇đƔđŉŪŃıĦıđű̇Źĭıű̇ƒıđƓ˖ 

However, from the late twentieth century onward, these views have been 
increasingly challenged. Scholars (such as Borgmann, 2006; Feenberg, 1991; Winner, 
1980) have demonstrated that technology is inherently political and implicated in 
social power structures (Porter & Heppelmann, 2014; Lee & Lee, 2015). Technologies 
are not merely passive instruments but can be understood as co - constructors of 
society, embedded  in networks of both human and nonhuman agency (Franssen et 
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al., 2013). They can shape social relations, behaviours, and moral landscapes through 
their existence, design, and institutional embedding (Winner, 1980).  

Furthermore, being artifacts goal - oriented (functional unit) and morally 
relevant, they afford certain actions, constrain others, and mediate human 
experience (Ihde, 2010; Verbeek, 2011). As such, technology cannot be considered 
neutral always interacting with human values, whether intentionally embedded or 
not. A critical ethics of technology calls on designers and technologists to develop 
moral sensitivity toward the systemic consequenc es of their work, embracing 
responsibility for the societal conditions their artifacts help create (European 
Commission, 2013; Franssen et al., 2013; Verbeek, 2011).  

2.1.2. Regulations  

The pervasiveness of digital technologies has given rise to new ethical and 
political dilemmas, as the function of personal data has shifted from a technical 
ıŊŪžŹ̇Źő̇î̇űŹŭîŹđħıć̇îűűđŹ˖̇Çĭđ̇Ūĭŭîűđ̇˻čîŹî̇ıű̇Źĭđ̇ŊđƓ̇őıŃ˼˗̇îŹŹŭıĆžŹđč̇Źő̇7Ńıƒđ̇\žŉĆƕ̇
in 2006 ˭¿ƜćƜđŪîŋűŀı˗̇ʼʺʼʺˮ, signalled the emergence of the data economy. In 
parallel, early regulatory responses such as Privacy by Design (Cavoukian, 2011) 
sought to embed privacy - enhancing measures especially at online platforms and 
cookies policies. Yet by 2013, the Snowden NSA documents leeks (Greenwald, 2013; 
Zuboff, 2020)  revealed the extent to which data infrastructures had already been 
repurposed as geopolitical tools of mass surveillance and how it could be used as a 
tool for Psychological Operations (PSYOP) 2. Personal data, behavioural profiling, and 
algorithmic prediction became economic drivers and instruments of control of a 
new form of economic system  described as surveillance capitalism (Zuboff, 2020) . 

Within Europe, several regulatory framework s have been established to 
address concerns specifically related to personal data protection and privacy. 
Among these, the General Data Protection Regulation  (GDPR), implemented in 2018, 
represents a global mark for safeguarding personal information. It articulates 
fundamental principles such as informed consent, data minimisation, and the 
ıŊčıƒıčžîŃ˾ű̇ŭıħĭŹ̇Źő̇îććđűű̇îŊč̇ŭđćŹıĦƕ̇Źĭđıŭ̇čîŹî̇(EUR- Lex 2016/679, 2016). The 
Regulation is grounded in seven key principles: lawfulness, fairness, and 
transparency; purpose limitation; data minimisation; accuracy; storage limitation; 
integrity and confidentiality; and accountability. Collectively, these principles 
promote the  ethical and responsible management of personal data. They require 
that processing be lawful, fair, and transparent, with individuals adequately 
informed about how their data are used. Data must be gathered for explicit and 
legitimate purposes, limited to what is necessary, accurate and up to date, retained 
only for as long as required, and secured against unauthorised access or loss. Central 
to these requirements is the principle of accountability, which obliges organisations 

 
2 Militar techniques t o induce or reinforce behaviour that is perceived as favourable to achieving 
objectives . 
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not only to comply with these obligations but also to demonstrate such compliance 
through appropriate governance and documentation measures.  

Further regulatory responses in Europe include the Digital Services Act 
(DSA) and Digital Markets Act (DMA), which aim to curb the power of dominant 
digital platforms and ensure fairness, accountability, and transparency in online 
environments (EUR- Lex 2022/206, 2022; EUR - Lex 2022/1925, 2022) . The DSA 
addresses illegal content, opaque advertising, and disinformation, with tailored 
regulations for political content on Very Large Online Platforms (VLOPs) and Very 
Large Search Engines (VLSEs) (EUR- Lex 2024/3014, 2024) . These platforms are 
required to ensure clear labelling of political ads, disclose funding sources, provide 
repositories of ads for public scrutiny, and take steps to prevent the spread of 
disinformation and manipulative targeting (EUR- Lex 2024/3014, 2024) . Such 
measures are intended to mitigate the risk of algorithmic manipulation and 
safeguard democratic processes during elections and public debates.  

The most recent additions to the European regulatory landscape include 
the Artificial Intelligence Act (EUR- Lex 2024/1689, 2024)  and the Data Act (EUR- Lex 
2023/2854, 2025) . The AI Act establishes the first EU - wide framework for governing 
artificial intelligence that foregrounds fundamental rights . Consequently, designers 
are required to embed safeguards for user rights throughout the development of 
digital products and services, ensuring transparency, human oversight, 
explainability and user control. The Data Act complements regulation s on data 
access and sharing systems across sectors, aiming to dismantle data silos and 
promote fair value distribution from industrial and Io T data. It reinforces 
interoperability, openness, and user control, fostering more transparent and 
collaborative data ecosystems .  

Together, these regulations  illustrate a progressive regulatory structure  to 
balance technological innovation with ethical responsibility, transparency, and 
democratic accountability. They provide a normative framework to  ŪŭőŹđćŹ̇ćıŹıƜđŊű˾̇
rights , and redefine the boundaries of digital design practice, compelling designers 
to embed socio - ethical safeguards s˶uch as explainability, privacy, interoperability, 
and user agency w˶ithin the very structure of smart technologies and services.  

2.1.3. Political use of behaviour manipulation  

These regulations form an evolving policy landscape designed to embed 
democratic safeguards within the digital economy structure. Although essential, 
legal framework s alone are insufficient to keep up to date with its ethical challenges. 
~ĦĦıćıîŃ̇ćőŉŉžŊıćîŹıőŊ̇ćĭîŊŊđŃű̇ĦŭđŬžđŊŹŃƕ̇ŭđŪőŭŹ̇ŉîĽőŭ̇ŹđćĭŊőŃőħƕ̇ćőŉŪîŊıđű˾̇
ƒıőŃîŹıőŊű̇őĦ̇Źĭđ̇V=¸»˗̇űžćĭ̇îű̇wđŹî˾ű̇ʼʺʼʾ̇ĦıŊđ̇Ħőŭ̇žŊŃîƓĦžŃ̇ĆđĭîƒıőžŭîŃ̇îčƒđŭŹıűıŊħ̇
in the EU (EDPB, 2023) or Apple fine over accusations of Siri secretly recording 
users' private conversations without consent, and sharing those with third - party 
contractors (Roberts- Islam, 2025). Furthermore, even though data protection laws 
are relatively advanced, there are few orientations about algorithmic activity 
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(Zuboff, 2019). Information about an individual can be inferred not only from their 
own data but also from digital footprints of their social circles f˶riends, family, and 
beyond. This raises the concern over algorithmic justice, in response to coded bias 
or embedded discriminatory patterns in automated systems ˭nîŊŹîƕƕî˗̇ʼʺʼʺ˙̇~˾xđıŃ˗̇
2017), and curated content that contributes to the spread of misinformation and 
polarisation. Cases of ML use for political purposes, such as the Cambridge Analytica 
scandal, as well as studies about algorithmic behaviour influence, such as (Youyou 
et al., 2015) űőćıîŃ̇ŉđčıî̇˻Ńıŀđű˼̇îŊîŃƕűıű̇ŹĭîŹ̇ŪŭđčıćŹű̇žűđŭű̄̇ŪđŭűőŊîŃıŹƕ̇ĆđŹŹđŭ̇ŹĭîŊ̇
family members, reveals the potential for mass behavioural modification through 
algorithmic activity, curated by payment (as microtargeting) or not.  

(Zarouali et al., 2022)  points that algorithmic curation of content, including 
already embedded algorithmic recommendations in platforms (or organic content), 
is at least as influential as paid political advertising in shaping people's beliefs and 
decisions . (Vosoughi et al., 2018) affirms that fake news spreads six times faster than 
true news. In these contexts, users tend to be drawn to content that confirms their 
existing views or elicits strong emotional responses, a phenomenon described as an 
echo chamber. An echo chamber refer s to digital environments where users are 
predominantly exposed to information and opinions aligned with their own, 
amplifying ideological homogeneity and polarisation (Sunstein, 2018). Algorithmic 
űƕűŹđŉű̇ŊîŹžŭîŃŃƕ̇ĦîćıŃıŹîŹđ̇Źĭđ̇Ūžűĭ̇őĦ̇˻Ħîŀđ˼̇őŭ̇˻Źŭîűĭ˼̇ŊđƓű˗̇îű̇đŊħîħđŉđŊŹ̇
metrics (clicks, shares) are maximised by sensational or divisive negative content 
(Rogers & Niederer, 2020) . In addition to that, in 2024, Nobel laureate Geoffrey 
\ıŊŹőŊ̇ƓîŭŊđč̇îĆőžŹ̇Źĭđ̇ŹđćĭŊőŃőħƕ˾ű̇ħŭőƓıŊħ̇ŭőŃđ̇ıŊ̇îŉŪŃıĦƕıŊħ̇űžŭƒđıŃŃîŊćđ˗̇
creating echo chambers, and facilitating cybercrime (Nobel Prize, 2024) . 

Political strategies on digital platforms can range from legitimate forms of 
targeted messaging s˶uch as legitim advertising based on user interests t˶o more 
manipulative and potentially malicious techniques. Less harmful strategies include 
simply displaying  ads to users who have expressed interest in related topics, which 
may still limit exposure to diverse viewpoints. More intrusive methods involve 
micro - targeting, where personal data and behavioural profiles are used to tailor 
political messages that explo it emotional triggers or cognitive biases (Zuiderveen 
Borgesius et al., 2018). These can be further intensified by the use of disinformation 
campaigns, deepfakes, and coordinated bot networks to sway public opinion and 
disrupt democratic consensus, especially during elections (Bradshaw et al., 2021; 
Iosifidis & Nicoli, 2020) . Rogers & Niederer (2020)  highlight how platform structure 
enables these practices, blurring the boundaries between genuine political 
mobilisation and coordinated manipulation. The design of social media systems can 
incentivise visibility and virality at the expense of authenticity  and deliberation, 
further undermining democratic discourse.   

Personal data, therefore, can be captured and employed to shape behaviour, 
raising ongoing debates about its implications for privacy and democracy (e.g., Han, 
2017; Lanier, 2018; Zuboff, 2020). (Delmastro & Nicita, 2019)  describe this as a cyclical 
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process of 4 main stages that repeat: a) The user interacts with smart devices, 
producing data; b) This data is collected and used to train predictive models; c) 
These models generate algorithmic personalized outputs, often sponsored s˶uch 
as personalised advertisements, search results, or news feeds; d) The user then 
consumes these outputs and generates more data, reinforcing the loop. Figure  2 
present a schematic of this loop.  

 
Figure  2: Cyclical process of data extraction and consumption of tailored content. Based on 
Delmastro & Nicita (2019)  and Fialkowski  (2022) 

Outputs based on predictive models substantially increase the likelihood 
that users will take actions beneficial to technology companies and advertisers, 
őĦŹđŊ̇ƓıŹĭőžŹ̇Źĭđıŭ̇îƓîŭđŊđűű˖̇UžŭŹĭđŭŉőŭđ˗̇7ŭîƓĦőŭč̇˭ʼʺʼʻˮ̇îŊč̇~˾xđıŃ̇˭ʼʺʻˁˮ̇îŭħžđ̇
that algorithmic s ystems are not neutral tools. They are made by people with their 
own moral structures, usually the male white majority employed by these 
companies, embedded within historical and institutional biases, and often reinforce 
existing inequalities  (~˾xđıŃ, 2017). Even human- centred design practices that adopt 
these technologies can lack critical reflection, risking perpetuating structural 
ıŊĽžűŹıćđ˗̇ŪîŭŹıćžŃîŭŃƕ̇ƓĭđŊ̇ŭđŃƕıŊħ̇őŊ̇ŭđčžćŹıƒđ̇îűűžŉŪŹıőŊű̇îĆőžŹ̇Źĭđ̇˽îƒđŭîħđ 
user  ˾(Amstel et al., 2023) . 

Within Smart PSS, these dynamics can be realised through omnipresent 
devices. Despite the existence of regulations such as the GDPR, smartphones, smart 
speakers, wearables, and connected appliances often function as always - on nodes, 
capturing data without informed or meaningful consent and requesting permissions 
beyond functional necessity  (Turk, 2024) . In an interview, Andrew Ng -  AI specialist 
and cofounder  of the platform  Coursera -  noted that large companies frequently 
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launch products not for revenue but for data 3 (Sadowski et al., 2021). Data collection 
is thus justified under the premises of personalisation or optimisation, yet in reality, 
smart devices may appear user - centred while actually advancing profiling and mass 
behavioural modification (Lanier, 2018; Zuboff, 2020) .  

Matz et al., (2017) affirm that content tailored to the demographics of 
intended recipients is estimated to be able to increase clicks by 40% and purchase 
rates by 50% compared to non - personalised appeals. This logic was highlighted in 
the Cambridge Analytica case ( Figure 3), where personality tests combined with 
social media data, user networks data, and voter records enabled microtargeting 
individuals with highly personalised political advertising, showing the depth of 
behavioural manipulation that aggregated datasets can enable (Hern, 2018; Matz et 
al., 2017).  

 
Figure 3: Process of tailoring content on the Cambridge Analytica case. Based on Hern, 2018  

However, behavioural influence is not limited to paid advertising. Organic 
content can be targeted to specific audiences and spread virally, reaching millions 
at a lower cost. These practices of digital advertising, boosted by algorithmic 
analysis, have been compared to military psychological operations aimed at 
manipulating collective behaviour (Bakir, 2020; Matz et al., 2017; Zuboff, 2020) . 

wıŊıŉîŃ̇čıħıŹîŃ̇ĦőőŹŪŭıŊŹ˗̇űžćĭ̇îű̇î̇űőćıîŃ̇ŉđčıî̇˻qıŀđ˼˗̇ćîŊ̇Ćđ̇žűđč̇Źő̇
predict personality traits and influence choices, although the predictive accuracy 
depends on models that must be continuously updated to reflect the changing 
meaning of digital trace s (Matz et al., 2017; Youyou et al., 2015). While these 
techniques can be applied in areas such as pushing more sustainable behaviour, they 
present risks when used for political manipulation, disinformation, or voter 
suppression. Current legislation focused on data privacy mechanisms does not 
suffic e to adequately address these risks due to the fast pace of technology 
development. There is a need for design and regulatory framework s that ensure 
transparency, informed participation, and accountability in the use of personal data.  

 
3 https://medium.com/syncedreview/artificial - intelligence - is- the - new- electricity - andrew - ng-
cc132ea6264 
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In summary, digital technology within PSS introduces dual potentials: on 
one hand, it can enable adaptive, inclusive, and resilient services; on the other, 
without critical design and regulatory intervention, it risks enabling surveillance, 
exclusion, and democratic erosion. Design, therefore, must employ ethically 
grounded framework s to harness digital capabilities responsibly. Co - creation of 
value must move beyond behavioural tracking, incorporating mechanisms for 
dialogue, transparency, and informed participation in how user data is interpreted 
and applied. This is essential for de signing for sustainability and democratic 
resilience, where user empowerment cannot be reduced to algorithmic inference.  

2.2. Design, Sustainability and Democracy  Overview  

2.2.1. Design and democracy  

In Design, the relations with democracy are longstanding and complex. 
Design movements have long been entangled with political activism and social 
change. The Bauhaus school (1919- 1933) was ćőŊűıčđŭđč̇îŊ̇îŹŹđŉŪŹ̇Źő̇˽čđŉőćŭîŹıűđ˾̇
design through its social ethos, seeking to reconcile art, craft, and industrial 
production , embracing  their integration into everyday life  as affordable objects  
(Ehn, 2018). Bauhaus also had its own political struggles with the volatile context of 
post - World War I and World War II in Germany (Quartz, 2019). In parallel,  internal 
challenges opened up discussion on the field of design on its paradigms, such as 
declaring equality between sexes by accepting female students and yet its women 
students remained relatively unknown compared to men (Lutyens, 2018).  

After Bauhaus and Post - World War II, the Ulm School of Design  (HfG Ulm)  
(1953˵ 1968) advanced a more progressive education , embedding social 
responsibility principles into its pedagogy (Spitz, 2002) . In 1960, students and 
educators at the School protested against an increasingly analytical commercial 
direction, demanding a return to purpose  őŊ̇ŹĭđőŭđŹıćîŃ̇ŭđűđîŭćĭ̇ıŊŹő̇čđűıħŊ˾ű̇ŭőŃđ̇
in society and the environment, which  ćőŊŹŭıĆžŹđč̇Źő̇Źĭđ̇ŃîŹđŭ̇ıŊűŹıŹžŹıőŊ˾ű̇ćŃőűžŭđ̇
in 1968 (Ehn, 2018; Spitz, 2002). Spitz (2002) îĦĦıŭŉű˗̇˻`Ħ̇Źĭđ̇ÌŃŉ̇¿ćĭőőŃ̇Ɠđŭđ̇űŹıŃŃ̇
around today, I believe their primary focus would be the architecture of invisible 
systems and a democratic approach to the digitalisation  őĦ̇őžŭ̇čîıŃƕ̇Ńıƒđű˖˼ 

Following these ideas, the 1970s saw the emergence of Participatory Design  
in Scandinavia , a movement rooted in trade union politics and aimed to involve 
workers in the design of their workplace technologies, ensuring that new systems 
reflected their interests and values  (Ehn, 2018). Participation was a means to 
redistribute agency in sociotechnical systems and challenge top - down innovation 
models (Bødker et al., 2004; Ceschin & Gaziulusoy, 2019; DiSalvo, 2010) . Around the 
same time, Victor Papanek in Design for the Real World (Papanek & Fuller, 1971), 
critiqued industrial design as supporting unsustainable and socially irresponsible 
practices  (Ceschin & Gaziulusoy, 2019). He advocated for a form of design that 
prioritised environmental responsibility and human well - being over market - driven 
demands. His work is connected as among the first to link design with sustainability. 
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His work  also faced political criticism for aligning with international development 
agendas that, in some cases, were argued to reinforce the dominance of 
perspectives from the global North  (Bonsiepe, 1974; Clark, G. et al., 2006; Margolin, 
2007).   

Since the early 2000s , the social potential of design has been strengthening 
with the rise of community - driven and systemic approaches. Design for Social 
Innovation  by Ezio Manzini is a prominent work that has foregrounded the role of 
design in enabling collaborative processes and supporting local actors in shaping 
sustainable futures , including  through co - creation and bottom - up practices 
(Ceschin & Gaziulusoy, 2019; DiSalvo, 2010). Around the same period (late 1990s), 
sustainable product s˵ervice systems (S.PSS) emerged as a response to the 
limitations and rebound effects of product - centred approaches (Goedkoop et al., 
1999).  

These systems emphasise functional innovation and recognise  the need for 
radical transformations in production and consumption patterns (Ceschin & 
Gaziulusoy, 2019). Traditional product - centric design has often been constrained by 
industrial production models, limiting its capacity to engage with broader social 
issues (Erlhoff & Rezai, 2021). The evolution of design toward system - oriented 
approaches, such as S.PSS offer model, represents  a significant shift toward aligning 
design with democratic values  as a foundation al strategy  for sustainability  (Vezzoli 
et al., 2021). 

2.2.2. Democracy  reciprocity with sustainability  

Indeed, S.PSS design principles inherently embody the Human Rights and 
democratic values, as they are developed based on the recognised  worldwide 
sustainable goals of the 2030 Agenda for Sustainable Development. The Universal 
Declaration of Human Rights affirms that "the will of the people shall be the basis of 
the authority of government" (OHCHR, 2024). The United Nations further 
emphasises that "democracy provides an environment that respects human rights 
and fundamental freedoms, and in which the freely expressed will of people is 
exercised" (United Nations UN, 2024) , linking human rights, democracy, and 
sustainable development in a mutually reinforcing relation.  

Similarly, the 2030 Agenda for Sustainable Development, adopted in 2015, 
recognises  democracy, good governance, and the rule of law as essential 
foundations for sustainable development (UN, 2024). More specifically, Sustainable 
Development Goal 16 (SDG 16) explicitly đŉŪĭîűıűđű̇Źĭđ̇Ŋđđč̇Ħőŭ̇˻Ūđîćđ˗̇ĽžűŹıćđ˗̇îŊč̇
űŹŭőŊħ̇ıŊűŹıŹžŹıőŊű˼˗ asserting that sustainability is unattainable without democratic 
values such as transparency, accountability, and citizen agency (United Nations UN, 
2024). The European Green Deal (European Commission, 2021)  sets the strategy for 
climate neutrality by 2050, and it recognises the role of public participation and 
inclusive governance as vital to ensuring that the transition is fair, resilient, and 
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equitable e˶choing SDG 16's concern with strong institutions and participatory 
decision - making.  

Moreover, the European Democracy Action Plan (EDAP) (European 
Parliament, 2025)  acknowledges threats  to democratic resilience in the digital age, 
particularly with regard to disinformation, algorithmic manipulation, and the 
erosion of trust in public institutions , pointing to its socio - ethical unsustainability. 
Çĭđűđ̇ćőŊćđŭŊű̇ıŊŹđŭűđćŹ̇čıŭđćŹŃƕ̇ƓıŹĭ̇čđűıħŊ˾ű̇ŭőŃđ̇ıŊ̇ŉđčıîŹıŊħ̇ıŊĦőŭŉîŹıőŊ˗̇
constructing digital experiences, and shaping sociotechnical systems. By 
highlighting the need for transparency, media pluralism, and digital literacy, the 
EDAP frames democracy  as something that must be actively sustained c˶ulturally, 
institutionally, and technologically.   

From a legal standpoint, instruments such as the General Data Protection 
Regulation (EUR- Lex 2016/679, 2016) and the Digital Services Act (EUR- Lex 
2022/206, 2022)  embed democratic values s˶uch as user consent, data sovereignty, 
and freedom of expression i˶nto the governance of digital services. These 
regulatory framework s recognise the interdependence of democratic rights and 
digital infrastructures, which are increasingly central to everyday life and 
governance.  

2.2.3. Design as  democratic practice  

Since 2000, many design movements could be cited as design activism that 
recognises  the potential and capacity of design as a tool for social, environmental 
and economic progress and pledges for a political or socially active perspective of 
design (Fuad- Luke, 2013). Such as Deceptive Design   (Gray et al., 2018), Design 
Justice (Costanza- Chock, 2020) , Design of the Oppressed   (Amstel et al., 2023) , Value 
Sensitive Design (Friedman, 1996), Agonistic and participatory Design  (DiSalvo, 
2010). There are also framework s and tools crossing between design and ethics  
developed by professional designers  beyond  from the already cited, such as the 
work of Ethics for Designers  tools  (Gispen, 2017), the Digital Ethics Compass tool  
(DDC, 2021), and Design Ethically conceptual framework (Zhou, 2023). However, it 
remains unclear to what extent Product - Service System models explicitly recognise 
or address the complex systemic impacts that data practices have on society.  

In 2005, Gui Bonsiepe 4 gave a speech at the Chilean  Metropolitan University 
of Technology about  Democracy and Design as participation. He affirm ed that 
democracy should be understood not merely as a formal right to vote, but as a 
process through which people move from being passive recipients of decisions to 
active subjects shaping their own lives  (Bonsiepe, 2006) . It involves creating 
conditions for genuine self - determination, where individuals can define and pursue 

 
4 Bonsiepe was a designer on the Chilean Project Cybersyn (1971 1˵973), aimed at developing a 
distributed decision support system to assist in the national economy management. The project was 
brought to an end with the Chilean coup d'état of 1973.  

https://www.ethicsfordesigners.com/
https://ddc.dk/tools/toolkit-the-digital-ethics-compass/
https://www.designethically.com/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/http:/www.guibonsiepe.com/pdffiles/Democracy_and_Design.pdf
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their own projects. This deeper notion of democracy  in design  goes beyond 
consumer choic es and access. It challenges systems that maintain dependency and 
limits on  users  ˾ agency. In this view, real democracy is about reducing external 
control and enabling substantive participation.   

As Bonsiepe, Ezio Manzini and Victor Margolin in 2017 also issued a 
document where they urge the critical importance as designers to defend  
democracy, characterising  the present moment as one of considerable difficulty and 
risk due to its erosion/threat . They reflected on previous  global commitment to 
democratic principles as support for the expansion of human rights, fundamental 
freedoms, and individual opportunities for development. They present four 
fundamental relationships between design and democracy:   

˴čđűıħŊ̀őĦ̀čđŉőćŭîćƕ̀-  improving democratic processes and the institutions 
on which democracy is built; design for democracy -  enabling more people to participate 
in the democratic process, especially through the use of technology; design in democracy 
-  building access, openness and transparency into institutions in ways that assure 
equality and justice; design as democracy -  the practise of participatory design so that 
čıƒđŭűđ̀îćŹőŭű̀ćîŊ̀űĭîŪđ̀őžŭ̀ŪŭđűđŊŹ̀îŊč̀ĦžŹžŭđ̀ƓőŭŃčű̀ıŊ̀Ħîıŭ̀îŊč̀ıŊćŃžűıƒđ̀Ɠîƕűˏ˵ 
(Manzini & Margolin, 2017)  

In design, these convergences  echoed in calls to integrate civic, inclusive, 
and participatory design practices into sustainability transitions. (Manzini, 2015) 
argues that democracy is not merely a context in which sustainable innovation 
occurs, but a precondition for its legitimacy and success. In his view, sustainability 
initiatives require collective sense - making, distributed innovation, and co -
responsibility a˶ll of which depend on democratic norms of deliberation, 
representation, and mutual accountability.   

2.3. Soci o-ethical  Sustainable Product -Service Systems  

2.3.1. Sustainable Product -Service Systems (S.PSS)  

Sustainable Product - Service Systems (S.PSS) models combine products and 
services in an integrated offering to attend Źő̇î̇žűđŭ˾ű̇ŊđćđűűıŹƕ˗ čđŃıƒđŭıŊħ̇îŊ̇˽žŊıŹ̇
őĦ̇űîŹıűĦîćŹıőŊ˾ (Vezzoli et al., 2022).  These models are considered feasible and 
essential for achieving sustainable solutions (European Commission & Directorate -
General for Communication, 2020) . Nevertheless, i t is important to emphasise that 
not all Product - Service Systems (PSS) are sustainable; the sustainability of a PSS 
depends on how it is designed and implemented in alignment with broader 
environmental  and socio - ethical goals.  

The concept , emerged in the late 90s , was a response to the limitations of 
product - centred sustainability strategies  (Goedkoop et al., 1999). It  emphasises the 
reallocation of responsibilities among providers and users, keeping ownership 
and/or responsibility with the provider, thereby encouraging more durable, 
repairable, and efficiently used systems (Tukker & Tischner, 2006) .  A well - known 
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example of S.PSS is car- sharing services, where users have access to a vehicle when 
needed without individual ownership, and the provider remains responsible for 
maintenance, insurance, and end - of- life management.  Moreover, 
Distributed/ Decentralised  Economy (DE) models can be adopted alongside S.PSS  as 
a complementary approach  to further support sustainable value creation. For 
instance, in the car - sharing example, DE could be exemplified by a fleet of vehicles 
managed locally , operated by neighbourhood coop eratives, and maintenance is 
performed by local service providers.   

DE is characterised by  interconnected autonomous productive units  
transferring control of crucial activities to provide goods and services such as 
production, maintenance, or repair towards or by end - users (prosumers)  
(Balasubramanian et al., 2021; Chaves et al., 2019). Examples include  energy 
generation, food production, water management, manufacturing, software  

development, design , and other o pen innovation  initiatives . With the integration of 
čıħıŹîŃ̇ŹđćĭŊőŃőħıđű˗̇=ȦŉőčđŃű̇ŉîƕ̇îűűžŉđ̇˽ŉžŃŹı-ŃőćîŃ˾̇őŭ̇ƒıŭŹžîŃŃƕ̇ŊđŹƓőŭŀđč̇
structures, especially in knowledge - based sectors (i.e., Distributed/Open Software 
and Distributed/Open Design) (Vezzoli et al., 2021). These are communities 
connected virtually, sharing, and developing knowledge collaboratively.  In this way, 
DE complements S.PSS by enhancing systemic flexibility and community 
empowerment.  

Through these reconfigurations  of stakeholder relationships within the 
satisfaction system i˶ncluding companies, users, local suppliers, and communities ˶
S.PSS models foster innovative mechanisms for value creation. These mechanisms 
aim to align with environmental, social, and economic s ustainability goals (Tukker & 
Tischner, 2006; Vezzoli et al., 2022) . By removing the need for individual ownership, 
the model enhances access to services and products, particularly in contexts with 
economic constraints. This shift can reduce consumption of material resources 
while encouraging business models that support service - based income streams.   

Socially, S.PSS enhances accessibility and resilience, especially in low -  and 
middle - income contexts. The model also facilitates participation by providing 
services tailored to different user groups and allowing shared use or leasing 
arrangements. Such sys tems are inherently more adaptable to the needs of diverse 
social groups, thereby supporting the goals of equity and cohesion (Vezzoli et al., 
2022). As a result, S.PSS represents a potential pathway for integrating socio - ethical 
concerns into sustainabili ty transitions through a systemic and relational approach 
to design and provision.  

2.3.2. The socio -ethical dimension of sustainability in S.PSS 

The concept of sustainability is commonly structured around three 
interdependent and inseparable dimensions: economic, social (or socio - ethical), and 
environmental, a framework first articulated by (Elkington, 1997) as the triple bottom 
line. These three pillars are understood as mutually reinforcing, such that progress 
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or shortcomings in one dimension inherently affect the others. The socio - ethical 
dimension of sustainability is increasingly recognised as a foundational component 
of sustainable development, situated alongside environmental and economic 
considerations (United Nations UN, 2024) . This dimension, grounded in two pillars: 
equity and socio - cohesion (Vezzoli et al., 2022), has been integrated into S.PSS 
models to promote fairness, participation, and well - being. Early initiatives of S.PSS 
development addressed social factors, such as (Clark, G. et al., 2006)˾ű̇ćőŊŹŭıĆžŹıőŊ̇
Źő̇Źĭđ̇ÌŊıŹđč̇xîŹıőŊű˾̇=đűıħŊ̇Ħőŭ̇¿žűŹîıŊîĆıŃıŹƕ̇ŪŭőĽđćŹ˖̇¿ıŉıŃîŭŃƕ˗̇Źĭđ̇¿žű¸ŭőxđŹ̇
project (European Network on Sustainable Product - Service Development) explored 
social aspects within Product - Service System development as part of the projec t 
requirements (Tukker & Tischner, 2006) .  

Building on these precedents and other projects and research, the Learning 
Network on Sustainability (LeNS) has significantly contributed to the theoretical and 
practical development of socio - ethical strategies for S.PSS. LeNS, a global 
distributed knowledge research community, has diverse works in these practices . 
Its most recent work on strategies for S.PSS design synthesises insights from 
international projects to formulate six principles to design  S.PSS towards socio-
ethical sustainability (Vezzoli et a l., 2022). These strategies propose alternative  
stakeholder configurations within an S.PSS offer towards more sustainable 
alternatives at a systemic level , as follows:  

¶ Improving employment and working conditions  involves designing 
to improve occupational health and safety, ensure fair compensation 
and reasonable working hours, and promote job satisfaction for 
employees and workers.  
 

¶ Improving equity and justice between stakeholders  requires 
designing for fair partnerships and just and equitable relations with 
suppliers, clients, communities, and institutions.  
 

¶ Enabling and promoting responsible, sustainable consumption  
encompasses designing progressively to facilitate client/user 
behavioural change towards sustainability, providing information 
with transparency, complementing offers with learning experiences, 
inserting  them in decision making and finally in the co - design of 
sustainable solutions.   

 
¶ Favouring or integrating low - income, weaker, and marginalised 

groups  seeks to design for  inclusion of people in disadvantages, 
providing access or shared property and complementary services 
rather than ownership, reducing operational costs (maintenance, 
repair, update, etc.), and improving quality - of- life conditions.  
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¶ Empowering and enhancing local resources  involves designing 
shared and community - led initiatives and supporting  local 
capabilities, cultural values and decentralised production  (DE), as 
well as enabling the protection, regeneration and enhancement of 
resources and skills.  
 

¶ Improving social cohesion  entails  designing systems that foster 
intergenerational, intercultural, and gender - inclusive integration, 
support community participation, and enable shared governance of 
common resources b˶ringing diverse groups together to promote 
tolerance, collective values, a nd co - management of shared spaces 
for co - housing, co - working, and co - design. 

These principles are intended to guide design decisions in ways that 
acknowledge and address systemic inequalities and socio - political dynamics. 
Applied in design practice, they contribute to reframing S.PSS models as enablers of 
social innovation and ethi cal responsibility.  

2.3.3. Digital technologies and the socio -ethical dimension of S.PSS 

More recent digital technologies, such as the Internet of Things (IoT), 
artificial intelligence, data analytics, and cloud computing, have become 
increasingly embedded within PSS model (Li & Found, 2017; Valencia et al., 2015b; 
Zheng et al., 2019). In the context of S.PSS, these technologies offer significant 
potential to reinforce sustainability  (Su et al., 2025). To the socio - ethical dimension, 
their integration has the potential to facilitate accessibility, strengthen stakeholder 
relationships, and support system optimisation  towards more sustainable 
behaviour. The LeNS conceptual framework was used as a base, together with a 
systematic literature review  (Petrecca & Vezzoli, 2023)  realized for this study t o 
better understand and map the relationship between digital technology and socio -
ethical sustainability of S.PSS design . The review showed that while digitalisation 
supports new forms of value creation and service delivery, it also presents risks that 
must be critically addressed in design practices and education.  

In improving employment and working conditions , digital platforms and 
smart technologies can optimise labour environments by enhancing safety, 
supporting task execution, and improving decision - making through real - time data 
(Li & Found, 2017; Zheng et al., 2019). For example, sensor - based systems were 
applied to improve the efficiency of employee trajectories in service settings, 
reducing physical strain and time (Watanabe et al., 2020) . Nevertheless, in sectors 
where digital systems optimise or replace human roles, workers may experience 
deskilling, reduced autonomy, and increased precariousness. Algorithmic 
management may also reinforce productivity pressures without addressing broader  
structural inequalities. Automation and predictive systems may result in the 
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displacement of workers and the obsolescence of certain professions (Bertoni et al., 
2022; Li & Found, 2017). 

Regarding the strategy of favouring low - income, weaker, and 
marginalised groups, digital tools such as remote monitoring systems and tele -
consultation  services have facilitated access to essential services, particularly for 
elderly users or individuals with reduced mobility  (Jia et al., 2021; Negash & 
Sarmiento, 2023) . However, these benefits remain contingent upon the availability 
of infrastructure and digital literacy. Individuals without regular access to devices 
or the internet, or those unfamiliar with digital interfaces, may be excluded from 
participation. Elderly  users in particular have reported frustration or non -
engagement with systems not designed for their needs (Tsunetomo et al., 2022) . In 
such cases, the very technologies intended to foster inclusion may reproduce or 
deepen exclusion, especially when user profiles are idealised or homogenised in the 
design process  (Amstel et al., 2023) . 

Similarly, in improving equity and justice between stakeholders , 
digitalisation can support dynamic feedback loops and adaptive services by using 
user- generated data to inform offerings. This supports a vision of value co - creation 
wherein users are integrated into the development process, not merely as 
recipients, but  as participants (Li et al., 2023; Zheng et al., 2019). Yet, this model often 
relies on platforms where the control over data interpretation, storage, and use 
remains in the hands of providers. Users are typically excluded from decisions about 
how their data is used, even though they generate it. This imbalan ce not only 
undermines accountability but also reinforces the asymmetry of power relations 
between users and service providers  (Zuboff, 2020) . Participation, in this case, is 
frequently limited to passive data extraction, rather than deliberative or 
collaborative involvement in decision - making.  

Moreover, digital platforms have contributed to improving social cohesion  
by enabling novel forms of connection and care. For instance, communication 
functionalities embedded in smart home technologies have facilitated interaction 
between older adults and their families, while open design platforms have fostered 
collaboration b etween distributed actors (Cangiano et al., 2017; Zheng et al., 2019). 
Despite these positive developments, digital systems can simultaneously generate 
fragmentation. The algorithmic curation of information often produces echo 
chambers, isolating individuals within predefined informational spaces and reducing 
exposure to di vergent perspectives  (Pariser, 2011). Additionally, monitoring features 
embedded in smart systems may compromise user autonomy and trust. As shown 
in the case of elderly care robots, concerns over surveillance required a redesign of 
the system to respect user boundaries and avoid continuous monitoring 
(Tsunetomo et al., 2022).  

The empowerment of local resources  is often cited as a potential benefit of 
distributed/decentralised digital technologies. Tools such as 3D printing and open -
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source knowledge platforms can enable communities to develop, adapt, and 
produce solutions that reflect their specific needs and contexts (Beltagui et al., 2020; 
Menichinelli, 2017) . However, many digital ecosystems remain structurally 
dependent on centralised infrastructures and proprietary platforms of large 
technology corporations. In such cases, value created by users or communities is 
extracted and appropriated elsewhere, weaken ing local autonomy and eroding the 
very empowerment the systems claim to support. The disjuncture between 
decentralised participation and centralised control raises concerns over ownership, 
access, and the conditions under which participation occurs.  

Finally, in relation to promoting responsible and sustainable consumption 
strategy, digital systems have demonstrated potential for informing and guiding 
user behaviour. Smart appliances and services can deliver feedback on consumption 
patterns, encourage environmentally conscious choices, and even nudge users 
towards desirable actions (Yang et al., 2021; Zheng et al., 2019). Nevertheless, these 
same mechanisms may be used to manipulate behaviour. Emotional and cognitive 
tracking technologies s˶uch as eye- tracking or biometric sensors i˶ntroduce 
ethical challenges, particularly when deployed without informed consent or 
transpar ent governance  (Corbyn, 2023; Crawford, 2021) . There is also a risk that 
data- driven behavioural interventions fail to respect individual autonomy or 
account for social and cultural variation, imposing normative expectations through 
algorithmic means.  

In summary, these examples suggest that digital technologies have the 
potential to both reinforce and undermine the socio - ethical strategies embedded in 
S.PSS. While they can support inclusion, equity, and sustainability, they can equally 
reinforce surveil lance, exclusion, and inequality. As such, design strategies for Smart 
S.PSS must be continuously re - evaluated to address the evolving risks of 
digitalisation. These considerations underscore the need for critical, ethically 
grounded design approaches that  maintain the centrality of human values, 
participation, and social justice in the digital age. Underscoring the necessity of 
supporting democratic systems.  

2.4.  PSS, Digital Technology, and Data  

2.4.1. Smart PSS  

Businesses have continually  appropriated new technologies  to remain 
competitive. Uŭőŉ̇Źĭđ̇îčőŪŹıőŊ̇őĦ̇űŹđîŉ̇đŊħıŊđű̇Źő̇Źőčîƕ˾ű̇űŉîŭŹ̇đŬžıŪŉđŊŹ˗̇
technological development has accelerated in response to these demands.  The 
digitalisation process within  PSS started with the advent of the Internet and data 
transmission efficiency in  the 90s  (Zheng et al., 2018a). As Tukker & Tischner (2006, 
p.200) noted ˻¸¿¿̇ čđƒđŃőŪŉđŊŹ̇ ıű̇ űőŉđŹĭıŊħ̇ ŹĭîŹ̇ Źĭđ̇ `7Ç̇ ĆžűıŊđűű̇ îŃŭđîčƕ̇
čőđű˼˖̇ Digital technology - based solutions are mostly service - oriented, although 
significantly supported by devices (such as computers and mobiles) and their 
infrastructure (such as cables, databases, and their  facilities).  
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Nevertheless, from the perspective of the S.PSS field , digital technologies 
can leverage strategies for sustainability (Ries et al., 2023; Su et al., 2023). Potential 
benefits  of data collection and remote communication include process optimisation , 
material efficiency, intensified use, higher updatability and reparability, fast system 
reaction towards corrective actions , and enhanced transparency s˶uch as user 
alerts about system performance a˶mong others (Ries et al., 2023; Su et al., 2023). 
Although the presence of ICT in  PSS is not new,  the advent of the so - called 4th 
industrial revolution has accelerated the evolution of PSS in terms of connectivity 
and intelligence (Zheng et al., 2018b) as presented in  Figure 4. 

  
Figure 4: PSS progression into connectiveness and smartness. Based on Zheng et al. (2018b). 

Data collected through sensors and the Internet of Things (IoT) started to 
be applied  Źő̇žŊčđŭűŹîŊč̇žűđŭű˾̇ŊđćđűűıŹıđű̇Źő̇ıŉŪŭőƒđ̇îŊč̇čđƒđŃőŪ̇űđŭƒıćđű̇îŊč̇
products  (Li & Found, 2017; Valencia et al., 2015). The evolution of traditional 
information and communication technology (ICT) in PSS into Smart PSS marked a 
shift from conventional product - oriented offerings toward data - driven systems 
enhanced by digital services. The incorporation of embedded sensors, co nnectivity 
modules, and cloud platforms has enabled continuous remote control, monitoring, 
and data- driven business intelligence as core service enablers (Valencia et al., 2015; 
Zheng et al., 2019). In the academic literature, this digital transformation  has given 
rise to a new class of system  model  which understands that the service logic is 
dynamically configured through real - time data flows between users, devices, and 
service providers (Li & Found, 2017b; Valencia et al., 2015b; Zheng et al., 2018). 

Smart PSS can therefore  be defined as a solution that integrates smart 
products, e - services, and ICT infrastructures into a single system  that  enables 
continuous data exchange  as a data- driven co - created value business to meet users  ˾
needs (Zheng et al., 2019). For example, Hewlett - Packard's smart printers offer 
printing services 5 that automatically detect low toner levels and place  orders for 
new cartridges to increase uptime and cost - effectiveness. These systems allow for 
personalised service delivery, real - time interaction, and adaptive behaviour based 
on contextual information.  

 
5 https://instantink.hpconnected.com/  
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As outlined by Zheng et al. (2018b), Smart PSS consists of three interrelated 
layers: the product layer  comprising intelligent, connected physical artefacts ; the 
service layer  of digitally mediated services tailored to users ; and the infrastructure 
layer , comprising  platforms, networks, and analytics engines that enable 
interoperability and system coordination. The centrality of data and its automated 
process in PSS is evident , especially the  use of algorithms  and userű˾ data (personal 
data). Although  the literature on smart PSS acknowledges the importance of data as 
a data- driven design, it fails to emphasise its limitations and dangers of treating user 
data as a direct proxy for user participation or co - design, not making  it clear the 
possible issues involved in this system.   

2.4.2.  Smart devices  

Smart devices are described  as connected products embedded with 
sensors that collect real - time data , such as temperature, motion, or pulse rate  
(Porter & Heppelmann, 2014; Silverio - Fernández et al., 2018). These systems can 
interact with other s through Internet of Things (IoT), Radio Frequency Identification 
(RFID), intranets, or other networks . Smart products are also context - aware (sense 
and interpret the environment) and can operate autonomously  to a limited extent 
(Silverio - Fernández  et al., 2018). Due to the ir  sensing capabilities, t hese technologies 
receive a constant flow of žűđŭű˾ and their  environmental information. Hence, 
sensors play an important role in  automating the collection and processing of data 
as well as detecting physical changes. Whenever there is a change in any physical 
condition for which a sensor is designed, it produces a measurable response. There 
are different types of sensors , and they can vary in complexity , as illustrated in 
Figure 5:  

 
Figure 5: Types of the most common sensors in Smart Devices. Based on Fierkosky, 2022 . 

https://viejournal.springeropen.com/articles/10.1186/s40327-018-0063-8?utm_source=chatgpt.com#auth-Manuel-Silverio_Fern_ndez-Aff1


36 
 

For example, a smartwatch has the physical components of a traditional 
(digital) watch  and sensors. To measure user movements , it  uses an accelerometer , 
or  to locate it,  it uses GPS. The data created by this sensor is stored in the cloud via 
an internet connection. With the help of data analysis and Machine Learn , the 
amount and type of movement can be converted into the quantity of exercise (i.e. 
the number of steps taken by the user). This way, users can check their daily exercise 
on their phone, tablet, computer,  or other device with access to the cloud system, 
and whether they have achieved their goals. It can even go a step further by allowing 
the smartwatch  software to provide dietary suggestions based on the amount of 
exercise someone has done that day , crossing with external information  and AI 
processing . This integrated service would not be possible without smart and 
connectivity components  (Fialkowski, 2022; Oliana et al., 2018).  

Such devices work through a layered technological structure. First, there is 
the product  itself (i.e. a smart lamp). Second, there is the network connectivity  (i.e. 
Wi- Fi or Bluetooth) , which allows the product to send and receive information. 
Third , there is the product cloud , whereby data is stored and processed on remote 
servers that can be accessed via the internet (i.e. by using the cloud's application 
platforms on a smartphone). Figure 6 Illustrates  these layers interacting with each 
other:  

 
Figure 6: Smart devices structure. Based on Porter & Heppelmann (2014)  

This structure is supported by identity and security services, such as 
password protection and fingerprint login, which ensure that only authorised users 
can access the device or its data. Devices also use gateways, which act as translators 
or bridges, ena bling them to obtain information from external sources, such as 
weather updates from the internet. Additionally, smart products can connect to 
business management systems such as enterprise resource planning (ERP) software, 
helping companies to keep track of inventory, sales and maintenance schedules 
(Porter & Heppelmann, 2014) . Finally, many smart devices can be connected to data 
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analysis software as part of a business management strategy for large companies, or 
accessed via third - party platforms to interpret data, identify trends and provide 
customised feedback (Lee & Lee, 2015; Porter & Heppelmann, 2014). 

2.4.3.  Digital technology and data  

Digital technologies are electronic devices, resources, and systems that aid 
data generation, storage, and processing  (Mtshalia et al., 2020) . They generat e and 
manipulat e data as raw symbols or signals, which only gain meaning through 
processing and contextualisation  (Zins, 2007). Personal data , őŭ̇žűđŭű˾̇čîŹî, can be 
defined as information relating to identifiable individuals (UE, 2023). It can be 
differentiated by three distinct sources: volunteered, as provided directly by the 
user (e.g., name); observed, as captured by recording activities of users (e.g., GPS 
location); or inferred, as the results of data analysis and generation of ne w data (e.g., 
credit scores) (Fischli, 2024).  

Most personal data is generated through  žűđŭű˾ interactions with smart 
devices s˶ensors, wearables, and IoT systems. These devices account for a 
substantial share of all analysed data, estimated at around 50 6˵0 % (Kumar, 2025). 
In total, global data creation is expected to reach approximately 181 zettabytes per 
year by 2025; IoT devices alone may produce nearly 80 zettabytes annually by the 
same year (Hojlo, 2021). To illustrate that, 80 zettabytes can be comparable to  80 
years of continuous 4K videos of around 7GB per hour for about 16.3 million people .  

Data is mediated via algorithms and machine learning (ML), a subfield of 
Artificial Intelligence (AI) concerned with developing algorithms that enable systems 
to learn from data and improve performance over time. ML find patterns and 
develops predictive models based on data mostly generated by smart devices 
(Fialkowski, 2022; Ogg, 2019). The collection of data helps to improve these models. 
User interactions with digital products and services generate substantial volumes of 
big data, which can be leveraged to gain deeper insights into consumer behaviour 
and preferences (Mortati et al., 2023) . Big data is often leveraged alongside business 
intelligence (BI) systems to identify patterns and support strategic decisions  (Figure 
7).  

 
Figure 7: Path of big data, machine learn, to acquire business intelligence . Based on Fialkowski  et al. 
(2021) 
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For designers, data can serve as design material  and input , a resource to be 
interpreted, and visualised , but also  shaped for  better  solutions . Data- Driven Design 
practices and Frameworks foreground the need for  greater integration into design 
methodologies , emphasising human creativity (Fialkowski, 2022; Gorkovenko et al., 
2023; Mortati et al., 2023; Quiñones - Gómez et al., 2024). In this sense , agonistic and 
participatory design  practices , such as adversarial design, embraces conflict  and 
dissensus, aiming to opening public  debate instead of generating solutions (DiSalvo, 
2010). Practices like that  understands data  collection  as a resource to assist in 
raising narratives and problems . Nevertheless, data itself should be seen as a 
controversial resource embedded and appropriated in designed digital solutions , 
making important that designers better understand its possibilities and 
consequences . This is particularly relevant in recognising the manipulative potential 
of digital technologies and the need to sustain the resilience of democratic 
processes, here understood as a critical and positive regime to  sustainability that 
should  be reinforced through design practice s. 

2.5. Democratic Processes  Resilience Related Elements Relevant 
to Personal Data Management  

2.5.1. Democracy and p rocess  

Democracy is a complex concept that has many definitions and intertwined 
elements (Held, 2006). Indeed, as Bonsiepe  (2005)  űŹîŹđč˗̇˻čđŉőćŭîćƕ̇ıŊƒőŃƒđű̇ŉőŭđ̇
than the formal right to vote. Similarly, freedom goes farther than the right to 
ćĭőőűđ̇ ĆđŹƓđđŊ̇ î̇ ĭžŊčŭđč̇ ƒîŭıđŹıđű̇ őĦ̇ ćđŃŃžŃîŭ̇ ŹđŃđŪĭőŊđű˼˖̇ ŃŹĭőžħĭ̇ Źĭđ̇
epistemology of democracy derives from the Greek meaning 'rule by th e people' 
(Cambridge University, 2024) , its definition has been debated for centuries, giving 
ŭıűđ̇Źő̇čıƒđŭűđ̇ıŊŹđŭŪŭđŹîŹıőŊű̇îŊč̇ĦŭîŉđƓőŭŀű˖̇Uŭőŉ̇Źĭđ̇Vŭđđŀ̇čĠŉőŀŭîŹĳî̇Źő̇
contemporary models of global democracy (Held, 2006) , always striving for 
improvement (Keane, 2010). The Cambridge dictionary describes it as an ethical 
ideal towards equality and freedom among people or a system of government based 
on this belief (Cambridge University, 2024) . Democracy is not static, it is continually 
evolving system of ethical and political values (EU, 2022). In contemporary digital 
societies, these reconfigurations have evolved, including personal data as a resource 
that can enable and empower democratic participation or become a tool for 
instrumentalization and manipulation of users.  

Since its origins, democracy has been related as a political arrangement and 
as a set of ethical values, with each dimension influencing the other (EU, 2022; Ober 
& Hedrick, 1996) . Schmitter and Karl (1991) articulate this distinction through the 
concepts of procedural and substantive democracy. Procedural democracy refers to 
the institutional arrangements that regulate contestation for power (Schmitter & 
Karl, 1991). These democratic processes include free and fair elections with universal 
suffrage and genuine competition beyond plebiscitary forms, broad participation 
enabling citizens to run for office and associate freely in parties or unions, 
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accountability through contestation whereby leaders can be replaced through 
elections rather than coercion, and institutionalised uncertainty ensuring that 
outcomes remain open. Substantive democracy, by contrast, emphasises the 
protection of rights and fr eedoms that give meaning to these processes (Schmitter 
& Karl, 1991). It involves safeguarding civil liberties such as freedom of speech, 
religion, and association, ensuring equality before the law through the rule of law, 
and upholding political and socia l rights that extend beyond voting, enabling 
citizens to deliberate, organise, and influence collective decision - making. When 
regimes maintain formal procedures but weaken these substantive guarantees, they 
are often characterised as illiberal democracies (Zakaria, 1997), in which elections 
persist yet civil liberties are limited, accountability diminished, and minorities 
excluded, undermining the democratic ideal.  

Recognising democracy as both a political system and a  normative 
framework,  this research identifies conceptual elements t o support a more ethical 
approach to personal - data management in Smart PSS, thereby reinforcing the 
resilience of democratic processes. Such resilience depends not only on 
institutional design but also on governance and cultural frameworks that protect 
citizen agency and self - determination, within whi ch Smart PSS offers can 
embedded . Designing within democracy  (or Design IN democracy ) th erefore entails 
designing for the preservation of these conditions.  This section contributes to the 
preliminary research  identifying  conceptual  elements that can contribute to the 
configuration of personal data, reflecting on the resistance to manipulation of 
democratic processes (Petrecca et al., 2024) . Nevertheless, as Schmitter and Karl 
(1991) caution, the meaning of democracy should not be stretched to encompass 
every desirable good, as this risks conflating democracy with its possible effects. 
Democracy is primarily defined as a procedural system of governance, yet it is 
evaluated by whether it upholds the substantive dimension that makes democratic 
practice meaningful. Hence, the elements introduced here do not constitute values 
that define democracy itself but represent a practical entry point for configuring 
personal data management in ways that strengthen democratic resilience by 
limiting the risk of manipulation.  

2.5.2. Privacy  

Privacy is presented as central in discussions of personal data  and 
democratic processes, guaranteeing freedom of thought, individual choice and 
decision - making (European Union Agency for Law Enforcement Cooperation., 2022; 
Fischli, 2024). Digital technologies have transformed how organisations and 
societies operate, often with positive outcomes. However, these technologies have 
also created an unprecedented infrastructure for mass surveillance and behavioural 
profiling of individuals (Ruppert et al., 2017). Never before have public and private 
őŭħîŊıűîŹıőŊű̇ĭîč̇îććđűű̇Źő̇űžćĭ̇˻ħŭîŊžŃîŭ˗̇ıŉŉđčıîŹđ˗̇ƒîŭıđč˗̇îŊč̇čđŹîıŃđč̇čîŹî˼̇
about their subjects (Ruppert et al., 2017).  Extensive data collection enables mass 
manipulation by algorithms, nudging, targeting, or isolating individuals, and 
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influencing their opinions and behaviours, even in civic contexts (Helbing et al., 
2019; \őƓ̀Źő̀áıŊ̀AŃđćŹıőŊű̀ıŊ̀Źĭđ̀ʷʵűŹ̀7đŊŹžŭƕ˙̀îŊč̀\őƓ̀Źő̀¿îƒđ̀=đŉőćŭîćƕ̀-  
European Parliament , 2018; Mavriki & Karyda, 2020) . Such manipulation is not 
always the work of single actors; governments and corporations increasingly 
collaborate to exploit personal data  for political and economic gain (Saura García, 
2024). Saura García (2024) notes that data - driven infrastructures often receive 
government support for their economic and political benefits, producing dynamics 
of digital expansionism.  

The rise of surveillance systems by governments creates a paradigm of 
tension in democracies, situated between control and freedom. This incoherence is 
due to a vision of collective uniformity that oversimplifies and generalises security 
measures for contr ol and overlooks minority issues, such as the use of facial 
recognition technology and its documented errors of precision specially affecting 
people of colour (Aradau & Mc Cluskey, 2022) . In more acute forms, such expansion 
can result in digital colonialism, where control is asserted over populations through 
technological infrastructures, or digital authoritarianism, where governance relies 
on data - driven control rather than representation (Aradau & Mc Cluskey, 2022) . 
These processes, often incentivised by convenience and platform integration, can 
risk eroding pluralism and concentrating power in ways that undermine democratic 
resilience. (Aradau & Mc Cluskey, 2022)   therefore argue that privacy is fundamental 
to democratic pluralism and that surveillance must be rendered unacceptable if 
democratic agency is to be preserved.  

Data protection regulation and other antitrust measures are critical to a just 
čıħıŹîŃ̇đćőŊőŉƕ˖̇ ččıŹıőŊîŃŃƕ˗̇Çĭđ̇ćőŊćđŪŹ̇őĦ̇î̇˽čîŹî-őƓŊıŊħ̇čđŉőćŭîćƕ˾˗̇Ɠĭđŭđ̇
data belongs to the state or it is traded by its citizens, can complement privacy and 
data regulat ions (Fischli, 2024). Similarly, data ownership schemes that allow 
individuals to even monetise their consent for personal data  usage (Saura García, 
2024). While these measures do not fundamentally eliminate harmful data 
extraction mechanisms, they provide additional tools to empower citizens alongside 
existing privacy and antitrust measures (Fischli, 2024).  Nevertheless, despite 
increasing regulatory efforts, it remains essential to continue developing strategies 
to strengthen democratic systems and protect individual autonomy (Saura García, 
2024). Therefore, privacy is a key element for resisting manipulation and protecting 
the conditions for democratic decision - making. It serves as a safeguard against the 
erosion of pluralism, the concentration of power and provides a foundation for 
further desig n strategies that aim to strengthen democratic processes.  

2.5.3. Transparency  

Users are often unaware that they do not fully own their digital records, 
limiting their ability to seek solutions against surveillance (Aradau & Mc Cluskey, 
2022; Fischli, 2024). Clear access to information about data sources, storage, and 
processing, as well as evidence of regulatory compliance, is therefore essential. 



41 
 

Transparency is crucial for democratic systems because it empowers individuals, 
supports knowledge - building, and promotes accountability, deliberation, and 
participation (Helbing et al., 2019; Schnell, 2022; Thomas, 2014). It ensures privacy is 
not violated without justification and authorisation and assures users that adequate 
policies are in place to prevent data misuse (Robbins & Henschke, 2017). In the 
context of  design and system innovation for sustainability, transparency also 
involves providing clear, contextual, complete, consistent, and accurate information 
(Nicastro, Santos, 2023) . However it is important to note that transparency can be 
an enabler and a detractor, as mentioned by  (Robbins & Henschke, 2017), 
understating the importance of transparency in addressing disruptions caused by 
digital solutions in democracies. While it can assure users that privacy is protected 
and policies are in place to prevent data misuse, it can also threaten the security of 
digital systems if sensitive information is overexposed.  

Nevertheless , the opacity of algorithms of machine learning (ML), 
aggravated with AI (Artificial Intelligence), creates barriers to understand digital 
systems, allowing technology companies to shape user choices, influence public 
discourse, and enable polarization (Aytac, 2024). Content curation, often non -
transparent and unaccountable, further restricts plurality, a key element of balance 
power in democratic systems (Aradau & Mc Cluskey, 2022) . This opacity increases 
the need for transparency by making algorithmic processes visible and accountable.  
To counteract this, transparency can be enhanced by offering users insight not only 
in extraction of their data but also into algorithmic processes that they are under 
and enabling them to choose how content is curated, fostering a more participatory 
and pluralistic digital environment (Aytac, 2024). Enabling users to select among 
different algorithmic modes d˶eliberative, antagonistic, or mixed s˶o that digital 
environments can support plurality and more participatory practices  (Aytac, 2024). 
In this way, transparency extends beyond compliance reporting to become a design 
feature that contributes to democratic resilience by not shaping consensus and 
supporting diversity.  

2.5.4.  Participation  

Participation here refers to the inclusion of users and other stakeholders in 
shaping/designing, overseeing, and acting/governing personal data  practices. In 
Smart S.PSS, particularly when combined with Distributed Economy arrangements, 
prosumers (consume rs involvement in the design) and small units of production are 
a requirement for reconfiguring system structures and decision points in a non -
centralised manner (Chaves et al., 2019). Within data - driven Smart S.PSS, 
participation shifts data management from a proprietary, opaque activity to a 
shared, contestable, and auditable process. Movements such as open data and open -
source software exemplify this by treating code, infrastructure s, and datasets as 
communal resources that enable independent interpretation, enhance user agency, 
and foster critical deliberation ˭6îîćŀ˗̇ʼʺʻʿ˙̇¸đŹđŭű̇͑̇lîŊčŭıĈ˗̇ʼʺʻˁˮ . Open data 
involves not only the release of software code but also the publication of raw data, 
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enabling others to process and interpret it independently (Baack, 2015). This 
ŪŭîćŹıćđ̇ćîŊ̇űŹŭđŊħŹĭđŊ̇žűđŭű˾̇čđćıűıőŊ- making capacity, foster agency, and support 
ćŭıŹıćîŃ̇đƔîŉıŊîŹıőŊ̇őĦ̇ıčđîű˖̇¸đŹđŭű̇îŊč̇lîŊčŭıĈ̇˭ʼʺʻˁˮ̇Ħŭîŉđ̇Źĭıű̇îű̇ŪîŭŹ̇őĦ̇î̇Ćŭőîčđŭ̇
vision of collective intelligence , in which technology enhances human reasoning 
rather than replacing it. In this perspective, democracy with digital technologies 
becomes educative: participation cultivates deliberation, the ability to examine 
positions, and the collective development of alternatives.  

Pitt and Ober (2018) present a view on self - organisation of collective 
governance in digital systems that aim to imply democracy by design. They 
structure participation around algorithmic reflexive governance, where 
technological mechanisms can aid in the sustainability of governance of complex 
systems. Participation in these systems may require be structured around decision 
points, such as setting an agenda and rule revisions, while also relying on 
intermediaries and intelligible transparency to guide coll ective input effectively (Pitt 
& Ober, 2018). Deliberation allows issues to be debated, positions clarified, and 
compromises reached (European Union, 2022). In the context of personal data , 
participation ensures stakeholders are included in discussions about data 
governance and the distribution of power it entails. However, transparency alone 
does not guarantee meaningful participation: many users lack the knowledge or 
resources to engage effectively (Baack, 2015). Intermediaries s˶uch as specialists, 
researchers, and public bodies p˶lay a crucial rol e in translating complex data into 
accessible insights, thus empowering communities and fostering collaboration 
(Baack, 2015; Ruijer et al., 2024).  

Participation also requires balancing openness with privacy. While 
transparency of algorithmic processes is essential, it should not expose individuals 
to surveillance or data misuse. Effective design responses must therefore combine 
participatory mechanis ms with privacy - preserving practices, clearly defined 
responsibilities, and proportionate risk management (European Union, 2022). 
Participation supports democratic aims by enabling informed engagement, 
contestation, and co - creation around data and algorith mic systems (Peters & 
lîŊčŭıĈ˗̇ʼʺʻˁˮ˖̇`Ź̇ĆŭőîčđŊű̇ćőŊŹŭőŃ̇őƒđŭ̇ŪđŭűőŊîŃ̇čîŹî̇˗̇đŉĆđčű̇čđŃıĆđŭîŹıƒđ̇ŪŭîćŹıćđű̇
in Smart S.PSS, and reduces dependence on extractive business models. When 
supported by education, digital literacy, and community - driven approache s, 
participation strengthens democratic resilience while ensuring privacy protections 
remains (Baack, 2015; Ruijer et al., 2024). 

2.6.  Synthesis and Closure  

This chapter examined the foundations underlying the relationship 
between S.PSS design, sustainability, and democracy in the digital age. Section 2.1 
framed the ethical dilemmas of digitalisation, showing that technological artefacts 
are not neutral tools, being moral and political actors that co - shape human 
behaviour, governance, and  societal norms. Section 2.2 positioned design as a 
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democratic and transformative practice, tracing its trajectory to  systemic 
approaches, and highlighting democratic values reciprocity  to sustainability 
transitions. Section 2.3 deepened this discussion by introducing Sustainable 
Product S˵ervice Systems (S.PSS) and their socio- ethical dimension. Section 2.4 then 
addressed the digital transformation of S.PSS, examining how smart devices, data, 
and algorithmic processes have become central design materials that can either 
reinforce or erode these socio - ethical  principles.  

Building upon these foundations,  and a complementary exploratory 
literature  Section 2.5 synthesised conceptual elements relate d to  democratic 
processes resilience to personal - data management  to be embedded in  Smart  PSS 
design  ˶Privacy, Transparency, and Participation. These 3 elements  aim to  bridge 
the normative discussions with operational challenges of data governance, 
providing a basis for a conceptual  framework. T his synthesis marks the conclusion 
of the preliminary theoretical stage of this research. By connecting and reasoning 
design theory, sustainability strategies, and democratic processes, it establishes 
elements  for a conceptual framework  formation  in  the following phases of analysis  
of cases, guidelines and tool s development. The following chapter defines the 
research questions eme rging from this preliminary theoretical stage and the gaps 
identified across the literature.  
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3. RESEARCH QUESTIONS  
   
 
 
 
 
 
 

3.1. Critical Gaps in Literature: Socio -ethics, Data, and the Role of 
Design in Smart PSS  

The literature review presented aimed to understand the interaction of 
digital technology with the socio - ethical dimension  of S.PSS design, as well as to 
assess the gap. It identified ethical dilemmas arising from the pervasive integration 
of digital techn ologies into PSS, predominantly related to the extraction and 
automated use of personal data  as the field evolves in smartness (or intelligence) 
and connectivity. This use of data in a highly personalised and responsive way has 
also increasingly been recog nised as a strategic asset  that can significantly influence 
public opinion and sway democratic consensus.  Despite advancements in 
understanding the potential of Smart PSS to support sustainability goals, critical 
gaps remain, particularly concerning the use of personal data  and safeguarding 
democratic processes against data misuse. The existing literature does not address 
systemic design strategies that could mitigate the risks of personal data misuse 
within Smart PSS. Indeed, the literature illustrates that while Smart PSS present 
extensive possibilities for enhancing socio - ethical sustainability by increasing 
accessibility, promoting resource efficiency, and enabling informed user choices, 
they simultaneously introduce significant ethical risks. These risks manifest in 
issues surrounding privacy invasion, opaque algorithmic operations, and limited 
user agency, all of which potentially lead to the manipulation of democratic 
processes through  surveillance capitalism  and targeted influence . 

Consequently, addressing this duality necessitates explicit and carefully 
articulated research inquiries. Thus, the present research addresses the identified 
gap of preventing or reducing risks associated with personal data misuse that 
undermines the democratic process and consensus integrity. It  addresses the gap 
regarding personal data configurations in Smart PSS and its broader implications in 



45 
 

potentially manipulating public consensus. It highlights the urgent necessity for 
design strategies responsive to the complexities of the digital age. Therefore, the 
specific aim of this study is articulated as follows:  

To understand the role the design of smart and sustainable 
Product - Service Systems (Smart S.PSS) can play in avoiding  the 
misuse of personal data  for manipulating consensus in democratic 
processes. 
 

3.2. Research Questions and Sub Questions  

The central research aim translates into two primary research questions 
(RQs), each complemented by two sub - questions. These structured inquiries allow 
the research to systematically explore both existing and potential practices 
regarding socially responsible Smart PSS design:  

RQ1: How can personal data configurations within Smart 
Product - Service Systems (PSS) avoid its misuse for manipulating 
consensus in democratic processes?  

1.1: What are the configurations of existing digital personal data  
solutions that avoid its misuse for manipulating consensus in 
democratic processes?  
1.2: What are the guidelines for implementing these 
configurations within  Smart S.PSS? 

 
RQ2: How can design  community be supported in designing smart 
Product - Service Systems (PSS) to avoid personal data misuse for 
manipulating consensus in democratic processes?  

2.1: What knowledge base would  support the  design 
community  in understanding and developing  more responsible  
personal data configurations in Smart PSS ? 
2.2: What process and tools can guide the design community  in 
designing and implementing such personal data configurations 
within Smart PSS?  

`Ŋ̇Źĭıű̇Źĭđűıű˗̇˻ŪđŭűőŊîŃ̇čîŹî̇ćőŊĦıħžŭîŹıőŊ˼̇ŭđĦđŭű̇Źő̇Źĭđ̇îŭŭîŊħđŉđŊŹ̇őĦ̇
personal data structure s and governed within Smart Product S˵ervice Systems 
across the data lifecycle (collection, processing, storage, sharing, access, and 
deletion). The term denotes the socio - technical set - up through which 
responsibilities, permissions, and interactions are org anised, shaping whether data 
practices support users, or enable misuse of data for the manipulation of consensus 
in democratic processes.  

The research questions have emerged from the critical insights of the 
literature review. By addressing these  the  thesis aims to make  actionable and 
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educational contributions to the field of design for socio - ethical sustainability. It 
seeks to establish design strategies and methods capable of empowering designers  
and users, strengthen the s afeguard  of democratic processes, and ensuring that 
personal data  serves societal benefit rather than enabling manipulation and erosion 
of consensus. Moreover, the questions reflect the socio - ethical principles 
previously outlined, setting a direction for the methodological approach detailed in 
the next chapter.  

  



47  
 

 
 
 
 
 
 

4.  RESEARCH METHODOLOGY  
 
 
 
 
 
 
 

4.1. Charact erising  t he Research Problem  

A Literature Review was conducted t o characterise  the research problem , 
assess the gap and map the knowledge base (Grant & Booth, 2009)  on S.PSS and DE 
models in Design for Sustainability and their interactions with digital technology 
regarding the socio - ethical dimension. For that, a  preliminary review established an 
essential lexicon and a comprehensive understanding of the research topic. The 
insights gained from this  informed a Systematic Literature Review (SLR), particularly 
in keyword selection and refinement of search strategies. This compiled literature  
also supported the development of the theoretical conceptual framework evaluated  
throughout subsequent research stages.  The adopted methodology for this SLR 
followed the structured approach of a systematic literature review as proposed by 
Conforto & Amaral  (2011), comprising three distinct phases: input, process, and 
output. Each phase is depicted in Figure 8, which illustrates the workflow and 
relationships between phases:   

 
Figure 8: Literature review visual diagram. Source: Petrecca  & Vezzoli, 2024 
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In the input phase, elements for conducting the SLR were defined as the 
research objective, relevant databases of indexed journals, keywords, and inclusion 
and exclusion criteria.  Keywords were selected based on the theoretical context 
representing  digital technologies, Design for Sustainability, and socio - ethical 
dimensions . The final search string was applied on Scopus and Web of Science 
(WoS), and the number of articles retrieved from each database is detailed in Table 
1: 

Table 1: String and results in each database  

STRING RESULT F1 F2 F3 
(TITLE-ABS-KEY ( digital*  OR  smart  OR  data*  OR  "artificial intelligence"  OR  ai  OR  
"machine learn"  OR  "augmented reality"  OR  ar  OR  "internet of things"  OR  iot  OR  
"virtual reality"  OR  vr  OR  5g  OR  "information and communication techn ology"  OR  it  
OR  ict  OR  "3D printing" )  AND  TITLE -ABS-KEY ( spss  OR  pss  OR  "product service 
system"  OR  "distributed economy"  OR  "decentralised economy"  OR  "design for 
sustainability"  OR  "open design" )  AND  TITLE -ABS-KEY ( socio -ethic*  OR  social OR  
Ǹɵʔȡʌʳ  Ãé ẌɾɐǪȡɐ-ɾɐțǸɾȡɐɅẍ  Ãé  ṦȒɐɶ ǍȺȺṦ  Ãé  ɳȺʔɶȡʬǸɶɾǸ  Ãé  ǱȡʬǸɶɾȡʌʳ  Ãé  ȡɅǪȺʔɾȡɐɅ  Ãé  
democratic OR democracy  OR  surveillanc*  OR  privacy  OR  "digital literacy"  OR  
transparen*  OR  "social dimension"  OR  decolonial*  ) )  AND   PUBYEAR  >  2012 89  36 18 17 

Initially , 53 articles were identified  on Scopus and 36 in Web of Science, 
being a total of 89 . During the process phase, these articles were systematically 
organised  and filtered using Zotero  software . For this phase of the process and 
selection, the six existing strategies to design S.PSS for socio - ethical sustainability 
were  used as a reference. First, duplicates (36) were removed. Subsequently, the 
titles, abstracts, and keywords of the remaining documents were screened based on 
predefined relevance criteria, resulting in further exclusion of 13 articles. A final in -
depth review of the full texts  identified 17 articles aligned with the research 
objectives.  The selected articles indicate a n increase in publications , with most 
appearing in recent years (particularly 2020 and 2021), signifying growing academic 
interest in socio - ethical strategies in PSS  and digital  contexts. The reviewed 
documents also represent geographical origins  and disciplinary diversity. P rimarily 
from the United Kingdom, China, and Japan, supplemented by contributions from 
Finland, Sweden, Switzerland, Germany, Italy, the USA, Ecuador, Turkey, and 
Singapore. This geographical and disciplinary diversity underlines the global and 
cross- sectoral significance of socio - ethical sustainability in the design of PSS and 
digital contexts . 

In the last phase (output) , the selected documents were analysed and 
synthesised . An Excel table facilitated data compilation (e.g., authors, year, country), 
and MaxQDA software supported qualitative coding, enabling exploration and 
identification of interconnections , especially  with the existing strategies of S.PSS . 
Coding involved assigning weight scores (1 to 3) reflecting evidence strength within 
each article:   

¶ Score 1: Minimal or indirect mention (weak evidence)  
¶ Score 2: Explicit acknowledgement  or partial alignment  
¶ Score 3: Substantial integration of the concept (strong evidence)  
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These scores informed the creation of a strategy - evidence matrix ( Figure 
9), visually summarising  the strategic weight across the reviewed articles.  

 
Figure 9: Evidence weight per article and strategies total score percentage . Source: Petrecca, Vezzoli, 
2024 

The reviewed articles varied in emphasis on socio - ethical strategies. 
"Empowering local resources" (Strategy V) showed limited connections (4%), 
focusing mainly on local 3D printing and digital infrastructure enhancements 
(Beltagui et al., 2020; Li & Found , 2017; Watanabe et al., 2020). Conversely, strategies 
"Improving equity and justice between stakeholders" (Strategy III, 32%) and 
"Improving social cohesion" (Strategy IV, 19%) had the strongest evidence, 
frequently linked to open innovation, collaborativ e value co- creation, and improved 
stakeholder communication via smart technologies (Zheng et al., 2020; Menichinelli, 
2017; Cangiano et al., 2017; Tsunetomo et al., 2022). "Favouring/integrating low -
income, weaker, and marginalised groups" (Strategy II) emphasised  remote 
communication technologies empowering users through increased autonomy and 
data control (Chiu et al., 2021; Jia et al., 2021; Negash & Sarmiento, 2023; Lee & Kao, 
2014). Moderate emphasis was found for "Improving employment and working 
cond itions" (Strategy I, 16%) and "Enabling/promoting responsible, sustainable 
consumption" (Strategy VI, 17%), highlighting workplace optimization, emotional 
design, and sustainable behavior through data - driven approaches (Li & Found, 2017; 
Zheng et al., 2019; Menichinelli, 2017; Bertoni et al., 2022; Yang et al., 2021).  

Although  there was no specific  strategy pointed out as hinged , the reviewed 
literature highlighted significant challenges . One cited by many articles was 
particularly limited education, readiness and technological accessibility  (Li et al., 
2020; Jia et al., 2021; Tsunetomo et al., 2022; Negash & Sarmiento, 2023; Watanabe 
et al., 2020). Another point is that , overall , a new social benefit is the use of data 
collected from users of smart technology to co - create value in Smart PSS (Chiu et 
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al. 2021; Jia et al. 2021; Lee & Kao 2014; Li et al. 2020; Li & Found 2017; Negash & 
Sarmiento 2023; Tsunetomo et al. 2022; Watanabe et al. 2020; Yang et al. 2021; Zheng 
et al. 2020). However, e thical concerns regarding data privacy, transparency, and 
surveillance emerged in only a few studies. Specific concerns included surveillance 
(Tsunetomo et al., 2022), consent and awareness (Zheng et al., 2019), transparency 
for inclusive democratic proces ses (Cargiano, 2017), and potential social biases and 
constrai nts on collective intelligence (Menichinelli, 2017). These findings indicate 
the need  for further studies to revise the  current design strategies, creating 
opportunities for user agency, and more effectively distributing control to users , as 
well as the educational dimension of the theme.  Hence, the research aim/problem 
already presented  was defined in the intersection of digital technology, personal 
data, and democratic processes within the conceptual framework of Smart 
Sustainable Product - Service Systems, as presented in Figure 10. 

 
Figure 10: Venn diagram of the main areas of the research.   

Alongside the systematic review, a complementary exploratory and 
narrative literature inquiry was conducted in the study to investigate existing 
discussions at the intersection of democratic process resilience and personal data. 
This inquiry aimed at broadening the theoretical grounding of the study  providing  
additional conceptual insight s for the framework progressively developed in 
subsequent stages.  
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4.2.  Epistemology and research design  

Epistemology defines how we understand what counts as knowledge, how 
it can be acquired, and how it is validated (Cross, 2001). In design research, it shapes 
the problems, the treatment of evidence, and the evaluation of results (Creswell, 
2009). While traditional scientific approaches treat knowledge as objective and 
measurable, the field of design recognises that knowledge often arises from 
subjective and context - dependent experiences (Creswell, 2009) . 

According to constructivism,  the epistemology underpinning this thesis , 
knowledge is not discovered but constructed through human experiences, 
interactions, and interpretations within specific contexts (Creswell, 2009). 
Consequently , both problems and solutions are shaped by the lived realities and 
perspectives of users, designers, and stakeholders. This epistemology can be  
connected a nd supports research - through - design approaches that engage with 
stakeholders to understand  their  needs, motivations, and constraints (Frayling, 
1993). Through this lens, design outcomes are responses to the conditions  in which 
they are used. 

Given th is exploratory and applied nature of the research, the chosen 
methodology is Design Research, an approach that involves conducting research -
through - design. This practice - oriented methodology is well - suited to the 
exploratory and iterative inquiries that are typical of this field (Plomp & Nieveen, 
2010). Design Research integrates theoretica l r eflection and practical application, 
enabling researchers to explore ideas, prototype solutions and learn through 
applied  activities. This approach is particul arly effective in tackling complex socio -
ethical challenges, such as those encountered in sustainable smart product - service 
systems (smart PSS), due to its emphasis on ongoing reflection and adaptation. 
Through cycles of designing, testing and evaluating, design research develops 
relevant knowledge and actionable know - how.  

Creswell (2014), defines a research design as a plan and procedures that 
encompass decisions ranging from general assumptions to detailed methods of data 
collection and analysis for conducting research.  To clarify the methodological 
design of this research, the  onion map, of Saunders et al.  (2019) is presented to  
illustrates the co - dependencies of research philosophy with the approach to theory 
development, methodological choice, research strategy, time horizon, and 
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techniques and procedures used. Therefore , the structure, represented in 

 

Figure  11, aims to support the logic through which the study moves from an 
epistemological stance to the operational configuration of methods.  

As presented  in figure 11, the research philosophy is constructivist , the 
approach to theory development is inductive with iterative refinement. The 
methodological choice is qualitative and multi - method. The research strategy is 
articulated as Action Research, operationalised through Design Research as a 
research - through - design methodology . The time frame is longitudinal throughout 
the doctoral project, structured through iterative cycles. The techniques and 
procedures comprise literature reviews, explorato ry case analysis, workshops, 
interviews, and reflective synthesis.  
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Figure 11: Onion mapping  of the research  

The first laye r, the research philosophy, reflects the epistemological 
positioning of the thesis . Hence, t he constructivist position supports knowledge 
claims based on a contextual understanding of the socio - technical configurations in 
which meanings, risks, and responsibilities are produced through situated practices 
and relationships between stakeholders, ra ther than being given as consolidated 
properties of systems (Creswell, 2009; Saunders et al., 2019). Within this framework, 
an inductive approach , from particular to generalization,  supports the progressive 
development of concepts through literature synthe sis, empirical engagements, and 
reflective analysis. Iterative refinement is placed as a property of the research 
programme, as successive cycles inform revisions of the conceptual framework and 
its translation into educational and practice - oriented resources (Saunders et al., 
2019). 

The methodological choice  as multi - method qualitative is due multiple 
qualitative techniques serve distinct and complementary purposes within the same 
research programme . Such as the literature - based inquiry supports conceptual 
grounding and the identification of relevant constructs; the case analysis supports 
contextual understanding of configurations;  the  workshops and interviews support 
the iterative refinement and evaluation of proposed guidelines and tools;  and the 
reflective synthesis consolidates lea rning across cycles (Saunders et al., 2019). The 
research strategy is framed as Action Research, since the work proceeds in  cycles 
in which knowledge is developed through engagement with practice. In this thesis, 
Action Research is operationalised through Design Research, in which artefacts  
(frameworks, and educational resources ) are developed, tested, and revised as a 
contribution to both knowledge and actionable know - how (Frayling, 1993; Plomp & 
Nieveen, 2010). In time horizon , the research is longitudinal across the doctoral 
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project, while individual empirical engagements remain bounded in time. The 
detailed procedures , methods and  their sequencing are presented in Section 4.3.  

4.3.  Research Stages and Procedures  

4.3.1. Research strategy overview  

Design Research methodology is a systematic approach for the 
development and study of novel  solutions to problems  (Plomp & Nieveen, 2010). It 
integrates theoretical research  with iterative practical intervention , being suitable 
for tackling complex problems . This approach allows for flexibility and adaptation 
to context, enabling the researcher to cycle between data collection, analysis, and 
refinement as new insights emerge , making it possible to generate  actionable 
knowledge in dynamic design environments .  

The methodology  is structured into three stages: Preliminary Research , 
Prototype and Assess ing , and Reflection  (Plomp & Nieveen, 2010). The first  stage, 
P˽reliminary Research ,˾ involves analysing  the context, identifying needs, and 
reviewing relevant literature . Second, ˽ Prototype and Assessment ˾̇ıű̇where possible 
procedures are designed, implemented, and iteratively refined . Finally, the  
R˽eflection  ˾ stage focuses on evaluating outcomes, drawing lessons, and refining 
both theory and practice.  As presented in Chapter 3, before the stages and with the 
gap assessment the research questions are formulated. Each research question is 
operation alised through a research objective, which is addressed through methods 
that generate intermediate outputs  inside the stages . Table 2 present s these 
relationships between stages, objectives,  and research  questions  with the 
intermediary outputs .  

Table 2: Alignment between research questions and research objectives  

 Research Questions  Research Objectives  Methods and procedures  Outputs  

P
re

lim
in

ar
y 

R
es

ea
rc

h
 

1.1 What are the 
configurations of existing 
digital personal data 
solutions that avoid its 
misuse?  

to identify existing 
better  practices of 
personal data 
configurations.  

Systematic LR  on Smart 
S.PSS + socio-ethical 
sustainability; and 
Exploratory LR  on 
democracy, data, and 
manipulation  

Key elements  
(privacy, 
transparency, 
participation) and 
conceptual basis  

1.2 What are the guidelines 
for implementing these 
configurations within 
Smart S.PSS?  

to translate the 
observed 
configurations into 
implementable design 
guidance for Smart 
S.PSS. 

Case analysis  of data -
responsible solutions  

Set of features  
and conceptual 
framework  

P
ro

to
ty

pe
 a

nd
 

as
se

ss
in

g
 

2.1 What knowledge base 
would support the design 
community in 
understanding and 
developing more 
responsible personal data 
configurations in Smart 
PSS? 

to understand and 
stablish a knowledge 
basis to map the 
problem space and 
derive analytical 
lenses.  

workshops  and semi -
structured interviews  

Guidelines , 
toolkit  
(boards/cards/syst
em map), and 
procedures  
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2.2 What process and tools 
can guide the design 
community in designing 
and implementing such 
personal data 
configurations within 
Smart PSS?  

to develop and test 
process and tools that 
will support designers 
in applying the 
guidance.  

R
ef

le
ct

io
n

 

1. How can personal data 
configurations within 
Smart Product -Service 
Systems (PSS) avoid its 
misuse?  
 
2. How can design 
community be supported 
in designing smart 
Product -Service Systems 
(PSS) to avoid personal data 
misuse?  

to consolidate findings 
into a written 
contribution, including 
final outputs and 
limitations.  
 

Reflection  (retrospective 
analysis and synthesis)  

Aggregation of 
knowledge base 
(iterated 
conceptual basis 
and framework) 
and  know -how 
(latest version of 
guidelines and 
tools, and course 
proposition).  

The objective s specify  what is to be achieved in relation to the research  
questions . Figure 12 provides a schematic overview of the thesis structure and the 
sequencing of its methodological components. It shows how the three Design 
Research stages are organised, and how each research objective, and the 
corresponding research questions, is addressed through methods (blue boxes) that 
generate intermediate outputs ( dark grey boxes) that inform subsequent activities  
(as inputs) .  

The arrows in the outputs/inputs presents the development flow with two 
types: the main path and the iteration processes during it. T he solid arrows indicate 
the main sequence across the three stages. The process begins with the systematic 
literature review on Smart S.PSS, which supports the formulation of the research 
questions and the definition of the objectives. A complementary explorat ory review 
then informs the development of the conceptual basis and the identification of 
analytical elements, which gu ide the case search and case analysis, resulting in a set 
of features and an initial conceptual framework. These intermediate outputs are 
subsequently translated into draft guidelines and tools that are iteratively refined 
through cycles of workshops and s emi- structured interviews. The final stage 
consolidates the refined framework, guidelines, and tools through reflection and 
synthesis into the overall thesis contribution.  

Complementary , the dashed arrows indicate feedback loops through which 
insights from later activities refine earlier framings. These feedback loops show how 
findings from the case analysis, and from the workshop and interview cycles, were 
used to revisit and strengthen t he knowledge base and its analytical lenses, 
alongside the developing framework, guidelines, and tools. In this way, the 
knowledge base was initiated through the literature reviews, progressively matured 
through testing , assessing, and refin ement , and consolidated through the final 
synthesis at the end of the research.  
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Figure 12: Schematic of the research with flow of the methods in and outputs .  

Likeliwise , in stage 3, all the developed content is reviewed to be 
synthesised , resulting in the compilation of the developed knowledge presented in 
th is dissertation.  The research outcome  presents a knowledge base and know - how 



57 
 

for the design community -  including practitioners, researchers, educators and 
students -  to support the teaching of socio - ethical sustainability in the design of 
smart S.PSS involving the use of personal data . It includes guidelines, procedures 
and tools designed for educational use. Ultimately, the project proposes an open 
access course with adaptable materials that can be shared and used by the design 
research and education community. The research results address strategies for 
dealing with user data in smart device offerings, considering the erosion of 
democratic processes and behavioural manipulation due to data collection and 
algorithmic curation.  

4.3.2.  Preliminary research   

As presented in the research strategy above, the preliminary stage 
integrates literature reviews and exploratory case analysis as its primary methods 
to address sub - questions 1.1 and 2.1. The purpose of this stage is to generate both a 
knowledge base and a first conceptual framework for the subsequent prototyping 
and reflection stage. The principal inputs consisted of literature reviews and an 
exploratory analysis of existing solutions as better  practices. The literature 
generated a set of key elements as a basis, while the cases contributed to mapping 
possible features and deriving  design strategies.  

The literature unfolded in two interrelated phases. The first, a systematic 
literature review, established the foundational knowledge base on Smart S.PSS  and 
socio- ethical sustainability. The second, a complementary exploratory literature, 
addressed the absence of a consolidated body of work linking democratic - process 
resilience with personal - data practices . Since it is a not established field, it reached 
different knowledge  field s, such as literature and reports of democratic and digital 
governance  especially in the EU , data ethics, and design t˶o identify conceptual 
intersections relevant to the research problem. The process aimed to locate 
theoretical contributions that connects  personal  data systems , specially on  smart 
devices, with ho w they  contribute  or distort democratic consensus formation.  This 
approach reflects a methodological choice within design research  of incomplete or 
unstructured knowledge . In such contexts, knowledge must be constructed by 
integrating diverse sources rather than extracted from a single es tablished domain  
(Jonas, 2007).  

Consequently, the  second inquiry for the LR was not intended to provide a 
complete  coverage but to extract  relevant elements  that could inform the 
preliminary framework developed through subsequent analysis and design 
experimentation.  This second review counted with also a  database (Scopus) search 
with the terms related to democracy and data (or digital), restricted to the last ten 
years and to English - language peer - reviewed articles. An initial set of 107 
publications was progressively filtered through three stages: (i) titles, keywords, and 
abstr acts; (ii) introductions and conclusions; and (iii) full text, following  Conforto & 
Amaral  (2011). Seven articles were retained after this process. Their contents were 



58 
 

extracted into an Excel database, summarising key arguments, concepts, and 
highlighted citations. Articles were then grouped by thematic affinity, and keywords 
were assigned to synthesise the concepts.  To ensure conceptual depth , this was 
complemented with grey literature, institutional reports, and theoretical works that 
extend beyond peer - reviewed articles. This inclusion acknowledged that debates 
around democracy, data, and algorithmic governance also occur outside academic 
articles . The analysis of thes e sources led to the identification of key elements 
relevant to democratic - process resilience in the digital era. These elements were 
not conceived as definitions of democracy but as instrumental and design - relevant 
conditions that enable democratic proces ses to resist manipulation arising from 
personal - data use. They thus provided an analytical and conceptual lens for 
examining practical solutions and grounding the preliminary framework.  

In the sequence, a qualitative exploratory analysis of existing cases was 
conducted. The objective of this analysis was not to evaluate specific solutions in 
depth, but rather to capture a broad range of practices and features to  map the 
diversity of possible components that can be used by their saturation. Smart PSS, 
understood as the integration of connected products with digital services (Valencia 
et al., 2015; Zheng et al., 2019), was taken as the starting point. However, the analysis 
revealed that smar t PSS or devices alone offered limited examples of ethical 
practices regarding personal data. For this reason, and since they comprise a 
software structure , the scope was expanded to encompass digital solutions that deal 
with personal data more broadly, including services such as browsers, search 
engines, communication tools, and platforms.   

To initially sample solutions, communities that curate lists of recommended 
digital products and services that demonstrated an orientation towards ethical data 
management were  used. More specifically , an independent project  (founded after 
Edward Snowden's allegations ) focused on ethical digital solutions called 
privacytools.io, and a non - profit independent organisation on data ethics  form the 
European point of view  called dataethics.eu. The cases were selected based on the 
criteria of: (i) clear evidence of  a commitment to personal data ethics (e.g., privacy 
policies or design protocols), (ii) compliance with recognised regulations or best 
practices (e.g., GDPR alignment, data minimisation, security certifications , etc.), and 
(iii) a demonstrable connection to at least one of the three identified elements. Each 
selected case was documented in an Excel sheet , including descriptions of its 
features, their function, and their correlation with privacy, transparency, or 
participation.  

The cases were analysed using publicly available documentation in addition 
to the initial lists. This included the official websites of the projects or companies, 
as well as materials on policies and compliance, such as statements on alignment 
with the GDP R, security documentation, and commitments to data minimisation. 
Where available, claims were cross - checked against external attestations, such as 
independent audits, recognised security certifications, and privacy seals. Online 
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news and reports were also consulted to identify any controversies relating to 
privacy, transparency, or participation. Cases with publicly documented 
contradictions related to these elements were excluded from the sample.  

The collection and observation were conducted iteratively, adding five 
cases each time, and continued until saturation was reached, meaning that new 
cases did not add substantially new features. These features were then coded and 
grouped through a qualitat ive, iterative process, using an Excel sheet and a Miro 
online whiteboard simultaneously. First, variations of similar features (for example, 
different forms of encryption) were generalised. Second, each feature was coded 
with an action verb reflecting its  role in mitigating manipulation (e.g., alter, block, 
monitor) to support the derivation of strategies, which also assisted in iterating the 
generalisations.  

Finally, the features were reorganised in groups with opposite axes 
coherent to the subject. This last part employed a procedure close to the Design 
Scenario Method (DOS), which uses axes of opposing forces relevant to Smart PSS 
as structuring devices. This procedure enabled the organisation of features into 
coherent directions for PSS design. This clustering process revealed affinities 
between elements, features and their underlying logics.  The process of moving 
between elements, features, and strategies e nabled the construction of a 
preliminary conceptual framework . This framework represents an initial attempt to 
integrate theoretical insights from democracy - related literature with observed 
practices in digital solutions. It provided both a knowledge base and a set of 
hypotheses regarding how Smart PSS can be designed to resist the misuse of 
personal data for manipulation. These preliminary results served as inputs for Stage 
2, where they were further tested and iterated.  

4.3.3.  Prototype and assessing  

The second stage of the research involved prototyping and assessing the 
preliminary framework  and knowledge base.  The objective was to iteratively test  and 
to refine  procedures, tools  and conceptual framework , generat ing design guidelines 
and reflective materials  to foster critical awareness  towards responsible personal 
data management in Smart PSS . This stage focused on developing and evaluating 
practical resources that could su pport  designers in embedding socio - ethical 
considerations of personal data into Smart PSS design  to avoid its misuse for 
consensus manipulation of democratic processes . The purpose of this stage was not 
to produce final artefacts , but  to subject the preliminary conceptual framework and 
its associated tools to controlled testing. The scope included both educational and 
professional contexts, allowing for  multiple perspectives to be integrated. This stage 
addressed sub- questions 1.2 and 2.2, examining what  possible  components and 
strategies could be transformed into guidelines  and tools to be applied by designers  
as know- how . Inputs included the knowledge base , developed with the first 
literature review , the complementary one , the case analysis, and the preliminary 
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framework , both produced in Stage 1. Outputs comprised iterated versions of the 
conceptual framework , refined design tools, and a set of guidelines. These outputs 
provided the foundation for Stage 3 reflection, where the material would be 
synthesised and evaluated as a coherent contribution  to  the aim of the research.  

The stage process  followed a sequence of workshops and semi - structured 
interviews  as iterative cycles . A pilot session preceded the iterations to test the 
feasibility and clarity of the initial tools. The sequence and frequency of the sessions 
depended on the availability of the specialists and participants, thus not being in an 
alternating  or logical sequence. The iterative approach ensured that tools could be 
adapted to different contexts while remaining consistent with the conceptual 
framework . Six cycles were then conducted , comprising  three workshops with 
design students and professionals, and three interviews with domain experts. 
Recruitment targeted diversity of perspectives across educational and professional 
contexts. It was realised through the announcement on social media groups, the 
email list of students in design (master's and bachelor's ), and posters. Participation 
was voluntary, based on informed consent, and conducted under the ethical 
approval of the Politecnico di Milano  and Brunel Universi ty of London Ethics 
Committees . A range of tools were developed through and supported the iterative 
process, such as checklists and feature cards were used to simplify complex 
information; system maps enabled participants to visualise data flows and 
stakeholder relations; and diagrams provided a structured representation of 
strategies  and framework .  

Workshops served as collective design sessions , in which participants 
engaged with the conceptual framework through practical exercises. Online 
platforms such as Miro and teams facilitated remote workshops and interview 
remote meetings. Each workshop followed a structured sequence of activities 
including: an introductory exercise to align understanding; a pratical  moment of 
exploration tasks using design tools (e.g., checklists , feature cards, system maps) 
with  group ideation session; and a closing debrief. Materials were progressively 
adapted in response to participant feedback, ensuring that each iteration 
incorporated refinements to improve clarity , usability, and accessibility . Evaluation 
of workshops was conducted through facilitator observations, participant 
assessment forms, and verbal group debriefs.  Interviews provided insights into the 
feasibility of applying the conceptual framework in professional and academic 
contexts  and the iterati on on the knowledge base developed in  stage 1. Each 
interview began with an overview of the conceptual framework and its tools, 
followed by a semi- structured  debate, enabling interviewees to elaborate on critical 
points.  

Feedback aimed to cover completeness, usability, and effectiveness of the 
conceptual framework and tools. In workshops, data was collected from video and 
audio recordings of the session, also materials presented to the participants and any 
interaction they had by writing or drawing on them, feedback forms, and facilitator -
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written  observations . In interviews, data were collected from video and audio 
recordings , and written notes when provided . Recordings were transcribed and 
anonymised, and the materials were digitised and compiled into session reports. 
Analysis combined participant feedback with facilitator observations, identifying 
issues and opportunities for refinement. Each iteration contributed to an evidence 
base guiding the evolution of the conceptual framework and its associated resources 
being integrated into subsequent material revisions.  Overall, t he prototyping and 
assessing stage produced an iterated conceptual framework version adapted in 
response to feedback with a set of design guidelines  and revised sets of tools  based 
on the conceptual framework . These outputs served as the foundation for the 
reflection stage, where they were synthesised and critically evaluated.  

4.3.4.  Reflection  

The objective of the last stage of the research, Reflection, involves a 
retrospective analysis and synthesis of what has been learned and developed across 
the previous stages. This stage loops back to the initial research and the prototyping 
and assessment iterations, aiming to consolidate knowledge as theoretical and 
practical contributions aligned with the overarching research questions. Thus, it 
addresses both RQ1 and RQ2, determining how can personal data configurations 
within Smart S.PSS avoid its misu se for manipulating consensus in democratic 
processes, and how Smart S.PSS design community can support to this purpose. Its 
Inputs include the outputs of the Prototype and Assessing phase, such as workshop 
îŊč̇ıŊŹđŭƒıđƓ̇čîŹî˗̇ŪîŭŹıćıŪîŊŹű˾̇ĦđđčĆîćŀ˗̇ĦîćıŃitator observations, revised tools, 
and iterated conceptual framework versions, complemented by the foundations and 
research questions from the Preliminary Research and the documentation 
generated during design iterations.  

The procedures followed in this stage involved synthesising findings from 
Stage 2, comparing outcomes with the objectives and conceptual basis set in Stage 
1, and revising framework components. This comparison supports  the abstraction 
of design guidelines and conceptual framework structures to  be generalised beyond 
the specific cases and prototypes developed earlier. Reflection also entailed 
evaluating the contribution of the research to theory, by clarifying socio - ethical 
aspects of Smart S.PSS and their r elation to democratic resilience, and to practice, 
by validating educational and professional tools that support responsible 
approaches to personal - data management. Furthermore, a ll material was revisited 
to ensure coherence, and refinements were made to both content and format of the 
conceptual framework and guidelines.  

The outputs of the Reflection phase were a final  conceptual framework and 
a refined set of guidelines, validated through iterative testing and analysis. Alongside 
these, theoretical contributions emerged in the form of empirically grounded design 
knowledge that enhances understanding of personal - data use in Smart S.PSS, while 
practical contributions took shape as tools and materials for use in design education 
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and professional practice. Recommendations for further research were also 
formulated, indicating new directions and questions revealed during the process. 
The expected results of this stage included the validation and generalisation of 
knowledge, the integ ration of theory and practice, and the generation of critical 
insights into the strengths and limitations of the methodology itself. These findings 
served as the foundation for the thesis conclusion, ensuring that the study 
contributed beyond isolated case  solutions. In this sense, Reflection provided 
closure and coherence to the research by demonstrating how the questions had 
been addressed, while positioning the outputs as contributions to academic debate 
and professional design practice in the pursuit of  socio- ethical sustainability and 
democratic resilience in Smart S.PSS.  

4.4.  Ethical Considerations  

This research adheres to the ethical guidelines established by the 
Politecnico di Milano, in accordance with the European Code of Conduct for 
Research Integrity (ALLEA, 2017). Its ethical evaluation  has been assessed and 
approved ( document in the Appendi x) by the Data Protection Officer and by the 
Ethics Committee of the Politecnico di Milano as a condition for its implementation 
and development . This procedure was necessary due to  the proposal for its second 
phase, involving the participation of people in the application of workshops and 
interviews . In particular, the following ethical procedures have been implemented 
throughout the research : 

Participant anonymity: All personal identifiers are removed or anonymised 
in both data storage and dissemination to protect participant confidentiality. Data 
is stored securely, with access limited to the research team, and was retained only 
for the period necessary to achieve the research objectives.  

Informed Consent: Prior to participation, all subjects are provided with 
detailed and comprehensible information about the aims, methods, risks, and 
benefits of the research, as well as data management procedures and rights under 
GDPR. Written informed consent is obtained f rom each participant. Examples of 
information sheets and consent forms are provided in the Appendix.  

GDPR (Regulation (EU) 2016/679) compliance:  All procedures concerning 
the collection, processing, storage, and dissemination of personal data  adhere 
strictly to the GDPR. This includes Ensuring lawfulness, fairness, and transparency 
in data processing (Art. 5); Data minimisation, limiting the collection to information 
strictly necessary for the research purposes; Implementing appropriate techni cal 
and organisational measures to safeguard data security and integrity (Art. 32); 
Guaranteeing the rights of par ticipants concerning access, rectification, and 
erasure  of their personal data  (Arts. 15˵ 20); Informing all participants about their 
rights and the use of their data through clear and accessible documentation.  
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Transparency regarding AI use:  In alignment with emerging best practices 
îŊč̇Źĭđ̇AžŭőŪđîŊ̇7őŉŉıűűıőŊ˾ű̇ħžıčđŃıŊđű̇őŊ̇ŹŭžűŹƓőŭŹĭƕ̇ `˗̇Źĭıű̇űŹžčƕ̇čđćŃîŭđű̇
that generative AI tools were utilised solely for the purposes of academic text 
development and refinement. No AI - based tools were us ed in the processes of data 
collection, or the generation of research results.  
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5. PRELIMINARY DESIGN 
STRATEGIES 

 Preliminary Research  
 
 
 
 
 
 

5.1. Key Elements Against Consensus Manipulation  

An earlier version of this chapter was published  as an article  in the  peer-
reviewed journal  Sustainability ƓıŹĭ̇Źĭđ̇ŹıŹŃđ̇˻Personal Data Management in Smart 
Product - Service Systems: Preliminary Design Strategies to Avoid User Manipulation 
in Democratic Processes  ˼ (Petrecca, et al., 2024). This chapter builds upon the 
conceptual elements derived from the literature P˶rivacy, Transparency, and 
Participation a˶pplying them as lenses to understand better  practices of personal -
data management in existing solutions . Through the analysis of cases and features, 
these elements are used to translate theoretical insights into possible design 
practices, enabling the correlation and identification of system attributes that later 
informed the development of design tools and  educational materials.  To guide this 
analysis, a set of guiding questions was formulated for each element:  

Table 3: Key elements and guiding questions . 

Element  Guiding Questions  

ǒ Privacy  
EɐǸɾ ʌțǸ ɾɐȺʔʌȡɐɅ ǸɅțǍɅǪǸ ʔɾǸɶɾẏ ɳɶȡʬǍǪʳṞ ɶǸǱʔǪȡɅȓ ɃǍɅȡɳʔȺǍʌȡɐɅṞ ɐɶ ȡɃɳɶɐʬȡɅȓ 
their self -determination and freedom over their data? Which features contribute 
to that?  

ǒ Transparency  
Does the solution provide accurate and clear information about how and what 
data are  used and how they are regulated, ensuring awareness, knowledge 
building, and accountability? Which features contribute to that?  

ǒ Participation  

Does the solution encourage different stakeholders to come together, discuss, 
and exchange ideas about how their data are  being used and their participation 
in the collaborative development and management of the system (rather than 
passive exploitation of data)? Which features contribute to that?  
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These three elements are interdependent and often in tension. 
Transparency in personal -čîŹî̇Ūŭőćđűűđű̇đŊĭîŊćđű̇žűđŭű˾̇îƓîŭđŊđűű̇îŊč̇ćőŊŹŭőŃ̇
over their data , which in turn strengthens their capacity to engage meaningfully in 
decision - making. While privacy may appear to be in opposition over transparency, 
the often opaque use of data in digital systems underscores the urgent need for 
openness in system design especially algorithmic activity. At the same time, fu ll 
privacy can undermine the functionality of smart technologies, while unchecked 
transparency if made on raw data may trespass on individual freedoms. Therefore, 
balancing these elements  is essential to prevent personal data from becoming a 
mechanism of large - scale behavioural control  and a tool for shaping mass 
consensus. 

Within contemporary digital societies , the strategic extraction o f data and 
personalised content play a critical role in shaping public discourse . Addressing data 
dynamics through the lenses of privacy, transparency, and participation  allows the 
ident ification of  features with how  Smart Product S˵ervice Systems might  avoid the  
manipulation of users and democratic processes. Accordingly, these elements were 
used as criteria for identifying and assessing features in existing ethical and data -
responsible solut ions. 

5.2. Cases and features analysis : Better Practices in Existing 
Solutions   

5.2.1. Cases Sample  

As presented in the methodology, the case analysis intended to explore 
better  practices towards  personal data  in alignment with the elements. Smart S.PSS 
can be defined as physical devices integrated with digital technologies and 
synchronised with e - platforms  (Valencia et al., 2013; Zheng et al., 2019). Therefore, 
to identify personal data  configurations that avoid  or mitigate their impact on 
manipulation of consensus of democratic processes aligned with the presented 
elements above , this study analyses products and services with digital technology 
considered as  having better practices towards personal data . 

The identification of cases was initially supported by platforms dedicated 
to privacy - oriented curation of digital solutions  to identify candidate examples 
considered as having better practices towards personal data. Each selected case was 
subsequently examined through publicly available documentation, primarily official 
company and project websites, including descriptions of system features and 
regulatory compliance statements (e.g., GDPR alignment). In addition, publ icly 
accessible communication channels related to the solutions were reviewed, such as 
community forums, DevSecOps platforms for open - source projects, and social 
media spaces where users and contributors discuss technical and governance 
aspects. 
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The purpose of the analysis was not to evaluate the performance of these 
solutions. Rather, the cases were analysed to identify publicly documented features 
and structural mechanisms related to privacy, transparency, and participation that 
could inform the  configuration of Smart Sustainable Product S˵ervice Systems. The 
unit of analysis was therefore the observable configuration of features as presented 
by the organisations. As the study relied on publicly available materials, internal 
practices were not ind ependently verified; the findings concern identifiable design 
configurations rather than  strictly  audited operational outcomes , even though  as 
documented some have available external audition  certification . Nevertheless,  
online news and reports were consulted to screen for significant controversies 
related to the elements , and cases presenting structural contradictions in these 
areas were not included in the sample .  

The sample of cases was intentionally diverse to broaden the scope of 
findings  and capture distinct features related to the element under investigation. 
The exclusion criteria  were: (i) the solution platform or website should clearly state 
some commitment to personal data  ethics , such as publicly accessible 
documentation of policies; (ii) have evidence of alignment with recognised privacy 
or security practices (data - minimisation policies, association with universities and 
research on digital technology ethi cs, contributions to legislations, etc) ; and, finally , 
(iii) have a connection to one or more of the three elements (privacy, transparency, 
participation).  For the last one, the cases and their features were listed on a 
spreadsheet with a brief description and crossed with the elements, describing how 
they favour them. Figure 13 presents an extract from this spreadsheet for one of the 
cases, showing its list of the features, their description and notes on each element.  

 
Figure 13: Sheet with diaspora case and its feature s with descriptions. Source: (Petrecca et al, 2024)  

The Sampling of cases continued iteratively until theoretical saturation was 
reached, meaning additional cases ceased to introduce new relevant features.  The 
final sample comprised 30 cases, encompassing a diverse range across digital 
solutions : browsers and search, email and messaging, operating systems and mobile 
device ecosystems, cloud and local storage, network and DNS tools, social and 
community platforms, and productivity or utility applications .  Table 4 presents the 
full list.  
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Table 4:  List of cases and their offer.  

Name  Offer  

01 Librem 5  Mobile phone, sim card  

02 Home Assistant  Central smart home system management app, cloud, hub  

03 diaspora  Social media platform, distributed data management  

04  Brave  Browser; search engine; virtual private network (VPN); ad -block; AI chat  

05 Signal  Communication app  

06  Skiff  Email manager  

07  GitLab  Development, security, and operations (DevSecOp) platform  

08  ErnieApp  Privacy knowledge manager (PKM)  

09  matomo  Web statistic tool  

10 Whonix Project  Operational system  

11 DeepL Translate  Translation  

12 Obsidian  Digital Notepad  

13 Qwant   Search engine; ad -block; maps  

14 hCaptcha  Captcha  

15 Cludo  Search engine  

16 uBlock Origin  Ad -block  

17 Whereby  Webinar app  

18 TOR browser  Browser  

19 LimeSurvey  Feedback tool  

20 SupWiz  Chatbot  

21 Vivaldi  Browser; e -mail; calendar; notepad; translator; contacts  

22 Brevo  Newsletter tool  

23 Varonis  Privacy knowledge manager (PKM)  

24 Hetzner  Cloud  

25 Xing  Social media  

26 Open Street Map  Maps  

27 Etracker  Web statistic tool  

28 Clever Reach  Newsletter  

29 DuckDuckGo  Browser; search engine; maps; e -mail  

30 Nextcloud  Cloud; documents suite; chat; calendar  

Following the review of the cases, a total of 46 features were identified. 
These features are indicative of the manifestations of privacy, transparency and 
participation, as well as better  practices designed in digital solutions towards 
personal data . Providing information on different technological choices and services 
that can reduce the risk of manipulation in democratic processes. The subsequent 
section shifts the focus from the cases to the features they embody.  
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5.2.2. Identified  Features  and the E lements  

Features, in this study, are any component of the solution that is associated 
with personal data  or supports the elements. These features are either directly part  
of the offer (e.g. ad - blockers and downloadable files) or embedded services (e.g. 
server choice and encryption), or indirectly part of the offer, such as management 
factors of the institution (e.g. privacy by design policies) or more general services 
(e.g. forums and open - source communities). The list below shows the 46 features 
identified in the cases, along with a brief description of each feature and the 
elements to which it is correlate d: 

Table 5: List of features found in the cases  and the elements related to them . 

Feature  Description  Elements  

01 Ad -Blocker  Block profiling, tracking, unwanted and illegal data extraction.  ǒǒ 

02 
AI Automated Data 
Security  

AI-driven data security management tool that can map and correct 
problems such as sensitive data breach in real time.  

ǒǒ 

03 Alias Domains  
Alternative email addresses to identify if it has been sold to third 
parties.  

ǒ 

04  Anonymise IP  Scrambles IP addresses to protect user location data.  ǒ 

05 
Attack Resistance 
Management  

uɅʬȡʌȡɅȓ ẌǸʌțȡǪǍȺ țǍǪȶǸɶɾẍ ʌɐ ȒȡɅǱ ǍɅǱ ɶǸɳɐɶʌ ʬʔȺɅǸɶǍǩȡȺȡʌȡǸɾṣ ǒǒǒ 

06  Blocklist  List of malicious domains to block unwanted data extraction.  ǒǒǒ 

07  Certifications  
>ǸɶʌȡȒȡǪǍʌȡɐɅ ǍɅǱ ǍʭǍɶǱɾ ǸɅȒɐɶǪǸ ɶʔȺǸɾ ɐʬǸɶ ʔɾǸɶɾẏ ǱǍʌǍ ǸʲʌɶǍǪʌȡɐɅ ǍɅǱ 
expose protocols, especially when it involves external validation.  

ǒǒ 

08  Chosen Server  Hosting location options for user data.  ǒǒǒ 

09  Community Driven  
Collaborative development of the solution by users, professionals, 
and organisations.  

ǒǒ 

10 Compliance Scan  Automated scan tools for auditability and compliance.  ǒǒ 

11 Crypto Transactions  
Decentralised banking based on blockchain, independent of central 
authorities and with enhanced privacy.  

ǒ 

12 Data Ownership  Users control their data, including storage and trade choices.  ǒǒ 

13 
Data Protection 
Officer (DPO)  

GDPR -related function of an external consultant who guarantees 
data protection while having a communication channel with users.  

ǒǒǒ 

14 
Decentralised  
Storage  

Decentralised redundant storage, such as Torrent. It enhances data 
privacy and resilience.  

ǒ 

15 
Digital Literacy 
Content  

Informative material on digital literacy, data ethics, and cybersecurity.  ǒ 

16 
Disclosed Server 
Location  

Exact or approximate location of the personal data  storage can 
reveal its commitment to comply with local data laws.  

ǒǒ 

17 Downloadable Files  
Data are  downloadable and erasable, although not always 
transferable.  

ǒǒ 

18 
Downloadable 
Software  

ñɐȒʌʭǍɶǸ ǪǍɅ ǩǸ ǱɐʭɅȺɐǍǱǸǱ ǍɅǱ ɃɐǱȡȒȡǸǱṞ ǍɅǱ ʔɾǸɶɾẏ ȒȡȺǸɾ ɾʌǍʳ ɐɅ 
the device.  

ǒǒ 

19 
Employee 
Ownership  

Shared ownership between employees fostering decentralised 
control.  

ǒǒ 
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20 Encryption  
Makes data unreadable for protection. It has different types, such as 
protecting data in transit, at rest or end -to -end.  

ǒ 

21 Ethical Actions  Support for research and policy development on data ethics.  ǒǒ 

22 
Ethical Behaviour 
Reward  

ĆɾǸɶɾ ǍɅǱ ɐʌțǸɶ ɾʌǍȶǸțɐȺǱǸɶɾẏ ɶǸʭǍɶǱɾ Ȓɐɶ ǸʌțȡǪǍȺ ǱǍʌǍ practises . ǒǒ 

23 Explainable AI (XAI)  
Report of the algorithm path over its results for enhancing 
understanding and transparency.  

ǒ 

24 
External Webchat 
Channel  

External communication channels for knowledge sharing, such as 
social media platforms.  

ǒǒ 

25 Financial Trade  
Offer of paid products and services to ensure economic sustainability 
independent of personal data . 

ǒǒ 

26 Forum  Public discussion area in the solution about the solution.  ǒǒ 

27 Handbook  
Encyclopaedic  guide covering the solution structure, policies, and 
documentation for users, customers, and developers.  

ǒ 

28 Law Compliance  
Information about compliance with different laws and regulations (of 
different countries), enforcing basic rules over data extraction.  

ǒǒ 

29 Local Knowledge  
Regional contributions of users, ensuring local expertise, accuracy 
and relevance.  

ǒǒ 

30 Matrix API  
Distributes data across volunteer nodes for enhanced 
communication privacy.  

ǒ 

31 Open Changelog  Public record of the source code changes aiding accountability.  ǒ 

32 Open Data  
Access to the source code and data for transparency and community 
use under credit attribution.  

ǒ 

33 Open File Format  
Non -proprietary files ensuring data access outside the solution, 
freeing the user from dependency and preserving data for the long 
term.  

ǒǒ 

34 Open -Source  
Source -code availability enabling users and developers to view, 
modify, and collaborate. It has different types, from fully to partially 
open (closed core or extension).  

ǒǒ 

35 
Open -Source 
External Parts  

Use of open -source software in the solution, such as GNU and Linux.  ǒǒ 

36 
Opt -In Ads and 
Rewards  

Non -ɳɶɐȒȡȺȡɅȓ ǍǱɾ ʭȡʌț ɶǸʭǍɶǱɾ Ȓɐɶ ʔɾǸɶɾẏ ǍʌʌǸɅʌȡɐɅṣ ǒǒ 

37 Opt -Out Tracking  
Allows users to disable tracking, providing clear information when 
data is extracted.  

ǒǒ 

38 
Physical Kill 
Switches  

Physical switches to disable transmissions and sensors.  ǒǒ 

39 Policies  
Internal policies beyond legislation, such as privacy by design 
protocols, and involvement with NGOs following recommendations 
of specialists, such as Global Privacy Control.  

ǒǒ 

40  Private Server  
Organisation -owned servers ensure higher data security against 
third -party servers.  

ǒǒ 

41 Regional Server  
Data allocated to the nearest region of the user and comply with 
local data laws.  

ǒǒ 

42 Self -Hosted Server  Users store their data on their own devices.  ǒǒ 
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43 Sponsors/Donors  Independent funding by users can promote transparency.  ǒǒ 

44  Support C2C  
Community -led project encouraging knowledge sharing, where 
more experienced users provide support to less experienced ones.  

ǒǒ 

45 TOR 
Anonymous communication through a global network of volunteer 
nodes.  

ǒ 

46  VPN  éǸǱȡɶǸǪʌɾ uæ ǍǱǱɶǸɾɾ ʌɐ Ǎ ɶǸɃɐʌǸ ɾǸɶʬǸɶṞ țȡǱȡɅȓ ʔɾǸɶɾẏ ɐɅȺȡɅǸ ǍǪʌȡʬȡʌʳṣ ǒ 

ǒ Participation;  ǒ Transparency;  ǒ Privacy  

The features from the cases were transferred to an online whiteboard in the 
form of 'post - its' and rearranged into groups to organise the strategies. Initially, 
they were placed with their corresponding element, which helped elucidate how the 
elements coul d be correlated to the features and to each other. Table 6 presents 
these groups:  

Table 6: Features associated by their elements.   

Features  Element  

Anonymise IP, Crypto Transactions, Decentralised Storage, Encryption, Matrix API, TOR, VPN  ǒ 

Alias Domains, Digital Literacy Content, Explainable AI (XAI), Handbook, Open Changelog, Open 
Data  

ǒǒ 

Ad -Blocker, AI Automated Data Security, Certifications, Compliance Scan, Data Ownership, 
Disclosed Server Location, Downloadable Files, Downloadable Software, Ethical Actions, Ethical 
Behaviour Reward, Law Compliance, Open File Format, Opt -In Ads and Rewar ds, Opt -Out 
Tracking, Physical Kill Switches, Policies, Private Server, Regional Server;  Self -Hosted Server  

ǒǒ 

Community Driven, Employee Ownership, External Webchat Channel, Financial Trade, Forum, 
Local Knowledge, Open -Source, Open -Source External Parts, Sponsors/Donors, Support C2C  

ǒǒ 

Attack Resistance Management, Blocklist, Chosen Server, Data Protection Officer (DPO)  ǒǒǒ 

ǒ Participation;  ǒ Transparency;  ǒ Privacy  

This analysis revealed that the elements of transparency and privacy are 
present in most features, demonstrating their strength in the current solutions. 
Participation is the least prevalent element, though it can be linked to more 
specialised features to facilitate dialogue and interaction between users and the 
solution structure. While each feature was initially directly related to one element, 
it was observed that they mostly contribute to multiple elements. Overall, five 
different combinations can be id entified:   

ǒǒǒ Privacy : The characteristics  of this category are exclusively associated 
with the concept of privacy . These can be favoured independently of the user's 
awareness. For example, encryption can safeguard and enhance the user's interests 
without their knowledge. This shows that privacy - related strategies do not require 
the user's awareness. While privacy can help improve people's freedom and reduce 
manipulation, its ability to support the avoidance of manipulation is limited without 
transparency and the inc lusion of users in deliberations and collaboration about the 
development of solutions.  
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ǒǒ Transparency : Alias Domains, XAI, Open Changelog, and Open Data 
features offer users insights on the ways in which data is utilised. The Handbook and 
Digital Literacy content facilitate the development of knowledge among users. While 
they assist users to seek accountability, they do not necessarily prevent data privacy 
violations.  

ǒǒǒ Privacy and Transparency : The features here show the transparency 
and privacy possible relations. They provide a higher privacy for users on their data 
and present to them with the information on what is happening, with the option to 
modify this information. For example, the "opt " functions indicate that data 
collection is occurring and allow users to enable or disable these functionalities 
within the solution. However, they lack a mechanism to enable users to provide 
feedback and participate in the dev elopment of the system structure.   

ǒǒǒ Participation and Transparency:  The features of this group provide a 
way for the user to be involved in the development of the solution structures. 
Although they may offer privacy to users who demand accountability, they do not 
guarantee or aim to do so. Thus, privacy enhancement through  these features is not 
certain.  

ǒǒǒ All elements: The Blocklist, Chosen Server and DPO features have 
shown that there are possibilities for having the three elements together. These 
features have the involvement of intermediaries or specialists,  and t ransparency 
appears to facilitate a connection between the elements of privacy and 
participation.  

ǒǒǒ Participation and Privacy:  None of the presented features 
demonstrated the combination of privacy and participation, or only participation 
without transparency. Without information on the  system structure , people cannot 
know or learn about problems and participate in the changes.  

5.2.3. Cluster ing Feature s 

Clustering the features according to the elements as above, allowed the 
examination of the interrelationships between the elements themselves. For the 
strategies, however, the features were clustered according to functionality in the 
management of personal data  (e.g. 'modify', 'block' or 'monitor' data) in order to 
derive more actionable strategies . These features were therefore grouped into 
distinct clusters based on their attributions derived from their descriptions (see 
Table 5). The Figure 14 below is one of the early attempts to regroup the features 
after they were paired with their correspondent element. Each group was given a 
verb as a word of action that they represented. Many features are in different 
elements. They are also different from  the final list of the 46 features because the 
process to group them also assisted in their iteration. This iterative process over the 
features and their groups , that in the conceptual framework are called strategies 
and guidelines, continued with the application of workshops.  
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Figure 14: Miro board with a preliminary classification of the features by elements.  

First it was observed that within the same clusters there were multiple 
connections to the elements, being non - homogeneous. For example, in the  
formation of the  "Block" category, the Blocklist feature has been grouped with 
AdBlock. Although both are related to the concepts of privacy and transparency, 
Blocklist differs in that it allows user participation through external forums where 
users can suggest web addres ses to be added to the list. This affords users the 
opportunity to exert direct influence over t he web addresses that are blocked by 
the solution. In the "Monitor" category, the DPO allows users to provide feedback, 
while in the "Locate" category, the Chosen Server feature enables users to choose 
the server location or host it themselves. This result s in greater participation 
compared to other features in the same category that only provide information.  

As the categorisation through the elements were not homogeneous, the 
clusters were combined using a polarity - based approach, grouped on opposite axes 
pertinent to the research, such as the relations of stakeholders, personal data  and 
the system structure. ÇĭıŊŀıŊħ̇őƒđŭ̇Źĭđ̇ŪőűűıĆŃđ̇űŹîŀđĭőŃčđŭű˾̇ŭđŃîŹıőŊű̇ƓıŹĭıŊ̇
smart PSS, two main axes were considered  forming gradients structures as showed 
in Figure 15. First  axis was about  the user's role to influence the system on data 
management . The second axis of enquiry related to the question of whether the 
group of features exert their influence  over the user's personal data  either more 
directly or indirectly  through the system, such as the  source code.  When crossing 
these two axes they  Ħőŭŉđč̇Ħőžŭ̇ŪîŹĭƓîƕű˾̇űŹŭîŹđħıđű˘̇žűđŭ̇čîŹî̇ŪŭőŹđćŹıőŊ˗̇žűđŭ̇
guidance, user control, and user collaboration.  

 
Figure 15: Four main groups in the graduation of the axes .  

These clusters constituted a draft version of the preliminary strategies. The 
objective of the user data protection ones is to ensure the protection of personal 
data , whereas the purpose of the user guidance clusters is to provide educational 
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resources. Clusters associated with user control relate to features that afford users 
a certain degree of control over the system, allowing them to become more active 
participants in its operation. Finally, user collaboration clusters permit direct 
collabo ration between users and the solutions, thereby influencing its structure. 
Furthermore , despite the lack of uniformity in the elements across the categories, 
there is a clear correlation between them and more specific ones. In the initial 
category, all nin e features are related to privacy, whereas transparency and 
participation vary, with the latter being the least present. In the "User guidance" 
category, all eleven features are related to transparency. In the third category, "User 
control," the features a re mostly related to transparency and privacy. In the final 
category, "User collaboration," all features are related to transparency and 
participation.  

5.3. Preliminary Conceptual Framework  

The preliminary formation of the conceptual framework comprises four 
main strategies P˶rotection, Guidance, Control, and Collaboration w˶ith their 
related set of actions as s ub- strategies and their original features as examples. 
Additionally, following the formation of these 4 groups, certain elements were more 
prevalent within, underscoring them.  This compilation of classifications is 
presented in Table 7: 

 

Table 7: Strategies and sub - strategies (cluster) and their related features and elements . 

Strategies and 
sub -strategies  

Features  

User data protection ǒ  

Alter  Anonymise IPǒ; Encryption ǒ; VPNǒ; TORǒ 

Decentralise  Crypto transactions ǒ; Decentralised storage ǒ; Matrix APIǒ 

Block AdBlockǒǒ; Blocklistǒǒǒ 

User guidance ǒ  

Inform  Open Dataǒ; Handbookǒ; Digital Literacy content ǒ; Open Changelogǒ 

Trace Alias domainsǒ; XAIǒ 

Incentivise  Ethical behaviour reward ǒǒ; Ethical actions ǒǒ 

Comply  Certifications ǒǒ; Law Complianceǒǒ; Policiesǒǒ 

Monitor  
AI Automated Data Security ǒǒ; Attack resistance management ǒǒ; Compliance 
scanǒǒ; DPOǒǒǒ 

User control ǒǒ  

Own 
Downloadable Filesǒǒ; Data Ownership ǒǒ; Downloadable Software ǒǒ; Self- hosted 
serverǒǒ 

Port  Open file format ǒǒ 

Switch  Opt - in ads and rewards ǒǒ; Opt - out tracking ǒǒ; Physical Kill Switches ǒǒ 

Locate  Private serverǒǒ; Regional serverǒǒ; Disclosed server location ǒǒ; Chosen serverǒǒǒ 
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User collaboration ǒǒ  

Assemble Forumǒǒ; External webchat channel ǒǒ 

Contribute  
Open- Source external parts ǒǒ; Open- Sourceǒǒ; Community driven ǒǒ; Support 
C2Cǒǒ; Local Knowledgeǒǒ 

Support financially  Sponsors and donors ǒǒ; Financial Tradeǒǒ; Employee ownership ǒǒ 
ǒ Participation;  ǒ Transparency;  ǒ Privacy  

In a better description, w ithin the User data  Protection  strategy, privacy is 
the predominant element, with the sub - strategies are Alter, Block, and Decentralise : 

Alter : Mod ify, or scramble personal data  so that it is unintelligible 
to outsiders . Examples of features include IP anonymisation  
(masking source addresses), use of VPN and TOR to  redirects 
addresses protecting  the origin of data, and encryption , making  
information  unreadable to external readers.  
 
Block : Prevent transmission of personal data  to third parties. 
Features include ad- blockers that limit profiling and tracking ; and 
community - maintained blocklists of tracking or malicious 
domains and fingerprinting scripts , usually used in pair with ad -
blockers.  

 
Decentralise : Reducing the concentration of personal data  
towards  a single organisation by distributing storage and control 
across several servers or providers enhancing privacy and 
resilience. Features include cryptocurrency  transactions based on 
blockchain  and without central operators; decentralised storage 
such as peer- to - peer/torrent - based storage and federated 
services for social networking  (for example, the Fediverse), and 
the matrix API  protocol for decentralised communication.  

For user guidance , centred mainly on transparency, involve: Comply 
(adhering to data regulations and recommendations), Incentivise (rewarding ethical 
behaviour), Inform (digital education), Monitor (tracking data and ethical 
parameters), and Trace (allowing users to follow  data processes).  

Comply : Meet  personal data  laws, regulations and best practices 
and make them available in a clear, accessible way for users and 
stakeholders. Examples of features include certifications  and 
seals/awards  with independent audits;  law- compliance  
disclosures such as different  international  laws and regulations  
applied ; and policy disclosures setting  internal rules beyond 
legislation  such as privacy policy, data - retention rules, privacy -
by- design commitments, security protocols . 
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Incentivise : Encourage organisations and users to adopt ethical 
data practices, support research and development, and refine 
standards of privacy and  identify potential issues. Examples of 
features include rewarding ethical behaviour  of users and other 
stakeholders for their choices on better data practices, and ethical 
actions  of the company such as providing support for research 
and policy development in the field of data ethics.  

Inform : Provide education and accessible information to 
stakeholders and users about system structures and data ethics. 
Features include open data (access to source code and datasets 
for transparency and community use under credit attribution), a 
handbook őŭ̇ŉîŊžîŃ̇îű̇î̇ćőŉŪŭđĭđŊűıƒđ̇ħžıčđ̇Źő̇Źĭđ̇űƕűŹđŉ˾ű̇
structure, policies, and documentation, digital literacy  content on 
data ethics and cybersecurity, and an open changelog as a public 
record of source code changes that supports accountability.  

Monitor : Continuously track and update ethical parameters and 
provide reports to users. Features include AIȤdriven data security  
tools that map and correct problems automatically, attack 
resistance management  inviting e˻thical hackers  ˼ to find and 
report vulnerabilities, automated compliance scans for auditability 
and compliance, and the role of a Data Protection Officer (DPO)  as 
an independent function guaranteeing GDPR compliance and 
data protection enhancement, maintaining communication 
channels with use rs.  

Trace : Provide ways for users to follow how their data is 
processed. Features include alias domains , an alternative 
addresses to detect if data has been shared with third parties, and 
explainable AI (XAI) that reports the logic of algorithmic outputs 
to enhance transparency.  

In user control strategy, emphasising privacy and transparency, sub -
strategies include Own (letting users manage by themselves their data), Switch 
(enabling data extraction and process control), Locate (disclosing data storage 
locations), and Port (allowing data transfer between systems).  

Own : Allow users to manage their data directly. Features include 
downloadable files  that can be erased, data ownership  enabling 
users to decide on storage or trading, downloadable software  
where files remain on the device, and self- hosted servers, storing 
čîŹî̇őŊ̇žűđŭ˾ű̇ŪŭđĦđŭîĆŃđ̇čđƒıćđ˖ 

Switch : Enable users to turn data collection on or off according 
to their needs. Features include opt- in ads and rewards  as 
non - profiling ads with ĆđŊđĦıŹű̇ Ħőŭ̇ žűđŭű˾̇ îŹŹđŊŹıőŊ˗ opt- out 
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tracking allowing users to disable features and giving clear 
information on data extraction, and physical kill switches  to 
disable transmissions and sensors.  

Locate : Disclose where personal data is stored and processed. 
Features include private servers  that belong to the device 
company for greater security, regional servers  near the user to 
comply with local laws, disclosed server locations with exact or 
approximate location , and chosen servers where users select 
hosting options . 

Port : Allow users to transfer their data to other systems, ensuring 
compatibility. A feature example is the use of open file formats , 
which guarantee access outside the solution and prevent vendor 
lock - in. 

Finally, in user collaboration , focusing on transparency and participation, 
sub- strategies are  Assemble (creating discussion spaces), Contribute (enabling user 
input on the design and content), and Support Financially (non - data- based business 
model).   

Assemble : Provide spaces for users to discuss data policies and 
processes. Features include a forum  integrated into the solution 
and an external webchat s channel that enables knowledge sharing 
in broader communities.  

Contribute : Enable user input on the design and content of 
solutions. Features include open- source external parts , such as 
GNU/Linux in the system structure, open- source codebases as 
community - driven development , support C2C with peer- to - peer 
user support, and local knowledge with regional contributions to 
ensure local expertise, relevance , and accuracy.  

Support Financially : Offer ways for users and other stakeholders 
to be involved in the economical sustainability , aiming its 
detachment over  data extraction. Features include sponsors and 
donors, such as independent  funding by users, financial trading  
with paid products and services, and employee ownership 
fostering distributed control.  

In summary, the four strategies represent a progression from privacy - by-
default towards active collaboration, framing personal data as both an individual and 
shared resource. Together with their associated features, they form a preliminary 
conceptual framework that  aim to  informs design ers how to develop Smart S.PSS 
that push against the misuse of personal data in democratic processes and prepares 
the ground for the iterative exploration with designers and experts presented in 
Chapter 6.   
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6. PROTOTYPING AND ASSESSING  
 

 
 
 
 
 
 

6.1. Applications and Evaluations  

6.1.1. Iteration s Procedures  

The second stage of the research involved prototyping and assessing 
processes to refine the conceptual framework and develop materials  and guidelines 
for critical thinking and awareness towards responsible personal data management 
for Smart PSS designers. The stage  test ed and gather ed feedback, identifying areas 
for improvement of the materials . It  involved a pilot assessment and six iterations  ˵
three workshops and three semi - structured interviews with experts, professionals 
and students in design. Their f eedback was gathered through insights, evaluations 
îŊč̇Źĭđ̇ĦîćıŃıŹîŹőŭ˾ű̇őĆűđŭƒîŹıőŊű˖̇Table 8 list the  iteration and descriptions .  

Table 8: Iterations of the stage Prototype and assessment . 
Iteration  Code  Activity  Participants  Format  

0  PI01 Pilot  Design PhD Students  In presence  
1 WS1 Workshop  Design PhD and Ma sʌǸɶẏɾ ñʌʔǱǸɅʌɾ In presence  
2 IN1 Interview  Digital Design Ethics Specialist and Professional  In presence  
3 WS2  Workshop  Design PhD Students (S.PSS)  In presence  
4  WS3  Workshop  Professional Designers  Remote  
5 IN2  Interview  Sustainability Researcher  Remote  
6  IN3  Interview  Digital and Participatory Design  Remote  

Two workshops were conducted in presence ( Brunel University of London , 
and Politecnico di Milano), and one remotely with professional designers, and 
interviews were held one in person and two online. The sequence and frequency of 
the sessions depended on the availability of the specialists and participants, thus not 
being in an alternated or logical sequence. Recruitment sought diversity of 
perspectives across educational and professional contexts. Since the purpose of this 
stage was not to develop an artifact but iterations of the conceptual framework in a 
more controlled e nvironment, the workshop session were conducted in small 
groups to engage participants with complex concepts.  
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To test the framework , it was necessary to develop a briefing on which 
designers could work. The project was initially proposed in relation to mobile 
phones. However, during the development of the pilot materials, the focus shifted 
to a briefing involving a smart speaker offer ing. While mobile phones are central to 
personal data collection, they operate within a highly complex ecosystem of 
providers (e.g., operating systems, telecommunications components), often 
removed from the original manufacturer. In co ntrast, smart speakers are typically 
more integrated: large technology companies (e.g., Amazon Alexa, Apple Home, 
Google Home) develop both the hardware (speaker, database, etc.) and the software 
(typically a smart home hub managing and connecting other de vices). Moreover, the 
choice of a home - based device was intentional, as the household can also be tied to 
ŪŭıƒîŹđ̇űŪîćđű˖̇Çĭıű̇Ɠîű̇đƔŪđćŹđč̇Źő̇ŪŭőŉŪŹ̇ıčđîű̇Ħőŭ̇žűđŭű˾̇îƓîŭđŊđűű̇őĦ̇čđƒıćđ˾ű̇
functions, creating an opportunity to explore practices of privacy,  transparency, and 
participation. In turn, it aimed to enable designers a˶lso in their role as users t˶o 
develop a critical perspective and approach the offering in an empathic and systemic 
manner.  

6.1.2. Pilot  

The pilot was conducted at Brunel University of London  with two PhD 
students in design, serving as a preparation to test the basic structure of the 
approach. Feedback from them raised important points that shaped the initial 
workshops and materials. The meeting lasted approximately three hours and was 
held in presence . The objective was  to have a first impression and test the clarity of 
Źĭđ̇ŪŭőĆŃđŉ̇ĦŭîŉıŊħ˗̇Źĭđ̇îŪŪŭőŪŭıîŹđŊđűű̇őĦ̇Źĭđ̇îćŹıƒıŹıđű˗̇îŊč̇Źĭđ̇ŪîŭŹıćıŪîŊŹű˾̇
ability to engage with the proposed conceptual framework . The session included a 
15- minute introduction to the problems and principles, a short icebreaker on 
personal data collection, and an activity with  a fictional  briefing  and the framework .  

Participants tested rapidly  the proposed dynamic, which originally involved 
two groups: one control group working only with the elements and a second group 
with access to the conceptual framework in a form of actions and features list.  They 
suggested a sequence in which all participants first developed a concept with only 
the elements and briefing, and after received the list to refine their ideas, having a 
moment without and with the features. They also suggested that the elements and 
briefing should be pr esented together in the same sheet for clarity.  

After some time of discussion, the full framework was presented to the 
participants , however it was considered complex, and the main suggestion was to 
transform the list into a checklist, to be used both as direct inputs for design and as 
inspirational prompts. This format was seen as more manageable and prone  to 
trigger discussion. Additional feedback pointed to the need for more concrete 
examples of applications, references to real - world scandals, and improved English 
phrasing in the participant informati on sheet.   
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These insights provided initial assistance  to an  integrative sequence that 
allowed participants to build knowledge progressively  and to dime the complexity 
of the material.  The initial version was the n revised . Accordingly, the first workshop 
materials were structured in th is order of activities  and into five sheets :   

a) Fictional briefing and elements description;   
b) Individual features brainstorm activity;  
c) 1st group offer brainstorm session;   
d) Features checklist with strategies and sub - strategies;   
e) 2nd  group offer brainstorm session.  

Figure 16 present thumbnails of the materials, for full size see  all the report s 
on the Appendix.  

 
Figure 16: Thumbnails of the materials version applied on workshop  01.  

In later iterations , each cycle produced evidence for refinement, 
contributing cumulatively to the development of the final framework . The 
workshops followed a general structure o f introduction  (to align and raise awareness 
of the topic ) then moments of exploration  (through hands - on activities ), and 
discussion (with a debriefing form and verbalization for feedback ). This assisted on 
collecting participants' interaction with the material and their own perceptions. The 
interviews followed a semi- structured  format, starting with an overview of the 
research  with short presentation, and t ĭđŊ̇îűŀıŊħ̇ŪîŭŹıćıŪîŊŹű˾̇ŪđŭćđŪŹıőŊű. The 
questions progressed from the more general aim of the research,  the concept ual 
framework content,  to  the materials. The evaluation of the procedures on the 
workshop (participant assessment forms  and verbal feedback ) and the semi -
structured questions for the interviews was structured according to criteria of 
completeness, usability and effectiveness. The findings ( or outputs) were used to 
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integrat e insights from both academia and industry , refining the framework and 
materials  on clarity, usability, and impact.  

6.1.3. First Iteration ẙ Workshop 01  

With the material set shown in Figure 16, the first workshop ( WS1) took 
place. The session was planned as a two - hour workshop and extended slightly 
beyond the schedule, with the final concept of the offer left unfinished . The schedule 
comprised an icebreaker on everyday data collection  and privacy  after the 
introduction , the reading of the briefing,  individual  and a group  brainstorming , a 
break, then a second moment with reading and evaluati ng features  to be assimilate d, 
with a final group ideation  to form the offer  (Figure 17) and the debrief  moment .  

     
Figure 17: Workshop 1 -  design students at Brunel University of London  and materials . 

During the application of the activities from the briefing reading to the end 
of the workshop , participants expressed difficulties in understanding the topic and 
terminology . Participant 01 affirmed not being familiar with the language,  requiring 
more information to decide  whether to insert  features or not. There was also a 
suggestion of provid ing the pros and cons of using a feature and more information. 
Additionally , while most had a general awareness of personal data issues, they were 
surprised by the impact of digital technology and the complexity of the systems. 
This required additional time to understand the issues and interpret the presented 
features. However, the icebreaker activity appeared to facilitate a more profound 
comprehension of the concept of privacy . The fictional case also created confusion . 
Several participants commented that the cas e description felt too abstract, leading 
to misunderstandings about where the data was being collected and how it was 
processed. The group discussions showed that some assumed data would be 
automatically shared with external actors, while others were unsure if the 
extraction related to the usage of the online services or the ownership of the 
product.   

The debrief forms and debate confirmed the complexity of the terminology , 
further compounded these difficulties, causing the discussion on the scope of the 
activity to be  outside the ŪîŭŹıćıŪîŊŹű˾̇ĦıđŃč̇őĦ̇đƔŪđŭŹıűđ˖̇~Ŋđ̇ħŭőžŪ̇ŊőŹđč̇ŹĭîŹ̇Źĭđ̇
task felt more like a computer science problem than a design task.  At the end, the 
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workshop's conceptual load also resulted in fatigue. As the session approached its 
conclusion, one group expressed a desire to reach a definitive concept. However, it 
resulted in separate feature suggestions rather than a complete concept. 
Nevertheless, the generated ideas provided feedback on the features and 
framework . A customisation of algorithms was proposed by one group  as a novel  
feature. Complementary, the  literature review highlighted the need for a form of 
control over algorithmic activity, supporting this  addition. Furthermore, the 
necessity of graphical visualisation in the collection of data was emphasised, with 
the proposal of a dashboard and user interface design to enhance transparency.  
Although participants found the workshop challenging, one student requested to 
keep the materials for further study, indicat ing that the session raised awareness 
and introduced new information to them. Informal feedback after the session 
revealed that some participants had expected a light workshop with simple idea 
generation , but instead they left concerned and acknowledged the extent of data 
collection by electronic devices in their environment.  

Although participants found the workshop challenging, one student 
requested to keep the materials for further study, indicating that the session raised 
awareness and introduced new information to them. Informal feedback after the 
session revealed that some  participants were left concerned and acknowledged  
about the extent of data collection by electronic devices in their environment. 
Overall , WS1 exposed several challenges, revealing especially the need for 
educational content for designers, accessible lang uage, relatable examples, and 
tools that support  systemic thinking. These outcomes led to several refinements . 
Figure 18 shows the thumbnails of the materials  in preparation for the next iteration 
(Interview 01) , for full size , see the iteration reports in the Appendix.  

 
Figure 18: Thumbnails of the second materials version .  

The updated set comprised  (a) a warm- up activity introducing the key 
elements in the format of the icebreaker with more empathic prompts to improved 
engagement; (b) a System Map to assist the visualisation of stakeholders, 
infrastructures, and data flows using a real offer , replacing the fictional briefing, to 
help participants move beyond product - level thinking ; (c) an evaluation sheet 
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replacing the checklist, with a scoring format to help select focal quadrants and 
reduce terminology overload, also allowing the facilitator to focus explanations if 
necessary; (d) a concise conceptual framework diagram with axes to clarify the 
evaluation structure; (e) a brainstorming sheet organised by quadrants and by 
Product, Service, and System to stimulate multi - level idea generation; and (f) a final 
concept sheet to guide participants towards more structure d proposals . 

6.1.4. Second   Iteration ẙ Interview 01  

During the first interview ( IN1), a design professional and writer specialist 
in digital ethics provided feedback on the applicability of the framework in 
organisational contexts  and the materials iterated ( Figure 18). The interview lasted 
around one hour and followed a semi - structured format, focusing on the content of 
the framework and the practicalities of its use by designers , with a moment of 
presenting the material and then debating  (Figure 22). The interviewees  affirmed 
that  while individual designers may recognise the importance of ethics, the main 
constraints lie in organisational settings. Ethical strategies can only be applied 
effectively when institutions create space and allocate resources for designers to 
address such concerns. Without organisational support, even well - structured 
frameworks risk remaining unused .  

 
Figure 19: Professional designer interview . 

From the materials presented, the elements were valued as a useful and 
ŪŭîćŹıćîŃ̇đŊŹŭƕ̇ŪőıŊŹ̇Źő̇Źĭđ̇ŪŭőĆŃđŉ˖̇Çĭđ̇đƔŪđŭŹ̇ĭıħĭŃıħĭŹđč̇ŹĭîŹ̇˽¸îŭŹıćıŪîŹıőŊ˾̇Ɠîű̇
particularly novel in the digital ethics debate, where privacy and transparency 
usually dominate the conversation. By introducing participatio n, the framework 
encouraged a shift from passive user protection towards more active involvement 
in shaping data practices.  The system map was seen as a powerful tool , but 
demanding  time and background knowledge for participants to use it effectively. 
While its complexity could be a barrier in short design sessions, it was recognised 
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îű̇ ƒîŃžîĆŃđ̇ Ħőŭ̇ đƔŪîŊčıŊħ̇ čđűıħŊđŭű˾̇ ŹĭıŊŀıŊħ̇ ĆđƕőŊč̇ Źĭđ̇ ıŉŉđčıîŹđ̇ ŪŭőčžćŹ̇
towards the broader sociotechnical environment. This transition  micro/macro , 
from the perspective of an individual designer to a societal and systemic view , was 
considered a strength of the overall approach.  On the remaining materials, it was 
suggested to discard the final concept  and reinforce  the ideation sheet structure as 
PSS imitating the system map layout . Also, it was suggested  that the introduction of 
a persona with malicious  intent to  provoke critical reflection and encourage 
designers to anticipate adversarial behaviours in the system.  

Interview 01 reinforced the importance of organisational conditions for 
embedding ethics in design, confirmed the value of the three key elements 
(especially Participation), and highlighted the role of the tools as educational 
resources , not denying their  possible practical aids to professional designer 
practice s. The feedback provided a direction for refining the ideation  sheet, pointed 
the possible complexity of the system map and the progression of the tools from a 
micro to a macro view , and suggested th e addition of an adversarial actor,  Figure 20 
presents the thumbnails of updated  materials  comprising  (a) the  icebreaking activity 
introducing the key elements , positioning designers as users; (b) a System Map to 
visualise the connection between stakeholders and data flows; (c) an evaluation 
sheet using the strategies as questions; and (d) a brainstorming sheet organised as 
the system map  layout . This material was then presented in the next iteration  of 
Workshop 02 . 

 
Figure 20: Thumbnails of the materials version for workshop 02.  
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6.1.5. Third   Iteration ẙ Workshop 02  

The second workshop ( WS2) was conducted with a small group of PhD 
students at the Politecnico di Milano , already familiar with S.PSS theory and 
practice. The session lasted around three hours, exceeding the anticipated two 
hours, and followed the revised sequence informed by the first workshop and 
interview.  Although the participants were experienced in designing  S.PSS, they were 
unfamiliar with digital solutions. To assist participants with the complexity of the 
tools , the Miro board  software was used to present  them virtually wi th instructions . 
This assisted especially  on the system map, where it  provid ed preliminary desk 
research  with links on the offer˭ ŉîƜőŊ˾ű̇Aćĭő̇űŪđîŀđŭˮ, a set of icons for building 
the map  with some actors , and onboard instructions on how to use them. Figure 21 
shows the system map on the Miro board, along with onboard instructions (in black), 
icons and links  (post - its ).  

 
Figure 21: System map on Miro  with instructions  and set of icons.  

The first activity on the Elements was received as a useful starting point, 
with students  engaging readily with Privacy and Transparency, and attempting to 
articulate Participation in concrete design terms and as users. The participants 
worked with the  existing offer to map stakeholders, data flows, and financial 
exchanges and evaluated the offer with the provided strategies . Following the 
selection of protection and collaboration as critical strategies, t hey then developed 
new features that addressed  them . On the  first activity, participants understood 
privacy, transparency and participation a s complementary elements , suggesting the 
questions to follow the same logic with the post - its . On the second activity (the 
system map) , they suggested reorganising  the instructions by providing a pre -
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űŹŭžćŹžŭđč̇ ıŊĦőŭŉîŹıőŊ̇ ćŃőűđŭ̇ îű̇ î̇ ˻ŃıĆŭîŭƕ˼˖̇Additionally, adapting to the 
participants' doubts and difficulties, a pre - developed system map was presented to 
use in a comparative explanation and deliberation . It enabled participants to 
concentrate on identifying improvements and critical points without having to build 
the map from scratch.  

Even though they presented their work as an offer, a completely new 
concept was not developed. Rather than designing entirely new solutions, 
participants saw features as enhancements to the existing offer. Consequently, their 
ideas focused on modifying  the offer  by extending and adding features . They also 
proposed innovative stakeholder arrangements, such as data trading , which was 
added to the feature examples in the framework . Feedback emphasised the need for 
a deeper integration of democracy - related themes. Participants noted that the 
political dimensions of data misuse needed to be made more explicit in the activities. 
Although privacy and transparency were  easier to understand, participants said it 
was more difficult to translate the democratic implications into concrete design 
actions without stronger cues.  Overall, workshop 02  demonstrated that even 
experienced participants required further explanations  and simpler materials to 
handle the complexity of the subject, especially in a limited timeframe. For the 
material  refinements , the evaluation sheet was presented as the full conceptual 
framework (Figure 22  ˵ full size in  the Appendix) with the axes  to improve 
understanding.  Complementary, e ach quadrant had the addition of a card case with 
a description of a solution, to illustrate that strategy.  

 
Figure 22: Evaluation was reformulated using the conceptual framework and providing examples.  

The ideation sheet was also redesigned, removing the PSS structure, which 
was seen as not useful. Finally, a deck of cards of the features  (Figure 23) was added, 
with simplified language and more information on the advantages and disadvantages 
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of each technology, attempting to simplify c omplex technical features and providing 
a better understanding of the trade - offs involved in their use.  

 
Figure 23: Deck of feature cards on the protection strategy developed for the third workshop .  

These refinements fed directly into the design of Workshop 03, where 
professional designers would test the new card - based format and quadrant - specific 
strategies and features . The set (Figure 24) comprised: (a) the key elements activity; 
(b) System Map with preview desk research and icon library; (c) an evaluation sheet 
using the conceptual framework structure; (d) a simplified brainstorming sheet with 
a deck of cards presenting possible features to be applied after the evaluation.  
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Figure 24: Thumbnails of the material s version for workshop 03.  

6.1.6. Fourth Iteration ẙ Workshop 03  

The last workshop ( WS3) was held remotely and involved professional 
designers with experience in SPSS and digital design. The session lasted 
approximately two hours.  In the first  exercise with the elements, the participants 
đŉŪĭîűıűđč̇Źĭđ̇čđűıħŊđŭ˾ű̇ŭőŃđ̇ıŊ̇đŊűžŭıŊħ̇ŹŭîŊűŪîŭđŊćƕ̇ıŊ̇čîŹî̇ŪŭîćŹıćđű˖̇Çĭđƕ̇
noted that design decisions affect whether users can understand how their data is 
collected, stored, and shared, and argued transp arency must be embedded at both 
interface and infrastructure levels. Participa nts also expressed uncertainty about 
how digital solutions interconnect with third - party providers and whether these 
practices comply with local regulations. One designer  mentioned not knowing 
where their data might end up once it left the immediate service . These revealing 
an important educational gap and the need for regulatory guidance within the tools.  

In the system map development, w hile participants mentioned  the need for 
more time to familiarise themselves with the tool  and th e evaluated offer ˭ ŉîƜőŊ˾ű̇
Echo speaker), they also made valuable contributions. They pointed  developers as 
key stakeholders responsible for addressing potential algorithmic bias, bearing in 
mind that this bias can originate not only in the collected data, but also in the 
development process itself. This emphasised the importance of include in the  
system map other actors  that  also shape digital solutions . The brainstorming activity 
and feature cards helped the professionals  discuss complex issues such as 
algorithmic bias and data localisation. The feature cards enabled them to be applied 
either separately or in combination. On the same activity, the post - it were separated 
into two types, smaller for new features and bigger for how the offer might  look  like . 
Although the participants did not agree on a single offer, they presented ideas for 
innovative stakeholder configurations. One  example was the 'Adopt a Dev' idea, 
which would connect users with a specific developer. This would mean that users 
would no longer be treated as anonymous numbers, thus making the system more 
human.   

In addition, new features proposed during the workshop were incorporated 
into the evolving framework . Overall, Workshop 3 reinforced the conceptual 
framework 's potential to inform and develop critical thinking for designers . The 
introductory activity with the elements, the exercise of the system map, evaluation 
and brainstorming with feature cards assisted the  professionals to deliberate about 
the issues and  generate ideas . The set of tools remained  practically  the same as in 
the previous iteration  to be presented to the sequence interviewees , only  updating 
the framework (Figure 25) with the feedback  from last iterations and  adding features 
developed in the workshops . 
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Figure 25: image of the  conceptual framework version for interviews 02 and 03 . 

6.1.7. Fifth Iteration ẙ Interview 02  

The fifth iteration ( IN2) consisted of a remote interview with a professor  
and researcher  speciali st in Design for Sustainability and S.PSS. The session lasted 
approximately one hour and focused on the conceptual underpinnings of the 
framework and its implications for design practice . The professor provided critical 
ĦđđčĆîćŀ̇îŊč̇ŹĭđőŭđŹıćîŃ̇čđŪŹĭ̇őŊ̇Źĭđ̇űćőŪđ̇őĦ̇Źĭđ̇čđűıħŊđŭ˾ű̇ŭőŃđ̇ıŊ̇ŭđŃîŹıőŊ̇Źő̇
broader sociotechnical systems.  The discussion highlighted  on the paradoxes of 
democracy in digital ethics. The interviewe e argued on the cultural specificity of 
democracy , that what counts as democratic participation varies across contexts, 
which complicates the development of universally applicable design guidelines. 
Also, they  cautioned that any framework must remain sensitive to local traditions, 
political norms, and expectations of civic engagement. In addition, the blurry line 
between persuasion and manipulation was raised as a difficulty. Digital systems 
often operate in a grey area, where persuasive nudges can slide into manipulative 
practices. The conceptual framework therefore needed to help designers recogn ise 
these boundaries and critically assess when influence becomes problematic.  

When  questioned about the importance of the  complexity and burden of 
data management for users was , the expert argued that design should reduce this 
burden rather than assume that users will manage complex privacy or security 
configurations themselves.  This perspective reinforced the importance of tools that 
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embed protective measures by default  and intermediates on more collaborative 
systems. The expert stressed that as democratic values are vital, users cannot be 
expected to take on the responsibility of educating themselves or managing data 
ŪŭőîćŹıƒđŃƕ˖̇¸ŃîćıŊħ̇Źĭđ̇ĆžŭčđŊ̇őŊ̇ıŊčıƒıčžîŃű˾̇ŭıűŀű̇đƔćŃžčıŊħ̇Źĭőűđ̇ƓıŹĭőžŹ̇Źĭđ̇
time, skills, or resources to engage. This highl ighted the need for design solutions 
that support users without relying on constant self - management.   

The framework ˾ű̇đŉŪĭîűıű̇őŊ̇žűđŭ- centred perspectives was seen as a 
strength, as it helped to narrow the subject and avoid excessive generalisation. The 
interviewee position ed designers actions  at the niche level within the broader 
sociotechnical system, referring to (Geels & Schot, 2007) multi - level perspective  for 
sustainability transitions . In this framing, designers act as niche actors who 
experiment with alternatives and open pathways for change, while systemic 
transformation unfolds across multiple levels. This clarified the scope of the 
framework as it should empower designers to operate at the level where they have 
influence, while still acknowledging the wider sociotechnical dynamics.  Overall, 
Interview 02 reinforced the importance of supporting users without overburdening 
them, of  recognising cultural variation in democracy, and pointed Źĭđ̇čđűıħŊđŭ˾ű̇
niche role  for transitions  within larger systems. These insights aided on delimiting 
Źĭđ̇čđűıħŊđŭ˾ű̇ŭőŃđ, the framework ˾ű̇îŪŪŃıćîŹıőŊ̇îŊč̇ħžıčđč̇Źĭđ̇ıŊćőŭŪőŭîŹıőŊ̇őĦ̇
stakeholder and societal considerations into the evolving guidelines.  

6.1.8. Sixth Iteration ẙ Interview 03   

The final iteration ( IN3) was also a remote interview with a professor 
specialis t  in digital design and participatory practices  with  a line on agonistic 
democracy . The conversation lasted about one hour and focused on the 
organisational, technical, and educational dimensions o f the framework . The debate 
assisted on test ing whether the conceptual framework could be embedded in design 
practice  in digital solutions . The expert stressed that the influence of designers on 
ethical decisions is highly dependent on their organisational position. When 
designers are involved early in strategic decisions or hold leadership roles, they can 
shape data practices and embed ethical considerations. However, when positioned 
further downstream, their capacity to influence is limited, and ethical strategies risk 
being sidelined. This highlighted the importance of creating institutional space for 
ethica l deliberation within corporate structures.  

The discussion also emphasised the need for deeper technical 
understanding. Designers must begin to treat data as a design material  rather than 
as an invisible background element. Recognising the ways data is collected, 
structured, and used is essential for making informed design choices.  Digital 
technologies were described as potentially manipulative, with comparisons drawn 
to cigarette advertising to illustrate the potential risks  to its use . The interviewee 
warned that many designers are not yet fully aw are of how their decisions can 
influence user behaviour, leading to ethical controversies and unintended harms.  
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Another key point was the rapid evolution of technology. The pace of change makes 
it difficult for designers to stay updated, raising the risk that frameworks or tools 
may quickly become outdated. This underscored the need for flexible and adaptable 
resources that can evolve alongside technological developments.  The interview ed 
reinforced the importance of accessible toolkits and know - how materials. Such 
resources were seen as crucial entry points for discussion, particularly in 
educational contexts where f uture designers can build awareness and critical 
capacity. Toolkits should not only guide practice but also serve as teaching devices 
that can be integrated into curricula and professional training.  Overall, Interview 03 
highlighted the organisational dependence of designers  to have influence, the 
necessity of treating data as a design material, and the urgency of providing 
adaptable educational resources. These insights confirmed the framework ˾ű̇ŭőŃđ̇îű̇
a design instrument and an educational toolkit for c ritical  practice and learning.  

6.2.  Overall Assessment  

Across the pilot and six iterations, the prototype materials were applied in 
workshops and expert interviews and refined through consecutive cycles of 
feedback and revision. The overall assessment synthesises this empirical evidence 
to explain how the mate rials evolved across iterations. Table 9 presents the main 
findings in each iteration . For each activity (pilot, workshop, or interview), it 
summarises the inputs observed when the materials were applied, the changes 
made in response, and the artefacts affected. It intent to present  how feedback was 
translated into adaptations of the framework and tools, as well as additions to the 
knowledge base.  

Table 9: Findings and iteration changes  on workshops and interviews  
Code  Main  Findings  Change s/ Adaptations  Artefact affected  

PI01 Engagement improved with a 
progressive two -phase sequence; 
the framework was perceived as 
complex.  

æɶɐȓɶǸɾɾȡʬǸ ǱȡɾǪȺɐɾʔɶǸ ṵǸȺǸɃǸɅʌɾ ứ ȒǸǍʌʔɶǸɾṶṨ 
checklist format; single -sheet briefing; 
simplified first -contact wording.  

Procedure; checklist; 
briefing  

WS1 Technical  terminology ; fictional 
case created confusion  

Simplify technical terms; use an  existing offer 
providing sufficient information to structure a 
System Map; add evaluation sheet to replace 
the checklist; restructure the ideation around 
framework , and t he final concept sheet for 
PSS. 

System Map (added, 
replacing the briefing 
emphasis); wording; 
ideation sheet; final 
concept sheet  

IN1 Participation was perceived as 
novel; organisational constraints 
were emphasised; a controversial 
actor was suggested; the micro -
to -macro progression was 
perceived positively.  

Move to online whiteboard with supporting 
explanations; strengthen the micro Ṿmacro 
progression logic; add 
organisational/controversial actors; use 
feature cards as prompts; add case  examples.  

Online whiteboard 
toolkit (Miro); feature -
card prompts; ideation 
sheet; System Map icons; 
evaluation sheet  

WS2  The System Map was difficult to 
build, and the toolkit required 
more structured resources.  

Restructure the icon library and guidance; 
simplify ideation sheet; reorganise cards; 
improve examples in the evaluation sheet and 
navigation within the Miro tool; add a System 
Map example as a reference . 

System Map; ideation 
sheet; evaluation sheet; 
cards/prompts; System 
Map example  

WS3  Regulatory uncertainty and 
algorithmic bias were raised by 
professionals.  

Expand the stakeholder set (developers, 
institutions) in the System Map; strengthen 
card prompts on algorithmic curation, 
profiling, and accountability . 

System Map; 
cards/prompts; tool 
guidance notes  
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IN2  User burden and organisational 
position constrained ethical 
action; the framework orientation 
shifted from user protection 
towards user control (open 
source)  and responsibility.  

Emphasise the balance across strategies; 
clarify user versus company responsibilities.  

Framework guidance 
text; tool guidance 
notes; addition of new  
element ; Knowledge 
Base  

IN3  Data should be framed as a 
controversial material; the 
ǱǸɾȡȓɅǸɶẏɾ knowledge and 
position were perceived as a 
constraint .  

Clarify the scope of designer influence; add a 
sheet with whistleblowing cases; develop 
course -oriented material for designers . 

Procedure; 
cards/prompts; wording; 
facilitation notes; 
Knowledge Base  

The materials were  also assessed in terms of three criteria: completeness, 
referring to whether participants were able to generate full and coherent design 
outcomes; usability, referring to how accessible, clear, and manageable the 
materials were in practice; and effectiveness, referring to the extent to which they 
raised awareness, stimulated critical thinking, and guided designers in reflecting on 
the socio - ethical implications of personal data.  

In terms of completeness, the intended task was that participants should 
generate a Smart S.PSS offer by presenting the issue, actions, and possible features, 
designing how these components could be combined into a solution, and identifying 
the actors and their configuration necessary to make the offer viable. However, 
participants often struggled to produce fully developed proposals. Early workshops 
generated partial offers or feature add - ons rather than integrated solutions, and 
only later did the materia ls support more coherent outputs. In WS1, the fictional 
case created confusion, and only fragmented ideas were generated rather than a 
unified offer, while in WS2 the PhD students tended to extend an existing offer by 
adding features rather than creating a  new solution. In WS3, professional designers 
ćőŊŹŭıĆžŹđč̇Źő̇ıŊŊőƒîŹıƒđ̇űŹîŀđĭőŃčđŭ̇ćőŊĦıħžŭîŹıőŊű˗̇űžćĭ̇îű̇˻îčőŪŹ̇î̇čđƒ˼˖ 

Usability was initially limited by the complexity of the subject and the use 
of highly technical terminology, which slowed the workshop dynamics. Participant 
feedback repeatedly pointed to a need for scaffolding, in particular clearer 
terminology and suppo rting information. In WS1, participants remarked that terms 
űžćĭ̇îű̇˻ćŭƕŪŹőćžŭŭđŊćƕ˼̇őŭ̇˻Uđčƒđŭűđ˼̇Ɠđŭđ̇Źőő̇ŹđćĭŊıćîŃ̇îŊč̇ŭđŬžıŭđč̇ŉőŭđ̇
information on advantages and disadvantages. In WS2, participants requested a 
more complete library of icons and pre - str uctured system maps to make the 
process faster. By WS3, the deck of cards was received as more accessible and 
flexible, allowing participants to select and combine options more easily. The shift 
towards simplified language, pre - structured system maps, and the card format 
improved accessibility and engagement. From the interviewees, the first one 
highlighted the value of the materials in supporting a progressive understanding 
from personal to systemic perspectives.  

Lastly, in effectiveness, while complete solutions were not always achieved, 
the materials consistently raised awareness, provoked reflection, and supported 
critical debate. WS1 participants left more aware of the scale of data extraction and 
the physical location of infrastructures as dependent on local legislation. WS2 
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pushed participants to critically engage the links between the framework and 
democratic erosion. They debated the difference between persuasion and 
ŉîŊıŪžŃîŹıőŊ̇ıŊ̇ŪőŃıŹıćîŃ̇ćîŉŪîıħŊű˗̇î̇Źĭđŉđ̇đćĭőđč̇ıŊ̇Źĭđ̇űđćőŊč̇ıŊŹđŭƒıđƓ˾ű̇
reflection on user burden and democratic responsibility. WS3 raised issues of 
regulatory uncertainty and algorithmic bias, leading participants to identify 
developers and government as actors in shaping responsible solutions. The experts 
reinforced these observations. In IN3, the profe ssor affirmed the importance of 
designers treating data itself as a material within projects, recognising its potential 
for manipulation and addiction.  

Furthermore, across iterative pilots, workshops, and interviews, the toolkit 
was simplified and structurally refined to address complexity. Progressive 
disclosure, clearer wording, real - world cases, and a more structured toolkit 
improved usability and cohe rence. Later iterations expanded stakeholder 
representation and reinforced attention to organisational constraints and 
accountability, ultimately shifting the framework towards a clearer balance between 
user control and company responsibility and strengthe ning the consolidation of the 
necessary knowledge base.  Taken together, the findings demonstrated that the 
ĦŭîŉđƓőŭŀ˾ű̇ƒîŃžđ̇Ńıđű̇ŉőŭđ̇ıŊ̇ıŹű̇đčžćîŹıőŊîŃ̇ŭőŃđ˘̇ĆžıŃčıŊħ̇ŃıŹđŭîćƕ˗̇űžŪŪőŭŹıŊħ̇
critical thinking, and guiding design practice in contexts where data and democracy 
intersect with the perspective of Smar t S.PSS. Although these problems occurred, 
the iterations provided feedback on the framework (strategies, guidelines, and 
features), the materials (tools and procedures), and the aim of this research.  These 
will be further explored in the next sections.  
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7.  OUTCOMES  
Prototyping and Assessing  

 
 
 
 
 
 

7.1. Conceptual framework  

Revisiting all the insights and feedback gathered, the framework was 
updated . The language was adapted  for the designers . The descriptions were 
enhanced on all the material adding more explicit connection to the problems of 
manipulation of consensus , and cons and pros to the features . The elements -  
privacy, transparency and participation -  were positively evaluated. Transparency 
and Privacy were seen as essential in all the workshops to tackle the issue of 
manipulation, and participation was highlighted as a novel principle by the first  
interviewee. All the đŃđŉđŊŹű˾ questions were reformulated to be in negative and 
inquisitive fo rm enhancing critical thinking and deliberation on the issues .  

The two last interviews highlighted the temporality of the features and the 
contextualization of democracy. One interviewee pointed out that the fast pace of 
technological change  could outdate the framework , while the other emphasised 
that understandings of democracy are context - dependent and evolve over time and 
across different settings. As democracy is not a universal or fixed concept, its 
meaning varies across cultural and political contexts. In response to the  feedback , 
the framework should be more op en and flexib le. Indeed, even though developed 
within a European background, it is inten t  to be adaptable, allowing users in other 
contexts to reinterpret and modify it in line with their own perceptions and 
practices. Therefore,  agonism  was introduced as  a meta design  element to explicitly 
invite critical questioning of  the framework itself , including its elements, strategies, 
guidelines, and features . The purpose of this addition is to encourage reflection on 
adequacy, to identify gaps, and to suggest  alternative directions for designing 
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solutions that counter risks of  democratic erosion.  Table 10 presents  the elements 
and their  guiding questions:  

Table 10: Updated elements and guiding questions . 

Elements  Question  
ǒPRIVACY =őđű̇Źĭđ̇őĦĦđŭ̇ćőŉŪŭőŉıűđ̇žűđŭű˾̇Ūŭıƒîćƕ˗̇ŉîŀıŊħ̇Źĭđŉ̇ƒžŃŊđŭîĆŃđ̇Źő̇

manipulation and restricting their autonomy over their data, thereby 
limiting their ability to make informed decisions as 
individuals/citizens and their agency in the system? Which parts of 
the solution contribute to this?  

ǒTRANSPARENCY Does the offer fail to provide clear and accurate information about 
data extraction (especially by large corporations), behaviour 
modification for commercial or political purposes, and how personal 
data management is regulated, thus limiting awareness and 
accountability? Which parts of the solution contribute to this?  

ǒPARTICIPATION Does the offer  prevent stakeholders from come together, 
collaborating and discuss about how personal data is and should be 
used, or from participating in the development and management of 
the system on a passive exploitation of data? Which parts of the 
solution contribu te to this?  

ǒINQUIRY Does this framework overlook important perspectives for designing 
against the erosion of democratic processes, for example, by failing 
to anticipate manipulative uses of personal data in smart devices or 
by excluding alternative design approaches that could build stronger 
resistance? What features, guidelines, strategies, or elements could 
be added or rethought?  

The four design strategies can be considered possible  approaches to 
personal data  management to embed privacy, transparency and participation as key 
elements to avoid the manipulation of consensus in democratic processes  due data 
misuse. Each strategy contain s a set of guidelines based on the cluster of features 
and feedback of the iterations  with their definitions presented in Table 11. Overall, 
they are separated into guidelines for user data p rotection  by default ; guidelines for 
user guidance to amplify  system transparency and provide educational resources ; 
guidelines for users control  over their data and  algorithmic  levels; and, finally, 
guidelines for collaboration between stakeholders to  empower users to  influenc e 
structure s specially against coded bias.   

The strategies  remained the same  as the initial framework , reformulating 
only its descriptions with a better language and connection to the issue. However, 
the axes were refined. The two dimensions  presented structure d the framework 
into quadrants  of user role and personal dat a management . While the active p˵assive 
distinction was retained  on user role,  the second dimension was reformulated from 
˻čıŭđćŹı˵ŊčıŭđćŹ˼̇ŭđŃîŹıőŊ̇Źő̇čîŹî̇ıŊŹő̇î̇ćŃđîŭđŭ̇čıűŹıŊćŹıőŊ̇ĆđŹƓđđŊ̇i˻ndividual -
collective  ˼data management.  This axe refer s to guidelines that  îıŉ̇Źő̇ıŉŪŭőƒđ̇žűđŭű˾̇
data management with individual decisions  to decisions made in how the system 
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treats data in a broader  manner , also seen žűđŭű˾ data as a possible common good.  
Figure 26 shows a schematic of t he framework structure .  

  
Figure 26: Conceptual framework structure  -  elements, strategies and axes.  

The sub- strategies, originally conceived as clusters of features, were 
transformed into a set of guidelines developed  to support practical application of 
the framework on the design of Smart S.PSS. While f eatures represent specific  and 
concrete  options of components that can be directly implemented (such as 
encryption, data dashboards, or decentralised storage), the guidelines indicate  the 
way to act , orient designers towards its main strategy  and embedding privacy, 
transparency, and participation  elements . These guidelines were refined through 
insights and feedback during the iterations and expanded with new features 
proposed by participants, resulting in a more accessible and operational layer of the 
framework . Table 11 presents the  latest version of the framework with guidelines:  

Table 11: Conceptual framework iterated with strategies and guidelines . 

Protection  ǒ   
To protect users from data extraction and centralisation , limit ing large- scale profiling and data silos which 
enables polarization and targeted manipulation of public opinion and consensus.  
Axes: Individual data management and Passive users' role guidelines  

Alter  To alter user ű˾ data, making it unidentifiable to third parties , to prevent profiling, micro - targeting, and 
content curation. For example, use encryption, IP anonymisation (VPN/TOR), and data masking 
techniques.  
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Decentralize  To decentralise systems for user ű˾ data chains , reducing dependence on centralised platforms and 
concentration of public influence power. For example, use decentralised transactions (cryptocurrency), 
decentralised storage (IPFS, Fedverse, etc.), decentralised authentication (SSI or avoiding login with  3rd 
party profiles) and decentralised communication protocols (Matrix API).  

Unsmart  To unsmart devices  and software  Ćƕ̇ŃıŉıŹıŊħ̇őŭ̇đŃıŉıŊîŹıŊħ̇Źĭđ̇žűđ̇őĦ̇žűđŭű˾̇čîŹî, to ensure minimal 
exposure to profiling, content curatorship practices, and behaviour modification that distort democratic 
debate. For example, use privacy by default policies (e.g. data minimisation and non - dark patterns), 
offline connections (e.g. cabl e or Bluetooth), blockers (e.g. ad blockers or blocklists) . 

Guidance  ǒ  
To guide users, providing means to understand their personal data and learn , spotting  exploitative and 
polarized practices aimed at swaying democratic decisions.  
Axes: Collective data management and Passive users' role guidelines  

Disclose To disclose the structure and infrastructure of the system to users , making data processing practices 
visible and understand possible hidden actors and political interests. For example, provide handbooks, 
manuals, open access to source code and changelog , information on infrastructure, such as the location 
and ownership of cloud servers (third - party or company - owned).  

Educate  To educate and incentivise  users and other stakeholders for best practices regarding personal data, 
strengthening digital literacy to understand and resist manipulation in civic and political contexts. For 
example, provide articles on digital literacy, videos, games, and rewards (financial or symbolic).  

Inform  To i nform users about legal compliance, certifications, best practices, research and internal data 
policies , demonstrating responsibility in discouraging data exploitation practices that threaten 
democratic trust. For example, declare adherence to local regulations, provide audit reports, scientific 
articles, display awards and certifications , and collaborate with other  organisations and local 
governments for digital design ethics.  

Control  ǒǒ  
To give users control over their data and algorithms , empowering them to prevent exploitation of their 
personal data for political targeting or influencing behaviour.  
Axes: Individual data management and Active users' role guidelines  

Monitor  To provide users tools to monitor how their personal data is processed and used, reporting algorithmic 
logic, data flows and sales, and checking compliance and risks to well - being (bias, addictive design, 
polarisation, fake news, obscure patterns). For example, use data dashboards, Automated Data Security 
(ADS), compliance verification , Explainable AI (XAI) reports, data flow mapping, and alias domains to  
detect data trade with third parties.  

Own  To provide  users tools to manage, own, port and/or trade their data , empowering individuals against 
monopolistic control  of their data , including open file formats for portability, data deletion, download 
data and/ or software, and data monetisation.  

Customise  To provide  users tools to customise  what to share and how data shapes their experience,  protecting 
their autonomy and reducing the risk of behavioural manipulation for political purposes. For example, use 
opt - in ads with rewards, opt - out tracking, physical switches (e.g. shutter or off buttons), algorithmic 
dimming  with  adjustment levels  of curation , preferable physical location of infrastructures  (e.g., cloud 
server). 

Collaboration  ǒǒ  
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To i nvite users to collaborate on the system to ensure collective oversight and decision - making over 
system  structures , to minimise the risk of bias , polarisation, and manipulative functions influencing public 
debate.  
Axes: Collective data management and Active users' role guidelines  

Assemble To engage users  of different levels of digital literacy  in participatory governance (comment windows 
on policies and user councils ) and public dialogue (between users, external collaborators , and 
stakeholders) on the use of data and system structures,  allowing for debate and questioning of biased 
practices . For example, provide forums and external web channels (e.g., social media and other 
collaborative platforms).  

Contribute  To engage users, external contributors , and other stakeholders in the co- creation  and improvement of  
systems or its content, allowing for debate and collective decision - making on system  structures. For 
example, provide open - source structures (including external providers), community driven and local 
knowledge initiatives.  

Economically 
Sustain 

To engage users and stakeholders in the economic  sustainability of  the system through transparent 
financing  and shared ownership , increasing oversight and  accountability and avoiding business models 
that rely on data extraction and behaviour modification.   

Support  To engage external specialists, stakeholders and users with varying levels of digital literacy to support 
communities and each other, helping them to filter and identify critical points for change related to the 
use of their data. For example, peer - to - peer (C2C) support,  or connect users with a Data Protection 
Officer (DPO) and Attack Resistance Management services (bounty offer for eth ical hackers).  

ǒ Participation;  ǒ Transparency;  ǒ Privacy. 

The iterations additions mostly occurred in the features. On the first 
workshop, it was suggested two ideas. The first was a data dashboard for 
transparency, where users could visualize information about their data in one place. 
The other was an algorithm dimerization panel, idea supported by the literature 
review which highlighted the need for some form of control over algorithmic 
activity. In  the third workshop, the participants generated two innovative 
űŹîŀđĭőŃčđŭ̇ ćőŊĦıħžŭîŹıőŊű˖̇ ̇ űđŭƒıćđ̇ ćîŃŃđč̇ ˻îčőŪŹ̇î̇ čđƒ˼˗̇ Ɠĭđŭđ̇ ıŹ̇ ĆŭıŊħű̇
developers and users closer together, removing the association of users as numbers 
and humanising the process of developing. The second was an idea of curation of 
brands that the users would evaluate as allowed  to collect their data. Table 12 
presents the features added with its description, example, pros and cons as 
suggested in the first workshop. The  full table of features is available in the appendix.  

Table 12: Features added with the iterations . 

Feature  Description  

Educational 
Interface  

Clear and educational interfaces make data practices visible and understandable to users. This involves 
cues that explain what data is collected, why, and what choices are available.  
Example: Matomo dashboards show how data is collected and processed  
Pros:  Improves user comprehension, supports informed decision - making, and strengthens trust.  
Cons: Risk of information overload if explanations are too detailed, or of oversimplification if nuance 
is lost.  

Personal Data 
Dashboard  

A dashboard to visualise personal data, gatherings data flows, permissions, and sharing history into a 
single interface.  
Example: Nextcloud privacy dashboard to manage permissions, shared files, and activity logs  
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Pros:  Enhances transparency and gives users control by providing a clear overview of data use.  
Cons: May create a false sense of security if dashboards are incomplete or too technical to interpret.  

Data Monetization  Allows users to earn for their online activities, empowering them to participate in the digital data 
market.  
Example: ErnieApp article supporting RTM  
Pros:  User empowerment, fair remuneration and transparency in data management.  
Cons: While research and some solutions advocate the right to monetise (RTM) data, there is no real 
application in the market. Some apps pay users to test the accuracy of algorithms, compensate only a 
subset of users, and often involve passive data collection. A  fair market for personal data, as opposed 
to existing business models based on non - monetized user data, requires a societal shift. Key 
challenges include fair compensation even when can be copied and resold many times and 
discontinue its use after m achine learning.  

Algorithmic 
Dimming  

Allow users to control the level of curation on content or type of personalisation they prefer, such as 
deliberative, antagonistic or mixed mode.  
Example: Algorithm fine - tuning proof - of- concept from humane by Design  
Pros:  Make content less addictive and algorithms more controllable and ensure a communicative 
environment that does not creates greater in - group ideological homogeneity and inter - group 
polarisation, such as echo chambers.  
Cons: Limited personalization might reduce user satisfaction with device features.  

Opt - In Curated 
Data Collection  

Curation of brands by users, allowed to collect their data, in a transparent opt - in model.  
Example: uBlock Origin blocking lists works in the opposite, blocking specific trackers or advertisers  
Pros:  Empowers users to align data sharing with their values and selectively trust organisations.  
Cons: May exclude smaller organisations that users are unfamiliar with, creating a bias toward known 
brands  

Human Channels  Direct, non - automated, and possible local support channels for complaints, appeals, and questions 
about data practices.  
Example: áĭđŭđĆƕ˾ű̇Ńıƒđ̇űžŪŪőŭŹ̇ćĭîŊŊđŃ̇Źő̇űŪđîŀ̇Źő̇î̇ŭđîŃ̇ŪđŭűőŊ 
Pros:  Protects autonomy, avoiding locked - in complaint processes, strengthens accountability, and 
prevents exploitative data extraction.  
Cons: If does not depend on a community, it requires a structure for customer service representative.  

Adopt a Dev  ̇űđŭƒıćđ̇Ɠĭđŭđ̇žűđŭű̇˻îčőŪŹ˼̇î̇čđƒđŃőŪđŭ̇îű̇î̇Ŋîŉđč̇ŪőıŊŹ̇őĦ̇ćőŊŹîćŹ˗̇ŭîŹĭđŭ̇ŹĭîŊ̇ĆđıŊħ̇ŹŭđîŹđč̇îű̇
anonymous data points.  
Example: ıŹ˾ű̇ćŃőűđ̇Źő diaspora* , as users interact directly with volunteer developers to suggest features, 
report issues, and co - shape the platform.  
Pros:  Humanises design, fosters trust and dialogue, and improves responsiveness to user needs.  
Cons: May not scale well in larger organisations and risks overburdening individual developers.  

In the second workshop there was a proposal  for data monetisation . This 
one was not previously added since no viable feature in the market was found that 
supported data trading in an ethical manner. Mostly the solutions pay users to make 
surveys, reviews and to collect their data in other large platforms to train models  
more accurately, after the ML training is done, the users are not paid anymore. This 
technic was  also controversially  used in the case of Cambridge Analytica to 
žŊčđŭűŹîŊč̇ ƓĭîŹ̇ ƓőžŃč̇ Ćđ̇ Źĭđ̇ ƒőŹđŭ˾ű̇ ŪŭőĦıŃđ̇ ŹĭîŹ̇ ćőžŃč̇ ćĭîŊħđ̇ Źĭđıŭ̇ ŉıŊč̇
(Cadwalladr & Graham - Harrison, 2018) . Nevertheless, data ownership is pointed in 
the literature as a  potential  complement ary solution  to enhance privacy, hence, due 
its potential, the feature was added to the list.  

Furthermore, i n all iterations, the framework 's potential  to inform and 
develop critical thinking among designers was reinforced. The second interview 
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helped clarify its scope as user - centred and positioned it as a niche innovation 
within socio - technical transitions (according to (Geels & Schot, 2007). This helped 
to review the guidelines , explicitly focusing on users and their engagement in the 
system's development. It also means that designers can use the framework to create 
systems that introduce innovative practices and stakeholder configurations in more 
specific contexts, outside conventional markets, while still recognising  the broader 
dynamics of the system. This perspective is important because it affirms the viability 
of the framework in terms of the value of the ideas generated through it. Eve n if 
these applications may not immediately fit into dominant market systems, they can 
still offer a point of differentiation, presenting themselves as solutions that respect 
users and align with the resilience of democratic processes.   

It was reinforced in all the iterations that the framework has the potential 
to inform, educate, and develop critical thinking among designers. The second 
interview helped to clarify its scope as user - centred and positioned it as a niche 
innovation within sociotechnical transitions (accordingly to Geels & Schot, 2007). 
Meaning that designers can use the framework to engage users and create systems 
that introduce new practices or stakeholder configurations in more specific 
contexts, outside mainstream markets, while still acknowledging wider system 
dynamics. This perspective is important because it does not dismiss the  feasibility 
of the framework and the value of the ideas generated through it. Even if these 
applications may not immediately align with dominant market models, they can still 
offer a clear point of differentiation, presenting themselves as solutions that respect 
users and align with the  resilience of democratic processes . 

Another point raised was the burden placed on users if they are expected 
to educate themselves or manage data entirely independently, as this risks 
excluding less experienced individuals and undermining democratic principles. For 
this reason, the framework should expand across all four strategies, supporting 
users without depending solely on self - management, while opening  opportunities 
for them to adapt or take greater control if they wish. The next chapter presents the 
tools developed from this conceptual framework to support an educational 
approach to support design practices and suggests an open - access course structure 
for  disseminat ing the knowledge  developed here . 

7.2. Design Tool k it  

The tools and approach were developed to translate the conceptual 
framework into practical and educational resources for designers. Their objective is 
to stimulate critical reflection, guide responsible ideation, and promote awareness 
of the socio - ethical implications of personal data within Smart Product - Service 
Systems. Altogether, seven tools were produced and refined through successive 
iterations, each fulfilling a complementary function within the workshop and course 
structure:  
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¶ Inquiry Boards   ˵to introduce reflection on real - world cases 
and stimulate questioning about the relationship between 
design, data, and democracy.  

¶ Key Elements Board  ˵  to encourage participants to relate the 
three democratic elements (privacy, transparency, 
participation) and the new element, inquiry, to their own 
experiences.  

¶ Strategy Ideation Boards   ˵ to operationalise the four 
strategies (Protection, Guidance, Control, and Collaboration) 
through dedicated boards with guidelines and examples.  

¶ Strategy Cards   ˵ to present each strategy as a practical 
prompt, including definitions, advantages, and limitations.  

¶ Feature Cards   ˵a deck of forty - nine cards detailing specific 
technical or organisational features that can be directly 
applied in design concepts.  

¶ Data System Map   ˵ to visualise interactions among data, 
stakeholders, and infrastructures, identifying points of 
power, responsibility, and potential manipulation.  

¶ Offer Synthesis Boards   ˵ to integrate the outcomes of the 
previous tools into the formulation and presentation of a final 
Smart S.PSS offer. 

Together, these materials form a design toolkit that supports a progressive 
learning path f˶rom initial awareness and personal reflection to systemic thinking 
and design synthesis. The following subsections describe each  tool . 

7.2.1. Inquiry Boards  

As a response to the new element, inquiry, the set counts with an  initial 
reflection on cases displayed on the news , questioning designers its relationship  
with democratic consensus manipulation and how a home device design contributes  
to this problem  in a first approach . Also, a board was placed before the offer 
development to further inquiry participants to  overlook  the framework and make 
additions beyond the structured presented . Figure 35 shows these two boards:  
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Figure 27: Inquiry boards  on news and on material the content of the workshop . 

7.2.2.  Self -reflexive Elements Board   
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The self- reflexive  exercise  on the key elements  was the most positively 
evaluated tool by the workshop participants and interviewers . It contains  questions  
to  help raise the problem  from a more personal perspective , as user. It also adds a 
broader  question for the new element  that aims to better connect to th e problem of 
the manipulation of consensus . Figure 28 presents the correspondent board.  

 
Figure 28: Element with self- reflexive  questions on Miro.  

7.2.3.  Strategy Ideation Boards  

With the extension of the activities over an open access course and 
considering the observation that the strategies should not be seen as a direction to 
overburden the user but worked together . It is possible to enrich the ideation 
process to focus on one strategy at the time.  For that the tool kit presents  each 
strateg y in an individual board to be  worked in separated , each with its set of 
guidelines  and examples. The 13 guidelines translate the strategy into more practical 
directions for design.  
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Figure 29: Ideation board for the Protection strategy.  

7.2.4.  Strategy Cards  

As participants of WS3 found the cards format for features easier to 
understand and engaged, then, the examples were transformed into card s, forming 
a deck based on the framework , also adding pros and cons of each feature. The 
strategy cards introduce the four approaches, Protection, Guidance, Control, and 
Collaboration, each illustrated with an example and its description. The cards also 
include a description of the strategy and additional orientation, highlighting its 
relevance to the misuse of personal d ata in shaping consensus and influencing 
democratic processes. Figure 30 presents the strategy cards.  
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Figure 30: Strategies cards with descriptions and examples.  
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7.2.5.  Feature Cards  

The feature examples are a total of 49 cards aimed to assist participants 
with difficult terms and offering specific components that could be directly applied, 
such as encryption, algorithmic dimming, etc. Its  intents to work as a library that is 
placed in the strategy board . Figure 31 shows the cards of the features on the 
guideline unsmart  under the strategy protection.   

 
Figure 31: Cards of the guidelines on unsmart, with two features and a blank card . 

7.2.6.  Data System Map  

The data system map was developed as a complementary tool to broaden 
the focus beyond individual features and provide a macro perspective of the system. 
While it was seen as complex and time - consuming, during the iterations it was 
possible to provide a more usable format. This version includes a more structured 
board with an example already formed, and an extra blank one to be developed. The 
őŊđ̇ƓıŹĭ̇Źĭđ̇đƔîŉŪŃđ̇ıŊƒıŹđ̇Źĭđ̇ŪîŭŹıćıŪîŊŹű̇Źő̇˻ĦŃîħ˼̇ćőŊŊđćŹıőŊű̇ŹĭîŹ̇ćőžŃč̇őŭ̇
might need to be different thinking about dat a centralization and personalized 
content. Figure 32 presents the system map with a structured example.   
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Figure 32: Image of the system map example  

For the blank version, the layout includes dedicated icons.  During 
iterations, participants pointed out different stakeholders, such as developers and 
adversarial actors. Therefore, this version incorporates icons for developers, 
designers, governments, AI, and adversarial actors, such as marketing companies 
that w ork with politicians or interest groups. It also presents  different types of 
ćőŊŊđćŹıőŊű̇îŊč̇îŃŃőƓű̇ćőŊŊđćŹıőŊű̇Źő̇Ćđ̇˻žŊŃıŊŀđč˗˼̇ŭđŪŭđűđŊŹıŊħ̇îćŹıőŊű̇űžćĭ̇îű̇
blocking or  limiting data flows. Figu re 29 shows an example of the system map.  

 
Figure 33: Image of the blank system map to be used on Miro . 
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With these updates, this  map aims to be a tool that allow participants to 
visualise data dynamics, infrastructures and actors, trac ing where power and 
responsibility lie, and identify where manipulation of users might occur. Even 
though the data system map does not integrate direct connection to the conceptual 
framework , it complement s it by situating features and guidelines within a larger 
ecosystem, encouraging designers to see how local design decisions connect to 
broader democratic and socio - technical dynamics.  

7.2.7.  Offer Synthesis Boards  

The last two boards intent to assist designers to structure an offer in a light 
manner. The first aim to bring together all the features and ideas generated for each 
strategy. The last is a suggestion of a presentation as if the offer is advertised  on an 
online shop platform.  

  
Figure 34: Offer synthesis boards.  

This set represents  the refined outcome of the prototyping and assessing 
process. The structure is conceived as a workshop flow combining reflection, 
evaluation, and ideation. The procedure can also be done physically, with all the 
cards, icons, and boards printed.  

7.3. Design Proce ss 

The tool kit aims to gradually present the problem, building a critical 
reflection from personal to systemic. Starting with a broad reflection on news, then 
a personal reflection on the key elements, marking red flags in the system map, 
ideating with each strategy using th e guidelines, debating about the content, and 
synthesising in new offer with a new data system map. The set was developed to be 
made available on Miroverse, a community - based template gallery for online 
whiteboard and tools. Figure 37 presents the board with all the tools as exercises.   
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Figure 35: Set on Miro board  grouped by the open access course lessons.  

Participants can begin with online newspaper articles of real- world cases 
of digital technologies influencing democratic processes  in the first day . This step is 
intended to ground the discussion in tangible examples and underline the relevance 
and urgency of the problem.  In the second day, t hey would then move to self -
reflection with the  key element s, using guiding questions to establish a personal 
connection to the issues. The inquiry  element here  plays a dual role  of encouraging 
participants to question their own assumptions and  to  prompting them to critically 
examine the conceptual framework itself.  

Building on this, the system map would be introduced on the third day to 
visualise and critique an existing offer, starting from a structured example where 
participants could flag problematic connections.  Once a systemic view was 
established, strategy and guideline would guide the identification of priorities, 
asking participants to evaluate each aspect the mapped case lacked, and prioritizing 
strategies and guidelines . The process would continue with rounds of ideation  in 
each strategy   ˶ first producing in itial ideas, then refining them with selected 
feature cards , exploring all the framework .  

A new session would start with the inquiry board, prompting participants 
to reconsider their proposals and the framework . Subsequent to this, a period would 
be allocated for the development of the new offer, system map and proposal for 
presentation. This approach aims to position the content  to be more flexible and 
stimulate critical questioning, learning and creative exploration, rather than a fixed  
structure . The updated conceptual framework , tools, and procedures presented 
here sets the ground for the proposed course . 
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7.4.   Open Access Cou rse 

7.4.1. Cou rse Structure  

As the workshops demonstrated and the interviews with specialist 
confirmed, participants required structured opportunities to learn the concepts of 
ethics and data before they could engage effectively with tools and framework s. 
Education therefore emerges as a structural contribution of the research. The 
novelty and complexity of the subject, situated at the intersection of design, digital 
technology, and democratic processes, requires dedicated materials to build 
literacy and  know how. The open access cour se represents a response to this need, 
extending the reach of the framework and equipping designers with the knowledge 
and practices necessary to act. While supportive regulations are essential to prevent 
unethical business pressures, frameworks such as this one prefigure responsible 
practices and indicate potential pathways for policy development.  

The course proposed is entitled  ˻=đűıħŊıŊħ̇¿ŉîŭŹ̇¿žűŹîıŊîĆŃđ̇¸ŭőčžćŹ-
Service Systems for  ħîıŊűŹ̇=îŹî̇wıűžűđ̇͑̇=đŉőćŭîŹıć̇AŭőűıőŊ˼˖ It is meant to 
be open access content, to be used as a self - educational tool or to be adapted and 
used by other educators. It proposes an extension of 10 hours, with the language 
initially in English. It stablishes as prerequisites a basic knowledge of de sign 
principles from participants. The Intended Learning Outcomes  (ILO) for the design 
students, professionals and educators  attending  and/or using the course material 
be able to:  

¶ Critically approach ethical and democratic implications of 
personal data use that can affect society in the design of 
smart device offers using the Sustainable Product Service 
Systems model.  

¶ Identify and apply design strategies that enhance privacy, 
transparency, and participation for data management in 
smart products and services.  

¶ Develop Smart S.PSS concepts that integrate socio- ethical  
sustainability in digital solutions.  

Table 13 sums the course structure, with modules, lessons, proposal of 
activities, stipulation of time for both and suggestion of additional materials.  

Table 13: Open Access Course Structure . 

Module | Lesson Time | Activity Time | Ad. Materials  

1 

INTRODUCTION 

1.1 Course Outline мрΩ  

Debate;  

 

ḜолΩ 

Quiz without answers.  

Video on design and 

ethics + existing 

materials links list(design 

and ethics tools, ethics 

for designers etc)  

1.2 Facing the problem - 

Disruption, scandals, 

alternatives and EU 

regulations 

прΩ 
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2 

ETHICS, DEMOCRACY, 

DATA, AND DESIGN 

2.1 Diving in - a systemic view 

on ethics, technology and 

democracy  

прΩ Self- Inquiry over key 

Elements 

ḜолΩ Do objects have politics? 

+Books (Surveillance 

Capitalism, Digital 

Colonialism, Ruined by 

Design, Data Feminism, 

Atlas of AI, Too Smart) 

2.2 Key Design Elements for 

democratic consensus 

resilience over data 

мрΩ 

3 

SOCIO-ETHICS, SMART 

S.PSS,  & KEY 

ELEMENTS 

3.1 Ontologies - Design, 

Sustainability and 

Democracy 

олΩ System Map: Smart 

Offer Red Flags 

Ḝ30Ω  Democracy and Design 

manifesto. + Books 

(Design and Democracy, 

Design as Democratic 

Inquiry, S.PSS design for 

all; Design for 

Sustainability) 

3.2 Smart PSS and digital 

technology 

олΩ 

4 

A CONCEPTUAL 

FRAMEWORK 

TOWARD BETTER 

PRATICES 

4.1 The conceptual 

framework Strategies 

олΩ Conceptual 

framework: 

Evaluation of the 

existing smart PSS 

Ḝ1h Aradau, Mc Cluskey, 

2022; Fischli, 2022; 

Robbins, Henschke, 

2017; Garcia, 2024; 

Aytac, 2022 + books 

(Atlas of AI, Too Smart) 

4.2 Guidelines, and features олΩ Conceptual 

framework: Creating 

new features 

Ḝ1h 

5 

DESIGN CHALLENGE & 

REFLECTION 

5.1 Building a Smart PSS offer 

 

олΩ Building a new Offer ḜолΩ LeNS resources link 

5.2 Final Reflection and 

conclusion 

олΩ Present your project 

Final Quiz & Course 

Feedback 

Ḝ1h 

Each module is supported by self - evaluation opportunities, including 
quizzes, reflective questions, and project - based assessments. The pedagogical 
approach is systemic and participatory, ensuring that learners do not simply receive 
information but engage i n exercises, simulations, and collaborative design. This 
model supports the translation of abstract principles into design practice.  

The course  slides, tools, and structure are available free of charge , Creative 
Commons  with atribuition , through the Learning Network on Sustainability (LeNS) 
platform , ensuring wide accessibility across the LeNS network and beyond  (Figure 
36). 
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Figure 36: Open access course  and toolkit  in the LeNSlab Polimi website.  

Hosting the course in this context connects it with  existing sustainability 
education initiatives while expanding its reach to global academic and professional 
audiences. In this way, the educational perspective of the research  can be 
disseminated and  become a pathway for scaling impact, embedding socio - ethical 
literacy into design education, and reinforcing democratic resilience through Smart 
S.PSS. 

7.4.2.  Course Modules Content  

7.4.2.1.  Module 1 ẙ Introduction  

The first module introduces the course and situates the problem. Lesson 1.1 
outlines the structure, intended learning outcomes, and provides a quiz that will be 
revisited at the end of the course. It includes an introductory video and suggests 
readings on design and ethics. Lesson 1.2 confronts the problem directly, presenting 
key disruptions, scandals, whistle - blowers, and positive alternatives such as 
Mastodon or Brave. It also introduces EU regulations as part of the context. The 
accompanyin g exercise is  a role- play in which participants, acting as design leads, 
must decide whether to adopt a controversial strategy based on real cases, weighing 
ethical against commercial imperatives. This opening module creates both 
awareness of urgency and a baseline und erstanding of the course trajectory.  

Suggested additional material are an initial quiz without answers, to be 
repeated in the conclusion of the course; introductory video on design and ethics; 
and curated links to existing resources (e.g., design - and-đŹĭıćű̇ŹőőŃŀıŹű˗̇˻AŹĭıćű̇Ħőŭ̇
=đűıħŊđŭű˼˗̇đtc). 

7.4.2.2. Module 2 ẙ Ethics, Democracy, Data, and Design  

The second module deepens the conceptual and systemic perspective. 
Lesson 2.1 presents a video lecture on ethics, philosophy of technology, and the 
neutrality thesis, moving into how digital technologies have shaped individual and 
collective behaviour thro ugh surveillance capitalism, echo chambers, and 
polarisation. Cases such as Pokémon Go and Google Jobs illustrate the impact of 
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digital infrastructures on consensus formation. Lesson 2.2 focuses on the elements : 
privacy, transparency, participation, and  Inquiry , explaining their meaning and 
objectives . The associated self- reflexive  exercise requires learners to r eflect on 
these elements in their own design practice. Together, these lessons highlight the 
ethical stakes of digital technology and the role of design in shaping them.  

7.4.2.3. Module 3 ẙ Socio -ethics, Smart S.PSS, and Key  Elements  

The third module builds the bridge between theory and practice. Lesson 3.1 
addresses design, sustainability, and democracy as interdependent domains. It 
introduces the history of design activism, the mutual support of democracy and 
sustainability, and the need for systemic perspectives in design. Learners are invited 
to question their own devices h˶ow personal data is collected, stored, and used ˶
and to critically assess the absence or presence of regulation.  

Lesson 3.2 introduces Smart P.SSS and its relation to digital technology, 
explaining the cycle of data collection, storage, algorithmic processing, and 
feedback loops that influence behaviour. The practical activity is a system - mapping 
exercise in which pa ŭŹıćıŪîŊŹű̇ıčđŊŹıĦƕ̇˻ŭđč̇ĦŃîħű˼̇Ħőŭ̇ŪđŭűőŊîŃ̇čîŹî̇ŉıűžűđ̇ıŊ̇
existing smart offers. This module provides participants with the conceptual and 
analytical tools to link socio - ethical concerns directly with Smart S.PSS structures.  

7.4.2.4. Module 4 ẙ A Conceptual Framework Toward Better Practices  

The fourth module presents the conceptual framework developed in this 
research. Lesson 4.1 introduces the four strategies of Protection, Guidance, Control, 
and Collaboration, explaining their interdependence and the importance of 
balancing them to avoid overburdening users. Participants apply the conceptual 
framework by evaluating existing Smart S.PSS offers against these strategies.  

Lesson 4.2 moves to guidelines and features, offering examples of how 
strategies can be embedded in practice. The activity requires learners to propose 
new features for smart offers, translating the conceptual framework into concrete 
design choices. This module is central to the course: it operationalises the 
conceptual framework as both an evaluative and generative tool.  

7.4.2.5. Module 5 ẙ Design Challenge and Reflection  

The fifth and final module integrates all previous learning. Lesson 5.1 
requires participants to build a Smart S.PSS offer using the canvas provided, 
embedding socio - ethical strategies into their design.  

Lesson 5.2 focuses on reflection, where participants present their offers, 
engage in peer feedback, and discuss how their solutions respond to the challenges 
of personal data misuse. The module concludes with a final quiz and feedback 
session, reinforcing the intended learning outcomes and consolidating knowledge. 
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This design challenge situates participants as active agents capable of applying 
socio- ethical strategies to realistic scenarios.  
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8.   REFLECTION  
 
   
 
 
 
 
 

8.1. The Role of Design  

From the specialists' insights, it was understood the importance of consider 
the diversity of sociotechnical landscapes and changes in their regimes (as dominant 
ways of producing, consuming, innovating, etc.), which include cultural, political, 
technologi cal differences and personal preferences. For example, different cultures 
and perspectives of what democracy is, the rapid pace of technological change, or 
personal choices of less privacy and hyper - personalisation for free services and less 
stress. In thi s sense, the study recognises the complexity of the subject as it operates 
within a system of systems, where technologies, policies, and user behaviours 
intersect.  

Within this environment, design has the potential to challenge or reinforce 
existing trajectories within sociotechnical regimes. However, designers are not 
isolated actors. Within an organization, it is necessary to recognise that their role 
and space given to them is an influential factor in the application of ethical and 
sustainable design requirements and conceptual framework s. The study therefore 
recognises the role of design as a component within a larger sociotechnical system, 
that extend beyond the čđűıħŊđŭ˾ű̇ıŊŹđŊŹıőŊű̇őŭ̇ŹőőŃű˖  To illustrate this, Figure 37 
provides a representation of these stakeholders, where the designer is seen as one 
of and dependent on others to design a solution.  

Designers are therefore not the only stakeholders involved in shaping Smart 
S.PSS solutions. Nevertheless, design retains a crucial role: it can either reinforce 
existing monopolies of data extraction or provide pathways to counteract them. 
This research p ositions the role of design of Smart S.PSS to be informed about 
personal data as a controversial design material and cohobate against the 
manipulation of democratic consensus due its use. It proposes a conceptual 
framework of four interdependent strategies supported by guidelines derived from 
existing features. The goal is to enable a Smart S.PSS design that that does not 
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collaborate to mass manipulation, challenge concentrated power, and contributes 
to sustainable futures. This perspective aligns with the philosophy of technology 
that views artefacts as carriers of moral and political choices, rejecting notions of 
technolo gical neutrality.  

 
Figure 37: Exchanges and influences between user and the solution  

Moreover, t he study does not claim that design can fully resolve the 
problem. Data is not only produced by individuals but often  through their peers, 
networks, and contexts. For instance, a video recorded by one individual may reveal 
personal information about others, such as location, activities, or appearance. 
Solutions cannot therefore rely on user behaviour alone  and the design of a solely 
offer . Instead, multiple and systemic strategies are required. To ignore these 
dynamics would be to tacitly support  existing extractive practices and their erosion 
of democratic regimes. Caution and awareness must therefore guide the design and 
application of smart technologies  (and, by extension, personal data collection and 
algorithmic personalisation) . The proposed conceptual framework provides a 
starting point, linking existing features with potential actions that aim to preserve 
substantive democracy.  

8.2.  The S.PSS Offer Model and Digital Technology  Relations  

The research broadens the logic of Sustainable Product - Service Systems, 
traditionally embedded with services and products for sustainability benefits such 
as maintenance, repair, and upgrades. It extends the logic to socio - ethical 
challenges in relation to  personal data by ensuring that smart  products and  their  
platforms are bundled with  solutions  to  safeguard data and protect user agency , 
maintain their autonomy to dialog as citizens.  Such offers should combine measures 
for protection (e.g., privacy by def ault), mechanisms for guidance (e.g., literacy 
content and clear interfaces), features for control (e.g., dashboards and opt - in/opt -
out processes), and opportunities for collaboration (e.g., communication channels 
between users and providers). More advance d strategies can be added progressively 
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while ensuring that responsibility remains with producers. In this way, S.PSS 
provides a structured approach to embed democratic process resilience into design.  

From an organisational perspective, this configuration can create economic 
value for producers, rather than constituting only a constraint. An ethical personal 
data configuration of a Smart S.PSS can operate as a point of differentiation in 
markets where t rust, safety, and legitimacy increasingly influence adoption and 
retention, particularly for services that specifically mediate social and political 
interactions. Building the offer to be robust to regulatory evolution can reduce the 
costs of reactive comp liance, redesign, and reputational repair, while strengthening 
eligibility for partnerships and procurement contexts that require demonstrable 
governance. Moreover, collaboration features can be framed as an open - innovation 
channel that complements behavio ural analytics: structured dialogue with users can 
surface preferences, harms, and collective priorities that are not reliably inferred 
from use traces, improving product learning and supporting more legitimate design 
choices over time through collective i ntelligence.  

Finally, it is important to highlight that digital technology itself should not 
be viewed solely as a risk or danger. Configured responsibly, it enables better 
management and empower users. Tools such as decentralised infrastructures, 
algorithmic explainab ility, communication channels, and AI - assisted scans and 
educational interfaces demonstrate how technology can reduce complexity and 
support informed participation, making personal data management less 
burdensome and simple in everyday life. The conceptual  framework reframes 
infrastructures from extractive devices into supports for resilience and informed 
agency.   

8.3.  Limitations and Considerations  

As raised by interviewee 2, it is important to observe that excessive 
emphasis on user responsibility could inadvertently reproduce the very 
asymmetries the conceptual framework seeks to counteract. Hence the four 
strategies p˶rotection, guidance, control, and collaboration s˶hould not be 
understood as a sequential obligatory progression, rather as a balance between 
them. If interpreted in this way, there is a risk of shifting respo nsibility exclusively 
to users, requiring them to constantly monitor and manage their data. They are 
instead conceived as interdependent and complementary, designed to distribute 
responsibility across designers, organisations, and infrastructures, thereby avoiding 
overburdening individuals.  

Another concern relates to the contextual basis of the conceptual 
framework . As noted by interviewees 2 and 3, the conceptual framework was 
developed reflecting both European Union regulations and societal expectations in 
2025. This grounding offers strength in terms of regulatory alignment, yet it also 
imposes boundaries. Democracies are not universally defined or applied, being 
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dependent on cultural perceptions and governmental regulations. The conceptual 
framework should therefore not be seen as a universally fixed model, rather a 
flexible structure open to adaptation when applied in different political or cultural 
environments.  Although the application may be limited in non - democratic contexts, 
the strategies can still promote autonomy, reinforcing resistance to user 
manipulation and educating designers about data as a controversial material.  

Lastly, the niche nature of the structure was also raised in one of the 
interviews. The materials developed work for the development of specialized 
solutions for a specific audience. This point is a limitation of immediate scalability 
in broader design con texts of the conceptual framework . However, it also highlights 
that strategies should be developed at the niche level, proposing a transition that 
begins with focused and specialized interventions that gradually expand their 
influence. The conceptual fram ework focuses primarily on B2C - type Smart S.PSS, 
where user interaction with connected products is intense. It aims to restore user 
autonomy in addictive and manipulative digital contexts. It operates as a niche 
intervention within socio - technical systems, promo ting responsible practices 
despite possible barriers to adoption. Economically, the approach aligns with a 
growing demand for trustworthy alternatives, seen in trends such as simple phones, 
privacy by design, digital minimalism, and distributed socia l networks.  

8.4.  Educational Contributions  

 A key contribution of this research lies in the educational sphere. The 
workshops demonstrated that designers often lack the awareness and skills 
necessary to approach personal data as a design material with socio - ethical 
implications. The developed conceptual framework and materials were conceived 
as tools for design practice and learning instruments for capacity - building. They 
encourage designers to engage critically with data - driven environments, 
understand systemic relations, and adopt a socio - ethical perspective in the design 
of Smart S.PSS. This educational orientation contributes to building a new 
generation of designers who are not only technically competent but ethically 
prepared to address the risks of personal data misuse in democratic contexts.  

Furthermore, this educational contribution is also relevant considering 
evolving regulations. Frameworks such as the GDPR, the DSA, the DMA, and the AI 
Act provide legal safeguards for privacy, transparency, and accountability. The 
guidelines proposed in this research support these regulations, also extending  
beyond compliance by embedding democratic process  resilience as a requisite into 
design practices. The conceptual framework suggests higher standards of data 
protection, transparency, and participatio n, promoting regulatory conformity and 
the development of best practices. In this sense, the conceptual framework provides 
practical means to operationalise ethical principles within Smart S.PSS design.  
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9. CONCLUSIONS  
 
 
 
 
 
 
 

9.1. Revisiting the Research Aim and Questions  

This research aimed to understand the role that the design of Smart and 
Sustainable Product - Service Systems (Smart PSS) can play in preventing the misuse 
of personal data to manipulate consensus in democratic processes. The knowledge 
base and know - how deve loped suggest that design, supported by technology and 
structured through Smart PSS models, can contribute to more responsible personal 
data configurations and reduce risks of manipulation. Practical application, 
however, depends on factors such as the des ıħŊđŭ˾ű̇ŪőűıŹıőŊ̇ƓıŹĭıŊ̇Źĭđ̇őŭħîŊıűîŹıőŊ˗̇
the involvement of organisational stakeholders, and the context in which the offer 
is developed and applied.  

The research questions were addressed through three stages of the 
methodology. In Stage 1, the preliminary research addressing RQ 1.1 and RQ 2.1, the 
analysis focused on identifying configurations of existing digital personal data 
solutions that avoid misu se in democratic contexts. The case analysis included a 
broad sample of digital solutions that adopt more responsible approaches to 
personal data. This enabled the identification of features that can inform Smart PSS 
offers. These features were grouped as strategies to tackle the problem, forming a 
preliminary conceptual framework that combined socio - ethical insights with 
observed practices. This stage established a knowledge base that provided 
theoretical grounding and practical references.  

In Stage 2, RQ 1.2 and RQ 2.2 were addressed through the development of 
guidelines, tools, and procedures for designers. The conceptual framework was 
iteratively prototyped and assessed through workshops and interviews involving 
students, professionals, an d domain experts. This iterative testing refined the 
material into actionable guidelines and tools, presented in formats such as 
checklists, cards, and system maps. The exercise indicated the value of preparatory 
learning and support for designers working with socio - ethical issues related to 
personal data configurations.  Educational resources therefore complement 
čđűıħŊđŭű˾̇ŀŊőƓŃđčħđ̇Ūŭıőŭ̇Źő̇îŪŪŃıćîŹıőŊ̇ıŊ̇ŪŭîćŹıćđ˖̇Çĭđ̇ŭđĦıŊđč̇ŉîŹđŭıîŃű̇ĭőŃč̇
educational as well as professional value.  
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Stage 3 addressed the overarching research questions (RQ1 and RQ2) 
through reflection and synthesis of findings across the previous stages. The analysis 
examined, on the one hand, how personal data configurations within Smart PSS can 
be rethought to avoid misuse for manipulating consensus, and, on the other hand, 
how the Smart PSS model and the associated knowledge base, process, and tools 
can support designers in developing and implementing such configurations. The 
integration of socio - ethical strategies, guidelines, and educational tools appeared 
to offer a viable approach to inform design practice, reduce risks of manipulation, 
and reinforce user agency. This reflective process validated the conceptual 
framework as a theoretical contribution, acknowledged  its limitations, and 
emphasised the need for contextual and practical adaptation.  

ÇîŀđŊ̇ŹőħđŹĭđŭ˗̇Źĭđ̇űŹîħđű̇ćŃîŭıĦıđč̇čđűıħŊ˾ű̇ŭőŃđ̇îű̇î̇ŉđčıîŹőŭ̇ĆđŹƓđđŊ̇
technology and society by translating socio - ethical requirements into practical 
guidelines and Smart PSS personal data configurations. Design operates through 
systemic awareness to co unterbalance centralised data power, incorporating 
privacy, transparency, and participation into PSS offerings in ways that may 
strengthen the substance of democratic processes. Within this scope, design can 
specify socio - ethical safeguards in solutions, s hape privacy - preserving interfaces 
and data flows, create signifiers and structures for user control and participation, 
support the user literacy needed to utilise these capabilities, and create spaces for 
user participation in the design of structures tha t handle their data.  However, 
although design can reduce risks of manipulation and reinforce user agency, it 
remains dependent on organisational conditions, regulatory frameworks, and 
contextual variables. The results address the research objective within its scope by 
demonstrating how design, supported by technology and structured through Smart 
PSS, can guide the prevention of personal data misuse in ways that protect the 
substance of democratic processes . 

9.2.  Overview of  the Research Findings  

The research has generated findings that encompass theoretical advances 
and practical contributions in the field of design for sustainability . These findings 
derive from the iterative development of the study  knowledge base and know - how, 
culminating in a synthesis that responds to the central objective of the research.  The 
know ledge base reinforces the understanding of design focused beyond  technical 
fixes, spanning  its systemic perspective over the development of products and 
services and their societal im plications. The integration of the elements  privacy, 
transparency, and participation  into Smart Product - Service Systems (Smart PSS) 
extends current discourses on design for sustainability  in a European view, 
assuming a position that democra tic regimes  empowerment should be considerate 
in projects , reinforc ing sustainability strategie s. It demonstrates how socio - ethical 
sustainability , associated with equity, inclusion, and cohesion, can be broadened to 
encompass democratic resilience in the digital age. The proposed conceptual 
framework situates Smart PSS as a socio- technical configuration in which design 
decisions mediate the use of personal data, allowing or preventing the manipulation 
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of consensus. In this sense, the research advances by framing design strategies as 
instruments to safeguard user agency.  

From a practical perspective,  the study has delivered a conceptual 
framework of key elements, strategies, guidelines , and examples of features that can 
orient  designers in addressing personal data use within Smart PSS. Th e conceptual 
framework was iteratively tested and refined through workshops and expert 
interviews, ensuring its applicability in both educational and professional contexts. 
In addition, a set of tools was developed, including system maps and feature cards, 
designed to support de signers in v isualising data flows, identifying risks, and 
ŪŭőŪőűıŊħ̇îŃŹđŭŊîŹıƒđ̇ćőŊĦıħžŭîŹıőŊű˖̇Çĭđűđ̇ŹőőŃű̇đŊĭîŊćđ̇čđűıħŊđŭű˾̇ćîŪîćıŹƕ̇Źő̇
engage with this complex socio - technical issue  that is the erosion of democracy due 
data extraction and algorithmic process,  moving beyond product - level 
considerations to systemic approaches. The proposal for an open access course 
complements the know - how as practical outcomes by making the conceptual 
framework and tools widely available, fostering knowledge transfer within the 
design community.  

The findings emphasise that design choices in Smart PSS can either 
reinforce or resist the exploitation of personal data. By incorporating protection, 
guidance, control and collaboration strategies into design processes, the conceptual 
framework helps to restrict large - scale profiling, raise user awareness, empower 
individuals and encourage participatory practices. In doing so, it provides a means 
of counterbalancing the risks of algorithmic manipulation, filter bubbles and echo 
chambers. However,  the conceptual framework does not intent to claim to solve the 
issues of data exploitation. Personal data is produced not only by individuals 
themselves, but also by others, for example through recordings of family members 
or shared environments. This highlights the importance of raising designers' 
awareness of the indirect and collective dimensions of data. Smart technologies and 
algorithmic personalisation require careful and critical consideration and  ignoring 
these issues risks perpetuating exploitative systems.  The conceptual framework 
should therefore be understood as a starting point for critical reflection rather than 
a definitive solution.  

The research contributes to a cademic knowledge , expanding theoretical 
discussions on design for sustainability by assuming democratic resilience as a 
requisite for designing for  socio- ethical sustainability in Smart PSS, contributing to 
discourses on design ethics, political design, and digital governance.  It also 
contributes to the p rofessional practice , provid ing a conceptual framework with 
guidelines  for designers, enabling them to understand, anticipate , and redesign 
practices of personal data management in ways that does not cohobate  to  the 
manipulation of u sers. In the e ducation  side, it develops and proposes an open 
access course, offering structured learning materials to support the integration of 
democratic and socio - ethical concerns into design education. Finally, its s ocietal 
contribution positions design as a means of resisting the manipulation of consensus 
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in democratic processes. By linking everyday practices of data use to systemic issues 
of democracy, the research contributes to broader debates on how societies can 
govern digital technologies ethically and sustainably.  

9.3.  Reflections on the Research Methodology  

The research adopted a Design Research methodology following (Plomp & 
Nieveen, 2010), which proved effective  with reservations  in addressing the complex, 
interdisciplinary studies situated at the intersection between Smart PSS, personal 
data, and the resilience of democratic processes. The three - stage structure ˶
Preliminary Research, Prototype and Assessing, and Reflection e˶nabled an iterative 
process of building, testing, and refining a conceptual framework while 
continuously integrating theoretical insights and empirical evidence. This approach 
highlighted the value of research - through - design for generating knowledge that is 
simultaneously conceptual and applied. However, the division could have 
established a phase dedicated to the development of materials prior to application, 
which ended up being adapted with a pilot workshop. A more explicit 
methodological stage, focused on the initial development of materials, could have 
better defined the process and improved the flow between theoretical construction 
and practical testing.  

The iterative cycles of prototyping and assessment revealed the importance 
of framing complex sociotechnical issues in ways that are accessible to designers. 
The workshops demonstrated that, although designers are willing to engage with 
ethical concerns, t hey require structured tools, contextual examples, and 
educational support. This highlighted the need to incorporate more educational 
content into the tools themselves, making them more accessible. Some potential 
participants later reported that the topic seemed excessively complex and would 
have required prior knowledge for meaningful participation, which led them to 
cancel their involvement. Although the planned sequence of workshops with 
students, companies, and experts was disrupted by cancellations and  the limited 
availability of participants, resulting in fewer sessions and smaller groups, this 
allowed for more detailed data collection and deeper facilitation.  

Another difficulty was that the expected outcome of generating entirely 
new offers did not materialise as planned. Instead, participants demonstrated the 
need to first build a fundamental understanding of contemporary issues and existing 
solutions before p rogressing to idea generation. This was particularly evident in the 
đƔŪŃîŊîŹıőŊű̇ ŭđŬžıŭđč̇ čžŭıŊħ̇ ƓőŭŀűĭőŪ̇ ĦîćıŃıŹîŹıőŊ˗̇ îű̇ ƓđŃŃ̇ îű̇ ıŊ̇ ŪîŭŹıćıŪîŊŹű˾̇
comments about the density of the content and the difficulty of the subject. These 
findings justified the pr oposal of an open access course as a more suitable vehicle 
to progressively expand the content, rather than relying exclusively on the 
application of the conceptual framework . 

9.4.  Future Research Directions  
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For the future development of these themes, it is important that the 
conceptual framework be more widely applied through courses and workshops, 
allowing designers to progressively engage with the connections between personal 
data and the manipulation of democratic processes. As designers evolve in their 
perception of data as a contradictory des ign material, they can learn to integrate 
protective measures into commercial products, embedding safeguards of user 
agency from the design stag e. This perhaps can enhance the capacity to negotiate 
and develop different system even within commercial constr aints and 
organisational realities.  The conceptual framework should remain adaptable, 
supporting educational and professional contexts, and allowing revisions as 
technologies, regulatory regimes, and sociotechnical practices evolve.  Deeper 
explorations of the role of personal data in manipulation within design practices are 
also necessary, together with empirical studies on how design can contribute to 
ethical infrastructures. Interdisciplinary collaboration will be crucial, particula rly at 
the intersection of design, law, political science, and data governance. Further 
research may also examine how design contributes to democratic resilience by 
shaping infrastructures that are both socio - ethically sustainable and technologically 
robus t. 

This project work with the idea of restructuring systemically an offer of 
űŉîŭŹ̇čđƒıćđű̇îŊč̇űŹîŀđĭőŃčđŭű˾̇ćőŊĦıħžŭîŹıőŊű˖̇xđƒđŭŹĭđŃđűű˗̇Ħuture research could 
broaden the repertoire by drawing on critical and speculative pratices , feminist , 
oppressed,  and participatory approaches  of design , and other situated 
methodologies that prototype and assess adversarial or non - cooperative strategies . 
It can also focus on reduce inference and targeting capacity while remaining viable 
in everyday life . Examples include anti - facial - recognition artefacts  (such as the 
sweaters of Rachele Didero  îŹ̇ĭđŭ̇¸ĭ=̇ıŊ̇¸őŃıŹđćŊıćő̇ćîŃŃđč̇˻Manifesto Collection ˼ˮ̇ 
and related obfuscation practices, as well as data - design equivalents of 
sousveillance that reconfigure asymmetric visibility by enabling citizens to 
document institutional /powerful actors.  

Longitudinal studies should observe ĭőƓ̇čđűıħŊđŭű˾̇ŪŭîćŹıćđű̇đƒőŃƒđ̇őƒđŭ̇
time when applying the conceptual framework . Comparative analyses across 
different cultural and political contexts beyond Europe would help assess its global 
applicability and relevance. Collaborations with industry are equally important to 
test feasibility under commercial pressures and to identif y organisational barriers 
to implementation. Finally, the development of metrics to empirically measure 
impact s˶uch as indicators of user ag ency, transparency, and resistance to 
manipulation w˶ould provide a stronger evidence base for evaluating the 
conceptual framework ˾ű̇đĦĦđćŹıƒđŊđűű˖ 

9.5.  Concluding Remarks  

The study confirms that systems must be redesigned based on an 
understanding of the controversial nature of data, in ways capable of informing and 
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protecting users. Smart technologies should be designed to distribute the 
responsibility of data management across infrastructures and actors, rather than 
reinforcing burdens on individuals, thereby reducing complexity and providing 
support. In this sense,  emerging projects such as ORBIS (Orbis, 2025) and Dembrane 
(Dembrane, 2025)  demonstrate that artificial intelligence can be mobilised to 
support collective intelligence and deliberation. Such projects can enhance system 
transparency and broaden user participation in the development of solutions, 
bringing forward relevant points fo r debate.  

The research also notes that digital infrastructures are inseparable from 
their physical bases. Data centres are subject to local regulations, while the global 
expansion of platform infrastructures imposes cultural models that can obliterate 
local diversit y. In this respect, contemporary platformisation frequently reinforces 
homogenisation in favour of profitability. Designers are therefore called to reverse 
the contemporary controversial  Ńőħıć̇őĦ̇˻čđŃıƒđŭıŊħ̇ŪđőŪŃđ̇Źő̇űƕűŹđŉű˼̇îŊč̇ıŊűŹđîč̇
develop real ˻űƕűŹđŉű̇Ħőŭ̇ŪđőŪŃđ˼˗̇đćĭőıŊħ Thackara  (2005) arguments. Such a 
reversal requires attention both to sustainability and to cultural , territorial  plurality. 
In this regard, it is also extremely important that the study be expanded to  also 
investigate local environmental dimension  of digital technologies , since these same 
infrastructures consume significant natural resources such as water and energy  to 
process data . 

Finally, the research points to a possible role for design in safeguarding 
democracy in the digital age. Designers can assist users in avoiding manipulation 
derived from data collection and algorithmic processing, thereby reinforcing socio -
ethical sustaina bility by embedding privacy, transparency, and participation into 
Smart PSS. The findings establish design as a mediator between personal data 
practices and the manipulation of consensus in democratic processes, contributing 
to debates on how societies can  govern digital technologies responsibly. The thesis 
positions design as a democratic practice, capable of contributing to ethical futures. 
It is also suggested that the findings presented here may inform future regulatory 
developments and best practices. Expert interviews highlighted the need for 
structured spaces and institutional support to enable designers to work with ethical 
conceptual framework s. In this sense, legislation such as the emerging European 
eco- design regulations may play a role in forma lising the need to pursue ethical 
purposes in the development of new solutions, thereby strengthening the work of 
designers.  
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