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Abstract

Artificial Intelligence is growing rapidly in a highly interconnected world,
providing solutions to problems that were unimaginable just a few years
ago, while at the same time opening the door to existential risks and dan-
gers for humanity. Keeping its development under control and respecting
the individual is one of the main goals of Human-Centred Artificial Intel-
ligence, a branch of computer science that has emerged in the last decade
and aims to make the research, production and use of Artificial Intelli-
gence algorithms transparent, credible, safe and ethical. With the advent
of cyber-attacks against such algorithms, regulation and protection have
become imperative. Through the use of certain Artificial Intelligence mod-
els, it is indeed possible to extract the information learned by third party
algorithms, showing how the training data is present in these architectures,
albeit in the form of a latent representation. Data, whatever its nature or
form, is thus one of the most important and debated resources, being on
the one hand the essential ingredient for learning algorithms, and on the
other hand an asset to be protected and kept private.

This thesis begins by examining the current landscape of privacy preserva-
tion techniques in deep learning, revealing significant challenges in balanc-
ing model performance with data protection. Existing methods, including
Differential Privacy, often result in substantial compromises with respect
to privacy guarantees and model performance, limiting their practical ap-
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plication in real-world scenarios. In response to these challenges, this re-
search introduces a series of novel contributions aimed at enhancing both
privacy and performance in deep learning systems. Initially, it explores
regularisation techniques as a means to improve privacy protection whilst
maintaining model performance. This approach proves to be a promising
alternative to more computationally intensive methods, offering a better
balance between privacy and utility. Building upon this foundation, the
work presents Discriminative Adversarial Privacy (DAP), a new strategy
that leverages adversarial training to simultaneously optimise for task per-
formance and privacy protection. This approach demonstrates significant
improvements over traditional methods, offering a more favourable balance
between model accuracy and privacy guarantees. The thesis then investi-
gates the potential of federated learning as a privacy-preserving technique
for collaborative model development. Recognising the vulnerabilities in-
herent in traditional approaches, it proposes Synthetic Generative Data
Exchange (SGDE). This innovative method leverages generative models
to produce synthetic data for exchange within a federated learning con-
text, significantly enhancing privacy protections whilst maintaining or even
improving model performance.

Expanding on the concept of synthetic data, a comprehensive pipeline
called Gap Filler (GaFi) is developed to optimise the quality and utility
of synthetic datasets for downstream tasks. This approach significantly
narrows the performance gap between models trained on synthetic versus
real-world data across various domains. Additionally, the research explores
the adaptation of Stable Diffusion 2.0 for synthetic dataset generation, in-
corporating techniques such as transfer learning and fine-tuning. Build-
ing upon these advancements, the Knowledge Recycling (KR) pipeline is
introduced, which integrates and refines the insights from GaFi and the
Stable Diffusion experiments. KR employs advanced generative techniques



| Abstract iii

to further enhance the effectiveness of synthetic data in model training,
demonstrating its potential to surpass real data in certain scenarios. In the
context of collaborative learning, this research proposes Federated Knowl-
edge Recycling (FedKR). This novel approach enables secure and effective
collaboration across institutions without compromising data privacy. By
leveraging locally generated synthetic data and sophisticated aggregation
mechanisms, it offers enhanced security and improved model performance
compared to traditional federated learning techniques. In conclusion, this
thesis presents a series of methodologies and techniques that contribute
to the ongoing development of privacy-preserving deep learning. The pro-
posed approaches offer potential solutions to some of the current challenges
in balancing data utility and privacy in machine learning applications.

Keywords: Human-Centred Artificial Intelligence, Privacy Preserving
Deep Learning, Synthetic Data Generation, Federated Learning, Adver-
sarial Training
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Introduction

Deep learning is now the vanguard of arti�cial intelligence. Thanks to

continuous technological advances, it has now penetrated deeply into our

society through a process of capillarisation that shows no signs of slowing

down. And this process is leading to exciting developments: generative art

makes it possible to create masterpieces with simple commands, enabling

everyone to express their creativity in ways that were unimaginable just a

few years ago; personalised medicine is making great strides thanks to spe-

cialised neural systems, improving early diagnosis and treatment of various

diseases; precision agriculture optimises crop management through com-

puter vision, increasing productivity and reducing environmental impact.

On the other hand, signi�cant challenges are emerging: the proliferation

of increasingly sophisticated deepfakes threatens the integrity of informa-

tion, making it di�cult to distinguish the true from the false; pro�ling

algorithms raise serious questions about digital privacy, with the massive

collection of personal data raising ethical concerns; the use of deep learn-

ing to amplify online polarisation, as seen in social media echo chambers,

risks undermining democratic processes and social cohesion, and in�uenc-

ing public debate in potentially damaging and complex ways.

This rapid evolution is not the result of coincidence, but of an unprece-

dented acceleration over the last decade, fuelled by a synergy of factors:

intense interest from the scienti�c community, huge public and private in-
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vestment, and technological advances that have made previously unimag-

inable computing power available. Although the roots of deep learning

go further back in history, a pivotal moment in its development occurred

at the beginning of the last decade. This period saw the convergence of

three technological milestones: the creation of ImageNet, a dataset of an-

notated images of unprecedented size; the development and re�nement of

Convolutional Neural Networks (CNN); and the innovative use of graph-

ics accelerators to parallelise the learning of these networks [8, 9]. This

combination gave rise to the modern concept of deep learning, understood

as a process of hierarchical, layered and automatic extraction of informa-

tion using parametric layers. This approach has signi�cantly outperformed

previous techniques and revolutionised the �eld of computer vision in par-

ticular. The resulting advances have opened new frontiers in areas such as

object recognition, semantic segmentation, image compression and search,

laying the foundation for the advanced applications that permeate our

daily lives today.

In 2014, another important milestone was reached with the invention of

Generative Adversarial Networks (GAN). GANs introduced an innovative

paradigm for the generation of high-quality multimedia content. Through

a process of competition between a generating and a discriminating net-

work, GANs are able to produce synthetic data that matches the distri-

bution of real data, while being completely novel [10]. This approach has

made it possible not only to replicate or rework existing data, but also to

"invent" new plausible examples, thus expanding the range of creative pos-

sibilities in areas such as image, video and audio generation. The ability of

GANs to operate in the latent space of data has opened up new frontiers

in the interpolation and semantic manipulation of generated content.

In 2017, the emergence of Transformers represented a decisive revolution-

ary step forward. Originally designed for natural language processing
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tasks, Transformers have demonstrated unprecedented versatility, extend-

ing their applicability far beyond the textual domain [11]. The attention

mechanism, the cornerstone of this architecture, has enabled the capture

of long-range dependencies in data sequences of di�erent types, innovating

not only the understanding and generation of text, but also the analysis of

images, video and structured data. The impact of Transformers was such

that it laid the foundations for the development of large-scale language

models capable of generating coherent text, solving complex problems and,

to some extent, emulating human reasoning processes.

More recently, around 2020, Denoising Di�usion Probabilistic Models have

entered the deep learning landscape, taking image generation to previ-

ously unimaginable levels of quality and control [12]. These models have

not only perfected the creation of realistic visual content, but have also

opened up new frontiers in the manipulation and editing of existing im-

ages, with applications ranging from the restoration of artworks to the

creation of customised content on a large scale. Subsequently, the Con-

trastive Language-Image Pre-training (CLIP) model, introduced in 2021,

marked another signi�cant advance, bridging the domains of text and im-

ages [13]. CLIP paved the way for systems capable of understanding and

generating multimodal content, facilitating communication between seem-

ingly distant forms of data. This intermodal 'translation' capability has

greatly expanded the application possibilities of deep learning, from vi-

sual search based on textual descriptions to image generation driven by

linguistic prompts. CLIP has demonstrated an amazing capacity for gen-

eralisation, allowing classi�cation tasks to be performed on datasets never

seen during training, simply through textual descriptions.

The convergence of these technologies, fuelled by an increasingly active

scienti�c community, evolving hardware and massive investment, has led

to the creation of multimodal models of extraordinary versatility. These
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systems are capable of processing and generating multiple types of content

in an integrated and synergistic manner. The potential and large-scale

social impact of these developments has triggered a real race for innova-

tion, with both large corporations and the open source community playing

leading roles, each with their own approaches and philosophies.

The focus of research and development remains on perfecting, adapting

and "democratising" these technologies for a humanity in a paradoxical

position: projected into an unprecedented technological future, yet still

anchored in mental patterns and social structures that struggle to adapt

to the rapidity of change. This dichotomy raises crucial questions about

our collective ability to assimilate and make ethical and constructive use of

the innovations produced to date, and highlights the growing gap between

the rhythm of technological progress and the speed of societal adaptation.

Nevertheless, e�orts are focused on the integration of technologies that

allow these multimodal models to adapt to di�erent needs and applications

in an increasingly capillary and contextualised way. The desired direction

seems to be the development of systems capable not only of processing

information, but also of generating new knowledge through processes of

abstraction and generalisation that come as close as possible to what we

think we have understood about the functioning of the human intellect.

These approaches aim to overcome the current limitations of models based

on statistical patterns in order to achieve deeper understanding and more

articulate reasoning. The very latest frontiers of research are beginning to

explore concepts towards the earliest forms of general arti�cial intelligence

and brain-machine interfaces, opening up scenarios that until recently were

the domain of science �ction, and raising profound questions about the

future of human-machine interaction and the nature of intelligence itself.



| Introduction 5

Human-Centered Arti�cial Intelligence

Human-Centred Arti�cial Intelligence (HCAI) is an emerging paradigm in

the �eld of arti�cial intelligence (AI) that has developed in parallel with

the rise of deep learning. This innovative approach aims to design and

implement AI systems that put people at the centre, both as the primary

bene�ciaries and as active collaborators in the process of developing and

using intelligent technologies. HCAI aims to balance technological progress

with ethical values and human needs, maximising the bene�ts of AI while

minimising potential risks and negative impacts on society. Despite the

various de�nitions and di�erent points of view, it is possible to identify

some key common factors and to state that the HCAI is based on four key

principles to guide and control the development and implementation of AI

systems [14]:

ˆ Explainability . The decision-making processes and internal oper-

ations of AI systems should be comprehensible and veri�able. This

clarity is valuable for both developers and end-users. Current re-

search in Explainable AI (XAI) explores methods to improve the

interpretability of deep learning models, potentially enhancing our

understanding of AI technologies [15].

ˆ Fairness . The minimisation of bias and discrimination in automated

systems is a key concern. This objective requires careful considera-

tion of diversity and inclusion throughout the AI development pro-

cess, from data collection to algorithm implementation. Fairness in

AI seeks to reduce disparate impacts on di�erent demographic groups

and promote equitable outcomes across diverse populations [16].

ˆ Accountability . The assignment of ethical and legal responsibili-

ties in AI utilisation is an important consideration. This principle

involves developing governance mechanisms that enable traceabil-
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ity of AI system decisions and establish clear lines of responsibility.

Accountability measures aim to ensure responsible use of AI tech-

nologies within regulatory frameworks [17].

ˆ Privacy . The protection of personal data and adherence to users'

privacy rights are signi�cant concerns in AI development. Imple-

menting appropriate data security measures is necessary to safeguard

sensitive information. Techniques such as federated learning and dif-

ferential privacy o�er potential approaches for training AI models on

distributed data whilst maintaining data con�dentiality, addressing

the balance between data utility and individual privacy [18].

The practical implementation of these principles has stimulated the de-

velopment of speci�c policies and laws by governments and international

organisations, which, in response to these challenges, have begun to regu-

late the development and use of AI.

The European Union's "General Data Protection Regulation" (GDPR),

which came into force in 2018, laid the foundations for the protection of

personal data in the digital age and has had a signi�cant impact on the

development of AI systems. The GDPR introduced concepts such as the

"right to explanation" for automated decisions, pushing for greater algo-

rithmic transparency [19]. More recently, the European Union approved

the "AI Act", an ambitious attempt to create a comprehensive regulatory

framework for AI. The AI Act proposes a risk-based approach, classify-

ing AI applications into categories and imposing stricter requirements for

systems considered high-risk [20].

In the United States, while speci�c federal legislation on AI is still under

discussion, some states have taken the initiative. California, for instance,

has introduced legislation to regulate speci�c aspects, such as the use of

chatbots and the manipulation of digital content. The California Bot Dis-
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closure Law (SB-1001) exempli�es these state-level e�orts to address AI-

related challenges. China has also been proactive in developing guidelines

on ethical AI. The "Ethical Norms for New Generation Arti�cial Intel-

ligence", published by the Ministry of Science and Technology, outlines

China's approach to ensuring the responsible development of AI technolo-

gies [21]. Similarly, India launched its "National Strategy for Arti�cial

Intelligence" in 2018, aiming to promote AI adoption across various sec-

tors whilst considering ethical implications. Russia adopted its "National

Strategy for the Development of Arti�cial Intelligence" in 2019, setting

objectives and priorities for AI development in the country until 2030 [22].

Brazil, too, has joined the global e�ort with its "Brazilian Arti�cial Intel-

ligence Strategy", published in 2021, which aims to guide federal govern-

ment actions in promoting research, development, and ethical use of AI.

At the global level, organisations such as UNESCO have developed ethi-

cal guidelines for AI to promote a human-centred approach internationally.

UNESCO's "Recommendation on the Ethics of Arti�cial Intelligence" pro-

vides a comprehensive framework for ensuring that AI technologies bene�t

humanity as a whole.

However, the rapid development of AI technology poses a constant chal-

lenge to regulation. Regulators often �nd themselves chasing innovation,

trying to balance the need to protect citizens' rights with the desire not

to sti�e technological development, which is often faster than their own

understanding. In addition, the practical application of concepts such as

algorithmic "fairness" and "bias removal" collides with the complexity of

social systems and di�erent cultural interpretations of fairness and jus-

tice, principles that are often presented as universal but which in practice

are highly speci�c to place and historical moment. HCAI thus stands at

the intersection of technological innovation, ethics and legislation. While

it promises to create AI systems that are more in tune with human val-
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ues and needs, its practical implementation remains a decidedly complex

challenge.

Thesis Outline

Following this introductory chapter, the thesis is structured as follows:

1. Chapter 1 critically examines existing privacy preservation techniques

in deep learning, with particular emphasis on di�erential privacy and

its inherent limitations. It o�ers novel insights into regularisation

methods and introduces two signi�cant contributions: Discrimina-

tive Adversarial Privacy (DAP), an innovative technique designed

to enhance model performance whilst maintaining robust privacy

guarantees, and Accuracy Over Privacy (AOP), a novel metric that

simultaneously captures performance and resilience against member-

ship inference attacks.

2. Chapter 2 explores federated learning approaches as a paradigm for

collaborative model development. It presents the Secure Generative

Data Exchange (SGDE) method, which leverages generative models

to produce synthetic data for exchange within a federated learn-

ing context. This approach signi�cantly enhances privacy protec-

tions whilst maintaining, and in some cases improving, model per-

formance.

3. Chapter 3 investigates advanced techniques for generating high-utility

synthetic datasets. It introduces the Gap Filler (GaFi) pipeline, an

innovative framework that integrates multiple post-processing tech-

niques to substantially enhance the performance of generative mod-

els. Furthermore, it explores the adaptation of state-of-the-art mod-

els, such as Stable Di�usion 2.0, for downstream classi�cation tasks,

pushing the boundaries of synthetic data utility.
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4. Chapter 4 presents the Knowledge Recycling (KR) pipeline, incor-

porating the novel Generative Knowledge Distillation (GKD) tech-

nique. This approach signi�cantly narrows the performance gap be-

tween models trained on synthetic versus real data. The chapter

demonstrates the pipeline's e�ectiveness across a diverse range of

datasets, with particular emphasis on its applicability to medical

imaging data.

5. Chapter 5 introduces Federated Knowledge Recycling (FedKR), a

novel approach that combines improved synthetic dataset genera-

tion with federated learning principles. This method is speci�cally

designed to enhance both privacy and performance in cross-silo en-

vironments, addressing key challenges in collaborative learning for

sensitive domains, with a particular focus on healthcare applications.

The thesis concludes with a comprehensive discussion of the �ndings and

contributions to the �eld of privacy preserving deep learning. This �nal

chapter examines the broader implications of this research for future devel-

opments in arti�cial intelligence and data privacy, and delineates promising

directions for further investigation.
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1 | Privacy Preserving Deep

Learning

In recent years, the widespread adoption of deep learning models across

various industries has underscored the paramount importance of safeguard-

ing data privacy, particularly in light of the sensitive information frequently

utilised during model training. Di�erential Privacy (DP) has emerged

as a prominent and widely acknowledged method for ensuring data pro-

tection within arti�cial intelligence frameworks, predominantly through

techniques such as Di�erentially Private Stochastic Gradient Descent (DP-

SGD). Despite the robust defence DP o�ers against various privacy threats,

particularly membership inference attacks, its implementation often leads

to signi�cant reductions in model performance and heightened compu-

tational demands, thus raising questions about its viability in practical,

real-world applications.

This chapter addresses these challenges through a dual-faceted approach.

Initially, an in-depth evaluation is conducted to compare the e�cacy of

DP-SGD with standard optimisation techniques that incorporate regular-

isation, focusing on the resulting model performance and susceptibility

to privacy breaches. The analysis exposes the limitations inherent in DP

and empirically demonstrates the potential of regularisation as a viable

alternative for privacy preservation.
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Subsequently, in response to the challenges posed by DP, a novel strategy

termed Discriminative Adversarial Privacy (DAP) is introduced. DAP

seeks to harmonise privacy protection with model accuracy and training

e�ciency by leveraging adversarial training alongside an innovative loss

function designed to concurrently minimise prediction errors and elevate

the error rates of membership inference attacks. To measure the balance

between performance and privacy, a new metric�Accuracy Over Privacy

(AOP)�is proposed. Extensive comparisons between DAP and various

DP methodologies reveal that DAP outperforms standard DP approaches,

achieving a 15% enhancement in model accuracy and a 30% reduction in

training time, all while maintaining comparable levels of privacy protec-

tion.

1.1. Introduction

The rapid expansion and diversi�cation of deep learning applications within

modern society have been primarily propelled by advancements in com-

putational resources, the availability of extensive datasets, and the con-

tinuous evolution of neural network architectures alongside optimisation

algorithms. The e�cacy of these models is tightly interwoven with both

the volume and quality of the data employed during training, prompting

an ongoing pursuit to amass increasingly larger datasets in order to secure

reliable and precise outcomes. Nevertheless, this data-centric approach is

accompanied by signi�cant challenges, particularly concerning data secu-

rity and privacy.

In an era de�ned by rigorous data protection regulations, such as the Eu-

ropean General Data Protection Regulation (GDPR), the safeguarding of

sensitive data utilised in the training of deep learning models has emerged

as a critical issue [23]. Ensuring the security and integrity of models trained
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on such data is essential, especially in the context of data sharing. Tradi-

tional security measures, although robust, have proven vulnerable to the

rapidly evolving landscape of cyber threats. The rise of deep learning has

not only ampli�ed the potency of pre-existing attack vectors but has also

introduced novel vulnerabilities that speci�cally exploit these models.

Among the most notable and perilous techniques are membership infer-

ence attacks, �rst introduced by Shokri et al. [24]. These attacks aim to

ascertain whether a speci�c data instance was included in the training set

of a compromised model. Equally concerning is the model inversion at-

tack, which seeks to reconstruct input data from accessible or leaked model

outputs. These attacks pose substantial risks and form the groundwork

for more sophisticated and potentially devastating security breaches.

To counteract the e�ectiveness of such attacks on arti�cial neural networks,

a prevalent strategy involves integrating noise into the training process to

enforce di�erential privacy. Di�erential privacy is widely regarded as the

standard mechanism for preserving privacy, attributed to its theoretical

soundness and robustness, as evidenced by the work of Abadiet al. [25].

The primary advantage of this approach lies in its ability to provide a

quanti�able privacy budget, thereby ensuring that privacy leakage remains

both constrained and measurable post-training.

Nonetheless, the implementation of this technique is not devoid of limi-

tations. The high level of privacy a�orded by di�erential privacy often

incurs a substantial cost. The noise injection necessary to attain the de-

sired privacy budget can signi�cantly hinder the model's training e�ciency,

impacting both time and utility. It has been demonstrated that enforc-

ing a stringent level of di�erential privacy typically results in consider-

able performance degradation and elongated training periods, rendering it

impractical for many real-world scenarios, and sometimes even for basic

simulations [26].
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The delicate balance between model performance and privacy represents

a formidable challenge for the deep learning community. As the threats

and potential for data breaches evolve at a pace that frequently surpasses

regulatory frameworks, the development of robust, e�cient, and practical

privacy-preserving techniques becomes increasingly crucial. These tech-

niques must adeptly balance the necessity for high-quality training data

with the imperative to protect sensitive information, thereby ensuring that

the sustained advancement and application of deep learning technologies

do not come at the cost of individual privacy and data security.

1.1.1. Main Contributions

This chapter delves into two complementary approaches for privacy preser-

vation within deep learning frameworks, both aimed at mitigating the risks

posed by membership inference attacks while ensuring the retention of

model utility and training e�ciency.

The �rst investigation focuses on the role of di�erential privacy in deep

learning models, with particular attention given to the application of dif-

ferentially private stochastic gradient descent (DP-SGD) as a defensive

measure. This study not only evaluates the robustness of models against

privacy breaches but also considers the e�ects on model accuracy and

training duration. Furthermore, the analysis integrates two widely recog-

nised regularisation techniques, Dropout and L2 regularisation, which are

known to enhance a model's generalisation capabilities. These techniques

are examined in relation to the established correlation between a model's

vulnerability to privacy attacks and its degree of over�tting. The empiri-

cal �ndings suggest that L2 regularisation and Dropout can o�er privacy-

preserving bene�ts that are comparable to or even exceed those provided

by DP-SGD, all while maintaining both model utility and training e�-

ciency.
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The second line of research introduces an innovative privacy-preserving

technique termed Discriminative Adversarial Privacy (DAP). This ap-

proach leverages the framework of membership inference attacks to im-

plement multi-objective adversarial learning. In DAP, a discriminator is

trained using shadow models within the context of membership inference

attacks and is employed to introduce a regularisation component into a

novel loss function. This loss function is designed to simultaneously min-

imise prediction error, akin to standard loss optimisation, and maximise

the error of an attacker. The resultant models achieve privacy levels on par

with di�erential privacy, yet they do so with signi�cantly less performance

degradation and reduced training times.

The principal contributions and �ndings of these studies are summarised

as follows:

ˆ A comparative evaluation of DP-SGD, Dropout, and L2 regulari-

sation as privacy-preserving techniques, revealing that traditional

regularisation methods can attain privacy outcomes that are compa-

rable to or superior to those achieved with DP-SGD, while preserving

model utility.

ˆ The introduction of Discriminative Adversarial Privacy (DAP), a

novel learning technique that merges adversarial learning principles

with membership inference attacks to e�ectively balance model per-

formance, training e�ciency, and privacy preservation.

ˆ The development of a new loss function tailored for DAP, speci�cally

designed to optimise the trade-o� between prediction accuracy and

privacy protection.

ˆ The proposal of a novel metric, termed Accuracy Over Privacy (AOP),

to better capture and manage the trade-o� between model perfor-

mance and privacy preservation.
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ˆ A thorough empirical validation demonstrating that DAP provides

a comparative advantage over di�erentially private optimisation in

terms of model performance, training time, and the preservation of

privacy.

1.2. Related Works

The issue of privacy in machine learning has garnered signi�cant attention

in recent years. Although deep learning models are adept at solving com-

plex problems by learning from large datasets, they remain susceptible to

various forms of adversarial attacks [27�29]. These vulnerabilities expose

users to varying degrees of risk, with membership inference and model in-

version attacks standing out as some of the most critical and concerning

threats [30].

1.2.1. Membership Inference Attacks

Among the numerous threats to deep learning models, membership infer-

ence attacks are particularly notable, having spurred considerable research

into both o�ensive strategies and defensive techniques [31]. These attacks

are designed to determine whether a speci�c data point was included in the

training set of a target model, thereby compromising the con�dentiality of

the training data.

The foundational work by Shokri et al. [24] remains one of the most im-

pactful contributions to this �eld. Their method capitalises on the ten-

dency of overparameterised models to retain information about individual

training instances, which extends beyond mere generalisation of the task

at hand. The core technique involves the construction of multiple shadow

models, which are trained on surrogate datasets that mimic the target

model's training data in both structure and distribution. The outputs of
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these shadow models, combined with their corresponding labels, are used

to create an attack dataset. This dataset then trains a metamodel that

infers the membership status of data points based on the behaviour of the

shadow models. However, the e�ectiveness of this approach is constrained

by the shadow models' �delity in replicating the target model and the as-

sumptions made about the adversary's knowledge concerning the target

model's architecture and training data distribution.

In response to these limitations, Salemet al. [32] introduced several attack

methods that operate under less stringent assumptions regarding the ad-

versary's knowledge. The most prominent of these is the threshold-based

attack, where a simple binary classi�er evaluates the maximum posterior

probability from the target model's prediction vector against a prede�ned

threshold. If this maximum exceeds the threshold, the data point is classi-

�ed as part of the training set. This method o�ers signi�cant advantages,

including independence from the target model's speci�cs, elimination of

the need for shadow models, and avoidance of attack model training.

The scope of membership inference attacks has continued to expand with

recent advancements. For instance, Chenet al. employed data poisoning

techniques to enhance the accuracy of membership inference attacks while

mitigating the impact on test-time performance [33]. He et al. demon-

strated the feasibility of these attacks against self-supervised learning mod-

els and investigated early stopping as a possible defence mechanism [34].

Researchers have also assessed membership inference attacks across various

model types, such as GANs [29, 35], di�usion models [36, 37], recommender

systems [38, 39], semantic segmentation models [40, 41], and text-to-image

models [42]. Additionally, Hui et al. proposed the innovative BlindMI tech-

nique, which enhances the attacker's capabilities by leveraging di�erential

comparison and data generation to extract membership semantics from

the target model [43].
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1.2.2. Model Inversion Attacks

Model inversion attacks are a sophisticated class of techniques aimed at

reconstructing training data from trained deep learning models. These

methods have evolved signi�cantly, from initial white-box approaches to

more advanced black-box strategies.

In the early stages of the �eld, researchers developed reconstruction tech-

niques that relied on extensive model knowledge. These early approaches,

known as maximum a-posteriori (MAP) attacks, exploited full access to

model parameters, output labels, and prior feature distributions to es-

timate sensitive feature values [44]. However, it was found that the ef-

fectiveness of MAP attacks decreases signi�cantly when applied to high-

dimensional feature spaces.

To address these limitations, subsequent research has reframed the attack

paradigm as an optimisation problem [45]. This novel approach uses gra-

dient descent to reconstruct the original samples, with the objective func-

tion depending on the output of the target model. The versatility of this

method allows it to be applied in both white-box and black-box scenarios,

depending on the level of access to the target model's architecture.

Further advances in the �eld have led to the development of attack meth-

ods that operate without speci�c knowledge of the model or its training

data [46]. Instead, these approaches rely on a general understanding of

the distribution of the training data and the output format of the model.

Building on this foundation, many researches have adopted generative ad-

versarial networks (GANs) to learn representations of the training data,

thereby facilitating more sophisticated inversion attacks [10, 47].

The exploitation of arti�cial intelligence explainability tools has emerged

as another avenue for achieving high �delity input data reconstructions [48].

This line of research focuses on identifying the explanation methods that
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are most advantageous to potential attackers by assessing the degree of

information leakage associated with the target data.

In the context of federated learning, novel techniques have been developed

to reconstruct user input data from leaked gradients [49]. These meth-

ods involve the generation of dummy gradients from randomly initialised

inputs, followed by an iterative re�nement process to minimise the dis-

crepancy between these dummy gradients and the real ones, building on

previous work in this area [50].

A signi�cant advance in this area is the GradInversion technique, which

demonstrates the ability to accurately recover individual images from gra-

dients of neural networks, even when trained with substantial batch sizes [51].

This approach reformulates the input reconstruction task as an optimisa-

tion problem where synthetic images generated from random noise are

iteratively adapted. The innovation of GradInversion lies in its ability to

recover labels on a batch-wise basis and apply auxiliary losses, ensuring

both the �delity of the reconstructed images and consistency across output

groups.

1.2.3. Di�erential Privacy

The concept of di�erential privacy was originally developed for database

query contexts, wherein adjacent databases are characterised by a single

entry di�erence. A formalisation of this concept involves a randomised

mechanismM: D ! R, where D represents the domain andR the range.

This mechanism achieves"-di�erential privacy if, for any pair of adjacent

inputs d, d' 2 D and any output subset S � R, the following inequality is

satis�ed:

P r [M(d) 2 S ] � e" Pr [M(d') 2 S ]: (1.1)
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In this formulation, " denotes the privacy budget, which serves as a met-

ric for the acceptable degree of information disclosure. A lower" value

correlates with enhanced privacy protection.

The signi�cance of di�erential privacy in the realm of privacy preserving

techniques stems from its provision of three essential attributes:

ˆ Composability: This attribute facilitates the development of intri-

cate mechanisms whilst preserving di�erential privacy. The principle

operates under the condition that each component adheres to the pri-

vacy requirements. Composability's scope encompasses both sequen-

tial and parallel structural arrangements, enabling the construction

of complex privacy preserving systems.

ˆ Group privacy: In scenarios involving datasets with interrelated

information, such as multiple entries from a single source, this feature

ensures a measured and controlled diminution of privacy safeguards.

Group privacy prevents an abrupt collapse of protective measures,

instead allowing for a gradual reduction in privacy assurances as

correlations increase.

ˆ Robustness: This characteristic guarantees the persistence of pri-

vacy levels despite potential external knowledge. The robustness

property ensures that privacy guarantees remain steadfast, regard-

less of any auxiliary information an adversary might possess, thereby

maintaining the integrity of the privacy preserving mechanism in di-

verse informational contexts.

Whilst di�erential privacy o�ers robust safeguards, its stringent nature

presents substantial theoretical challenges. To enhance its applicability

in practical scenarios, researchers have proposed various relaxations of

the privacy budget " . Two particularly notable relaxations are ( "; � )-

di�erential privacy and Rényi di�erential privacy [25, 52].
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The framework of ( "; � )-di�erential privacy is de�ned by a randomised

mechanismM: D ! R, which satis�es the following condition for any pair

of adjacent inputs d, d' 2 D and any output subset S � R:

P r [ M(d) 2 S ] � e" Pr [ M(d') 2 S ] + �; (1.2)

In this context, � represents the probability of breaching pure"-di�erential

privacy. The property of composability is preserved even when multi-

ple mechanisms are employed, albeit with a more intricate formulation

that accounts for the cumulative privacy loss incurred by each component.

Building upon this composability, Abadi et al. introduced the moments ac-

countant, a function designed to monitor the privacy cost associated with

each data access, thereby enabling the computation of the overall privacy

loss for the mechanism [25]. In the same research, they proposed the dif-

ferentially private stochastic gradient descent (DP-SGD) algorithm, which

has subsequently emerged as one of the most widely adopted optimisers

for implementing di�erential privacy in deep learning systems.

Rényi Di�erential Privacy. The concept of Rényi di�erential privacy

represents a nuanced relaxation of traditional privacy measures, grounded

in the mathematical framework of Rényi divergence. This approach o�ers

a more �exible and potentially powerful tool for quantifying and ensuring

privacy in complex data environments.

At the core of this methodology lies the Rényi divergence, a measure of

dissimilarity between probability distributions. For any two probability

distributions P and Q de�ned over a set R, the Rényi divergence of order

� (where � > 1) is formally expressed as:

D� (P k Q) ,
1

� � 1
logEx � Q

�
P(x)
Q(x)

� �

: (1.3)
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The interconnection between di�erential privacy and Rényi divergence can

be elucidated through a mathematical relationship. A randomised mech-

anism M: D ! R achieves"-di�erential privacy if and only if its distribu-

tion, when applied to any pair of adjacent inputs d, d' 2 D, satis�es the

following inequality:

D1 (M(d) k M(d') ) � ": (1.4)

Building upon this foundation, the notion of ( �; " )-Rényi di�erential pri-

vacy is introduced. This re�ned concept stipulates that a randomised

mechanismM: D ! R adheres to"-Rényi di�erential privacy of order �

if, for all adjacent inputs d, d' 2 D, the following criterion is met:

D� (M(d) k M(d') ) � ": (1.5)

Notably, research has demonstrated that (�; " )-Rényi di�erential privacy

preserves several crucial properties associated with traditional di�erential

privacy. These include composability, robustness to auxiliary information,

and group privacy, as evidenced in the work of Mironovet al. [52]. The

preservation of these essential characteristics underscores the potential of

Rényi di�erential privacy as a valuable tool in the ongoing development of

privacy preserving data analysis techniques.

1.2.4. Alternative Privacy Preservation Approaches

Di�erential privacy has become a prominent approach for ensuring pri-

vacy in machine learning, owing to its rigorous guarantees and the explicit

quanti�cation of the privacy budget [53�55]. However, research by Bag-

dasaryan et al. has highlighted a signi�cant drawback: the application of
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di�erential privacy via DP-SGD can adversely a�ect model performance,

particularly at lower values of " [26]. This performance degradation arises

because stronger privacy necessitates the introduction of more noise during

the training process, coupled with a reduction in the number of training

iterations, which can impair the model's ability to learn e�ectively. Fur-

thermore, this trade-o� aligns with the �ndings of Salem et al., who demon-

strated a direct correlation between the degree of over�tting in deep learn-

ing models and their susceptibility to membership inference attacks[32].

This relationship is intuitive: the noise introduced by DP-SGD functions

as a form of regularisation, and di�erential privacy serves as a key defence

against membership inference attacks by reducing over�tting.

In response to these challenges, alternative techniques have been pro-

posed to enhance privacy protection in deep learning without compromis-

ing model performance as severely. For instance, Jainet al. investigated

the inherent di�erential privacy properties of Dropout and assessed its ef-

fectiveness in defending against membership inference attacks [56, 57]. Ad-

ditionally, Ermis et al. introduced a variant of di�erential privacy inspired

by the Bayesian interpretation of Gaussian Dropout, o�ering another po-

tential solution to the privacy-utility trade-o� [58].

Another line of research includes adversarial regularisation, proposed by

Nasr et al., as a defence mechanism to improve the robustness of models

against privacy attacks [59]. Yang et al. further extended this idea by

developing a technique called prediction puri�cation, which uses adversar-

ial learning to protect models from both membership inference and model

inversion attacks [60].

Chen et al. introduced a novel approach called RelaxLoss, which o�ers an

alternative to di�erential privacy by modifying the entropy loss function in

training [61]. This method aims to reduce the generalisation gap while si-

multaneously mitigating privacy leakage, presenting a promising direction
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for balancing privacy and performance.

In another related study, Kaya and Dumitras conducted an extensive eval-

uation of various data augmentation techniques to determine their e�ec-

tiveness in reducing the risk of membership inference attacks, particularly

in image classi�cation tasks [62]. Their analysis covered seven di�erent

privacy preserving mechanisms, including di�erential privacy. While they

found that data augmentation could enhance model utility, it did not nec-

essarily lower the risk of membership inference attacks. Moreover, their

study revealed a paradoxical �nding: label smoothing, a commonly used

regularisation technique, may actually increase the vulnerability of models

to such attacks, contrary to its intended purpose of improving generalisa-

tion.

1.3. Regularisation Privacy Properties

This research presents a comprehensive examination of deep learning mod-

els, focusing on the integration and evaluation of privacy preserving tech-

niques. Particular attention is given to di�erentially private stochastic

gradient descent (DP-SGD) and regularisation methods, assessing their

e�cacy in safeguarding against privacy threats whilst maintaining model

accuracy and training e�ciency.

The implementation of DP-SGD utilised the TensorFlow Privacy library,

adhering to the ("; � )-di�erential privacy framework proposed by Abadi et

al.[25]. To ensure equitable comparison, a consistent model architecture

was maintained throughout all experiments, as depicted in Figure1.1. The

chosen architecture comprised a straightforward convolutional neural net-

work (CNN), employing ReLU activation functions in hidden layers and a

softmax function in the output layer.

The evaluation of the model's resilience against membership inference at-
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Figure 1.1: Architecture of the target model's neural network [1].

tacks employed two distinct strategies, implemented using a tool from Ten-

sorFlow Privacy based on the work of Salemet al. [32]. These strategies

encompassed a threshold-based approach and a shadow model technique,

both operating without prior knowledge of data distribution. The tool au-

tonomously selected the most e�ective attack strategy, utilising the Area

Under Curve (AUC) metric to quantify attack e�cacy.

In addition to membership inference, a model inversion attack was devel-

oped. This attack methodology leveraged activation maps to reconstruct

the target model's training data, as illustrated in Figure 1.2. Post-training

of the target model, a speci�c layer was identi�ed to facilitate input re-

construction. The architecture of the attacking network is delineated in

Figure 1.3, where the sequential layer corresponds to the immutable seg-

ment of the target model. Following extensive optimisation, the mean

squared error (MSE) was selected as the loss function, with SiLU serving

as the activation function for all hidden layers. The Adam optimiser was

employed with a learning rate of 10� 3. The output layer consisted of a

convolutional layer with a sigmoid activation function, corresponding to

the number of channels in the target model's input data. The e�cacy of

the inversion attack was evaluated using the MSE metric, quantifying the

�delity of the reconstructed data.
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Figure 1.2: Conceptual scheme of the proposed model inversion technique.

The process reconstructs input data from intermediate or �nal layer out-

puts, depending on the degree of accessibility of the system [1].

To incorporate di�erential privacy into the target model's training process,

the standard optimiser was supplanted by DP-SGD, whilst maintaining the

original architecture and parameter con�guration. To comprehensively as-

sess the impact of privacy-preserving techniques, experiments were con-

ducted across three distinct privacy budget levels:" = 2 , " = 4 , and " = 8 ,

with a constant privacy leakage probability of � = 10 � 5. Discrete models

were trained for each privacy budget level.

Concurrently, additional target models were trained utilising various reg-

ularisation techniques to explore their impact on model performance. The

study focused on prevalent anti-over�tting strategies, speci�cally dropout

and weight decay (L2 regularisation). Models were trained with each tech-

nique independently and in combination. Dropout was applied following

each convolutional layer and before and after the initial dense layer, whilst

L2 regularisation was con�ned to the �nal dense layer with softmax acti-

vation.
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Figure 1.3: Architecture of the adversary model used in the model inversion

attack [1].

1.3.1. Experiments and Results

The experimental phase was conducted on a system equipped with an

Intel(R) Xeon(R) CPU E5-2630 v4 @ 2.20GHz and an Nvidia GeForce

GTX TITAN X GPU. The analysis encompassed three image datasets �

CIFAR10 [63], MNIST [64], and FashionMNIST [65] � each subjected to a

normalisation pre-processing step. For detailed dataset information, refer

to Appendix A.

To ensure experimental consistency, speci�c hyperparameters were stan-

dardised across di�erent target model con�gurations. The privacy budget

parameter, " , was typically calculated a-posteriori to assess the privacy

level achieved by models utilising a di�erentially private optimiser. As

elucidated by Abadi et al. [25], " is a function of the number of data sam-

ples, micro-batches, noise multiplier, and training epochs. In the experi-

mental setup, di�erentially private target models were trained on identical

data as non-private models, with a �xed batch size of 200. To optimise

utility, the number of micro-batches was equated to the number of mini-

batches. Furthermore, the number of training epochs was �xed at the

optimal value determined for the target model without privacy-preserving
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Table 1.1: Test accuracy of the target models across datasets (higher values

indicate better performance).

Dataset Baseline DP " =2 DP " =4 DP " =8 L2 Dropout L2+Dropout

CIFAR10 66.41 51.80 53.87 53.65 64.97 69:22 64.81
MNIST 99.25 94.27 96.38 96.85 99.18 99:64 99.42
FashionMNIST 90:07 82.05 82.37 82.92 89.66 89.04 87.93

techniques, enabling control of the" privacy budget through variation of

the noise multiplier parameter. Similar considerations were applied to

regularisation techniques, maintaining constant batch size, data sample

number, and optimiser. Following extensive tuning, the Dropout rate was

established at 20

The performance results of each target model on the test datasets, sum-

marised in Table 1.1, corroborate the �ndings of Bagdasaryanet al. [26].

A performance decrease inversely proportional to the privacy budget"

is evident. This behaviour aligns with the expectation that heightened

levels of di�erential privacy, entailing greater noise injection during train-

ing, would result in diminished model accuracy. Notably, in the most

privacy-preserving scenario (" = 2 ), the target model exhibited an accu-

racy reduction ranging from 5.0% to 14.6%. Other di�erentially private

con�gurations displayed slightly lower, yet still signi�cant, performance

losses. Regarding regularisation techniques, L2 regularisation yielded re-

sults nearly identical to the baseline, whilst Dropout consistently enhanced

performance, particularly on CIFAR10. However, the combination of L2

and Dropout resulted in a marginal performance degradation, potentially

due to excessive regularisation.

Table 1.2 delineates the time required by each target model con�guration

to complete an equivalent number of epochs across the datasets. Mod-

els trained with DP-SGD exhibited signi�cantly extended training dura-
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Table 1.2: Average training time (in seconds) for each model and con�gu-

ration.

Dataset Baseline DP " =2 DP " =4 DP " =8 L2 Dropout L2+Dropout

CIFAR10 73.30 3029.81 2923.17 2897.12 69.11 67:4 70.47
MNIST 39.57 1886.24 1870.25 1859.8 31.20 29:56 29.67
FashionMNIST 77:46 3876.72 3952.14 3967.11 78.20 83.0 78.55

Table 1.3: AUC scores of membership inference attacks on the proposed

models across datasets (lower values indicate better privacy protection).

Dataset Baseline DP " =2 DP " =4 DP " =8 L2 Dropout L2+Dropout

CIFAR10 68.92 52:71 54.52 53.64 61.95 57.16 55.14
MNIST 73.81 58.53 59.84 58.34 56.75 61.47 55:51
FashionMNIST 64.24 54:12 56.46 54.97 56.48 55.24 57.54

tions compared to other con�gurations, with increases ranging from 41

to 50 times for " = 2 . This substantial temporal augmentation can be

attributed to the speci�c implementation requirements of DP-SGD. The

methodology necessitates an expansion of the tensor input to the network,

incorporating an additional micro-batch channel. The quantity of micro-

batches, which is constrained to fall between unity and the total number

of mini-batches, represents a critical compromise between computational

e�ciency and model accuracy. An increase in micro-batch quantity re-

sults in prolonged computation times but enhanced performance, whilst

the converse holds true for a reduction in micro-batches. In this con�gu-

ration, prioritising performance inevitably led to a noticeable drop in ac-

curacy. Conversely, models employing regularisers demonstrated training

durations analogous to the baseline.

An examination of the results of membership inference attacks against the

target models, quanti�ed by the AUC metric and presented in Table 1.3,
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Figure 1.4: Mean reconstruction MSE for model inversion attacks against

the baseline target model, averaged across all datasets and strati�ed by

network layer, illustrating attack e�ectiveness at di�erent depths [1].

provides crucial insights into the e�cacy of various privacy-preserving tech-

niques. Models trained using DP-SGD exhibited remarkable resilience,

with performance metrics approximating those of a random guessing at-

tack. This approximation to random guessing is indicative of robust pri-

vacy preservation. Notably, when" = 2 , the attacker experienced a signif-

icant average reduction in AUC of 13.86%, underscoring the e�ectiveness

of DP-SGD in mitigating membership inference vulnerabilities. Target

models incorporating regularisation also demonstrated enhanced protec-

tion against membership inference attacks compared to the baseline. L2

regularisation outperformed DP-SGD in scenarios where the latter was less

e�ective, achieving superior results on the MNIST dataset and an aver-

age AUC reduction of 10.63%. Dropout exhibited similarly competitive

privacy guarantees with an average AUC reduction of 11.07%. The com-

bination of L2 and Dropout further improved the average score, resulting

in an AUC reduction of 12.93%. These results suggest that regularisation

techniques can provide privacy protection comparable to that achieved by

di�erential privacy optimisers.

Figure 1.4 presents the outcomes of model inversion attacks against the
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Figure 1.5: Visual comparison of model inversion attack reconstructions for

CIFAR10, MNIST, and FashionMNIST datasets across baseline, DP" =2 ,

and L2+Dropout model con�gurations, showing reconstructions from each

network layer [1].



32 1| Privacy Preserving Deep Learning

Table 1.4: Percentage variation in model inversion reconstruction MSE

relative to the baseline model, strati�ed by network layer and averaged

across all datasets, for di�erent privacy preserving techniques.

Dataset DP " =2 DP " =4 DP " =8 L2 Dropout L2+Dropout

Conv1 2.13 2.51 -1.44 -0.74 22:01 10.80
MaxPool1 3.11 0.69 1.73 -0.52 19:04 -0.21
Conv2 4.60 0.72 3.21 -2.99 18:26 1.61
MaxPool2 3.42 -0.50 -1.31 -3.28 28:21 4.23
Conv3 4.20 -9.35 -10.53 -7.13 11:42 2.74
MaxPool3 -14.63 -15.64 -17.27 -11.51 8:60 -3.64
Dense -21.71 -25.83 -25.20 17.12 17.3 21:33
Prediction -17.72 -18.25 -15.83 73:89 -1.84 64.21

baseline target model. Each bar represents a layer, displaying the re-

construction Mean Squared Error (MSE) averaged across all evaluated

datasets. The �ndings indicate that model inversion attacks demonstrate

greater e�cacy when executed closer to the network input. This obser-

vation aligns with logical expectations, given the increasing complexity

of transformations that the attacker model would need to reverse when

targeting deeper layers. Notably, the attack exhibited approximately four

times greater e�ectiveness when initiated from the �nal dense layer.

Table 1.4 delineates the percentage change in reconstruction error for each

layer and approach, relative to the baseline. The results reveal that mod-

els trained with DP-SGD exhibited a reduction in MSE across all �nal

layers. This decrease in reconstruction error suggests an advantage for the

attacker, indicating that, at least in this particular scenario, di�erential

privacy might inadvertently enhance the e�ectiveness of model inversion

attacks. In contrast, models employing regularisation techniques demon-

strated markedly di�erent behaviour. L2 regularisation substantially miti-

gated the e�ects of model inversion in the layer where it was applied, yield-

ing an average improvement in reconstruction error of 73.89%. Dropout
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Figure 1.6: Comparative analysis of model performance and privacy pro-

tection e�cacy in black-box scenarios, averaged across all datasets. Left:

Model inversion attack resistance (MSE variation) vs classi�cation accu-

racy. Right: Membership inference attack resistance (AUC variation) vs

classi�cation accuracy. Colour indicates relative training time [1].

exhibited a similar e�ect, enhancing the protection of layers prior to its

application. However, the inability to apply Dropout after the prediction

layer limits its protective capacity. The combination of L2 and Dropout

resulted in an amalgamation of the two techniques' e�ects, marginally im-

proving the protection of hidden layers while augmenting the protection

of the prediction layer.

Figure 1.5 illustrates three examples of comprehensive model inversion

attacks for the primary target model con�gurations. The images demon-

strate the progressive deterioration in the quality of the attacker's recon-

structions as the reconstruction process initiates from deeper layers. Con-

sistent with the numerical results, reconstructions from DP-SGD target

models tend to exhibit fewer artefacts compared to those derived from the

baseline or the combined L2 and Dropout regularisation approach.

Figure 1.6 presents a comprehensive summary of all obtained results. The
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left-hand �gure depicts the percentage variation of the MSE for black-box

model inversion (i.e., an attack on the �nal dense layer) as a function of

accuracy variation. In this representation, the least favourable results are

situated in the lower left region, while the most favourable outcomes are

in the upper right region. The right-hand plot illustrates the percentage

variation in membership inference AUC as a function of accuracy variation,

with the optimal region in the upper left and the least desirable in the

lower right. The scatter plot's colour scheme clearly distinguishes between

training times with and without the DP-SGD optimiser.

In conclusion, despite the undeniable advantages in terms of protection

against membership inference attacks and the capacity to quantify pri-

vacy, di�erential privacy techniques may not invariably represent the most

suitable option. In the context of this study, this mechanism demonstrated

a suboptimal trade-o� between protection guarantees, utility, and train-

ing time. Conversely, the investigated regularisation techniques exhibited

promising performance, positioning them as viable alternatives in scenarios

where training time and performance requirements are subject to stringent

constraints.

1.4. Discriminative Adversarial Privacy

Discriminative Adversarial Privacy. This work presents a novel learn-

ing framework for privacy-preserving deep learning, called Discriminative

Adversarial Privacy (DAP) and depicted in Figure 1.7. The DAP frame-

work facilitates the e�cient training of high-performance deep learning

models that exhibit signi�cant resilience against membership inference at-

tacks (MIA). At the core of DAP is a deep neural network classi�er, de-

noted Cbase, which is trained using the hold-out method on the dataset

Data. In parallel, K shadow models, denoted asCS;k , are also trained us-
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Figure 1.7: Schematic representation of the Discriminative Adversarial

Privacy framework [4].

ing the hold-out technique, following the methodology outlined by Shokri

et al. [24]. For each shadow model, the ground truth, predictions and as-

sociated loss values are recorded for both the training and test samples.

Each sample is labelled with a binary value indicating its membership

in the training or test set. These labelled data points are then used to

construct the adversarial binary classi�cation dataset DataMIA , which is

then used to train the binary discriminator DMIA . Once the discriminator

is fully trained, its weights are kept in a �xed state, ensuring consistent

application in subsequent phases of the framework.

At this stage, adversarial training is performed using the discriminator

DMIA alongside a new classi�er,CDAP , which has the same architecture

as the baseline modelCbase. In the DAP framework, the classi�er CDAP

is initially trained to minimise the categorical cross-entropy loss, thereby

maximising the probability of correctly classifying the training examples.

This error is used to update the weights across all layers of the classi-

�er. Subsequently, for each batch of data, the predictions fromCDAP are
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collected along with their corresponding ground truth labels and associ-

ated loss values. This batch is then fed through the discriminatorDMIA ,

and the prediction error of the discriminator is calculated with the aim of

maximising this error in accordance with the min-max adversarial training

strategy outlined by Goodfellow et al. [10]. The secondary error generated

by this process is then used to update the �nal dense layer ofCDAP . The

goal of this update is to reduce the extent to which the classi�er's out-

puts can be accurately distinguished by a potential adversary, thereby

increasing the model's privacy preserving capabilities. The optimisation

procedure of DAP framework can be described as follows:

min
C

max
D

L (C; D; t) = Ex � p( x ) [log(C(x; t ))] + � Ex;y � p( x;y ) [log(1 � D (C(x; t ); y))] :

(1.6)

In Equation (1.6), the variables x and y denote the training inputs and the

ground truth labels respectively. The symbol t represents the current epoch,

while � serves as a dynamic parameter that balances the loss terms. The role of

� is fundamental in maintaining stability throughout the learning process. This

need arises from the fact that the losses, due to their di�erent characteristics,

can vary signi�cantly in magnitude depending on both the stage of training and

the particular distribution of the data. Without proper compensation, these

di�erences could lead to instability in the learning process. The parameter � is

dynamically adjusted throughout the training process and is determined by the

following equation:

� (C; D; t; r ) =

8
<

:

E[log ( C( x;t � 1))] v
E[log (1 �D ( C( x;t � 1) ;y ))] v

� r if t > 0

1 otherwise
: (1.7)

As expressed in the Equation (1.6), the value of � at time step t is proportional

to the ratio between the classi�cation loss and the discrimination loss observed
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on the validation set at the previous time step, t � 1. This ratio is further mod-

ulated by a hyperparameter r , which controls the in�uence of the discriminator.

Importantly, for the initial time step t = 0 , � is uniformly set to 1. The complete

DAP framework is illustrated in Figure 1.7.

Accuracy Over Privacy. In the context of evaluating machine learning mod-

els within a privacy-preserving framework, it is imperative to consider both the

e�ectiveness of the model and the privacy of the training data. Balancing these

two aspects poses signi�cant challenges, particularly due to the inherent dif-

�culty in quantifying privacy and the complexity of comparing metrics across

di�erent domains. To address these challenges, a novel metric called Accuracy

Over Privacy (AOP) is introduced. This metric provides a concise assessment

of both the accuracy and privacy of a given model, encapsulating the trade-

o� between these critical factors. In the domain of MIAs, the e�ectiveness of

the attack model is commonly evaluated using the area under the curve (AUC)

of the receiver operating characteristic curve. Conversely, when evaluating the

performance of a classi�er, the top-1 accuracy (ACC) metric is typically used.

Consequently, the AOP is calculated by taking into account both the ACC of

the classi�er and the AUC of the MIA, denoted AUC MIA :

AOP( � ) =
ACC

(2max(AUC MIA ; 0:5)) �
: (1.8)

The Equation 1.8 provides a comprehensive metric that combines both the ACC

and the Area Under the AUC MIA into a single metric. The parameter � � 1 is

crucial in this metric as it modulates the emphasis placed on the privacy aspect

when calculating the AOP. The AOP metric is de�ned within the interval [0; 1],

re�ecting its bounded nature. If a model exhibits either poor accuracy or high

susceptibility to membership inference attacks, the AOP value will tend towards

0. Conversely, a model that excels in both accuracy and robustness to such

attacks will yield an AOP value close to 1. The parameter � has a signi�cant

impact on the metric, adjusting the balance between the accuracy and privacy

components. The denominator in the AOP formula contains a max operator to
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ensure that the AUC never falls below that of a random guessing model, which

is 0.5. This feature of the denominator is crucial as it guarantees that for models

with optimal privacy, the AOP directly re�ects the classi�cation accuracy.

1.4.1. Experiments and Results

To ensure the transparency and reproducibility of this study, a detailed descrip-

tion of the experimental procedures and con�gurations is provided. The pro-

posed DAP algorithm operates in two di�erent settings. The �rst setup, termed

DAP t (test DAP), involves training shadow models using the test dataset. This

setup simulates a scenario where both the attacker and the victim have access to

an external dataset that could potentially be publicly available. By using DAP t ,

deep learning engineers are able to preemptively mitigate possible attacks by

using the same dataset that could be exploited by the attacker. The second

setting, referred to as DAP v (validation DAP), involves training shadow mod-

els on the validation dataset. This scenario represents a more typical situation

where the attacker's data distribution does not match that of the victim. In

both con�gurations, a total of 10 shadow models were used and the parameter

r was optimised over a uniform range from 0 to 1, with increments of 0.025.

In order to provide a fair and comprehensive evaluation, the performance of the

DAP algorithm was compared with several alternative approaches. Firstly, a

Baseline model was created, consisting only of the base classi�er without any

defensive mechanisms. Subsequently, a model calledReg was included, follow-

ing the methodology outlined in Section 1.3. More precisely, this model applies

Dropout regularisation to each intermediate classi�er weight and L2 regularisa-

tion to the model output. The Dropout probability is �ne-tuned over values of

0.2, 0.33 and 0.5, while the L2 regularisation weight was optimised over values of

0.1, 0.01 and 0.001. In addition, the study is extended to models incorporating

di�erential privacy called DP , speci�cally ( " ,� )-di�erential privacy. Here, the �

parameter was �xed at 10 � 5 , and the " privacy budget is varied by adjusting the

number of training epochs. Four di�erent models were tested, corresponding to

" values of 0.5, 1, 2 and 4.
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Figure 1.8: The experiments used neural network architectures: (left) CNN

for classi�ers and shadow models, (middle) custom residual block for DAP

discriminator, (right) overall DAP discriminator architecture [4].

To limit the number of free parameters within the experiments, a unique archi-

tecture was used for each classi�er across all con�gurations, as shown on the left

side of Figure 1.8. This choice was driven by the intrinsic spatial complexity

associated with di�erential privacy training. The residual architecture used for

the discriminator in both the DAP t and DAP v models is also shown in Fig-

ure 1.8, with the proposed residual block in the middle and the overall structure

shown on the right. All models were optimised using the Adam algorithm with

a learning rate of 10� 5 , 10� 4 or 10� 3 and a batch size of 32. Training was

performed until convergence, using early termination with a patience parameter

of 25 epochs, based on validation accuracy. However, for the di�erentially pri-

vate optimisation models, the number of training epochs was predetermined and

scaled according to " . The performance of the proposed models is evaluated us-

ing several metrics: top-1 accuracy for classi�cation, area under the curve (AUC)

for membership inference attacks (MIA) � measured using the TensorFlow Pri-

vacy toolkit � and time per training epoch. In addition, the just-de�ned metric,

Accuracy Over Privacy (AOP), is measured incorporating di�erent values of �

to rigorously evaluate the trade-o� between performance and privacy, especially

as the emphasis on privacy increases. The results presented are averages derived

from �ve independent replications of each experiment.

The analysis includes eight di�erent datasets, namely CIFAR10 [63], CIFAR100 [63],
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Table 1.5: Test set accuracy for various privacy-preserving models across

multiple datasets. Best results are inbold , second-best underlined.

Dataset Baseline Reg DP " =0 :5 DP " =1 DP " =2 DP " =4 DAP t DAP v

CIFAR10 78.44 81.23 31.31 37.42 41.94 41.50 62.26 61.45
CIFAR100 47.80 53.34 4.03 8.15 9.30 6.97 31.40 27.41
FashionMNIST 92.89 92.88 60.09 70.18 73.98 77.28 86.95 86.66
EuroSAT 95.38 95.06 31.07 59.05 67.95 64.68 90.00 89.78
TinyImageNet 36.78 37.74 3.12 2.86 2.82 2.87 26.23 21.84
OxfordFlowers 56.84 65.60 3.46 5.02 9.08 14.18 28.79 25.86
STL10 65.74 64.72 8.29 14.63 24.66 29.07 48.20 37.95
CINIC10 67.31 70.47 28.31 34.01 38.67 40.58 58.11 58.98

Average 67.62 70.10 21.18 28.93 33.51 34.61 53.98 51.25

FashionMNIST [65], EuroSAT [66], TinyImageNet [67], OxfordFlowers [68], STL10 [69]

and CINIC10 [70]. Detailed descriptions of these datasets can be found in Ap-

pendix A. The experiments were performed on a system equipped with an In-

tel(R) Xeon(R) Gold 6238R CPU running at 2.20GHz and an Nvidia Quadro

RTX 6000 GPU.

Table 1.5 summarises the accuracy scores obtained for each model across the

di�erent datasets. As expected, the (DP) models show the lowest accuracy

scores, even with a relatively high privacy budget ( " = 4 ). In contrast, the

Reg model consistently achieves high accuracy, sometimes even surpassing the

performance of the baseline model. In particular, the proposed DAP method

consistently outperforms the DP models in terms of accuracy. This is particularly

evident in the EuroSAT dataset, where the DAP t and DAP v con�gurations show

signi�cant accuracy improvements of 22% and 21%, respectively, over the best

performing DP model. In summary, the Reg model provides the highest average

performance in terms of classi�cation accuracy, closely followed by DAP t and

DAP v .

Table 1.6 summarises the results of MIAs on the target models. The DAP t and

DAP v methods yield average AUCs of 51.37% and 50.80% respectively, suggest-

ing that both approaches provide robust protection against MIAs. This per-
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Table 1.6: Area Under the Curve metrics for membership inference at-

tacks on privacy-preserving models. Best results are inbold , second-best

underlined.

Dataset Baseline Reg DP " =0 :5 DP " =1 DP " =2 DP " =4 DAP t DAP v

CIFAR10 64.87 63.12 50.57 52.63 51.94 50.34 50.75 50.58
CIFAR100 60.34 62.16 50.10 51.57 50.73 50.67 51.61 50.69
FashionMNIST 55.21 56.25 50.24 50.24 50.48 50.59 50.74 50.63
EuroSAT 54.48 52.83 50.56 50.24 50.07 50.21 50.14 50.14
TinyImageNet 60.37 59.22 51.43 50.18 52.18 50.42 51.65 50.96
OxfordFlowers 76.14 76.59 54.31 53.74 52.67 53.23 53.85 52.19
STL10 60.49 56.37 50.25 52.47 50.55 50.19 50.82 50.63
CINIC10 57.29 61.48 50.13 51.47 51.15 50.76 51.39 50.76

Average 61.15 61.00 50.94 51.57 51.22 50.80 51.37 50.82

formance is almost equivalent to random guessing, demonstrating competitive

results comparable to DP models. Conversely, the Reg model shows a similar

level of privacy to the baseline. The observed discrepancy between these re-

sults and those reported in Section1.3 is due to di�erent experimental setups; in

particular, the current experiments were conducted until convergence, balancing

the privacy budget with more noise injection, rather than limiting the number

of epochs. In conclusion, the DAP framework proves to be a robust training

method capable of producing models that are signi�cantly resilient to MIAs.

Table 1.7 presents the results for the proposed AOP metric, illustrating the

e�ectiveness of DAP in achieving private models that maintain competitive per-

formance. DAP t and DAP v signi�cantly outperform DP and Reg techniques

in terms of the accuracy-privacy trade-o�. Although the Reg model is more

vulnerable to MIAs, it remains a viable intermediate option due to its superior

accuracy. On the other hand, DP models, while highly e�ective in preventing

MIAs, su�er from reduced accuracy, resulting in suboptimal performance. The

AOP metric also aligns with the privacy budget " , with the most private model

(DP with " = 0 :5) performing worst due to the signi�cant noise introduced

during gradient updates.
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Table 1.7: Mean Accuracy Over Privacy metric for varying � values

across privacy-preserving models. Best results are inbold , second-best

underlined.

� Baseline Reg DP " =0 :5 DP " =1 DP " =2 DP " =4 DAP t DAP v

1 56.43 58.69 21.19 28.59 33.50 33.90 53.14 50.66
2 47.61 49.67 20.77 27.58 32.22 33.69 52.31 50.10
5 30.24 31.10 20.88 26.35 31.11 33.08 48.96 48.79
10 15.27 16.79 19.65 25.31 29.56 32.09 44.70 45.71
20 4.79 6.73 18.06 22.49 26.71 29.24 38.78 41.25
50 -0.18 1.20 15.39 17.80 21.68 23.51 26.06 30.52

Average 25.71 27.41 19.31 24.67 29.16 30.97 44.03 44.50

The parameter � is crucial in determining the suitability of the models. When

� = 1 , both DAP and DP are less advantageous compared to the Reg model,

which not only emerges as the superior option, but also outperforms the base-

line model in AOP due to its balanced resilience and performance. This result

suggests that in scenarios where privacy and accuracy are of equal importance,

the adoption of highly private models that compromise accuracy is suboptimal.

As � increases to 2, both DAP models quickly become the optimal choice and

continue to dominate as � increases. The proposed metric also shows that the

DP models become preferable to the Baseline and Reg models as the empha-

sis on privacy increases, especially when� reaches 10. This trend is consistent

with expectations, given the loss of accuracy associated with DP-SGD. Never-

theless, empirical evidence suggests that DAP models consistently outperform in

privacy-sensitive contexts, although it should be noted that unlike DP models,

DAP lacks a formal privacy guarantee.

Table 1.8 summarises the training time per epoch for each model and shows that

the Baseline and Reg models are the most time e�cient, while the DP models

take about eight times longer. The DAP models strike a balance, achieving

robust results in both privacy and accuracy, while requiring only twice the time

of the Baseline model.
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Table 1.8: Per-epoch training time (in seconds) for each model across

multiple datasets. Best results are inbold , second-best underlined.

Dataset Baseline Reg DP " =0 :5 DP " =1 DP " =2 DP " =4 DAP t DAP v

CIFAR10 5.6 5.9 46.5 46.5 46.5 46.5 17.8 17.7
CIFAR100 8.9 9.5 48.2 48.2 48.2 48.2 17.9 17.9
FashionMNIST 12.1 11.7 53.2 53.2 53.2 53.2 23.4 23.5
EuroSAT 4.7 5.5 72.7 72.7 72.7 72.7 10.2 9.5
TinyImageNet 31.7 32.6 338.5 338.5 338.5 338.5 62.4 61.4
OxfordFlowers 1.2 1.8 20.8 20.8 20.8 20.8 2.3 2.4
STL10 1.7 2.5 34.9 34.9 34.9 34.9 2.5 2.8
CINIC10 30.0 22.1 106.5 106.5 106.5 106.5 41.2 42.8

Average 12.0 11.5 90.2 90.2 90.2 90.2 22.2 22.2

In conclusion, considering accuracy, privacy, AOP and training time, DAP presents

a superior trade-o� compared to DP and regularisation. The DAP t con�gura-

tion yields high performance models with moderate privacy, while DAP v em-

phasises strong privacy with a slight trade-o� in accuracy. Both con�gurations

outperform DP in dealing with the performance-privacy trade-o�, and do so in

signi�cantly less time.

1.5. Conclusions

This chapter thoroughly examined the advantages, disadvantages, and limita-

tions of di�erentially private optimisation techniques. Through empirical analy-

sis, it was demonstrated that a di�erentially private stochastic gradient descent

optimiser, despite its privacy budget guarantees, cannot be universally regarded

as a comprehensive protection mechanism for deep learning models. Although

e�ective in mitigating membership inference attacks, this approach was found

to signi�cantly impair model utility, extend training duration, and enhance the

success rate of model inversion attacks.

Furthermore, the investigation revealed that the combined application of l2 and

dropout regularisation techniques presents a compelling alternative. This com-
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bination not only preserves model utility but also maintains manageable training

times while concurrently o�ering resistance to both membership inference and

model inversion attacks.

In addition, the Discriminative Adversarial Privacy (DAP) framework and the

Accuracy Over Privacy (AOP) metric were introduced. DAP was designed to

develop deep learning models with robust defences against Membership Infer-

ence Attacks (MIAs), while the AOP metric succinctly encapsulates the privacy-

accuracy trade-o� into a single evaluative measure. Experimental results high-

lighted the superior performance of DAP in achieving an optimal balance be-

tween model accuracy and privacy, surpassing models reliant on Di�erential Pri-

vacy (DP). The AOP metric e�ectively captured these outcomes, providing a

precise and comprehensive assessment criterion. Moreover, DAP was shown

to require signi�cantly less computational resources, thereby reducing training

times compared to DP-based methods.
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Federated Learning

Data protection laws, such as the GDPR, establish transparency and security as

fundamental principles for data processing algorithms. Within this regulatory

framework, federated learning has emerged as a highly in�uential approach to

privacy preserving distributed machine learning, demonstrating remarkable suc-

cess in a variety of natural language processing and computer vision tasks. To

mitigate the risk of private data leakage to unauthorised entities and malicious

actors, many federated learning systems incorporate di�erential privacy mecha-

nisms. However, the standard federated learning paradigm has been shown to

be vulnerable to both poisoning and inference attacks, raising signi�cant privacy

concerns. In response to these challenges, this chapter introduces SGDE, a gen-

erative data exchange protocol designed to enhance user security and machine

learning performance within a cross-silo federation. The central innovation of

SGDE is the use of data generators trained on private data with strong di�eren-

tial privacy guarantees to produce synthetic data instead of directly transmitting

gradient information. These generators are capable of producing a virtually un-

limited amount of data that, while preserving the essential characteristics of the

original private samples, is su�ciently di�erent to mitigate privacy risks. The

e�ectiveness of SGDE is demonstrated through experiments conducted within

a cross-silo federated network using beta-variational autoencoders as the under-

lying data generation models on both image and tabular datasets. The results

indicate that the integration of SGDE not only improves task accuracy and fair-
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ness, but also signi�cantly strengthens the resilience of the system against the

most potent attacks on federated learning.

2.1. Introduction

The formalisation of stringent privacy regulations, such as the European GDPR

and the Chinese Cyber Security Law, has necessitated the embedding of privacy

as a core principle in the design of data processing algorithms [23, 71]. This

imperative is particularly relevant in the �eld of arti�cial intelligence, where the

development of secure and robust algorithms is essential to protect the rights of

data owners while extracting valuable insights.

Federated Learning (FL) has emerged as a prominent framework in distributed

machine learning, designed with an inherent focus on privacy [72]. In FL, mul-

tiple clients, each with their own private data, collaborate to train a shared

machine learning model facilitated by a central server. The foundational al-

gorithm, FedAVG, introduced by McMahan et al., involves the central server

initialising a model and distributing it to the clients [73]. Each client then runs

a limited number of stochastic gradient descent steps on its local data and re-

turns the updated model weights to the server. The server aggregates these

updates, typically weighted by the number of data samples involved in the local

training, and the process is iterated until model convergence.

Throughout this process, private data remains on the client devices, theoreti-

cally preserving user privacy. However, the iterative exchange of model updates

creates potential vulnerabilities, as these communications can be exploited by

adversarial entities within the federation. Various attacks, including those using

generative deep learning techniques, have been developed to extract con�dential

information from the gradients shared during training [74]. These attacks can

lead to the reconstruction of private data or the manipulation of the central

model through strategically crafted updates.

The increasing frequency of data breaches in FL systems has raised doubts about

their practical security, leading to a surge in research aimed at developing de-
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fensive strategies. These include methods for robust model aggregation, model

pruning, and gradient encryption [75�77]. Despite these e�orts, the complexity

and scale of FL systems introduce unique vulnerabilities, and existing counter-

measures are often insu�cient to ensure robust security [78].

2.1.1. Main Contributions

In order to enhance data security and ensure user privacy in a federated learn-

ing environment, this chapter introduces the Secure Generative Data Exchange

(SGDE) framework, which is designed for the secure exchange of data through

di�erentially private data generators (Figure 2.1). SGDE is divided into three

distinct phases: Subscribe, Push and Pull . During the Subscribe phase, clients

express their intention to participate in the data exchange by establishing com-

munication with the server. Subsequently, in the Push phase, clients locally

train data generators that adhere to strict di�erential privacy standards accord-

ing to the server's requirements, and these generators are then submitted to the

server. In the �nal Pull phase, clients gain access to the collection of generators

maintained by the server, allowing them to locally generate synthetic data and

train machine learning models on this data. The SGDE framework is partic-

ularly suited to cross-silo federated learning, where clients are typically large

institutions such as hospitals, universities or corporations. This context is char-

acterised by a limited number of clients � often only in the hundreds � each with

su�cient computational resources to train generative models independently.

SGDE enables customers to produce large volumes of synthetic data that faith-

fully replicate the characteristics of real-world data, and make this synthetic

data available for o�ine machine learning tasks. This approach provides the

transparency and �exibility of a centralised dataset while signi�cantly reduc-

ing communication overhead. In addition, in supervised classi�cation scenarios,

SGDE facilitates the generation of balanced samples across all classes, thereby

improving fairness for underrepresented classes in the original dataset.

From a security perspective, SGDE provides robust protection against common

federated learning attacks, such as poisoning and inference attacks. The o�ine
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Figure 2.1: Overview of the SGDE framework: clients exchange di�eren-

tially private data generators with a server and gain access to a pool of

generators, enabling the creation of a large synthetic dataset for o�ine

use [2].

nature of the synthetic dataset inherently reduces the attack surface, making

malicious interference more detectable and manageable [79]. The absence of a

centralised model and global task further reduces the opportunities for attackers,

thereby enhancing the security posture of the framework.

The contributions of this work are as follows:

ˆ The introduction of the SGDE framework, along with a thorough exami-

nation of its bene�ts in a federated learning context;

ˆ A detailed discussion of how the use of di�erential privacy compliant data

generators within SGDE contributes to signi�cant security improvements;

ˆ Empirical validation of SGDE's e�ectiveness through experimental evalu-

ations using both tabular and image datasets, demonstrating performance
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bene�ts from the perspective of federation members;

ˆ Demonstration of SGDE's ability to address and mitigate issues related to

distribution bias and discrimination within datasets.

2.2. Related Works

Federated Learning (FL) [72, 80] was introduced as a privacy preserving frame-

work for distributed machine learning that could scale to millions of devices. In

a standard FL setting, a central server coordinates K clients, each with a local

dataset, to jointly minimise a global loss function F with respect to a model's

parameters w:

min
w

F (w) = min
w

KX

k =1

pk Fk (w): (2.1)

Here Fk is the loss function for client k, calculated over nk local samples, with

pk acting as a weighting factor to ensure
P K

k =1 pk = 1 . Common choices for pk

include pk = n k
n , where n =

P K
k =1 nk , or pk = 1

K .

One of the fundamental challenges in FL has been managing the inherent het-

erogeneity across a large client network. This includes variations in computing

power and connectivity, as the network may include devices with di�erent hard-

ware architectures and memory constraints. Communication channels may be

unreliable, resulting in delayed or lost updates, which, if ignored, could bias the

global model towards clients with more stable connectivity. Numerous strate-

gies were proposed to mitigate communication costs and address issues related to

lost updates [81, 82]. According to Lim et al., the primary methods for reducing

bandwidth requirements in mobile networks included improved edge computa-

tion, model compression, and importance-based updating [83].

In addition, energy e�ciency was identi�ed as critical, particularly in networks

with IoT and battery-powered devices, given the high energy demands of wireless

communications [84, 85]. Statistical heterogeneity was another major concern,
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as the assumption of independent and identically distributed (IID) data often

failed in real-world FL scenarios. Techniques such as Agnostic FL were intro-

duced to address this by optimising the central model for any combination of

client updates, thereby improving fairness [86]. FedProx extended the FedAvg

algorithm by incorporating a regularisation term that ensured convergence in

non-IID environments [72, 73].

While the standard FL framework typically provided a single model for each user,

this approach could limit performance for local inference tasks. Personalisation

of local models was proposed as a solution to address non-IID data distribu-

tions [87]. For example, Wu et al. discussed personalisation techniques for IoT

devices, including transfer learning, meta-learning, federated multitask learning,

and federated distillation [88]. In the context of meta-learning, methods such

as MAML were widely adopted to personalise models for individual users [89�

91]. In addition, Huang et al. introduced attentive message passing to improve

personalisation by aggregating customers with similar characteristics [92].

2.2.1. Di�erential Privacy and Generative Models

As detailed in Chapter 1, Di�erential Privacy (DP)[93] provided a rigorous

mathematical framework for quantifying a system's resistance to the disclosure

of sensitive information associated with individual data points. A mechanism

M : X ! Y was de�ned to be (" )-di�erentially private if, for any pair of adjacent

inputs x; y 2 X and any subset of outputs S � Y , the following condition held:

Pr[M (x) 2 S] � exp" Pr[M (y) 2 S]: (2.2)

In Equation (2.2), " represents the privacy budget, quantifying the potential

information leakage. Lower values of " correspond to stronger privacy guar-

antees. DP was particularly advantageous in iterative optimisation methods,

such as stochastic gradient descent, due to its composability, group privacy, and

robustness to auxiliary information.

However, the strict constraints of " -DP could make it impractical for many real-
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world applications. To address this, several relaxed versions were proposed,

including f-DP, concentrated DP, and R'enyi DP [52, 94, 95]. The most common

relaxation was ("; � )-DP, where a mechanism M : X ! Y was ("; � )-di�erentially

private if for any adjacent inputs x; y 2 X and any subset of outputs S � Y , the

following held [25]:

Pr[M (x) 2 S] � exp" Pr[M (y) 2 S] + �: (2.3)

In Equation (2.3), � accounts for the probability of violating " -DP by a small

margin. In FL systems, ("; � ) DP techniques were often used to improve the

privacy of data stored on client devices. A common approach involved the use of

di�erentially-private optimisers, such as di�erentially private SGD, where gradi-

ent clipping and the addition of Gaussian noise at each iteration ensured com-

pliance with DP standards [25]. PATE, another DP-aware framework, used a

student-teacher model where a central "student" model learned from a set of

private "teacher" models via noisy voting [96].

DP measures were also crucial in synthetic data generation by deep generative

models such as Generative Adversarial Networks (GANs) and Variational Au-

toencoders (VAEs) [10, 97]. For example, di�erentially-private VAEs [98] and

GANs [99] integrated DP by introducing noise into the gradients during train-

ing. Advanced GAN architectures were modi�ed to comply with DP standards,

including InfoGAN [100] and DP-Conditional GAN [101], which used the R'enyi

DP model [52, 102].

One notable framework was DP-auto-GAN [103], which was designed to gen-

erate synthetic data from unlabelled, mixed-type datasets by combining GANs

with autoencoders for dimensionality reduction. Similarly, PATE-GAN [104] ex-

tended the PATE framework by using a set of private teacher discriminators to

train a student discriminator against a shared generator, ensuring di�erential

privacy of the synthetic data. In [105], the authors proposed a two-step ap-

proach: �rst, K -means clustering with a di�erentially private kernel was applied

to sensitive data, followed by training K generative models, one for each cluster,
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achieving greater data utility than a single-model approach.

2.2.2. Threats to Federated Learning

Although FL pipelines often incorporated di�erential privacy techniques to pro-

tect customer data, numerous studies showed that targeted attacks could still

compromise sensitive information. A comprehensive review of the major FL at-

tacks was provided in [74], where they were categorised into poisoning attacks

and inference attacks. Poisoning attacks involved the deliberate manipulation of

training data or model parameters by a malicious actor to distort the learning

process away from its intended goal. Inference attacks, on the other hand, aimed

to infer whether a particular data sample was involved in the training process

(membership inference [24, 106]) or to reconstruct the input data from a given

model and its output (input inference or model inversion [45]). Another critical

attack vector in FL was the iterative gradient exchange that underpinned the

training process. Gradient leakage attacks exploited this vulnerability, allowing

adversaries to extract information about raw private data samples via GAN-

based gradient reconstruction [107]. It was shown that even partial access to

intermediate updates could lead to signi�cant data leakage [108].

2.3. Method

This section introduces SGDE, a novel data exchange framework utilising gen-

erative models. SGDE is designed to provide robust privacy whilst addressing

signi�cant security challenges inherent in federated learning (FL). Unlike tra-

ditional learning protocols, SGDE does not involve optimising a target model

or solving a prede�ned task. Instead of exchanging model gradients, SGDE al-

lows each client within a cross-silo federation to access di�erentially private data

generators capable of synthesising an arbitrary number of data samples. These

generators encapsulate the characteristics of their respective private datasets

without revealing explicit information, thus safeguarding against both curious

and malicious entities. Once distributed, clients can autonomously generate

synthetic data for any local machine learning task. This data generation can be
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performed entirely on the client side, o�ering the �exibility to either train mod-

els privately on synthetic data or engage in federated iterative processes with a

shared model, all whilst ensuring enhanced privacy, as synthetic data inherently

lacks sensitive information.

Although this study focuses on supervised classi�cation, the SGDE framework

can be extended to various other machine learning tasks. The advantages of

SGDE in a cross-silo federation are manifold:

ˆ Flexibility : SGDE grants clients complete control over synthetic data,

both in terms of generation and utilisation. Clients have the freedom to

select the most appropriate generators to construct their datasets and can

determine the size of these datasets according to their needs. Additionally,

the synthetic data generated by SGDE is task-agnostic, allowing its use

in di�erent machine learning applications without the need for central

coordination between federation participants.

ˆ Security : In SGDE, private data remains within the client environment,

and only data generators are exchanged. Moreover, private training pa-

rameters remain local, with the exception of the privacy level of the gener-

ator. This signi�cantly reduces the attack surface for both data poisoning

and inference attacks.

ˆ Fairness : Clients can generate an unlimited number of samples for each

prede�ned label, ensuring balanced class representation within the syn-

thetic dataset. This capability helps mitigate distributional biases, as

demonstrated in Section2.4.

ˆ Communication E�ciency and Robustness : SGDE eliminates the

need for iterative data exchange, as training is performed entirely on the

client device, without requiring Internet communication. Generators are

exchanged only once between the client and the central server, resulting

in signi�cant bandwidth savings.
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Figure 2.2: Schematic representation of the tripartite structure of the

SGDE protocol. The process begins with an initial exchange phase to

establish communication between client and server entities. The protocol

then proceeds to a model development phase, where the client constructs a

generative model using its own data sets, adhering to parameters speci�ed

by the server, before submitting the resulting model to the server infras-

tructure. The protocol culminates in a resource retrieval phase that allows

the client to access the server's repository of generative models [2].
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2.3.1. The Steps of SGDE

Consider a federated network consisting of K clients, where each client k owns

a private dataset Dk = f x1 ; x2 ; : : : ; x n k jx i 2 X g , where X represents the data

domain. Although the discussion is framed in the context of supervised classi�-

cation, SGDE can be generalised to other machine learning paradigms. In this

scenario, each data point x i is associated with a class labelyi from a �nite set Y.

Furthermore, it is assumed that each client k desires access to a larger dataset

than Dk and is therefore motivated to join a federation with other like-minded

clients.

In this federated environment, SGDE provides a secure solution by requiring each

client to generate a set of generatorsGk , where each generatorgy
k corresponds to

a classy 2 Y . These generators are then collected by a central server and made

available to other clients within the federation.

As depicted in Figure 2.2, SGDE encompasses three distinct phases:Subscribe,

Push, and Pull :

1. Subscribe : Participant k signals its intention to join the protocol by

communicating with the central server. The server responds by provid-

ing a comprehensive set of requirements for the data generators. These

speci�cations may delineate the nature of the synthetic data, the inter-

nal architecture of the generators, or the minimum di�erential privacy

parameters ("; � ) that must be satis�ed.

2. Push : For each classy 2 Y , participant k undertakes the training of a

generator gy
k : Z ! X . This generator is capable of synthesising samples

x̂ that correspond to label y, utilising a noise vector z 2 Z � N (0; � )

as its initial input. The resulting set of generators Gk is subsequently

transmitted to the central server, accompanied by the ("; � ) di�erential

privacy levels measured during the training process. Notably, the server

does not require any additional information about the training process,

thereby preserving the participant's privacy.

3. Pull : Participant k is granted access to the generator repository hosted
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on the central server, which contains generators from various participants.

This access allows participant k to examine the parameters, structure, and

privacy levels of the available generators, facilitating an informed selection

for download. These acquired generators can be employed to sample an

unlimited number of synthetic data instances, enabling the participant to

construct datasets of any desired size.

2.3.2. Threat Analysis

This section evaluates the resilience of SGDE against common attack vectors

in federated learning, with a particular focus on internal threats from malicious

entities within the federation, as outlined in [74].

The �rst category of attack considered is data poisoning. In SGDE, the primary

vulnerability lies in the design of the generators. However, unlike centralised FL

settings where a single point of failure could compromise the entire system, the

decentralised nature of SGDE prevents an attacker from undermining the entire

federation. A malicious actor could potentially create generators that produce

poisoned data, leading to inaccurate model predictions. However, from the per-

spective of an honest client, such an attack could be detected by performance

degradation and mitigated by excluding the compromised generators during the

data sampling process. Furthermore, as discussed in [79], poisoning is less ef-

fective against a synthetic dataset such as that generated by SGDE, as direct

heuristic analysis facilitates the detection of malicious activity, a capability that

does not exist in standard FL scenarios where clients do not have visibility into

others' data.

The second category of attacks comprises inference threats. SGDE signi�cantly

reduces the attack surface compared to traditional FL setups by eliminating

the iterative exchange of gradients, thereby neutralising gradient leakage attacks

aimed at reconstructing private data.

It is argued that inference attacks targeting data generators, such as membership

inference and model inversion, would also be ine�ective against SGDE. Di�er-



2| Synthetic Data Sharing in Federated Learning 57

ential privacy built into the SGDE framework provides protection against these

types of attacks, as shown in [109]. Strict di�erential privacy settings in model

training enhance resistance to membership inference attacks. Similarly, model

inversion attacks, which attempt to reverse-engineer data from a di�erentially

private generator, would at best recover the latent noise vector rather than any

meaningful data.

Regarding external threats, SGDE also provides enhanced protection against

network-level attacks, which typically target system availability rather than the

learning protocol itself. By reducing communication to the exchange of data gen-

erators, SGDE minimises the information transmitted over the Internet, thereby

reducing susceptibility to server availability attacks that exploit the continuous

gradient exchange in traditional FL.

In conclusion, traditional FL and SGDE can be combined to further enhance

security guarantees. A distributed learning system operating on a synthetic

dataset generated via SGDE need not concern itself with the con�dentiality of

the synthetic data. As private data never leaves the client's premises, novel

machine learning algorithms can be applied to public synthetic datasets that

retain the essential characteristics of their private counterparts, thus maintaining

a high level of privacy and security.

2.4. Experiments and Results

The Secure Generative Data Exchange (SGDE) protocol facilitates the exchange

of class-speci�c data generators amongst clients in a federated learning environ-

ment. This approach enables the training of machine learning models on syn-

thetic data, e�ectively expanding the range of available training data beyond

the limited private datasets on individual devices.

In the SGDE experiments, clients train local machine learning models using an

optimal number of synthetic samples generated by the exchanged SGDE gen-

erators. The synthetic dataset comprises samples uniformly selected from each

available generator. Tables 2.1 and 2.2 present the average performance met-
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rics of these local models, evaluated against the clients' private datasets and a

separate test set, respectively. The datasets used in this set of experiments �

Titanic [110], Breast Cancer [111], Mushrooms [110], Adult [110], Wine Qual-

ity [112], MNIST [64] and FashionMNIST [65] � are described in Appendix A.

To ensure a rigorous and unbiased comparison, the experiments employ well-

established models from the machine learning literature as classi�ers. For tabu-

lar datasets, logistic regression serves as the primary classi�er. Image datasets

utilise the �rst eight pre-trained layers of VGG16, adapted through transfer

learning [113]. In the latter case, the �nal dense layer of the VGG16 architec-

ture, comprising 256 neurons with LeakyReLU activation function followed by

a softmax classi�er, remains the sole trainable component. The VGG16 model

undergoes training using the Adam optimiser with a learning rate of 0.001. All

experiments are conducted on a system equipped with an Intel(R) Xeon(R) CPU

E5-2630 v4 @ 2.20GHz and an Nvidia Quadro RTX 6000 GPU.

Data generators play a pivotal role in the SGDE protocol, as they must meet

stringent security standards whilst producing synthetic data with high utility

for machine learning tasks. Although the generated samples need not appear

perceptually realistic, they must still provide signi�cant utility. Figure 2.3 illus-

trates synthetic images from a single client's class-speci�c generators, showcasing

visibly noisy images that do not closely resemble real samples. Nevertheless, the

experimental results demonstrate a high level of utility for these synthetic im-

ages, with performance sometimes surpassing that of the real data.

From a security perspective, data generators must not reveal any information

about the private data used in their training, thus safeguarding client privacy.

SGDE permits the exchange of any data generator that satis�es these security

requirements.

The empirical investigations employed a bespoke implementation of the � -VAE

architecture, trained using a di�erentially private variant of the Adam opti-

miser [25, 114]. To achieve optimal resistance against inference attacks, ren-

dering such attacks no more e�ective than random guessing, each participant is

required to train its generators to attain a �nal ("; � )-DP level characterised by
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Figure 2.3: Examples of synthetic data generated from SGDE generators.

The �gure presents synthetic images for MNIST (�rst four rows) and Fash-

ion MNIST (remaining four rows). Each column contains images from a

single generator trained for a speci�c class. The images exhibit notice-

able background noise and content distortion, resulting from di�erential

privacy techniques. These visually identi�able synthetic images are not

linked to any privacy-protected real samples from a client's dataset, thus

preserving data privacy [2].
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Table 2.1: Performance evaluation on local data splits. The table com-

pares the average performance of local models trained on local data (Base-

line), a single global model trained with FedAvg (FedAvg), and local mod-

els trained on synthetic data generated via the SGDE protocol (SGDE).

The Baseline columns present results from 10-fold cross-validation, while

FedAvg columns show performance on private validation splits. SGDE

columns report performance on entire local datasets. The table highlights

the average improvements achieved through federated learning and SGDE

compared to local training.

Dataset Accuracy " F1 Score " AUC "

Baseline FedAvg SGDE Baseline FedAvg SGDE Baseline FedAvg SGDE

Titanic 75.67 76.67 80 :87 19.43 69 :89 63.37 75.70 69.38 78 :35
Breast Cancer 89.67 89.50 97 :09 93.37 84.16 97 :81 99.17 98.75 99 :27
Mushrooms 92.93 91.51 93 :49 92.43 91.32 93 :14 96.23 95.84 96 :61
Adult 80 :64 76.01 79.65 49.69 47.95 61 :64 83.30 79.81 83 :73
Wine Quality 93.46 90.44 98 :54 82.98 85.81 97 :10 99.44 99.10 99 :49
MNIST 98.20 99 :40 98.72 98.16 99 :39 98.71 99.02 99 :66 99.31
FashionMNIST 88.47 91 :75 89.30 88.32 91 :65 89.22 93.87 95 :76 94.76

Avg. Improvement -0.54 + 2:66 +6.54 + 10 :94 -1.20 + 0:68

" � 1:5, � � 1
jD c j , and RDP � 9. Here, jD c j denotes the number of samples

in class c of dataset D, and RDP represents the R'enyi-DP value [106, 109].

Each participant retains solely the decoder, responsible for generating synthetic

samples, whilst excluding the encoder to preclude potential privacy breaches.

An ablation study was conducted to optimise the hyperparameters of the � -

VAE architecture, striking a balance between generation performance and the

noise introduced by di�erential privacy. This study encompassed a grid search

across two architectural con�gurations, tailored for tabular and image data, as

elucidated in Table 2.3. For tabular data, each dense layer is succeeded by a

LeakyReLU activation function. Conversely, for image data, each convolutional

layer is followed by a Swish activation function [115]. The latent space dimension

and � value were meticulously �ne-tuned for each dataset.
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Table 2.2: Performance evaluation on test sets. The table compares the

average performance of local models trained on local data (Baseline), a sin-

gle global model trained with FedAvg (FedAvg), and local models trained

on synthetic data generated via the SGDE protocol (SGDE). All models

are evaluated on a hold-out set. The table highlights the average improve-

ments achieved through federated learning and SGDE compared to local

training.

Dataset Accuracy " F1 Score " AUC "

Baseline FedAvg SGDE Baseline FedAvg SGDE Baseline FedAvg SGDE

Titanic 71.83 74 :81 74.01 29.70 71 :61 56.00 77.14 70.85 77 :43
Breast Cancer 89.42 91.86 93 :02 92.25 90.82 94 :78 99.60 99.36 99 :76
Mushrooms 92.56 91.27 93 :49 91.92 91.20 93 :14 96.30 96.07 96 :61
Adult 80 :87 76.47 79.00 50.14 47.70 60 :21 84.02 81.24 84 :08
Wine Quality 92.57 90.23 97 :79 82.42 85.10 95 :70 98.63 98.50 98 :65
MNIST 97.76 99 :08 98.49 97.71 99 :08 98.49 99.02 99 :50 99.19
FashionMNIST 85.97 87.94 88 :13 85.81 87.99 88 :04 92.65 93.68 94 :13

Avg. Improvement +0.10 + 1:85 +6.22 + 8:06 -1.17 + 0:36

The primary concern for individual clients is whether participation in the SGDE

protocol o�ers tangible bene�ts in terms of utility. As shown in Table 2.1,

participation in SGDE enabled each member of the federated network to improve

average classi�cation accuracy and AUC by 2.66% and 0.68% respectively across

all datasets. This suggests that synthetic data from SGDE-shared generators is

more e�ective for learning classi�cation tasks than using the client's local data

alone. Consequently, synthetic data can serve as a viable substitute for privacy-

sensitive local data in machine learning processes.

Moreover, the F1 score exhibited an average improvement of 10.94% across all

experiments. This enhancement suggests that the uniform generation of data for

each class mitigates distributional bias, particularly in cases of underrepresented

classes in unbalanced datasets, as participants gain access to more comprehensive

information about minority classes. Thus, engaging in the SGDE protocol and

training a model on synthetic data proves bene�cial not only for accuracy but

also for achieving more equitable classi�cation performance.
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Table 2.3: Hyperparameters of the� -VAE architecture for tabular and

image data. The table outlines the structure of the encoder and decoder

networks, specifying the number of neurons for dense layers and the num-

ber of �lters, kernel size, and stride for convolutional layers.

Architecture Layer Tabular Data Image Data

Encoder
1st Layer Dense(64) Conv2D(128,3,2)
2nd Layer Dense(32) Conv2D(256,3,2)
3rd Layer - Conv2D(512,3,2)

Decoder
1st Layer Dense(64) Conv2DT(128,3,2)
2nd Layer Dense(128) Conv2DT(256,3,2)
3rd Layer - Conv2DT(512,3,2)

The robustness of these �ndings is further corroborated by the results presented

in Table 2.2, where the models are evaluated on the test set. Across the Baseline

and SGDE experiments, there is an average improvement in accuracy and AUC

of 1.85% and 0.36% respectively. The F1 score increases by an average of 8.06%,

rea�rming the signi�cant fairness bene�t of participating in the SGDE generator

exchange.

The main focus of the analysis so far has been on the comparative performance

of training on synthetic samples versus training on real local data. The next logi-

cal investigation concerns the comparison between training on synthetic samples

and federated learning, the preeminent privacy-preserving approach for training

machine learning models on distributed data. In particular, SGDE demonstrates

advantages over federated learning, not only in terms of reduced communication

costs due to its non-iterative nature, but also in terms of superior classi�cation

performance in numerous scenarios. The experiments show that SGDE performs

comparably to, or even better than, the FedAvg algorithm [73], especially in sce-

narios with a small number of participants and unbalanced data distributions.

This is most evident in the �rst �ve rows of tables 2.1 and 2.2, where the ex-

periments involve small tabular data sets and logistic regression as the global

machine learning model.
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In conclusion, the experiments demonstrate that SGDE provides a secure mech-

anism for sharing the knowledge embedded in private data by pooling data gen-

erators and making them publicly accessible. These �ndings establish SGDE

as a potent tool for enhancing the performance of machine learning tasks for

participants in the generator exchange. Furthermore, by enabling the genera-

tion of a transparent local dataset, SGDE eliminates the need for the iterative

model exchange process typical of federated learning, thereby reducing com-

munication overhead. SGDE also outperforms standard federated learning in

terms of accuracy, fairness, and transparency, whilst ensuring robust protec-

tion of participants' private data. In a broader context, this research advocates

the development of secure technologies that leverage publicly available synthetic

data. Such collaboration in a secure environment is posited as key to increasing

value and knowledge in a manner that satis�es privacy requirements.

2.5. Conclusions

This study presents SGDE, a data exchange framework that uses data genera-

tors to ensure robust privacy protection. The bene�ts of a generative approach

to data sharing are fully analysed, particularly in contexts where strict pri-

vacy requirements are paramount. Generators are able to preserve the essential

characteristics of private data while allowing the production of an unlimited

set of synthetic samples that are public, reproducible and fair. Furthermore,

centralised datasets in this framework show strong resilience to poisoning and

inference attacks, which are signi�cant threats to conventional federated learning

systems.

The e�ectiveness of SGDE is demonstrated through various experimental sce-

narios requiring high con�dentiality, using di�erentially private � -VAEs as data

generators. The results show that training on synthetic data not only preserves

individual privacy, but also achieves superior performance compared to train-

ing on real private data. SGDE consistently outperforms federated averaging

in the scenarios considered, which is widely regarded as the leading technique

for privacy-preserving machine learning on distributed data. In particular, the
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generative approach used by SGDE o�ers improved communication e�ciency,

transparency and overall e�ectiveness, especially in cases where data distribu-

tion is uneven across clients. The research community's growing recognition

of the bene�ts of generative methods in privacy-aware federations points to a

promising direction for future research. This approach has signi�cant poten-

tial to reduce barriers to the development of more user-centric, fair and secure

large-scale machine learning systems.
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3 | Downstream Task

Oriented Dataset

Generation

The acquisition and annotation of high-quality datasets for training deep learn-

ing models presents signi�cant challenges, often necessitating laborious and time-

intensive e�orts. These di�culties can substantially impede research advance-

ments. Recently, generative models have emerged as a viable alternative for

producing synthetic datasets that either supplement or entirely replace real-

world data. Despite their promise, synthetic datasets frequently fall short of

adequately capturing the intricate variability and richness inherent in real-world

data, which limits their e�cacy.

This chapter o�ers two distinct contributions aimed at addressing this issue.

The �rst contribution examines the application of Generative Adversarial Net-

works (GANs) for the creation of synthetic datasets, which are subsequently em-

ployed to train classi�ers evaluated on real-world imagery. To enhance both the

quality and the diversity of the synthetic datasets, three novel post-processing

methodologies are proposed: Dynamic Sample Filtering, Dynamic Dataset Re-

cycle, and the Expansion Trick. Furthermore, a pipeline referred to as Gap

Filler (GaFi) is introduced, which integrates these techniques in a systematic

and optimised manner, with the goal of maximising classi�cation accuracy when

applied to real-world data. Experimental results demonstrate that GaFi success-
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fully narrows the gap in Classi�cation Accuracy Score to error margins of 2.03%,

1.78%, 3.99%, 3.33%, and 2.04% on the FashionMNIST, CIFAR10, CIFAR100,

CINIC10, and DermaMNIST datasets, respectively. These �ndings establish a

new benchmark in Classi�cation Accuracy Score and underscore the pivotal role

of post-processing techniques in improving the utility of synthetic datasets.

The second contribution of this work focuses on the adaptation of the Stable

Di�usion 2.0 model for synthetic dataset generation, employing methods such

as Transfer Learning, Fine-Tuning, and the optimisation of generation parame-

ters to enhance the dataset's applicability for downstream classi�cation tasks. A

class-conditional variant of the model is presented, which incorporates a Class-

Encoder alongside the optimisation of key generation parameters. The proposed

approach yielded synthetic datasets that, in one-third of cases, enabled the de-

velopment of models that surpassed the performance of those trained on actual

datasets.

3.1. Introduction

In recent years, deep generative models have evolved to the point where they

are capable of producing data that is nearly indistinguishable from real-world

samples, whether in the form of images, videos, or other multimedia content.

This notable progress has led to signi�cant interest in exploring whether these

synthetic datasets could be utilised as e�ective substitutes for real data in various

machine learning applications. In particular, the potential to reduce the costs

and logistical challenges of data collection has gained attention, especially in

contexts where data cannot be freely shared due to privacy concerns or the

sensitive nature of the information. Additionally, generative models may o�er

solutions when original datasets are too large or cumbersome, as they provide a

compressed representation of the real data, thus facilitating more e�cient data

handling and analysis.

However, while synthetic data generation o�ers considerable advantages, several

challenges remain. A central concern is the reduced informational richness of syn-
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thetic datasets compared to real-world data, which can hinder the performance of

models trained exclusively on such data. Furthermore, training generative mod-

els, especially those relying on di�usion techniques, often demands substantial

computational resources and time, particularly when generating large volumes

of synthetic samples. These limitations have raised questions about the utility

of synthetic data in practical machine learning applications.

In response to these concerns, e�orts have been made to formalise methods for

evaluating the e�ectiveness of synthetic data in training machine learning mod-

els. Ravuri et al. introduced the Classi�cation Accuracy Score (CAS), a metric

designed to assess the performance of a classi�er trained solely on synthetic data

by measuring its accuracy on a real-world test set [116]. Surprisingly, despite the

advances in the perceptual quality of synthetic data and the ability of generative

models to produce vast quantities of samples, models trained on synthetic data

often underperform when compared to their counterparts trained on real data.

This discrepancy highlights the need for further research into both improving

the quality of synthetic datasets and understanding the underlying factors that

contribute to the gap in performance between synthetic and real data.

3.1.1. Main Contributions

This thesis explores two complementary approaches to enhancing the utility

of synthetic data generated by generative models, focusing on improving their

applicability to downstream tasks. The �rst part of the study addresses the

gap between synthetic and real-world data performance, as measured by the

CAS metric, by proposing novel post-processing techniques and introducing an

innovative pipeline for optimising synthetic data generation. The second part

investigates the adaptation of a pre-trained di�usion model for class-conditioned

image generation, aiming at e�ciently producing high-quality synthetic datasets

for classi�cation tasks.

In the �rst half of this chapter, existing post-processing methods from the lit-

erature are critically analysed, and new strategies are introduced to elevate the

quality of synthetic data. A key contribution is the development of the Gap
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Filler (GaFi) pipeline, which integrates multiple post-processing techniques to

signi�cantly enhance the performance of any generative model, without requir-

ing changes to the model's architecture or training methodology. The primary

contributions of this section are as follows:

ˆ Two improved post-processing techniques are proposed: Dynamic Sam-

ple Filtering and Dynamic Dataset Recycle, alongside a novel approach

termed the Expansion Trick.

ˆ The GaFi pipeline is introduced as a �exible, model-agnostic framework

aimed at maximising the CAS metric for synthetic data generation.

ˆ Empirical results demonstrate that the GaFi pipeline yields synthetic data

with CAS values approaching the upper bound of real data accuracy, es-

tablishing a new state of the art in the �eld of synthetic data generation

for classi�cation.

The second part of the study focuses on adapting the pre-trained Stable Di�u-

sion 2.0 model to generate synthetic datasets conditioned on class vectors, specif-

ically targeting the generation of data with high informational content for down-

stream classi�cation [117]. This class-conditioned adaptation is achieved through

a multi-step pipeline involving transfer learning, �ne-tuning, and Bayesian opti-

misation of key hyperparameters. The contributions of this approach include:

ˆ A class-conditioned version of the Stable Di�usion 2.0 model is presented,

capable of generating synthetic datasets that provide substantial utility

for training classi�ers.

ˆ An adaptation pipeline is proposed, incorporating transfer learning and

�ne-tuning, alongside Bayesian optimisation, to re�ne dataset generation

for di�usion models.

ˆ The e�ectiveness of the approach is demonstrated by showing incremental

improvements in dataset quality and a reduction in per-sample genera-

tion times. In some instances, classi�ers trained on the synthetic data

outperform those trained on real-world data.
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3.2. Related Works

The past decade has witnessed remarkable advancements in deep learning, par-

ticularly in the realm of generative models. These models have demonstrated

an increasing capacity to produce synthetic data that closely mimics real one.

At the forefront of this progress are three key architectural frameworks: Vari-

ational Autoencoders (VAEs), Generative Adversarial Networks (GANs), and

Denoising Di�usion Probabilistic Models (DDPMs) [10, 12, 97]. The �eld of

computer vision has been signi�cantly impacted by these models, which have

found extensive application in image generation tasks. To assess the perceptual

quality of synthetically generated images, researchers have developed various

metrics. Among these, the Inception Score (IS) and the Fréchet Inception Dis-

tance (FID) have emerged as the most widely accepted and empirically validated

measures [118, 119]. Both metrics utilise the Inception network architecture and

employ statistical methods to quantify the similarity between generated images

and their real counterparts [120].

The generation of synthetic datasets, either as a substitute for or complement

to real data, has garnered increasing attention within the machine learning com-

munity. Synthetic data o�ers numerous advantages, including the ability to gen-

erate large-scale datasets with well-de�ned characteristics, thereby mitigating

the costs associated with data collection and annotation. Furthermore, it ad-

dresses concerns related to privacy and restricted access to real-world data. The

application of generative models for creating synthetic datasets has found util-

ity across diverse domains, including semantic segmentation [121�124], optical

�ow estimation [125�127], human motion analysis [128�131], image classi�ca-

tion [116, 132, 133], and recently even neural architecture generation [134, 135].

A signi�cant contribution to this alternative application of generative models

was made by Ravuri et al., who introduced the Classi�cation Accuracy Score

(CAS) metric to evaluate GAN performance[116]. This metric assesses the ef-

�cacy of synthetic data in supporting downstream tasks by training a classi�er

on synthetic images and evaluating its performance on real images. Ideally, if

a generative model accurately captures the underlying data distribution, classi-
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�ers trained on synthetic data should exhibit performance comparable to those

trained on real data. However, achieving such performance parity remains a

substantial challenge, despite ongoing e�orts to bridge this gap.

One promising approach to address this issue is theSample Filtering tech-

nique proposed by Dat et al. [136]. This method aims to enhance the quality of

generated data by utilising an auxiliary classi�er, trained on real data, to predict

labels for synthetic samples. Samples that are incorrectly classi�ed or exhibit

low prediction con�dence are discarded. The same researchers suggest that em-

ploying multiple generative models can further improve the �delity of synthetic

data by more accurately capturing the real data distribution. An alternative

strategy for narrowing the performance gap is the Dataset Smoothing tech-

nique introduced by Besnier et al. [133]. This approach involves maintaining

a dynamic dataset, where only a subset of the synthetic training data is re-

placed with new samples at each training epoch, thereby ensuring both diversity

and gradual adaptation. Building upon these foundational methods, researchers

have proposed further re�nements and innovative techniques to more e�ectively

minimise the CAS gap.

Concurrently, other generative models have been employed to create datasets

through the use of textual prompts for conditioning, or by distilling the essence

of real datasets into a limited number of representative samples [137, 138]. These

approaches have expanded the utility of synthetic data across various machine

learning contexts, further demonstrating the potential of generative models in

advancing the �eld.

3.3. Gap Filler

This research presents a novel post-processing framework engineered to improve

the Classi�cation Accuracy Score (CAS). The proposed pipeline exhibits re-

markable adaptability, accommodating a wide range of generative methods. Its

development is based on a careful analysis of the existing literature, identifying

the most e�ective approaches and re�ning them to increase their versatility. In
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addition, the framework incorporates novel, bespoke methods designed to further

optimise performance.

3.3.1. Post-Processing Techniques

Dynamic Sample Filtering. Extending the seminal work of Dat et al., this

research has re�ned their sampling �ltering methodology by implementing an

adaptive approach tailored to the speci�c dataset and generative model under

investigation. Their ablation study demonstrated that the use of a dynamic

�ltering threshold yields superior synthetic datasets compared to static �ltering

approaches [136].

The newly developed technique, called Dynamic Sample Filtering, works in two

distinct phases. First, a pre-trained classi�er is used to predict the labels of

the generated samples, discarding those that are incorrectly classi�ed. Next, a

series of �ltering thresholds are set, ranging from 0 to 0.9. For each threshold, a

separate data set is generated, consisting only of the correctly classi�ed samples

with con�dence levels above the set threshold. Data generation continues until

each synthetic dataset reaches the desired size. A novel classi�er is then trained

from scratch on each dataset and the threshold corresponding to the dataset

with the highest CAS is retained. This approach e�ectively eliminates poor

quality samples that might otherwise a�ect the performance of the downstream

classi�er.

Dynamic Dataset Recycle. Inspired by Besnier et al.'s Dataset Smoothing

technique, a novel approach called Dynamic Dataset Recycle has been formu-

lated. In contrast to the original technique, which only updates parts of the

dataset during each iteration, this method replaces the entire synthetic dataset

at each iteration.

Empirical analysis using ablation studies has shown that recycling the entire

dataset signi�cantly improves performance with respect to CAS. To mitigate the

computational complexity, which scales with the size of the generated dataset,

the proposed method generalises the recycling process by performing it at every
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Figure 3.1: Schematic representation of the Gap Filler (GaFi) pipeline,

illustrating the sequential application of post-processing techniques to op-

timise the Classi�cation Accuracy Score (CAS).

N epochs during classi�er training, thus optimising both time and performance.

Expansion Trick. A novel approach, termed the Expansion Trick, has been de-

veloped as a counterpoint to the Truncation Trick proposed by Brock et al. [139].

Instead of restricting the noise space, the Expansion Trick expands it by sam-

pling from a normal distribution with a standard deviation larger than that

used in model training. By expanding the noise space, the model is encouraged

to explore previously under-sampled regions, producing more diverse and novel

images � particularly bene�cial in scenarios where diversity is prioritised over

image �delity.

While expanding the noise distribution increases variability, it also reduces the

quality of individual samples. To overcome this limitation, the Expansion Trick is

most e�ective when combined with �ltering techniques, which serve to eliminate

low-quality samples and ensure that only the most relevant examples are used

for classi�er training.
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3.3.2. Pipeline Implementation

The Gap Filler (GaFi) pipeline implements a sequential application of the above

post-processing techniques. The e�ectiveness of this pipeline depends on the

appropriate sequencing of these techniques and the careful selection of hyperpa-

rameters. Figure 3.1 outlines the overall structure of the pipeline, which includes

the following stages:

1. Generative Model Training. The initial phase comprises the training

of the selected generative model, with model checkpoints stored at the end

of each epoch for subsequent evaluation. It is noteworthy that the speci�c

architecture of the generative model remains �exible and unconstrained

by the pipeline.

2. Checkpoint Optimisation. To improve the performance of downstream

classi�ers, it is essential to identify the most e�ective checkpoint from those

retained during training. Each checkpoint is evaluated by calculating its

CAS, and the checkpoint with the highest score is retained. This phase

uses a �xed set of hyperparameters: a standard deviation of 1.0 and a

�ltering threshold of 0.0, whereby only samples predicted to be incorrect

are discarded, regardless of prediction con�dence. The Dynamic Dataset

Recycle parameter N is set to 10, meaning that the dataset is updated

every 10 training epochs, forming the so-called "Fast Pipeline".

3. Stddev Optimisation. Having identi�ed the optimal checkpoint, the fol-

lowing step involves �ne-tuning the standard deviation parameter for the

Expansion Trick. This is achieved by using the Fast Pipeline to compute

the CAS while modulating the standard deviation between two prede�ned

limits, s0 and sf . In the present study, s0 is set at 1.0 and sf is set at 2.0,

with an increment of 0.05.

4. Threshold Optimisation. Following the determination of the optimal

standard deviation, the next step is to optimise the �lter threshold for the

Dynamic Sample Filtering technique. Analogous to the previous optimisa-

tion step, the Fast Pipeline is used to compute the CAS, with the �ltering
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threshold varying between two values, t0 and t f . In the experiments car-

ried out, t0 is set at 0.0 and t f at 0.9, with increments of 0.1.

5. Final CAS Optimisation. Once the optimal hyperparameters have

been determined, the classi�er is trained using the "Accurate Pipeline".

In this phase, the Dynamic Dataset Recycle parameter N is set to 1,

facilitating the use of a highly diverse dataset to achieve optimal classi�er

performance.

6. Multiple Generators Sampling. The �nal stage of the GaFi pipeline

incorporates multiple generative models to improve the sampling process.

This step involves iterating the previous stages of the pipeline K times,

with each iteration training multiple identical generative models with dif-

ferent random seeds on the same dataset, as proposed by Datet al. [136].

This approach allows di�erent aspects of the data distribution to be cap-

tured, culminating in the creation of a composite synthetic dataset by

uniformly sampling the outputs of these models at each epoch of classi�er

training.

3.3.3. Experiments and Results

This section elucidates the experimental protocol and con�guration to ensure

replicability and transparency. The generative model employed in this research

was the BigGAN-Deep architecture, implemented via StudioGAN with minor

modi�cations to the residual block arrangements [139, 140]. Both generative

and discriminative networks were initialised using Orthogonal Initialisation and

optimised via Adam, with � 1 = 0 :5, � 2 = 0 :999, and a �xed learning rate of

2 � 10� 4 [141, 142]. An exponential moving average was applied to the generator

weights update with a 0.9999 decay rateBrock et al. [139]. Data augmentation

was constrained to random horizontal �ipping of the training corpus. All models

utilised a batch size of 192, with a 3:1 ratio of discriminator to generator updates.

The downstream classi�er used the ResNet20 architecture, known for its e�ec-

tiveness [143]. The width was set to 64, and conventional training techniques

were used, including cross-entropy loss, a batch size of 128, 100 epochs of train-
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Table 3.1: Impact of Dynamic Sample Filtering on Classi�cation Accuracy

Score (CAS) for various �ltering thresholds across the �ve datasets. Best

results are in bold .

Dataset No Filter 0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

FashionMNIST 88.70 89.88 90.01 89.59 89.98 89.89 90.05 90.21 89.86 90.12 89.90
CIFAR10 87.11 88.45 88.95 88.75 88.45 88.67 89.06 88.72 88.96 88.09 88.41
CIFAR100 57.74 59.13 58.82 59.39 59.35 59.20 59.06 58.79 58.76 57.28 55.52
CINIC10 75.58 76.70 77.10 77.85 76.83 78.08 77.62 77.80 77.94 78.50 77.11
DermaMNIST 67.48 67.58 67.38 67.08 66.88 67.18 67.93 67.53 66.48 67.08 66.38

ing, and SGD optimisation with an initial learning rate of 0.1, momentum of

0.9, and weight decay of 1 � 10� 4 . The learning rate was reduced by an order of

magnitude at epochs 60 and 80. To augment the synthetic training set, which

matched the real dataset in cardinality and class balance, a simple augmentation

technique was implemented: zero-padding the input image to 40� 40, followed by

randomly extracting a 32� 32 section for the �nal input and random horizontal

�ip.

The experimental setting involved �ve datasets: FashionMNIST [65], CIFAR10 [63],

CIFAR100 [63], CINIC10 [70], and DermaMNIST [144]. Comprehensive dataset

descriptions are available in the Appendix A. To standardise image dimensions,

FashionMNIST images were zero-padded to32� 32, while DermaMNIST images

were resized to32� 32 using the Lanczos algorithm due to their RGB nature. The

experiments were performed on a machine equipped with an Intel(R) Xeon(R)

Gold 6238R CPU @ 2.20GHz and an Nvidia Quadro RTX 6000 GPU. The train-

ing time for a single ResNet20 model ranged from 1 to 2.5 hours, depending on

the speci�c post-processing techniques used, while the BigGAN-Deep training

took approximately 48 hours.

Dynamic Sample Filtering Table 3.1 demonstrates the e�cacy of the Sample

Filtering technique across all examined datasets. However, the optimal thresh-

old exhibits signi�cant dataset dependency. For instance, the CAS for Fashion-

MNIST and CIFAR10 remains relatively stable across thresholds, whereas CI-

FAR100 exhibits substantial classi�er performance degradation at higher thresh-
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Table 3.2: E�ect of Dynamic Dataset Recycle frequency on Classi�cation

Accuracy Score (CAS) for the �ve datasets. Best results are inbold .

Dataset No Recycle N=10 N=5 N=1

FashionMNIST 88.70 89.29 89.88 90.16
CIFAR10 87.11 89.72 90.25 90.42
CIFAR100 57.74 59.68 60.57 61.38
CINIC10 75.58 79.37 80.55 82.57
DermaMNIST 67.48 68.03 68.33 68.43

olds.

This behaviour is hypothesised to stem from dataset complexity variations. In

simpler datasets, such as FashionMNIST and CIFAR10, generators produce im-

ages closely resembling the original dataset. Consequently, classi�ers pre-trained

on real images exhibit high prediction con�dence, with most low-quality images

already eliminated due to incorrect labelling. Conversely, CIFAR100 presents

a more complex challenge, with a tenfold increase in class count. This height-

ened complexity results in generated images more susceptible to rejection by the

pre-trained classi�er when a high �ltering threshold is applied. On average, the

Dynamic Sample Filtering technique enhances the CAS by 1.7% relative to the

baseline CAS (represented by the "No Filter" column in the table).

Dynamic Dataset Recycle Table 3.2 illustrates that the proposed dataset

recycling technique substantially improves CAS across all �ve datasets. The

results indicate that even with a relatively infrequent recycling period, such as

N = 10 , there is an accuracy increase ranging from 0.55% to 3.79%, depending

on the dataset. Notably, reducing the recycling period, i.e., generating new

synthetic data more frequently during training, leads to further performance

enhancement. As anticipated, the accuracy improvement is more pronounced

with increasing dataset complexity. This is attributed to the generative model

potentially requiring multiple attempts to produce meaningful data, particularly

for classes learned with lower e�ectiveness.

Expansion Trick Figure 3.2 illustrates the impact of the Expansion Trick on
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Figure 3.2: Impact of the Expansion Trick on Classi�cation Accuracy Score

(CAS) for �ltered and un�ltered datasets with various standard deviations.

the CAS. The results demonstrate that for un�ltered datasets, a modest perfor-

mance increase is observed when using a standard deviation slightly exceeding

1, with the exception of CINIC10. However, as the standard deviation increases,

a performance decline is noted. This outcome is not unexpected, as a higher

standard deviation leads to more diverse images at the expense of image qual-

ity. Consequently, at a certain point, the images become excessively degraded

for e�ective downstream classi�er training. Further information is available in

Appendix C.

Conversely, when the Expansion Trick is employed in conjunction with a sample

�ltering technique, signi�cantly higher standard deviation values can be achieved

without compromising performance. This is due to the retention of only "good"

images meeting the �ltering criteria - in this instance, correctly classi�ed images.

This ensures a more diverse dataset while maintaining higher image quality than

the un�ltered dataset, resulting in improved classi�cation accuracy.
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Figure 3.3: Evolution of Classi�cation Accuracy Score (CAS) across gen-

erative model checkpoints for di�erent datasets.

The �nal application of the Expansion Trick technique enhances CAS by 3.47%,

2.96%, 5.29%, 1.69%, and 0.95% on the FashionMNIST, CIFAR10, CIFAR100,

CINIC10, and DermaMNIST datasets, respectively. These improvements un-

derscore the e�ectiveness of the Expansion Trick in augmenting the generative

model's capacity to produce informative samples, thereby enhancing downstream

classi�er performance.

Checkpoint Optimization Figure 3.3 depicts the evolution of the CAS metric

as a function of the generative model checkpoint. It is important to note that

each point corresponds to the complete training of a ResNet20 classi�er, under-

scoring the computational intensity of this step. The objective is to identify the

optimal checkpoint with respect to the CAS metric.

Analysis of the graphs reveals that the optimal epochs for FashionMNIST and

DermaMNIST are 112 and 80 respectively, while for CIFAR10, CIFAR100, and

CINIC10, the optima are reached at epochs 460, 443, and 490 respectively. A
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Table 3.3: Optimal hyperparameter con�guration and resultant Classi�ca-

tion Accuracy Score (CAS) using the Accurate Pipeline for each dataset.

Dataset Checkpoint Standard Deviation Filtering Threshold CAS

FashionMNIST 112 2.00 0.0 94.03
CIFAR10 460 1.60 0.3 92.60
CIFAR100 443 1.70 0.1 68.92
CINIC10 490 1.25 0.0 84.37
DermaMNIST 80 1.30 0.4 73.66

key observation is that the CAS increases with the number of epochs up to a

certain point. This behaviour aligns with that of GANs from the perspective of

perceptual quality of generated images, which tend to deteriorate after a certain

number of training iterations.

The optimal point clearly varies with the dataset and its complexity. Given

the uniform image size across the considered datasets, this complexity is un-

derstood in terms of the number of classes, image channels, and the cardinality

of the datasets themselves. This assertion is corroborated by the CAS con-

vergence points occurring in the �rst quarter of the available epochs for the

simplest datasets and in the last quarter for the more complex ones. Overall,

the Checkpoint Optimisation step is critical, enabling subsequent steps in the

GaFi pipeline to commence from the optimal generative model.

Accurate Pipeline After determining the optimal con�guration, summarised

in Table 3.3, the classi�er can be retrained using the "Accurate Pipeline". In

this phase, the recycling period N is set to 1, regenerating the dataset at each

training epoch in order to obtain the optimal CAS through the GaFi pipeline.

It is evident that the Expansion Trick, combined with the Dynamic Sample

Filtering technique, played a crucial role in achieving the optimal CAS. This

is supported by the shifted values towards the standard deviation of 2 in each

con�guration compared to the use of the Expansion Trick alone.

This approach achieves superior results with improvements over the baseline of

5.33% for FashionMNIST, 6.09% for CIFAR10, 14.21% for CIFAR100, 10.14%
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Table 3.4: Comparative analysis of Classi�cation Accuracy Score (CAS)

for classi�ers trained on generated data, comparing the GaFi pipeline with

previous methods and real data. Best results from generative datasets are

in bold , second-best underlined.

# Metodo FashionMNIST CIFAR10 CIFAR100 CINIC10 DermaMNIST

-
Real Data 96.01 94.98 75.64 89.05 77.25
Baseline 88.70 87.11 57.74 75.58 67.48

1
Dat et al. - 88.25 62.22 - -
GaFi 94.03 92.60 68.92 84.37 73.66

2
Dat et al. - 89.68 64.33 - -
GaFi 93.98 92.74 70.22 85.42 75.06

4
Dat et al. - 90.68 67.22 - -
GaFi 93.99 93.02 71.75 85.62 74.71

6
Dat et al. - 91.14 67.56 - -
GaFi 93.98 93.20 71.95 85.72 75.21

for CINIC10 and 7.73% for DermaMNIST. Furthermore, this pipeline achieves

higher accuracy even when using only one generator compared to the best con�g-

uration of Dat et al. with six generators. These results show that the proposed

post-processing techniques, and the way they are applied in the GaFi pipeline,

lead to superior classi�ers trained on more general and useful data.

It is noteworthy that the gap between synthetic and real data has been sig-

ni�cantly reduced. Speci�cally, for the FashionMNIST, CIFAR10, CIFAR100,

CINIC10 and DermaMNIST datasets, the gap with respect to the baseline has

been reduced from 7.31%, 7.87%, 17.90%, 13.47% and 9.77% to 2.03%, 1.78%,

3.99%, 3.33% and 2.04% respectively. This remarkable result demonstrates the

undeniable e�ectiveness of the proposed approach.
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3.4. Stable Di�usion 2.0 Adaptation

This section explains the methodology used to adapt the Stable Di�usion (SD)

2.0 model, initially pre-trained on ImageNet-1K, for the generation of synthetic

datasets tailored to classi�cation tasks. Since SD 2.0 was originally designed for

text-to-image generation, the �rst step in facilitating class-conditional generation

is to replace the text-conditional embedding. Consequently, the text encoder

is replaced by a fully connected class encoder, which is tasked with linearly

mapping one-hot encoded class vectors into the dimensional space previously

used for text conditioning in the SD 2.0 architecture. The proposed adaptation

pipeline consists of four distinct phases:

1. Transfer Learning for Class-Encoder. The class encoder is speci�cally

trained on the target dataset, while the rest of the architecture retains

its original pre-trained weights. The training scheme spans 50 epochs,

maintaining a consistent batch size of 64. The optimisation process uses

the Adam algorithm with a weight decay coe�cient of 4 � 10� 3 , global

gradient norm clipping at 10, and a cosine annealing schedule for learning

rate decay initialised at 1 � 10� 4 . At the end of each epoch, a checkpoint

of the class encoder is preserved. The primary goal of this phase is to

achieve class-conditional generation with minimal changes to the existing

model framework.

2. Initial Hyper-Parameters Optimisation. The SD generation process

is highly dependent on two critical hyperparameters: the number of de-

noising steps (DS) and the unconditioned guidance scale (UGS). Their

precise calibration is crucial to achieve an optimal balance between image

quality and intra-class diversity. As the default values of the original model

(DS=50 and UGS=7.5) were optimised for text-conditioned single image

quality, their direct application in this context would lead to sub-optimal

results. Therefore, an exhaustive search for the optimal combination of

these parameters is performed in parallel with the identi�cation of the

most e�ective Transfer Learning epoch. The optimisation strategy uses

the Tree-Structured Parzen Estimator as a Bayesian optimisation tech-



82 3| Downstream Task Oriented Dataset Generation

nique, enhanced with Hyperband Pruning [145]. Each optimisation iter-

ation selects a combination of the three hyperparameters � (DS 2 [5,50],

UGS2[0,7.5], Epoch2 [1,50]) � and generates a compact dataset of 4000

images with a uniform class distribution. This dataset is then used to

train a ResNet20 architecture and compute the Classi�cation Accuracy

Score (CAS), which quanti�es the accuracy achieved by a model trained

exclusively on generated data when evaluated against a real test set [116].

This process is iterated 50 times to maximise the CAS metric.

3. Fine-Tuning of the Di�usion Model. Using the optimal parameters

identi�ed in the previous phase, the SD model is �ne-tuned, leaving all

other components, including the class encoder, unchanged. This phase

uses a training strategy analogous to the �rst step, with the following

modi�cations: the initial learning rate is reduced to 1 � 10� 5 , the number

of epochs is limited to 10, and the batch size is adjusted to 16. At the end

of each epoch, a checkpoint of the SD model is preserved for subsequent

analysis.

4. Final Hyper-Parameters Re�nement. Similar to the second phase,

this step involves a simultaneous search for the optimal adaptation epoch

and re�nement of the DS and UGS hyperparameters. The main di�erence

lies in the reduced number of �ne-tuning checkpoints (10), the restricted

range of DS values (between 5 and the optimal value from phase 2) and

the extended range for UGS (between 0 and twice the previously identi�ed

optimal value).

Upon identi�cation of the optimal con�guration, synthetic datasets are generated

to replicate the size of the target dataset, scaled by factors ranging from 1 to

10 in integer increments. In this �nal stage, the class distribution is carefully

maintained to re�ect that of the real data. For each synthetic dataset, the CAS is

calculated and then compared to the test accuracy of a ResNet20 model trained

exclusively on the authentic training set.
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Table 3.5: Quantitative assessment of the adaptation pipeline e�cacy.

Top-1 Accuracy and Generation Time computed subsequent to each

pipeline phase utilising a synthetic dataset comprising 4000 images. The

optimal score for each dataset and metric is denoted inbold .

Classi�cation Accuracy Score " (%) Generation Time # (s)
Dataset After 1. After 2. After 3. After 4. After 1. After 2. After 3. After 4.

CIFAR10 39.52 47.05 51.94 59.30 30000 18600 18600 18600
CIFAR100 15.50 17.48 17.35 27.36 30000 21000 21000 16800
PathMNIST 39.95 63.06 59.18 78.95 67500 64800 64800 64800
DermaMNIST 19.10 62.64 61.84 65.43 5250 5250 5250 2835
BloodMNIST 73.89 74.97 78.98 86.20 9000 8460 8460 7920
RetinaMNIST 37.00 40.75 41.74 47.45 810 600 600 486

3.4.1. Experiments and Results

In order to evaluate the e�ectiveness of the proposed methodology, a series of

experiments were performed using six 32x32 RGB datasets: CIFAR10 [63], CI-

FAR100 [63], PathMNIST [144], DermaMNIST [144], BloodMNIST [144] and

RetinaMNIST [144]. Detailed descriptions of these datasets can be found in

Appendix A.

The only pre-processing step was to adapt these datasets to the input require-

ments of the SD model. Speci�cally, each image underwent bilinear interpolation

to achieve a resolution of 128x128 pixels, followed by normalisation to the [-1,

1] range. The ResNet20 models were consistently trained over 100 epochs using

an Adam optimiser with an initial learning rate of 1 � 10� 3 , label smoothing

set to 0.1, and a batch size of 256. A learning rate scheduler was implemented

to reduce the rate upon reaching a plateau, with a patience of 10 epochs and

a reduction factor of 0.1. Early stopping was enforced with a patience of 25

epochs. In particular, no data augmentation techniques were used to ensure a

fair comparison between the information content of real and generated images.

All experiments were performed on a single Nvidia Quadro RTX 6000 GPU.

Table 3.5 presents the performance metrics achieved during each phase of the
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Figure 3.4: Comparative analysis of hyperparameter signi�cance. Average

importance of hyperparameters across the dual optimisation phases, as

determined through functional ANOVA methodology.

adaptation pipeline by a ResNet20 model trained on 4000 synthetically generated

images, evenly strati�ed by class. The �rst evaluation, after the Transfer Learn-

ing phase (After 1.), serves as a baseline for both the CAS of the classi�er and the

generation time of the SD model. Substantial improvements are observed after

the initial hyperparameter optimisation (After 2.), with CAS increases ranging

from 1.08% to 43.54% and generation time reductions of up to 38%, facilitated

by the identi�cation of the optimal IS value. The �ne tuning phase (After 3.)

gives mixed results in terms of CAS, suggesting that the parameters considered

optimal in the previous phase may not be universally applicable. However, on

completion of the �nal pipeline phase (After 4.), further improvements in CAS

are recorded, with increases from 10.45% to 46.33%, accompanied by further

reductions in generation times.

Figure 3.4 illustrates the average importance of the hyperparameters across the

two optimisation phases, using functional ANOVA to assess the importance of

individual hyperparameters and their interactions [146]. While the analysis does

not yield identical rankings for each phase, it consistently identi�es the UGS as

the most critical parameter. The UGS, which is closely related to the condi-

tioning temperature, plays a central role in class-conditioned production, which

makes this result logical. Contrary to initial expectations, the second most im-

portant parameter is not the number of denoising steps, which is typically pre-
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Table 3.6: Comparative performance analysis. Top-1 Accuracy achieved

on identical real test sets by ResNet20 models trained on authentic data

juxtaposed with synthetic variants of increasing cardinality. The overall

optimal score is emphasised inbold , whilst the most favourable score

derived from synthetic training sets is denoted by underline.

Dataset Real x1 x2 x3 x4 x5 x6 x7 x8 x9 x10

CIFAR10 83.26 79.09 81.49 83.67 83.82 83.67 84.52 85.82 85.47 85.57 85.79
CIFAR100 60.55 45.19 47.68 48.93 49.50 51.51 51.46 51.16 52.54 52.73 52.93
PathMNIST 88.70 85.19 84.52 81.36 84.90 81.33 84.03 83.90 82.18 81.84 86.45
DermaMNIST 75.71 66.98 67.03 66.93 68.57 68.47 67.38 69.4267.38 68.23 67.73
BloodMNIST 96.22 85.56 84.83 84.80 84.89 86.58 85.85 86.29 82.58 85.32 83.02
RetinaMNIST 47.75 40.50 43.25 47.00 52.00 47.00 43.00 51.25 46.25 49.00 46.50

sented as one of the most important SD parameters, but rather the adaptation

epoch.

The comprehensive CAS results for the full range of synthetic datasets generated

at the end of the pipeline are reported in Table 3.6 for top-1 accuracy. Synthetic

datasets with cardinality equivalent to the training sets do not achieve the CAS

of their real counterparts. Nevertheless, the CAS achieved is su�cient to claim

that SD has been e�ectively adapted to generate synthetic versions of each tar-

get dataset. As the cardinality of the generated datasets increases, signi�cant

improvements are observed. Indeed, the best results are obtained from synthetic

datasets with cardinality between 4 and 10 times that of their real counterparts,

accompanied by signi�cant improvements in terms of CAS.

The most remarkable results are those for the CIFAR10 and RetinaMNIST

datasets, where models trained on synthetic datasets outperform those trained

on real data. While for the latter dataset this improvement can be attributed

to data scarcity, for the former it can be generalised to the hypothesis that the

SD model is indeed able to compete with a comprehensive and well-structured

dataset. Regarding the other results, it is noteworthy that there is often po-

tential for further improvement, as the optimal results often correspond to the
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maximum cardinality used, suggesting the scalability of the presented approach.

3.5. Conclusions

This chapter presented two methodologies for improving the performance of deep

learning models when trained solely on synthetic data: the Gap Filler (GaFi)

pipeline and an adaptation of the Stable Di�usion 2.0 model.

The GaFi pipeline, a set of post-processing techniques for generative models, im-

proves the Classi�cation Accuracy Score (CAS). This approach introduces three

methods: Dynamic Sample Filtering, Dynamic Dataset Recycle, and Expan-

sion Trick. When properly implemented, these techniques produce measurable

bene�ts across the three datasets examined. In parallel, the study explores an

adaptation of the pre-trained Stable Di�usion 2.0 model, using ImageNet-1K

for synthetic dataset generation. This process encompasses Transfer Learning,

Fine Tuning, and optimisation of generation parameters, aimed at enhancing the

e�cacy of downstream classi�ers. The results show that in one-third of cases,

models trained on this synthetic data outperformed those trained on real data.

It is worth noting that the overall accuracy achieved with synthetic data remains

slightly below that attained with real data. This di�erence raises questions about

the nature of generative modelling and the feasibility of perfectly replicating real

data distributions. The outcomes of both approaches highlight the potential of

generative models and synthetic data in research and industry. Whilst acknowl-

edging the existing challenges, the research team maintains a positive outlook

on further reducing the performance gap. Overcoming these obstacles could

lead to advancements in various �elds. In conclusion, this research establishes

new benchmarks in synthetic data generation and classi�cation accuracy, paving

the way for further innovations in generative modelling. The results obtained

underscore the growing importance of synthetic data and generative models in

academic and industrial spheres, indicating new directions for machine learning

and arti�cial intelligence.
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Generative arti�cial intelligence has revolutionised the production of synthetic

data, o�ering novel solutions to challenges such as data scarcity and privacy,

which are particularly pressing in �elds like medicine. Despite these advance-

ments, a persistent challenge remains in e�ectively utilising synthetic data to

train high-performance models. This paper proposes a solution to this challenge

by introducing the Knowledge Recycling (KR) pipeline, designed to enhance

both the generation and application of synthetic data in training downstream

classi�ers. Central to this pipeline is the technique of Generative Knowledge

Distillation, which markedly improves the quality and relevance of information

provided to classi�ers. This is achieved through a mechanism that regenerates

synthetic datasets and applies soft labelling. The KR pipeline has been rigor-

ously evaluated across a diverse set of datasets, with particular attention given

to six highly heterogeneous medical image datasets, ranging from retinal im-

ages to organ scans. The results demonstrate a substantial reduction in the

performance disparity between models trained on real data and those trained on

synthetic data. In certain cases, models trained on synthetic data even surpassed

the performance of those trained on real data. Additionally, the models produced

exhibit near-total resistance to Membership Inference Attacks, thereby providing

privacy properties that are notably absent in models trained using traditional

methods.
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4.1. Introduction

The emergence of generative deep learning represents a pivotal technological

advancement that is swiftly in�ltrating various aspects of society, signi�cantly

in�uencing the everyday lives of individuals. This technology facilitates the ef-

fortless creation and interaction with high-quality synthetic data, encompassing

images, text, audio, and video. Consequently, the ease with which such arti-

�cially generated content can be produced increasingly blurs the line between

human-made and algorithmically generated outputs.

Simultaneously, the rapid expansion of generative models is instigating a trans-

formation across numerous sectors, leading to profound implications. On one

hand, it unlocks new opportunities, while on the other, it presents ethical and

social challenges regarding the utilisation and potential misuse of these technolo-

gies.

Presently, the advancements in this �eld bring forth challenges related to the

dissemination of algorithmically generated content, often falsely attributed to

human creation. Nevertheless, these developments also unveil opportunities for

bene�cial applications, particularly in scenarios where it becomes di�cult to

discern between human and algorithmic production. This indistinguishability

has catalysed the use of generative models to enhance real datasets and, more

recently, the ambitious goal of generating entirely synthetic datasets.

However, generating complete synthetic datasets is a complex endeavour requir-

ing models capable of producing substantial amounts of data in a reasonable

timeframe, while ensuring a careful balance between data quality and diversity.

It is well-documented that models trained exclusively on synthetic data tend to

underperform when compared to those trained on real data. Additionally, data

privacy, a concern of escalating importance, must be meticulously addressed both

before and after model training. This consideration is especially critical within

the context of medical data, where safeguarding privacy is paramount to main-

taining the trust between healthcare professionals and patients. In this context,

generative technology presents untapped potential for the secure utilisation of
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medical data, paving the way for innovations and advancements in healthcare

research.

4.1.1. Main Contributions

This chapter introduces the Knowledge Recycling (KR) strategy, a comprehen-

sive pipeline designed to enhance the generation of synthetic datasets and im-

prove the training of downstream classi�ers using solely synthetic images. The

process begins with the training of the generator alongside an auxiliary classi�er,

referred to as the Teacher Classi�er. The optimal checkpoint for the Genera-

tor is identi�ed by training a Student Classi�er at each checkpoint, employing

the proposed Generative Knowledge Distillation technique. In this approach,

the Teacher Classi�er generates soft labels for the synthetic images, enabling

the Student Classi�er to learn about uncertainties and class correlations, thus

improving its prediction accuracy on both synthetic and real images.

Upon determining the optimal checkpoint, the generation parameters are �ne-

tuned by adjusting the size of the synthetic dataset, the frequency of dataset

regeneration during Student Classi�er training, and the Generator's standard

deviation. Following the completion of the optimal Student Classi�er training,

its robustness against Membership Inference Attacks is evaluated and compared

to that of the Teacher Classi�er [24].

The objective of this work is to demonstrate that classi�ers trained on synthetic

data can achieve performance levels comparable to those trained on real data,

while o�ering enhanced resistance to Membership Inference Attacks. The pri-

mary contributions of this research are as follows:

ˆ The introduction of Knowledge Recycling, a novel pipeline that optimises

the generation and application of synthetic data within the context of

classi�er training.

ˆ The development of Generative Knowledge Distillation, a technique aimed

at enhancing the quality of information transferred from synthetic data to

classi�ers, thereby narrowing the performance gap between models trained
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on synthetic versus real data.

ˆ Validation of the proposed pipeline's e�ectiveness in producing models

with signi�cant resistance to Membership Inference Attacks, thereby achiev-

ing a favourable balance between performance and privacy protection.

4.2. Related Works

The landscape of image generation is currently dominated by two principal

model families: Generative Adversarial Networks (GANs) and Denoising Di�u-

sion Probabilistic Models (DDPMs) [10, 12]. Despite their di�ering operational

mechanisms, both model types demonstrate a robust capacity to generate and

manipulate high-resolution images when conditioned in various ways [147, 148].

While this research primarily focuses on generating high-quality individual im-

ages, a parallel research trajectory has emerged, leveraging these generative ca-

pabilities to produce fully synthetic datasets or to augment existing ones.

Initial e�orts in this domain targeted scenarios where data collection and annota-

tion are notably challenging and time-intensive, such as in medical imaging. For

instance, Frid-Adar et al. utilised GANs to synthesise images of liver lesions,

revealing that supplementing the original dataset with these synthetic images

signi�cantly enhanced the diagnostic accuracy of classi�cation models for liver

lesions [149]. Building on this, Sedigh et al. and Islam et al. applied GAN

models to generate synthetic images for skin cancer and brain PET scans, re-

spectively, with both studies reporting improved classi�cation performance when

real images were augmented with synthetic ones [150, 151].

Furthermore, research has advanced beyond merely enriching existing datasets

to focus on generating entirely new datasets and evaluating their e�cacy through

downstream machine learning tasks [137, 138, 152]. Early studies indicated that

synthetic data alone often lacks su�cient semantic depth for models trained

on such data to perform e�ectively on real-world inference tasks [153]. To

counter this, various strategies have been proposed to optimise the utility of

the vast image sets generated by these models. For example, recycling synthetic
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datasets during training and generating synthetic datasets with greater cardi-

nality than the original training set have both shown to signi�cantly improve

performance [133]. Additionally, �ltering techniques have been developed to

exclude synthetic images classi�ed with low con�dence or inaccurately by aux-

iliary classi�ers, thus enabling sampling from sparser distributions and further

enriching the synthetic datasets [136].

As the development of novel models and techniques progresses, the potential at-

tack surfaces of these models expand, necessitating increased attention to privacy

protection. Among the most prevalent attack vectors are Membership Inference

Attacks (MIAs), Model Inversion, Model Extraction, and Data Poisoning, each

applicable depending on the attacker's access level and interaction capabilities

with the targeted model [24, 45, 154, 155]. MIAs, in particular, are notable

for their simplicity, as they can be executed even in black-box scenarios, rely-

ing solely on model logits. These attacks aim to determine whether a given

input sample was part of the model's training set. Upon successful identi�ca-

tion, MIAs can facilitate more sophisticated attacks, such as Model Inversion,

Model Extraction, or further inference attacks designed to extract more detailed

information.

Numerous defensive strategies have been proposed to mitigate these threats,

many of which leverage relaxed forms of Di�erential Privacy [25]. Although

these methods are e�ective at thwarting MIAs, they often introduce signi�cant

training overheads and can degrade the performance of the protected model,

as demonstrated in Chapter 2. Recently, however, alternative approaches have

emerged that o�er a more favourable trade-o� between model performance and

privacy protection. These include adversarial training techniques and private

training at individual steps, rather than over the entire training process [156].

Empirical metrics have also been developed to better quantify this trade-o�,

further advancing the �eld.
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Figure 4.1: The Knowledge Recycling pipeline is illustrated, showcasing its

key components. A comparison between the proposed Generative Knowl-

edge Distillation technique and Ordinary Training is presented. This �gure

highlights the innovative approach to synthetic dataset creation and sub-

sequent classi�er training.

4.3. Method

This section delineates the Knowledge Recycling (KR) pipeline, which is designed

for the creation of synthetic datasets and their subsequent application in training

downstream classi�ers. The process initiates with a preparatory phase wherein

both an auxiliary classi�er, referred to as the Teacher Classi�er , and a data

generator, termed the Generator , are trained on an identical real dataset.

The �rst core stage of the pipeline, known as Checkpoint Optimisation , fo-

cuses on determining the most e�ective checkpoint of the Generator. During

this phase, classi�ers�designated as Student Classi�ers �are trained for each
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checkpoint of the Generator. These Student Classi�ers share the same architec-

ture as the Teacher Classi�er and undergo training via identical techniques.

The synthetic datasets for each checkpoint are generated using the method

termed Generative Knowledge Distillation (GKD), which is elaborated in Sub-

section 4.3.4.

Following the identi�cation of the optimal checkpoint, the pipeline progresses

to the Tuning stage. In this stage, the generation parameters are re�ned, and

the �nal Student Classi�er is trained. The concluding phase, termed the Mem-

bership Inference Attack , evaluates the robustness of the Student Classi�er

against the corresponding privacy attack. A visual overview of this pipeline is

provided in Figure 4.1.

4.3.1. Teacher Classi�er

The Teacher Classi�er is integral to the KR pipeline, serving as the cornerstone

of the GKD technique and providing the benchmark against which the Student

Classi�ers are evaluated for both accuracy and resistance to privacy attacks. To

ensure a fair and robust comparison, the architecture and training methodology

of the Teacher Classi�er are meticulously replicated in the Student Classi�ers.

Given the need to balance performance with training e�ciency�considering that

a complete training process is required for each checkpoint�the ResNet14 ar-

chitecture was selected for its e�ectiveness [143]. Training is conducted in Mixed

Precision over 500 epochs using the SGD optimiser, with an initial learning rate

of 0.5. The learning rate is adjusted via a cosine annealing scheduler, and data

augmentation is implemented using TrivialAugment and MixUp techniques [157�

159]. Further speci�cs can be found in Appendix D.

4.3.2. Generator

Generative Adversarial Networks (GANs) and Denoising Di�usion Probabilistic

Models (DDPMs) currently represent the pinnacle of image generation tech-

niques [10, 12]. Although these approaches di�er fundamentally in their op-
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erational mechanisms, both demonstrate high and comparable performance in

producing various forms of media content, with the �exibility to condition the

generation process in di�erent ways. GANs are renowned for their rapid infer-

ence capabilities, though they are often plagued by instability during training.

In contrast, DDPMs provide more stable training processes but are hindered

by prolonged generation times. Despite advancements that have signi�cantly re-

duced the number of denoising steps required by DDPMs, their generation speed

remains insu�cient to rival GANs in large-scale data generation tasks [160].

For this study, a GAN-based approach was selected, prioritising inference speed.

Speci�cally, a modi�ed version of the BigGAN-Deep model was employed, a

model recognised as a signi�cant milestone in GAN development [139]. Big-

GAN introduced several key innovations, including conditional batch normali-

sation, the truncation trick to balance quality and diversity in generation, and

advanced optimisation techniques like spectral normalisation to manage large

networks [161].

In the proposed implementation, the original BigGAN-Deep model underwent

several modi�cations. The hinge loss function was replaced with a logistic loss,

and the tanh activation function was substituted with a sigmoid. Furthermore,

regularisation techniques such as label smoothing were incorporated to enhance

the discriminator's performance, and the AdamW optimiser with a weight decay

of 0.0005 was adopted. These alterations were designed to bolster the stability

of training and the quality of the generated images.

The model was trained over 500 epochs, maintaining a 4:1 update ratio between

the discriminator and generator. To ensure model robustness, checkpoints were

systematically saved at intervals of 5 epochs. A comprehensive description of

the implementation, alongside a comparative analysis between the vanilla model

and the modi�ed version, is available in Appendix D.
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4.3.3. Evaluation Metric

In the assessment of image generators, the most commonly employed metrics in

the literature are the Inception Score (IS) and the Fréchet Inception Distance

(FID) [118, 119]. The IS evaluates the quality of the generated distribution by

considering both the clarity and diversity of the produced images. Conversely,

the FID o�ers a more comprehensive measure by comparing the generated distri-

bution to the actual distribution used to train the Generator, thereby capturing

both the quality and �delity of the synthetic images.

However, recent studies have exposed limitations in these metrics, particularly

when evaluating the utility of generated images in downstream learning tasks. It

has been observed that IS and FID often lack correlation with the e�ectiveness

of generated data in subsequent classi�cation tasks. Additionally, a trade-o�

between the quality of individual images and the diversity of the generated dis-

tribution has been identi�ed [162]. Maximising IS and FID often prioritises the

quality of generated images at the expense of diversity, which is essential for cre-

ating synthetic datasets that enhance the generalisation capabilities of models

trained on them.

In this study, the Classi�cation Accuracy Score (CAS) is adopted as the primary

metric. CAS measures the validation accuracy on real data of a classi�er trained

on synthetic datasets [116]. This metric is crucial for identifying the training

epoch that yields the most e�ective synthetic dataset. Additionally, similar to

IS and FID, CAS helps prevent mode collapse in the Generator.

4.3.4. Checkpoint Optimisation

With both the Teacher Classi�er and the Generator de�ned, trained on real

data, and subsequently frozen, the next phase in the pipeline is the Checkpoint

Optimisation step. The objective of this initial phase is to identify the optimal

checkpoint that maximises the performance of the downstream Student Classi�er

models.

For each Generator checkpoint, a Student Classi�er is trained using a methodol-
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ogy akin to that of the Teacher Classi�er, though the number of training epochs

is reduced to 100 (as opposed to 500) to enhance e�ciency. At the start of

each training session, a synthetic dataset, equal in size to the real dataset, is

generated using the current checkpoint. The input noise is drawn from a mul-

tivariate Gaussian distribution with a standard deviation of 1.0. To preserve

data diversity, the synthetic dataset is fully regenerated every 10 epochs during

training.

Previous research has underscored the bene�ts of �ltering generated data to

improve the Classi�cation Accuracy Score (CAS). For instance, Dat et al. em-

ployed a model similar to the Teacher Classi�er to exclude images that produced

inconsistent predictions [136].

In the KR pipeline, the proposed and adopted technique is Generative Knowl-

edge Distillation (GKD). Unlike �ltering methods, GKD leverages the Teacher

Classi�er to evaluate the generated images and produce soft labels for the Stu-

dent Classi�er. These probability labels are more informative than binary labels,

as they encapsulate uncertainties and correlations between classes, leading to a

substantial improvement in CAS, as elaborated in Appendix D. This approach

optimises both the quality of the information transferred to the Student Classi�er

and the e�ciency of synthetic dataset generation, enabling the desired dataset

size to be achieved more rapidly than with �ltering-based techniques.

4.3.5. Tuning

Following the identi�cation of the optimal checkpoint based on the CAS metric,

the pipeline advances to the Tuning step, where the generation parameters are

optimised to further enhance the performance of the Student Classi�ers. These

parameters, which were held constant during the Checkpoint Optimisation step,

are now recalibrated to maximise the e�ectiveness of the synthetic datasets.

The parameters targeted for optimisation are as follows:

ˆ The regeneration rate of the synthetic dataset, which was previously �xed

at 10 epochs, is now adjusted to vary between 1 and 10 epochs.
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ˆ The scale of the dataset cardinality, initially set at 1, is now varied between

1 and 10.

ˆ The standard deviation for sampling from the multivariate Gaussian dis-

tribution, which was originally set to 1.0, is now adjusted within the range

of 1.0 to 2.5.

Previous studies have demonstrated that more frequent regeneration of the syn-

thetic dataset and the creation of larger datasets contribute positively to the

improvement of CAS. Regarding the standard deviation, this approach contrasts

with the Truncation Trick used in the vanilla BigGAN-Deep model. Here, the

goal is to encourage more varied generation, even if it comes at the cost of the

perceptual quality of the generated images [139].

The Tuning step is conducted using a Tree-structured Parzen Estimator (TPE)

coupled with a Hyperband pruning mechanism [163, 164]. The optimisation pro-

cess runs for 50 iterations, with each iteration involving the training of a Student

Classi�er using the same procedure as in Checkpoint Optimisation. However,

the synthetic data in this phase is generated based on the current parameter

con�guration, with the objective of maximising CAS.

Upon completion of the search, the optimal parameter con�guration is utilised

to train the �nal Student Classi�er over 500 epochs.

4.3.6. Membership Inference Attack

The �nal stage of the KR pipeline is dedicated to evaluating the robustness of

the Student Classi�er against a Membership Inference Attack (MIA). This type

of attack targets the privacy of the model by attempting to identify whether

speci�c data points were part of the model's training dataset. In this study,

it is important to note that sensitive training data is never directly exposed to

the Student Classi�er; rather, it is solely utilised in training the Generator and

Teacher Classi�er.

The purpose of this step is to assess the e�ectiveness of MIA in discerning the

data used to train the Generator, as inferred through the Student Classi�er,
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and to compare this e�ectiveness with that of a similar attack on the Teacher

Classi�er.

To conduct the MIA, the shadow models technique, as proposed by Shokri et

al. [24], is employed. The implementation consists of the following steps:

1. Creation of 10 shadow models, each identical in architecture and training

technique to the Teacher Classi�er.

2. The validation dataset is used to train each shadow model, with a 45/10/45

split to simulate the training, validation, and test sets. Data is shu�ed

before splitting to ensure di�erent splits for each shadow model.

3. Generation of the shadow dataset: training and test data are fed into

each shadow model. The resulting logits serve as features for the shadow

dataset, while a binary label indicates whether a given logit corresponds

to a training set instance or an external (test) set instance.

4. The shadow dataset is divided according to the classes of the original

dataset used to train the shadow models.

5. Three models�Logistic Regression, Support Vector Classi�er with RBF

kernel, and Random Forest�are trained for each class in the dataset.

6. For each class, the best-performing model is selected based on the Area

Under the Receiver Operating Characteristic Curve (AUC) metric.

The �nal attack model is composed of the best classi�er for each class in the

dataset and is applied to both the Teacher Classi�er and the Student Classi�er.

The resistance to MIAs is evaluated using two primary metrics: the AUC, which

is a standard metric for assessing the e�ectiveness of such attacks, and the Accu-

racy Over Privacy (AOP). The AOP metric provides an estimate of the trade-o�

between model performance, measured by test accuracy, and resistance to MIAs,

as described in Chapter 2.

The primary objective of this evaluation is to determine whether the proposed

training on synthetic data could o�er an additional layer of privacy, thereby

reducing the e�ectiveness of the MIA.
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Figure 4.2: The optimal checkpoint's Classi�cation Accuracy Score (CAS)

after Generative Knowledge Distillation (GKD) training, using Tuning

step parameters, is denoted by a red star. Continuous blue lines represent

CAS during Checkpoint Optimisation via GKD, with blue stars marking

optimal checkpoints. Dashed grey lines indicate the Teacher Classi�er's

best validation accuracy. The �gure displays Validation CAS across Gen-

erator checkpoints for various datasets.
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Table 4.1: The Tuning step identi�ed optimal generation parameters for

each dataset under consideration. Improvements in validation Classi�ca-

tion Accuracy Score (� CAS) compared to default generation parameters

are presented. The table displays Standard Deviation, Regeneration Rate,

and Cardinality Scale for each dataset.

Hyperparameter Standard
Deviation

Regeneration
Rate

Cardinality
Scale

� CAS

CIFAR10 1.40 9 8 +2.02
CIFAR100 1.44 7 9 +3.67
FashionMNIST 1.58 1 6 +0.85

BloodMNIST 2.23 1 10 +4.03
DermaMNIST 1.23 10 8 +2.69
OrganCMNIST 2.33 2 10 +1.42
OrganSMNIST 2.42 7 10 +1.22
PneumoniaMNIST 2.15 3 5 +1.53
RetinaMNIST 1.61 2 7 +2.50

4.4. Experiments and Results

The experiments were conducted on nine image datasets, all rescaled to 32x32

pixels. CIFAR10, CIFAR100, and FashionMNIST were employed both for the

�nal comparisons and to calibrate and test the Knowledge Recycling (KR)

pipeline, as detailed in D and D. The six medical datasets�BloodMNIST,

DermaMNIST, OrganCMNIST, OrganSMNIST, PneumoniaMNIST, and Reti-

naMNIST�consist of real images from the MedMNIST v2 benchmark [165].

These medical datasets represent the primary domain for applying the proposed

technique. The KR pipeline, initially calibrated on the three aforementioned

datasets, is subsequently applied to these medical datasets without further spe-

ci�c adaptations. This strategy allows for an evaluation of the technique's ef-

fectiveness and robustness in a specialised and complex context distinct from

the initial calibration datasets. The experiments were executed on 4 NVIDIA

Quadro RTX 6000 GPUs.

Figure 4.2 displays the results from the Checkpoint Optimisation and Tuning
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phases, presented as Classi�cation Accuracy Score (CAS) on the respective vali-

dation sets, and compared with the optimal accuracy performance of the Teacher

Classi�er on the same set. The signi�cance of selecting the optimal checkpoint

and evaluating it via CAS is evident for Generators with more stable checkpoints

(e.g., DermaMNIST, RetinaMNIST) and for those prone to mode collapse and

consequent performance drops (e.g., BloodMNIST, OrganSMNIST).

The application of the Generative Knowledge Distillation (GKD) technique alone

proves su�cient to achieve results close to those of the Teacher Classi�er. No-

tably, in the case of the RetinaMNIST dataset, a more accurate model is obtained

from synthetic data alone. The Tuning step further enhances performance, in-

creasing the validation CAS by a minimum of 0.85% for FashionMNIST and a

maximum of 4.03% for BloodMNIST, as shown in Table 4.1.

This improvement stems from two main factors. First, the increased availability

of information due to the higher cardinality of the generated datasets and their

more frequent regeneration. Second, the enhanced data diversity resulting from

sampling with a larger standard deviation, which, when combined with the GKD

technique, allows for the utilisation of images that might otherwise be uninfor-

mative if associated with hard labels. Such images would likely be �ltered out

and discarded under alternative synthetic data training methods.

Table 4.2 presents the �nal comparison between the Teacher Classi�er and Stu-

dent Classi�er. The testing CAS of the Student Classi�ers approaches, and in

some cases exceeds, the testing accuracy of the Teacher Classi�ers, particularly

in the cases of PneumoniaMNIST and RetinaMNIST.

Regarding resilience to Membership Inference Attacks (MIA), the Student Clas-

si�ers demonstrate signi�cantly greater resistance, with attacker performance

nearing random guessing levels. The Accuracy Over Privacy (AOP) metric,

which evaluates the trade-o� between performance and MIA resilience, indicates

that Student Classi�ers consistently outperform Teacher Classi�ers. This sug-

gests that the slight reduction in CAS on the test set is positively o�set by the

substantial increase in MIA resilience.
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Table 4.2: A comprehensive comparison between Teacher and Student

Classi�ers is presented, focusing on test set performance. Metrics include

Accuracy (" ), AUC MIA (#), and AOP ( " ). The table highlights the best

scores inbold , showcasing improvements in minimum, average, and max-

imum performance across datasets.

Accuracy ( " ) AUC MIA (#) AOP ( " )

Model Teacher
Classi�er

Student
Classi�er

Teacher
Classi�er

Student
Classi�er

Teacher
Classi�er

Student
Classi�er

CIFAR10 96.24 95.83 56.22 51.21 76.13 91.34
CIFAR100 77.65 74.92 63.75 52.31 47.77 68.44
FashionMNIST 95.94 95.21 52.69 50.50 86.38 93.34

BloodMNIST 97.49 96.26 51.20 50.38 92.96 94.81
DermaMNIST 79.50 76.46 59.41 50.43 56.31 75.15
OrganCMNIST 93.16 90.23 55.73 53.07 74.98 80.11
OrganSMNIST 79.78 78.76 54.29 52.38 67.66 71.78
PneumoniaMNIST 86.54 86.70 50.39 50.00 85.19 86.70
RetinaMNIST 54.25 55.00 52.36 50.58 49.48 53.74

Min Imp - -3.04 - -0.39 - 1.51
Avg Imp - -1.24 - -3.90 - 7.72
Max Imp - 0.75 - -11.40 - 20.66

The Knowledge Recycling (KR) technique proposed in this study has proven

e�ective in creating Student Classi�ers with performance comparable to that of

the corresponding Teacher Classi�ers, while also maintaining substantial resis-

tance to Membership Inference Attacks (MIA). Initially calibrated on standard

datasets such as CIFAR10, CIFAR100, and FashionMNIST, and subsequently

applied to six medical image datasets from the MedMNIST v2 benchmark, this

approach establishes a new state-of-the-art in this domain.

The average performance gap between Teacher Classi�ers and Student Classi-

�ers was reduced to -1.24% in terms of Classi�cation Accuracy Score (CAS) on

the test sets, a signi�cant improvement over previous results. This progress is

particularly noteworthy considering the use of a single Generator, in contrast

to earlier works. Dat et al. achieved an average gap of -10.08% with a single
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Generator and -5.81% with six, while the experiments proposed in Chapter 4

achieved -3.87% with a single Generator and -2.63% with six. The approach

proposed in this study surpasses these results, indicating potential for further

improvement through the use of multiple Generators in parallel.

The inclusion of a metric to empirically assess privacy-related aspects, such as

resistance to MIAs, proved essential for a more comprehensive evaluation of the

proposed method, especially when dealing with medical images that may be

sensitive to privacy violations. Teacher Classi�ers, trained with regularisation

and augmentation techniques, demonstrated partial resistance to MIAs, con�rm-

ing the privacy-enhancing properties associated with such techniques. However,

Student Classi�ers exhibited almost complete resistance to these attacks, under-

scoring the signi�cant privacy advantage of the proposed approach.

The primary limitations of this study involve the relatively small size of the im-

ages used (32x32 pixels) and the selection of models that, while e�cient, do not

match the performance of the current state-of-the-art models for their respective

tasks. These choices were driven by considerations of computational e�ciency,

given the intensive nature of the KR pipeline. The use of higher-resolution im-

ages and more sophisticated models, both for the Classi�er (ResNet14) and the

Generator (BigGAN-Deep), could lead to further performance enhancements.

Speci�cally, upgrading the Generator model could further narrow the perfor-

mance gap between the Teacher and Student Classi�ers, potentially enabling

the Student Classi�er to surpass the Teacher in performance.

The scalability of the proposed approach, in terms of both the number of Gen-

erators and the cardinality and frequency of data generation, presents promising

opportunities for future developments. With ongoing advancements in hardware,

it is conceivable that this technique could soon be applied to more complex mod-

els and larger datasets, opening new avenues in the �elds of private learning and

high-quality synthetic data generation.
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4.5. Conclusions

This chapter introduced the Knowledge Recycling (KR) pipeline, illustrating

the process of generating synthetic data and leveraging it to train downstream

classi�ers. The application of the Generative Knowledge Distillation (GKD)

technique within this pipeline has been shown to enhance the quality of in-

formation transferred to downstream classi�ers, surpassing the e�ectiveness of

previously proposed methods in the literature. Through this approach, it was

possible to signi�cantly narrow the performance gap between models trained on

real data and those trained on generated data, thereby setting a new bench-

mark in the �eld. Moreover, the synthetic data-driven models exhibited robust

privacy characteristics, rendering Membership Inference Attacks largely ine�ec-

tive. The e�ectiveness of the KR pipeline was validated on real medical image

datasets, demonstrating that it is feasible to maintain high performance while

simultaneously reducing the vulnerability to privacy attacks.
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Recycling

Recent advancements in collaborative model development have positioned feder-

ated learning as a crucial paradigm, enabling the construction of robust models

without centralising sensitive data. However, conventional federated learning

approaches remain vulnerable to privacy and security breaches, as the expo-

sure of models, parameters, or updates may serve as potential attack vectors.

This study presents Federated Knowledge Recycling (FedKR), an novel cross-

silo federated learning methodology that utilises locally generated synthetic data

to enhance inter-institutional collaboration. FedKR integrates advanced data

generation techniques with a dynamic aggregation mechanism, thereby signi�-

cantly reducing the risk of privacy attacks. This approach o�ers a more secure

alternative to existing methods by minimising the attack surface. Empirical

evaluations conducted on both generic and medical datasets demonstrate that

FedKR not only maintains competitive performance compared with federated

learning-based alternatives, but also achieves an average accuracy improvement

of 4.24% compared to models trained exclusively on local data. The methodol-

ogy proves particularly bene�cial in scenarios characterised by data scarcity. The

implementation of FedKR represents a substantial advancement in the �eld of

federated learning, addressing critical privacy concerns whilst maintaining high

performance standards. This research contributes to the ongoing e�orts to de-

velop secure and e�cient collaborative learning methodologies in data-sensitive

domains.
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5.1. Introduction

Deep learning has seen remarkable advancements in recent years, with widespread

applications across various sectors of society. Among its most promising branches,

generative deep learning stands out, capable of producing high-quality synthetic

data across diverse types and conditioned forms. Concurrently, federated learn-

ing is gaining prominence as a paradigm that fosters collaboration among mul-

tiple entities, striking a balance between the growing demand for data to fuel

increasingly powerful models and the critical need to protect privacy while pro-

viding robust guarantees to users.

The relevance of federated learning is particularly pronounced in the healthcare

sector, where it is often challenging to amass datasets of su�cient size within a

single institution. In this scenario, the approach is termed cross-silo federated

learning, as participating entities typically serve as aggregation centres for end-

user data, which, in this context, pertains to individual patient information. The

principal objective is to maintain the utmost privacy for such highly sensitive

data by employing techniques that enable information sharing without directly

exposing the data to the public domain. However, while conventional federated

learning techniques address the challenge of direct data exchange, they inadver-

tently expose other forms of information, such as model weights, gradients, or

logits, thereby introducing new potential attack surfaces.

To counter these emerging vulnerabilities, various protection strategies have been

proposed, each tailored to mitigate speci�c security risks. Although these tech-

niques often succeed in preserving privacy, they frequently do so at the cost

of the federation's overall performance, resulting in either excessively ine�cient

models or impractically long computation times.

5.1.1. Main Contributions

In response to these challenges, this chapter introduces Federated Knowledge Re-

cycling (FedKR), a cross-silo federated learning technique designed to address

the privacy risks inherent in current federated systems. By leveraging genera-



5| Federated Knowledge Recycling 107

tive models and restricting data exchanges to synthetic data only, FedKR aims

to safeguard the privacy of both the data and models involved in the federa-

tion process while ensuring that the performance remains advantageous for all

participants.

In the FedKR framework, participation in the federation is contingent upon each

member contributing a set of synthetic data corresponding to a speci�c problem

type or data category to be addressed. This contribution serves as an entry

requirement to the federation and grants access to the synthetic data generated

by other participants, which is stored on a Central Server. This process creates

a shared pool of knowledge without compromising the con�dentiality of the

original, sensitive data.

Furthermore, FedKR introduces a technique known as Dynamic Dataset Aggre-

gation, which allows each participant to locally compile an aggregated dataset

by selecting the most e�ective synthetic datasets. This enables the training of

an optimal model tailored to their speci�c data, all while avoiding the public

exposure of private data or models. As a result, FedKR o�ers enhanced privacy

protection and superior properties compared to conventional federated learning

methods.

The e�cacy of FedKR is demonstrated through simulations on medical datasets

of varying types and sizes, highlighting its potential in healthcare applications

where privacy is paramount. The approach not only safeguards sensitive data

but also facilitates the development of high-performance models that surpass

those achievable through non-collaborative e�orts.

The principal contributions of this research are as follows:

ˆ The development of Federated Knowledge Recycling (FedKR), an inno-

vative approach to federated learning. This method employs exclusively

synthetic data for information exchange amongst participants, thereby

substantially enhancing data privacy and markedly reducing vulnerability

to privacy breaches in comparison to conventional techniques.

ˆ The conception of the Dynamic Dataset Aggregation strategy within the
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FedKR framework. This approach enables the dynamic optimisation of

shared synthetic datasets, allowing each federation participant to con-

struct a bespoke training dataset, thus further minimising the potential

for privacy infringements.

ˆ The empirical assessment of FedKR in the context of medical imaging.

This evaluation demonstrates the methodology's capability to e�ectively

balance the safeguarding of sensitive information with the imperative to

develop high-performance models, particularly in scenarios characterised

by limited data availability.

5.2. Related Works

Federated learning is a collaborative framework designed to centralise knowl-

edge and enhance the development of models that are more e�ective than those

generated in isolation, while simultaneously safeguarding the privacy of the un-

derlying data utilised during training. Over time, numerous strategies have been

proposed to optimise this approach.

The most widely adopted model in federated learning is Federated Averaging

(FedAvg). This technique aggregates local model updates, speci�cally the pa-

rameters or gradients, through an averaging process to construct a global model.

The work�ow involves local training by clients, the transmission of updates to a

central server, and the subsequent redistribution of the aggregated model [73].

Building upon FedAvg, FedProx introduces a proximity term to address client

heterogeneity, thereby mitigating divergence between local and global mod-

els [72]. To counter client drift, SCAFFOLD employs control variables to guide

and correct the update �ow, enhancing convergence in environments with het-

erogeneous data [166]. In scenarios characterised by non-IID data, FedNova

implements a normalisation mechanism that balances each client's contribution

by adjusting local updates according to variations in data quantity and iteration

frequency [167].

Recently, the integration of synthetic data into federated learning has garnered
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attention as a promising alternative to traditional methods, aimed at bolstering

privacy while maintaining e�cient learning. FedGAN exempli�es this approach,

where each participant locally trains a Generative Adversarial Network (GAN)

on its own dataset. The resulting local datasets, which are enriched by a mix of

real and generated data, are then employed in a process analogous to FedAvg.

This method seeks to enhance privacy by introducing ambiguity into the real

data [168]. Variants of this approach, which incorporate di�erential privacy

guarantees into the generators, focus on transmitting only synthetic data to the

central server, rather than combining real and synthetic data, for the global

model training [169].

Another noteworthy approach is FedMatch, which utilises a semi-supervised

technique involving a pseudo-label generator. Clients generate pseudo-labels

for unlabelled data locally, which are then utilised in the federated learning

process. This method leverages synthetic pseudo-labelled data to boost perfor-

mance, particularly in scenarios with limited labelled data [170]. Conversely,

FedSyn employs a shared generator to create synthetic data that represents the

global distribution. Clients use this synthetic data to regularise their local mod-

els [171]. SGDE, on the other hand, is a federated system where each user locally

trains Variational Autoencoder (VAE)-type generators with di�erential privacy

guarantees using their own private data. These generators are then uploaded

to a central server, enabling access to all shared generators for the local gener-

ation of synthetic datasets, which are subsequently used for training individual

models. For more details, refer to Chapter 3.

5.2.1. Threats and Defences in Federated Learning

While federated learning was originally conceived as a paradigm to maintain

privacy while sharing information to develop more e�ective models, the very act

of sharing such information or models inherently expands the attack surface.

Various types of attacks have been studied extensively, each targeting di�erent

aspects of the federated learning process:

ˆ Model Inversion . This attack focuses on reconstructing the training
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data by exploiting common model parameters. By meticulously analysing

these parameters, an attacker can potentially deduce sensitive details about

the original training data [45].

ˆ Membership Inference . The objective of this attack is to ascertain

whether a speci�c data sample was part of the model's training set. By

observing the model's responses to certain inputs, an attacker can infer,

with some probability, the inclusion of particular data in the training

process [24].

ˆ Data Poisoning . Data poisoning attacks aim to degrade the global

model's performance by injecting malicious or tampered data during the

local training process. Such attacks can introduce biases or compromise

the model's overall accuracy [172].

ˆ Byzantine . These attacks target the aggregation phase by sending ar-

bitrary or malicious updates from compromised clients, thereby disrupting

the training convergence and diminishing the quality of the �nal model [173].

ˆ Sybil . In a Sybil attack, the adversary manipulates the aggregation pro-

cess by creating multiple fraudulent identities, thereby amplifying their

in�uence over the global model. This tactic can result in disproportionate

control over the training outcomes [174].

ˆ Evasion . Evasion attacks are designed to deceive the model during in-

ference by introducing adversarial inputs speci�cally crafted to trigger

misclassi�cations. Such attacks are particularly e�ective in circumvent-

ing security mechanisms like malware detection, in�uencing decisions in

autonomous systems, or compromising medical diagnosis systems [175].

ˆ Gradients/Weights Leakage . Similar to model inversion, this attack

attempts to reconstruct the training data by analysing the gradients or

weights exchanged during the federated model update process [176].

ˆ Free-Riding . In a free-riding attack, some participants exploit the ben-

e�ts of the global model without contributing meaningful updates. They

may send false or low-quality updates, leading to a degradation of the

overall system performance [177].
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ˆ Property Inference . Property inference attacks aim to deduce statistical

properties of the training dataset by analysing how the model behaves

under various inputs. The goal is to extract aggregate information about

the data without directly accessing it [178].

ˆ Temporal . Temporal attacks leverage the timing di�erences in responses

or updates to glean information about the hardware or datasets of the

participants. This information can be exploited to identify vulnerabilities

or speci�c characteristics of the participating devices [179].

The evolving landscape of these threats has spurred the development of sophis-

ticated countermeasures, which, although e�ective, often come with trade-o�s in

performance.

Di�erential privacy is a prominent defence against membership inference and

model inversion attacks. By adding carefully calibrated noise to data or model

parameters, it e�ectively protects individual information. However, this added

noise can also reduce the accuracy of the model, with the extent of the trade-o�

being proportional to the desired privacy level [25, 53]. Alternative strategies,

such as regularisation or adversarial training, have been explored to mitigate the

same attacks, aiming to achieve a more favourable balance between accuracy and

resilience to membership inference and model inversion. Fore more details, refer

to Chapter 2.

Homomorphic encryption o�ers robust protection against data leakage during

computation by allowing operations on encrypted data. While this method

provides strong security guarantees, it introduces considerable computational

overhead, which can signi�cantly slow down the training process [180].

Secure aggregation techniques safeguard privacy during the model aggregation

phase, e�ectively countering gradients/weights leakage attacks. These tech-

niques strive to maintain a balance between security and e�ciency, although

they may introduce delays in the global model update process [181].

Techniques such as model pruning and quantisation reduce the attack surface for

model inversion by limiting the amount of information shared. However, these
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methods can compromise model performance, especially in complex tasks, due

to the reduction in model capacity [182].

These advanced countermeasures highlight the ongoing e�ort to enhance the

security of federated learning systems while carefully managing the inherent

trade-o�s in performance and e�ciency.

5.3. Method

This section introduces Federated Knowledge Recycling (FedKR), a novel ap-

proach in federated learning that aims to enhance privacy guarantees through

the utilisation of generated data. FedKR is speci�cally applied and evaluated

within a federated environment involving the sharing of medical images for clas-

si�cation tasks.

The core principle of FedKR revolves around the exclusive sharing and aggre-

gation of synthetic data amongst federation participants. To engage in the fed-

eration, each member must generate a synthetic dataset using a locally trained

generator based on their private data. This synthetic dataset is subsequently

uploaded to a central server, which functions as a shared repository and distri-

bution hub for all federation members.

By contributing with their synthetic dataset, participants gain reciprocal access

to synthetic datasets provided by other federation members. These datasets

can be downloaded and utilised locally, enabling each participant to construct

a bespoke aggregated synthetic dataset tailored to their speci�c requirements.

Participants can then independently and locally train their models using this

aggregated dataset, thereby preserving the autonomy and privacy of their data.

This chapter also presents Dynamic Dataset Aggregation, a technique designed

to manage and optimise synthetic datasets within the FedKR framework. This

approach allows for the dynamic modulation of each dataset's contribution to

the �nal aggregated dataset. By adjusting the weight assigned to each syn-

thetic dataset, it becomes possible to optimise model performance, prioritising

the most relevant datasets whilst excluding less pertinent ones. This adaptive
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