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Abstract

The manufacturing sector, with its capacity to create and distribute wealth, is
increasingly returning to the heart of Italy’s growth strategy, thanks also to the deep
digital transformation occurring. Among emerging technologies, the Industrial
Internet of Things stands out for enabling rapid gains in efficiency and effectiveness,
delivering quick returns on investment.

This thesis pursues two objectives. First, it analyzes the state of the art of Industrial
IoT, examining how the Italian scenario compares to those abroad. Second, it
investigates how various IIoT benefits are realized within the scopes of Industry 4.0
and what levels of technology are typically required to achieve them.

The research began with a literature review of academic sources and online articles.
This was followed by a census based on an updated database from the IoT Observatory
of Politecnico di Milano, paramount for the comparative analysis of the Italian and
international landscape.

Subsequently, a framework was developed to map IIoT benefits according to which
Industry 4.0 scopes they cover best and to their required technology levels.

This work contributes by offering an empirical overview of IIoT solutions and
providing a practical framework for understanding how IIoT benefits are deployed in
real-world industrial contexts.

Key-words: Industrial Internet of Things; IloT applications; State of the art; IloT
benefits; Industry 4.0; Technology level.
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Abstract in italiano

I1 settore manifatturiero, con la sua capacita di creare e distribuire ricchezza, sta
tornando sempre piu al centro della strategia di crescita dell’Italia, grazie anche alla
profonda trasformazione digitale in atto. Tra le tecnologie emergenti, spicca
I'Industrial Internet of Things per la sua capacita di generare rapidi guadagni in
termini di efficienza ed efficacia, offrendo ritorni sugli investimenti in tempi brevi.

Questa tesi si propone due obiettivi. In primo luogo, analizza lo stato dell’arte
dell'Industrial IoT, esaminando come si posiziona il panorama italiano rispetto a
quello internazionale. In secondo luogo, indaga come i vari benefici dell'lloT si
realizzano all'interno dei paradigmi dell'Industria 4.0 e quali livelli tecnologici siano
generalmente necessari per conseguirli.

La ricerca e iniziata con una revisione della letteratura accademica e di articoli online.
A questa e seguito un censimento basato su un database aggiornato dell’Osservatorio
IoT del Politecnico di Milano, fondamentale per ’analisi comparativa tra il contesto
italiano e quello estero.

Successivamente, e stato sviluppato un framework per mappare i benefici dell'IloT in
base agli ambiti dell'Industria 4.0 che coprono meglio e ai livelli tecnologici richiesti.

Questo lavoro offre un contributo empirico fornendo una panoramica delle soluzioni
IIoT e proponendo un framework pratico per comprendere come i benefici dell'IloT
vengano applicati nei contesti industriali reali.

Parole chiave: Industrial Internet of Things; Applicazioni IloT; Stato dell’arte; Benefici
[IoT; Industria 4.0; Livello tecnologico.
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Executive Summary

Introduction

The introductory chapter is divided into two parts: the first one provides an overview
of Internet of Things, while the second delves into the main topic of this thesis, namely
Industrial Internet of Things.

The Internet of Things (IoT) concept was for the first time coined in 1999 by Kevin
Ashton, a British engineer. IoT is recognized by PWC as one of the “Essential Eight
Technologies,” underscoring its current relevance in global business. Since the
paradigm encompasses rapidly evolving technologies, there isn’t a single and unique
definition. Concerning that, the chapter presents three complementary interpretations:
a network of uniquely addressed “things” collaborating toward common goals; a
scalable, integrated infrastructure enabling self-configuring, interoperable devices;
and Politecnico di Milano’s framing of IoT as internet-connected “smart objects”
equipped with functionalities such as identification, connectivity, sensing, and data
processing. The core technological structure of IoT systems consists of four
components (devices, gateways, networks, and cloud infrastructure), which are
organized within a multilayered architecture that includes perception, network, and
application layers. The chapter also examines the technical protocols that enable
connectivity and data exchange, distinguishing between wireless communication
standards (e.g.,, Wi-Fi, LoRaWAN, Bluetooth) and application-level protocols (e.g.,
MQTT, CoAP), each suiting best according to specific requirements and constraints.

Following, the chapter illustrates the broad range of IoT application fields, including
smart cities, smart mobility, smart home, smart agriculture, healthcare, energy
management, and Industrial IoT. A market analysis explains better how the IoT
industry is shaped, providing figures related to dimensions, growth, and sold devices.
In addition, it's showed through a market analysis how healthcare and Industrial IoT
are leading sectors in IoT industry.

Having showed an overview of IoT, the chapter narrows its focus to Industrial Internet
of Things (IloT), defining it as the application of IoT in industrial settings to monitor,
optimizing process, and enabling greater automation and control of production and
logistics. Key steps of IloT have been its emergence alongside cloud computing and
OPC Unified Architecture in the 2000s, its popularization by General Electric in 2012,
and the founding of IoT Consortium in 2014. Finally, the chapter draws Industrial IoT
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as one of the main protagonists of Industry 4.0 revolution and preview the
forthcoming Industry 5.0 era.

Objective and Methodologies

The work focuses on the domain of Industrial IoT, with two research questions. First,
it aims to understanding which are the Industrial IoT solutions in the current State of the
Art in Italy and around the World. To answer this, the study has initially conducted a
general overview of the current IIoT context, focused on geographical distribution,
temporal distribution, and type of involved players. Subsequently, it has been
performed an analysis with the purpose of comparing the current state of the art in
Italy and abroad, under three different points of view: industry environment, types of
solutions, and business benefits.

The second objective for the thesis is explaining how can IloT technology levels be related
to the benefits within Industry 4.0 scopes. To answer this, two sub-questions have been
set. The first one aiming at studying how can different Industry 4.0 scopes be related to the
types of 1loT benefits, namely which scope between Smart Logistics, Smart Factory,
Smart Asset Management, and Smart Lifecycle, the specific IIoT benefit category
covers the most. While the second sub-question addresses what the employed relationship
between technology levels in Industrial IoT and the achieved benefits is, in order to
understand what degree of technological complexity each IIoT benefit usually
requires. The final output is a qualitative framework that plots the each IloT benefit in
function of Industry 4.0 scope categories most frequently covered and technology level
implemented.

To answer these research questions, two types of sources have been involved. First, a
literature review through academic papers and secondary sources such as reports,
companies’ websites, and conference papers. Second, a census realized upon an
updated database containing information about 382 IIoT implementation cases. The
Italy-abroad comparative analysis and the IIoT benefits framework cited above have
been structured basing on these two sources of data. Moreover, the findings drawn by
the census have been supported by a survey provided by Politecnico di Milano,
regarding Industrial IoT and addressed to Italian companies.

Industrial IoT: state of the art

Based on the data collected in the database, an analysis of the state of the art has been
conducted. This analysis examines 382 IloT projects carried out between 2018 and
2025. Europe leads the geographic distribution with 254 projects, followed by North
America (61) and Asia (57). Concerning the involved partners, on one hand resulted a
relatively strong presence of big players by frequency of implementations. On the
other hand, there is a long tail of fragmented market occupied by small and medium
enterprises that executed not more than two or three projects.
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Since through the examination of the geographical distribution was drawn a high
presence of Italian projects (151 cases against 231 foreign projects), the analysis focused
on providing a comparison of the current IloT state of the art between Italy and abroad.

The comparative analysis has been performed across three different perspectives. The
first one has been focused on how the current industry environment is in Italy and
abroad, looking at progress state, namely preferences among feasibility analysis, pilot
projects or executive projects, and industry applications, by sector and company size.
The second point of view, type of solutions, aimed at comparing domestic and foreign
contexts, looking at what are the most typical implemented technologies, their
technological level, and their scalability, and what the usual type of systems
comprehends between hardware, software, sale, and integrated service. The third and
last perspective has leaned on explaining how the business benefits provided by the
IIoT solutions affect, from one side, the value chain and the Industry 4.0 scopes, and
on the other side the business model areas, referring at the Business Model Canvas
framework.

Overall, even though Italy has shown to be quite aligned with the international IIoT
landscape, the comparative analysis has shown some differences in all the three
perspectives. Concerning the industry environment, Italy is characterized by a IloT
market pushed with higher prevalence by SME as well as abroad but gives less space
to big players and startups. Nevertheless, the strongest distinctions have been from
the other two perspectives. Concerning type of solutions, it resulted that Italian
companies tend to prefer technologies with medium scalability, while the foreign ones
with high scalability. In addition, Italian companies, compared to the abroad context,
shows more resistance, on average, toward the IoT implementations featuring cloud,
edge computing, Artificial Intelligence and machine learning. For the perspective of
business benefits, Italian IIoT doesn’t aim toward broader and long-term aspects as
much as foreign companies (which also aims toward supply chain optimization,
sustainability and energy efficiency) preferring instead to bring only immediate
productivity gains and cost-saving measures. The survey conducted by Politecnico di
Milano reinforced this latter fact, showing a limited use of Al as a support for projects
within Industry 4.0 and 5.0, as well as relatively weak readiness and awareness
towards recent events, for instance the entry into force of the Data Act.

Framework Development

Following, a qualitative framework has been carried out in order to answer the second
research question, cited above, namely, to classify the IIoT benefits. To do that, three
variables from the database have been taken into consideration: benefits, Industry 4.0
scopes, and technology levels.

Industry 4.0 scopes represent which area of the Smart Industry each IloT benefit cover
best. The variable divides the horizontal axis of the matrix in four areas, each one
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representing one specific Industry 4.0 scope: Smart Logistics, Smart Factory, Smart
Asset Management and Smart Lifecycle.

Industry 4.0 Scopes is treated as nominal variable, since it assigns to each IIoT benefit
in the database, a specific category, one of the aforementioned 4, which don’t have a
meaningful and logical order among them.

Technology levels, assigned at the vertical axis, explains which the degrees of
complexity are required, on average, by each IloT benefit. Low technology levels are
addressed for solutions that demanded sensors, connection, network, or smart devices,
medium levels are referred to implementations using platforms, software, cloud or
edge computing, while high levels are in case of solutions regarding advanced
automation, robotics, artificial intelligence, machine learning, augmented reality, or
payments and security.

Technology level is treated as an ordinal variable, since it can assume three values
(“Low”, “Medium”, “High”) that follow a logical order.

The final result, shown in Figure 1, is a framework that positions each IloT benefit in
function of their Industry 4.0 and technology level.

Technology
level
L 3
Decision Support & Intefligent Automation
=
2
I
Sustainability & Energy
Efficiency
Operational Efficiency &
IS Industrial Optimization
=
3 Logistics & SC Optimization
=

Security & Operational Control
Monitoring & Prediftive Maintenance

Traceability & Quality Gontrol

Low

Smart Smart Smart Asset Smart Industry 4.0
Logistics Factory Management Lifecycle scope

Sample: 382 IloT cases (census)

Figure 1 - IIoT benefits framework

It should be noted that the order of the Industry 4.0 Scopes is determined purely for
presentation purposes and does not imply any hierarchy, progression or logical
sequence.

The final framework shows a correlation between covered Industry 4.0 scope and
required technology level, highlighted in Figure 2.
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Figure 2 - Technology level and Industry 4.0 scopes: correlations

As highlighted by the three blue boxes, it results that there are specific technology
requirements according to different Industry 4.0 scopes.

Smart Logistics is the Smart Industry area that tends to require the lowest
technology levels, having both the IIoT benefits that brings, Traceability and
Quality Control as well as Logistics and Supply Chain Optimization, on a low-
medium part of the y-axis.

Smart Factory, which has also resulted as the most common Industry 4.0 scope
within Industrial Internet of Things, a medium level of technology is needed for
the related IIoT benefit categories: Security and Operational Control,
Operational Efficiency and Industrial Optimization (the most popular among
the cases within the database), but also, evenly shared with the next scope,
Monitoring and Predictive Maintenance, Decision Support and Intelligent
Automation.

Smart Asset Management is instead the area which usually requires the highest
levels of technology adoptions. It comprehends also Sustainability and Energy
Efficiency.

Smart Lifecycle has resulted as the Industry 4.0 that related the least with IloT
solutions, given by the fact that it is involved in the lowest number of cases in
the database, beyond having its respective column completely empty in the
framework.
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Described the final qualitative framework, for each IloT benefit have been described
peculiar project cases that were inserted with the update of the census.

Conclusions

The concluding chapter of the study is structured around two main components: a
synthesis of the primary findings in light of the research objectives, and a reflection on
the study’s limitations with proposals for future research directions.

The first research question focused on the current state of Industrial Internet of Things
solutions, both in Italy and internationally. The analysis began with a global
perspective, revealing that IIoT technologies have gained significant traction across
various regions, with Europe, North America, and Asia leading adoption. Despite
certain setbacks caused by global disruptions such as the COVID-19 pandemic and the
Russia-Ukraine conflict, the sector has shown remarkable resilience, consistently
returning to previous levels of growth. The market structure is notably polarized: a
handful of large corporations like Microsoft, Siemens, Cisco, and AWS dominate,
while a multitude of smaller providers contribute to a highly competitive and
fragmented landscape. This configuration underscores a dynamic industry and
suggests strong bargaining power for clients due to the variety of options available.

A comparative analysis between Italian and foreign IloT implementations, based on
data from the Politecnico di Milano’s IoT Observatory, revealed both convergences
and divergences. Italian companies tend to adopt more mature, cost-conscious
solutions with moderate scalability, reflecting a conservative and risk-adverse
approach. In contrast, international players are more inclined to invest in emerging
technologies such as artificial intelligence, machine learning, and cloud-edge
architectures, using IIoT not only for operational enhancements but also for
innovation-driven and long-term transformations. The relatively weak resilience and
awareness featuring Italian companies were also supported by the survey provided by
Politecnico di Milano. Finally, manufacturing emerges as the dominant sector in both
cases, though the international context features a greater proportion of large
enterprises and innovative startups.

The second research question examined the relationship between Industry 4.0 scopes,
technological complexity, and the benefits of IIoT implementations. The study
developed a qualitative framework to explore these interdependencies. It found that
benefits such as Traceability and Quality Control typically require lower levels of
technological sophistication, while areas like Decision Support and Intelligent
Automation, demand on average more advanced technologies including Al, robotics,
and augmented reality. The analysis showed that Smart Logistics projects usually rely
on low to medium-tech solutions, Smart Factories predominantly operate at medium
complexity, and Smart Asset Management initiatives are closely tied to high-tech
applications. Instead, the Smart Lifecycle scope was found to have limited relevance
to IIoT benefits.
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Despite its comprehensive approach, the study is constrained by its reliance on data,
which, although robust, may not fully capture the evolving dynamics of the IIoT
landscape. Future research would benefit from an expanded and updated dataset that
includes more recent case studies and a broader array of Industry 4.0 scopes, such as
Smart Sustainability. Moreover, incorporating additional analytical variables could
bring new perspectives. Finally, primary data collection through interviews with
industry practitioners could provide richer insights into current trends, strategic
priorities, and technological trajectories. Such developments would refine the existing
tindings as well as offer a more grounded understanding of the rapidly evolving IIoT
ecosystem.
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1 Introduction

The introductory chapter is divided into two parts. Firstly, it provides a detailed
explanation regarding the Internet of Things paradigm, including its origins and
meaning, typical components, architecture, and protocols, as well as its main
application fields nowadays and current market insights. Secondly, the focus shifts to
one of its most relevant implementation domains: Industrial IoT, which is the central
topic of this thesis. This section offers its definition, history, an overview of the current
context, and expectations for its future development.

1.1. Internet of Things

In 1999, British engineer Kevin Ashton first coined the term “Internet of Things” in a
presentation to Procter & Gamble (P&G), an American multinational corporation [1].
In that presentation, Ashton pointed out how P&G could have enhanced the operative
performance in supply chain and inventory planning by adopting RFID (Radio
Frequency IDentification) tags connected to a shared network and embedded to
physical products, in order to check their status and location in real time, instead of
manually tracking [2].

According to PWC, Internet of Things is one of the new “Essential Eight Technologies”
a company is certainly using or likely to use soon to stay competitive in nowadays
market, alongside other recent breakthrough technologies, such as Artificial
Intelligence or Advanced Robotics [3]. It's not just a bubble or an overhyped trend,
since, as cited above, companies started to talk about this concept more than 20 years
ago and it’s still a current topic today. In addition to that, it’s already evident their
application in the real world. Tangible examples lie in a wide range of different fields:
they span from domestic uses, such as smart home appliances or connected vehicles,
to the enterprise environment, for example with industrial sensors. These and other
examples will be furtherly developed subsequently.

Because IoT is a rapidly evolving breakthrough with applications across diverse
domains, there is no single, universally accepted definition; instead, multiple
interpretations coexist. In this thesis are provided three common definitions of Internet
of Things.

The basic idea illustrates it as a variety of objects which, through unique addressing
schemes, are able to interact with each other and cooperate with their neighbors to
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reach common objectives [4]. Each object has a uniquely way to be identified and
communicate with the other ones through this common network, in order to
collaborate for a defined scope.

A more detailed and comprehensive definition sees IoT as a scalable and integrated
network infrastructure with self-configuring capabilities based on standards and
interoperable communication protocols; physical and virtual “things” in an IoT system
have identities and attributes [5]. In this statement shows better the potentiality of
Internet of Things, in addition to provide further explanations of what are the
characteristics featuring a typical IoT system.

e The network is scalable, making possible to adopt different sizes up to a
worldwide coverage, according to the specific needs.

e The network is integrated, meaning that objects are gathered on a unified
network.

e The objects are potentially able to set themselves up, adjust settings, and
optimize their operations without human intervention, showing the
possibility of almost complete automation.

e Interoperability among the objects is key to IoT, because devices must be
able to work and collaborate together.

e The “things” can be either physical or virtual devices, each one with a proper
identity, but also specific attributes.

One last definition, provided by Internet of Things Observatory of Politecnico di
Milano, states as follows:

“The term IoT, an acronym for "Internet of Things,” refers to a technological development in
which, through the Internet, every object gains a unique identity in the digital world. Hence,
[0T is based on the concept of “smart” objects that are interconnected, allowing them to
exchange the information they possess, collect, and/or process” [6].

The so-called “Things” are here named as smart objects, and their attributes are crucial
to define IoT such. Always citing Internet of Things Observatory of Politecnico di
Milano’s work, smart objects possess one or more of the following functionalities:
identification, localization, status diagnostics, interaction with the surrounding
environment, data processing, and connectivity. [7]

¢ Identification (strictly necessary), a smart object must possess a unique
identifier in the digital world.

e Connectivity (strictly necessary), to transmit information.

e Localization, status diagnostics, and data processing are not essential to
define a smart object such, but useful depending on the specific cases.

¢ Interaction with the surrounding environment, potentially able to measure
state variables (sensing), such as temperature or pressure, and/or flow
variables (metering), such as electricity or gas consumption.
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The Internet of Things has become a transformative technology driving automation,
monitoring, and efficiency across industries. IoT’s versatility and fast-growing
improvement had shaped, is shaping, and will shape daily life and the business game.

1.1.1. Components, architecture and protocols

In this section is explained more technically what is the paradigm that defines IoT.
More precisely, with the purpose of providing a technical definition of Internet of
Things, three themes are involved in this section: components, architecture, and
protocols.

As mentioned above, in Internet of Things every object is connected and integrated in
a network. Therefore, it’s important to underline that both a hardware part and a
software part is necessary within the IoT ecosystem. In many scientific papers the term
“building block” is usually introduced to define the components in an IoT system,
which are usually comprehensive of a software and hardware part. In IoT can be
considered as an ecosystem in which there are 4 main building blocks: devices,
gateways, network, and cloud infrastructure.

Devices are basically the “things” that features the ecosystem. They are objects
necessary to communicate and collect the information from the focused area,
potentially without any human intervention [8]. They cover two different categories,
sensors and actuators [9]:

e Sensors are usually composed of 4 simple elements: micro-controller,
transceiver, power source, and an external memory. The main function is
sensing environmental conditions and gather data, without human
intervention. Typical examples are GPS sensors, camera sensors, radars.

e Actuators are mechatronics objects capable of converting electrical signals into
mechanical energy. Examples are the opening of a valve in an automated
irrigation system, or a heating system connected to a central server that can be
turned on or off by a user by just sending a message to the server.

Gateways are intermediate blocks that enable the connectivity between the devices
and cloud infrastructure. It guarantees data flow exchange among IoT devices, the
cloud, and end-users. They can convert analog data gathered by sensors and actuators
in digital format. They operate tasks such as bidirectional data transfer, data filter, data
storage, protocol translation, and possibly also data processing or data computing.
There are two types of gateways that affects how the overall architecture of the IoT
system will be composed:

e Gateways without sensor devices, in this case gateways bridge data between
devices and the rest of the network.

e Gateways with sensor devices onboard, making the ecosystem composed of
only two levels. [9]
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A device and a gateway together can be defined as a “smart object” because
connectivity is guaranteed by gateways, and identification is either present because of
either the device or the gateway, depending on the configuration.

Network allows the control over the data flow from things (devices + gateways) to the
cloud infrastructure, enabling security during the information interchange. It's made
of different hardware components, like routers, aggregators, and repeaters, but it’s
also comprehensive of short-range communication technologies (e.g. RFID, BLE, Wi-
Fi, Li-Fi) and long-range communication technologies (e.g. LoRa, NB-IoT, SigFox, 5G)

[8].

Cloud Infrastructure is responsible of the logical, analytical, and advanced computing
abilities, has as typical hardware components servers and data storage units.

Even though a standardized architecture for IoT systems doesn’t exist, there are
different standards that pushes towards a common structure, even if still very general.
Among these, the most important and recognized is IEEE Standard for an
Architectural Framework for the Internet of Things [10], which outlines a framework
for IoT structure. In the last years there have been many efforts towards Internet of
Things standardization, due to the fact that in many cases, to implement an IoT system,
it’s necessary to pass through onerous procedures to integrate different platforms and
devices, resulting in excessing expenses and time for the final customer [11].
Nowadays, one of the simplest yet most popular architectures is the IoT 3-layer,
showed in Figure 3.

Application
layer

@} &R,
Network

é Qﬂ ’» layer

& \\\ z Physical
C'\ a layer
z Q

Figure 3 - IoT 3-layer architecture

It's considered the most basic and simple architecture to be represented, because it’s
comprehensive of the paramount layers an IoT system should have.

e Physical layer, called also perception layer, contains the part of the system
that interacts directly with the surrounding environment, collecting data and
sometimes acting upon it. In this level there are the cited-above sensors and
actuators.
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e Network layer, or communication layer, is responsible of transferring data
from the physical layer to the ones capable of processing and analyzing data.
It acts as a communication bridge throughout the IoT ecosystem. Consists
mainly of gateways, network building block components mentioned above,
and communication protocols.

e Application layer, carrying out data processing and analytics thanks to a
dedicated cloud infrastructure, in addition to deliver the final service to the
end-user, interacting through an interface with him.

An example of 3-layer architecture can be as follows. In a smart home temperature
sensors detect room temperature, while actuators adjust heating according to sensor
data (physical layer). After capturing data, the information is sent through Wi-Fi to the
cloud (network layer). Finally, a mobile app might display the room temperature and
let the end-user regulate it (application layer).

Nevertheless, only three layers are frequently not sufficient to satisfy final user needs.
Many other layers exist and can be implemented. OSI Model (Open System
Interconnected Model) presents a 7-level framework (Figure 4), and it’s implemented
for Internet of Things, in addition to many applications in other fields.

APPLICATION LAYER

PRESENTATION LAYER

SESSION LAYER

TRANSPORT LAYER

NETWORK LAYER

DATA LINK LAYER
— ==
PHYSICAL LAYER n

Figure 4 - OSI Model
The OSI Model is composed by 7 layers.

e Physical Layer defines the hardware and transmission technologies used for
data exchange in IoT networks.

e Data Link Layer ensures reliable data transfer between IoT nodes by handling
MAC addressing, error detection, and access control.
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e Network Layer manages addressing and packet routing between IoT devices
and cloud services.

e Transport Layer provides end-to-end communication, ensuring reliable or fast
data transfer.

e Session Layer establishes and maintains communication sessions between IoT
devices and cloud platforms.

e Presentation Layer handles data formatting, encryption, and compression to
ensure interoperability and security.

e Application Layer defines how IoT devices interact with end-users, cloud
services, and other applications. [12]

IoT protocols are the communication rules and standards that enable the devices
composing the ecosystem to connect and interact efficiently. Common protocols allow
to simplify programmers’ and providers’ job. Several protocols have been invented in
the last years, and new ones are approaching the market. In this study the most utilized
and consolidated protocols are reported. A distinction between Network Protocols
and Application Protocols occurs, since they respond to different concerns, the ones
respectively to their own layer.

A Network Protocol sets communication rules and procedures used by all the devices
which are part of the system. Ensures that the devices can communicate efficiently and
reliably, regardless of hardware and software differences.

Network type Topology Power Network size
Wi-Fi LAN, WPAN, P2P Star Low-High Medium
Bluetooth LAN Star Low Small
LoRaWAN LAN Star, Star of Star | Very low | Medium/large
Zigbee LAN Mesh, Star, Tree | Very low Very large
Z-Wave LAN Mesh Very low Large
Cellular MAN Mesh High Very large
NEC P2P Mesh Very low Small
Sigfox LPWAN Star Low Medium
6LowPan LAN Mesh, Star Very low Very large

Table 1 - Main Network Protocols
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Table 1 illustrates the most common Network Protocol solutions in today’s market and

some of their main features, which are: network type, topology, power, and network
size. [13]

Network type, where the most common is evidently LAN (Local Area
Network, for limited areas such as homes, offices or factory floors), then there
are WPAN (Wireless Personal Area Network, for very short ranges, typically
few meters, used for persona-area cases), P2P (Peer-to-Peer, devices talking
directly to each other without passing through a central hub), MAN
(Metropolitan Area Network, spanning entire cities or large campuses),
LPWAN (Low-Power Wide-Area Network, for ultra-low power consumption
and ranges of several kilometers, used for battery-powered sensors that
transmit small amounts of data infrequently).

Topology: Star (all entities connected to a common one), Star of Star, or
Extended Star, (multiple stars connected to a common one), Mesh (each node
connected to every other one in the network), Tree (multiple stars are connected
to a central backbone).

Quantity of power required, relatively.
Network size, how much the network covers.

Other technical features, not reported in the table but very important anyways
(available in [13]), are data rate, frequency band, security, risk of data collision,
and so on.

Each network protocol, having its own pros and cons, can adapt better for specific IoT.
The most utilized ones are Wi-Fi, Bluetooth, and ZigBee, since they are the easiest to

implement. The arising LoRaWAN seems to be promising as well. [13]

An Application Protocol defines the structure and control of communication between

networked applications, determining syntax, semantics, synchronization, and error

recovery methods. They ensure that the information exchanged can be processed and

understood.

The principal Application Protocol are outlined as follows:

MQTT (Message Queuing Telemetry Transport) is a lightweight messaging
protocol designed for efficient communication between IoT devices, especially
in low-bandwidth or unreliable networks. It uses a publish-subscribe model,
allowing devices to send and receive messages through a central broker. With
minimal overhead and support for different Quality of Service (QoS) levels,
MQTT is widely used in IoT applications that require reliable and scalable
data exchange.

CoAP (Constrained Application Protocol) is a lightweight web transfer
protocol designed for resource-constrained IoT devices operating in low-
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power and lossy networks. It follows a client-server model and is based on the
REST architecture, using UDP for communication to reduce overhead. CoAP
supports features such as message reliability, multicast capability, and simple
request-response interactions, making it suitable for applications like smart
homes and industrial automation.

HTTP/HTTPS (Hypertext Transfer Protocol and Hypertext Transfer Protocol
Secure) are widely used application-layer protocols for data communication
on the web and in IoT systems. HTTP operates on a request-response model,
enabling devices to exchange structured data, typically in formats like JSON
or XML. HTTPS enhances HTTP by incorporating Transport Layer Security
(TLS) encryption, ensuring data confidentiality, integrity, and authentication.
While these protocols are not as lightweight as MQTT or CoAP, they are
commonly used in IoT applications requiring interoperability with web
services and cloud platforms.

XMPP (Extensible Messaging and Presence Protocol) is a communication
protocol based on XML, designed for real-time messaging, presence detection,
and structured data exchange. Initially developed for instant messaging,
XMPP has been adapted for IoT applications due to its decentralized
architecture, security features, and support for asynchronous communication.
Its extensibility allows for custom implementations, making it suitable for
applications such as smart device communication, machine-to-machine
(M2M) interaction, and remote monitoring systems.

AMQP (Advanced Message Queuing Protocol) is an open-standard
messaging protocol designed for reliable, asynchronous, and secure
communication between distributed systems. It follows a message-oriented
architecture, supporting features such as message queuing, routing, and
transaction management. AMQP ensures reliable message delivery with
mechanisms like acknowledgments and flow control, making it suitable for
IoT applications that require high levels of data integrity, such as industrial
automation, smart grids, and financial systems.

DDS (Data Distribution Service) is a high-performance, real-time
communication protocol designed for distributed systems and IoT
applications. It follows a publish-subscribe model, enabling efficient and
scalable data exchange between devices without a centralized broker. DDS
supports low-latency communication, Quality of Service (QoS) policies, and
automatic discovery of network participants, making it ideal for mission-
critical applications such as autonomous vehicles, industrial automation, and
healthcare monitoring systems.
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In the IoT market, MQTT and CoAP have emerged as the two leading lightweight
messaging protocols, each optimized for distinct use cases. MQTT suits best for
continuous, real-time data streaming: for instance, in a predictive-maintenance
system, vibration and temperature sensors on conveyor belts publish readings every
few seconds to a central node, where are detected possible anomalies and are triggered
needed maintenance alerts. By contrast, CoAP is tailored to sporadic document
transfers, such as in smart-energy deployments, where battery-powered electricity
meters send their daily consumption reports as CoAP resources, allowing a gateway
to retrieve compact “document”.

1.1.2. Application fields

Over the last years, diffusion of IoT solutions have proliferated worldwide, driving
innovation and reshaping people’s life. Internet of Things reached several areas of
interest, very different among each other, showing the versatility of this technology
paradigm. In fact, IoT implementations does occur uses from everyday activities to
business scopes. What follows is a roundup of the major application domains of
Internet of Things. [14]

Smart cities

The occurring intense urban growth of the last decades is placing pressure on existing
facilities of cities all around the world. The IoT is an effective way to enhance urban
infrastructure on different sides. Citing the definition of the European Commission,
“A smart city is a place where traditional networks and services are made more
efficient with the use of digital solutions for the benefit of its inhabitants and business”
[15]. Among these digital solutions, IoT plays a fundamental role. An outstanding
implementation regards the smart city lightning system installed in Montréal
(Canada) in 2017. The municipality converted over 132 000 obsolete fixtures with LED
lightning system able to monitor lightning performance, real-time energy
consumption, alarm triggering in case of failures, and other features which allowed
more than 55% of maintenance savings and 35% annual energy savings [16]. Smart
cities advantages extend to many other domains, including smart water supply,
citizens safety, garbage management, and smart mobility, whose explanation will take
place in the next paragraph.

Smart mobility

According to Connected Vehicle & Mobility Observatory of Politecnico di Milano,
“The term Smart Mobility (or "intelligent mobility") refers to an innovative urban
mobility system that integrates multiple modes of transportation, aiming to ensure
maximum efficiency, flexibility, safety, and convenience in travel” [17]. Its benefits are
the decrease of pollution and traffic, making the surrounding environment more
sustainable and livable. Popular implementations are smart parking management,
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smart traffic management, sharing mobility, smart public transportation, smart road,
and Maas (Mobility-as-a-Service).

Smart home

IoT usage extends to the consumer-level as well. A smart home refers to a residential
environment where IoT technologies enable to manage remotely or automatically the
devices. It helps in saving money and energy, simplify everyday tasks, and contribute
to the safety of the people in the house. On the market a huge assortment of Smart
home products is available: voice control, smart lightning systems, smart thermostats,
home security, smart appliances and more.

Agriculture

Smart farming has been revolutionizing the traditional agriculture thanks to the new
IoT solutions. Smart irrigation systems, livestock monitoring, greenhouse automation,
are only few of the main IoT solutions that are contributing to increase the productivity
and sustainability of farming industry.

Healthcare

The medical industry is another sector affected by IoT benefits, which are improving
patient monitoring, diagnostics, treatments, and outcomes.

Energy management

IoT applied in energy management brings several benefits, as seen in previous
application fields like smart cities or smart mobility. Important to mention is the smart
grid, an advanced electrical network that enables two-way communication between
energy providers and users (instead of traditional one-way flow), allowing
optimization of energy distribution, improved efficiency, and reduced energy waste.

Industrial IoT

IoT in industrial context has known one of the most significative impacts among the
various application fields in the last decades. Often called with the acronym IIoT
(Industrial Internet of Things), refers to the IoT technologies implemented in the
industrial sector. IIoT will be the main focus of this thesis, therefore a deeper study
will follow subsequently, in 1.2 Industrial Internet of Things.

Other application fields

Internet of Things, thanks to its versatility, in the last years has touched many other
areas like retail, wearable technology or banking. The wideness of this topic doesn’t
allow to cover all these application fields in one single research work. Therefore, the
attention will be aimed to give a deeper study only one specific domain: Industrial
Internet of Things.
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1.1.3. Market Insights

After exploring the concept of IoT and its range of applications, the focus now shifts
to analyzing the IoT market, providing insights regarding its size, key sectors of
interest, and leading geographic regions.

IoT global market has been estimated at $405,69 billion in 2023 and it has been
forecasted that the industry will break $1773,69 billion within 2030, with a CAGR
(compound annual growth rate) of 23,46% [18]. To have a more practical idea of these
numbers, IoT market size has become bigger than personal luxury goods (fashion,
watches, jewelry, accessories, high-end cars, fine wines) worldwide market, whose
overall value was around $330 billions in 2023 [19]. Similar CAGRs for the next years
are forecasted in other high-trending sectors such as FinTech, expected to grow by
25,18% yearly by 2028 [20]. This rapid growth will lead to double the number of IoT
devices present worldwide: from 15,9 billion in 2023 to more than 32,1 billion by 2030
[21].

In Figure 5 a pie chart explains how IoT market will be split by the end of 2025, based
on its main application domains [21].

u Health care
® Industry
u Electricity
City
m Security
» Resource Extraction
m Agriculture
= Vehicles

= Retails

Figure 5 - Market share of IoT applications by the end of 2025

It’s evident that most of the industry falls into two main application fields: healthcare
and Industrial IoT, taking almost three quarters of the cake. Plausible explanations
might be given by various reasons from two different scopes: monetary and
infrastructural.

A first difference lies on the monetary scope. Both healthcare and industrial field have
got mature use cases with proven and effective ROIs, whilst in other areas, such as
agriculture or retail, the return of investments and tailored IoT business models are
still in early adoption stages or haven't been spread yet. In addition, in case of
industrial or healthcare contexts, IoT benefits are also easy to assess on the operational
side; for instance, a set of KPIs measuring cost savings due to predictive maintenance,
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reduced downtime, or improved patient outcomes, are relatively straightforward and
simple to implement, compared to notice financial improvements in the security field,
for example. Regarding the monetary availability, healthcare and industry sectors
typically have larger capital budgets, encouraging more frequent and massive
investments (also with the purpose of exploiting economies of scale). While businesses
in agriculture or retail, since they are commonly small-medium companies, have
limited budgets, beyond having to focus more on operational challenges, putting in
the background new technological implementations such as IoT, precisely.

Secondly, the infrastructure scope of these various industries implies some important
differences. Healthcare and industrial markets are characterized by a strong
competitiveness, which leads to continuous investments and modernizations (such as
IoT implementations) in order to face competitors and remain in the market. While the
other industries have typically more complex contexts. Agriculture and retail, for
instance, are more fragmented markets, being usually composed by smaller players
very different between each other, in terms of scale, available resources, technological
readiness, which doesn’t provide an even IoT distribution. It's important to look also
at the as-is situations, namely before implementing new IoT solutions. Especially in
Industrial-related companies, it's not unlikely to meet cases in which is already present
any sort of technology or infrastructure, such as sensors or automation tools, which
ease the transition to IoT. In small-slice IoT fields, such as resource extraction, it’s often
required a completely new infrastructure, sometimes making the evolution too
expensive or onerous. The infrastructure of the various IoT application industries is
also strongly affected by regulations. Healthcare and industrial ones are often featured
by high standardization, which increase competitiveness and easily spread the know-
how (making new implementations easy to know), and, at the same time, strict
regulatory frameworks, which push to IoT adoption at the scope of, for instance,
tracking, monitoring, and controlling. While the other fields have typically complex
and varying regulations or poor standardization. In addition, small businesses of
agriculture or retail have lack of expertise regarding regulatory frameworks. In case of
smart cities, many stakeholders (e.g. municipality, private companies, citizens,
utilities) have to be managed, which makes the regulatory framework even more
complicated, having to manage social, political, and environmental concerns.

Having outlined the current sector-based segmentation of the IoT market, the next step
is to examine its distribution across different geographic regions.



Introduction 27

344.2

204
2%

Africa Australia & Oceania B | China
B=

United States

Americas | Germany
o Japan
o India
' ;lz\‘ United Kingdom
Asia S
I I France
I I Italy
I"'I Canada

[ ] Russia

Europe

(a) Revenue shares (b) Revenue comparison in billion US$

Figure 6 - IoT global revenues in 2023

Figure 6 gives a snapshot of the IoT global revenues in 2023 [22]. The pie chart on the
left shows how the revenues were shared among the countries. Instead, the horizontal
bar chart on the right illustrates the top 10 countries with the highest amount of
revenues, expressed in billion US dollars.

These two graphs serve as a valuable starting point for gaining insights into the current
IoT landscape, while also helping to illustrate and explain some of its key
characteristics.

From the pie chart it’s possible to notice the fact that there are three continents standing
out: Asia, Americas, and Europe, covering about 97% of total revenues in 2023.

e Asia’s IoT covers 53% of the global market, especially because of China.
Looking at the bar chart, China is currently leading the IoT market not only in
Asia, but even on a worldwide level, with amounting revenues of $344.2 billions
in 2023. These results are given by multiple reasons. Firstly, thanks to tech
giants like Huawei Technologies, Xiaomi Corporation, or Alibaba Cloud, which
has been significatively investing in IoT technologies for much time, helped in
part by the strong economic growth occurred in China in the last years.
Secondly, specific initiatives brought by Chinese Government, in particular
“Made in China 2025”, which promotes the adoption of digital transformation,
including IoT. Lastly, the rising of many smart city projects, both in public and
private fields [23].

e The second most important region in terms of IoT revenues are the Americas,
reaching 25% of global IoT revenues in 2023. More precisely in North America,
since USA and Canada are playing important roles, having got respectively
$160.8 and 10.9$ billions worth of revenues in 2023. USA, besides having a
prolific customer-base both in B2C and B2B sets, are dotted with several tech
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companies that are investing in IoT market. For instance, Cisco Systems, Intel
Corporation, and Microsoft Corporation [24].

e The third key-region in IoT business is Europe, having covered a share of
revenues of 19% in 2023. Germany is the European leader, thanks to companies
like Siemens AG, or SAP SE, followed by United Kingdom, France, and Italy,
being all of them in the top 10 of the ranking.

The focus now narrows to Italy and its role in the development and adoption of IoT.
Internet of Things Observatory of Politecnico di Milano has conducted an in-deep
analysis about the IoT market in Italy. The research revealed great growth: from an
overall value of IoT market of €2 billion in 2015 to €9.7 billion in 2024. From 2023 to
2024, the value augmented of +9% [25].
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Figure 7 - Italian IoT market sharing, by application field, in 2023-2024

Compared to the global context studied at the beginning of this chapter, the Italian
situation is slightly different. In fact, looking at Figure 7, the main application fields in
2024 are Smart Car (around 17% of IoT market, with revenues of €1,66 billion), Smart
Metering & Smart Asset Management (Utility) (revenues of €1,59 billion), and Smart
Building (revenues of €1,375 billion). Therefore, Smart Car is the current leader in
Italian IoT market, while worldwide it occupies only 2%. In addition, the IoT
application fields framework in Italian market currently presents a more
homogeneous distribution, instead of an almost total allocation in only healthcare and
industrial sector in the global situation. Focusing on the single application fields, each
one has recognized an important growth between 2023 and 2024, expect for Smart
Agriculture, which decreased of 4 points. Other IoT application domains that
registered big increases are related to Smart Factory (paradigm covered by Industrial
IoT), with an annual growth of +15%, and Smart Home with +11% [25].
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Having laid a comprehensive foundation on the Internet of Things, the focus of this
thesis now shifts toward a more in-depth exploration of Industrial IoT, which
constitutes the core subject of this work.

1.2. Industrial Internet of Things

As anticipated in the previous section, the focus will now zoom into a specific field of
IoT, which, as showed on the market data above, is one of the main protagonists:
Industrial IoT. Called also IIoT, “Industrial IoT refers to the application of
connectivity technologies and sensors in the industrial sector, with the goal of
collecting real-time data, monitoring performance, optimizing processes, and enabling
greater automation and control of production and logistics operations”, according to
definition of Internet of Things Observatory of Politecnico di Milano [26]. IIoT
represents the convergence between traditional industrial processes and IoT
paradigm, creating smarter and more efficient systems, playing as a game-changer role
in today’s industrial context.

The aim of this chapter is laying the foundations of Industrial Internet of Things,
explaining this paradigm through the lens of past, present, and future. The timeline
will start touching the highlights of IIoT evolution (the past), passing through a
description of nowadays context (the present), and ending in which are the
expectations for what will happen (the future).

1.2.1. History of IIoT

Even if, as mentioned at the beginning of this work, the term IoT was for the first time
coined in 1999, Industrial Internet of Things’ paradigm saw first applications some
years later. The advent of IIoT arrived in early 2000s alongside the birth of cloud
computing and the introduction of the OPC Unified Architecture [27]. The first one
has become particularly important for providing scalable storage and computational
resources, essential for processing huge amount of industrial data. The second one,
called also OPC UA, was released for the first time on July 28th, 2006, evolving in a
second version in 2008, with broader adoption and implementation of UPC UA
standards [28]. The OPC Unified Architecture is a platform-independent, service-
oriented architecture developed by the OPC Foundation [29]. It allowed secure,
standardized, and interoperable communication framework for industrial devices,
systems, and applications. One of the first companies to exploit the two new
innovations has been Amazon Web Services, subsidiary of Amazon, providing data
storage and computer processing power to its customers [30]. The service resulted very
useful for several companies, allowing to connect their physical component through a
network and a cloud layer, both outsourced.

As time passed, sensor technology advanced, computing power increased, internet
and digital innovation became a key-competition factor in industrial field. IIoT was
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starting to become a concrete reality and in 2012 General Electric Company coined the
term “Industrial Internet of Things” [31]. After that, IloT started to become very
popular in industrial landscape. In an earlier IIoT implementation phase, two main
challenges had been addressed: its own integration in manufacturing systems and
establishment of connectivity between different systems. About that, OPC UA played
an important role in ease the integration, thanks to its standardized protocols.
Evolution of cloud services like the ones provided by AWS, which kept upgrading its
offers during the years, encourage new implementations as well. Subsequently, there
has been an effort in trying to standardize and improve IloT integrations, like many
IoT solutions in other sectors. In fact, some organizations arose with this mission.
Above all, the Industry IoT Consortium (IIC), founded in 2014, which has the purpose
of helping companies with implementations of IIoT solutions, providing best-practice
frameworks and business development programs [32].

In the last decade Industrial Internet saw an exponential evolution, until nowadays.

1.2.2. Context and importance

The evolution kept the pace, with new inventions and upgrades. Industrial IoT has
become a common term in industrial landscape, an essential tool in many
manufacturing cases. IIoT became one of the protagonists of a new phenomenon that
characterized and is reshaping in the recent times the manufacturing field and not
only: the introduction of the concept Industry 4.0. Industry 4.0 “describes the
organization of production processes based on technology and devices autonomously
communicating with each other along the value chain” [33]. It's a neologism describing
the on-going fourth industrial revolution which consists in the digitalization of
industrial processes. Its main benefits are making manufacturing operations faster,
more flexible, cheaper, and more quick-responsive to the market. The main
protagonists of these revolutions are many technologies, in particular: robotics,
artificial intelligence, cyber-physical systems, digital twins, and Industrial IoT.
Industry 4.0 is playing an important part in emphasizing the crucial role of smart
manufacturing, autonomous systems, and digital integration of digital processes, all
elements characterizing Industrial IoT paradigm.

As anticipated in IoT market insights, Industrial IoT is leading the Internet of Things
market, together with healthcare domain. Looking at the figures reported in Figure 8,
it’s been estimated revenues of $93,1 billion in 2024 and a projected value that will
reach $137,5 billion by 2029, thus having a CAGR of 6,7% [34]. Even though the growth
rate is not going to be as steep as the wider IoT market, Industrial IoT will remain one
of the most important sectors of Internet of Things business.
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Figure 8 - Forecast of IloT market’s revenues

North America is currently holding the biggest share of the market, especially thanks
to the presence of many important players such as Cisco Systems Inc, Rockwell
Automation, or Intel Corporation. Despite that, China is as well a big contributor to
Industrial IoT Market, with companies China Mobile IoT or Huawei Technologies.
Even Europe has a notable relevance in this sector, in particular thanks to companies
like the Swiss Swedish ABB Group or the German Siemens AG.

1.2.3. The future

As concerns the future, academics have already started talking about a new wave
incoming, called Industry 5.0. Industry 5.0 will keep the high level of automation and
digitalization brought by Industry 4.0, though reintroducing the human element into
the manufacturing process. In this new ecosystem, humans and machines will be
fundamental elements. Apart from that, will be introduced the focus on delivering
customer experience, hyper customization, responsive and distributive supply chain,
and interactive products.

In Industry 5.0 different elements will be necessary, in particular: artificial intelligence,
digital twins, cobots, big data analysis, blockchain, edge computing, 6g, and above all,
Industrial Internet of Things. In fact, IIoT will probably role a decisive role in it [35],
showing how its paradigm will still be at the center of attention in the manufacturing
industry.
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2 Objectives and methodologies

This chapter presents the primary objectives of this thesis, and the methodologies
employed to achieve them. It begins by defining the goals of this work and the related
research questions, then details the chosen methodologies, clarifying how information
and data were selected, gathered and analyzed. Finally, it explains how the state-of-
the-art review and the qualitative framework will be developed in the subsequent
chapters.

2.1. Objectives

As discussed in the Introduction Chapter, Internet of Things is a broad field
encompassing a wide range of applications. This thesis narrows its scope to one
specific domain: Industrial IoT. The work aims to provide a detailed overview of the
current state of the art in IIoT, followed by the proposal of a qualitative framework. To
achieve this, the thesis addresses two research questions, the first of which is the
following;:

1. Which are the Industrial IoT solutions in the current State of the Art in Italy
and around the World?

Answering this question involves examining the global IIoT landscape from both
geographical and temporal perspectives. Once this broad view is established, the work
will be focused on carrying out a comparative analysis between domestic (Italy) and
foreign contexts, providing how the Industrial IoT market is structured and how has
been shaped over recent years, which are the main similitudes, nuances, and key
differences, along with potential explanations to these patterns. Finally, the answer to
this first research question concludes summarizing recurring themes, challenges,
success factors, for Italy and the industry worldwide.

The next step in this study involves developing a qualitative framework, which will
be guided by a second research question, formulated as follows:

2. How can IIoT technology levels be related to the benefits within Industry 4.0
scopes?

Since the question may result very complex and needs further explanations, to have a
more structured development of the work, it has been split into two sub-questions,
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whose answers give a progressive output for the main point, and they are reported as
follows:

2.1. How can different Industry 4.0 scopes be related to the types of IloT benefits?

2.2. What is the relationship between technology levels employed in Industrial IoT
and the benefits achieved?

In order to answer to all the research questions, in the following section is provided a
framework of how the work will be performed and which have been the various
sources used to develop the thesis, namely which is the outline of the pursued
methodologies.

2.2. Methodologies

To gather information for this thesis, two primary sources have been utilized: firstly,
a literature review on Internet of Things and Industrial IoT has been carried out, and,
secondly, the conduction of a census based on the database of Industrial IoT projects,
from Politecnico di Milano. This dual approach allowed a comprehensive perspective,
combining theoretical insights with real-world data.

As secondary source, as support for the census, it has been used the survey “Industrial
IoT (Industria 4.0 e 5.0)”, provided by Politecnico di Milano’s Observatory of Internet
of Things.

2.2.1. Literature review

A literature review has been performed particularly for the Introduction chapter, in
order to establish a solid theoretical grounding for both the Internet of Things and
Industrial IoT.

With the purpose of having not only one, but multiple points of view, and therefore a
richer base of references, the literature analysis incorporated diverse sources coming
from different domains. Primary sources have come from academic papers, accessed
via search engines, in particular Google Scholar, Scopus, and ResearchGate. In
addition, Politecnico di Milano significantly contributed by providing reports, data,
and figures, especially through the Internet of Things Observatory. Even European
Union’s official website was particularly important to carry official definitions and
statements, really useful for the research. A fourth and last way of gathering
information was through conference papers, consultancy companies’ reports, and
other specific online sources.

2.2.2. Census

In addition to the literature review presented in the Introduction Chapter, a census
was updated and conducted, in order to give a comprehensive landscape of what is
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the current state of the art in Industrial Internet of Things, combining the macro-
perspective and broad insights offered by scientific and academic review with real-
world case studies.

The census was developed based on a database provided by the Internet of Things
Observatory of Politecnico di Milano. Initially, the dataset contained a quantity of 342
projects, starting from 2018 until the end of 2024. As part of this work, the database
was updated and expanded with 40 additional initiatives, bringing the total to 382
cases. All the added projects are focused on the years 2024 and 2025, in order to give
more recent insights on the current state of the art of Industrial IoT. In addition, the
update was developed with a major focus on bringing mainly Italian cases, since a lack
of the latter was observed within the database in these last two years.

To carry out the introduction of new projects into the database, different types of
online sources have been consulted, selected, and studied: trade magazines, websites
of involved players and partners, newsletters, and white papers.

For each initiative, there are 25 variables, whose purpose is providing information
reported as follows:

e Name of the project.
e Company in which the project was implemented.

e Involved partners, the players that actively contributed to the implementation
of the project, beyond the company itself. They are usually co-developers
collaborating with the company, or the providers of the IIoT solutions, software,
or platforms.

e Industry NACE, industry application of the IloT project, based on NACE
classification (Nomenclature statistique des Activités économiques dans
la Communauté Européenne, the Statistical Classification of Economic
Activities in the European Community, which is the industry standard
classification system used in the European Union).

e Type of industry, either “product industries” or “service industries”. To each
Industry NACE variable is associated either “product industries” or “service
industries”. For instance, each cases labelled as “C - Manufacturing” as
Industry NACE will strictly be “product industries” type.

e Company type describes the size of the firm in which the IIoT initiative is
implemented. It is divided in startups, small-medium enterprises (SME), and
big players.

e The location of the project, described by the continent and by the more specific
geographical area.

e Year of project execution.
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e Typology of project, intended as at what progress state is, either “feasibility

aas

analysis”, “pilot project”, or “executive project”.

e Scope of Industry 4.0 within the project: “Smart Asset Management”, “Smart

V/aTi

Factory”, “Smart Lifecycle”, or “Smart Logistics”.

e Value Chain, which area of the value chain is affected by the implementation:
“Distribution and Asset Management”, “Manufacturing Process”, or “Supply
Chain”.

e Benefits brought by the IIoT project in terms of how the solution is utilized.

e Detail indicates which is the final utilization of the IIoT project. This variable
was recently reorganized into the new one “Benefits” (mentioned in the
previous bullet point), that is more accurate and categorical. For this reason,
“Detail” column will not be taken into analysis for this thesis.

e Brief description of the case.

e Field of use, “supply side” or “demand side”.

o Offer (type of system), a mix of hardware, software, service and sale or not.
e Business model, “process oriented” or “service oriented”.

e Technology category, divided in 9, for instance “Advanced automation and
Robotics” or “Platform and Software”.

e Technology level, also in terms of effort in money and time for the
development and implementation.

e Technology used in the specific for the implemented IoT system (RFId, Al, AR,
Wi-Fi etc.).

e Service (purpose), intended as the objective of the IIoT implementation (for
instance maintenance, monitoring, or optimization).

e Scalability, “medium” or “high”.

e Involved Business Model area, namely which elements of the Business Model
Canvas framework are affected.

e Source

In this thesis the variable Industry SIC (Standard Industry Classification) will not be
used, although available in the database. The main reason is that Industry NACE
variable provides a more modern and detailed classification structure, making it more
suitable for the scope of this work.

2.2.3. Secondary source: survey on Industrial IoT

The findings given by the census of the database within the State of the Art Chapter
will be reinforced by a secondary source: “Industrial IoT (Industria 4.0 e 5.0)”, a survey
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provided by Politecnico di Milano’s Internet of Things Observatory. Covering the
topic of Industrial IoT in Italy, the survey consists of 28 questions related to Industrial
IoT projects for Industry 4.0 and 5.0, addressed to Italian companies. Nevertheless,
having started in July 2025, it is expected to be concluded in the last quarter of 2025,
therefore is not yet finalized, having currently collected 82 answers. Despite the
limited sample size, it will be useful to indicatively support the outputs given by the
analyses of the census. The entire questionnaire is available in the Appendix.

The census of the database will be the primary source for the next two chapters. The
tirst will provide a state-of-the-art review of Industrial Internet of Things, leading to a
more detailed-oriented and practical view of the current situation. The second will
present the qualitative framework, where census’ insights will be paramount to draw
conclusions of this thesis.
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3 Industrial IoT: state of the art

The following section provides a detailed overview of the current state of the art in
Industrial Internet of Things. To carry out this part of the thesis, as main source of data
will be used the Database of Industrial IoT projects developed in the last few years by
Politecnico di Milano, which has been updated with more recent cases for this study.
In the next sections will be carried out the description and analysis of the dataset,
which will be paramount for outlining the state of the art of Industrial Internet of
Things.

As will be subsequently shown, a great part of the projects (approximately one-third)
is within the Italian market, causing an overrepresentation of Italian cases in the
analysis of the global situation. Therefore, in order to give a clearer view of the state of
the art, after giving a quick resume of the overall database, the analysis will be split
between domestic (i.e. Italian) and foreign cases. This approach serves two purposes:
the first one, as said before, to have a clear description of the current state of IloT
without the big influence of Italian cases in the database; the second one is to aim to
have a comparative analysis between domestic and foreign cases.

The chapter is organized into three sections. In section 3.1 will be carried out a portray
of the global situation of Industrial IoT. In the following section 3.2, the focus will be
instead on the comparative analysis between Italian and the foreign markets. Lastly,
in section 3.3, main conclusions will be drawn, leaving space to the subsequent
qualitative framework.

3.1. Global context overview

State of the art’s analysis will get started from a global perspective, considering all the
cases collected into the database. Will be illustrated how the sample’s projects are split
by continent, and, subsequently, the distribution of cases within Europe. Secondly, the
focus will be on how are deployed the numbers of projects per year. Lastly, which are
the main players emerging from the sample. In this section will finally be highlighted
the fact that Italy covers a great part of the dataset.
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3.1.1. Geographical distribution

In Politecnico di Milano’s Database a total amount of 342 IIoT projects was registered,
and 40 more have been inserted, reaching a total of 382. The pie chart in Figure 9 shows
the IIoT cases split by continent.
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W North America
M Asia
H Oceania
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m South America

66,49% Africa

®m Middle East

Sample: 382 lloT cases (census)

Figure 9 - Database IIoT cases split by continent

The pie chart shows that almost two-thirds of the cases (254) are from Europe. The
reason for this doesn’t lay on the fact that Europe is the current leader of Industrial
IoT. In fact, as seen in the Introduction Chapter, the literature says that Asia and North
America have actually the biggest leaders in the IIoT market. The larger number of
European (and especially Italian) cases is hence so more significant because of another
reason: the database, as mentioned above, has been built by Politecnico di Milano,
where information is more readily available for the European context, and more
specifically, for the Italian one.

Nevertheless, extra-European cases show consistent presence in the sample. The two
non-European areas with more cases are, as may excepting, North America and Asia,
with respectively 61 and 57 reported projects. The remaining slice, which covers less
than the 3% of the database, represents initiatives from Oceania (4 cases), South
America (3 cases), Africa (2 cases), and Middle East (1 case). The minority of available
quantities of these 4 continents may lead to the conclusion that they have been out of
the main scope of Politecnico di Milano’s research purposes — which might be true —
but anyway this “near oligopoly” of the IoT market shared between Europe, North
America, and Asia was already found by the literature review in the Introduction
Chapter (Figure 6).

Therefore, as regards how the database is organized in terms of cases per continent, it
is in line with the conclusions brought by the literature review about the fact that
Europe, North America, and Asia are leaders on the Internet of Things industry.
Furthermore, the three continents cover 97% of the projects within the database,
perfectly in line with the 97% of the total revenues they shared in 2023 [22].
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Nevertheless, there is one main difference between what the literature testifies and the
real cases of the sample, which regards the proportions among the three leading
continents: Europe is behind North America and Asia in the real IoT market, whereas
in the database it’s the European continent that takes most of the space.

Having stated that, the presence of this difference doesn’t indicate incoherences or
misleading. Instead, it gives the possibility to get to study what is the Industrial
Internet of Things context with a deeper focus on Europe and, more specifically, on
the Italian perspective, even still considering the rest of the world. In addition, with
this structure, the database suits also the possibility to compare Italian and foreign
situation.

Zooming into the Old Continent, Figure 10 shows how the 254 European
implementations are distributed among the countries. It's evident that most of them —
more than one half — are from Italy. Projects within the Italian borders are 151 out of
382, which is 39,53% of the whole database. This is in accordance with the previously
observed clarifications, namely that Italian cases are more readily available.
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Figure 10 - Database cases in Europe

After Italy, with 33 cases there is Germany, European leader in Internet of Things
sector, followed by United Kingdom (16), France (11) and Spain (10). Sporadic cases
are from the other nation, such as Switzerland and Sweden. In Eastern Europe the
presence of reported projects is almost totally absent.
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3.1.2. Cases per year

The database includes Industrial IoT projects starting from 2018 until the end of 2025.
In Figure 11 is projected how the cases are spread along the 8 years, comparing foreign
countries with Italy.
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Figure 11 - Italian and foreign IloT cases by year

The graph is rich of insights. In the first two years, 2018 and 2019, the gathered cases
are steady with a slight growth both for Italy and foreign countries. In the following
year, 2020, an important decrease affected the numbers of reported cases in the
database both abroad and in Italy, also due to the crisis brought by Covid-19 which
led to significative slowdowns in the growth of Industrial IoT market regarding both
the International [36] and Italian context [37].

In the next year, 2021, while Italy remains relatively stable the foreign IIoT market
show a sharp rise (58 cases). This discrepancy may indicate that foreign countries saw
a significant rise in adoption, investment, or reporting during that period, even though
another, more plausible reason, may be a bigger focus on foreign contexts by IoT
Observatory during that year.

In 2022 abroad IIoT faces a significant drop, converging with Italy at 15 cases, reflecting
a global-wide market contraction, also due to the start of the war in Ukraine which
lead to shortages of semiconductors, in addition to bringing inflation concerns and
supply chain disruptions [38].

In 2023 both contexts rebound to relatively high figures. In 2024 the number of projects
is a slightly higher. The database update has covered the significant gap that was
present in 2024: previously, there were 37 foreign cases against only 8 Italian cases. For
this reason, the database update performed along with the census of this thesis aimed
also to fill this discrepancy which may have taken toward misleading about the Italian
IIoT evolution. The database update added 23 new IloT projects from 2024 (4 abroad,
19 from Italy), but also 17 new initiatives from 2025 (5 abroad, 12 from Italy). The graph
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shows relatively few cases for 2025, which is largely due to the fact that the census was
conducted during the first half of that year. As a result, there has been limited time for
new initiatives to be reported and included.

3.1.3. Main players

Insights into the main players in the current IIoT market can be gained by analyzing
the “Involved partners” variable, which refers to companies that participated in
specific initiatives reported in the database. This variable highlights the suppliers that
provided the IIoT solutions, offering a clear framework of the main current IIoT
vendors. It must be specified that not every case in the sample has always a
correspondent involved partner; in some instances, this column is empty, mainly
because the company didn’t collaborate with any external player in the realization of
that IIoT project. Conversely, there may be more than one involved partner for some
implementations.

Figure 12 illustrates a graph of how are split in the dataset different IloT suppliers,
showing for each company how many cases in the database it has been involved in.
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Figure 12 - Involved partners

The chart reveals a concentration of a few major players and an environment rich of
smaller providers. A single major player tends to cover a larger number of cases, likely
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due to its established brand recognition, its available resources, and network effects, a
phenomenon that occurs when the value of a platform or technology increases as more
users, partners, or devices, adopt it. These big companies drive significant market
activity and set industry standards. Among the top rankings, there are many firms
from United States, such as PTC, Cisco, and Microsoft, which are companies with a
central role in providing IloT solutions worldwide, as mentioned also in the
Introduction chapter. In the top 10, there are also few European companies that are
quite frequent in terms of involvements among the cases, including the German group
Siemens and the French corporation Schneider Electric. There are also three Italian
companies in the chart: TIM, Stesi, and Zerynth. Among these three only TIM is a big
company.

It's important to note that there is a long tail of several smaller providers, with the
characteristic of being present in the database for the involvement of only three, two,
or also just one project. These players cover most of the dataset, deducing that the IloT
market is highly fragmented on the supply side. This fragmentation has both
disadvantages and advantages. On the one hand, the integration of solutions from
multiple providers may introduce complexity and low standardization in the
company’s IoT ecosystem (one of the main challenges facing Industrial IoT nowadays,
as seen above), which could discourage new implementations from the demand side,
in addition to create criticalities among internal operations and potentially worsen
outcomes. On the other hand, the diversity and big numbers of small players offer
opportunities of having more niche specializations as well as raising the competition
on the supply-side, which pushes towards innovation and/or more cost-effective
solutions for the market.

These dual dynamic between few big players and smaller specialized providers
highlight the current evolving state of Industrial IoT, where market consolidation and
fragmentation coexist, bringing consequently competition, adoption, and innovation.

Thus far, the thesis has examined cases per year and cases per continent, showing not
only the global diffusion of IloT projects but also a pronounced presence of Italian
cases within the database. These observations, together with the dynamics of
dominant firms and niche providers, set the stage for a deeper exploration into how
strengths and challenges are in Italy compared to international trends. This
comparative approach will enhance the understanding of current progress state and
the main IIoT deployments, identify the most common solutions, and determine their
roles within business models, ultimately providing a comprehensive assessment of
Industrial IoT in both domestic and international contexts.
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3.2. Foreign and domestic IIoT market: comparative
analysis

As mentioned above, the database includes a significant number of Italian initiatives,
with 151 projects compared to the 231 foreign ones. Leveraging this strong presence of
Italian cases, this section conducts a comparative analysis between foreign and
domestic IIoT projects. The comparative analysis is structured across 6 dimensions,
each addressing a specific question in both domestic and abroad contexts.

1. Progress state: what is the current maturity level of IIoT?

2. Industry application: in which major industries is IloT applied? What type of
companies are the primary beneficiaries?

3. Technologies adoption: what are the main solutions implemented? What are
their main features?

4. Type of systems: what constitutes a typical IloT system? How is it supplied?
5. Benefits: where are the benefits of IloT solutions most evident?
6. Business model: which aspects of businesses are primarily affected by IIoT?

Together, these questions form a robust framework for the comparative analysis of
Italian and foreign IIoT projects, setting the stage for the conclusions that follow.

3.2.1. Progress state

A first glance has been given to how Industrial IoT projects evolved along the last 8
years. For this purpose, it has been taken into consideration the variable “Project
typology”. The cases can be of three different types: “feasibility analysis” aims to
assess technological and economic feasibility of the project before implementing it;
“pilot projects” are featured by a pre-set ending, in order to have feedback about the
advantages of the initiative; “executive projects” are the ones actually and fully
implemented. The variable is useful to get insights on how the progress state of I1oT is
in the industry: a bigger quantity of feasibility analyses indicates an environment with
a low maturity level, characterized by testing and experimenting; a bigger quantity of
executive projects demonstrates more confidence by the companies, due to an overall
higher level of maturity. Pilot projects can be located as a halfway. Splitting the
variable in function of least and most recent cases allows to get insights on how and
whether is occurring an evolution on the progress of IIoT industry.

In Figure 13 is reported the variable project typology related to foreign industry,
dividing for feasibility analyses, executive projects, and pilot projects.
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Figure 13 - Foreign projects' progress state

Along the 8 years the proportion of executive projects is consistently prevalent among
the three typologies, suggesting a stronger commitment to implementing projects
rather than just testing feasibility or running pilot initiatives. This indicates that
organizations are confident in executing projects directly, showing that the market has
reached a higher level of maturity within the Industrial IoT scope. On the other hand,
the trending preference of pursuing executive projects could also mean that project
selection is more focused on well-researched projects, instead of trying new solutions.

An analog analysis has been conducted for the Italian cases, obtaining the results
showed in Figure 14.
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Figure 14 - Italian projects' progress state

The prevalence along all the 8 years of executive projects is very similar to what has
been found in the foreign context. The executive projects own the dominance in the
offer for the Industrial IoT market.



Industrial IoT: state of the art 47

In both the Italian and international landscape results that executive projects are the
most implemented one by far, showing a market that reached a relatively high level of
maturity and confidence toward its practical application. Concerning feasibility
analyses and pilot projects, from the gathered data from the database it’s not possible
to highlight any type of trend due to the low numbers.

The second dimension analyzed is the industry application. For this scope, three
variables have been taken into consideration: Industry type, Industry NACE, and
Company type.

As shown in Table 2 (whose data are based on the database containing the 382 IIoT
cases) the prevalence of applications in product industry rather than service industry
is evident: in both domestic and foreign context, around 80% of the cases find
applications in the product industry.

Foreign projects | Domestic projects | Total
Product
industry 178 123 301
Service
industry 53 28 81
Total 231 151 382

Table 2 - Industry type

The consistent trend across regions, along with the higher concentration of IIoT
applications in the product industry (in total 301, against only 81 in service industry),
suggests that Industrial IoT is primarily being developed and applied in contexts
related to physical goods. Even though its main focus is on enhancing production
processes, there are still many examples where IIoT can be utilized in service-related
applications, as numbers show.

Digging deeper into the industry application, for both foreign and Italian industry has
been performed an analysis by specific sectors, according to NACE classification.
Following, the distribution abroad.
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Figure 15 - Foreign projects by sector

The data in Figure 15 reveals a clear concentration of initiatives in manufacturing (149
out of 231 cases, about two thirds) which reflects the central role of this sector within
the scope of Industrial IoT. Sectors like Transportation and Storage, Wholesale and
Retail Trade, Information and Communication, play an important role, although their
numbers remain far below those of Manufacturing. Fewer applications in other
sectors, such as Mining or Construction, while there are sporadic attempts in
industries such as Water Supply or Utilities, suggesting a more cautious approach,
even because of the smaller range of available Industrial IoT applications in these
markets. Following, the Italian’s frame.
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Figure 16 - Italian projects by sector

Within the Italian boundaries, as shown in Figure 16, the applications in
Manufacturing are prevalent as well. With substantially fewer numbers, follows
Information and Communication, Agriculture, and Wholesale and Trade.

The following graph (Figure 17) highlights the Industrial IoT adoption in the foreign
market among different types of companies, categorized as big players, small-
medium enterprises (SME), and startups.

120
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Figure 17 - Distribution of foreign IloT projects by company type

Small and medium enterprises are actively embracing Industrial IoT, holding the
largest share, accounting for 58.01% of the total projects. Big players follow with
35.93%, indicating that large enterprises are also heavily investing in IoT technologies.
Startups, however, represent only 6.06% of the total, suggesting potential challenges
such as high initial costs and technological barriers.

For what regards Italy, the distribution is different and more unbalanced, as shown in
the pie chart of Figure 18. Out of the Italian IIoT projects, 86.09% of them were
demanded by small and medium enterprises, while only 10.60% by big companies,
such as Lavazza S.p.A. or Leonardo S.p.A., and just 3.31% of the initiatives were from
startups, all of them occurred in 2024, hence very recent, even if is also partially due to
sampling bias of the database. This particular setting finds its reasons from how the
Italian market — not only the IoT one — is shaped: many small and medium enterprises
[39], a modest number of big companies and few startups [40].
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Figure 18 - Distribution of Italian IIoT projects by company type
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3.2.3. Technologies adoption

The third dimension of analysis of the state of the art looks at the adopted technologies.
In the sample the various solutions are divided into 9 technology categories, each of
which has a certain technology level — low, medium, or high. Another important
variable taken into consideration is the scalability for that solution, either “medium”
or “high”.

A first study has been conducted on projects verified abroad, whose results are
reported in Figure 19.
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Figure 19 - Technology categories and scalability of foreign cases

The solutions with medium level of technology are the most popular ones, suggesting
that companies are mainly looking for good trade-offs between costs and technological
advancement. “Platforms & Software” is currently the most demanded category, with
68 projects, likely due to their straightforward adaptability and potential for growth.
“Cloud & Edge Computing” follows with 40 cases, underlining the demand for
decentralized data processing that can flexibly scale as business needs to evolve (in
fact, most of the cases are indicated with high scalability).

“Sensors”, “Connection & Networks”, and “Smart Devices” are very used by the
companies, showing that even low level of technology is still paramount for Industrial
applications.

Finally, the solutions featured by high level of technology. “Advanced Automation &
Robotics” and “Al & Machine Learning” have a higher barrier to entry, due to needed
resources. In order to lower the variable costs, it’s effective to apply them when it’s
possible to exploit economies of scale. For this reason, most of the cases with high level
of technology have also high level of scalability. As concerns “Augmented Reality”
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and “Payments & Security”, their application appears less prevalent, implying that
these specialized technologies may require more targeted use cases and/or their level
of maturity is not as high as the other categories in the Industrial market.

Now, the focus is instead on technologies implemented in the Italian cases, starting
from Figure 20.
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Figure 20 - Technology categories and scalability of Italian cases

In Italy’s Industrial IoT landscape, medium-level technologies dominate due to their
tavorable cost-benefit ratio and ease of adoption, with “Platforms & Software” (51) and
“Cloud & Edge Computing” (19) leading in popularity.

Concerning lower-level technologies, “Sensors” are widely used, thanks to their
versatility and cost-effectiveness. “Connection & Networks” are considered as well,
while for “Smart Devices” results only one case of application in Italy.

Meanwhile, as regards high-level solutions, only “Advanced Automation & Robotics”
sees a good distribution of implementations, while “Al & Machine Learning”, and
“Augmented Reality” hold a modest utilization by Italian companies, probably mainly
due to higher barriers to entry. “Payments & Security” sees only one case of
application, deducting that they’re not popular yet.

In summary, as follows are explained the main differences in technology categories
between Italy and abroad:

e Both in Italy and abroad “Platform & Software” is the most implemented
technology, showing this is the leading Industrial IoT solutions inside and
outside Italian borders. Internationally, “Cloud & Edge Computing” shows 40
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cases, against the 19 in Italy, suggesting that Italian industries may still rely
more on traditional data management rather than decentralized cloud
solutions. The lower adoption of cloud technologies in Italy could come from
concerns about data security, regulatory restrictions, or lower attention in
leveraging on cloud-based solutions.

Moving toward technologies with low-level requirements, the domestic and
abroad frameworks are relatively similar. In both the markets the importance
of hardware components in Industrial IoT applications are deemed
fundamental.

The biggest gap is in high-level implementations. Even if “Augmented Reality”
and “Payment & Security” are niche categories also abroad, there a considerable
difference in “Al & Machine Learning”, 22 out of 231 foreign applications
against 12 out of 151 in Italy. Around 1 out of 10 against 1 out of 13. The large
difference reflects a slower adoption of Al-driven automation in Italy, due to
various reasons: higher initial investment costs, due to a less developed Al
ecosystem in Italy; lack of skilled workforce, Al expertise is not as widespread
as in other countries; resistance to automation replacing traditional industrial
processes.

In international markets, almost all technologies exhibit a higher scalability
level, since most of the projects are marked as “high scalability”.

Concluding about technological applications, Italy’s IIoT adoption is more
conservative, prioritizing medium-scalability solutions, in addition to being less
advanced in high-level implementations.

3.2.4. Type of systems

As seen above in the Technology adoption section, Industrial IoT comes with several

different types of technologies. The current market of IIoT gives the possibility of
combining different types of systems as well. From the database, will be analyzed
which are the different types of systems available in the state of the art. Three variables
will be taken into consideration:

“Offer (Type of system)”, the main one, is a mix of combinations between
hardware, software, services, and sales.

“Business model” distinguish the types of systems between process-oriented
and service-oriented, where the latter offers not only an IloT solution, but one
or more services as well, complementary or integrated with the product.
Referring to the above-cited study from IoT Observatory of Politecnico di
Milano [26], there are three levels that the services can reach. A first level
involves all scenarios where IoT technologies are used to enable notification
services and/or services based on real-time awareness of an intelligent object's
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condition; an example is a notification sent to a central system in case of the
overheating of a machine. A second level focuses on the economic value that
can be unlocked through connected machinery or equipment using pay-per-use
models (based on actual usage) or pay-per-performance models (tied to the
achievement of specific, predefined KPIs); for instance, a tech supplier provides
a connected irrigation system to a farming company, which will pay the
provider only when there is a 10% reduction of water usage over a certain
timespan. Finally, the third level explores more advanced concepts such as
Manufacturing as a Service (manufacturing capabilities are offered on demand
whenever needed) and the Platform Economy (system where digital platforms
connect producers and clients), where innovative Machine-to-Machine (M2M)
payment systems serve as a key example.

e “Field of use” distinguish the types of systems between supply-side (all the
reported projects in the database where it’s described the implementation of the
IIoT solution within a certain company) and demand-side (which regards the
cases of sale and implementation of IIoT solutions by a specific company in a
B2B market).

The following table reports all the possible combinations of type of systems in the
Politecnico’s database, in function of fields of use (columns) and business models

(rows).
Field of use
Supply side Demand side
P e HW e Sale SW

rocess
g oriented | * SW e Sale HW +SW
<)
£ e HW+SW
wn
(7]
& Servi e HW +services e Sale HW, services
e ervice
é oriented | © SW + services e Sale SW, services

e HW +SW +services | e Sale HW +SW, services

Table 3 - Type of systems matrix: structure

It's possible to notice that there are no cases of sale to companies of only hardware
solutions, suggesting that selling IIoT solutions requires also a software or a service,
together with the hardware.

Now that the type of systems matrix has been presented, in Tables 4 and 5 are reported
the figures and percentages relative to the previous matrix, respectively for foreign
and Italian cases.
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34 (14,72%) 3 (1,30%)

167 (72,29%) | 27 (11,69%)

Table 4 - Types of systems abroad

14 (9,27%) 4(2,65%)

122 (80,79%) | 11 (7,28%)

Table 5 - Types of systems in Italy

The two tables of type of systems featuring foreign and domestic IloT markets are very

similar and don’t show particular differences, which leads to similar conclusions:

Service oriented and supply side quadrant is the predominant one by far,
covering about three quarters of the dataset. The system of IIoT leading the
industry is the one that is focused on internal operations and based on service-
oriented business models.

Process oriented and supply side quadrant follows, even if a much lower
frequency (9-15%). In this case the boundaries are always within the company,
but there are no scopes towards offering a certain service along with the IIoT
project.

Service oriented and demand side quadrant (only about 1 out of 10 cases) looks
at how end-users or downstream partners integrate IIoT into their operational
processes. It emphasizes the operations on the customer side.

Process oriented and demand side is the least popular system configuration
concerning only around 2% of projects in the database. It focuses on how
customers engage with IIoT services.
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Overall, stated that foreign and domestic contexts present a shape of the Industrial IoT
market very similar, the data highlight a strong emphasis on service-based solutions
aimed at supporting supply chain or production activities, meaning that it's popular
to demand not only the IIoT product, but also a service accompanied with it. Instead,
there are relatively fewer implementations focused on process optimization without
services integrated or demand-side functions.

3.2.5. Benefits

About benefits, the study has taken into consideration four different variables: Field
of use (either supply or demand side), the Scope of Industry 4.0 in the interested
solution, at which level the Value chain is affected, and relative Benefits brought by
the solution implemented. The analysis starts from a high level of aggregation and
progressively moves across these variables toward a more detailed and granular
understanding of the benefits.

Giving a look at the variable in the database that describes which is the field of use of
each case, there are 337 deployed on the supply side against only 45 on the demand
side, as already seen in section 3.2.4 Type of Systems. This gap indicates a relatively
smaller number of implementations in areas like customer interaction, market
analysis, or demand forecasting. In fact, internal processes are the main environment
where implementations of IIoT solutions are taking place, finding numerous
applications and ways of use. As follows, in this section the benefits brought by
Industrial IoT will be explained more in detail and will be even more evident this
higher effectiveness on backend operations.

Industry 4.0 scopes are broken down within the database in 9 categories that describe
how Industrial 10T is used within the company, in relation with the smart approach.
The following list showcases each of them and provides a short definition:

e Smart Lifecycle, management of the entire lifecycle of products or services,
from design to disposal. Improvement of the development process of new
products, end of life management, and suppliers’ management during new
products development phase.

e Smart Asset Management, utilization of technology to monitor and manage
physical assets effectively.

e Smart Logistics, use of technology to optimize supply chains, improve tracking,
traceability, monitoring, enhance transportation efficiency, fleet management,
and safety management in complex logistics points.

e Smart Factory, integration of automation and data exchange in manufacturing
processes. Also regards IIoT technologies applied for production progress, job
safety, maintenance, material handling, quality control, and waste
management.
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Smart Agriculture, application of technology to farming practices for better
crop management, resource optimization, and sustainable agriculture.

Smart Building, implementation of systems that enhance the management,
energy efficiency, and security of buildings.

eHealth, employment of digital tools and telemedicine to improve healthcare
services.

Utility, modernization of energy and resource management through digital
solutions.

Smart Mobility, enhancement of transportation systems through connected,
efficient, and sustainable solutions.

Nevertheless, only the first four IIoT scopes in the list have at least one recorded case
in the database. The remaining ones, although defined within the scope variable, are
not represented in the dataset.

Porter’s Value Chain [41] groups business activities of a company into primary and
support activities (Figure 21). This tool is useful to understand which activities are
covered by the Value Chain variable. In this way is possible to determine which

activities exploit more the benefits of IIoT and if the latter finds more applications in

primary or support activities.

Primary Activities
The Yalue Chain
Procuremerk. Human Resource Managemert

Infrastructure  Techmological Development
Support Activities

Figure 21 - Porter's Value Chain

The Value Chain variable assumes three different values in the database:

Distribution and Asset Management involves delivering products to customers
efficiently while managing physical resources like inventory, vehicles, and
warehouses to optimize their use over time. Therefore, Distribution can be
intended as Outbound Logistics, while Asset Management as Infrastructure
and Technological Development.

Supply Chain encompasses the network of suppliers, manufacturers, and
distributors, coordinating the flow of materials and information from raw
materials to the end-product. Hence, it comprehends a wider range of Porter’s
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activities, mainly: Inbound Logistics, Operations, Outbound Logistics, and
Procurement.

e Manufacturing Process refers to the series of production steps that transform
raw materials into finished goods, incorporating quality control and efficiency
measures throughout the process. Therefore, it can be intended as the heart of
Operations.

The relationship between the Industrial IoT and Porter’s Value Chain shows that IloT
is mainly used as a tool for primary activities, especially Operations, Inbound Logistics
and Outbound Logistics, making it potentially a competitive asset for the company
under different domains. It may also be useful for support activities, in particular
Procurement, Infrastructure, and Technological Development. Nevertheless,
apparently there are no cases within Marketing and Sales, Services, and Human
Resources Management, likely because these activities are usually featured by low
standardization and high need of people and expertise, instead of technology.
Restricting to the deductions from the analyzed variable, Industrial IoT finds its
applications both in primary and support activities, giving it a heterogeneous set of
usages from a Porter’s Value Chain perspective.

The study will now move on to analyzing benefits on Industry 4.0 scopes, Value Chain,
and how is their relationship. In fact, the two variables are strictly interconnected
within the database’s structure. The Industry 4.0 scopes relative to Smart Lifecycle and
Smart Asset Management goes under the part of value chain relative to Distribution
and Asset Management; Smart Logistics to Supply Chain; finally, Smart Factory finds
its applications into the Manufacturing Process domain. Table 6 and Table 7 showcase
the distribution of cases among these two variables, respectively abroad and in Italy.

Distribution and Supply Manufacturing
Asset Management Chain Process Percentage
Smart
Lifecycle
14 - - 6,06%
Smart Asset
Management
33 - - 14,29%
Smart
Logistics
- 34 - 14,72%
Smart Factory
- - 150 64,94%
Total
47 34 150 100%

Table 6 - Value chain and IIoT scopes abroad
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1,99%

31 - - 20,53%

- 21 - 13,91%

- - 96 63,58%

34 21 96 100%

Table 7 - Value chain and IIoT scopes in Italy

The differences are not particularly marked among the two tables. Both in foreign and
Italian companies Smart Factory is the most popular Industry 4.0 scope, because it
affects the segment of value chain relative to Manufacturing, which meets the widest
usage of IIoT implementations, as seen previously in 3.2.2 Industry Application. Instead,
Smart Lifecycle is the Industry 4.0 scope which has the least popularity.

The focus will now shift to understanding in detail what the benefits brought by
Industrial IoT solutions are. The next chart focuses on cases abroad.

Operational Efficiency and Industrial Optimization _
Monitoring and Predictive Maintenance _
Traceability and Quality Control _
Sustainability and Energy Efficiency -
Logistics and Supply Chain Optimization -
Decision Support and Intelligent Automation -
Security and Operational Control -

0 20 40 60 80 100 120

W Manufacturing Process M Distribition and Asset Management m Supply Chain
Sample: 231 foreign lloT cases (census)

Figure 22 - Benefits in the Value Chain: abroad

Figure 22 illustrates the specific benefits that IIoT solutions bring to foreign companies
in the database, along with the corresponding segments of the Value Chain where
these benefits are realized. It clearly illustrates that most surveyed IloT initiatives
prioritize “Operational Efficiency and Industrial Optimization,” as evidenced by the
substantially higher bar for this category compared to the others, in which most of the
cases are within the Manufacturing Process. This finding suggests that reducing
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production costs, improving throughput, and streamlining processes remain the
foremost objectives driving IIoT adoption. “Monitoring and Predictive Maintenance”
follows as the second most emphasized area, highlighting the importance of real-time
insights and failure prevention in industrial settings. This benefit equally involves
improvements in Manufacturing Process as well as in Distribution and Asset
Management. “Traceability and Quality Control” ranks next, reflecting the growing
need for transparent Supply Chain, which is in fact the domain of the Value Chain
with most applications. “Sustainability and Energy Efficiency,” even though not at the
top, still gets considerable attention, underlining the increasing push toward greener
operations, particularly along the Manufacturing Process. Meanwhile, “Logistics and
Supply Chain Optimization”, “Decision Support and Intelligent Automation”, and
“Security and Operational Control”, the lowest on the chart, are all recognized as
essential to achieving a secure, and intelligent IIoT ecosystem, but in a more modest
way, compared to the other benefits. Overall, the data underscores how the immediate
focus in many IIoT deployments is on improving core industrial processes. Concerning
complementary goals such as sustainability, supply chain visibility, and decision
automation, which need long-term plannings and their benefits are often more
difficultly measurable, are also gaining traction, even though currently their
deployment is not among the primary Industrial IoT scopes, as evinced in the graph
above.

The attention is now on Italian companies (Figure 23).

Operational Eficiency and Industrial Optimization |
Monitoring and Predictive Maintenance _
Traceability and Quality Control _

Sustainability and Energy Efficiency
Logistics and Supply Chain Optimization
Decision Support and Intelligent Automation -

Security and Operational Control .

0 10 20 30 40 50 60 70 80
W Manufacturing Process M Distribition and Asset Management Supply Chain

Sample: 151 Italian lloT cases (census)

Figure 23 - Benefits in the Value Chain: Italy

Compared with the previous chart, Italian companies exhibit a broadly similar
hierarchy of IIoT priorities, with “Operational Efficiency and Industrial Optimization”
and “Monitoring and Predictive Maintenance” again leading the way. However, an
important difference is the absence of the category for “Logistics and Supply Chain
Optimization” in the Italian dataset, suggesting it is less emphasized. In addition,
“Sustainability and Energy Efficiency” appears slightly less present than in the global
context, indicating that although Italian firms do value greener operations, their
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immediate focus may lean more heavily on productivity and cost-saving objectives.
Lastly, “Security and Operational Control” and “Decision Support and Intelligent
Automation” remain relatively lower priorities, but their positions suggest these areas
are beginning to gain traction, echoing the international trend of gradually broadening
IIoT strategies beyond core operational improvements. Regarding the deployment of
the benefits from the Value Chain’s perspective, there are not robust differences
comparing the Italian cases with the foreign ones, indicating that the know-how about
this matter is aligned.

Both charts show that improving operational efficiency and predictive maintenance
are the primary drivers for IloT. Globally, companies integrate additional benefits like
supply chain optimization, sustainability, and security. In contrast, Italian firms focus
more on core operational gains, reflecting regional priorities and domestic market
conditions.

3.2.6. Business models

The study will be now on the relationship between the cases and their deployment
from a business perspective. For this matter, will be firstly used the Business Model
Canvas.

Business Model Canvas is a strategic management tool that provides a comprehensive
and visual framework for analyzing and developing business models. It breaks down
a business into nine essential components (key building blocks): Customer Segments,
Value Propositions, Channels, Customer Relationships, Revenue Streams, Key
Resources, Key Activities, Key Partnerships, and Cost Structure. This instrument
allows to provide a clear, structured view of how a company creates, delivers, and
captures value [42].

Business Model Canvas has been used in this thesis as a tool to systematically examine
and compare the different IIoT implementations, to see which areas within a company
they affect the most and the least. The aim is to draw insights on the patterns and
impacts of Industrial IoT on the companies’ structure. As follows in Figure 24, it’s
reported a classic Business Model Canvas framework [42] that showcases the number
of IIoT cases in the databases that involved that key building block, separated in
foreign and Italian ones.
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Key Partners é Key Activities u Value Propositions '2% Customer Relationships ' Customer Segments n
Abroad: 9 Abroad: 185 Abroad: 104 Abroad: 13 Abroad: 16
Italy: 19 Italy: 124 Italy: 59 Italy: 10 Italy: 8

Key Resources ‘ii Channels ...Q

Abroad: 89 Abroad: 21

Italy: 62 Italy: 15
Cost Structure 6 Revenue Streams é
Abroad: 6 Abroad: 32
Italy: 3 Italy: 18

Sample: 382 lloT cases (census)
Figure 24 - Foreign and Italian cases on Business Model Canvas

In Figure 25 these data are translated into two graph bars: the one on the left, in blue,
refers to the foreign cases, while the one on the right, in green, refers to the Italian
projects.
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Figure 25 - Distribution of the foreign and Italian cases on Business Model Canvas

It is easily evident a solid consistency between Italy and the rest of the world, implying
that Industrial IoT is naturally more useful in certain business areas and less in others,
regardless of external factors, such as geographic location, industry, or company size.
There are three business model blocks that stand out in terms of frequency of IloT
applications:

o Key Activities block represents the most important actions a company must
take to operate successfully. It's where the majority of IloT solutions finds



62

Industrial [oT: state of the art

space within the Business Model Canvas, demonstrating how Industrial IoT
has a markable impact mainly on operations. Examples of key activities for the
manufacturing sector (which is the most popular among IIoT applications, as
seen in section 3.2.2 Industry Application) are, among many, production,
operations, maintenance or logistics.

Value Propositions block is the core element that defines the unique value a
company offers to its customers. Common examples, always staying in
manufacturing industry, are serving high-quality products to the market, or
assuring speed and timeliness.

Key Resources block stands for the assets that a company needs to operate. For
instance, plants, machineries, patents or skilled labor.

A more detailed study about how the different business model areas are involved in
the application of IloT was carried out, focusing on the three aforementioned most
frequent business blocks: Key Activities, Value Proposition, and Key Resources. Before
carrying out the analysis of the matrix, some important clarifications about how it was
built have to be explained:

Since was previously noticed that Italian and foreign solutions feature very
similar distributions, the matrix was built considering the whole database,
considering all the 382 projects, without distinction of provenience of the
companies.

On the top left cell, it's reported the number of cases that affect all the three
areas of the Business Model Canvas simultaneously: Key Activities (KA). Value
Proposition (VP), and Key Resources (KR).

“Other block(s)” refers to the count of the cases in the database that weren’t part
of the top three key building blocks.

It's important to highlight that in the matrix the counts give priority to the
presence or not of the three main business model areas. This means that, for
instance, the cell [Key Activities : Key Activities] takes into consideration the
IIoT solutions that involved only Key Activities and not the other two (Value
Proposition and Key Resources) but may include one or more business areas of
second importance (e.g. Key Partners). This simplification was necessary to
have a clearer view, helpful for the study, and it can be assumed as acceptable
because the focus is on the three most important business areas.

Summing the value in top-left cell with the upper or lower triangle of the
matrix, the result will be 382, which is precisely the number of cases in the
database.

It's below reported the matrix of Business Model Areas (Table 8).
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Key Value Key Other
KA+VP+KR =21 Activities Proposition Resources block(s)
Key Activities 22 88 121 56
Value 88 8 4 41
Proposition
Key Resources 121 4 0 5
Other block(s) 56 41 5 16
Total 308 162 151 118

Table 8 - Matrix Business Model areas

In the matrix emerges the prevalence of key activities in the whole database, being 308
out of 382, around 80%, reconfirming, as stated above, that they are the main business
area involved within the Industrial IoT scope. Nevertheless, there are only 22 cases in
which is present only this business block, demonstrating that IIoT solutions often
implies synergies between different parts of the backbone of a company. Within the
matrix, the biggest count of cases is when IloT involves Key Activities and, at least Key
Resources as well (but not Value Proposition), for which is deductible that usually IIoT
solutions become themselves a Key Resource for a company beyond providing
enhancements for Key Activities. Few cases don’t involve Key Activities, expect for
the binomial Value Proposition and Other Blocks, with 41 projects.

The census of the database from IoT Observatory of Politecnico di Milano provided
important insights for getting an overview of what is the current state of the art of
Industrial Internet of Things.

First, the analysis of the database’s structure helped to understand how the cases are
deployed among the last 8 years, and which are the leading countries. Regarding this
last matter, it has been found a coherent alignment between the dataset and the output
of the literature review from the Introduction chapter, with the only difference that in
the database there is a higher concentration of Italian projects, which allowed to
perform a comparative analysis between Italy and foreign countries.

The comparative analysis between the domestic and abroad IIoT context was
structured grouping the variables in 6 dimensions: progress state, industry
application, technologies adoption, type of systems, benefits, and business models. It's
possible to notice that these 6 dimensions allowed to set up 3 different points of view:
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e Industry environment described the current state of the art of IloT in Italy and
abroad with a macro-perspective approach. Progress state dimension
showcased what is the current level of maturity, while industry application
illustrated main sectors and types of companies involved in IIoT theme.

e Types of solutions analyzed what are concretely the provided IloT offers,
always comparing inside and outside of Italy. Technologies adoption
dimension was focused on the technological side, while type of systems on how
these offers are structured.

¢ Business benefits focused on a micro-perspective approach, looking what and
where are the improvements brought by IloT within a single business, in Italy
and abroad. Benefits dimension concentrated on understanding where IIoT
brings differences within the internal activities and how it contributes to create
competitive advantage. Business model area focalized on the role of IIoT in
terms of strategic relevance within the business model.

Will be now summarized what is the main output brought by the comparative analysis
between Italian and foreign countries, dwelling on what are the points in common and
the key differences.

3.3.1. Italy and abroad: points in common

Starting from what are common insights, Italy presented similar characteristics to the
worldwide context within three dimensions: progress state, type of systems and
business models.

For what concerns progress state (section 3.2.1), the maturity level of IloT project in
Italy is similar to the foreign ones; moreover, the small difference narrowed in the last
years, placing Italy among the main countries adopting IIoT solutions after the leading
nations.

As regards the type of systems dimension (section 3.2.4), service-oriented business
model on the supply-side is where the main portion of IloT market is concentrated,
both in Italy and outside, without any peculiar difference.

For the dimension related to business models (section 3.2.6) the conclusion is analog;:
IIoT gives its main contributions on key activities’ area of business, regardless being
in Italy or abroad.

3.3.2. Italy and abroad: main differences

The differences between Italy and abroad are generally not drastically big, even
though they are observable under different sides. The major gaps have been found
under the following three dimensions: industry applications, technology adoption,
and benefits. Insights on these differences will be now explained.
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Within the industry application matters (section 3.2.2), there are differences both on
the type of sectors and companies involved. Even though manufacturing is always the
leading industry, there are nuances between Italian and international context in what
are the main sectors that benefit from Industrial IoT. It was noticed that in foreign
companies Industrial IoT is discretely demanded also for supply chain, Information
and Technology, and mining. In Italian companies, the class-B sectors are as well IT
and retail (under supply chain), but also agriculture and electricity. The differences are
even stronger for the company types: foreign firms are especially small and medium
enterprises, but there is also an important part taken both by big players and startups;
instead, Italian companies demanding IIoT projects are almost totally SMEs, leaving a
very small space to few big players, while startups are almost totally absent in the
dataset.

For the dimension of technology adoption (section 3.2.3), Italy’s IloT approach is
relatively conservative compared to international markets. Although both Italy and
other countries rely heavily on “Platform & Software” solutions, foreign companies
appear to be more advanced in certain areas, particularly “Cloud & Edge Computing”
and “Al & Machine Learning”. Moreover, international IloT implementations tend to
emphasize higher scalability, whereas Italian firms focus on medium-scalability
solutions.

As concerns benefits dimension (section 3.2.5), both Italian and foreign companies
share a strong focus on improving what concerns operational efficiency and predictive
maintenance. However, while global initiatives also emphasize broader aspects such
as supply chain optimization, sustainability, and energy efficiency, these elements
receive less attention from Italian firms. In fact, in Italy the emphasis is more narrowly
focused on immediate productivity gains and cost-saving measures, instead of aiming
at long-term and disruptive strategies.

3.3.3. Italian-specific challenges and growth prospects in IIoT

Starting from the aforementioned conclusions about the main differences between
Italian and foreign Industrial IoT context, the aim of this section is to conclude the State
of the Art Chapter by highlighting which are the Italian-specific challenges and success
factors that may differentiate the domestic IoT market from the international context.
For these matters, a study conducted in 2023 by Internet of Things Observatory of
Politecnico di Milano provided further and more detailed information regarding the
current context of IIoT in Italy [43].

The Observatory performed a survey involving a sample of 153 big companies and 301
small and medium enterprises, focusing on the current situation of Italian market
under the Industrial IoT scope. The study will specifically facilitate two points
regarding Industrial IoT in Italy: first, barriers and key issues, and secondly, progress
and prospects.
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Barriers and key issues in Italy’s IloT

The challenges that Italy is facing in IIoT can be in part explained by the presence of
several barriers, both external and internal. A direct impact on the industry is caused
by external barriers, especially due to the economic and political instability of the last
5 years, because of the rise of demand as a result of the resumption of activities after
Covid-19 pandemic, but also for the conflicts between Russia and Ukraine. The
international pressures caused shortages and rising costs of raw materials, energy, and
semiconductors. The instability is one of the main barriers, which caused limiting or
impeding the launch of IloT projects by Italian companies, respectively 21% of big
organizations and 34% of SMEs. The data clearly indicate that economic and political
instability has had a greater impact on small and medium-sized enterprises, largely
due to their more limited financial and structural resources, which reduce their ability
to absorb and respond to external shocks. Considering that Italy’s industrial landscape
is predominantly composed of SMEs — as also highlighted in section 3.2.2 Industry
Type, which underlined the disproportionate presence of SMEs compared to large
enterprises in the national context also in the database — this makes the Italian market
particularly vulnerable to such instability. This configuration is in strong contrast with
what are the current global trends, where larger industrial players are more prevalent.
These conclusions help to explain also why Italy has been especially affected by the
recent disruptions.

Nevertheless, internal barriers are the main root that slow down the IIoT Italian
progresses. The first cause is not only lack of awareness, knowledge and skills around
the IIoT technologies. When asked about obstacles to initiating IIoT projects — always
referring to IoT Observatory of Politecnico di Milano — 44% of large enterprises and
38% of SMEs cited lack of knowledge of IloT topics, while 25% of large enterprises and
17% of SMEs mentioned a lack of understanding of benefits. Another critical issue is
hardware/software integration, highlighted by 25% of big firms and 19% of small-
medium companies. IloT solutions usually involve complex architectures and require
much data exchange among programs, devices and platforms. The difficulty of
integrating these components can heavily limit IIoT integration and hinder the
potential benefits of this paradigm, such as scalability. In fact, in 3.2.3 Technology
adoption was highlighted how in the database the Italian IIoT solutions are more
orientated towards a medium scalability instead of a high one (most popular setting
in foreign projects), limiting one of the biggest advantages brought by Internet of
Things. Other notable barriers are the followings: lack of economic resources, lack of
coordination, internal resistance, difficulty in accessing incentives, privacy and
cybersecurity problems, lack of appropriate products/technologies, and lack of
suppliers.

For what concerns the key issues, many Italian companies struggle with the
preliminary phases of IloT project development. The most critical stages identified by
both big companies and SMEs are:
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Identifying potential use cases (as opinion of 37% of big companies and 21% of
SMEs),

Analytical activity of requirements gathering (respectively, 31% and 20%),
Project plan definition (30% and 17%).

Criticalities concentrated in preliminary phases, the most common in the Italian
context, are mainly due to lack of expertise, as stated above as one of the principal

barriers.

In conclusion, there are many barriers and criticalities that affect the current IloT

Italian market. The common denominator for many of the main causes is the lack of
awareness, trust, knowledge, expertise, and skills with regard to the subject of
Industrial Internet of Things. This weak point is one of the main reasons that is helpful
to explain the two most impactful differences found during the comparative analysis
of Politecnico’s database, between the Italian and international Industrial IoT state of
the art:

Foreign companies are more advanced in Cloud & Edge Computing and Al
& Machine Learning, as evinced during the study within 3.2.3 Technologies
adoption. These advancements are not just technical achievements; they
represent a broader strategic vision where companies leverage scalable
computing infrastructures and sophisticated data analytics to drive innovation.
By utilizing cloud platforms, these organizations can handle vast amounts of
data in real time, enabling efficient decision-making and fostering agile,
responsive operations. Edge computing, on the other hand, allows for data
processing closer to the source, reducing latency and increasing the reliability
of IoT applications. Meanwhile, Artificial Intelligence and Machine Learning
are transforming traditional business models by automating processes,
optimizing operations, and predicting trends, which ultimately creates a
competitive edge in a rapidly evolving market. In contrast, Italian companies,
hindered by a general lack of awareness, trust, and technical expertise in IloT,
are slower to adopt and integrate these cutting-edge technologies into their
industrial processes.

Even though the primary focus of Industrial IoT always falls onto operational
efficiency and optimization (as observed in 3.2.5 Benefits), foreign companies
are giving more space to broader aspects such as supply chain optimization,
sustainability, and energy efficiency, while Italy is staying focused on
productivity gains and cost-saving measures. These aspects are useful for
achieving long-term competitive advantages and resilience in a globalized
market. For instance, optimizing the supply chain through advanced IoT
solutions enables companies to anticipate disruptions and respond more
efficiently to market demands. Sustainability and energy efficiency measures,
on the other hand, reflect a commitment to environmental responsibility and
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cost reduction over time. Conversely, Italian enterprises tend to concentrate
primarily on immediate productivity gains and short-term cost-saving
measures, reflecting a more reactive strategy. This focus may stem from lack of
deep awareness and trust about IloT effectiveness, beyond to resource
limitations and a pressing need to maintain competitiveness in the short run,
rather than investing in transformative, long-term innovations.

In summary, key issues of Italy’s IloT market reside in limited awareness and
expertise, leading to many gaps, first of all avoidance of competitive technologies and
focus on short-term gains rather than long-term innovation.

Both the dimensions that encompass the two main differences between Italian and
foreign context will be subject to a further analysis in the next Chapter: Framework
Development.

Progress and prospects in Italy’s IloT

Despite the above-discussed disparities between Italy and other countries in terms of
IIoT awareness, knowledge, and expertise, recent trends suggest a positive shift within
the Italian context. Although Italy is lagging behind, recent data — always from
Politecnico di Milano’s IoT Observatory - indicate positive improvements in
awareness and implementation. Between 2021 and 2022, the proportion of SMEs
knowing about IIoT increased from 46% to 87%, while large enterprises, which already
maintained high awareness levels, experienced an increase from 96% to 98%. In
addition, the implementation of IloT projects has grown as well, with 69% of large
companies having launched at least one project in 2021 compared to 77% in 2022; small
and medium enterprises saw an even more pronounced rise, from 27% to 58%, in the
same period.

These encouraging developments are closely linked to initiatives aimed at
modernizing Italy's industrial landscape. Among these, the most important to mention
is the National Transition 4.0 Plan, introduced with the 2020 Budget Law and came
into effect in 2021. It is an initiative by the Italian government and part of PNRR (Piano
Nazionale di Ripresa e Resilienza) aimed at supporting and incentivizing businesses
that invest in new capital goods, both tangible and intangible, to facilitate the
technological and digital transformation of production processes [44]. This initiative
pushed the IIoT implementation within the Italian market: 58% of SME and 44% of big
companies declared monetary increases in IloT-related investments.

All these figures highlight a closing gap between companies of different sizes and a
promising trend towards greater overall IloT adoption in Italy in the coming years,
even though there is still much room for improvement and many points to work on.
For instance, 48% of big companies and 70% of SMEs declared to not use much data,
not use it at all, or even is unaware of this possibility. It shows a big lack of expertise
impacting also in the post-implementation of IloT projects.
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For what concerns the future about IIoT, the increasing awareness of Italian companies
and the positive examples of foreign markets are stimulating companies to pursue
Industrial Internet of Things for Industry 4.0. The positive trend states that 81% of big
companies and 67% of SMEs declared to have in program new IIoT projects.

Additionally, Politecnico di Milano provided information drawn from a survey
addressed to Italian companies. This survey started in July 2025 and is expected to be
concluded for the final quarter of 2025. Even though it is not yet finalized, having
currently collected responses from 82 firms, it helps to have a fresh and updated
outlook on the ongoing situation in Italy. Given the limited sample size, the results
should be treated as indicative. The questionnaire is available in the Appendix.

An initial analysis of the survey aims to highlight the use of Al as a support for projects
within Industry 4.0 and Industry 5.0. The responses revealed as follows, in the chart of
Figure 26.

Plan to use Al in the next 2-3years [IIINIEIENEGEGEGEGEGEGEEEEEEEEEEEEEEE 51,33%
Plan to use Al in the next 12 months [N 0 0%
Currently using Al NG S.07%
Don't know NG 2, 05%
No I 10,84%

Plan to use Al beyond the next 2-3years [ 3.61%

0,00% 5,00% 10,00% 15,00% 20,00% 25,00% 30,00% 35,00%

Sample: survey with 82 responses

Figure 26 - Question 28: Is your company using, or planning to use, Al to support projects
within Industry 4.0 and 5.0?

The results indicate that the adoption of Artificial Intelligence in Italy is still in a
transitional phase, with only 18.07% of respondents currently using Al. The largest
share, 31.33%, intends to adopt Al within the next two to three years, whereas 22.89%
are preparing to implement it in the next 12 months, reflecting a growing short-term
commitment. At the same time, 12.05% of respondents remain uncertain about their
approach, and 10.84% have no intention of engaging with Al, suggesting that while
interest is high, hesitation and resistance still exist. Only a small minority, 3.61%, see
possible adoption beyond the next two to three years. Overall, these findings suggest
that Al in Italy is not yet widely diffused, but the strong orientation toward medium-
term adoption highlights its increasing strategic relevance.

A second important point raised by the survey concerns the current level of awareness
and resilience of Italian companies with respect to ongoing developments regarding
IoT and Industry 4.0. More precisely, the survey includes a question regarding the
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Data Act, applicable from 12 September 2025. Citing the European Commission’s
definition, “The Data Act is a comprehensive initiative to address the challenges and
unleash the opportunities presented by data in the European Union, emphasising fair
access and user rights, while ensuring the protection of personal data.” [45] It
establishes a unified framework for fair access and use of data from connected
products and services. It gives users rights to access and share their generated data,
bans unfair B2B contract terms, allows public bodies data access in emergencies,
requires cloud providers to enable easy switching, and protects EU data from illegal
foreign access.

The impact of Data Act will also affect Italian companies, forcing many firms to rewrite
contracts and data-sharing practices [46]. European countries, including Italy, are
setting national penalty regimes and guidance, so firms should expect both compliance
costs and higher IoT-related risks. The new ground may be especially critical for
smaller Italian manufacturers that may need support to adapt, while, at the same time,
new markets for data intermediaries and analytics are emerging [47].

The following graph (Figure 27), obtained by the aforementioned survey, illustrates
how Italian companies are prepared for the Data Act.

Internal analysis started I © 7%
Intention to take action shortly |GGG 05.61%
No opinion on the matter IGO0 5%
Don't know NG 4,63%
other I 4 88%

No intention of addressing Data Act I 4,33%

0,00% 5,00% 10,00% 15,00% 20,00% 25,00% 30,00%

Sample: survey with 82 responses

Figure 27 - Question 12: Do you believe your company is prepared for the entry into force of
the Data Act?

The chart shows that just over half of respondents are actively preparing for the Data
Act. A sizable minority remains uncertain or disengaged: 20.73% have no opinion and
14.63% don’t know how to respond, while only 4.88% explicitly say they will not
address the Act and 4.88% selected “Other.” This pattern confirms what was
mentioned above, regarding Italy’s internal barriers: a good fraction of Italian
companies still lacks on awareness, knowledge, and skills to cope with the dynamic
and complex scenario of Industry 4.0 and Industry 5.0.
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The analysis of the database, together with the research by Politecnico di Milano’s IoT
Observatory and the survey, offered a comprehensive and coherent overview of Italy's
IIoT landscape compared to international trends. While Italy shows similar maturity
levels and business model outcomes, its IIoT ecosystem is characterized by a heavier
reliance on SMEs, more conservative technology adoption, and a focus on short-term
productivity gains. Nevertheless, encouraging improvements in awareness and
project implementation signal a positive prospect. Addressing the existing barriers
and expertise gaps will be crucial for Italy to fully leverage IloT for sustainable and
long-term industrial innovation.
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4  Framework Development

Having concluded the analysis of the state of the art through both a preliminary
literature review and real-world case data, the focus now shifts toward the
development of a qualitative framework aimed at classifying the benefits of Industrial
IoT implementations in relation to their Industry 4.0 scope and to their technological
complexity. This transition marks a move from descriptive approach to interpretative
focus, with the objective of identifying patterns that can support academic reflection
and practical decision-making.

With the purpose of the development of a qualitative framework, three variables from
the database of IoT Observatory of Politecnico di Milano have been taken into
consideration: benefits, Industry 4.0 scopes, and technology level. Benefits and
Industry 4.0 scopes were previously introduced in 3.2.5 Benefits and categorized in 3.3
Conclusion on the state of the art, under the Business benefits perspective, while
technology level was introduced in 3.2.3 Technologies adoption, and classified in 3.3
under the Technology adoption perspective. This anticipates a focus of the final
framework on crossing what are the main benefits brought by IIoT implementations
with what is the kind of technologies adopted in the solutions. The remaining
perspective defined in 3.3, related to the description of the industry environment, has
been left outside of the framework, since already deeply studied in 3 State of the art,
leaving more space for the study of the other twos.

The chapter is broken down into 5 different sections. Section 4.1 explains more in detail
the main IIoT benefits that the framework will classify. In Section 4.2 is illustrated how
the different Industry 4.0 scopes influence the various categories of IIoT benefits. In
Section 4.3 is outlined how IIoT benefits are affected by different technology levels.
Section 4.4 describes the criteria according to which the benefit categories have been
positioned and presents the final framework. Finally, Section 4.5 draws insights on the
framework developed.

4.1. Benefits

“Benefits” variable was already introduced in 3.2.5 Benefits. In the database the
benefits achieved through IIoT implementations can be of 7 different categories,
reported in descending order of their relative occurrence in the database:

e Operational Efficiency and Industrial Optimization (207).
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e Monitoring and Predictive Maintenance (81).

e Traceability and Quality Control (52).

e Sustainability and Energy Efficiency (13).

e Logistics and Supply Chain Optimization (13).

e Decision Support and Intelligent Automation (9).
e Security and Operational Control (7).

Even though the numbers show an unbalance among the different benefits, to build
the framework has been decided to keep all of them, for different reasons. Retaining
all the benefits categories provides a comprehensive landscape, capturing also
nuances. Moreover, capturing a full spectrum improves the robustness of the
framework development, ensuring that the final output is not biased toward the most
common benefits, but is also comprehensive of niche areas. As a final reason, also
benefit categories with lower occurrences present interesting examples of Industrial
IoT, both for the research and for the industrial environment.

4.2. Industry 4.0 scopes

“Scopes” is the name of the second variable of the database that falls within the interest
of the framework development. Like “Benefits”, it has already been introduced in 3.2.5
benefits. This variable is particularly interesting for the purposes of the study because
gives insights on how the different IloT solutions find their use at the application level
of Industry 4.0 domains: Smart Factory, Smart Asset Management, Smart Lifecycle,
and Smart Logistics. It should be noted that “Scopes” is treated as a nominal variable.

Crossing benefits and scopes, the results are illustrated in Figure 28.
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Figure 28 - Benefits and IIoT scopes
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The plotted chart reveals key insights to how IIoT benefits are structured around the
foundational pillars of Industry 4.0. By breaking down the deployment of these
benefits into distinct domains, it’s possible to gain a clearer understanding of both
market trends and the practical impacts on industrial operations. It's now examined
each of the four key domains in detail, discussing their main focus areas and the
interplay with Industry 4.0 benefits.

e Smart Factory is clearly leading the IoT deployment, with a total of 246 cases
out of 382 — more than one half. This is mainly explained by the fact that, as
previously seen different times in the study of the state of the art, Industrial IoT
tinds much effectiveness in the manufacturing processes. The majority of Smart
Factory applications target the streamlining of manufacturing operations,
improving Operational Efficiency and Industrial Optimization, the most
covered among the IIoT benefits. Smart Factory provides many enhancements
also in Monitoring and Predictive Maintenance. The Smart Factory core
contributions are among these two benefits, while in the other categories leaves
more space to the other Industry 4.0 domains.

e Smart Asset Management, present in 64 projects, finds most of its applications
in Monitoring and Predictive Maintenance in equal amount of Smart Factory. It
takes a leading role also in Sustainability and Energy Efficiency, since asset
management has a decisive role for this purpose.

e Smart Lifecycle, with only 17 implementations, it currently represents the least
adopted scope within the database. In fact, as noticeable in the chart, the related
figures are not leading any implementation, and its presence is deployed
without any remarkable correlation with the IIoT benefits, given also by the fact
of relatively low numbers to determine it.

e Smart Logistics, with 55 cases in total, is specialized in improving Traceability
and Quality Control, as well as Logistics and Supply Chain Optimization,
where owns a central role in both.

Smart Factory emerges as the dominant force due to its connection with manufacturing
efficiency, optimization, monitoring, and maintenance. For what regards Smart Asset
Management, it's significantly linked to monitoring, predictive maintenance,
sustainability, and energy efficiency. Concerning Smart Lifecycle, it's a domain with a
side role. Finally, Smart Logistics takes a significative focus on traceability, quality
control, and logistics.

This first categorization has had the objective of giving a first simple yet effective
outlook of the relationship between IloT benefits and Industry 4.0 scopes. In 4.4 IloT
benefits framework will be carried out a more rigorous and precise classification.
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4.3. Technology level

The third variable which will be function of the qualitative framework is named
“technology level”, previously introduced in 3.2.3 Technology adoption. The variable is
particularly useful to explain which are the usual levels of required technologies into
the Industrial IoT solutions, specifically regarding complexity, cost, and time of
implementation. “Technology level” is treated as an ordinal variable.

The chart in Figure 29 shows the outcome of combining the variable “benefits” with
“technology level”.

Operational Efficiency and Industrial Optimization BPAWIS3¥:V 51,69%; 107 27,05%; 56

Monitoring and Predictive Maintenance BeLRyi5W1] 45,68%; 37 19,75%; 16

Traceability and Quality Control RENETAPI 26,92%; 14 25,00%; 13

Sustainability and Energy Efficiency R AZI3E0 69,23%; 9 23,08%; 3

Logistics and Supply Chain Optimization RPENET/SE] 53,85%; 7 23,08%; 3

Decision Support and Intelligent Automation EEEREE/E 44,44%; 4 44,44%; 4

Security and Operational Control BEyALLA¥ 42,86%; 3

m Low technology level m Medium technology level  mHigh technology level

Sample: 382 lloT cases (census)

Figure 29 - Benefits and technology levels

The graph illustrates, for each benefit, the proportions expressed in percentages and
in absolute quantities of the technology levels (low, medium, high) brought by single
IIoT projects. As seen in 3.2.3 Technology adoption, within the database each technology
level is explained by specific tech solutions, explained by the variable “technology
categories”.

e High-level technologies correspond to Advanced Automation & Robotics, Al
& Machine Learning, Augmented Reality, or Payments & Security. Excluding
the niche areas related to Decision Support and Intelligent Automation, and to
Security and Operational Control, all the other benefits share a common range
for this technology level, which is always around 20-27%.

e Medium-level technologies stand for Platforms & Software or Cloud & Edge
Computing. The majority of the benefits found most of their cases here, and this
is especially true for the applications within sustainability, operational
efficiency, logistics, and decision support.
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e Low-level technologies are for Sensors, Connection & Networks or Smart
Devices. They are prevalent in Traceability and Quality Control, which is, in
addition, the only benefit where medium-level solutions are not the most used.
Also, Monitoring and Predictive Maintenance category shows a significant
usage of low-level technologies.

Concluding, some patterns are identifiable. High-level technologies, such as Al,
advanced automation, or AR, tend to be used approximately in 1 case out of 4 or 5, yet
in a consistent way across all the benefits areas. This shows the versatility of new
technologies under very different aspects inside a company. Their smaller proportions,
especially compared to medium-level technologies, may be explained by two facts:
since they are more recent technologies, and often disruptive, it may result difficult
and time-consuming trying to implement new technologies into consolidated
processes; secondly, advanced solutions and their integration are usually more
expensive, compared to simpler IoT systems, which may make them unfeasible and/or
not worthwhile.

Medium-level technologies, for instance IoT platforms, software, cloud computing, are
the most demanded, since they offer a good trade-off between costs, know-how,
maturity, and implementation setups. They are particularly appreciated in the domain
of efficiency and optimization benefits. Therefore, their role is often aimed at
enhancing operational activities, reducing lead times and costs, instead of
revolutionizing a whole process (that is quite usual in high-level IoT solutions), giving
more popularity to these types of systems.

Finally, low-level technologies have many usages at the height of monitoring and
control, where, in fact, sensors and simpler networks are mainly used for.

As said for Industry 4.0, this is a first rough classification linking technology level and
benefits, whose aim is to give primary insights. In the next section, also for this case,
will be provided a more rigorous approach.

4.4. TloT Benefits framework

Having defined all the variables necessary for the qualitative framework, the objective
is now building a matrix in the following way.

e The vertical axis stands for the technology level of each IloT benefit.

e The horizontal axis represents the Industry 4.0 scope, considering Smart
Logistics, Smart Factory, and Smart Asset Management.

e The 7 IIoT benefits will be represented in the final framework in function of
the above-cited variables.

It should be noted that the two dimensions of the framework have different
measurement natures: technology level has been treated as an ordinal variable with
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three levels (low, medium, high), whereas Industry 4.0 Scopes are nominal categories
(four classes) with no intrinsic ordering. Therefore, graphical representations and
analyses have been designed to respect these measurement properties.

4.4.1. Y-axis: technology level

Concerning the technology level, was necessary to position the various benefits on the
y-axis. Following, it is explained the pursued process of computation, applied on the
382 projects available in the database.

As first step has been computed the average level of technology for each benefit
category 1.

To do that, the following formula has been applied.

Nj
Z(Li'1)+ (M;-2) + (H;-3)
Ai =
N;
1
Equation 1 - Technology level score

Where:

e Ni indicates the total number of cases of the benefit category i, within
Politecnico’s database.

e Li, Mi, and Hi are the occurrences of projects with respectively low, medium,
and high level of technology, always related to the benefit category i in the
dataset.

As second step, the obtained averages have been scaled using the z-score formula as
method of standardization.

Equation 2 - Y-coordinate computation
Where:
e pnis the mean of the averages A..
e 0 is the standard deviation of the averages A..

Z-score formula allowed to compare benefits” populations, assigning scores based not
only upon the technology level, but taking into consideration also the population of
each benefit category. As final output, it means that a benefit more populated in the
dataset will have assigned a score further from the mean, compared to less populated
benefit with similar technology level. On the side of smaller benefit categories, it
adjusts the inaccuracy given by a low population, which is likely to be more exposed
to bias. On the side of bigger categories, being more precise because of bigger
quantities, the score method rewards the accuracy.
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For the interpretation of the results, the empirical rule of the normal distribution was
applied. According to this rule, approximately 68% of the values fall within one
standard deviation from the mean [-1,1], about 95% within two standard deviations
[-2,2], and almost all values (99.7%) within three standard deviations [48]. This allows
to interpret the distribution of scores in terms of how far they deviate from the average.

Based on this framework, the assignment of technology levels was defined as follows:
scores between -1 and 1 indicate benefits within the average range and are therefore
associated with medium-level technologies. Scores within [1,2] identify benefits
related to high-level technologies, while scores within [-2,-1] correspond to low-level
technologies. Since no benefits in the dataset are positioned in the remaining tails, and
given their marginal statistical weight, the analysis is restricted to the interval [-2,2].

The outcome, plotted in Figure 30, beyond being a paramount step for what will be
the final framework, explains how IloT benetfits correlate with technology levels.
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Figure 30 - Relationship between IIoT benefits and technology levels

Final insights about the output of Figure 30 will be provided in 4.5 Framework insights,

once that the qualitative framework will be ultimately shown.
4.4.2. X-axis: Industry 4.0 scopes

The second variable regards Industry 4.0 scopes, which will be represented on the x-
axis of the final framework. To position the various benefits, the following procedure
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has been pursued. With the aim of allocating each benefit to the most significative
scopes, a table with the benefits, on the rows, and the Industry 4.0 scopes, on the
columns, have been built. For each cell (i,;s) has been computed, for the benefit i the
concentration of the scope s, defining in such way the distribution Dis (expressed in
percentage), using the following formula.

Equation 3 - X-coordinate computation

Where Mis is the number of occurrences of the benefit i within the scope s, whereas Ni,
as stated above, is the number of projects related to the benefit i, within the database.
In other words, Dis represents the frequency share of each scope within a benefit
category.

It is important to underline that Industry 4.0 scopes are handled as nominal categories
(as previously mentioned in 4.2 Industry 4.0 scopes). The placement of these categories
along the columns is a layout choice and purely presentational. It should not be
interpreted as indicating any type of order, hierarchy or progression among the
scopes.

The results, obtained applying the procedure to the 382 IIoT cases from the database
census, are illustrated in Table 9.

% Smart | % Smart | % Smart Asset | % Smart

Logistics | Factory | Management | Lifecycle

Decision Support and

Intelligent Automation 55,56% 33,33%

Sustainability and Energy
Efficiency

Operational Efficiency and
Industrial Optimization

Logistics and Supply Chain

Optimization

Security and Operational

Control

Monitoring and Predictive

Maintenance
Traceability and Quality

Control

Table 9 - Industry 4.0 scopes distribution per each benefit
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Embedded with the table there is a condition for each row:

e The cell (is) is green if Dis >= 60%, meaning that the scope s has a strong
presence within the benefit category 1.

e The cell (i,;5) is yellow if 20% < Dis < 60%, namely the scope s is featured by a
medium popularity for the benefit i.

e The cell (i) is red if Dis <= 20%, which means a very low presence of s in the
category 1.

Each color indicates how relevant and popular is that scope for that specific benefit.
This condition has been imposed with the purpose of understanding in which Industry
4.0 each benefit is the most suitable with, according to data from the projects of the
database.

Table 9 presents the final categorization of IIoT benefits according to Industry 4.0
scopes, which will be implemented in the subsequent framework. Categorizing
benefits by scope was necessary because “Industry 4.0 Scope” is a nominal variable in
the database, reported as a label assigned to each IloT project. This differs from
“Technology Level”, which is an ordinal variable representing progression across low,
medium, and high levels.

To assign scopes to each IloT benefit, has been analyzed the concentration of benefits
i within each scope s. Each benefit was assigned to any scope where its corresponding
cell in Table 9 is highlighted in yellow or green, indicating a frequency of 20% or
higher. Cells colored in red, corresponding to frequencies below 20%, were discarded.
This method has allowed Table 9 to clearly show which Industry 4.0 scopes will be
assigned to each IIoT benefit in the final framework.

It should be emphasized that the order of the columns is purely for presentation
purposes. No kind of hierarchy or progression are implied among the four Industry
4.0 scopes.

Final comments on the obtained result will be presented in 4.5 Framework insights. In
the qualitative framework, the x-axis will be divided in 4 parts, each one representing
one of the four Industry 4.0 scopes. Each benefit will be represented covering the areas
related to the scopes that they suit the best, according to the Table 9.

4.4.3. The final framework

Before introducing the final version, Figure 31 shows a preliminary framework that
illustrates how IIoT technology levels relate to the types of benefits derived from the
implementation of projects. The vertical axis represents the score of technology level
according to the criteria explained in 4.4.1 Y-axis: technology level. Such score is
indicated also in the labels of each benefit. Concerning the horizontal axis, the benefits
have been deployed in descending order of their frequency within the database.
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Figure 31 - Preliminary framework: IIoT benefit and technology levels

Having established the criteria for allocating the benefits in function of Industry 4.0
scopes in 4.4.2 X-axis: Industry 4.0 scopes, it's possible to add this latter variable to the
preliminary framework, obtaining the final qualitative framework (Figure 32).
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Figure 32 - IIoT Benefits framework

As noted above, the vertical axis of the matrix represents Technology Levels, defined
as an ordinal variable, whereas the horizontal axis indicates the Industry 4.0 scopes,
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which are instead a nominal variable, describing discrete categories. It should be
emphasized that the arrangement of the horizontal axis is purely for graphical
purposes and does not imply any formal order, hierarchy, or progression.

In the following section will be carried out an analysis of the Industrial IoT Benefits
framework, as well as the presentation of interesting cases implemented with the
database upgrade.

4.5. Framework insights

The construction of the framework underscored that the benefits are mainly focused
on Smart Logistics, Smart Factory, and Smart Asset Management, whereas Smart
Lifecycle results of secondary importance, since there aren’t categories that ultimately
talls into this scope.

A second important point revealed by the framework is the presence of a significative
correlation between technology levels and Industry 4.0 scopes, as highlighted by the
blue boxes in Figure 33.
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Figure 33 - Technology level and Industry 4.0 scopes: correlations

As shown by the three blue boxes, the complexity of the implemented technologies is
on different levels, according to which Industry 4.0 scope the IloT benefit aimed to
cover. More precisely, the needed technology level tends to be the lowest in cases of
Smart Logistics, it increases up to a medium level for Smart Factory solutions, and it’s
usually the highest when Smart Asset Management projects occur.
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A deeper explanation of the correlation between technology level and Industry 4.0
scope, based on the insights from the IIoT benefits framework, will be provided. In
addition, a detailed analysis of the benefit categories will be conducted, categorized
by Industry 4.0 scopes and integrated with representative examples coming from the
upgraded database.

4.5.1. Smart Logistics

Smart Logistics is the Industry 4.0 category that overall features implementations with
the lowest level of technology, as observable from the IIoT benefits framework (Figure
32). More precisely, two Industrial IoT benefits fall within this scope:

e Traceability and Quality Control, which is in fact the category whose position
is most at the bottom along the y-axis. Sensors, establishment of networks, and
simply smart devices are the typical IoT solutions that are usually sufficient to
satisfy the requirements for this type of benefit. Since both traceability and
quality control are commonly activities positioned at the operational level, and,
also, characterized by relatively simple and repetitive tasks, they typically don’t
need sophisticated automations or on-the-edge tech, making low-level
technologies the best choice, because of cost effectiveness and quick
implementation times. Even though this category is mainly observed in Smart
Logistics area, there is also a smaller portion of projects in the database that are
instead related to Smart Factory, mainly due to the fact that in some cases
quality control processes could concern more industrial scope, instead of the
logistics one.

e Logistics and Supply Chain Optimization, instead, is a benefit more narrowly
focused on Smart Logistics. Always comparing with the previous benefit, a
second distinction is that its average technology level is higher, placing on a
medium position. In fact, basic IoT technologies often cannot fully meet the
needs of supply chain processes, which are usually more complex than simple
traceability or quality control. This leads to the need of supporting or building
an IoT infrastructure with more evolved systems, such as specialized software,
platforms or cloud and edge-computing solutions, technologies that have been
labeled as medium level.

Always concerning benefits within Logistics and Supply Chain Optimization, follows
an instance of an IIoT project added with the database upgrade, that addresses exactly
this category.

The Eurogate company is an independent container terminal operator, the largest in
Europe, whose headquarters are located in Bremen, Germany. Its core competencies
are containers handling at seaports and global transportation [49]. In 2024, Storm
Reply, company specialized in design and implementation of cloud-based solutions
and services, provided an IoT system for Eurogate, with the aim of improving its
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logistics performances of its terminal containers. The project allowed Eurogate to
gather, visualize, and analyze data in real time, in addition to monitoring and
communication tools, decreasing significantly lead times and improving the efficiency
of container handling, key success factor for the German company [50]. The solution
consists of the implementation of a whole IoT system. The physical part includes
sensors and other smart objects placed on the cranes of the Eurogate’s container
terminals. This physical side is connected through Storm Innovator, IoT cloud ready-
to-use platform of Storm Reply on AWS (Amazon Web Services) cloud, whose aim is
to speed up IoT implementations for its customers [51]. The platform enables fast
onboarding and Zero-Touch Provisioning, which guarantee that new IoT objects can
be added and connected to the network without manual intervention. Front-end
provisioning brings to the user a simplified system of configuration. Lastly, data are
gathered through ICT 4.0 format, international standard for load handling. The IoT
platform provided by Storm Reply guarantees a very high level of scalability,
regarding the integration of new smart objects, as seen above, but it also concerns a
high level of modularity: the platform is enabled of adopting other AWS cloud service,
in case Eurogate wants to upgrade the system in the future. Reconnecting with the IIoT
benefits framework, the provided example falls within the Logistics and Supply
Chain Optimization category, since the aim of Eurogate has been to optimize the
logistics of its container terminals, in addition to the fact that these are a critical node
in the supply chain of many companies. Thus, the scope is within Smart Logistics area,
since it brings many advantages on the logistics management of the container
terminals. Regarding the technologies, even though there are also sensors embedded
in the solution (i.e. low level), the protagonist of the project is the IoT cloud platform,
Storm Reply, making it a good instance of Cloud and Edge Computing, which is
classified as a medium-level technology.

4.5.2. Smart Factory

Moving into the factory floor, at this level there is the highest number of cases from
the database, being the central scope of Industry 4.0. Smart Factory principally covers
four IIoT benefits categories:

e Monitoring and Predictive Maintenance has been classified as a low-medium
level technology, since it usually doesn’t need highly advanced systems. It
results secondarily present also in Smart Asset Management.

e Security and Operational Control is instead completely under Smart Factory
scope, and, moreover, the level of technologies required on average is usually
medium, slightly above Security and Operational Control.

e Operational Efficiency and Industrial Optimization takes the most part of the
dataset: there are 207 cases out of 382 that fall into this category, showing it is
the core benefit brought by Industrial Internet of Things. Its projects cover a
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very wide range, passing through very ditferent type of solutions, from simple
sensors up to on-the-edge robotics. Nevertheless, the majority takes the
medium-level area of the framework. Therefore, IoT platforms, software, cloud
and edge computing are the typical technologies that allow the satisfaction of
this benefit.

e Decision Support and Intelligent Automation is the benefit category that
stands out for needing the highest level of technology requirements, as results
from the database. Within Smart Factory, this distinction from the other three
categories is in part explained by the fact that this one carries out activities on a
tactic or even strategic side, thus doesn’t aim at performing only day-to-day and
standardized operations. In addition, it's evident that intelligent automation
will make necessary advanced solutions such as Al. Within this position, there
are IloT projects of companies that implemented tools regarding robotics,
Artificial Intelligence, machine learning, augmented reality, and advanced
systems of cybersecurity. As Monitoring and Predictive Maintenance, this
category is evenly distributed between Smart Factory and Smart Asset
Management, with a slight leaning toward the first one.

Following, is brought the description of two Industrial IoT projects implemented with
the upgrade of Politecnico’s database: the first instance regards Operational Efficiency
and Industrial Optimization, the second one Decision Support and Intelligent
Automation.

The Operational Efficiency and Industrial Optimization example regards Lavazza,
coffee company among the top players in the Italian market, that in 2025 finalized the
implementation of an IIoT solution in collaboration with Schneider Electric. The
executed project aimed to improve Lavazza’s production plant located in Settimo
Torinese (Turin) under three different levels: migration to new generation software,
doubling of the coffee-bean line, and digital transformation of the already existing
production line [52]. Always keeping its EcoStruxure Plant, an open IoT enabled
platform to connect software and industrial devices [53], Schneider Electric upgraded
Lavazza’s system with the migration to AVEVA System Platform, which allows real-
time visualization, control, and management of all the assets of the plant [54]. On the
hardware side, the lines have been provided with two new process components:
Modicon M580 - a PLC (Programmable Logic Controller) with Ethernet integrated that
coordinates plant’s automated processes [55] - and Altivar Process, consisting of
variable speed drives that contribute to optimize the consumption of energy among
the machines [56]. In addition, the provided edge control setting AVEVA + Modicon
guarantees cybersecurity compliance. The digital transformation, along with the new
generation software and the new line, allowed Lavazza to streamline Settimo
Torinese’s production, optimizing times, increase data traceability, reduce operative
costs, and increase the overall equipment efficiency. Moreover, EcoStruxure’s
architecture provides high flexibility, modularity, and scalability, in case of future
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enhancements wanted by Lavazza. Thus, the case reflects several benefits that fall into
the category of Operational Efficiency and Industrial Optimization and that bring
improvements thanks to Smart Industry implementations. The solution proposed by
Schneider Electric encompasses medium-level technologies like Cloud and Edge
computing (AVEVA + Modicon’s architecture), but also Platforms and Software
(EcoStruxure).

Moving to the instance of Decision Support and Intelligent Automation, in
collaboration with the national Competence Center Bi-Rex, the Golinelli Foundation,
G-Lab, and the Enrico Fermi State Technical Institute in Modena, ACIMAC
(Associazione Costruttori Italiane Macchine, Attrezzature per Ceramica) led a pilot
project aimed at developing a virtual simulator prototype that replicates industrial
processes in the ceramic sector. The initial simulator content installed will be kiln,
drying, and firing processes, focusing on firing parameter and their impact on the final
product quality. Subsequently, it’s planned to integrate into the simulator also digital
printing and coloring processes [57]. The initiative aims at providing a competitive
tool for training and orientation but will be used also for simulating which will be the
process performance and output, according to the usage of different settings along the
various processes. Will be possible to build what-if scenario analysis, in order to
support decisions into the real production line. The tool has also potential within the
intelligent automation: being connected with the Al, it is enabled to learn from the
connected operators and, hence, to understand autonomously adjust control loops. For
these reasons, the case will provide benefits under the Decision Support and
Intelligent Automation umbrella. As usual within this category, also in this project is
required a high level of technology. Precisely, ACIMAC’s project will adopt solutions
that comprehend Augmented and Virtual Reality, Artificial Intelligence, 3D models,
and Machine Learning. Since the simulator will support training and decisions related
to factory processes and operations, the case can be classified within the Smart Factory
scope.

As can be seen in the framework, Traceability and Quality Control affects also Smart
Factory, despite Smart Logistics remains the central focus of this benefit. The upgrade
of the database brought the analysis of a Smart Factory case inside this benefit
category. Omron, Japanese corporation operating in industrial automation,
collaborated with Digimarc, US company specialized in digital watermarking in the
B2B market. More precisely, Digimarc provided a software of products’ digital
identification through digital watermark, implemented into Omron’s smart camera
FH27 and the broader family FH, industrial vision system for inspection,
measurement, code reading, and quality control [58]. The addition of digital
watermarks offers many advantages, especially for companies playing in the
consumer goods sector, making Omron’s systems highly competitive. Efficiency and
effectiveness are improved thanks to a higher productivity and higher redundancy,
but the game changer of the firmware update is the greater detection accuracy in all
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types of packaging (including flexible materials and films) and the possibility of
covering a full range of inspections, beyond Digimarc decoding, also date code
presence, the concentricity of the lid, and quality check [59]. Therefore, the initiative
has pushed many improvements on the side of Traceability and Quality Control.
Despite this benefit category has been classified as a low-level technology in the
qualitative framework, this case has involved solutions on a medium level mainly, in
particular platforms and software concerning digital watermarking and vision
systems. Despite Traceability and Quality Control results from the database as a
benefit closer to Smart Logistics, this project is more related to Smart Factory scope
because the objective has been the enhancement of production processes, and not of
the supply chain.

4.5.3. Smart Asset Management

Smart Asset Management is the second most populated Industry 4.0 scope in the
database. As explained above, it shares with Smart Factory the benefits related to
Decision Support and Intelligent Automation, and Monitoring and Predictive
Maintenance, both explained above. Nevertheless, there is a category that features a
higher correlation with this scope:

e Sustainability and Energy Efficiency is often accompanied with the
improvement of asset management. The projects related to this benefit usually
requires a medium-high level of technologies.

Following, two case studies found during the database census are reported. The first
one concerns Sustainability and Energy Efficiency, while the second one regards
Monitoring and Predictive Maintenance applied for bringing enhancements within the
Smart Asset Management scope.

The project concerning the benefit of Sustainability and Energy Efficiency was
performed by Unidata, an Italian telecommunications company. The initiative consists
to the digitalization of the water distribution networks in various municipalities in the
regions of Tuscany and Emilia-Romagna. The aim of the new smart metering system
is to perform real-time monitoring, to detect any possible water leak. Thus, the
renovated water distribution networks are getting benefits regarding Sustainability
and Energy Efficiency. The smart metering system consists of an IoT network based
on LoRaWan protocol [60]. Hence, the IIoT case falls within the medium-level
technology category Platforms and Software. The example regards Smart Asset
Management, since the aim is to improve and digitalize the water distribution
network.

For what regards the benefit of Monitoring and Predictive Maintenance, a good
instance is the project Ecog 4.0, carried out in 2024 by Ecogest, an Italian company,
leader in the maintenance of roadside and highway greenery, operating also abroad
[61]. The project consists in implementing devices, in particular detection sensors,
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dashcams, GPS trackers, and cameras, which has been linked with a centralized
software, transmitting real-time data. The aim is the continuous monitoring of various
elements concerning Ecogest: progress of the works, potential obstacles along the
roads, equipment tracking, and traffic flows. The system has also the purpose of
spotting potential dangers and predicting where maintenance is going to be needed
[62]. Thus, the project regards Monitoring and Predictive Maintenance benefits. Since
the initiative has regarded mainly the implementation of IoT sensors, the technology
level required is on a low level, as resulted usual for this benefit category during the
database analysis. Lastly, having the fact that the objective of Ecog 4.0 has been to
safeguard and preserve Ecogest’s assets, the project best locates in Smart Asset
Management.

4.5.4. Smart Lifecycle

In the qualitative framework (Figure 32) the first thing that is visually evident is the
fact that there isn’t any benefit category that falls into Smart Lifecycle column. In fact,
as previously noticed in the database analysis, this Industry 4.0 domain is the least
popular by far: it covers only 17 projects out of 382, demonstrating how Smart Lifecycle
is not the main protagonist within Industrial IoT theme.

Nevertheless, with the database upgrade it has been added one IIoT case related to
Smart Lifecycle. The pilot project, called Flexeras, has been started in 2024 by
Fraunhofer, applied research organization in Germany. The initiative consists of the
development of a helmet with an integrated acceleration sensor for drivers of
construction vehicles. A piezo-electret transducer is attached inside, on the top of the
worker’s helmet. It deforms whenever it's hit by vibrations emanated from the
construction vehicle that pass through the whole body of the worker. Stronger the
vibration, higher the deformation that is converted into voltage and then in a digital
signal by an electronic module. A software collects the data and visualizes them. It can
be enabled to transmit warnings, record and analyze patterns for each worker.
Fraunhofer’s helmet can be classified as a wearable safety technology, thus a smart
device, hence a low-level on the y-axis of the framework. The solution allows to
understand whether it's necessary to add more damping elements to counter
vibrations or could be used also to advise workers when they should take a break
because they reached the stress threshold. It may be useful along the prototyping of
new vehicles, in order to reduce the vibrations beforehand. Flexeras project may reveal
as an effective tool to counter heavy and continuous vibrations of construction
vehicles, which can cause health problems on the long run, such as impaired vision,
damage to the brain and to the spinal column, [63]. Since the purpose is related to
safety management of drivers of construction vehicles, the project deals with Security
and Operational Control. According to the database, this benefit category is usually
inside Smart Factory theme, but in this case is instead closer to a Smart Lifecycle
approach, since it reaches all the lifecycle stages of assets involved in construction
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processes: procurement, operation, maintenance, and retirement. A company can use
the helmet with procurement scopes by prototyping construction vehicles aimed at
having lower vibrations; since the project treats each machine and operator as part of
a continuous feedback loop, operation and maintenance may be modified as well,
according to the necessity resulted by the data from the helmet; finally, the helmet can
determine the optimal end-of-life point for each component, and supports
remanufacturing by pinpointing which parts still have usable life.
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5 Conclusions

This concluding chapter is divided into two parts. The first section reviews the main
findings in relation to the objectives outlined in Chapter 2. The second one examines
which are the limitations of this study and proposes directions for future
developments.

5.1. Main findings

The first research question of the study, “Which are the Industrial IoT solutions in the
current State of the Art in Italy and around the World?”, is addressed in 3. Industrial IoT:
State of the art.

To answer this question, Chapter 3 begins with a general overview of the current State
of the Art of Industrial 10T, based on the collected case studies. Secondly, the focus
moves into providing an analysis oriented toward the comparison of IIoT solutions in
Italy and abroad.

Concerning the first step, the current Industrial IoT landscape appears to be globally
distributed, with adoption reaching developing countries as well, as drawn by
Politecnico di Milano’s database. Despite this, the Industrial IoT market is primarily
dominated by Europe, North America, and Asia. More specifically, among the leading
countries there are USA, China, Japan, Germany, and Italy.

From a temporal perspective, in the last years IloT projects have assisted a slight
growth, marked by many peaks and drops. More precisely, the latter are referred to
2020, due to Covid-19 pandemic, and 2022, with the outbreak of Russia-Ukraine war.
In both cases, however, the industry demonstrated resilience by always recovering to
the previous levels.

The third and final aspect of the IIoT overview regards the shape of the supplier
landscape. The providers are split into two groups. The first one is featured by few
major players, such as PTC, Cisco, Microsoft, AWS, and Siemens, that implemented
multiple IIoT projects. The second group concerns a much larger number of companies
for which are reported very few IIoT cases, usually only one or two. This contrast
between the consolidation of big companies against the fragmentation of smaller
providers is a synonym of a dynamic market. It also indicates strong bargaining power
on the client side, given the intense competition and the increasing requirement levels
of IIoT evolution.
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The second and main part of the answer to the first research question aims at providing
a comparative analysis between the Industrial IoT solutions in Italy and abroad. The
studies are performed basing on the updated database of the IoT Observatory from
Politecnico di Milano, which presents a strong emphasis on Italian IIoT projects. This
specific setting has been leveraged by splitting the dataset between Italian and other
cases, allowing an effective comparative analysis. The comparative analysis has been
developed across three different perspectives: industry environment, types of
solution, and business benefits.

Starting from the perspective of industry environment, the analysis considered the
level of progress state and the various industrial applications of IIoT.

Regarding the progress state, in recent years Italy has shown a preference for higher
maturity levels of IIoT solutions, preferring executive projects over feasibility analyses
and pilot projects. Abroad, feasibility analyses and pilot projects have been more
common, although executive projects remain yet the most widespread overall. The
difference has narrowed in recent years, in which the setting of maturity level is
instead very similar now.

In both Italy and abroad, product industry has the prevalence over service industry.
Moreover, manufacturing is in both cases the most popular sector for IloT applications.
The main distinction in the industry applications regards the type of providers: even
though the majority is always of SMEs, foreign companies have more big players and
startups, compared to the Italian market structure.

Zooming into a perspective more focused on the individual cases, types of solution,
the involved dimensions taken into consideration have been technologies adoption
and type of systems.

The analysis of technologies adoption dimension brought significative differences.
Even though Platform & Software is in any case the most popular solution for
Industrial IoT, foreign projects demand a much higher use of Al & Machine Learning
and Cloud & Edge Computing, compared to Italian ones. This fact has shown how
Italy has a more conservative approach regarding the implementation of emerging
technologies. This tendency is reinforced by the fact that Italian companies usually opt
more for solutions featured by medium scalability, showing a preference for cost-
saving approaches rather than investing in possible future developments of their IoT
systems.

Moving to the third and last perspective, namely the type of offers, Italian and foreign
companies are on the same wavelength, since they both prevalently choose IloT
service-oriented solutions.

The third and last perspective focuses on explaining the business benefits brought by
IIoT implementations. This part of the comparative analysis has been developed
starting from the dimensions of benefits and business models.
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Regarding the benefits, there are strong points in common: across the supply chain,
the aim is usually providing enhancements in the manufacturing process and in
pushing toward Smart Factory development. Nevertheless, zooming into the concrete
benefits, there are solid differences between Italy and abroad. Even though,
Operational Efficiency and Industrial Optimization, Monitoring and Predictive
Maintenance, and also Traceability and Quality Control are the leading benefits in both
the contexts, there is a lack by Italian companies in the improvements of Supply Chain
Optimization, Sustainability, and Energy Efficiency, preferring instead immediate
productivity gains and cost-saving strategies, which might bring more effectiveness
on the short-medium run, but don’t lead to significative long-term changes in many
cases.

Lastly, business models” dimension is very similar between Italy and abroad, both
having most of IIoT solutions aimed at Key Activities, Value Propositions, and Key
Resources.

Overall, the comparative analysis thus shows a general alignment between the state of
the art of Industrial IoT in Italy and abroad. Nevertheless, there are important
distinctions upon the approach that Italian companies are adopting in regard of IIoT,
being featured by more conservative and medium-risk solutions, aiming at using
Internet of Things especially for operational improvements. Instead, foreign
companies are currently exploiting more effectively the IloT potential, giving more
space at its application in game-changing projects.

The second research question, furtherly divided into two sub-questions, is the
tollowing: “How can Industrial IoT technology levels be related to the benefits within Industry
4.0 scopes?”. The answer is developed in 4. Framework Development.

The study delves into which Industry 4.0 scopes are most closely related to IloT, what
are the technology levels typically required by the current market, and how these two
variables are connected in relation to the different benefits brought by Industrial
Internet of Things. This investigation brought to the creation of a qualitative
framework (reported in Figure 32) whose objective is highlighting the relationships
between these three variables, with a primary focus on the seven categories of IIoT
benefits.

Concerning Smart Logistics, Traceability and Quality Control results as the IloT
benefit requiring the lowest technology levels, since it usually involves operational
activities that need basic IoT components, such as sensors. On a medium level of
technologies, there is Logistics and Supply Chain Optimization.

Smart Factory, results from the analysis as the most common Industry 4.0 scope.
Within this category, technologies such as platforms, software, cloud and edge
computing, i.e. medium level, are usually brought by IloT projects, whose aim are
usually pushed toward establishing enhancements for Operational Efficiency and
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Industrial Optimization — the IIoT benefit most frequent, among all — and in Security
and Operational Control.

The benefits category Sustainability and Energy Efficiency fall into Smart Asset
Management scope. Projects in this area are usually oriented at integrating high-level
technologies such as Artificial Intelligence, robotics, augmented reality, and machine
learning.

Other IIoT benefits are distributed between Smart Factory and Smart Asset
Management. In particular, Monitoring and Predictive Maintenance, involving low-
medium technology levels, and Decision Support and Intelligent Automation, which
instead is usually associated to advanced solutions.

Furthermore, the analysis of the IloT benefits framework has underscored one
additional important evidence, concerning how Industry 4.0 scopes relate to
technology levels. More specifically, Smart Logistics projects tend to opt for low to
medium solutions, Smart Factory is generally orientated to medium-level complexity,
whilst Smart Asset Management is the smart scope that usually demands for advanced
IoT technologies. Concerning Smart Lifecycle, during the analysis showed a weak
connection with IIoT benefits, since none of them ultimately resulted located within
this area.

5.2. Limitations and future developments

The conducted study has limitations regarding the source of data. Both the analysis of
the state of the art and the study of the qualitative framework has been performed
basing on an updated database which, although containing a high number of cases
sufficient to develop an effective examination, it may not fully capture some aspects
regarding the actual scenario of Industrial Internet of Things.

The survey “Industrial IoT (Industria 4.0 e 5.0)”, provided by Politecnico di Milano’s
Observatory of Internet of Things, has not been concluded yet, having 82 answers so
far, since it has started in July 2025 and it will be finalized in the last quarter of 2025.
Even though the final results are not available yet, the survey may constitute a future
development useful to enrich the framework.

Concerning future developments, the work could serve as a good tool for both
academic reflection and as a benchmark for comparing the evolving context of IloT in
the coming. More specifically, it would be interesting to expand the database with new
and more recent IIoT projects in the next years. On one hand, such an update would
provide a more accurate and updated view of what is the state of the art of Industrial
IoT. On the other hand, would be interesting to assess how the outcome from the
development of the same work would evolve, or being reconfirmed. Updates in the
next years may reveal changes regarding the comparison between Italian and foreign
IIoT implementations, observing whether differences are widening, narrowing, or
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being along other dimensions. Even the qualitative framework — and the related
insights concerning correlations between benefits, technology levels, and Industry 4.0
scopes — could undergo significative changes, given the fact that Industrial IoT is a
fast-paced paradigm, featured, as seen along this work, by strong competition and
growing demand, which keeps dynamicity within the environment.

Would be interesting also to expand the database by including IIoT projects that regard
other Industry 4.0 scopes, for instance Smart Sustainability. Moreover, also adding
new variables could be effective to have the possibility of research with alternative
perspectives.

For future research, could be useful to conduct studies based on direct sources of
information. For example, through surveys addressed to companies or interviews to
the experts in the Industrial IoT sector could offer rich and deeper insights on what are
the trends and the forecasts for the incoming years.
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“OSSERVATORIO INTERNET OF THINGS”
INDUSTRIAL IOT (INDUSTRIA 4.0 E 5.0)

SCHOOL OF MANAGEMENT DEL POLITECNICO DI MILANO

INDAGINE SUI PROGETTI INDUSTRIAL IOT
PER L'INDUSTRIA 4.0 E 5.0

Obiettivo dell'indagine: approfondire lo stato di diffusione in Italia dei progetti
Industrial Internet of Things per I'Industria 4.0 e 5.0.

Le espressioni Industria 4.0 e Industria 5.0 esprimono una visione secondo cui, grazie alle
tecnologie digitali, le imprese industriali e manifatturiere aumentano la propria
competitivita ed efficienza tramite l'interconnessione e la cooperazione delle proprie
risorse (impianti, persone, informazioni), sia interne alla fabbrica sia distribuite lungo la
supply chain.

Il paradigma IoT sta acquisendo sempre piu chiaramente il ruolo di tecnologia abilitante
dell'Industrial IoT, grazie ai suoi numerosi impieghi per ottimizzare 'uso delle risorse e
potenziare i servizi offerti.

Guida alla compilazione del questionario: La compilazione la impegnera non piu di 10
minuti. Non sono necessarie competenze tecnologiche specifiche.

Se desidera interrompere momentaneamente la compilazione, al termine di ogni pagina
potra salvare le sue risposte cliccando su "Salva". Le sue risposte saranno conservate e le
verra inviata un'email con il link per ritornare al questionario e terminarlo.

Eventuali chiarimenti in merito alla compilazione del questionario possono essere
richiesti a Davide Rossi (davide.rossi@polimi.it - 3457072810). Qualora preferisse e
possibile rispondere alle domande del questionario tramite intervista telefonica.

Per visualizzare l'informativa privacy é possibile cliccare qui. Letta I'informativa, con la consegna della presente scheda consento al trattamento
dei miei dati personali con le modalita e le finalita indicate nell'informativa stessa ed al trasferimento degli stessi a Osservatori Digital Innovation
della School of Management - Politecnico di Milano.
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QUESTIONARIO

1) La preghiamo di inserire i suoi dati anagrafici:

Nome azienda

Nome e Cognome

Ruolo professionale

[J <250 dipendenti
[J =250 dipendenti
[ Fatturato <50 mln €
[ Fatturato =50 mln €

Dimensione azienda

Fatturato

e-mail

Contatto telefonico

2) Crede che il tema della sostenibilita ambientale sia considerato come rilevante
all'interno delle decisioni aziendali? Obbligatoria

Selezionare una sola risposta

[] Si, & un tema rilevante e che incide nelle decisioni aziendali

[J Si, & un tema rilevante ma incide poco o non incide nelle decisioni aziendali

[] No, non € un tema rilevante

[J Nonloso

Note:

Se risposta “Si, € un tema rilevante e che incide nelle decisioni aziendali” alla
domanda 2

2.a) Quali azioni legate alla sostenibilita ambientale avete intrapreso in ambito
produttivo? Non obbligatoria

Selezionare una o piu alternative

[] Utilizzo di energia pulita (es. installazione di impianto fotovoltaico all'interno della
fabbrica, approvvigionamento energetico solo tramite energia rinnovabile)

[J Riutilizzo dell’energia termica generata dai processi

[] Utilizzo di materie prime riciclate e materiali di recupero

[J Riduzione dei consumi energetici (es. elettricita, gas, acqua)

[J Riduzione delle emissioni inquinanti

[1 Estensione della vita utile dei macchinari tramite attivita di manutenzione e
ridestinazione d'uso

[] Estensione della vita utile dei prodotti venduti e attivita di ricondizionamento tramite
rapporto continuativo con i propri clienti
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[] Efficientamento nell’utilizzo dei materiali (es. riduzione materiali di scarto, rifiuti)

[] Simbiosi industriale: associazione tra impianti industriali in cui i rifiuti o i
sottoprodotti di uno diventano materie prime per un altro (es. azienda A usa acqua fredda
per il proprio impianto di refrigerazione. L’'acqua calda di scarto viene utilizzata
dall'azienda B)

[J Progettazione dell'intero impianto produttivo con il fine di minimizzare I'impatto
ambientale (sostenibilita ambientale by design)

[J Policy/linee guida per la selezione dei fornitori che tiene conto della sostenibilita
ambientale del fornitore stesso

[ Altro (specificare nelle note)

Note:

3) Ha sentito gia parlare di soluzioni per I'Industria 4.0? Obbligatoria
Definizione di Industria 4.0:

Il termine Industria 4.0 si riferisce all’'applicazione di tecnologie di connettivita e sensori in
ambito industriale, con l'obiettivo di raccogliere dati in tempo reale, monitorare le
prestazioni, ottimizzare i processi e consentire una maggiore automazione e controllo dei
processi di produzione e logistica.

Esempio: utilizzo di tecnologie (es. RFId) in grado di tracciare i prodotti o i semi-lavorati
presenti in fabbrica per ottimizzare la gestione della produzione, fornire un maggior
supporto agli operatori di linea e ridurre gli errori.

Esempio: utilizzo di macchinari connessi tramite tecnologia cablata o wireless, in grado di
segnalare quando sta per verificarsi un guasto e minimizzare i fermi-macchina.

Esempio: utilizzo di robot collaborativi (cobot) in grado di automatizzare un gran numero
di attivita industriali (es. Pick&Place, manipolazione materiale, controllo qualita,
assemblaggio, saldatura, etc.)

Esempio: comunicazione dei sistemi di gestione di tutta la filiera tramite connessione
satellitare, per logistica, trasporto e tracking continuo delle merci, soprattutto in condizioni
di latente connettivita standard wireless (5G/4G), dovuta a trasporto via mare o in tratti
remoti.

Selezionare una sola risposta
[J Si, ho un elevato livello di conoscenza
(] Si, ho un discreto livello di conoscenza
L1 Si, ma ho un livello di conoscenza superficiale

O No, non conosco il tema
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Note:

4) Ha sentito gia parlare di soluzioni per I'Industria 5.0? Obbligatoria
Definizione di Industria 5.0:
L’Industria 5.0 segue I'Industria 4.0, includendo i seguenti elementi:

1. Collaborazione uomo-macchina: Integrazione piu stretta tra le capacita umane e
l'intelligenza delle macchine per ottimizzare il processo produttivo.

2. Personalizzazione e flessibilita: Capacita di adattarsi rapidamente alle esigenze dei
clienti, producendo beni altamente personalizzati in lotti pit piccoli.

3. Sostenibilita: Utilizzo di tecnologie avanzate per ridurre l'impatto ambientale e
ottimizzare l'efficienza delle risorse.

4. Formazione e sviluppo delle competenze: Investimenti nell'addestramento dei
lavoratori per sviluppare le competenze necessarie per lavorare con tecnologie
avanzate.

Selezionare una sola risposta
[J Si, ho un elevato livello di conoscenza

(] Si, ho un discreto livello di conoscenza
L1 Si, ma ho un livello di conoscenza superficiale

O No, non conosco il tema

Note:

5) Quanto e rilevante il tema Industrial IoT (che comprende i concetti di Industria
4.0 e Industria 5.0) per la sua azienda in una scalada 1 a 10? Dove 1 equivale a “Per
nulla rilevante” e 10 equivale a “Molto rilevante” Obbligatoria

Selezionare una sola risposta

1
02
U3
Ll 4
L5
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e
07
18
o
110

Note:

6) La sua azienda sta collaborando/ha in programma di collaborare con altre
aziende ed enti per promuovere lo sviluppo dell'ecosistema 10T e Industrial IoT in
Italia? Se si, in che modo? Obbligatoria

Selezionare una o piu alternative (al massimo 3 risposte)

[J No, non sta collaborando con altre realta su questi temi
[ Sj, attraverso la condivisione di conoscenze e competenze tecniche specializzate
[ Si, attraverso I'organizzazione di eventi e conferenze che favoriscono il

networking tra le aziende e le istituzioni del settore, con I'obiettivo di promuovere la
contaminazione di idee

[ Sj, attraverso lo sviluppo di progetti pilota in collaborazione con altre aziende e
istituzioni per testare soluzioni innovative

(] Sj, attraverso la collaborazione con istituti di ricerca e universita con I'obiettivo
di sviluppare tecnologie avanzate nell'ambito dell'loT e dell'Industrial [oT

[ Si, in altro modo (specificare nelle note)

Note:

Se risposta “Si” alla domanda 6

7) Quali sono gli attori con cui sta collaborando all’interno di progetti di Industrial
10T? Non obbligatoria

Selezionare una o piu alternative

] Nessun attore
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Utility

Operatori Telco

Tower company / operatori di rete
Aziende private che offrono servizi di sicurezza
Produttori di macchinari

Produttori di hardware / software
System Integrator

Banche e assicurazioni

Fornitori di servizi

Enti pubblici / Pubbliche Amministrazioni
Universita e centri di ricerca

Startup innovative

Altro (specificare nelle note)

Ogooooogdgogoogno

Note:

8) La sua azienda ha avviato progetti di Industrial IoT in passato, a supporto delle
attivita logistiche o di fabbrica? Obbligatoria

Selezionare una o piu alternative

[ SI, abbiamo avviato o abbiamo in programma di avviare progetti entro fine 2024
1 SI, nel 2023

1 SI, nel 2022

[ SI, prima del 2022

[ NO, non abbiamo mai avviato progetti di questo tipo

Note:
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SEZIONE DEDICATA A CHI HA AVVIATO
PROGETTI PER L'INDUSTRIAL IOT (INDUSTRIA 4.0 E 5.0)

A chi ha dichiarato di aver avviato almeno un progetto nella domanda 9)

9) Che tipo di strategia state adottando per l'introduzione di soluzioni Industrial
10T? Obbligatoria

Selezionare una risposta

[l Assente: I'introduzione di tecnologie per I'Industrial IoT & dettata dalla volonta di
andare a migliorare il singolo processo (es. ridurre i tempi di produzione) senza tenere
conto dell’intera area operativa di pertinenza

[1 Contingente: I'introduzione di tecnologie per I'Industrial [oT e dettata dalla volonta di
andare a migliorare un’intera area operativa (es. ottimizzare la produzione a 360°, in
termini di qualita, sicurezza, manutenzione, ...)

[l Tattica: I'introduzione di tecnologie per I'Industrial [oT e dettata dalla volonta di
andare a migliorare tutti i processi all'interno della fabbrica (es. ottimizzare la
produzione, la logistica e il ciclo di vita del prodotto) con una visione d’'insieme

L] Pianificata: I'introduzione di tecnologie per I'Industrial IoT 0 é dettata da un piano di
medio-lungo termine che oltre ad andare a migliorare tutti i processi all'interno della
fabbrica (es. ottimizzare la produzione, la logistica e il ciclo di vita del prodotto) permette
all’azienda di riposizionarsi dal punto di vista competitivo

10) La preghiamo di indicare, per ciascun progetto di Industrial IoT avviato dalla
sua azienda, lo stato di avanzamento (analisi preliminare, progetto pilota, progetto
esecutivo). Non obbligatoria

Se possibile, le chiediamo di indicare nel campo Note la tipologia di device utilizzati per la
realizzazione dei progetti di Industrial IoT che avete avviato (es. telecamere video con
componente edge, sensori audio, tag RFId, ...)

Selezionare una o piu alternative

STATO DI AVANZAMENTO

SMART FACTORY NesSUNA | Analisi | Progett| | o5°*

Iniziativ ol
prelimin o .
a . esecuti
are pilota
Vo

Manutenzione preventiva (monitoraggio
di uno o piu parametri - es. il numero di
pezzi realizzati, le ore di funzionamento ] ] ] ]
della macchina - per programmare quando
effettuare gli interventi di manutenzione)
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Manutenzione predittiva (monitoraggio
di uno o piu parametri - es. la rumorosita
della macchina - per stimare il tempo
residuo prima che si verifichi un guasto)

Manutenzione prescrittiva
(monitoraggio di uno o piu parametri - es.
condizioni operative degli asset - tramite
I'Intelligenza Artificiale e il Machine
Learning per prevedere i guasti e
suggerire azioni e interventi da eseguire
per risolvere le problematiche)

Controllo qualita (monitoraggio della
qualita della lavorazione effettuata,
supporto agli operatori per ridurre gli
errori, videoanalisi basata su Al, etc.)

Material handling (monitoraggio dei
prodotti durante gli spostamenti interni
alla fabbrica, monitoraggio e gestione dei
mezzi di movimentazione, etc.)

Ottimizzazione della produzione
(migliore preparazione del macchinario o
della linea, supporto agli operatori e
ottimizzazione della postazione operativa,
migliore schedulazione della produzione,
etc.)

Manufacturing Execution System
(introduzione e collegamento di un MES
con dati provenienti da sensori [oT per
monitorare e modificare real time il piano
di produzione)

Sicurezza sul lavoro (monitoraggio della
posizione e degli spostamenti degli
operatori all'interno della fabbrica,
identificazione di condizioni ambientali di
pericolo, etc.)

Energy management (monitoraggio dei
consumi energetici dei macchinari, della
linea, dell'impianto, etc.)

Sistemi di Big Data Analytics (raccolta e
analisi di grandi volumi di dati per
ottimizzare i processi, prevedere problemi
e migliorare la qualita.)

Integrazioni con Intelligenza Artificiale
(applicazione di algoritmi di Al e ML per
analizzare i dati, prevedere guasti,
ottimizzare la manutenzione e migliorare
la produzione.)

Altro (specificare nelle note)




Appendix: Survey to Italian Companies

STATO DI AVANZAMENTO
Nessuna Analisi | Progett Progett
SMART LOGISTICS & SUPPLY CHAIN iniziativ prelimin o [
a . esecuti
are pilota
)
Tracciabilita beni lungo la supply chain
(es. sistemi RFId per la tracciabilita lungo ] ] [ ]
la filiera)
Monitoraggio parametri lungo la
supply chain (es. sensori che consentono
ai vari attori della catena del freddo di = = = =
monitorare la catena del freddo)
Gestione asset logistici (es. sistemi RFId
per gestione di pallet e roll container) = = = =
Logistica distributiva/magazzino 5.0
(ad es. tracciabilita dei prodotti finiti in
magazzino, gestione dei mezzi di = = = =
movimentazione, etc.)
Gestione flotte (es. box assicurativi,
tracking e monitoraggio veicoli per il ] ] [ ]
trasporto merci)
Sistemi di Big Data Analytics (raccolta e
analisi di grandi volumi di dati per
ottimizzare i processi, prevedere problemi = = = =
e migliorare la qualita.)
Integrazioni con Intelligenza Artificiale
(applicazione di algoritmi di Al e ML per
analizzare i dati, prevedere guasti, ] ] ] ]
ottimizzare la manutenzione e migliorare
la produzione.)
Altro (specificare) ] ] [ (]
STATO DI AVANZAMENTO
Nessuna . Progett
SMART LIFECYCLE iniziativ p‘:gﬁ::i'n Pmogett o
a . esecuti
are pilota
)
Ottimizzazione del processo di sviluppo e
prodotti (es. raccolta dati provenienti da
versioni precedenti dei prodotti connessi ] ] [ ]
per definire sviluppi dei prodotti esistenti
0 nuovi prodotti)
Gestione del “fine vita” dei prodotti (es.
monitoraggio dei parametri per
comprendere quando effettuare il ritiro ] ] [ ]
del prodotto, per attivare servizi di post-
vendita)

111



112 Appendix: Survey to Italian Companies

Sistemi di Big Data Analytics (raccolta e
ana.lhs.l di gra.lndl volu_ml di dati per . ] ] ] ]
ottimizzare i processi, prevedere problemi
e migliorare la qualita.)

Integrazioni con Intelligenza Artificiale
(applicazione di algoritmi di Al e ML per
analizzare i dati, prevedere guasti, ] ] ] ]
ottimizzare la manutenzione e migliorare
la produzione.)

Altro (specificare nelle note) ] ] [ (]

Note:

11) Quanto ti ritieni soddisfatto del successo raggiunto nell'implementazione di
progetti di Industrial IoT rispetto a quanto pianificato e atteso? (risposta singola)
Non obbligatoria

(] Per nulla soddisfatto

(] Poco soddisfatto

[ Abbastanza soddisfatto

(] Molto soddisfatto

[] Estremamente soddisfatto

[J Nonso

Note:

12) La sua azienda ha gia fatto domanda, o ha in programma di farla nei prossimi
mesi, per gli incentivi previsti dal Piano Transizione 4.0 e/o dal Piano Transizione
5.0, per I'avvio di uno o piu progetti tra quelli indicati precedentemente? 2 ci arriva
anche chi ha risposto no alla 8 + Obbligatoria

Selezionare una o piu risposte
[ Si, ho gia fatto domanda per gli incentivi del Piano Transizione 4.0
[ Si, ho intenzione di fare domanda per gli incentivi del Piano Transizione 4.0
nei prossimi mesi
[ Si, ho intenzione di fare domanda per gli incentivi del Piano Transizione 5.0
nei prossimi mesi
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[ Si, ho intenzione di fare domanda per gli incentivi dal Piano Transizione 4.0 e
del Piano Transizione 5.0 nei prossimi mesi

] No

[] Non so

Note:

A chi ha risposto “Si, ho gia fatto domanda per gli incentivi del Piano Transizione
4.0” e “Si, ho intenzione di fare domanda per gli incentivi del Piano Transizione 4.0
nei prossimi mesi” alla domanda 12

12.a) Per quale motivo la sua azienda non intende fare domanda per gli incentivi
previsti dal Piano Transizione 5.0? Non obbligatoria
Selezionare una o piu risposte
[J Perché risulta difficile quantificare il risparmio energetico previsto dal Piano
Transizione 5.0
[] Perché risulta difficile raggiungere gli obiettivi di risparmio energetico

previsto dal Piano Transizione 5.0
[] Perché non mi e chiaro come certificare la riduzione in termini di risparmio

energetico
[] Perché preferisco dare priorita al Piano Transizione 4.0

[ Altro (specificare nelle note)

A chi ha risposto Si alla domanda 12

12.b) Qual e il valore medio di un progetto che ha attivato/ha intenzione di attivare
attraverso gli incentivi del Piano Transizione 4.0 e/o 5.0? Non obbligatoria

Inserire una stima del valore nel campo note sottostante

13) Le applicazioni per progetti di Industrial IoT che avete avviato, indicate nella
domanda precedente, hanno previsto 'acquisto di servizi aggiuntivi da parte della
sua azienda? Obbligatoria
Selezionare una o piu alternative

[J NO, non é stato attivato alcun servizio
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[ Si, servizi di tipo informativo, basati sull’invio di notifiche in tempo reale in caso
di eventi predefiniti (es. fermo della linea, valori anomali di temperatura dei prodotti
durante il trasporto, fughe di gas)

[ Si, servizi di manutenzione preventiva (monitoraggio di uno o piu parametri per
programmare quando effettuare gli interventi di manutenzione)

[ Si, servizi di manutenzione predittiva (monitoraggio di uno o piu parametri per
stimare il tempo residuo prima che si verifichi un guasto)
(] Si, servizi di manutenzione prescrittiva (monitoraggio di uno o piu parametri

tramite I'Intelligenza Artificiale e il Machine Learning per prevedere i guasti e
suggerire azioni e interventi da eseguire per risolvere le problematiche)

[ Si, coperture assicurative degli oggetti connessi basate sul loro effettivo utilizzo

[ Si, servizi di energy management che prevedono la ricezione di report/alert con
I'analisi dell’andamento dei consumi energetici e consigli personalizzati su come
risparmiare

[ Si, servizi che prevedono il pagamento degli oggetti connessi (es. macchinari, asset
logistici) non al momento dell’acquisto ma durante il loro ciclo di vita, sulla base
dell’effettivo utilizzo (pay-per-use/pay-per-performance)

[ Si, servizi che fanno leva sul concetto di platform economy: macchinari condivisi
con altre aziende, macchinari in grado di ordinare in autonomia materiali di consumo
(machine to machine payment)

[ Altro (specificare nelle note)
] Non so

Note:

Se Sinella 13
14) Da chi comprate questo tipo di servizi? Non obbligatoria

Selezionare una o piu alternative

(] 1l produttore di parti di impianto (e.g. produttore del motore elettrico
dell'impianto)

[ 1l produttore del macchinario/impianto

[ 1l produttore di sistemi produttivi complessi che integrano diversi impianti

[J Grandi societa di consulenza attive nella system integration

[ Piccole societa di consulenza (boutique) attive nel mondo dell'Industrial [oT

[ Altro (specificare nelle note)

Note:
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15) Quali sono stati i principali obiettivi che hanno portato I’azienda ad avviare
progetti di Industrial IoT? Obbligatoria

Selezionare una o piu alternative (al massimo 3 risposte)

OBIETTIVI MAX 3 RISPOSTE

Miglioramento dell'immagine dell’azienda ]

Raggiungimento dei benefici di efficienza (es. riduzione dei costi e/o
tempi)

Raggiungimento dei benefici di efficacia (es. miglioramento qualita dei
processi produttivi)

Accesso agli incentivi statali (es. Piano Transizione 5.0/PNRR, Fondo
Complementare)

Guadagnare o mantenere un vantaggio competitivo rispetto al resto del
mercato

Adeguamento rispetto a vincoli di legge e/o obblighi normativi

Necessita di allineamento rispetto all’offerta della concorrenza

Possibilita di sfruttare i dati resi disponibili dagli oggetti connessi (es.
reale utilizzo dei macchinari, aree con maggiori inefficienze, etc.)

Possibilita di abilitare servizi di valore (es. manutenzione predittiva,
energy management)

Volonta di sperimentare soluzioni innovative

Adeguamento rispetto a vincoli contrattuali e di processo rispetto alle
esigenze di committenti e business partner

Miglioramento della sostenibilita ambientale (es. riduzione CO.,
efficienza energetica)

Aumento dell’efficienza (parte dei compiti manuali sono sostituiti dalle
macchine)

Maggiore sicurezza (i sistemi di sicurezza avanzati ridurranno al minimo i
rischi di incidenti sul lavoro)

1 A A I Y A O

Altro (specificare)

Note:

16) Avete utilizzato (ed eventualmente rielaborato) i dati che avete raccolto
tramite i progetti di Industrial IoT? Obbligatoria
Selezionare una sola risposta

(1 I dati raccolti non sono stati utilizzati dall’azienda e difficilmente saranno sfruttati in
futuro
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L1 I dati raccolti non sono attualmente utilizzati, ma é in programma un loro utilizzo in
futuro

[ I dati raccolti sono stati poco utilizzati dall’azienda

[J I dati raccolti sono stati ampiamente utilizzati in forma grezza (senza rielaborazioni)
dall’azienda

[J I dati raccolti sono stati ampiamente utilizzati e rielaborati
[ Non so

Note:

Se risposta 3,4,5 a domanda 16

16.a) Qual e I'uso principale che fate dei dati raccolti? Non obbligatoria

Selezionare una risposta

L1 Descrittivo: i dati vengono utilizzati per capire cosa succede, ma non vengono sfruttati
per pianificare

[1 Diagnostico: I'analisi dei dati e orientata sul perché e successo, con un primo accenno
al loro utilizzo per la pianificazione

L] Predittivo: i dati servono a capire cosa succedera, e si attivano attivita di pianificazione
a supporto delle decisioni

L] Prescrittivo: 'uso dei dati permette di capire come fare meglio, con una pianificazione
che permette di ottimizzare le decisioni tra i diversi scenari

[l Adattivo: i dati e la pianificazione diventano sempre piu dinamici e flessibili in real
time, anche attraverso l'applicazione di nuove tecnologie che permettono un’alta
automatizzazione delle decisioni

Note:

17) La sua azienda ha gia avviato progetti IoT che prevedono logiche prettamente
di Industria 5.0, a supporto delle attivita logistiche o di fabbrica? Obbligatoria

Definizione di Industria 5.0:
L’Industria 5.0 segue I'Industria 4.0, includendo i seguenti elementi:

1. Collaborazione uomo-macchina: Integrazione piu stretta tra le capacita umane e
l'intelligenza delle macchine per ottimizzare il processo produttivo.

2. Personalizzazione e flessibilita: Capacita di adattarsi rapidamente alle esigenze dei
clienti, producendo beni altamente personalizzati in lotti pit piccoli.

3. Sostenibilita: Utilizzo di tecnologie avanzate per ridurre l'impatto ambientale e
ottimizzare l'efficienza delle risorse.
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4. Formazione e sviluppo delle competenze: Investimenti nell'addestramento dei

lavoratori per sviluppare le competenze necessarie per lavorare con tecnologie
avanzate.

Selezionare una o piu alternative

[ SI, abbiamo avviato progetti di collaborazione uomo-macchina (integrazione piu

stretta tra le capacita umane e l'intelligenza delle macchine per ottimizzare il
processo produttivo)

[ SI, abbiamo avviato progetti di personalizzazione e flessibilita (capacita di
adattarsi rapidamente alle esigenze dei clienti, producendo beni altamente
personalizzati in lotti piu piccoli)

[ SI, abbiamo avviato progetti di sostenibilita (utilizzo di tecnologie avanzate per
ridurre l'impatto ambientale e ottimizzare 1'efficienza delle risorse)

[ SI, abbiamo avviato progetti di formazione e sviluppo delle competenze
(investimenti nell'addestramento dei lavoratori per sviluppare le competenze
necessarie per lavorare con tecnologie avanzate)

[ NO, non abbiamo mai avviato progetti di questo tipo

Note:

18) Oltre alle tecnologie IoT, quali sono le altre aree tecnologiche sulle quali state
portando avanti delle sperimentazioni/progettualita? Non obbligatoria

Selezionare una o piu alternative (al massimo 3 risposte)
01 Intelligenza Artificiale

O Cloud

L1 Big Data

[ Extended Reality e Metaverso

1 5G

[] Blockchain

[] Edge Computing

[ Altro (specificare nelle note)

Note:
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19) La sua azienda utilizza o ha in programma di utilizzare I'Intelligenza Artificiale
(AI) a supporto di progetti di Industrial IoT? Obbligatoria

(1 Si, attualmente utilizziamo I’'Al

L1 No, ma abbiamo intenzione di utilizzare I’ Al nei prossimi 12 mesi

[] No, ma abbiamo intenzione di utilizzare I’ Al nei prossimi 2-3 anni

L1 No, ma abbiamo intenzione di utilizzare 1’ Al oltre i prossimi 2-3 anni

I No

L1 Non so

A tutti “Si” e tutti i “no ma in programma” alla domanda 19)

20) Utilizza o vorrebbe utilizzare I’Al in combinazione con tecnologie 10T?
[ Si, attualmente utilizziamo I’Al in combinazione con tecnologie [oT
L1 No, ma abbiamo intenzione di farlo nei prossimi 12 mesi
[J No, ma abbiamo intenzione di farlo nei prossimi 2-3 anni
L1 No, ma abbiamo intenzione di farlo oltre i prossimi 2-3 anni
1 No
1 Non so

Note:

A

A tutti “Si” e tutti i “no ma in programma” alla domanda 19)

21) Quali sono le principali applicazioni dell’Al in combinazione con I'loT che
utilizza o vorrebbe utilizzare nella sua azienda?
(Massimo tre risposte)
(] Manutenzione predittiva
[ Analisi predittiva
L] Riconoscimento delle immagini
[] Automazione dei processi di produzione
L] Ottimizzazione della produzione
L] Sicurezza e rilevamento delle anomalie
[ Gestione della supply chain
L] Monitoraggio delle risorse
[ Maggiore sicurezza e risposta rapida agli incidenti
[ Gestione del consumo di energia
[ Cybersecurity
[ Altro (specificare)

Note:
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A

A tutti “Si” e tutti i “no ma in programma” alla domanda 19)
22) Quali sono le principali ragioni per cui la sua azienda ha deciso di adottare o vorrebbe
adottare in futuro I’Al nelle soluzioni [oT?
Massimo tre risposte
[] Migliorare I'efficienza operativa
[] Ridurre i costi
[] Aumentare la produttivita
[ Innovazione e competitivita
[] Migliorare la qualita dei prodotti/servizi
[J Ridurre i tempi di inattivita
[] Migliorare la qualita dei dati e delle analisi
[] Aumentare la soddisfazione del cliente fornendo esperienze personalizzate
[] Ottenere un vantaggio competitivo
[1 Altro

Note:

23) Crede che la sua azienda abbia valutato le giuste misure da implementare in
tema di cybersecurity nei propri sistemi IT? Non obbligatoria

Selezionare una sola risposta

[] Si, & un tema rilevante e abbiamo implementato tutte le misure necessarie

[] Si, & un tema rilevante ma dobbiamo ancora fare/sono ancora in corso le valutazioni
necessarie

[] No, & un tema rilevante ma non abbiamo ancora fatto le valutazioni necessarie
[J No, non & un tema rilevante e non faremo nessuna valutazione al riguardo
[J Nonlo so

Note:

SEZIONE DEDICATA A TUTTI

24) Quali sono le barriere (interne ed esterne) che secondo lei rallentano o
impediscono I'avvio di progetti di Industrial IoT nella sua azienda? Obbligatoria

Selezionare una o piu alternative (al massimo 3 risposte)
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BARRIERE

MAX 3 RISPOSTE

Non vi sono barriere

O

Scarsa conoscenza delle tematiche relative all'Industrial IoT e/o mancanza di
competenze interne in grado di gestire tali progetti

Scarsa standardizzazione e interoperabilita tra le diverse tecnologie IoT
necessarie per i progetti

Scarsa disponibilita di risorse economiche

Assenza di un servizio/prodotto finanziario ad hoc fornito dalle banche che
supporti I'azienda nel percorso di digitalizzazione

Problematiche legate all'instabilita del contesto economico (es. carenza
materie prime, carenza semiconduttori, elevato costo energia)

Difficolta nell’accesso agli incentivi statali (es. Piano Transizione 5.0/PNRR,
Fondo Complementare)

Resistenze interne (es. conflitti tra IT e OT - Operation Technology, resistenze
da parte dei sindacati)

Mancanza di comprensione del reale valore delle soluzioni che si intendono
implementare

Mancanza di coordinamento tra le varie strutture aziendali

Mancanza di fornitori adeguati per realizzare il progetto

Mancanza di soluzioni tecnologiche adeguate alle esigenze aziendali

Difficolta nell'integrare le attivita industriali in aree non coperte con altre forme
di connettivita oltre quelle tradizionali, potenzialmente instabili

Difficolta di integrazione di nuovi e vecchi hardware e software

Problematiche legate alle privacy e alla cybersecurity (es. dipendenti restii al
monitoraggio delle proprie attivita, eccessiva vulnerabilita dei dati scambiati)

Mancanza di tempo (per via di altre priorita) per concentrarsi su temi come
I'Industrial [oT

Altro (specificare)

oo oo ooooo o oyo)pogo)pg

Note:

25) L’azienda di cui fa parte ha in programma di avviare progetti di Industrial IoT

in futuro?

Nel caso siintendano avviare progetti, specificare gli ambiti applicativi di interesse.

Obbligatoria
Selezionare una o piu alternative

[] Non abbiamo in programma I'avvio di progetti in futuro
[] S}, in ambito Smart Factory
[] S}, in ambito Smart Logistics & Supply Chain

[] S}, in ambito Smart Lifecycle
[ Altro (specificare nelle note)
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Note:

26) L’azienda di cui fa parte e interessata ad attivare servizi aggiuntivi abilitati
dalle tecnologie Internet of Things? Se si, quali? Non obbligatoria
Selezionare una o piu alternative (al massimo 3 risposte)

[J NO, non ¢ interessata

[ Si, servizi di tipo informativo, basati sull’invio di notifiche in tempo reale in caso

di eventi predefiniti (es. fermo della linea, valori anomali di temperatura dei prodotti
durante il trasporto, fughes di gas)

[ Si, servizi di manutenzione preventiva (monitoraggio di uno o piti parametri per
programmare quando effettuare gli interventi di manutenzione)

[ Si, servizi di manutenzione predittiva (monitoraggio di uno o piu parametri per
stimare il tempo residuo prima che si verifichi un guasto)

[ Si, servizi di manutenzione prescrittiva (monitoraggio di uno o piu parametri
tramite I'Intelligenza Artificiale e il Machine Learning per prevedere i guasti e
suggerire azioni e interventi da eseguire per risolvere le problematiche)

[ Si, coperture assicurative degli oggetti connessi basate sul loro effettivo utilizzo

[ Si, servizi di energy management che prevedono la ricezione di report/alert con
I'analisi dell’andamento dei consumi energetici e consigli personalizzati su come
risparmiare

[ Si, servizi che prevedono il pagamento degli oggetti connessi (es. macchinari, asset
logistici) non al momento dell’acquisto ma durante il loro ciclo di vita, sulla base
dell’effettivo utilizzo (pay-per-use/pay-per-performance)

[ Si, servizi che fanno leva sul concetto di platform economy: macchinari condivisi
con altre aziende, macchinari in grado di ordinare in autonomia materiali di consumo
(machine to machine payment)

[ Altro (specificare nelle note)

] Non so

Note:

27) L’azienda di cui fa parte ha in programma di avviare progetti IoT per I'Industria
5.0 in futuro?

Obbligatoria
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Selezionare una o piu alternative

[ SI, progetti di collaborazione uomo-macchina (integrazione piu stretta tra le
capacita umane e l'intelligenza delle macchine per ottimizzare il processo
produttivo)

[ SI, progetti di personalizzazione e flessibilita (capacita di adattarsi rapidamente
alle esigenze dei clienti, producendo beni altamente personalizzati in lotti piu
piccoli)

[ SI, progetti di sostenibilita (utilizzo di tecnologie avanzate per ridurre l'impatto
ambientale e ottimizzare |'efficienza delle risorse)

[ SI, progetti di formazione e sviluppo delle competenze (investimenti
nell'addestramento dei lavoratori per sviluppare le competenze necessarie per
lavorare con tecnologie avanzate)

[J NO, non abbiamo in programma di avviare progetti di questo tipo in futuro

Note:

28) Nella sua azienda quali potrebbero essere in futuro i principali obiettivi alla
base dell’avvio di eventuali progetti di Industrial IoT? Obbligatoria

Selezionare una o piu alternative (al massimo 3 risposte)

OBIETTIVI MAX 3 RISPOSTE

Non abbiamo in programma 'avvio di tali progetti in futuro

Miglioramento dell'immagine dell’azienda

Raggiungimento dei benefici di efficienza (es. riduzione dei costi e/o
tempi)

Raggiungimento dei benefici di efficacia (es. miglioramento qualita dei
processi produttivi)

Accesso agli incentivi statali (es. Piano Transizione 5.0/PNRR, Fondo
Complementare)

Adeguamento rispetto a vincoli di legge e/o obblighi normativi

Guadagnare o mantenere un vantaggio competitivo rispetto al resto del
mercato

Necessita di allineamento rispetto all’'offerta della concorrenza

Possibilita di sfruttare i dati resi disponibili dagli oggetti connessi (es.
reale utilizzo dei macchinari, aree con maggiori inefficienze, etc.)

Possibilita di abilitare servizi di valore (es. manutenzione predittiva,
energy management)

Volonta di sperimentare soluzioni innovative

Adeguamento rispetto a vincoli contrattuali e di processo rispetto alle
esigenze di committenti e business partner

Miglioramento della sostenibilita ambientale (es. riduzione CO.,
efficienza energetica)

(N I A s I o B O A W A OO
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Altro (specificare) O
Non so ]
Note:

Il questionario € concluso, la ringraziamo per la collaborazione. Qualora volesse, puo
aggiungere ulteriori commenti sul tema.
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