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1. Introduction

Federated Learning (FL) [2] is a collaborative
Machine Learning (ML) paradigm that, unlike
traditional centralized approaches which store
and process data on a central server, FL pre-
serves privacy by keeping data on clients’ de-
vices while enabling decentralized training. This
work focuses on Horizontal Federated Learning
(HFL), where clients have different datasets but
share the same feature space.

Despite its advantages, the distributed nature
of Federated Learning makes it vulnerable to
active attacks aimed at corrupting the global
model, specifically byzantine and backdoor at-
tacks. These can be performed by poisoning the
dataset (data poisoning) or the model (model
poisoning). Furthermore, attacks can be tar-
geted, degrading the performance of specific tar-
gets, or untargeted, compromising the entire
model. In backdoor attacks, the goal is to insert
hidden triggers to manipulate model behavior in
specific scenarios.

These threats led the research community to
develop defense mechanisms. Early works as-
sume clients with identically and independently
distributed (IID) data and mainly focus on ro-
bust aggregation methods, which modify the ag-

gregation algorithm to minimize the impact of
outliers. Recent studies address the challenge
of non-IID data, combining robust aggregation
methods with approaches that scrutinize the pa-
rameters exchanged with the Parameter Server
(PS). To the best of our knowledge, State-of-
the-Art (SotA) defenses focus on Deep Neural
Network (DNN)-based FL systems. However,
current research trends are shifting towards ex-
tending the FL paradigm to ensemble models,
such as federated XGBoost, which excels in Net-
work Intrusion Detection (NID) tasks and on
tabular data. Since tree-based models require
redesigned aggregation methods, these defenses
are not directly applicable. Therefore, we be-
lieve a more generalizable approach is needed.
Furthermore, given the existence of different
model aggregation methods, we argue that a FL
defense should be aggregation-agnostic to ensure
compatibility with future aggregation methods.
Lastly, all SotA defenses assume a majority of
honest clients, which may not hold in smaller-
scale systems.

This work proposes Xplain, an explainability-
based approach to defend FL systems against
active attacks. Leveraging SHapley Additive
exPlanations (SHAP) [4], Xplain detects mali-



cious clients by interpreting local model behav-
ior: honest clients produce similar explanations,
while malicious ones deviate. The server exploits
the SHAP vectors of the local models to cluster
them using the Density-Based Spatial Cluster-
ing of Applications with Noise (DBSCAN) algo-
rithm [1] and identifies malicious clients by com-
paring clusters centroids with the SHAP vector
of the previous global model.

We evaluate Xplain by simulating a Feder-
ated Intrusion Detection System (IDS) using
three datasets: N-BaloT, CiC-ToN-IoT, and CI-
CIDS2018. We focus on non-II1D data distribu-
tions across clients because is the most realistic
and the least explored. Xplain achieves near-
perfect performance, effectively mitigating ac-
tive attacks. It consistently performs well with
up to 70% malicious clients and generalizes to
other models, such as federated XGBoost.

In summary, we make the following contribu-
tions:

o We propose Xplain, a novel
explainability-based defense mech-
anism for Horizontal FL, capable of
detecting malicious clients and mitigating
active attacks independently from the
specific aggregation algorithm deployed.

e We demonstrate Xplain generalizability
to mitigate attacks on both Neural Net-
works (NNs) and tree-based models.

e We demonstrate Xplain resilience by
varying the number of malicious
nodes.

e We demonstrate Xplain effectiveness
against different attacks, achieving an
average Fl-score of 91.8% in scenarios with
up to 70% malicious clients.

2. Background

This section presents the key concepts required
for this thesis, with a focus on the foundations
of Federated Learning and Explainable Machine
Learning.

2.1. Federated Learning

In Federated Learning [5], the Parameter Server
coordinates the training process by managing
the communication and aggregation of local
models’ updates from multiple clients. Each
client trains a local model on its private data,
and the PS aggregates these updates into a

global model through algorithms like Federated
Averaging (FedAvg). The FedAvg algorithm
computes a weighted average of clients’ updates,
with each client’s contribution proportional to
its dataset size.

2.2. Explainable Machine Learning

Explainable ML methods aim to address the
key challenge of understanding and explaining
model decisions, which are difficult to interpret.
In this work, we leverage SHAP [4], a game
theory-derived approach that quantifies feature
contributions to predictions by measuring each
feature’s effect on model outcomes.

3. Related Work

To the best of our knowledge, all SotA defenses
are NN-based and can be categorized based on
their approaches.

A common method is to filter out anomalous
updates by identifying outliers during the ag-
gregation. These robust aggregation algorithms
are efficient only with a percentage of malicious
clients less than 40% and IID data distributions.
Other defenses, such as noise injection, protect
against specific attacks, like backdoor attacks,
though they must balance noise levels to avoid
degrading model performance.

Recent techniques, developed to address security
in non-IID scenarios, build on existing robust
aggregation methods by incorporating strategies
such as partitioning updates or grouping clients
into subsets.

4. Motivation

As explained in Section 3, SotA approaches have
the following limitations: the reliance on IID
data, the assumption of a maximum number
of compromised clients, and model-dependent
(NN-based). Furthermore, each of these de-
fenses is effective with a narrow subset of at-
tacks. These limitations highlight four key chal-
lenges reflected in the research questions in Sec-
tion 7.

Challenge 1 - Effectiveness with non-IID
data. The defense must be effective even when
client data distributions vary significantly, while
still accurately detecting malicious clients.

Challenge 2 - Effectiveness to multiple at-
tack families. The defense must be adaptable
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Figure 1: Xplain Approach: In the first phase, the cGAN generates a synthetic dataset, which is used
in the second phase to create a SHAP vector for each client. In the third phase, these SHAP vectors
are clustered using DBSCAN, and the distance from the previous global model is computed to identify
the cluster of honest clients. This cluster is then used to generate the new global model.

and flexible, able to contrast a wide range of ac-
tive attacks.

Challenge 3 - Resilience to different ma-
licious clients ratio. The defense must per-
form well independently of the percentage of ma-
licious clients.

Challenge 4 - Generalizability. The defense
must be generalizable, remaining independent of
the model used by the clients and the aggrega-
tion algorithm employed on the server side.

5. Threat Model

We consider a HFL scenario (i.e., clients with the
same feature space and different samples) where
attackers control up to 80% of clients. While
previous works typically assume up to 40% ma-
licious nodes, this may not reflect smaller-scale
environments. We assume that the server is not
compromised and it can construct a small syn-
thetic dataset (200 samples) with a distribution
that is moderately similar to clients’ datasets.

Attacker’s goal and capability. The attacker
aims to corrupt the global model through byzan-
tine attacks and backdoor attacks. In addition,
the attacker can alter local data and model up-
dates, having full knowledge of the model’s pa-
rameters and predictions.

5.1. Active Attacks against FL

There are two main families of active attacks
against Federated Learning: byzantine and
backdoor attacks.

Byzantine attacks. In byzantine attacks,
the attacker can manipulate data or model up-
dates. This includes Label-Flipping (LF) at-
tacks, where labels are swapped in either tar-
geted or untargeted ways to degrade model ac-
curacy, and Clean Label (CL) attacks, where
adversarial samples with slightly altered fea-
tures are used to shift model boundaries subtly.
Additionally, the Model Update Sign-Flipping
(MUSF) attack changes the direction of model
updates to hinder learning progress.

Backdoor Attacks. These attacks manipulate
a Machine Learning model to produce incorrect
predictions, but only when certain conditions
(called "triggers") are met.

6. Xplain Approach

We propose Xplain, a novel server-side, model-
and aggregation-agnostic approach. Xplain acts
as a mechanism to "filter" received local models
before the FL aggregation process. By leverag-
ing explainability, Xplain interprets local model
behaviors using a small, privacy-preserving syn-
thetic dataset generated through Conditional
Generative Adversarial Network (cGAN). This
strategy makes our defense generalizable.

As depicted in Fig. 1, the pipeline of Xplain con-
sists of three main steps: Synthetic Dataset Gen-
eration using cGAN, Global Explanations using
SHAP wvalues, and the final Interpretation.



6.1. Synthetic Dataset Generation
using cGAN

To compute model explanations without access-
ing raw client data, the server generates a small
privacy-preserving synthetic dataset [3] using a
c¢GAN. It maintains the same feature space as
the client data and enables the server to train a
model and use it as a “reference model” (further
details in Section 6.3) during the first round.

6.2. Global Explanations
SHAP values

Once the server has a clean synthetic dataset,
it can compute the explanations of the local
models received from clients and of the previ-
ous global model (round r —1). Among the sev-
eral explainable ML approaches, SHAP [4] is the
most suitable for our task because it is model-
agnostic and implements several explainers. In
addition, it has strong theoretical guarantees
(i.e., consistency and fairness). The SHAP val-
ues, computed using model-specific explainers
(e.g., Gradient Explainer for NNs and Tree Ex-
plainer for XGBoost), provide each feature’s in-
fluence on model predictions of specific samples
(local explanations). By averaging these vec-
tors, Xplain generates a global explanation vec-
tor representing the model’s overall behavior.

using

6.3. SHAP Interpretation

This is the core step Xplain performs. The key
insight of this work is that when a model has
been compromised, its predictions’ explanation
should differ from that of a “clean” model. In
contrast, two models trained on the same task
should behave similarly, focusing on the same
features during inference. Additionally, once
training has taken a particular direction, the
global model from the previous round can serve
as a “reference model”, which represents a form
of “training history”. Therefore, our intuition is
that if the first round is not compromised, the
entire training process will likely remain uncom-
promised.

The concepts described above are reflected in
two design choices. The first is the use of
Density-Based Spatial Clustering of Applica-
tions with Noise (DBSCAN) [1] algorithm to
group together clients with similar SHAP vec-
tors. The second one is the comparison be-
tween clients SHAP vectors and the SHAP vec-

tor of the previous global model (the reference
model), distinguishing between honest and ma-
licious client clusters. Only models in the hon-
est cluster (i.e., the one, whose centroid has the
smallest Cosine Distance from the SHAP vector
of the previous global model) proceed to aggre-
gation, protecting the global model update.

First round. The first round is the most im-
portant since if Xplain fails, it will likely fail
during the rest of the training. To provide a ref-
erence model during the first round, we use the
pre-trained model generated in the first phase
of the pipeline (see Section 6.1). We empirically
observed that when comparing the SHAP vector
of a pre-trained model with those of client mod-
els during the first round, Cosine distance is not
the most effective distance metric. Therefore,
only for the first round, we focus on the magni-
tude of the vectors using the Euclidean distance.

7. Experimental Evaluation

In this section, we present the experimental eval-
uation of Xplain, answering the following re-
search questions, derived by the challenges iden-
tified in Section 4.

RQ1. Is Xplain effective against active attacks
with IID and non-IID data across clients? Addi-
tionally, is Xplain effective when the percentage
of malicious clients changes during the training
process?

RQ2. Can Xplain achieve good performance in
the presence of byzantine attacks with different
percentages of malicious nodes?

RQ3. Is Xplain effective even across different
federated models, like ensemble methods (e.g.,
XGBoost)?

7.1. Experimental Setup

All the following experiments are performed in
an environment composed of 20 clients and a
single server, where each client collaboratively
trains a global model for 30 rounds. We assume
all clients participate in each training round.
Data Distribution. We focus on non-IID data
among clients, reproduced by a Dirichlet distri-
bution (o = 1). However, we also repeat several
tests in an IID scenario.

Synthetic Dataset. We generate the syn-
thetic dataset fine-tuning the cGAN to obtain a



Table 1:

F1-Score after 30 training rounds for each approach considered, in the presence of 30%

malicious clients on the N-BaloT dataset (non-IID data) across four byzantine attack scenarios.

Method -+  FedAvg Krum MKrum Median T-Mean Krum-B Krum-G FL-Defender Xplain Perfect Defense
Attack
No Attack 99.21 9881 9921  99.21  99.21 99.21 99.21 99.08 99.21 99.21
Untargeted L~ 0.0 97.86 0.0 72.51 0.0 98.67 98.54 83.08 98.94 98.94
Targeted LF 0.0 9799 9894  66.67 1.05 0.0 98.94 61.79 98.81 98.94
CL 17.81 9840 57.35 8524  98.68  83.43 98.94 81.72 98.94 98.94
MUSF 0.0 7917 515 53.77 2.09 0.0 9.57 0.0 98.94 98.94
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Figure 2: Xplain F1-Score under different at-
tack scenarios using a NN on non-I1ID N-BaloT
dataset. The x-axis represents the percentage of
malicious clients (from 0 to 80%), while the y-
axis shows the F1-Score after round 30.

dataset with a Kolmogorov—Smirnov test statis-
tic above 0.4 to state that the synthetic dataset’s
distribution is sufficiently different from the orig-
inal dataset, thereby preserving its privacy.

ML Models. In each experiment we choose be-
tween two binary classifiers: Convolutional Neu-
ral Network or XGBoost.

Datasets. Three IoT-based Network Intrusion
Detection datasets are used: N-BaloT for CNN
evaluation, and CiC-ToN-IoT and CICIDS2018
for XGBoost evaluation.

Attacks. We perform all the attacks described
in Section 5.1 for the experiments on NNs, and
only Label-Flipping for XGBoost.

Baselines. We compare Xplain with FedAvg
and seven other SotA defenses. We include a
perfect defense as a baseline, which represents
a defense that always detects and removes mali-
cious clients and never excludes honest ones. By
comparing Xplain to this baseline, we can assess

how close our defense performance is to the ideal
one.

mum drop of only 0.13% in the Fl-score in a
non-IID scenario. Specifically, in the non-1ID
case (Table 1), it achieves near-perfect perfor-
mance in all the attack scenarios. In contrast, no
existing defense can consistently defend against
the Model Update Sign-Flipping attack. Indeed,
the minimum drop in the F1l-score registered for
all the other defenses is 19.67%. Furthermore,
Xplain is effective against a popular SotA back-
door attack, where our defense can maintain the
Attack Success Rate (ASR) to 0.0 during the
entire training. Finally, Xplain achieves ideal
results in a dynamic scenario where malicious
clients change their behavior.

7.3. Malicious Clients’

silience (RQ2)

In Figure 2, we show that Xplain is resilient and
robust to high malicious clients’ ratios. Our ap-
proach can defend against all attacks even with
70% of malicious clients, achieving an average
F1-Score of 91.8% and never falling below an

F1-Score of 81.80% until the scenario with 80%
of malicious clients.

Ratio Re-

7.4. Xplain for Federated XGBoost

(RQ3)

We replicate the previously described experi-
ments performed on Neural Networks using XG-
Boost as well. As shown in Table 2, Xplain is ef-
fective against Label-Flipping attacks, showing
an average Fl-score drop from an ideal defense



Table 2:

data) against LF attacks.

Accuracy and Fl-score (after 30 training rounds) of Xplain using XGBoost. Comparison
between FedXghBagging and Xplain with 30% malicious clients across two different datasets (non-IID

Method FedXgbBagging Xplain Perfect defense
Dataset Attack Acc F1 Acc F1 Acc F1
No Attack 98.96 99.0 98.87 98.92 98.96 99.0
CiC-ToN-IoT Untargeted LF 84.0 81.74 98.46 98.51 98.75 98.8
Targeted LF 85.29 83.46 97.96 98.01 98.75 98.8
No Attack 96.23 96.23 96.37 96.36 96.23 96.23
CICIDS2018 Untargeted LF 84.96 82.97 94.27 94.1 96.33 96.32
Targeted LF 87.1 85.69 94.97 94.86 96.33 96.32
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Figure 3: Xplain Fl-scores under different attack scenarios using XGBoost (non-1ID data). Figures (a)
and (b) show the Xplain defense, based on the FedXgbBagging aggregation, on the CiC-ToN-IoT and
CICIDS2018 datasets, respectively. The x-axis represents the percentage of malicious clients (from 0
to 80%), while the y-axis shows the Fl-score after round 30.

in a non-IID case of only 0.54% on the CiC-ToN-
IoT dataset and 2.06% on CICIDS2018. In con-
trast, without our defense, the respective drops
are 16.2% and 11.99%. Additionally, the exper-
iment on the resilience to the number of ma-
licious clients, shown in Figure 3, proves that
Xplain keeps the Fl-score stable up to 40% ma-
licious clients on the CiC-ToN-IoT dataset and
up to 60% on the CICIDS2018 dataset. Finally,
on the CiC-ToN-IoT dataset, no drop occurs for
Targeted Label-Flipping attacks.

8. Conclusion

In this thesis, we proposed Xplain, a novel
model- and aggregation-agnostic defense for
Horizontal Federated Learning, capable of ef-
fectively detecting adversarial attacks across di-
verse scenarios, including both IID and non-IID
data. By leveraging explainable ML through
SHapley Additive exPlanations (SHAP) vectors,
combined with a clustering algorithm, our de-

fense identifies anomalous behaviors in local
model updates without any assumptions about
the percentage of malicious clients. For the
experimental evaluation, we consider a Net-
work Intrusion Detection (NID) case study. We
evaluate Xplain against several attacks, includ-
ing Label-Flipping, Clean Label, Model Up-
date Sign-Flipping, and Backdoor attacks, on
three public datasets of Network Intrusion De-
tection for IoT. We used two different ML mod-
els: Convolutional Neural Network and XG-
Boost. Xplain was able to defend both models
effectively, demonstrating its generalizability to
other ML models. In terms of performance, our
approach outperformed existing NNs defenses in
all evaluation scenarios, achieving an average
F1-Score of 91.80% even with the 70% of ma-
licious clients.

Xplain can be computationally intensive in
the computation of SHAP values with larger
datasets. Future works could explore alterna-



tive explainability methods, leveraging advance-
ments in the field of explainable ML for Secu-
rity.
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