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1. Introduction

It is getting more and more actual the de-
bate about the needs of reducing the impact of
mankind activities on the environment, as it can
be seen from the stipulation of many interna-
tional treaties, like the Paris’ one. Among the
goals of the the last United Nations Conference
on Climate Change, we can find the ensurance
of the net zero by mid-century and making such
international treaties operational and the differ-
ent governments, business and society cooperate
in actions against climate crisis.

In this context, also the blockchain technology
is requiring for an engreenment.

Analysis have been carried out on such a per-
spective and, as said in [8], technologies like gold
mining and banking system still have a better
impact on the environment than Bitcoin, so a
massive transition to blockchain would result in
an increase in carbon emissions.

As stated by [7], the usage of blockchain tech-
nology will increase and if an action is not set
in place, its carbon emissions will increase too.
Different studies have been conducted on
blockchain sustainability and some even tried
to estimate its power consumption, getting to
an estimate of around 139.59 TWh [6], which is

around the double with respect to the power
consumption of the entire Austria and more
than the power consumption of Sweden in 2020
[1]. Such works call for a urgent need for this
technology to be sustainable enough to make it
possible to switch to it with the fewest and least
impacting possible drawbacks.

Goal of this thesis is to propose an energy aware
consensus algorithm based on the idea of PoX
(Proof of eXercise) and what could be called the
Green Factor (GF). In particular, the proposed
approach consists of a consensus algorithm as
a mixture of PoS and Byzantine Fault Toler-
ance (BFT) and in which some practical prob-
lems are solved following the concept set up by
CAPTCHA.

2. Blockchain in a Nutshell

Blockchains are shared information systems,
where no single party can modify any record
without the consensus of all network partici-
pants, which decentralizes control and requires
incentive mechanisms to provide for security
and immutability.

The blocks in such a chain are bound together
by an hash pointer — i.e. the pointer to the
hash of the previous block in the chain — whose



structure is showed in Figure 1. The publica-
tion of such blocks is regulated by a consensus
algorithm
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Figure 1: Hash pointer structure of blockchain

2.1. Consensus Algorithms

The consensus algorithm is the way through
which the nodes belonging to a blockchain
ecosystem coordinate themselves and agree on
the publication of a new block on the chain.
Such algorithms can be classified depending on
the principles they are based on.

We focus on Proof of Stake (PoS) and Proof
of Work (PoW). The first is used by Bitcoin
among the others and nodes, in order to pub-
lish a block, give a solution to a computation-
ally difficult task, which usually is finding the
number which concatenated with the block and
hashed returns a string whose leading number of
zeroes is higher than a certain threshold. Such
block is then broadcasted and added to the local
copy of the blockchain and if two or more nodes
generate a block at the same time both blocks
are stored. The longest chain will be preserved
becoming the real blockchain.

For what PoS is concerned, the block publisher
is chosen based among the validators on a
pseudorandom combination of the stake a node
has and other parameters. A committee cho-
sen depending on the stake of the nodes then
decides if the proposed block can be considered
valid or not. In order for the block to be ac-
cepted as valid, the majority of the members
have to agree on it.

A variant of PoS is the Delegated Proof of Stake
(dPoS), where, the nodes define some valida-
tors which can behave as their delegates after
a voting procedure. The rewards for publishing
a block are then shared by the proposers with all
of the nominator pool which are backing them.
Nodes can be then split between voters (all the
nodes belonging to the network, the ones which
are voting), validators (nodes which are elected

by the voters as possible block proposers) and
proposers (nodes which in a certain time frame
can produce blocks).

3. Blockchain Environmental
Sustainability: a State-of-
the-Art overview

A commonly agreed definition of the term sus-
tainability refers to what the UN has proposed
as a combination of different perspectives [13].
The term sustainability covers 17 different de-
velopment goals. In particular, the goal of the
environmental sustainability (number 13) is:

"Take urgent action to combat climate
change and its impacts"

Since the beginning, such technology was devel-
oped not taking into consideration its sustain-
ability, rather focusing on the fact that it could
work in a proper way. In fact, it was designed
as an energy-crunching technology with the us-
age of Proof of Work as a consensus algorithm,
starting with Bitcoin and then with the other
main ledgers. Studies have been slowly carried
out on blockchain consumption and carbon foot-
print, as in [11], some of which concluded that
blockchains could be considered as a threat to
the Paris Agreement [12].

That is mainly due to the technical difficulties of
the exercise the proposers have to solve, due to
the properties of hash functions: the only way
to find a solution is through brute-forcing.

The order of magnitude of such a huge power
consumption has been investigated by many sci-
entists. Such studies tried to estimate a power
consumption of blockchains like Bitcoin [11]
based on their location [9, 11] — estimates by
different studies are shown in Figure 2 — and
some highlighted how PoW is the most ener-
getically inefficient consensus algorithm [4] and
concluded that .

Not only, some claimed that Bitcoin was already
consuming more than Portugal and Singapore
and that by analyzing the average annual con-
sumption per US household, Bitcoin is consum-
ing the equivalent of a household’s annual en-
ergy needs every four seconds [3]. Even though
some considered switching to a greener mining
algorithm, most of blockchain consensus algo-
rithms and of the newest blockchains are based
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Figure 2: Power Consumption and Carbon

Emission Estimates in Previous Studies by [11]
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Figure 3: Shares of blockchain main algorithms
in 2018 - by [5]

on PoW consensuses [5] — as shown in Figure 3.
Since mining should be economically feasible,
mining facilities of PoW-based blockchains are
located in places around the world where the
cost to get the energy is the lowest possible. Of
course, such a choice does not translate in hav-
ing the most sustainable power sources. Before
the chinese crypto ban most miners were then
located in China. Such ban though, brought
many side-effects: miners are being transported
to Kazakhstan and Canada, being run by using
fossil-fuels or natural gas, resulting then in a
greater impact on the emissions, but also, since
the mining equipment in such region was the
most efficient one, impacts on emissions even
more.

A partial possible solution to that may be to use
some exercises which solve practical problems,
thus resulting, on average, in a lower power con-
sumption, since they would already need to be
solved.

4. Green dPoS

Our solution, namely a Green dPoS or Green-
chain, is focusing on three key points:

Reduce the number of actors involved in

performing the computation required to

validate a block as suggested by the choice

of dPoS.

Execute useful and practical tasks for the

validation of the block.

Select validators driven by environmental

considerations such as Carbon Credits and

Green Certificates, which allow us to have

a better estimate of the carbon footprint of

such an ecosystem.
The reasons behind the choice of dPoS is
twofold: it is a collaborative framework rather
than competitive like PoW and it allows a demo-
cratic representation of all nodes.
The problems we propose to solve are proposed
by a the Task Proposers, nodes which need to
solve some practical problems. As for the latter,
we theorized a Green Factor (GF) as a way of
weighting the impact a node has on the environ-
ment itself. Such a factor stimulates the nodes
to become greener and greener. This happens
because the algorithm should run in such a way
that the delegates are chosen depending on mea-
sures related to their environmental sustainabil-
ity. As we said, such a measure should take into
account both the Carbon Credits (CC) and the
Green Certificates (GC) according to the follow-
ing equation:

> >
GF(n) = Wi + Wi (1)
i2GC(n) j2cc(n)

where GC(n) and CC(n) respectively represent
the set of GCs and CCs associated with node n
and wj and wj their weights, respectively.

Such a choice would allow us to both have
greener energy to be used by the nodes in our
network and to have a more accurate overall ap-
proximation of the blockchain carbon footprint.
The tasks can be classified either as solved or
unsolved, depending on the number of solu-
tions the Task Proposer gathered: they are
solved when the number of solutions proposed
are greater or equal to threshold defined in the
moment of the challenge proposal, unsolved oth-
erwise. Such solutions are given when it is pro-
posed and confirmed: the overall solution will
be evaluated statistically when the number of



solutions collected is higher than the threshold
and its solution will be used as a test to check
the behavior of the nodes. Such an approach
was inspired by both the CAPTCHA [14] and
PoX (Proof of eXercise) which can be found in
[10].

We defined a model in which time is divided be-
tween epoch and timeslots, as shown in Figure
4 above. Epochs are the basic time units within
our blockchain: in such time frame block pro-
posers (or publishers) can propose a block to the
validators, which are elected at the beginning of
each epoch in a fixed number. Within the end
of the timeslot they have to confirm such blocks.
In Figure 5 can be seen all the actors involved
in our protocol.

5. Results

The validation was split in two parts: first, we
defined an energetic model of our algorithm; sec-
ond, we ran multiple simulations which were
then analyzed to highlight the different behav-
iors Bitcoin and Greenchain have and how the
different parameter tuning can influence the be-
havior of the latter.

5.1. Energetic Model

The energetic model is organized around the five
main stages which are relevant to the consensus
algorithm:

Nomination of Validators;

Challenge Execution;

Block Proposal;

Misbehavior Slashing;

Coordination Mechanism.

The total energy of the blockchain can be de-

fined as the sum, over the total execution time

of the energetic contribution of each stage.

We assume that in the considered epoch Ep:
the number of nominators is #nom and the
number of validators is Vgp
the number of challenges in a block are
CHEgp
the execution time of the stage i is At and
an epoch lasts Tgp
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Figure 4: Time division scheme

Figure 5: Actors identified in the model

the challenge execution time is the same for

each node and is tex

the power P! spend by each node in stage

i is the same, but in general it is true that

Pi6 Pl withi6j

the challenges are equally distributed

among unsolved and solved in each node.
Given the assumptions, the total spent energy
in an epoch in the nomination stage is defined
by Equation 2.

By defining = % as the ratio of the average

power to retrieve and execute a challenge and
P(c2S) as the probability that the challenge
¢ has been solved, the average energy spent in
an epoch in executing a challenge is defined by
Equation 3.

_ P _
B =Vep CHept (1) oo, P(€2S) to PR (3)

Then, passing on to the block proposal en-
ergy, the average energy spent by the nodes
in proposing a block is given by Equation 4,
where P TPmomt is the power spent on average
by a node in managing the Transaction Pool
Erx and Ec respectively are the average en-
ergy spent for sending the block and the energy
spent to confirm the block.

E‘E;Op _ VEp P TPmgmt TEp + VEp ETX + EC (4)

About the average slashing energy, this can be
defined as follows:

) _ P )
ESISN = Vep Pi(B2Bwmep) Echek 1y Pi (B'2 Bwigp kiBmip) (5)

Such a value considers both the probability
that a wvalidator misbehaved when publish-
ing or validating a block B represented by
Pi (B 2 Bm:ep), where Bpm;gp is set of blocks
validated in epoch j where at least a valida-
tor misbehave, on the energy spent to check
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