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Abstract

The rise of quantum computing poses a threat to the most widely used public-key cryp-
tographic systems, such as RSA and Elliptic Curve Cryptography, whose security can be
compromised by quantum algorithms such as Shor’s algorithm. In this context, Post-
Quantum Cryptography aims to develop cryptographic primitives that are resistant to
both classical and quantum attacks. Among the various families of post-quantum so-
lutions, code-based cryptography bases its security on the computational difficulty of
decoding linear codes, such as General Decoding Problem and Syndrome Decoding Prob-
lem. The Information Set Decoding algorithms represent the main class of attacks used
to evaluate the practical security of such systems. However, existing analyses primarily
consider the serial case, ignoring the possibility that an adversary might exploit parallel

computing resources to accelerate the attack.

This thesis addresses this gap by designing and integrating the parallelization of the well-
known Information Set Decoding algorithms within the CryptAttackTester framework,
which provides a formalized environment for the quantitative analysis of cryptographic
attacks based on a Boolean circuit computational model. In particular, a parallel variant
of the isd1 algorithm, called isd1_parallel, has been designed and implemented, which
distributes the computation across a network of concurrent machines following Bernstein’s

parallel brute-force model.

An experimental campaign conducted over sets of parameters compares isdl_parallel
against its serial counterpart in terms of depth speedup, area-time product, and secu-
rity margin. The results show that, while parallelism can significantly reduce the circuit
depth of an Information Set Decoding attack, the parameters maintain a robust security
margin compliant with the required levels, confirming that the attack complexity remains

exponential even under the parallel circuit model.

Keywords: post-quantum cryptography; code-based cryptography; information set de-
coding; parallelization; CryptAttackTester
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Abstract in lingua italiana

L’avvento dell’informatica quantistica rappresenta una minaccia per i sistemi crittografici
a chiave pubblica piu diffusi, come RSA e Elliptic Curve Cryptography, la cui sicurezza
puo essere compromessa da algoritmi quantistici quali ’algoritmo di Shor. In questo con-
testo, la Post-Quantum Cryptography mira a sviluppare primitive crittografiche resistenti
ad attacchi sia classici che quantistici. Tra le varie famiglie di soluzioni post-quantistiche,
la crittografia basata su codici fonda la propria sicurezza sulla difficolta computazionale di
decodificare codici lineari, quali General Decoding Problem e Syndrome Decoding Prob-
lem. Gli algoritmi Information Set Decoding rappresentano la principale classe di attacchi
per valutare la sicurezza pratica di tali sistemi. Tuttavia, le analisi esistenti considerano
prevalentemente il caso seriale, ignorando la possibilita che un avversario sfrutti risorse

di calcolo parallele per accelerare I'attacco.

La presente tesi colma questa lacuna progettando e integrando la parallelizzazione dei ben
noti algoritmi Information Set Decoding all’interno del framework CryptAttackTester,
che fornisce un ambiente formalizzato per 'analisi quantitativa degli attacchi crittografici
basata su un modello computazionale a circuiti booleani. In particolare, é stata progettata
e implementata una variante parallela dell’algoritmo isd1, denominata isd1_parallel,
che distribuisce il calcolo su una rete di macchine concorrenti seguendo il modello di forza

bruta parallela di Bernstein.

Una campagna sperimentale condotta su diverse combinazioni di parametri mette a con-
fronto isd1_parallel con la sua controparte seriale in termini di accelerazione della
profondita, prodotto area-tempo e margine di sicurezza. I risultati mostrano che, sebbene
il parallelismo possa ridurre significativamente la profondita del circuito di un attacco
Information Set Decoding, i parametri mantengono un margine di sicurezza robusto e
conforme ai livelli richiesti, confermando che la complessita dell’attacco rimane esponen-

ziale anche nel modello di circuito parallelo.

Parole chiave: crittografia post-quantistica; crittografia basata su codici; information

set decoding; parallelizzazione; CryptAttackTester
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Introduction

In recent years, the rapid advances in the field of quantum computing have posed a real
and imminent threat to the security of current cryptographic infrastructures. The most
widely used public-key systems today, such as Rivest, Shamir, Adleman (RSA) [39] and El-
liptic Curve Cryptography (ECC) [33], base their security on the computational difficulty
of factoring large integers or computing discrete logarithms over finite groups. However,
there are quantum algorithms capable of solving these problems in polynomial time, the
best known of which is Shor’s algorithm [44], effectively rendering these systems vulner-
able in the event of an adversary possessing a sufficiently powerful quantum computer.
In addition to this direct threat, there is the paradigm known as harvest now, decrypt
later, whereby an adversary with substantial storage capacity can intercept and store
communications encrypted with classical algorithms today, with the aim of decrypting
them retrospectively in the future as soon as they have access to suitable quantum hard-
ware. This prospect makes the immediate adoption of quantum-resistant cryptosystems

a matter of urgency.

In this scenario, the scientific community has turned its attention to Post-Quantum Cryp-
tography (PQC), that is, the study of cryptographic systems resistant to attacks from both
classical and quantum computers. Among the families of post-quantum cryptosystems,
code-based cryptography is one of the most promising and widely studied. The security
of these cryptosystems, the forerunner of which is the McEliece algorithm |32], is based
on the computational difficulty of solving the General Decoding Problem (GDP) or the
Syndrome Decoding Problem (SDP) [6], problems for which no quantum algorithms are
yet known that can significantly reduce the complexity of an attack. Although the keys
used by these cryptosystems are of large size, these systems are among the strongest can-
didates in the standardization process initiated by National Institute of Standards and
Technology (NIST) for PQC.

The security of a cryptosystem does not depend solely on the theoretical difficulty of
the underlying problem, but also on its practical resistance to the best-known attack
algorithms. The practical security of the parameters chosen for these cryptosystems is

assessed by measuring the effectiveness of the best-known attack algorithms currently
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available, which belong to the Information Set Decoding (ISD) family. These algorithms
were introduced by Prange [38| and progressively refined over the decades; they aim to
solve the SDP more efficiently than exhaustive search, and their analysis is fundamental to
determining the security parameters of code-based cryptosystems. However, most existing
analyses of these algorithms consider only the serial case, ignoring the possibility that an
adversary may have distributed computational resources and could exploit parallelism to

accelerate the attack.

This thesis forms part of this broader context of security evaluation, with the aim of
assessing whether, and to what extent, the introduction of parallelism can reduce the
execution times of ISD algorithms. In particular, the aim is to integrate parallelism within
the CryptAttackTester (CAT) [9] framework, which provides a formalized environment for
the quantitative analysis of cryptographic attacks based on a Boolean circuit computation
model. Within this framework, a parallel version of the serial algorithm isd1, named
isd1_parallel, has been designed and integrated; this attack algorithm distributes the
computation of certain phases across a network of concurrent machines, following the
approach proposed by Bernstein in [8]. To compare the implemented parallel algorithm
with its serial counterpart in CAT, an experimental campaign was conducted using five
sets of candidate parameters from the NIST, which allowed for a direct comparison of the

performance of these two algorithms.

The thesis is organized into five chapters, structured as follows. Chapter 1 provides
the theoretical foundations necessary for understanding the work: the fundamentals of
cryptography, the family of two-dimensional sorting networks used in the parallel imple-
mentation, the concept of [8], coding theory, code-based cryptosystems and their main
applications (the cryptosystems of McEliece [32] and Niederreiter [34]), and the CAT
framework with its computational model and architecture. Chapter 2 describes the ISD
algorithms implemented in CAT. It describes the high-level structure common to all vari-
ants, and the three variants present in the framework (isd0, isd1 and isd2), which differ
from one another in the search phase. These three algorithms implement variants of the
ISD attacks by Prange [38], Lee-Brickell [27], Leon [28], Ball-Collision [12]|, Dumer [17],
Stern [46], May-Meurer-Thomae (MMT) [31] and Becker-Joux-May-Meurer (BJMM) [5].
Chapter 3 presents the main contribution of the thesis: the design and implementation of
the parallel version of the isd1 attack, named isd1_parallel, within CAT. The chapter
analyses the opportunities for parallelization in the ISD algorithms, describing the paral-
lelization strategy adopted and detailing the implementation of the three phases that make
up the parallel version of the algorithm. Chapter 4 presents the experimental campaign

for isd1_parallel, comparing it with its original serial counterpart, isd1. The chapter
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describes the methodology and approach adopted during the experiment, the strategy for
selecting the parameters to be tested, and the results obtained for each configuration of
the tested parameters. Chapter 5 draws the conclusions of the work, summarizing the

main results and outlining possible directions for future research.
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]_ ‘ Background and
State-of-the-Art

This chapter will provide the theoretical foundations necessary for understanding this
work. First, the notation and typographical conventions used in this work will be pre-
sented. The cryptographic fundamentals will then be described, covering both private-key
and public-key systems. Next, we will cover the essential concepts of coding theory that
underpin code-based cryptosystems, code-based cryptographic systems and their main
examples, namely the McEliece [32] and Niederreiter [34] cryptosystems. Attention will
then shift to the family of two-dimensional sorting networks relevant to the parallel im-
plementation developed in this thesis. Finally, the CAT framework [9] will be described,
along with its computational model, architecture and the problem underlying ISD attacks

in this framework.

1.1. Notation

This section defines the symbols and typographical conventions used in this work. Unless

otherwise specified, the rules listed below apply.

Scalar variables are denoted by lowercase roman letters (e.g., a), while random variable

are denoted by calligraphic-faced uppercase roman letters (e.g., A).

Vectors are lowercase boldface roman letters (e.g., v), a subvector is denoted using the
same notation as the vector, with the indices specifying the selected elements written as
subscripts (e.g., Vyi, .}, Vo)), While an element of the vector is represented by lowercase
roman letters with the index written as a subscript (e.g., v;). Unless otherwise stated,
vectors are assumed to be row vectors; consequently, column vectors are denoted by the

use of the transpose operator (e.g., vT).

Matrices are uppercase roman letters (e.g., M), a row of the matrix is represented as a
vector, written in lowercase boldface roman letters, with the row index as a subscript

followed by a colon indicating all the columns in the row (e.g., m; .)), a column of the
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matrix is represented as a vector, written in lowercase boldface roman letters, with the
column index as a subscript followed by a colon indicating all the rows in the column
(e.g., mz’j)), a submatrix is denoted using the same notation as the matrix, with indices
specifying the selected rows and columns (e.g., Mg, i}, (k,...w})s M({ij}, 1)), While an ele-
ment of the matrix is represented by lowercase roman letters with the index written as a
subscript (e.g., my, j)). Unless otherwise specified, the identity matrix is denoted by the

uppercase letter I with the dimension as a subscript (e.g., I,,,).

Sets are denoted by boldface uppercase roman letters (e.g., S), while notable sets are

employed as blackboard-bold typeface (e.g., Z, IF,).

Functions are lowercase roman letters (e.g., f).

1.2. Fundamentals of Cryptography

Cryptography is the practice of using techniques to ensure the security of communica-
tions between two parties over an insecure channel, a channel that can be intercepted
and tampered with by a malicious party. It provides the mathematical and algorithmic
foundations necessary to ensure the confidentiality, integrity, authentication, and non-

repudiation of messages.

To this end, cryptographic schemes transform a plaintext message, readable by anyone,
into a ciphertext message, which is unreadable to anyone not authorized to read it. These
schemes fall into two categories: private-key systems, also known as symmetric-key sys-

tems, and public-key systems, also known as asymmetric-key systems.

1.2.1. Private-Key Cryptosystem

A private-key cryptosystem, also known as a symmetric-key cryptosystem, is based on
the assumption that the two parties involved in the communication, traditionally referred
to as Alice and Bob, have previously agreed on a secret key, denoted as k € K. This key
is the fundamental element used to encrypt and decrypt the messages exchanged between

the two parties.

When Alice needs to send a message, m € M, to Bob, she must encrypt the plaintext
message. To do so, she uses the encryption function (encryption), which, using the shared
key k, transforms the plaintext message m into ciphertext ¢ = encryption(m,k)e C.
Now that the message m has been transformed into the ciphertext ¢, it can be transmitted

over an insecure channel.
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Once Bob receives a message from Alice, he must recover the plaintext message, m, from
the received ciphertext, c. To derive the plaintext from the ciphertext, Bob must apply the
decryption function (decryption), which, using the same key k, transforms the ciphertext

into the plaintext sent by Alice, m = decryption(c, k)€ M.

For the cryptosystem to be correct, the consistency property must hold for every key k

and message m, decryption(encryption(m,k), k)= m.

The security level of private-key cryptosystems depends strictly on the bit length of the
secret key k € K shared between the parties. In modern contexts, to ensure an adequate
level of security against brute-force attacks, it is recommended to use keys with a length
of A € {128,192,256} bits. This implies that an attacker would need to make an average

of 2* attempts before recovering the correct key.

Among the most efficient and secure private-key cryptosystems currently available are
Advanced Encryption Standard (AES) [36] and ChaCha20 |7]. Over the years, both of
these cryptosystems have been subjected to numerous cryptanalytic attacks and have
demonstrated excellent security levels; for this reason, they are widely used in numerous

practical applications.

1.2.2. Public-Key Cryptosystem

A public-key cryptosystem, also known as an asymmetric cryptosystem, is based on the
use of a pair of distinct keys for each party involved in the communication. Unlike private-
key cryptosystems, this type of cryptosystem allows for secure communication between

parties without the need to have previously agreed upon and shared a secret key.

The two keys required for public-key cryptosystems are the private-key kp,ipaze and the
public-key kpupic. The key pair must be generated independently by each party. The
private-key is used exclusively by its owner and must not be disclosed to anyone, while

the public-key must be made available to the other participants in the communication.

When Alice needs to send a message, m € M, to Bob, she must first obtain Bob’s public-
key, kfublic, and use it to encrypt the message. To encrypt the message m, Alice uses the
encryption function (encryption), which transforms the plaintext message into ciphertext

¢ = encryption(m, k.)€ C. Now that the message m has been transformed into the

ciphertext ¢, it can be transmitted over an insecure channel.

Once Bob receives a message from Alice, he must recover the plaintext message, m, from
the received ciphertext, c. To derive the plaintext from the ciphertext, Bob must apply the

decryption function (decryption), which, using his private-key, transforms the ciphertext
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into the plaintext message sent by Alice, m = decryption(c )e M.

) kpBrivate
For the cryptosystem to be correct, the consistency property must hold for every key pair

(Kprivates Kpublic) and message m, decryption(encryption(m, kpupic), Kprivate) = M.

The security of public-key cryptosystems does not depend exclusively on the length of
the key, but rather on the computational difficulty of specific mathematical problems. In
particular, this family of cryptosystems uses one-way trapdoor functions, that is, functions
that are easy to compute in one direction but computationally difficult to invert without
additional information, represented by the private-key. Among the main mathematical
problems used as the basis for public-key cryptosystems are the factorization of large
integers, on which the RSA [39] cryptosystem is based, the discrete logarithm problem
over finite groups used by the Diffie-Hellman [15] and ElGamal [20] cryptosystems, or the
discrete logarithm problem over elliptic curves used by ECC [33], which allows for high

levels of security with small key sizes.

The security of these cryptosystems stems from the computational complexity required
to solve the problems listed above, for which no efficient polynomial-time algorithms are
yet known on classical computers. Consequently, an attacker attempting to derive the
private-key from the public-key faces a computationally infeasible problem with current

technologies.

Public-key cryptosystems are widely used in numerous modern security protocols; how-
ever, due to their greater computational complexity compared to private-key cryptosys-
tems, they are often used in combination with the latter in hybrid schemes. In such
schemes, public-key cryptography is employed to securely establish a shared symmetric

key, which is subsequently used to efficiently encrypt messages.

Security Notions In modern cryptography, the security of a public-key cryptosys-
tem is formally evaluated against specific adversary models and goals. Among these,
the capability of an adversary to withstand inversion attacks under active monitoring is

fundamental.

Definition 1.2.1 (One-Wayness under Chosen Plaintext Attack). The One- Wayness un-
der Chosen Plaintext Attack (OW-CPA) is a security concept relating to public-key cryp-
tosystems. An attacker knows the public-key and the ciphertext ¢ € C of a message m € M
generated randomly using the public-key. The attacker’s objective is to find the message

m that generated the ciphertext c.



1| Background and State-of-the-Art 9

1.3. Sorting Network

A sorting network is a fixed-structure comparison network that sorts a sequence of n el-
ements using a predetermined set of Compare-and-Swap (CAS) operations, regardless of
the values of the input elements. A CAS operation consists of comparing two elements,
a and b, located respectively at the ¢-th and j-th positions in the input sequence, and
swapping the two elements if the comparison is positive. Unlike traditional sorting algo-
rithms, where the execution flow of the algorithm depends on the results of comparisons
between elements, sorting networks always execute the same predetermined sequence of

CAS operations, without ever skipping one based on the value of the elements.

Formally, a sorting network operates on n wires, each of which carries an element, and
uses a CAS operations between two wires. The sequence of CAS is fixed, determined in
advance for a sequence of size n, and completely defines the behavior of the network. A
sorting network is correct if, for every permutation of the n input elements, it produces
an ordered sequence as output. To verify the correctness of a sorting network, the 0-1
Principle |23] is used: it suffices to verify that the network can correctly sort all 2" binary

sequences of length n to determine that it correctly sorts any sequence of n elements.

The two fundamental metrics for evaluating a sorting network are: the total number of
CAS required to implement the network, C'(n), and the depth of the network, i.e. the
maximum number of sequential CAS operations along any path from the first to the last

operation, T'(n).

This work focuses on two-dimensional sorting networks, designed to operate on a mesh of
n x n concurrent machines, where each machine communicates exclusively with its four
immediate neighbors (north, south, west and east). This structure lends itself naturally
to exploiting the intrinsic parallelism of mesh architectures, in which CAS operations

between adjacent machines can be executed simultaneously.

For these architectures, the theoretical lower bound on depth is T'(n?) > 2n — 2 steps,
i.e. the minimum number of moves required to move an element from the bottom-right
corner to the top-left corner of the mesh. This number was subsequently improved by

Kunde [25], who that any sorting network on an n x n mesh must satisfy

T(n*) >3n—V2n -3 (1.1)

meaning that no algorithm, however optimized, can sort an n x n mesh in fewer steps

than this quantity establishes.
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Table 1.1: Complexity of two-dimensional sorting networks

Sorting Network C(n?) T (n?)
2D odd-even transposition sort O(n?) O(n?)
n’logyn | 3,3  n?logyn _
Shearsort 2 %312 +n 2 nlog,n + 3n — 2

5 3
Ind+3n2 —In? —3n2 +

Rotatesort 2 2 19% 2 10n + 5y/n + 11
4-way mergesort 4n?® — 2n?log, n — 4n? ™ —6
LS3-sort 4n® — In%logy n — 4n? 9n —9

3,25, 9.2
n® + $nt —sn“logyn —

13,2 3n 4 22n1 — 18

3n-sort of Schnorr and Shamir

Table 1.1 provides an overview of the computational complexity of all sorting network
discussed in this section, in terms of number of CAS C(-) and depth T'(-).

1.3.1. 2D Odd-Even Transposition Sort

The 2D odd-even transposition sort is the simplest algorithm for sorting two-dimensional
arrays, but it is very slow, T'(n?) = O(n?). The idea of Odd-Even Transposition Sort
(OETS) |23] is generalized to two-dimensional arrays in a straightforward way. The
elements are not just compared with their right and left neighbors, but also with their

upper and lower neighbors.

In the one-dimensional algorithm, m elements are arranged across m comparator stages.
In each comparator stage, all inputs in odd-numbered positions, or all those in even-

numbered positions, are compared with their neighbors; the odd and even comparator
m(m—1) m(m—1)
2 2

stages alternate, requiring C'(m) = comparators and T'(m) = steps.

In the two-dimensional version, the algorithm operates on a n x n mesh and executes a
fixed sequence of phases, alternating between row steps and column steps. In a row step,
each row independently performs a stage of OETS between horizontally adjacent elements;
whereas in a column step, each column independently performs a stage of OETS between
vertically adjacent elements. Within each row or column step, odd and even OETS step

alternate as in one-dimensional case. Applying the one-dimensional complexity to each
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Input: M € Z™*™: the unsorted matrix

Output: M’ € Z"*": the sorted matrix

M «— M

for 7 < 0 to n? — 1 do

for i <~ 0ton—1do

if 2 mod 2 =0 then

m’(; . < oets0ddStep(m’(;.), 4SC) // apply OETS to the row in
ascending order

m’(; ) < oetsEvenStep(m’(; ., 45C) // apply OETS to the row in
ascending order

else

m’(; . < oets0ddStep(m’(;.), DESC) // apply OETS to the row in
descending order

m'(; ) < oetsEvenStep(m’(; ., DESC) // apply OETS to the row in
descending order

for j < 0ton—1do
m’g: 0y oetsOddStep(m/g: PYRELD m’{: n e oetsEvenStep(m’g: PYR.ELD

return )M’

Algorithm 1.1: 2D odd-even transposition sort algorithm

of the n rows and n columns, the total number of comparators is C(n?) = O(n*), while
the depth is T'(n?) = O(n?). The full procedure is detailed in Algorithm 1.1.

1.3.2. Shearsort

Shearsort [40] is a two-dimensional sorting network that alternates between row-sorting
and column-sorting phases, requiring a total of log, n iterations. Each iteration has two
phases: the row sorting phase followed by the column sorting phase. Each row is sorted
independently using OETS [23]; even-numbered rows are sorted in ascending order (from
left to right) whilst odd-numbered rows are sorted in descending order (from right to
left); conversely, each column is sorted independently using OETS in ascending order.
After log, n such iterations, at most one dirty row remains, which is resolved by a final

additional row-sorting step. The full procedure is detailed in Algorithm 1.2.

After sorting the rows in the first stage, we obtain § rows sorted left-to-right and § rows
sorted right-to-left. In the column-sorting stage, each pair of these sorted rows is merged
into at least one correct row. Therefore, after the first iteration, the mesh consists of some
correct rows and an unsorted region comprising at most § rows. In the second iteration,
every two rows of the unsorted area are again combined into at least one correct row.
Therefore, after the second iteration, the unsorted area consists of at most 7 rows, and so

on. After log, n iterations, at most one row may remain that is not completely ordered.
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Input: M € Z™*™: the unsorted matrix
Output: M’ € Z"*": the sorted matrix
M «~— M
for k£ < 0 to log,n — 1 do
fori<+ 0ton—1do
if 2 mod 2 = 0 then
‘ m’(; .y < sort(m’(; ), 45C) // sort the row in ascending order
else
‘ m’(; ) < sort(m’(; .y, DESC) // sort the row in descending order
for j < 0ton—1do
‘ m/g:7j) + sort (m’gm), 45C)
fori+ 0ton—1do
if i mod 2 = 0 then
‘ m'(; ) < sort(m’(; ., 4SC) // sort the row in ascending order
else
‘ m’(; .y < sort(m’(; ., DESC) // sort the row in descending order
return M’

Algorithm 1.2: Shearsort algorithm

In the final additional step, the last remaining row is ordered, and the entire mesh is then

ordered.

In each iteration, the height of the unsorted region is halved. This means that sorting a
column containing an unsorted region of length k requires k steps of the OETS. Summing
over all log, n iterations, the total number of steps for column sorting is n+4 +---+2 =

2n —2. Adding the nlog, n steps for row sorting and the final n steps yields Equation 1.2.

T(n*) =nlogyn +3n — 2 (1.2)
and the number of comparators required:

3 2
oy _ nlogyn 3 5 nilogyn 5o,
C(n)——2 +2n — 3" +n (1.3)

n(n—1)
5 -

which is given by the product T'(n?)

1.3.3. Rotatesort

Rotatesort [30] is a two-dimensional sorting network based on three basic operations:
balance, unblock and shear. The n xn mesh is divided into vertical slices of size n x \/n,

horizontal slices of size \/n x n and blocks of size \/n x y/n. Unless otherwise specified,

m(m—1)

all sorting of rows and columns uses OETS [23], which requires =3

comparators to
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Input: S € Z+*VF: the unsorted vertical slice

Output: S’ € Z+VE: the sorted vertical slice

Data: T € ZF*VE: the temporary matrix used to rotate the rows
Jorig € Z: the final position in the column where the element is to be inserted
during the row sorting phase

S+ S

for j « 0to vk —1do

‘ s’{:,j) — sort(s’gzvj))
T+ S
for i<~ 0to k—1do
for j < 0to vk —1do

jorig — (] - (Z mod \/E) + \/E> mod \/E
S/(ivj) — t(iajorig)
for j < 0to vk —1do
T T
‘ s < sort (s (:’j))

return S’
Algorithm 1.3: Balance algorithm

sort an array of size m.

The balance operation is applied to the vertical slices, n x y/n, and consists of three steps:

sorting the columns, rotating the rows (i.e. each row i is rotated by i mod y/n positions),

and sorting the columns again. Sorting the columns takes n steps and requires \/ﬁ@

comparators to sort a vertical slice, but as there are \/n vertical slices, so v/n (ﬁ@)

are required. Rotating the rows takes \/n steps to complete and requires no comparators,
as it is simply a predefined permutation. Finally, sorting the columns takes n steps and
requires a total of /n rows, \/n (\/ﬁ@) comparators, as before. The function is

shown in detail in Algorithm 1.3.

The unblock operation is applied to the entire mesh, n x n, and serves to distribute
the elements of each block across the full width of the mesh; it consists of two steps:

rotating the rows, where each row i is rotated by i\/n mod n positions, and sorting the

n

2
. . . n(nfl) .
a permutation, whereas sorting the columns requires n steps and n——— comparisons.

columns. Rotating the rows requires 2 steps but no comparators, as it involves applying

The function is shown in detail in Algorithm 1.4.

The final operation, shear, is also applied to the entire mesh, and first sorts the rows
in alternating directions (i.e. even-numbered rows in ascending order and odd-numbered

rows in descending order), and then sorts the columns, as shown in Algorithm 1.5.

Rotatesort uses the three basic operations to sort the entire mesh: it applies balance to
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Input: M € Z"*": the unsorted matrix
Output: M’ € Z"": the matrix after unblock operation
Data: T € Z™*™: the temporary matrix used to rotate the rows
Jorig € Z:: the final position in the column where the element is to be inserted
during the row sorting phase
M «— M
T+ M
for i <~ 0ton—1do
for j < 0ton—1do
Jorig < (J — (1v/n mod n) +n) mod n
(i, 3) = Ui, oriy)
for j < 0ton—1do
‘ m’aj) — sort(m’gz,j))
return M’
Algorithm 1.4: Unblock algorithm

Input: M € Z™™: the unsorted matrix
Output: M’ € Z™": the matrix after shear operation
M« M
fori+ 0ton—1do

if i mod 2 = 0 then

‘ m’(; .y < sort(m’(; ), 4SC) // sort the row in ascending order

else

‘ m'(; ) < sort(m’(; .y, DESC) // sort the row in descending order
for j < 0ton—1do
‘ m’aj) — sort(m’zz’j), 45C)
return M’
Algorithm 1.5: Shear algorithm

the vertical slices, applies unblock, applies balance to the horizontal slices (treating it
as if it were a vertical slice, i.e., operating on its transposition), applies unblock again,

performs the shear operation three times. The full procedure is detailed in Algorithm 1.6.

n(n—1)

2
sort the rows and columns; since only a constant number of unsorted rows remain, the

number of steps required is 6 + 3 + 2, which corresponds to n <6(62_1) + 3(32_1) + 2(22_1))

comparators. Finally sorts all remaining rows that requires n steps and n@ compara-

Applying the shear operation three times requires 3n steps and 3n comparators to

tors.

The number of steps required to fully sort an n x n mesh using this sorting network is

T(n*) =10n+5vn +11 (1.4)
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Input: M € Z"*": the unsorted matrix
Output: M’ € Z"*": the sorted matrix
Data: s € Z: the first column of the slice
e € Z: the last column of the slice
T € Z"*V™: the temporary matrix used to store the result of the balance
operation on the rows (balance operates on vertical slices, so horizontal slices
must be transposed)
M+~ M
for f < 0to /n—1do
s f-vn
e s+yvn—1
M'(. s, . < balance(M'(.
M’ < unblock (M)
for f < 0to /n—1do
s f-vn
e+ s+yvn—1
T + balance(M’gs
M,(s,“.,e,:) —TIT
M’ + unblock (M")
M' + shear (M’)
M' < shear (M’)
M' + shear (M’)
for i < 0 ton—1do
‘ m’(i’:) — sort(m’(ivz))
return M’

e))

IR

)

yeeeyCy

Algorithm 1.6: Rotatesort algorithm

The number of comparators required by this sorting network, using OETS as the under-
lying sorting primitive for both rows and columns, is
9

3 9, 3
C(n?) = Sn*+ §n% -5 - §n% +19n (1.5)

1.3.4. 4-Way Mergesort

The 4-way mergesort [41] is a two-dimensional sorting network that recursively uses a
4wayMerge procedure to sort an n X n mesh. The network is based on the concept of

roughly sorted mesh.

Definition 1.3.1 (Roughly Sorted Array). An n X n array is considered roughly sorted
of it is sufficient to sort the rows to obtain a fully sorted mesh, i.e. if each element of the

mesh 1s already in the correct row within the array.
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Input: M € Z"*": the unsorted matrix
Output: M’ € Z"*": the sorted matrix
M «— M
M’ < roughsort (M")
for i < 0ton—1do
‘ m’(i7:) < sort (m’(i7:))
return M’
Algorithm 1.7: 4-way mergesort algorithm

Input: M € Z"**: the unsorted matrix
Output: M’ € Z¥**: the roughly sorted matrix

M «— M
if £k > 1 then
M/<0 77777 K10,k 1) — roughsort(M (0 _____ k_q 0’_._%_1))
M’<0 gk k1) € roughsort(]\/[’(O k| k k—l))
9 2 72 *y 9 72 72 7777
M’<& k1,05 1) — roughsort(M’(ﬁ k—1.0 k_l))
29y s Useenyy 29y s Useens g
M/(% et ) <—roughsort(M’(§, Py ,k_l))
M’ + 4wayMerge (M)
return M’

Algorithm 1.8: Roughsort algorithm

The 4-way mergesort algorithm uses the roughsort function to bring the mesh into a
roughly sorted state, and then simply sorts the rows of the mesh to achieve the complete

sort, as shown in Algorithm 1.7.

The roughsort function, shown in Algorithm 1.8, brings an n x n mesh to a roughly
sorted state by recursively calling itself on the four sub-blocks, and then merging the

roughly sorted sub-blocks using the 4wayMerge function.

Given an n x n mesh with the four § x & sub-quadrants roughly sorted, the 4wayMerge
function produces a fully roughly sorted n x n mesh by applying the following steps in
sequence: it sorts the rows of each sub-quadrant (in ascending order for the top two
quadrants and descending order for the bottom two), sorts the columns of the entire
mesh, sorts the rows (odd-numbered rows in ascending order and even-numbered rows in

descending order), and finally sorts the columns again, as shown in Algorithm 1.9.

Here are the details of the number of steps and comparators required to implement the
4wayMerge function for a mesh k£ x k. The first step is to sort the rows of each sub-block;
a total of £ 5 steps and 2/@%(%_1) comparators are required; to sort the columns, k steps
and kEE=D k 1 comparators are required; to sort the rows alternately, k steps and f k=D k L

comparators are required; finally, to sort the columns again, only 7 steps are requlred,
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Input: M € Z¥**: the matrix, whose four £ x £-submatrices are roughly sorted

Output: M’ € Z***: the roughly sorted matrix

M «— M

fori+0tok—1do

if 1 < 5 then
/

M ( 9’ 72

submatrix in the top-left corner in ascending order
M’( )£ sort(M( ASC) // sort the rows of the

o 1) — Sort(M/(i,o,.‘.,gq)f ASC) // sort the rows of the

iy Gk —1 ik—1)?

submatrix in the top- rlght corner in ascending order
else

/!
M (4,0, 51
submatrix in the bottom-left corner in descending order

M’(727 1) — sort(M( k1) DESC) // sort the rows of the

submatrix in the bottom right corner in descending order
for j < 0tok—1do

‘ m’}z e sort(m(
for 1< 0to k—1do
if ¢ mod 2 # 0 then
‘ m’(; .y < sort(m’(; ), 4SC) // sort the row in ascending order
else
‘ m’'(; .y < sort(m’(; ., DESC) // sort the row in descending order
for j < 0to k—1do

IT IT
‘ m' sort (m (:,j))

)% sort(]\/[’(iO k1) DESC) // sort the rows of the
I 7"'72

))

J

return M’
Algorithm 1.9: 4-way merge algorithm

because each column consists of two sorted sequences intermixed with one another, whilst

the number of comparators required is kk(k DY

The roughsort function is a recursive function which, at the end of the recursion, uses the
n 2 n
(2)'(r2-)
1
comparators. Finally, 4-way mergesort apphes a sort to the rows of the mesh after calling

4wayMerge function; it therefore requires Y.%2" ' 32 steps and Y %" 4!

roughsort, which requires n steps and n" ) additional comparators.

The number of steps required to sort an n x n mesh is:
T(n?) =Tn—6 (1.6)

The number of comparators required to implement the sorting network, assuming that
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each row and column is sorted using OETS [23], is:

C(n?) = 4n® — 2n’log, n — 4n? (1.7)

1.3.5. LS3-Sort

L.S3-sort [26] is a two-dimensional sorting network based on the LS3Merge algorithm,

which merges four ordered sub-meshes into a single globally ordered mesh.

Definition 1.3.2 (Perfect Shuffle). A perfect shuffle is a deterministic permutation in
which a sequence is divided into two exactly equal halves and shuffled perfectly, alternating

one element from each half.

The LS3Merge algorithm globally sorts a k£ x k& mesh that has four sub-blocks, g X g,
which are already sorted, by applying the following steps: the perfect shuffle is applied
along all rows, the double columns, each containing 2k elements, are sorted as a single
sequence in snake-like order, and finally 2k OETS [23] steps are applied to the entire mesh

in snake-like order. The full procedure is shown in Algorithm 1.10.

The LS3-sort algorithm recursively calls itself on the four sub-blocks that make up the
mesh to sort them locally and finally, via the LS3Merge function, sorts the mesh globally,
as shown in Algorithm 1.11.

Here are the details of the number of steps and comparators required to implement the
LS3Merge function for a mesh k& x k. The first step is the shuffle along the rows that
requires g steps and no comparators, as the shuffle is merely a permutation. The second

k 2k(2k—1)
d 2 2

step is the sorting of each double column that requires 2k steps an comparators.

Finally, to perform the 2k OETS steps, 2k’“2—2 comparators are required.

The LS3-sort function is recursive which, at the end of the recursion, calls the LS3Merge

2 n
S : logyn—19 n logon—1 i (37) (43:—1)
function; it therefore requires i—0 537 steps and > i—0 4 3 comparators.

The depth required to sort an n x n mesh, and thus the number of steps required, is:
T(n®) =9n—9 (1.8)
The number of comparators required to implement this sorting network are:

1
C(n?) = 4n® — §n2 log, n — 4n” (1.9)
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Input: M € ZF*%: the matrix, whose g x E_submatrices are sorted

Output: M’ € ZF**: the sorted matrix ’
Data: v + Z%*: the double column
t € Z**: the flattened matrix
idx € 7Z: the index used in the matrix-to-vector transformation

1 M+« M
2 fori< 0tok—1do

[21]
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‘ m’(@:) — shuffle(m’(l-,:))
// sort each double column in snake-like direction
for j < 0 to g—l do
v+0
fori< 0to k—1do
v; =M/ (5, 25)
Vok—1—i m/(i,2j+1)
v < sort(v)
for i< 0to k—1do
m/(i, 2j) < Vi

m/(i, 2j+1) < V2k—1—i
// flatten the matrix
t«< 0

idx < 0

fori< 0tok—1do

if i mod 2 = 0 then

for j < 0to k—1do
tidz < ™5, )3
idxr + idx + 1;
else
for j < k—1to 0do
tia < M’ (i, 43
idx < idr + 1;

~

/ apply 2k OETS-steps to the snake
for s~ 0to k—1do
t + oets0ddStep(t)
t < oetsEvenStep(t)
// map back the flattend matrix into matrix
idx < 0
for i < 0to k—1do
if i mod 2 = 0 then

for j < 0to k—1do

‘ m'(m) — tide idx < idr + 1

else
for j < k—1to 0do

‘ m/(m-) < tige tdx < idx + 1
return M’

Algorithm 1.10: LS3-merge algorithm

19
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Input: M € Z™*™: the unsorted matrix
Output: M’ € Z"*": the sorted matrix

M+ M
if n > 1 then
M/(o,...,g—l,o,...,gq) — 133S°rt(M/(o,...,g—l,o,...,g—l))
/ !/
M (0. 21,2, n-1) < 1s3Sort (M (0,...,%—1,%,...,71—1))
/ !/
M (2,..n=1,0,..,2-1) < 1s3Sort (M (g,...,n—1,o,...,g—1))
]\4,(E ne1,2,.n-1) — :|.SBSO].”‘t(]\4/(2 et m n_1>)
PR IR 20 IR
M' + LS3Merge (M)
return M’

Algorithm 1.11: LS3-sort algorithm

1.3.6. 3n-Sort of Schnorr and Shamir

The 3n-sort of Schnorr and Shamir [43] is a two-dimensional sorting network that achieves
an optimal time complexity of T'(n?) = 3n + O(n). This network has optimal time

complexity as it is the closest to the theoretical lower bound Equation 1.1 demonstrated
by Kunde [25].

The n x n mesh is decomposed into vertical slices of size n x n%, horizontal slices of
size ni x n and blocks of size n x ni. The algorithm proceeds as follows: the blocks
are sorted, the n%—way unshuffle is applied along the rows, the blocks are sorted again,
the columns are sorted, the vertical slices are sorted, the rows are sorted in alternating
directions (even-numbered rows in ascending order and odd-numbered rows in descending
order), and finally, ni OETS [23]| passes are applied to the mesh. The full procedure is
detailed in Algorithm 1.12.

Definition 1.3.3 (k-Way Unshuffle). The k-way unshuffie is a permutation defined as the
distribution of a sequence of n elements amongst k distinct sets, and can be represented

as:
n 1
2i > (i mod k {—] : 1.10
w: i+ (i mod k) - —I—{nJ (1.10)
The k-way unshuffle requires that k divides n and is the exact mathematical inverse of the

k-way perfect shuffle.

The number of steps and the number of comparators required to implement this sorting
network will now be examined in detail. OETS is used to sort the rows and columns,

whilst 4-way mergesort [41] is used to sort the blocks.
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Input: M € Z™*™: the unsorted matrix
Output: M’ € Z™X™: the sorted matrix
.2 .
Data: t € Z*": the flattened matrix
idx € Z: the index used in the matrix-to-vector transformation
M’ «— M
// sort the blocks using 4-way mergesort
3
b+ n4
1
for i <+~ 0tond4d —1do
1
for j < 0Oton4d —1do
Tstart < 1 b
Tend < (1+1)b—1
Cstart < J b
Cend <= (I +1)b—1
’ ’
(Fatart> > Tends Cstart s Ceng) < HrayMergesort (M’
for i <~ 0 ton —1do
1
m’(; .y + kilayUnshutfle(m’(; ), n4)
// sort the blocks using 4-way mergesort
3
b+ n4
1
for i <~ 0ton4 —1do
1
for j « 0ton4d —1do
Tstart < 1 b
Tend < (t+1)b—1
Cstart < J b
Cend <~ (F+1)b—1
’
M (Tstart: - Tend» Cstart -
for j « O ton —1do
‘ m'T «— sort(m'T )
G, 3) (¢, 3)
for f + 0 to /n—1do
s+ f-/n
e+ s+vn—1
1\4/(; 5,..e) & sortVerticalSlice(]\/I/(:_ see))
for i < 0 ton —1do
if i mod 2 = 0 then
‘ ml(i, 5 — sort(m/(i_ 2 45¢) // sort the row in ascending order

’
) <— 4wayMergesort (M (retart,

“end

else

‘ m/(i” 5 — sort(rn/(iY L DESC) // sort the row in descending order
// flatten the matrix
t« 0
idx < 0
for i < 0 to k — 1 do
if i mod 2 = 0 then
for j < Oto k—1do
tide < m’(i,j);
idx < idx + 1;

else

for j < k—1to 0do
tide < m' (i, 5y
idx < idxz + 1;

3
// apply m4 OETS-steps to the snake
3

for f + 0 to %7ldo
t < oets0ddStep(t)
t < oetsEvenStep(t)
// map back the flattend matrix into matrix
idx < 0
for i <~ 0 to k — 1 do
if i mod 2 = 0 then
for j <~ Oto k—1do
| ™', )« tide ide  dde+1
else
for j < k—1to 0do
| m(, ) < tide ide — idz + 1

!
return M

Algorithm 1.12: 3n-sort of Schnorr and Shamir algorithm

Sorting the blocks requires ni —6 steps and

NG

n

start>- - Tend>

- Tend>

Cstart

Cstart

cscend)

cscend))

N N ) N
4 (n%> -2 (n%> log, n% — ; (n%>

21

(1.11)

comparators; performing the ni—way unshuffle along the rows requires n steps and no

comparators, as it is simply a permutation. To sort the columns, n steps and n

n(n—1)

2
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comparators are required; to sort the vertical slices, ni—6 steps and

ot (4 (n7) 2 (0F) oy = 5 (n7)) (112)

. . . 1
comparators are required, because they contain a region of only n1 unsorted rows (for
example, by sorting the blocks and subsequently the vertically overlapping blocks of ni
rows). Then, to sort the rows using OETS, n steps and n@ comparators are required.

Finally, to perform the ni OETS steps, n%”Z—Q comparators are required.

The depth required to sort an n x n mesh, and thus the number of steps required, is:
T(n?) = 3n+22n1 — 18 (1.13)

The number of comparators required to implement this sorting network are:

25 1 9
C(n*) =n’+ ?nf — §n2 log, n — 13n? (1.14)

1.4. The Parallel Brute-Force Model

In 8], Bernstein identifies and criticizes a widespread methodological error in the crypto-
graphic literature: the security of a cryptosystem is typically assessed by considering only
attacks using a big sequential machine, ignoring the possibility that an adversary might
have access to a huge amount of cheap small computing resources. Consequently, an
attack algorithm by exploiting these resources, could prove more effective than its serial

counterpart.

Although Bernstein formulates his criticism in the specific context of exhaustive AES [36]
key search, the resulting methodological principle is general: a suitably designed parallel
machine can be superior to a serial machine of comparable cost in terms of both execution

speed and cost-performance ratio.

1.4.1. The Problem Analyzed

The context chosen by Bernstein in [8] is the exhaustive search for keys to the AES
cipher [36], formulated as follows. Let m € M be a fixed and public plaintext, and let
n ciphertexts be given (in [8] n = 2!%), obtained using the same plaintext with different
keys kq, ..., k, € K. The objective of the problem is to find the keys based on knowledge
of the plaintext m € M and the ciphertexts ¢y, ..., c,.
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Key-

% Search

Circuit

Figure 1.1: Key-Search Machine

The key point of the problem is that the n keys have been used to encrypt the same
plaintext m € M. This structure of the problem allows the attacker to construct com-
putation chains, which, by propagating through repeated application, can yield multiple
target keys within the same computation. The attacker does not know the keys, but
knows the plaintext m € M and the n ciphertexts ¢y, ..., c,, through which the keys can
be deduced.

1.4.2. The Parallel Machine

Bernstein designs a parallel machine to reduce the inefficiency of serial attacks against this
problem (Subsection 1.4.1). The machine consists of p key-search circuits (in [8] p = 23%)
arranged in a two-dimensional mesh of size /p x |/p, where each circuit is connected only
to its four immediate neighbors (north, south, west and east) in the mesh. Each circuit
operates autonomously and is equipped with its own local memory in which to store 2*

results.

This architecture reflects the characteristics of realistic dedicated hardware: an Application-
Specific Integrated Circuit (ASIC) where long-distance communication is costly, and
therefore local connectivity is the only viable form of communication on a large scale.
The total cost of the machine is proportional to the number of circuits p and the cost of

each Boolean operation performed within it.

The general structure of the machine is shown in Figure 1.1, whilst the detailed internal
structure of each circuit, with particular attention to the buffer used to store partial

results, is shown in Figure 1.2.
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buffer buffer

| Key-Search
! Circuit

Figure 1.2: Key-Search Circuit with the Buffer

The attack implemented on the parallel machine consists of three main phases: the local

computation phase, the global sorting phase and the collision search phase.

1.4.3. Local Computation Phase

During the local computation phase, the mesh’s circuits operate in parallel to explore the
key space. The aim of this phase is to produce, for each input provided, the final value

of the corresponding computation chain.

Key-Search Circuit The key-search circuit is the basic component of the machine,

which implements the chain function z(B, ¢, s) defined recursively as:

2(B,0,s) =s (1.15)
z2(B,q+1,s) = 2(B,q,aes(m, s ® (B || n))) (1.16)

where B is a 96 bit random string fixed a priori and identical for all circuits, n represents
the length the chain must have, s is the current state of the chain, and and the aes(:,
-) function takes as parameters the message to be encrypted and the key to be used
for encryption. The chain function z(-) produces a chain of length n by consecutively

applying the AES cipher [36], starting from the initial value s.

The Inputs Provided to the Parallel Machine At the start of the attack, the

232

attacker selects a seed B € F3® and distributes 2% inputs amongst the 232 circuits (each

receiving 2% inputs to fill its local memory). The inputs are divided into two categories.

In type 1, there are 23¢ — 233 random inputs of the form (B, 2%, r;), where r; represents a
different 128 bit random string for each input. Each r; is the starting point of a chain of
223 steps, and the 2% intermediate values represent the key attempts explored from that

input.
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Type 2 consists of 233 target inputs: for each of the 2'° ciphertexts, ci, ..., c,, 2%° distinct
inputs (B,0,¢), ..., (B,2% —1,¢) are generated, for a total of 2122 = 233 target inputs.

Parallel Execution Once all the input data to be computed has been obtained, all 232
circuits execute the chain function in parallel on their respective 2% inputs, producing the

final values in a time equivalent to approximately 223 2* = 227 AES evaluations.

The reason why the type 2 inputs are set to all possible values of n, from 0 to 2% — 1,
is as follows. If the type 1 chain starting from r; passes through a state s at step n such
that s @ (B || n) = k;, then we have that:

2(B,2% r;) = 2(B,n, ¢;) (1.17)

that is, the final values of the two chains collide. By inserting all possible n starting points
for the target chains, it is guaranteed that, whatever the step at which the random chain
encounters k;, there will exist a target input whose final value coincides with that of the

random chain, making the collision detectable after sorting.

1.4.4. Global Sorting Phase

232 236

At the end of the local computation phase, the circuits produced a total of results.
These values must be sorted globally so that collisions can be searched for. The sorting is
performed directly on the two-dimensional \/p X /p mesh using the LS3-sort algorithm
[26], which requires 22* CAS steps to sort 23¢ elements, a negligible cost compared to the

227 steps of the computation phase.

1.4.5. Collision Search Phase

The collision search is not a separate phase, but takes place during the global sorting
phase. Every CAS operation between two adjacent elements in the mesh does not merely
compare the values to determine the order, but also checks whether the two elements are
identical. Tf, during a CAS, two identical final values are detected, one from a random
chain generated from r; and one from a target chain generated from c;, then the sorting
is halted and the chain of r; is recalculated step by step, until an intermediate value s is
found such that:

encryption(s @ (B || n)) =¢; (1.18)

At that point, the found key k; = s @ (B || n) is returned, and the sort continues.
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1.4.6. Success Probability

The probability that the parallel machine will find a specific target key, for example &y,
in a single run can be estimated as follows. The parallel machine studied previously, with
p = 232 parallel machines, each with a memory capable of holding 2* elements, generates
236 random chains of length 223, for a total of 2°° intermediate results. If at least one of
these results matches the target key, kq, the machine will find the key. The probability of

this event is:

259
Prfind k1| = — = 1.1
I'[ n 1] |K| ( 9)
259
=279 (1.21)

To increase the probability of success, the machine can be run multiple times, for example
r = 2° times, with different choices of the parameter B; in this way, the probability

increases to:

Prifind &y in r runs] = Pr{find k] - r = (1.22)
=279.2° = (1.23)
=270 (1.24)

In the problem analyses by Bernstein, n = 2!° keys must be searched for; the probability

of finding at least one is:

Prifind a key] = Prlfind k1] - n = (1.25)
=27%. 210 = (1.26)
=27 (1.27)

1.4.7. Comparison of Parallel and Serial Machines

Bernstein compares the parallel machine described above with a serial version that utilizes

a time-memory trade-off, implemented, e.g., using Oechslin’s rainbow tables [35].

The serial machine computes the same 23¢ chain of length 223, now sequentially, using
approximately 2°? AES [36] evaluations, which is about 232 times slower than the parallel
machine, which completes the same operations in just 227 evaluations. However, the serial
machine is not 232 times cheaper: it does not have 232 key-search circuits, but only one,

236

yet it requires the same amount of memory to store the results, and its overall cost is
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comparable to that of the parallel machine.

The structural drawback of the serial version is an excess of memory relative to compu-
tational capacity, as a large amount of memory remains idle whilst waiting for a single
processor, which utilizes it sequentially. This imbalance is not a marginal issue, but is
intrinsic to the serial model; indeed, increasing the size of the machine to improve perfor-
mance proportionally worsens the imbalance, as memory grows linearly with the size of

the machine whilst computational capacity remains that of a single circuit.

In contrast, in a parallel machine, the computational load is distributed evenly across
all p circuits, each of which works autonomously on its own portion of local memory.
There is therefore no structural bottleneck: increasing the number of circuits improves
performance linearly without degrading the ratio between computational capacity and

available memory.

From these analyses, Bernstein concludes that any cryptographic analysis must not be
limited to comparing a new attack with the best known serial attack, but must also

consider parallel variants.

1.5. Code-based Cryptosystem

Code-based cryptography is one of the most extensively studied families within the field
of PQC. The scientific interest in these cryptosystems stems from recent developments
in the field of quantum computing, which threaten the security of the most widely used
public-key cryptosystems. Current standard cryptosystems, in fact, base their security on
the computational difficulty of solving complex mathematical problems such as the fac-
torization of large integers (RSA [39]) or the calculation of discrete logarithms over finite
fields (Diffie-Hellman [15]) or elliptic curves (ECC [33]). Although these problems are
computationally impossible to solve for a classical computer (i.e. there are no algorithms
capable of solving them in polynomial time), with the advent of quantum computers, it
is possible to implement algorithms that can solve these problems in polynomial time;
one example is the algorithm proposed by Peter Shor in 1994 [44|, rendering current

cryptosystems obsolete.

A further critical issue is the harvest now, decrypt later paradigm: an attacker can inter-
cept and store communications encrypted using classical algorithms, with the intention of
decrypting them later once suitable quantum hardware becomes available. This prospect
necessitates the immediate adoption of quantum-resistant solutions to ensure the long-

term confidentiality of sensitive data and critical infrastructure.
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In this scenario, code-based cryptography stands out for the robustness of its theoretical
foundations. The idea of using error-correcting codes not for their traditional purpose
(protecting signals from noise in telecommunications), but as the basis for a public-key
cryptosystem, is attributed to Robert McEliece [32]. The principle underlying code-based
cryptosystems lies in the intrinsic difficulty of problems related to linear code theory, in
particular the GDP and SDP. Unlike number theory problems, which have been used in
cryptography to date, there are no known standard or quantum algorithms capable of
drastically reducing the complexity of decoding a generic linear code; this ensures that
these systems remain highly secure even against adversaries with quantum computational

capabilities.

From an operational perspective, code-based cryptosystems use error-correcting codes
with an efficient algebraic structure, known only to the legitimate receiver, which is appro-
priately concealed within the public-key so as to appear indistinguishable from a random
code. In summary, at a high level, the encryption and decryption process is as follows.
During the encryption phase, the sender encodes the message by intentionally introduc-
ing a controlled error vector. To decrypt the received message, the receiver must use
their knowledge of the code’s secret structure to correct the error and recover the original

message.

The main advantage of code-based cryptosystems lies in their robustness, which stems
from decades of cryptographic research and analysis on the subject. Historically, how-
ever, their widespread standardized adoption has been limited by the large size of public-
keys, which are significantly larger than those used by the RSA and ECC cryptosystems

currently in use.

The recent standardization process promoted by NIST in the field of PQC has renewed
academic and industrial interest in this family of algorithms, with several code-based

cryptosystems now among the leading candidates for PQC.

1.5.1. Coding Theory

Coding theory is a branch of theoretical computer science and applied mathematics that
focuses on studying methods designed to ensure the integrity and reliability of transmis-
sions over channels affected by noise. This theory originated in the context of digital
communications; it provides the theoretical framework necessary for designing codes ca-
pable of identifying and correcting errors that occur during the transmission of a message

over a channel.

The fundamental principle upon which the entire theory is based consists of introducing
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controlled redundancy into the original message to be transmitted. Through systematic
encoding, the message is transformed into a codeword belonging to a structured set. This
encoding operation endows the message with specific algebraic and metric properties,
which allow the receiver to decode the message, thereby detect the presence of errors,

and, within certain predefined limits, unambiguously reconstruct the original message.

Let M be the message space and C the codeword space. The encoding function maps
each message m € M to a codeword ¢ € C. The codeword is transmitted over a noisy
channel; the codeword c is perturbed by a vector e, so the receiver will receive the
codeword r = ¢ + e. At this point, the receiver must decode the received message by
recovering the original message m from the received codeword r. The effectiveness of the
decoding operation depends on the error-correcting capacity of the code used, defined by

its minimum distance and its structural properties.

In the context of this discussion, the focus is on binary linear codes, a family of codes
that possesses algebraic properties making them suitable for efficient implementations.

These codes also form the fundamental core of code-based cryptography.

Definition 1.5.1 (Lincar Code). A linear code C[n, k| of length n and dimension k is a
linear subspace C with dimension k of the vector space By, where IF, is the finite field with
q elements.

The elements of C[n, k| are called codeword, c € [Fy;. The parameter n is the code length,
the number of transmitted symbols, and k is the code dimension, the number of pure
information symbols. The transmission rate is defined as r :== % and measures the code’s

efficiency.

If the finite field of definition is the two-element (Galois field, denoted by Fs, the code is
called a binary linear code. In this context, the elements of the code are vectors whose

components belong to the alphabet {0, 1}.

Definition 1.5.2 (Generator Matrix). A generator matriz G € IF';X” is a matriz whose

rows form a basis for a linear code.

The codewords are all the linear combinations of the rows of the generator matrix; in

other words, the linear code is the space of the rows of its generator matrix.

The encoding operation maps the message space IF’; onto the codeword space Fj. This
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process is formalized by a linear injective map:

Cin) : Fi — F7 (1.28)
m — ¢ (1.29)

For the mapping between messages and their corresponding code words to be injective,
the encoding function ¢y, ;) must be defined by a generator matrix G € F’;X”. This matrix
must have full rank, rank (G) = k, which ensures that its rows are linearly independent and
form a basis for the linear subspace C[n, k]. In this way, the k-dimensional message space
is faithfully mapped onto a k-dimensional subspace within the n-dimensional ambient

space, preserving the integrity of the information during the encoding process.

It is important to note that the generator matrix G for a given linear code C[n, k] is not
unique: any set of k linearly independent vectors belonging to C[n, k| can serve as a basis
and, therefore, constitute a valid generator matrix. However, regardless of the choice of
basis, all generator matrices of the same C[n, k| code necessarily share the same rank k,

which is equal to the dimension of the subspace.
To generate a codeword ¢ € F from a message m € IF’;, we proceed via the vector-matrix
product:

c=mG (1.30)

Definition 1.5.3 (Dual Code). Let a linear code Cln, k|, the dual code is defined as:
Ctn,n—k] ={x€F}|x-c=0,VYcel[nk]} (1.31)

The operation x - ¢ is the scalar product defined as x - ¢ := Z?:_ol ZiC;.

Definition 1.5.4 (Parity-Check Matrix). A parity-check matric H € Fén_k)xn of a linear

code C[n, k| is a generator matriz of the dual code C*+[n,n — k|,

From the definition of the parity-check matrix, it is possible derive that a vector ¢ € Fy

is a codeword if and only if Hc™ = 0.

The relationship between the generator matrix G € IF’;X” and the parity-check matrix
H e IFZ”“X” is defined by the orthogonality condition between the code and its dual.

Since each row of G is, by definition, a codeword of C[n, k|, it must belong to the kernel
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space of H. This property is formalized by the identity:

GHT =0, 0eF>h (1.32)

This relationship allows for an immediate construction of one matrix from the other when
the code is represented in systematic form. If the generator matrix is expressed as G =
[Ik A} € IF’;X” the parity-check matrix can be easily represented as H = [—AT In,k] €
Fy e,

Definition 1.5.5 (Syndrome). Let H € Fén_k)xn the parity-check matriz of the linear

code C[n, k], a syndrome s € FI™" of a vector x € F}! is:
ST = Hx' (1.33)

The vector x € [ 18 a codeword if and only if the syndrome s =0, 0 € JFZ*’“.

Definition 1.5.6 (Hamming Distance). The Hamming distance between two equal-length
vector is the number of positions at which the corresponding symbols are different. Let

x,y € Fy" the Hamming distance is:
dn (x,y) = [{i | zi # yi}| (1.34)

Definition 1.5.7 (Hamming Weigth). The Hamming weight of a vector is the number of

elements that are different from the zero. Let x € F' the Hamming weight is:
HW (x) = |{i | i # 0} (1.35)

The Hamming weight of a vector x € F}" is equivalent to the Hamming distance from the
zero vector of the same length HW (x) = dy, (x,0), 0 € Fy?

Definition 1.5.8 (Minimum Distance of a Linear Code). The minimum distance of a

linear code C[n, k] is:
d(C[n, k]) == min{dy (c1,c2) | c1,c2 € C[n, k] A c1 # ca} (1.36)

Henceforth, a linear code C of length n, dimension £ and minimum distance d will be
denoted as C[n, k, dJ.
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For linear codes, due to the property of closure under addition, the minimum distance is

equivalent to the minimum Hamming weight of any non-zero codeword:

d(Cln,k]) = min HW (c) (1.37)

ceCln,k],c#0

The minimum distance of a linear code is the parameter that determines the number of
errors the code can correct; the greater the minimum distance, the greater the number of

errors the code can correct. Specifically, a linear code can detect up to d(C[n, k]) —1 errors

and correct up to t = L%J errors. Moreover, the number of detectable errors are
q¢" —q".
A central issue in coding theory is the trade-off between the coding rate r = % and

the error-correction capacity d = d(C[n,k]) — 1. This relationship is subject to several

theoretical limits, the most immediate of which is the Singleton bound.

Definition 1.5.9 (Singleton Bound). Let C[n, k,d|, then the mazimum number of code-

words is ¢* and the Singleton bound implies:

¢ < g (1.38)
k<n—d+1 (1.39)
d<n—k+1 (1.40)

The Singleton bound is an optimistic upper bound. It defines a region of unfeasibility
and is not a guarantee of existence; therefore, it does not guarantee that a code satisfying
the Singleton bound is actually implementable. To determine the conditions under which
the existence of a linear code is guaranteed, we must use the Gilbert-Varshamov bound,
which provides a sufficient condition for existence by identifying the parameters for which

at least one linear code is known to exist.

Definition 1.5.10 (Gilbert-Varshamov Bound). The Gilbert- Varshamov bound provides a
sufficient condition for the existence of a linear code. A linear code C[n, k, d] is guaranteed

to exist if:
d—2

n—1 ,
> ( Z. )(q — 1) < g (1.41)
i=0
In summary, the Singleton bound is a necessary condition for existence: if the code’s pa-

rameters do not satisfy it, the code is mathematically impossible. The Gilbert-Varshamov

bound, on the other hand, provides a sufficient condition: if the parameters satisfy this
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bound, the existence of at least a linear code is guaranteed. Thus, the search space for
linear codes lies between what definitely exists (the Gilbert-Varshamov bound) and what

is theoretically unattainable (the Singleton bound).

Theorem 1.1 (Error Correction for Linear Code). Let Cn, k,d] be a binary linear code,
the parity-check matriz H € F(zn_k
that sT = HeT.

)Xn, the syndrome s € T3~ and the error e € FY, such

There exist one and only one error e such that

HW (&) = w < {%J (1.42)

The Theorem 1.1 [29] guarantees that the error found matches the one used to encrypt
the message, when we solve a SDP having parity-check matrix H € IFS“’“)X” of a binary

linear code C[n, k,d], d > 2w.

Theorem 1.2 (Syndrome Invariance under Linear Transformations Error Correction for
Linear Code). Let C[n, k,d] be a binary linear code, the parity-check matriz H € ]Fén_k)xn7

the syndrome s € T3~ and the error e € F}, such that s = HeT.

anfk) X (n—k

For any non-singular matriz U € ) and any permutation matric P € F3*" the

two following SDP are equivalent to solve:
sT = He' <= 8T = Hé’ (1.43)
where 8T = UsT, H=UHP and e" = PTeT.

Proof. Consider the permuted syndrome equation 8T = He. By substituting the defini-

tions of 8, H and €, we obtain:

Hé™ = (UHP) (PTeT) = (1.44)
— UH (PPT)eT (1.45)
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Since P is a permutation matrix, PPT = [,,. Thus:

He" = UHI,e" = (1.46)
= UHe' = (1.47)
=Us' = (1.48)
=37 (1.49)

]

The Theorem 1.2 [29] provide the mathematical foundation for the ISD family of algo-
rithms. Specifically, Theorem 1.2 allows us to transform the parity-check matrix H into
a more convenient form without altering the problem. The parity-check matrix is trans-
formed into a systematic matrix; to do this, we must identify a subset of columns of the

matrix that are linearly independent. This leads to the definition of an Information Set

(IS).
Definition 1.5.11 (Information Set). Let C[n, k,d] be a binary linear code.

A set of indices I C {0,...,n — 1} is called Information Set (IS) if |I| = k and the column

of the generator matriz G € F5*™ indexed by 1 are linearly independent.

In the context of the SDP, where the parity-check matrix H € Fé”_k)xn is used, the IS
is defined equivalently via its complement. Let J = {0,...,n — 1} \ I be the Redundancy
Set (RS), with |J| = n—k. The set I is the IS if and only if the submatrix formed by the
columns of the parity-check matrix indexed by the J, H. y), has full rank:

rank (H. ) = n—k (1.50)

1.5.2. McEliece Cryptosystem

Despite its theoretical robustness, historically, this cryptosystem has not been widely
adopted due to the large size of the keys. To guarantee a minimum security level of
80 bit, the public-key must be approximately 60 kB, whilst to achieve the 256 bit security
required in modern contexts, the size rises to approximately 958kB [10]. Despite this
limitation, its invulnerability to known quantum algorithms makes it one of the most

reliable and extensively studied candidates in the PQC landscape today.

The security of the cryptosystem is based on the GDP, which has been shown to be
NP-hard [6].
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Definition 1.5.12 (General Decoding Problem). Let a generation matriz G € F5*" of a

linear code C[n, k], a Hamming weight w of the error vector e € Fy, and a vector 'y € F3.

The objective of the General Decoding Problem (GDP) is to find a message vector m € F%

and an error vector e € Fy such that

=mG +e
Y (1.51)

HW (e) < w
The security of the scheme is based on the fact that solving the GDP for a general linear
code is computationally infeasible. The most effective class of algorithms for attacking

this problem is known as ISD, which will be discussed in detail in the following sections.

In the original construction, McEliece proposed the use of binary Goppa codes; this choice
is due to their ease of generation and the availability of highly efficient decoding algo-
rithms, such as Patterson’s algorithm [37]. These codes allow the legitimate recipient
to decode messages efficiently, whilst their structure is hidden within the public-key to

prevent an attacker from exploiting it.

As a public-key cryptosystem, each user must first generate a key pair: a public-key
accessible to anyone, and a private-key, which the owner keeps secret. The key pair is
generated using the key generation primitive described in Algorithm 1.13. The public-
key consists of a public generator matrix G and the number w of errors that the code is
capable of correcting; the private-key, on the other hand, consists of a random invertible
dense scrambling matrix S, a random permutation matrix P and the code’s generator

matrix G.

To send a message m to Bob, Alice must follow the encoding and error-insertion steps
described in Algorithm 1.14. By following the steps of the encryption algorithm, the
message m is transformed into the ciphertext c, which represents a codeword of the linear
code Cln, k]. To decrypt a message c received by Alice, Bob must use his private-key to

remove the error and recover the original message, as illustrated in Algorithm 1.15.

The main advantage of this cryptosystem is the computational efficiency of encryption
and decryption, which can be reduced to simple matrix and vector multiplications and the
application of decoding algorithms. However, in addition to the aforementioned key size,
the cryptosystem suffers from significant data expansion: the resulting ciphertext is con-
siderably longer than the original message, an intrinsic characteristic of error-correcting

systems.
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Input: n € N: the code length
k < n: the code dimension
w < n: the number of errors the code can correct
Output: (Kprivate, Kpupiic): the key pair
Data: G € F5*": the generator matrix for the Goppa linear code
S € F5**: the random invertible dense scrambling matrix
P e F3*": the random permutation matrix
G € F5*": the public matrix

generate a random Goppa linear code Cn, k| that can correct w errors
derive the generator matrix G € F5*" for C[n, k]

generate a random invertible dense scrambling matrix S € F5**
generate a random permutation matrix P € Fy™"

G« SGP
kprivate A (57 P7 G)

kpublic «— (67 U))

return (kprivatev kpublic)
Algorithm 1.13: McEliece key generation algorithm

Input: k7.
m € F5: the message to encrypt
Output: y € [F}: the message encrypted

Data: e € F3: the error vector

the public-key of the receiver

$
ecFy, st. HW (e) = w

2 y < mSGP +e

return y
Algorithm 1.14: McEliece encryption algorithm

Recently, this cryptosystem has been the subject of various optimizations and variants,
due to the NIST standardization process, where the Classic McEliece variant [14] was a
finalist in the fourth round of the process but was not selected for standardization. This
variant retains the original structure of the cryptosystem, introducing optimizations in the
parameters and implementation to meet the security and interoperability requirements of

modern digital infrastructures.

1.5.3. Niederreiter cryptosystem

The Niederreiter cryptosystem, proposed in 1986 by Harald Niederreiter [34], is a variant
of the McEliece cryptosystem [32]. Although both cryptosystems are based on code
theory, the Niederreiter cryptosystem is distinguished by its use of the parity-check matriz
H e an_k)xn in place of the generator matrix G € F5". This approach, whilst equivalent
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Input: k[, .. the private-key of the receiver

y € FZ: the message to decrypt
Output: m € F%: the message decrypted
Data: y’ € F}: the unpermuted ciphertext

m’ € F%: the scrambled message

y «— yP ! =mSG +eP!
m’ < decode(G, y")
m < m’S™!
return m
Algorithm 1.15: McEliece decryption algorithm

in terms of computational security, offers advantages in terms of reducing the size of the

public-key and improving algorithmic efficiency.

The security of the cryptosystem is based on SDP, the formulation of which is compu-
tationally equivalent to the GDP discussed in relation to McEliece. This problem, like
GDP, is known to be NP-hard [6], and forms the basis of the cryptosystem’s security.

n—k)xn

Definition 1.5.13 (Syndrome Decoding Problem). Let a parity-check matriz H € ]Fg )
of al linear code C[n, k], a Hamming weight w of the error vector e € Fy, and a syndrome

vector s € Fy =",

The objective of the Syndrome Decoding Problem (SDP) is to find an error vector e € Fy
such that
sT = HeT

HW (e) <w

(1.52)

In the original version, Niederreiter proposed using generalized Reed-Solomon codes; how-
ever, as demonstrated by Vladimir Sidelnikov and Sergei Shestakov [45], such codes intro-
duce structural vulnerabilities that allow the system to be compromised. Consequently,
the original family of codes has been replaced by binary Goppa codes, bringing the ro-

bustness of the scheme into line with that of McEliece.

Niederreiter’s cryptosystem is also a public-key cryptosystem; each user must therefore
generate a key pair: one public and one private. The generation of the key pair follows a
logic similar to that of McEliece, but using the parity-check matrix instead of the generator

matrix. The key generation procedure is described in Algorithm 1.16.

The encryption process involves representing the plaintext message m as an error vector
e. To transmit the message m to Bob, Alice must first convert it into an error vector e.

This is done using a constant-weight encoding algorithm, which establishes a one-to-one
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Input: n € N: the code length
k < n: the code dimension
w < n: the number of errors the code can correct

Output: (Kprivate, Kpupiic): the key pair

Data: H € F{" ™" the parity-check matrix for the Goppa linear code
S € F{"*™M: the random invertible dense scrambling matrix
P e F3*": the random permutation matrix
He ]anik)xn: the public matrix

generate a random Goppa linear code Cn, k| that can correct w errors
(n—k)xn

derive the parity-check matrix H € F, for C[n, k|
generate a random invertible dense scrambling matrix § € F§"~"* (%)
generate a random permutation matrix P € Fy™"

H+ SHP
kprivate — (Sa P7 H)
kpublic < (]/—-\[7 w)
return (kprivatea kpublic)
Algorithm 1.16: Niederreiter key generation algorithm

Input: kJ,;.: the public-key of the receiver

m € F5: the message to encrypt
Output: s € F2~": the message encrypted
Data: e € F5: the error vector

e < constantWeigthEncoding(m)
ST« HeT
return s
Algorithm 1.17: Niederreiter encryption algorithm

correspondence between the plaintext message and the permissible error patterns. The
complete encryption process is described by Algorithm 1.17. Upon receiving the syndrome
s, Bob must derive the error vector e by solving the SDP using his own private-key and
subsequently apply a constant-weight decoding algorithm to obtain the plaintext message

sent by Alice. The decryption process is set out in Algorithm 1.18.

Compared to McEliece’s cryptosystem, Niederreiter’s cryptosystem offers a number of
advantages. In particular, the ciphertext is more compact, as it consists of a syndrome
of size n — k rather than a codeword of size n. Furthermore, this structure lends itself
naturally to the construction of digital signature schemes, in which the signature can be
interpreted as a solution to the decoding problem of an assigned syndrome. As with the
GDP, the difficulty of the SDP is fundamental to the security of the cryptosystem. State-
of-the-art attacks against this problem rely on ISD techniques. Although the problem is
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Input: k[, .. the private-key of the receiver

S € FS”“: the message to decrypt
Output: m € F%: the message decrypted
Data: s’ € F;™": the unscrambled syndrome

e’ € F3: the permuted error vector
e € [F3: the error vector

ST« S~1lsT
€' < syndromeDecode (H, s')
el « P~ leT
m < constantWeigthDecoding(e)
return m
Algorithm 1.18: Niederreiter decryption algorithm

formulated using the parity-check matrix, these algorithms maintain a similar exponential
complexity, ensuring that Niederreiter’s variant remains as robust as McEliece’s original

when appropriate parameters are selected.

1.6. CryptAttackTester

Quantitative analysis of the cost of attack algorithms against cryptographic systems is
fundamental to modern cryptography: it guides the choice of security parameters, drives
research towards more efficient attacks, and determines which cryptosystems are stan-
dardized. However, there are several examples in the literature of how these analyses are
prone to errors, which sometimes take years to detect, with concrete repercussions on the
security of cryptosystems ([42], [22], [13], [18], [16]).

The underlying problem with these incidents is that state of the art analyses of cryp-
tographic attacks are, in some cases, not formal proofs. These analyses are based on
heuristic estimates, conjectures and experimental simulations. Often, simulations are car-
ried out informally, without a precisely defined computational model or cost metric, which

makes it difficult to identify errors.

To address these challenges, in 2023, Bernstein and Chou introduced CAT [9], a soft-
ware framework designed for the highly-assurance quantification of the effectiveness of

cryptographic attacks.

The underlying idea behind CAT is to replace the informal process of analyzing cryp-
tographic attacks with a fully formalized and automatically verifiable chain. Thus, each
analysis process must formally define: the computational model and cost metric to be

used, the problem to be attacked, the attack algorithm to be used within the previously
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chosen computational model, the formula for predicting the cost and probability of success
for the attack algorithm, and, finally, simulate the attack algorithm and automatically

compare the observed cost and probability with the predicted values.

Although this approach does not yield mathematically formal proofs, a goal that is
unattainable for heuristic-based analyses, it eliminates ambiguity in the definitions and
immediately highlights the discrepancies between the predictions and the actual behav-
ior of the attack algorithm. It is important to emphasis that the comparison between
the prediction and the simulation is sufficient to detect errors arising from inconsisten-
cies between the various components of the analysis, which would have been immediately

apparent had all components been explicitly linked and automatically verifiable.

In CAT, each component of the analysis (computational model, problem, attack algorithm,
cost formula, probability formula) is defined independently and linked to the others via
explicit interfaces. Thanks to this approach, it is possible to review and scrutinies each

component separately without having to go through the entire analysis from the start.

1.6.1. Computational Model and Cost Metric

CAT uses a boolean-circuit model as its computational model, in which attack algorithms
are represented as logic circuits that transform an input bit sequence into an output bit

sequence by sequentially applying elementary logical operations.

More precisely, the circuit used by CAT is an a-bit-to-b-bit circuit, with the set of permis-

sible gates comprising all Boolean functions with at most 2 bit inputs.

Definition 1.6.1 (a-bit-to-b-bit Circuit). The a-bit-to-b-bit circuit is a circuit that con-
verts an a-bit input into a b-bit output. Internally, the circuit consists of a sequence of
gates (at least as many as b) that iteratively transform the input bits into the output bits.
The gates used in this model are all those that require zero (the constants), one or two

bits as input.

The cost metric used by CAT is the total number of one-bit or two-bit input gates used
in the a-bit-to-b-bit circuit. Therefore, the Boolean logic functions that contribute to the
cost are: NOT, AND, OR, XOR, XNOR, NAND, ANDN (a A =), ORN (—a V b) and NOR. The
constants 0 and 1, and the copy of a previously computed bit, have a cost of zero. The
cost of interconnections between gates and propagation delays are not considered in this

cost model. The 2bit gates have all the same costs.

The choice of the Boolean circuit model over the more common Random-Access Memory
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(RAM) model is motivated by the fact that CAT aims to quantify the cost of an attack
in cases where the adversary has access to fully combinatorial dedicated hardware, i.e. a
circuit designed specifically to carry out an attack against a specific problem in the most
efficient way possible. This scenario is the most relevant when considering an adversary

with substantial resources who is not constrained to using General-Purpose Processors
(GPPs) but can build ASICs optimized for the specific problem.

RAM models have a structural flaw: they assign a unit cost to random access to an array of
arbitrary size. This assumption does not hold true in reality, as in a real circuit, accessing
an array of size m requires traversing a multiplexer tree, with a cost that increases as
the size increases. As a result, RAM models are systematically further removed from the
actual cost-performance ratio than the Boolean circuit model, contrary to the common
perception that they are more realistic due to their similarity to Central Processing Unit
(CPU) instructions.

1.6.2. Architecture and Interface

CAT is implemented in C++. Internally, each attack is implemented as a meta-circuit: a
function which, given the problem parameters and the attack parameters, constructs the
corresponding circuit in the computational model described above. The bit class, defined
in bit.h, replaces the standard Boolean types. Every logical operation performed on bit-
type objects not only produces the Boolean result, but also automatically tracks the cost
of the logical operation during circuit execution; this makes the counting of operations an

integral part of circuit execution rather than a separate, error-prone step.

The CAT external interface is organized into three categories of functions that perform
specific tasks. All three categories of functions are parameterized by the problem to be
analyses, along with its parameters, and by the attack under consideration, along with

its parameters.

The first category of functions is that of predictors, which provide an analytical estimate of
the cost in terms of logic gates or of the circuit’s probability of success, without performing
any hardware synthesis. Instead, they are based on a detailed analytical model that
operates exclusively on the parameters the circuit would have if it were synthesized, and

on cryptographic parameters.

Specifically, the cost predictor calculates the exact number of logic gates required to
implement the circuit. This is achieved by taking into account, when programming the
cost predictor, the various gates required for each subcomponent, and multiplying them by

the exact number of iterations of the algorithm, avoiding crude asymptotic approximations
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in favour of a concrete assessment of resources. The success probability predictor models
the algorithm’s operational behavior as a stochastic process; this makes it possible to
instantly assess the cryptographic strength of certain parameters without the enormous

computational overhead associated with physical execution.

The second category of functions are the simulators, which perform the circuit simula-
tion and return the actual cost, the actual probability of obtaining the correct solution
(estimated over a configurable number of runs), the execution time (estimated over a
configurable number of runs), or the output calculated by the circuit. If the simulated
cost differs from the predicted cost, or the observed probability deviates by more than

10 % from the predicted probability, the simulator automatically issues an alert.

Finally, the last category consists of the explorers, which generate sequences of problem
and attack parameters on which to run the tests, and perform the search for optimal
attack parameters given the problem parameters. The goal is to assist the design of

code-based cryptosystems.

1.6.3. The Uniform Matrix Problem

The problem that CAT [9] uses as the target for ISD attacks is called uniformmatrix.

This formulation represents an instance of the SDP.

The problem is defined by a triple of parameters, namely: the length n, the dimension &
of the binary linear code, and the Hamming error weight w. CAT provides default value
ranges for these parameters targeted for the Classical McEliece [14] using a Niederreiter
structure [34], but it is possible to specify particular instances of the problem by setting

the desired values.

An instance of the problem, given the parameters, is characterized by: a matrix V €
IFén_k)Xk generated uniformly at random, representing the dense part of the parity-check
matrix H, and a syndrome s € Fg_k , generated from an error vector e € [F}, which is also

generated randomly.

In this context, the dense part of the parity-check matriz refers to the non-identity subma-

trix obtained after performing Gaussian elimination to bring the matrix into its standard

form. Formally, given a parity-check matrix H € Fg”"“”” of a linear code, it can be
mathematically transformed via a process of scrambling and permutation into a system-

atic representation, expressed as H= [V In,k].

Whilst [,,_; represents the sparse identity matrix of dimension n—£k, the submatrix V €

Fg"_k)Xk constitutes the dense part. It is defined as “dense” because, in the case of a linear
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random or pseudo-random code, its entries are uniformly distributed over Fy, meaning that
each bit has a probability of % of being non-zero. This dense submatrix concentrates the
computational complexity during the ISD routines, as it defines the linear combinations

of the syndrome equations that the adversary must solve.

In the implementation of CAT, only the dense submatrix V is used as the key repre-
sentation, rather than the entire parity-check matrix H. This choice is justified both
by mathematical redundancy and computational efficiency. Indeed, once the matrix has
been reduced to its systematic form, the identity block I, is deterministic and carries no
cryptographic entropy. Since its structure is static and implicitly known to the algorithm,

storing it is redundant. Storing the full matrix H € FS" """ would entail a huge memory

overhead. By isolating only the dense component V & Fg”_k)Xk, CAT drastically reduces

the memory required.

The objective of the problem is to solve the SDP, i.e. to find the uniformly generated

error vector, e, from the known information, (n, k,w), V and s.

The uniformmatrix problem can also be interpreted as an instance of the One-Wayness
under Chosen Plaintext Attack (OW-CPA) problem for a public-key cryptosystem, in
which the public-key is the matrix V', the encryption of the vector e produces the vector

s, and the decryption function always fails.

This formulation of the problem is simpler than the actual McEliece cryptosystem [32],
where the parity-check matrix has an additional algebraic structure derived from Goppa
codes. However, for parameters of cryptographic interest, all known methods for distin-
guishing between the two formulations are much slower than solving the SDP; this makes

uniformmatrix an equivalent target for the purposes of security analysis.

The choice to work with uniformly random matrices allows CAT to scale the problem pa-
rameters, (n, k, w), to small values whilst maintaining the same structure of the problem,
thereby making it possible to simulate and experimentally verify predictions on reduced

instances before extrapolating the results to real cryptographic parameters.
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2 ‘ The Information Set Decoding
Algorithms Implemented in
CryptAttackTester

Code-based cryptosystems derive their security from the computational difficulty of solv-
ing the GDP [6] or the SDP; as the two problems are equivalent, we will focus on analyzing

the SDP without loss of generality.

The most significant family of algorithms for attacking these two problems to date is
ISD. The aim of ISD algorithms, in solving the SDP, is to find an error e € F} given
a parity-check matrix H € Fg”*’“)” and a syndrome s € F5~" more efficiently than by

performing an exhaustive search.

ISD algorithms were originally introduced by Prange in 1962 [38]; these algorithms aim to
solve the decoding problem regardless of any specific algebraic structure of the code, which
has made them particularly relevant in the security analysis of code-based cryptosystems.
Over the years, Prange’s algorithm has undergone numerous optimizations that have

improved its performance both asymptotically and in practice.

In this chapter, we examine in detail the formalization of the ISD algorithms implemented
by the CAT framework [9]. The ISD algorithms formalized in CAT are: Prange [38], Lee-
Brickell [27], Leon [28], Ball-Collision [12], Stern [46], MMT [31] and BJMM [5]. These
ISD algorithms, are combined with the random walk technique introduced by Omura [21]

and subsequently generalized by Bernstein-Lange-Peters [11].

2.1. High-Level Information Set Decoding Algorithm

The basic idea behind every ISD algorithm is to randomly select an IS, I, and assume that
the error vector e follows a specific distribution associated with that set. The error vector
e is ideally split into two disjoint subvectors, e; € F5 and eg € IF;H“, corresponding to

the positions indexed by the IS and the RS respectively.
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Once the IS has been selected, the algorithm applies a linear transformation designed to
simplify the system of equations. Using a permutation matrix P € F;*", the columns
of the parity-check matrix H are reordered so that those corresponding to the IS occupy
the first k positions, and consequently the columns of the RS occupy the remaining n—k
positions. Subsequently, via Gaussian elimination, represented by the non-singular matrix
U € FS*% "the parity-check matrix H is brought into reduced row-echelon form:
H = [V In_k] The transformations applied to the matrix are also applied to the
syndrome, ST = UsT, and the error vector, € = PTeT. In this new representation, the
permuted error vector, €, is partitioned into two contiguous blocks: the first & elements
represent the error in the IS, €, whilst the remaining n—k represent the error in the

redundancy, €.

By applying Theorem 1.2, we can transform our original problem sT = HeT into its
equivalent form ST = H@T. Given the nature of the transformation, the equivalent parity-
check matrix is in systematic form H = [V In_k}, so we can rewrite the system as
follows:
ST = HeT (2.1)
. e’
3T — [V ]n_,c} [AST] (2.2)
(SPH
sT=Ve, T+ 1, re." (2.3)
sT=Ve +e.T (2.4)

The algorithm assumes that € has a fixed Hamming weight of p. This assumption allows
the remaining part of the error €, to be uniquely determined using the Theorem 1.1.

From the Equation 2.4 equation, we find that:
U (2.5)

The algorithm succeeds if and only if the Hamming weight of the calculated vector €g-
is w—p. If the algorithm finds an error vector that satisfies these conditions, the original

vector is reconstructed, e = eP~!.

The efficiency of ISD algorithms depends on the probability of selecting a favorable IS;
therefore, as these are probabilistic algorithms, the procedure described above is repeated

several times, selecting a new IS until a solution is found.

Table 2.1 shows all the parameters used by CAT, accompanied by a brief description and

an indication of the connection variants in which they are used.
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To provide a unified taxonomic overview of how individual ISD algorithms are represented
within CAT, Table 2.3 details the parametric configurations that characterize each his-
torical variant. The design philosophy behind the framework treats the entire spectrum
of ISD attacks not as isolated procedures, but as specific algorithmic tuning profiles of a

generalized search structure.

2.2. Attack Overview

Each ISD attack implemented in CAT [9] takes as input the attack parameters, a matrix
Ve an_k)Xk and a vector s € F 7, and returns a vector e € F}. The matrix V is used
to construct the parity-check matrix H = [VT In_k}, whilst the vector s represents the

syndrome and the vector e is an attempt to recover the error vector that generated it.

In CAT, all ISD attacks have a binary parameter, FW. If active (FW = 1), the H matrix
is extended by an additional row consisting entirely of ones, and the Hamming weight of
the error modulo 2 is added to the syndrome. This step exploits knowledge of the error
weight to impose an additional constraint on the system, reducing the dimension k by

one and consequently the search space [19].

— ‘1/ ]"1’“] (2.6)
s = [S w mod 2} (2.7)

At a high level, each attack consists of a sequence of I iterations followed by a post pro-
cessing phase. Each iteration comprises two sequential phases: the column permutation
phase and the search phase. It is important to note that both the column permutation
and post processing phases are independent of the variant of the ISD algorithm used,
whereas the search phase is specific to the variant employed. In Algorithm 2.1, we can

see the high-level structure of each ISD attack implemented in CAT.

During the search phase, we seek a permuted error vector € that satisfies the transformed
system of equations. This phase is specific to each variant of the ISD approach, and we
will examine each variant in detail later. CAT implements three families of attacks based
on the number of collision-search levels: isd0 (no collision levels), isd1l (one collision
level) and isd2 (two collision levels). During the search phase, a parameter common to
all variants, Z, is used; this reduces the number of columns in the matrix H considered
during the search phase from k+L to k+L—Z. The use of this parameter introduces a new

trade-off between computational cost and probability of success per iteration, since as Z
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Input: s € F;": the syndrome
Ve Fén_k)Xk: the dense part of the parity-check matrix
w: the Hamming weight of the error
Output: e € [}: the target error of the syndrome problem
Data: I € Z: the number of iterations
H e ]Fé"fk)m: the parity-check matrix
H € F{"™™*™ the permuted parity-check matrix
s € F3": the permuted syndrome
e € F3: the permuted error
H + [VT ]n—k]
if FW =1 then
H
H + [1]
S [s w mod 2]
fori<0toI—-1do
(f[,@, P) < columnPermutationPhase (H, [/17, S, s, 1)
@ < searchPhase(H, 8)
e < postProcessingPhase (e, P)
return e

Algorithm 2.1: High-level ISD algorithm in CAT

increases, both the computational cost, as work is carried out on a smaller submatrix,

and the probability of success per iteration, as the search space is reduced, decrease.

2.3. Column Permutation Phase

The column permutation phase transforms the matrix H into partial systematic form
by applying column permutations and partial Gaussian reduction. In this phase, the
syndrome s is permuted by applying the same permutation operations as those applied

to the parity-check matrix H.

The systematic reduction operation represents a computational bottleneck in ISD algo-
rithms due to a combination of algorithmic complexity and hardware constraints. Mathe-
matically, converting the randomly permuted parity-check matrix into its systematic form
[V ]n_k} requires the execution of Gaussian elimination, which entails a deterministic
computational complexity of O(n?) operations. Since this reduction must be repeated
at every global reset cycle whenever the current IS proves unsuccessful, the cumulative
overhead becomes high. From a hardware architecture perspective, Gaussian elimina-
tion is inherently non-local, requiring continuous global synchronization and massive XOR

operations across entire rows. Furthermore, the probability of encountering singular sub-
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Ty X

n“[ I [n“

k+L—2 Z n—k—L

Figure 2.1: The attack parameters X and y = X + YX

matrices forces the system to abort and restart the reduction, wasting clock cycles and

further limiting the overall effective speed of the attack.

To address this issue, CAT [9] employs the random walk technique, originally introduced
by Omura [21] and subsequently generalized by Bernstein-Lange-Peters [11].

The underlying idea is to abandon the classical approach, which involves sampling a com-
pletely new and independent IS at every single iteration, opting instead for an incremental
and localized modification to the parity-check matrix available in the current iteration.
Rather than discarding the entire identity block and reconstructing it from scratch via a
full Gaussian elimination, the random walk allows for a limited number of column swaps

between the current IS and a small set of candidate columns outside it.

Formally, at each incremental step a local swap is performed: a number X of columns
currently belonging to the IS is removed and replaced by an equal number X of columns
selected from a designated set of candidate columns of size y = X+ YX. Since the structural
modification is highly localized, the computational cost of updating the matrix does not
depend on the overall size of the code, but exclusively on the parameters X and y, as
shown in Figure 2.1. Since X,y < (n — k), k, the algorithmic complexity of selecting a

new IS decreases drastically compared to a full Gaussian reduction.

To organism this dynamic process efficiently, without losing the probabilistic benefits of
global randomization, the iterations are grouped into structured chains of fixed length,
the size of which is determined by the RE parameter. At the beginning of each chain, a
hard reset is triggered, in which a new initial state (IS) is generated via a Gaussian reduc-
tion. This complex operation establishes a new and mathematically valid baseline state,
albeit at a high computational cost. For the remaining iterations within the chain, the
algorithm explores the combinatorial space by performing only local swaps. By applying
only localized row operations to calculate the new pivots of the swapped columns, a valid
representation is maintained across the subsequent steps, completely bypassing a further

Gaussian reduction until the end of the chain.

However, for random walks to function efficiently, the structure of the matrix H must
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n—k ‘/
I’n—k—L n—k—L

k+L n—k—L

Figure 2.2: Partial systematic form of the parity-check matrix

support local updates without requiring a full Gaussian reduction to restore the systematic

form.

The complete systematic form, expressed as [V In,k], does not satisfy this operational
requirement. In this form, every single row of the redundancy block is rigidly tied to a
specific and unique pivot column within the identity matrix I,,_. If a local swap replaces
a column of the identity block I,,_, with a column of the dense matrix V, the identity
block is immediately compromised. The newly introduced column has non-zero elements
spread across multiple rows, invalidating the previous diagonalization of the pivots. To
eliminate these spurious elements and restore the identity block required for calculating
the syndrome equations, the algorithm would be forced to perform a complete cascade of
row reductions across the entire matrix. This would completely negate the computational
savings promised by the random walk, reducing the performance of the local update to
the cubic complexity of a standard global reset. The complete random walk procedure

used is shown in Algorithm 2.2.

To resolve this issue, CAT avoids the full systematic representation and instead adopts
the highly flexible partial systematic form, which is mathematically parameterized by an
internal window controlled by the L parameter. In this form, the matrix H takes on the

structure illustrated in Figure 2.2.

The implementation of the columnPermutationPhase function is shown in Algorithm 2.3.

2.4. Search Phase

The search phase is the computational core in which the search for error vectors with
Hamming weight w. Once the geometric structure of the code has been defined and the
problem parameters configured, the search phase aims to identify a linear combination of

columns of the parity-check matrix H capable of reconstructing the syndrome §.

In CAT [9], there are three different algorithms ISD based on the number of collision

search levels used, representing all the variants currently present in the state-of-art.
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Input: H € F én_k)m: the permuted parity-check matrix
s € F5*: the permuted syndrome
P € F3*™: the permutation matrix
i € Z: the current iteration
Output: H' € FY" ™™ the new permuted parity-check matrix
s e IFS”“: the new permuted syndrome
P e F3"*™: the permutation matrix
Data: y € Z: the dimension of the set of candidate columns to swap
P e IE‘;HL) L) the permutation matrix applied to the first block of
columns

P e ]Fé"f(kﬂ))x("f(kﬂ)): the permutation matrix applied to the second block

Y+ X+ YX

$
2 T ¢ Siie

P, < permutationMatrix(m;)

$
Ty < Snf (k+L)

5 P < permutationMatrix(my)

P<—P[P1 0 }
0 In_(r4r)

Iyyn O
P<—P[ 0 PQ]

H « HP,

9 for j<0tok+L—-1do

10

11

12

13

14

L 0
T L T
R A {0 PJ )

~T I, 0 o
5 { : PJ 5
// Gauss Jordan elimination on X rows
(Hl({Lv--vLH—l},{0,-..J<:+L+x—1})a S'{L,--.,L+X—1}) A
gaussJordanElimination(H’({L7._,’L+x,1},{O,MJHLH,H), g’{L}_..7L+X71})
(f{\’, Q) — fixSystematicForm(I/—;T\’, )
return (fl\’,sA’, P)

Algorithm 2.2: Random walk algorithm

2.4.1. Search Phase with Zero Collision Levels

isd0 is the first variant of the ISD algorithms implemented in CAT [9], and does not
use any collision level during the search phase. The attack follows the structure shown
in Section 2.2; the difference resides in the implementation of the search phase. The ISD
algorithms that fall under this variant are Prange [38] (P = 0, L = 0, Z = 0), Ball-Collision
[12] (P = 0, L > 0) Lee-Brickell [27] (P > 0, L = 0, Z = 0) and Leon [28] (P > 0, L > 0,
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Input: H € an_k)m: the permuted parity-check matrix
s € F5*: the permuted syndrome
t € Z: the current iteration
Output: H' € F{" ™ the new permuted parity-check matrix
s e Fg_k: the new permuted syndrome

P e F3"": the permutation matrix
if * mod RE # 0 then
‘ (fI\QsA’,P) — randomWalk(fAI, s, P, 1)
else
‘ (I/LI\’,E’, P) + gaussJordanElimination(PA[, s)
return (]/LI\’,SA’, P)
Algorithm 2.3: Column permutation phase

L I VUP 0 I L
n—k—L [ VDOWN VI [ n—k—L
k+L-Z Z n—k—L

Figure 2.3: Partial systematic form of the parity-check matrix for isd0

L I s
w
n—k—L Sdown

Figure 2.4: The syndrome division used in isd0

Z=0).

The parity-check matrix in partial systematic form H , obtained during the column per-
mutation phase, on which collisions will be sought, is shown in Figure 2.3, whilst the

permuted syndrome is shown in Figure 2.4.

The search phase of isd0 begins by enumerating all subsets of P columns among the first
k-+L—Z columns of matrix ﬁ, yielding the vector indexed by the IS, and the respective
partial sums are calculated by considering only the upper part of the parity-check matrix,
as shown in Equation 2.8, which represents the systematic syndrome equation (Equa-
tion 2.4) with the conventions adopted in this attack. The specific behavior of the attack

algorithm depends on the values of the parameters P and L.
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Sun' = Vypes' + 0T
PO (2.8)

/\T
— T _ ST /
Sdown = Vpown €s' + €.

The isd0 implementation introduces, for the variant relating to the Leon algorithm, the
use of a queue of size QU to manage the candidates that pass the preliminary filter. Can-
didates that pass this filter are accumulated and then processed in batches every QF - QU
checks. This mechanism introduces a trade-off between computational cost and proba-
bility of success per iteration, as reducing the queue size decreases the cost of managing
candidates but increases the probability of losing valid candidates due to potential over-

flow.

The implementation of the searchPhase function for the isd0 variant is shown in Algo-
rithm 2.4.

P =0 Tt holds that the lower part of the syndrome has a Hamming weight exactly equal

to w. The vector can therefore be represented as

6= [0 é\] (2.9)

where the two blocks have dimensions k+L and n—k—L respectively. In this case, the

systematic syndrome equation reduces to the form shown in Equation 2.11.

ST=V0 +é&5T (2.10)
ST =é" (2.11)

Furthermore, if L = 0, the isd0 algorithm implements Prange’s [38] variant of the ISD
algorithm. In this variant, it is assumed that the permuted vector €T has the first k+L—Z
positions set to zero and therefore the entire Hamming weight of the error, w, is concen-

trated in the remaining n—k—L positions.

If, on the other hand, L > 0, the Ball-Collision [12] variant is implemented: it is verified
that the upper part of the syndrome is the zero vector and that the lower part has weight

w.
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Input: He an_k)m: the permuted parity-check matrix
§ € F?": the permuted syndrome

Output: e € F3: the permuted error

Data: list: the list containing all possible vectors €g and their partial sums
queue: the queue that manage the candidates that pass the preliminary filter
timer € Z: the counter used to trigger the periodic queue flush

[a=y

Vip + ﬁ({();..7L—1}, {0,....,k+L—2—1})

2 Vbown < Hiv,...n—k—1},{0,...k+L—2—1})

3 %B Fg{o,.‘.,Lfl}

4 S(i);n < /S\{L,...,nfkfl}

5 list <+ {}

6 if L =0 then

7 list < exhaustiveEnumeration(Vpown, Sdown; P) // each list element
contains (€s, Sdown' — VDOWN €s')

8 else

9 list < exhaustiveEnumeration(Vyp, Sup, P) // each list element contains

(€s; Sup' —Vupe&sT)
10 queue < {} // |queue| = QU
11 timer < 0

12 foreach (&g, x) in list do

13 if P =0 then

14 if HW (Sqown) = w—P then

15 if L > 0 then

16 if HW (Syp) = 0 then

17 | @« [0 x| // 0€F;™ and x e Fy "

18 else

19 | @« [0 x| // 0€F5 and x e Fy"

20 if P>0AL=0 then

21 if HW (x) = w—P then

22 ‘ €<—[€S 0 x] // eASGIF];_Z,OeIF% aLndXEIFg_’LC
23 if P>0AL >0 then

24 if x =0 then

25 | queue + queue U {é5}

26 if timer mod QU - QF then

27 foreach é&; in queue do

28 el. < Saown' — Voown &

29 if HW (J) — w—P then

30 ‘ €« [eAS 0 éﬂ // & € FE*=2 0 c F% and é;s\* € Fpk-t
31 queue < {}

32 timer < timer + 1

33 return e
Algorithm 2.4: Search phase for isd0
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P >0, L =0 The ISD variant implemented by isd0 with these parameters is the

Lee-Brickell |27] variant. The permuted error vector is split into three blocks

e=la 0 & (2.12)

of dimension k+L—Z, Z and n—k—L respectively. All possible vectors €; of dimension
k+L—Z and weight P indexed by the IS are enumerated, and for each of them the corre-
sponding partial sums, which represent the vector €,-, are calculated using Equation 2.4.
Once all the elements have been obtained, for each one it is checked that the partial sum

has weight w—P; if so, a valid permuted error candidate has been found.

P > 0, L > 0 The variant implemented with these parameters is Leon’s [28]. The
parameter L represents the size of the window in the redundancy section where the error
components are assumed to be zero, so that the entire w—P contribution of the error
outside the IS lies in the remaining n—k—L positions. The vector is therefore divided into

three blocks
6= [é 0 ?} (2.13)

of dimension k+L—2Z, Z and n—k—L respectively, and the corresponding systematic syn-

drome equation is shown in Equation 2.8.

The first step consists of listing all vectors ég of weight P and dimension k+L—Z and
calculating their partial sum with respect to the upper part of H , as indicated by the first
equation of the system in Equation 2.14. Once all combinations have been obtained, the
vectors whose upper partial sum is equal to zero are placed in a queue of dimension QU.
Every QU - QF steps, the queue is checked and emptied: for each element in this queue, it
is verified whether the lower equation in the system shown in Equation 2.14 is satisfied;

if so, the candidate is accepted as a valid permuted error.

SupT = VUP é\sT + 07

) (2.14)

Sdown' = Vpown €' + g/s\*
Expected Number of Iterations It is possible to determine the expected number of
iterations required for the algorithm to find the error based on the probability of success
of a single iteration. Since each iteration is independent of the previous ones, due to the
random permutation of the columns carried out at the start of each iteration, the number
of iterations required follows a geometric distribution, and its expected value is simply

pi, where p;, is the probability of success of a single iteration.
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An upper bound for py is obtained by considering only the probability that, following the
permutation, the P errors sought within the IS all fall within the k+L—Z valid positions,

and the remaining w—P errors are found in the n—k—L positions outside the IS. Formally:

k+L—2\ (n—k—L

) ()
()

k+L—2Z
P

ps = Pr[success of a single iteration] < (2.15)

The numerator counts the number of favorable configurations: ( ) is the number of

ways in which the P errors can be distributed across the valid positions of the IS, whilst

(n—k’—L

—p ) is the number of ways in which the remaining w—P errors are distributed outside

the IS. The denominator (Z) represents the total number of possible configurations for an

error of weight w across n positions.
The expected number of iterations is at least:
)
(k,’-i—L—Z)w(n—k:—L)
P w—P

The formula represents an upper bound on pg, and consequently a lower bound on the

E(iterations) > (2.16)

expected number of iterations, because it takes into account only the geometric condition
on the error distribution, whilst ignoring all the additional constraints that, in practice,
further reduce the probability of success. Among these additional constraints that are not
taken into account are: the queue mechanism, which may discard valid candidates in the
event of an overflow; the check on the upper part of the syndrome, which requires that

Sup be the zero vector.

2.4.2. Search Phase with One Collision Level

isdl is the second variant of the ISD algorithms implemented in CAT [9], and uses
a collision level during the search phase. The attack follows the structure shown in
Section 2.2. This attack implements the attack proposed by Dumer [17]| for Z = 0 and by
Stern [46] for Z = L.

Compared to isd0, this variant introduces an enumeration technique inspired by the
meet-in-the-middle paradigm, which reduces the computational cost of the candidate enu-
meration phase. The key innovation introduced by Stern concerns the way in which the
combinations of weight P for the error term €; are enumerated. Both Lee-Brickell [27] and

Leon [28] iterated over all the combinations (*"77) to find the error that satisfied the

required constraints. Stern, on the other hand, divides the IS into two halves, each of size

PI = 2. Thus, instead of enumerating all (*7.7

5 ) combinations, Stern enumerates only
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LI Vup 3 Vup, 0 JjL

n—k—L [ VDOWN1 VDOWNQ kL [ n—k—L

k+L—-2 Z n—k—L

Figure 2.5: Partial systematic form of the parity-check matrix for isd1

((k+sz)/2
PI

four-block structure:

) combinations for each half. The permuted vector therefore takes the following

6=lem & 0 o (2.17)

where the first two blocks cover the two halves of the IS with weight PI each, €, , €, €
k+L—2Z

F, > , the third block is constrained to be the zero vector, 0 € F5 as dictated by

the windowing condition introduced by Leon, and the last is the portion of redundancy

excluded from the window with weight w—P, g’s\* € Fy—+ L,

The parity-check matrix in partial systematic form H , obtained during the column per-

mutation phase, on which collisions will be sought, is shown in Figure 2.5.

In mathematical terms, using the division between upper and lower parts introduced by
Leon, the system can be derived from the syndrome equation in systematic form obtained

by Leon (Equation 2.14), yielding:

o~ Homen T i G T .19

—_

/\T
T _ ~T /
Sdown = Vpown €s' + €.

k+L—2Z
P

and checking, for each one, the first equation of the system shown in Equation 2.18.

The filtering method applied by Leon consisted of listing all ( ) candidate €5 values

Stern, on the other hand, rather than listing all the candidates €; as a single vector,

divides them into two halves, €5, and €g,, constructing two separate lists. The first list
(k+1-2) /2
PI

Sup' — Vup, €, ', whilst the second contains all the (

) candidates of &g, with the corresponding value of the partial sum

“1 ") candidates of €, with the

corresponding partial sum Vyp, €5,7. Once the two lists have been created, collisions are

contains all (

sought between the values of the partial sums of the lists:

VUPl es1 - Sllp - VUP2 esz (219)
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which, rewritten, is equivalent to the first equation of the system in Equation 2.18.

In a standard RAM model, this meet-in-the-middle approach is typically optimized to

(k+L—z>/2>

minimize memory consumption: generally, only the first list containing the ( 1

combination of Vip, €5, is computed and stored inside an efficient lookup structure.
Subsequently, the elements of the second list are generated on-the-fly; for each newly
computed term S,p' — Vip, €5, a query is carried out in the saved lookup structure to

intercept any matching entry, bypassing the need to store both lists simultaneously.

This optimization, however, relies on three primitive operations present in a RAM model,
which are absent in the Boolean circuit model: the ability to write a value to an address-
able memory location, the ability to read it back at a later time step, and the time step
itself. A Boolean circuit is a direct sequence of gates with no feedback and no internal
state; it computes a fixed function of its inputs in a single combinatorial pass, without
any mechanism for storing intermediate results between one generated element and the
next. Consequently, the entire concept of building a list incrementally and querying it on

the fly has no combinatorial counterpart.

In this model, the only physical carrier of information is the cable. Generating a value
means instantiating the combinatorial logic that calculates it and allowing the resulting
signal to propagate; storing a list of m elements is equivalent to physically routing m
independent signal buses in parallel, each wide enough to carry one element. Both lists
must therefore be generated concurrently and kept active as active signals simultaneously,

as no sequential phase is available.

To detect collisions among these concurrently live signals, the wires carrying the elements
of both lists are fed into a single global sorting architecture, specifically, a one-dimensional
odd-even mergesort network [24]. Once the sorting network has performed all its CAS
operations, predetermined at synthesis time, any valid collision satisfying Equation 2.19
will appear in adjacent positions within the globally sorted array. A localized layer of
comparative Boolean gates connected to neighboring wires is then sufficient to isolate
the matching pairs. However, since multiple elements from both lists may share the
same partial-sum value, giving rise to a contiguous block of equal entries in the sorted
output, a single nearest-neighbor comparison is insufficient to capture all valid pairs at
the boundary of such a block. Each element must therefore be compared against its WI
closest neighbors on each side, where WI is chosen to be at least as large as the maximum
expected multiplicity of any collision value. A localized layer of comparative Boolean
gates, each connected to a window of WI neighboring wires, is then sufficient to isolate all

matching pairs.
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Input: He Fén_k)m: the permuted parity-check matrix
§ € F?": the permuted syndrome
Output: e € F3: the permuted error
Data: list: the list containing all possible vectors €g and their partial sums
queue: the queue that manage the candidates that pass the preliminary filter
timer € Z: the counter used to trigger the periodic queue flush
b1,b2 € {0, 1}: flags indicating which of the two lists the element belongs to

Vur = Hgo, 11y, {o,.. k42 1))

Vup, < H({E,.N,L—l}, {EE=2 ktL—z-1})

Vbown < H(v, .. n—k-1},{0,...k+1—-2—-1})

Sup ¢ S{0,...L-1}

Sdown = S{L,...n—k—1}

list + {}

list < exhaustiveEnumeration(Vyp,, 0O, PI) // each list element contains
(e/S\lvoT +Vup 6/5\1,0)

list < list U exhaustiveEnumeration(Vyp,, Sup, PI) // each list element contains
(e/S\zvs/ll;T — Vup, €s3,1)

list < sort (list)

queuve < {} // |queue| = QU

timer < 0

for i < 0 to size(list) do

for j < 1 to WI do

(e/s\l , X1, b1> < list[i}

(€sy,X2,b2) < list]i + j]

if b1 75 b2 then

if x; = X then

&l &l

queue <+ queue U {és}

if timer mod QU - QF then

foreach &g in queue do

€}« < Sdown — VDOWN €57
if HW (ef. ) = w—P then
‘ e+ [é\s 0 e’s*} // € GFIQH'L_Z, 0 € F% and €. EIF‘g_k_L
queue < {}
timer < timer + 1

return e
Algorithm 2.5: Search phase for isd1

When a collision is found, the vector &; is created by concatenating the two halves e,
and eg,. Once the vector € has been obtained, g’s\* can be calculated using the second
equation of the system in Equation 2.18, and it is verified that it has a weight of exactly
w—P, as illustrated in Algorithm 2.5.
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Expected Number of Iterations It is possible to calculate the expected number of
iterations required for the algorithm to find the error based on the probability of success of
a single iteration. As with isd0, each iteration is independent of the previous ones; thanks
to the random permutation of the columns carried out at the start of each iteration, the
number of iterations required follows a geometric distribution, and its expected value is

simply pis, where p, is the probability of success of a single iteration.

In isd1, the valid IS of size k+L—Z is divided into two halves. An iteration is successful
when PI errors fall in the left half and PI in the right half, and the remaining w—2PI errors
in the remaining n—k—L positions outside the IS. The upper bound for p, is therefore:

( (b +1— Z)/z) ((k +1 - Z>/2) (n—k—L)

PI PI w—2PI
()
w

. (k+L—-2) (k+1L—2)
The numerator counts the favorable configurations: ( . /2) and ( . /2) are, re-

spectively, the number of ways in which PI errors are distributed across the left and right

ps = Pr[success of a single iteration] < (2.20)

halves of the IS, whilst binomn — k — Lw — 2PI represents the number of configurations
in which the remaining w—2PI errors are distributed across positions outside the IS. The
denominator (Z) represents the total number of possible configurations for an error of

weight w across n positions.

The expected number of iterations is at least:

n
()

((k +L- Z)/z) ((k +1L- Z)/z) (n—k—L)

PI PI w—2PI

E(iterations) > (2.21)

The formula represents an upper bound on pg, and consequently a lower bound on the
expected number of iterations, because it takes into account only the geometric condition
on the distribution of errors, whilst ignoring all the additional constraints that, in practice,
further reduce the probability of success. Among these additional constraints that are not
taken into account are: the window mechanism, which limits the number of pairs compared
during the collision phase to only those elements within WI positions in the globally sorted
list, thereby discarding potentially valid collisions; and queue management, which may

discard valid candidates in the event of an overflow.

2.4.3. Search Phase with Two Collision Levels

isd2 is the latest and most advanced variant of the ISD algorithms implemented in CAT

[9]; it differs from previous variants in that it uses two levels of collision search during the
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k+L—2 k+4L—-Z k+4L—Z k+4+L—2Z
4

4 4 4
Loi VUPIU‘VUPl2 :VUPISJ‘VUPLL
e o |
= A I
nkL[ VDOWN In,kf]_, [nkL
k+L-2Z Z n—k—L

Figure 2.6: Partial systematic form of the parity-check matrix for isd2

L1} Supa |
Lo] |  Sup
w
n—k—L Sdown

Figure 2.7: The syndrome division used in isd2

search phase. The algorithms included in this variant are MMT [31] (CP = 0, PI = 2P1J)
and BJMM [5] (CP = 0, PI < 2PIJ). The BJMM algorithm represents an evolution of
the MMT algorithm. While maintaining the same hierarchical structure introduced by
MMT, BJMM introduces the concept of multiple representations. Thanks to this concept,
BJMM can also be interpreted as a direct generalization of MMT, of which it is the special

case with D = 1.

As in the previous variants, the first step consists of selecting a valid IS and reducing the
parity-check matrix to systematic form. Compared to isd0 and isd1, a finer subdivision
of the parameter L into two components, LO and L1, with LO + L1 = L, which control
the first and second levels of collision search, respectively, as illustrated in Figure 2.6 and
Figure 2.7.

The systematic component of the error vector is divided into four blocks of equal size:

—
—_—

/
€,, €, €5, €, 0 e (2.22)

S%*

e =

k+L—2
e L ) ) )
where the first four blocks, €5, €5, ,€s, ,€s,, € F, , are weighted PI in pairs and

represent the candidates for the four subproblem of the first hierarchical level, the penul-
timate block is constrained to be the zero vector, 0 € FZ, and the last block, e}. € Fy—*~*

represents the redundancy portion excluded from the window.

In mathematical terms, the division of the matrix and the syndrome shown in Figures
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Figure 2.6 and Figure 2.7 translates into the following system of equations:

—

T _ —T T 7T 1
Supr' = Vupy, €, +Vup, €., + Vup, €, +Vup, €5, +0
— T o —T —~T
Sup; = Vur €s; +Vup, &g +0 (2.23)

—T
— T _ S /
Sdown — VDOWN €g + (S

The first equation involves all four blocks and is satisfied by the first level of collision; the
second concerns the aggregate vectors €5, and €, produced by the first level; finally, the

third determines the residual vector g’;.

The key mechanism of isd2 lies in the way Hamming weights are distributed across the
two hierarchical levels. In MMT, this decomposition is rigid: the vectors in the four lists
of the first level all have weight PIJ = E, so that two colliding vectors necessarily produce
a vector of weight PI = g at the second level, and two colliding vectors of weight PI
produce the solution vector of weight P. This rigidity constrains the number of pairs with

which each solution can be represented, limiting the probability of success per iteration.

BJMM relaxes this constraint by introducing the concept of multiple representations. The
idea is to allow first-level vectors to have a slightly higher weight: PIJ = E + A, where
A > 0. Two vectors of weight PIJ may still collide to produce a vector of weight PI,
but only on condition that the excess A bits occupy the same positions in both vectors,
cancelling each other out in the sum in F,. The number of distinct pairs satisfying this

condition for a given solution of weight PI is called the number of representations:

- ()07

The first factor represents the number of ways in which the PI positions can be distributed
in groups of % between the two vectors; the second represents the number of ways in which
the A excess bits can be placed among the remaining g—PI positions so that they cancel
each other out. As A increases, the number of representations R grows, increasing the

probability that at least one valid representation will be enumerated per iteration.

In CAT, this concept is reflected in the parameter D, which controls how many distinct
configurations of the lists are explored before moving on to the next iteration. Rather
than regenerating the lists entirely, from the second exploration onwards a single bit
flip is applied to the partial sums of the second list, yielding a new configuration of the
subwindow of width LO at incremental cost. Thus, D is the operational implementation
of A from the theory of the BJMM algorithm: in theory, A structurally determines the

number of representations that exist for each solution; in the implementation of CAT, D
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determines how many of these representations are actively explored. In the case D = 1,
the behavior reduces to that of MMT.

The search phase for algorithms that utilize two levels of collision search is divided into two
levels. In the first level, four base lists 0;,, 01,, 02,, 02, are generated, each containing all
(k-ﬁ—z

PIJ
are sought between 6, and 6, that satisfy the first equation of the system Equation 2.23

) candidate vectors of weight PIJ for the respective block. Subsequently, collisions

restricted to the first subwindow of amplitude LO, producing the intermediate list 6,
whose elements have weight PI; Similarly, collisions between 6y, and 6, produce the list
f>. In the second level, collisions between 6, and 6, that satisfy the second equation
of the system, restricted to the second subwindow of width L1, are sought. Each valid
collision produces the complete vector €; with weight P. Finally, g’; is calculated using
the third equation of the system and its weight is verified, which must be exactly w — P,

as illustrated in Algorithm 2.6.

In the CAT implementation, the search phase differs slightly from the theoretical descrip-
tion due to an algebraic optimization that reduces the number of base lists from four to
three. Since the four submarines VUPll,VUplz, VUp21 , VUp22 all have the same dimension
and the candidates all have the same weight PIJ, the lists 6;, and 65, are identical in
terms of their set of candidates, and similarly 6;, and 6,,. It therefore makes no sense to
generate them twice: only two lists are produced by exhaustive enumeration, LO_sum and
L1_sum[0], corresponding respectively to Virp, €5, ' and Virp, €5, 7. A third list, L1_sum[1],
is obtained at no cost by performing an element-by-element XOR of L1_sum[0] with s,,",

thus containing Sup" + Viyp, €5,', without any additional enumeration.

The first level is therefore carried out in two distinct steps, indexed by the parameter
t € {0,1}. For t = 0, the combined list contains the elements of LO_sum and L1_sum[0],

and collisions are sought, considering only the first LO positions, which satisfy:

Vures,' = Vup,€s,' (2.25)

For t = 1, the combined list uses LO_sum and L1_sum[1] instead, and collisions are sought

by considering only the first LO positions that satisfy:
Vir€s! =Sup + Vipes,' (2.26)

Together, these two steps cover exactly the same condition as the first level of the theo-
retical description, with a saving in the generation of the base lists since L1_sum[1] does

not require any additional enumeration.
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Input: He ]Fén—k)xn: the permuted parity-check matrix

se ]F;Lik': the permuted syndrome

Output: @ € F3: the permuted error

Data: listy, listg, list: the lists containing all possible vectors and their partial sums
queue: the queue that manage the candidates that pass the preliminary filter
timer € Z: the counter used to trigger the periodic queue flush
by, b € {0,1}: flags indicating which of the two lists the element belongs to

L <+ LO+L1
Vupy, H({o,...00-1}, {0, .., (-+1-2/a—1}) Vup,, < H({o,....1o-1}, { -H-d/a,..., -0 /—1})

VUP21 — ﬁ({o,...,Lofl}, {t1-0) /5, 3 (h41-2) /s—1}) VUP22 — ﬁ({o,...,wq}, {3(k+1-2) /4, k+L—2—1})
Vup, < ﬁ({m,...,ua}, {0,..., k-2 a—1}) VU Py I:I({Lo,...,u—l}, {(k+1-2) /2, k+L—2Z—1})
Vi:v\OWNAH ﬁ({Ll,,.,,n:ﬁ—l},io,...,k+L—Z})

Supjy € S{0,...,L.0—1} Supy < S{ro,...,L.1—1}
Sdown < S{Lt,....n—k—1}

listy < {} listg < {} list « {}

listy + exhaustiveEnumeration(VUpl1 , 0, P1J) // each list element contains (e;;_\l ,0T + VUP11 e;;l\l ,0)

list] <+ exhaustiveEnumeration(VUp12 , 0, P1J) // each list element contains (9;1\2 ,0T + VUP12 egl\2 ,1)

listy exhaus1:iveEmJ.merati(m(VUP21 , 0, P1J) // each list element contains (e:2\1 ,0T 4+ VUP21 e;‘;l ,0)

listy exhaust:'LveEnumeration(VUP22 , Supq s PIJ) // each list element contains (e;z\z ,Supy |+ VUP22 6:2\2 ,1)
list1 <+ sort(listy)

listy < sort(lists)

queue < {} // |queue| = QUO
timer < 0
for i < 0 to size(list;) do
for j < 1 to Wil do
(e;l\l ,x1,b1) < listy[i]
(€51, %2, b2) « list1[i + ]
if b # by then
if x; = x5 then
e [ )
x4+ Vup, €57
queue < queue U (e’s;7 x)
timer mod QUO - QUO then
foreach (e/s\l, x) in queue do
‘ list < list U (e/gz, x, 0)
queue <+ {}
timer <« timer + 1
queue < {} // |queue| = QUO
timer < 0
for i < 0 to size(listy) do
for j < 1 to Wil do
(e;;l ,x1,b1) < listali]
(€sg, %2, b2) = listali + ]
if b # by then
if x; = x5 then
o [y o]

-
-

X supy T — Vup, €s5 7
queue < queue U (e’s—;, x)
timer mod QUO - QUO then

e
=

foreach (e’s\z, x) in queue do
‘ list + list U (&s5,%,1)

queue <+ {}

timer < timer + 1

list <+ sort(list)

queue < {} // |queue| = QU1

timer < 0

for i < 0 to size(list) do

for j < 0 to WIl do

(€s7,x1,b1) <+ list[d]

(€s5, X2, b2) « list[j]

if by # ba then

if x1 = x2 then

&  [&s1 &g

queue <+ queue U {eg}

timer mod QU1 - QF1 then

foreach eg in queue do

.
=N

el. + Sdown — VDOownN &7
if HW (63) + HW (ég) = w then
e[z o o]/ e eFktTE 0eFE ama o, eFyTEE
queue <+ {}
timer <— timer + 1

return @

Algorithm 2.6: Search phase for isd2
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The parameter D controls the number of times the entire cycle over the two steps t is
repeated. In the first iteration (d = 0), the lists LO_sum, L1_sum[0] and L1i_sum[1]
are generated as described; in subsequent iterations (d > 0), rather than regenerating
everything, a single bit flip is applied via Gray coding to the elements of L1_sum[0]
and L1_sum[1] simultaneously, exploring a new configuration of the LO subwindow at
incremental cost. D is therefore the operational implementation of the A in the BJMM
theory: it determines how many distinct representations of the same solution are actively

explored before moving on to the next iteration of the external algorithm.

In both steps of the first level, the two lists under consideration are concatenated and
sorted, as with isd1, using the one-dimensional odd-even mergesort sorting network [24|
with respect to the first LO bits. Valid collisions are identified by comparing neighboring
elements in the sorted global list using a window of width WIO; for each collision, the
remaining partial-sum over the remaining L1 bits is propagated as an element of the

second-level intermediate list.

In the second level, the intermediate results of the 2D steps of the first level are collected
in the list L_root, which is sorted via a sorting network with respect to the total partial
sum of L bits. Valid collisions are identified using a window of width WI1, with the option
to verify the weight PI of the intermediate vectors via the flag CP. Each valid collision
at the second level produces the complete vector €, from which g’s\* is calculated using
the third equation of the system Equation 2.23, with its weight verified in the manner
controlled by the CS flag. If CS is active, a check is performed to ensure that the weight
of the entire error vector is w; otherwise, a check is performed to ensure that the weight

of ef. is w—P.

Expected Number of Iterations It is possible to calculate the expected number
of iterations required for the algorithm to find the error based on the probability of
success of a single iteration. As with the previous variants, each iteration is independent
of the previous ones; thanks to the random permutation of the columns performed at
the beginning of each iteration, the number of iterations required follows a geometric
distribution, and its expected value is simply pis, where p, is the probability of success of

a single iteration.

As seen earlier, isd2 introduces two levels of collision, each with its own window. The IS
of size k+L—Z is divided into two halves. Unlike isd1, in isd2 each error of weight PI
is in turn divided into two halves. The first level finds pairs that collide on the window
of size LO, while the second level finds pairs that collide on the remaining L1 bits. An

iteration is successful when PI errors fall in the left half and the same number in the right



66 2| The ISD Algorithms Implemented in CAT

half, and the remaining errors are found in positions outside the IS. The upper bound for

ps is formally identical to that of isdi:

( (b +1— Z)/z) ((k +1 - Z)/Q) (n—k—L)

ps = Pr[success of a single iteration] < i (n)PI wo2PL (2.27)
as well as the expected number of iterations:
E(iterations) > ) (2.28)

( (k+1L— Z)/2) ( (k41— Z)/z) (n—k—L)

PI PI w—2PI

Although the upper bound formula coincides with that of isd1, the internal structure of
isd?2 is more complex; in fact, each of the PI errors in each half is computed as the XOR of
two weight vectors PIJ. This means that the true probability ps suffers additional losses
compared to isd1, due to three factors that the formula neglects: multiple representations
(only D possible difference values A out of 2™ are considered in the first merge, reducing
the number of representations searched); the two windows WIO and WI1, one for each
merge level, which discard valid pairs outside the window; and the two queues, which

may lose candidates due to overflow at both levels.

It follows that isd2 generally requires a greater number of iterations than isd1. However,
this disadvantage is offset by the fact that the cost of a single iteration is significantly

lower thanks to the two levels of collision search employed. While isd1 enumerates two
(k+1—-12)/p (k+L—2)/y
PI PIJ

smaller since both PIJ < PI and the portion of IS considered is halved. The total cost of

lists of size ( ), isd2 enumerates four lists of size ( ), which are much
the attack, given by the product of the number of iterations and the cost per iteration, is

therefore generally lower than that of isd1.

2.5. Post Processing Phase

Finally, at the end of all I iterations, during the post processing phase, the permuted
vector, €, found during the search phase is transformed into the error vector e that

satisfies the original system of equations.

This phase consists of two sequential steps. The first step involves assembling the vector
e from the results produced during the search phase: the error component €,-, indexed by
the RS, and the error component €,, indexed by the IS, are placed into their corresponding

positions within e.

The second step applies the inverse permutation to map € back to the original coordinate
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system, yielding the final error vector:

e=eP . (2.29)

The resulting vector e satisfies the original syndrome equation H eT = sT and constitutes

the solution to the SDP instance under attack.
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Table 2.1: Attack parameters used by CAT

Parameter Description Value Attack
I Number of iterations I>0 isd0, isdl, isd2
RE Chain length RELI isd0, isdl, isd2
X Number of columns swapped 1<X<n—k-L i5d0, isdl, isd2
per random walk step
¥x Number of additional candidate 0 < ¥X < k—L—X isd0, isd1, isd2
columns for random walk
z Number of columns excluded 0<2Z<k+LP isd0, isdi, isd2
from the search phase
If active, encodes the known
W error We%ght.as an additional FW € {0,1} isd0, isdl, isd2
equation in the system,
reducing the dimension k by one
L Numbe.r of additional columns 0<L<n—k—wtp isd0, isdl
in the dense part
Queue size for candidate storage . -
Qu in the search phase Q>0 1d0, isdl
OF Multlplle}r for the queue OF > L 1sd0, isdl
processing frequency w
Hamming weight of each half of
PI the error vector in the dense 0<PIL Y isdl, isd2
part
P Hammlng. weight of the error 0<P<uw isd0
vector in the dense part
WI Window size for collision search WI>0 isdl
Hamming weight of each
PIJ quarter of the error vector in 1<PII< ¥, prg>% isd2
the dense part
Lo Number of rows of the upper L0 > 0, LO+L1 < n—k—uw isd2
block
L1 Number of rows of the middle L1 > 0, LO+L1 < n—k—uw 1sd2
block
If active, checks that the partial
weights of the left and right -
cp halves of the error are both cpe{0,1} isd2
equal to p
If active, checks that the total
cs weight of the found error vector cs e{0,1} isd2
equals w
Controls the randomization
> <D< 2L i
D depth of the collision search tree l<b<2 isd2
Queue size for candidate storage -
quo at the first collision level Quo >0 isd2
Multiplier for the queue
QFO0 processing frequency at the first QF0 >0 isd2
collision level
Window size for collision search -
Wio at the first level W10 >0 isd2
Queue size for candidate storage .
1 .. 1 d2
Qu at the second collision level Qui >0 s
Multiplier for the queue
QF1 processing frequency at the QF1 >0 isd2
second collision level
WIL Window size for collision search WIL > 0 1sd2

at the first level
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Table 2.3: Algorithmic configuration of ISD variants within the CAT framework based

on structural parameters

ISD variant | P L z PI P1J cP D
Prange 0 0 0 — — — —
Ball-Collision 0 >0 >0 — — — —
Lee-Brickell >0 0 0 — — — —
Leon >0 >0 0 — — — —
Dumer — >0 0 >0 — — —
Stern — >0 L >0 — — —
MMT — >0 >0 2P1J >0 0 =1
BIMM — >0 >0 < 2PIJ >0 0 >1
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3 ‘ CryptAttackTester
Modification with Parallel

Computation

This chapter presents the main contribution of the thesis: the parallelization of the ISD
algorithms within the CAT framework [9]. We begin by analyzing the opportunities for
parallelization within the ISD algorithms and the parallelization strategy adopted, follow-
ing the approach proposed by Bernstein in [8]. Finally, the design and implementation of
the parallel attack isdl_parallel, the parallel version of the isd1 algorithm developed
within CAT, will be described, detailing the stages of the algorithm and their implemen-

tation in the parallel context.

3.1. Parallelism in Information Set Decoding algo-
rithms

Bernstein’s paper |8| offers a systematic critique of a widespread methodological error in
cryptanalysis: using only serial computational models as the sole reference for assessing
the complexity and cost of an attack, and consequently for determining key sizes, whilst
ignoring attacks that exploit parallelism. Although Bernstein formulates his criticism in
the context of exhaustive AES [36] key search, the methodological principle he sets out
is general: a suitably designed parallel machine can be superior to a serial one both in

terms of speed and in terms of price-performance ratio.

This methodological error does not apply solely to symmetric cryptography and exhaustive
key search, but recurs in a similar manner in the context of ISD algorithms. The latter
are traditionally analyses and compared in terms of serial complexity, whereas in CAT
[9] this is measured in terms of bit-operations. However, by considering only the serial
case, the parallel version of ISD algorithms is not taken into account, which could offer

better performance in terms of the time required to find a valid solution. It follows that
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comparisons between serial ISD variants, and more generally the security estimates of
code-based cryptosystem whose analysis relies on the optimization of such algorithms,

may suffer from the same distortion that Bernstein highlighted in [§].

In this section, we will analyze how to apply parallelization to ISD attacks implemented
in CAT, examining which stages lend themselves best to effective parallelization, how to

apply it, and what implications this has for the assessment of the algorithms’ complexity.

3.1.1. Parallelization in CryptAttackTester

As seen in the Chapter 2, every ISD attack implemented in CAT [9] follows three main
phases: the column permutation phase, the search phase and the post processing phase.
An analysis of the dependencies between the operations that make up each phase makes

it possible to identify which of them lend themselves to effective parallelization.

For the parallelization of ISD attacks, the model proposed by Bernstein in [8] will be
followed: rather than performing the entire computation on a single computing machine
operating sequentially, the work will be distributed across PF separate machines operating
concurrently. The concurrent machines are arranged on a two-dimensional mesh of size
V/PF x /PF, where each machine is connected to four neighboring machines (to the north,

south, west and east) within the mesh.

In particular, as will be explained in detail in the following sections, the collision search
phase will be accelerated by combining the parallel Bernstein mesh model from [8] with a
two-dimensional sorting network. Instead of relying on a one-dimensional sorting network
as in the serial version, the LS3 sorting network [26] is employed: designed natively for
two-dimensional grids of concurrent machines, it allows the data within the mesh to be

sorted in parallel efficiently.

Each concurrent machine performs operations on an independent portion of the data;
the data structures involved will be replicated for each machine to avoid read and write
conflicts, and the results produced by each computing machine will be aggregated before
proceeding to the subsequent sequential operations. The degree of parallelism, i.e. the
number of concurrent machines, is determined by the parameter PF, introduced as an

additional parameter to those listed in Table 2.1.

In the following, the analysis will focus on how parallelization can be applied to the isd1
attack; the isd2 attack will not be examined separately, as it extends the same underlying
concept of isd1 by applying two nested levels of collision search, and its parallelization

follows directly from the same principles.
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The column permutation phase, whether performed via partial Gaussian reduction at the
start of a chain or via a random walk within a chain, cannot be parallelized in either
case, due to the cascading dependencies inherent to both methods. Similarly, the post
processing phase operates on a single resulting vector through sequentially dependent
steps whose granularity is too basic to benefit from parallelization. The search phase, by

contrast, offers the greatest opportunities for parallelization, as detailed below.

Search phase The search phase offers the greatest opportunities for parallelization. Tt

consists of three distinct sub-phases: subset enumeration, sorting and collision search.

The first sub-phase is subset enumeration. In this step, two distinct lists are constructed

(k+L—2)
2

their corresponding partial sums. In the serial version, the two lists are constructed

containing all combinations of vectors of dimension and weight PI, along with
sequentially, one after the other; as they are independent, this step is embarrassingly
parallel. In the parallel version, the two enumerations are performed simultaneously; each
is distributed across % concurrent machines, each of which calculates a portion of the
total enumeration, so that all machines work simultaneously on portions of similar size.
Once all machines have completed the computation of their respective portions of the
enumeration, the results are aggregated into a single list which will be sorted in the next

sub-phase.

The next sub-phase involves sorting the combinations and their corresponding partial
sums. In the serial version, the sorting algorithm used is odd-even mergesort. This choice
is dictated by the fact that odd-even mergesort is a sorting network; a standard sorting
algorithm would require conditionally skipping instructions based on the values in the list,
whereas sorting networks perform the sort by always carrying out all operations regardless
of the data, making them compatible with the Boolean circuit model adopted by CAT.
In the parallel version, this step is parallelized by replacing the one-dimensional sorting
network, odd-even mergesort, with a two-dimensional sorting network, the LS3 sorting
network [26], designed to intrinsically exploit the parallelism of the mesh of concurrent
machines. Further details on sorting networks and the choice of 1.S3 will be provided in

the following sections.

Finally, the last sub-phase is the collision search among the elements of the sorted list.
In the serial version, each element is compared with the WI subsequent elements. In the
parallel version, however, the elements are divided into contiguous batches and assigned
to the PF concurrent machines, each of which performs the same process on its own
portion. The management of boundaries between adjacent portions is achieved via global

indices; when a comparison involves an element belonging to the adjacent machine, this
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is retrieved by calculating the machine index and the corresponding local index. At the
end of this step, all results produced by each concurrent machine are aggregated into a

single structure before proceeding further.

3.1.2. Circuit Depth as the Primary Objective

The cost metric used in CAT [9] is the total number of logic gates used in the circuit, in
order to capture the computational complexity of an attack. This metric, however, does

not directly quantify the benefits that a parallel architecture can offer.

In a serial execution, the total number of gates equals the execution time, since each gate
must be evaluated one after the other. However, when the computation is distributed
across multiple concurrent machines, multiple gates can be evaluated simultaneously;
therefore, what limits the execution time is no longer the total number of gates, but
rather the length of the critical path, that is, the minimum number of gates that must be

executed strictly in sequence: the depth of the circuit.

The depth, of a circuit is defined as the length of the critical path, that is, the minimum
number of gates that no parallelization can eliminate, since each gate on the path depends
on the output of the preceding ones. All operations not on this critical path can be
executed concurrently and therefore do not directly contribute to the execution time of
a parallel implementation. This distinction makes circuit depth the fundamental metric
for evaluating parallel attack algorithms. Two circuits with the same total number of
gates may behave differently as the parallelization factor varies: one might have a smaller
depth, allowing much of the computation to proceed concurrently; while the other might

concentrate its work along a longer critical path, thus leaving little room for improvement.

In the context of this work, the central question is not merely to determine how many gates
are required to implement the parallel version of the attack, but specifically whether the
depth is reduced compared to the serial counterpart. A reduction in depth directly corre-
sponds to a reduction in the actual time required to find a valid error vector, representing
a concrete advantage that an attacker with parallel resources can exploit. Furthermore,
even if parallelization were to introduce an overhead, thereby increasing the number of
gates required to implement the attack, this additional cost would be justified only if

offset by a reduction in depth.
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3.2. Parallel Version of isd1

This section provides a detailed description of the parallelization scheme proposed in [8] as
applied to isd1, explaining the differences from the serial version and the implementation

details of isdl_parallel.

isd1_parallel is an ISD attack implemented for integration into the CAT [9] framework;
it therefore follows the cost model described in Subsection 1.6.1. This attack implements
the parallel version of the isdl_parallel attack, based on the concept and analysis
described in Section 3.2. Like isd1, the isd1_parallel attack also uses a single collision
level but, unlike the latter, it can distribute the computation of certain phases across
concurrent PF machines, organized in a v/PF x v/PF mesh where each machine is connected

to its four neighbors (north, south, west and east).

To implement this parallel version, a new attack parameter, PF, has been introduced in
addition to those listed in the Table 2.1. As isdl_parallel is a modification of the
isd1, it uses the same parameters as the latter, with the addition of the PF parameter,
which is specific to parallelization. The PF parameter represents the number of concurrent
machines over which the computation of certain stages of the algorithm can be distributed,
and determines the mesh size. The PF parameter is not a free parameter; it must satisfy
the following constraints: it must be a perfect square (PF = z? for x € Z) so that the
mesh can be structured as a square; it must be even so that the two enumerations can
be distributed symmetrically; it must divide the total number of candidates generated
during the two subset enumerations so that each machine is assigned an identical portion

of candidates to generate.

isd1_parallel supports both parallel and serial execution, without distributing the exe-
cution across the PF machines. The execution mode can be selected at two distinct stages:
at compile-time by adding the PARALLEL=1 compilation flag to obtain an executable that
runs the parallel version by default, or by not adding any flags to obtain a serial exe-
cutable. Alternatively, at run-time, by setting the environment variable PARALLEL=1 to

force parallel execution, or SERIAL=1 to force the serial version.

Since the two versions, serial and parallel, use the same code and the same parameters,
this design choice makes it easier to verify the correctness of the parallel version’s imple-

mentation by comparing it directly with the serial version.

As described previously, the search phase can in turn be divided into three distinct sub-
phases: subset enumeration, sorting and collision search; these sub-phases will be analyses

in detail, describing the modifications made compared to isd1 and the detailed application
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of parallelism.

3.2.1. Subset Enumeration

In isd1, the two lists of candidates containing the combination of the weight vector PI

(k+L—2)
2

and the dimension , along with the corresponding partial sum, corresponding re-

spectively to the first and second halves of the error indexed by the IS, are constructed

(k+L—-2) /2
PI

by three distinct components, stored in three separate lists: L_set, which contains the

(k+L-2)
2

sequentially, one after the other. Each list contains ( ) elements, each represented

PI positions selected from the available positions that generate the correspond-
ing error component; L_sum, which contains the associated partial sum; and L_01, which
contains a bit indicating which of the two subsets the element belongs to. The genera-
tion of candidates is performed via the subset function, which sequentially calculates all

combinations and their corresponding partial sums, thereby populating the lists.

In isd1_parallel, however, the two lists of candidates are calculated simultaneously us-

ing the subsetIterativeParallel function. The PF available machines are split evenly:

F machines are assigned to the first list of candidates and the remaining %

2
. . . (k+L—2)
ond. Within each enumeration, the ( . /2 %

ranges of equal size, so that machine ¢ is responsible for generating only the elements

to the sec-
) elements are partitioned into % contiguous
whose global index falls in the interval [start;, end;), where start; =i - %((k+;;2)/2) and
end; = start; + b, with b = %((H;Z)/Q). Each machine stores its portion in three dedi-
cated local buffers: L_setPerThread, which contains the error vector formed by the PI
selected positions; L_sumPerThread, which contains the corresponding partial sum; and
L_01PerThread, which holds a bit indicating whether the element belongs to the first or
second list of candidates. Each of the PF machines uses its own copy of these buffers to

avoid write conflicts.

Since the two enumerations are independent, they are started concurrently: % machines

handle the first subset and the remaining % the second. Within each enumeration, the

((k+L*Z)/2
PI

so that each machine calculates exactly b =

) elements to be calculated are distributed equally among the assigned machines,

2 ( (k+1-2)

o . ) elements.

3.2.2. Sorting

Once the subset enumeration is complete, after the two subsets have been generated, they

are then sorted.

In isdl, the lists L_set, L_sum and L_01 are sorted using the sorting function, which



3| CryptAttackTester Modification with Parallel Computation 77

Table 3.1: Complexity of parallelization strategies, where s is the side length of the mesh

and b is the size of each machine’s local buffer

Version C(sD) T(s%b)

log, b(log, b+1
—g2(2g2+)+9510g21)+

Local-then-Global Sorting | (4blog, b+ 4) s + O(s?) 0(1)

(2b (1 + log, b)* + 6b

Only Global Sorting —9blog, b — 4) 5> + O(s?)

0s log, 2b(1(;g2 2b+1) + 0(1)

internally implements the one-dimensional odd-even mergesort [24] sorting network, which
performs all comparisons unconditionally, regardless of the data, without ever skipping
an operation based on the value of the elements. This choice is compatible with the
Boolean circuit model used in CAT [9] (Subsection 1.6.1). The original sorting function
simultaneously sorts the three lists, L_set, L_sum and L_01, using the L_sum list as the
sort key. Whenever two elements of the L_sum list are compared and swapped, the same
swap is also applied to the corresponding positions in L_set and L_01, so that the three

lists remain aligned at the end of the sort.

In isd1_parallel, once the subset enumeration is complete, there are local PF buffers
distributed across the machines in the mesh; this necessitates a different approach to that
used for isd1. An initial solution would be to aggregate all the buffers into a single global
list and sort it using the previous sorting function; however, this strategy does not make
use of the available parallelism. The solution adopted is instead to use a two-dimensional
sorting network, specifically designed to exploit the mesh structure of the concurrent

machines and operate in parallel.

The two-dimensional sorting network chosen is LS3 [26], which is also used in [8] and
operates on an v/PF x v/PF mesh in which each machine communicates exclusively with
its four immediate neighbors. When using 1.S3, there are two distinct strategies available,
which differ in terms of whether or not the local buffers are sorted prior to the global
sort on the mesh. The analysis of the cost in terms of logic gates C(s%b) and sorting time
T(s%b) for the two strategies is shown in Table 3.1. To make the comparison between the
various complexities clearer and quicker, the following notation is adopted in Table 3.1:
s = +/PF represents the side length of the mesh, b = l(wﬂfz)/z

PF PI

(k+;;2>/2) represents the total number

) represents the size of
each machine’s local buffer, and finally e = s2b = 2(

of elements to be sorted.
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When comparing the two parallel strategies (Table 3.1), the strategy of sorting locally and
then globally is preferable both in terms of the number of logic gates used and in terms
of the time required for sorting. As regards cost, the dominant term for the local-then-
global sort is (4blog, b+ 4) s*, whereas for the global-only sort it is (2b (1 + log, b)® + 6b
—2blog, b —4) s3; therefore, the first strategy is preferable as it requires fewer logic gates.

As for time complexity, however, the dominant term for the first strategy is 9slog, b whilst

0s (log, 2b)2

for the second it is 2

; in this case too, the first sorting strategy is more efficient.

When comparing the two strategies, the most efficient, in terms of both the number of
logic gates used and the time required for sorting, is to sort each buffer locally first and
then sort globally. At the end of the subset enumeration, the subsetIterativeParallel
function must sort each buffer locally using the one-dimensional odd-even mergesort sort-
ing network, making each buffer of the parallel machines’ PF available in a locally sorted
state. Subsequently, instead of the sorting function used in isd1, the 1s3Sort function
is used, which implements the LS3 algorithm with the odd-even merge network instead of
simple element comparisons, so as to merge two buffers that are already locally sorted in

an ordered manner at each step of the sorting algorithm.

3.2.3. Collision Search

Once the global sorting of all elements has been completed, we move on to the final

sub-phase: searching for collisions between the elements of the sorted list.

In isd1, each element of L_sum is compared with the next WI elements in the list to check
for a collision. Two elements collide if they have the same partial sum and belong to two
different subsets, i.e. if the corresponding elements in L_sum match and the elements in
L_01 differ. The elements of L_set corresponding to the pair under examination are saved
in the todo_set list, whilst a bit is saved in the todo_check list indicating whether the
pair corresponds to a collision or not. Once the collision search for all elements of L_sum
has been completed, the todo_set and todo_check lists are processed to verify which
pairs that passed the first filter actually generate the sought-after permuted error vector,
by calculating the residual error component and verifying its Hamming weight.

In isd1_parallel, the globally sorted list is divided among the local PF buffers of the

(k+sz)/2

p1 ) elements. Each machine performs the

parallel machines, each containing %(
same sliding-window comparison procedure used by isdl on its own local buffer via the
searchCollisions function. The handling of elements at the boundary between adjacent
buffers is carried out via arithmetic on the global indices. Each parallel machine has a

direct connection to the adjacent machine; in this way, the last elements of each local
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buffer, which have no subsequent elements within it, can be compared directly with the
elements of the adjacent machine’s buffer, by deterministically calculating their local
index within the machine. Upon completion, the results produced by each machine are
aggregated into the global lists todo_set and todo_check before proceeding in the same

manner as in isdl1.
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4: ‘ Experimental Evaluation

This chapter presents the results of the experimental campaign conducted to evaluate
the performance of the implemented parallel version, isd1_parallel, compared to its

original serial version, isd1, within the CAT [9] framework.

The purpose of the experiments conducted is to determine whether, and to what extent,
parallelization across a network of PF concurrent machines yields a tangible benefit in
terms of circuit depth, i.e., the attack’s execution time. In particular, we aim to verify
whether the additional cost introduced by parallelization, due primarily to the parallel
sorting phase, is effectively offset by the gain derived from the concurrent execution of

the attack compared to the original serial version.

The experiments were conducted on the parameters of several cryptographic schemes
nominated for the fourth round of the NIST standardization process for PQC [2]. These
schemes are classified into three security levels: L1, L3, and L5, defined by analogy
with the strength of AES algorithms [36]: Level L1 corresponds to security equivalent
to AES-128, i.e., an attack cost of at least 243 gates; Level L3 corresponds to AES-192,
with a minimum cost of 22°7 gates; Level L5 corresponds to AES-256, with a minimum
cost of 227 gates. These values are expressed in terms of gate count; however, in the
presence of parallelism, the relevant metric is not the total gate count, but rather the
circuit depth: it is this that determines the actual execution time of an attack carried
out by an adversary with access to parallel resources. Consequently, the objective of the
experimental campaign is to evaluate the minimum depth achievable by isd1_parallel
for each set of parameters and compare it with that of isd1, in order to determine
whether the parameters standardized by NIST maintain an adequate margin of security

even against a parallel adversary.

4.1. Methodology

This section describes the methodology adopted during the experimental campaign, out-

lining the tools implemented, the design choices made, and the structure of the collected
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data. The purpose of the experiments is to evaluate whether parallelizing the isd1 attack,
in its isd1_parallel variant, offers a tangible advantage in terms of depth compared to
its original serial version, given the same attack parameters. In particular, we aim to
determine how depth evolves as the degree of parallelism varies, i.e., as the attack pa-
rameter PF varies, which corresponds to the number of concurrent machines on which the

computations of the attack’s parallelizable phases are distributed.

To this end, new binaries were implemented within the CAT framework [9] that allow
for enumerating valid attack parameter configurations, measuring the expected circuit
depth, and verifying its correctness through actual execution of the attack circuit. The
orchestration of the entire experimental campaign was managed via a Python script that
calls the necessary binaries and collects the results in a .csv file. To ensure the re-
producibility of the results, the collected dataset has been made publicly available on
10.5281/zenodo.20729869. The analysis of the data obtained in this way was conducted

using a Python notebook that calculates the metrics useful for the analysis.

The following subsections describe in detail the components and the design choices that

guided them.

4.1.1. Implementation of Supporting Binaries

To conduct the experimental campaign, three new binaries were implemented within the

CAT [9] framework: attackparamsdepthprob, predicteddepth, and circuitdepth.

Enumeration of Attack Configurations attackparamsdepthprob lists all valid con-
figurations of the attack parameters and, for each one, reports the expected circuit depth,
the analytically estimated probability of success, and their logarithmic ratio, lgratio
= log, depth — log, prob, which represents the primary metric used to compare and select

the optimal parameter configurations.

The need to implement this binary stems from a structural limitation of searchparams
relative to the campaign’s objectives. The different configurations of isdl_parallel
differ from one another exclusively in the value of PF: they share the same probability of
success, since the attack structure and the parameters determining that probability do
not change, but they exhibit an increasing gate count as PF increases, due to the overhead
introduced by the sorting network. Consequently, searchparams would systematically
select the configuration with the lowest PF value, that is, the one with the minimum total
cost, discarding all configurations with higher parallelism. This behavior is correct from

the perspective of gate count optimization, but it is incompatible with the campaign’s
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objective, which is instead to verify whether the effective depth decreases as PF increases

despite the additional gate cost.

For this reason, it was necessary to implement attackparamsdepthprob, which returns
the complete set of valid configurations without making any selection, allowing the entire
depth trajectory to be analyzed as PF varies and enabling the identification, for each set

of problem parameters, of the configuration that minimizes the critical path.

Predicted Depth Calculation predicteddepth analytically calculates the predicted

depth of the circuit for a given set of input parameters, without simulating the circuit.

For serial attacks (such as isd1), the binary returns the total gate count of the circuit,
which, in the absence of parallelism, coincides with the depth. For parallel attacks (in
our case, isdl_parallel), it returns the gate count of the critical path, calculated by
propagating, phase by phase, the length of the longest path in the circuit graph. This ap-
proach allows one to evaluate the depth of configurations with large problem parameters,
for which actual circuit simulation would take an inordinate amount of time, in constant

time and with negligible computational cost.

Measurement of Depth circuitdepth verifies the correctness of the predictions pro-
duced by predicteddepth by simulating the circuit on concrete instances of the problem

and measuring their actual depth.

Since circuit simulation has a computational cost proportional to the problem size, this
binary was used exclusively on reduced parameter sets, for which simulation times re-
main acceptable. The verification campaign systematically compared the depth predicted
by predicteddepth with that measured by circuitdepth on these reduced instances,
confirming the correctness of the analytical implementation. Thanks to this validation,
the results presented in the following sections are entirely based on the predictions of
predicteddepth, which can therefore be considered reliable even for large cryptographic

parameters.

4.1.2. Metrics Used

After collecting the data from the experimental campaign, the following metrics were
defined to analyze the results obtained. Each metric captures a distinct aspect of the
behavior of the parallel attack compared to the serial attack, allowing us to evaluate the
benefits of parallelization in terms of both execution time and the overall cost of the

hardware resources used.
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Depth Speedup The depth speedup is the ratio of the depth of the serial version isd1
to that of the parallel version isd1_parallel, given the same problem parameters and

approach, and is defined as follows:

depth,,

4.1
depth (4.1)

speedup =

par

This metric quantifies the reduction in the depth achieved through parallelization. A
value of speedup < 1 indicates that the parallel version has a shorter critical path than the
serial version, meaning that parallelization yields a tangible benefit in terms of execution
time. A value of speedup = 1 indicates that the depth has not changed, while a value of
speedup > 1 would indicate that parallelization has worsened the critical path, which is
not expected but could occur for very low values of PF where the coordination overhead

exceeds the gain obtained.

The ideal speedup would be linear in PF, i.e., speedup =~ PF; in practice, due to the
non-parallelizable phases of the attack—the column permutation phase and the post-
processing phase, the speedup is sub-linear and converges to a finite maximum value as

PF increases, in accordance with Amdahl’s law |[3].

Area-Time Product The area-time product combines the total number of logic gates
in the circuit, which represents the hardware area required to implement the attack, with
the circuit’s depth, which represents the execution time, to provide a measure of the total
cost of the resources used.

at = gate - depth (4.2)

This metric is calculated for both the serial version and the corresponding parallel version,

as well as their ratio:

tser
atratio = - (43)
atpar

indicates whether parallelization is worthwhile even when taking into account the addi-
tional hardware required. A value of at,;, > 1 indicates that the depth gain achieved
through parallelization offsets the additional gate cost, making the parallel attack more
efficient than its serial counterpart in terms of cost-performance. A value of at,;, = 1 in-
dicates that the two approaches are equivalent in terms of total cost. A value of at,qz, < 1,
on the other hand, indicates that the gate overhead introduced by parallelization grows
faster than the depth savings, making parallelization counterproductive in terms of total

resources used.
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4.1.3. Problem Parameters Used

The problem parameters (n, k, w) used in the experimental campaign are drawn from the
candidate schemes in the fourth round of the NIST standardization process for PQC [2].
These schemes are classified into three security levels, L1, L3, and L5, defined by analogy
with the strength of AES symmetric algorithms [36]: level L1 corresponds to security
equivalent to AES-128, with an attack cost of at least 2! gates; Level L3 corresponds to
AES-192, with a minimum cost of 22°7 gates; Level L5 corresponds to AES-256, with a

minimum cost of 2272 gates.

The parameter sets used belong to three distinct code-based cryptosystems: Classic
McEliece [14], BIKE [4], and HQC [1]. Classic McEliece is a public-key encryption scheme
based on binary Goppa codes, which was a finalist in the fourth round but was not se-
lected for standardization. BIKE and HQC, on the other hand, are schemes based on
quasi-cyclic codes and quasi-cyclic codes with a random structure, respectively, both of
which were candidates in the fourth round as alternatives with lower key sizes compared
to Classic McEliece. Although the three cryptosystems differ in the algebraic structure of
the codes used, all three are based on the computational difficulty of the SDP [6], which
makes them susceptible to attacks from the ISD family and therefore analyzable within
the CAT framework [9].

Table 4.1 lists the fourteen sets of parameters used, along with their corresponding security

levels and the corresponding cryptosystems.

4.1.4. Attack Parameter Selection and Result Collection

The entire experimental campaign is orchestrated by the Python script experimental. py,
which coordinates the invocation of the CAT [9] binaries, the selection of optimal attack
parameters, and the collection of results into a .csv file. The script accepts as input one

or more .csv files containing the problem parameter tuples (n, k,w) to be analyzed.

For each set of problem parameters, the data selection and collection procedure consists

of the following three steps.

Enumeration of Configurations attackparamsdepthprob is called with the number
of iterations set to I = 1. Choosing I = 1 means that the circuit performs a single
iteration without extracting a new IS; this choice is motivated by the fact that, for the
purpose of measuring depth, the ratio between the execution times of the serial and

parallel versions remains unchanged as I varies: performing more iterations increases the
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Table 4.1: Sets of problem parameters used in the experimental campaign, along with the

corresponding NIST security level and reference cryptosystem

n k w Security level Cryptosystem
Classic
3488 2720 64 L1 MeElioce
Classic
4608 3360 96 L3 McEliece
Classic
6688 5024 128 L5 McElioce
Classic
6960 5413 119 L5 MeEliece
Classic
8192 6528 128 L5 McEliece
24 646 12323 134 L1 BIKE
24 646 12323 142 L1 BIKE
49318 24 659 199 L3 BIKE
49 318 24 659 206 L3 BIKE
81946 40973 264 L5 BIKE
81946 40973 274 L5 BIKE
35338 17669 132 L1 HQC
71702 35851 200 L3 HQC
115274 57637 262 L5 HQC

total execution time of each circuit and the success probability, but does not alter the
ratio of improvement or deterioration between the two versions. The binary returns all
valid configurations of the input parameters for isdl_parallel, each accompanied by

the expected depth, probability of success, and 1gratio.

Selecting the Optimal Configuration for Each Value of PF The configurations
returned by attackparamsdepthprob are grouped by value of PF. For each group, the
configuration that minimizes 1gratio is selected. The PF value is then removed from the
selected attack parameters, in order to obtain a common base configuration for both the

serial and parallel versions and allow for a direct comparison with all other parameters
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Table 4.3: Structure of the .csv file containing the results of the experimental campaign

Column name Description

The name of the problem under

roblem . .
P consideration

The parameters of the problem (n, k, w)

roblem_params . .
P P under consideration

The name of the attack and the method

attack .
of execution

attack_params The parameters of the attack

The number of gates required to

ate_count . .
gate- implement the circuit

depth The depth of the circuit

The probability of success when using the

. 1 . . . . .
probability circult in question

held constant.

Collecting Results for all Configurations For each selected optimal configuration,
predictedcostdepthprob is invoked sequentially for isdl and for isd1l_parallel, as
all values of PF compatible with that configuration are varied. For each invocation, the
gate count, depth, and success probability are recorded in the .csv file, along with the

problem identifier and the attack configuration.

Structure of the .csv file containing the results of the experimental campaign
The data collected during the experimental campaign is saved in a .csv file structured to
uniquely map each instance of the cryptographic problem to the computational complexity
metrics of the corresponding attack. Specifically, for each record, the problem parameters,
the configuration parameters of the applied attack, and the related cost metrics, expressed
in terms of gate count, circuit depth, and the probability of success for a single iteration,

are saved, as shown in Table 4.3.

Values of PF The values of PF considered include all even perfect squares in the interval

PI
generated in the two enumerations and represents the maximum useful degree of par-

[4, 2(%“_2)/2)}, where the upper bound corresponds to the total number of candidates
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allelization: beyond this value, each machine would have fewer than one candidate to

process, rendering the additional parallelism computationally meaningless.

4.2. Results

This section presents the results of the experimental campaign conducted on the parame-
ter sets listed in Table 4.1. For each set, the collected data are analyzed using the metrics
defined in Subsection 4.1.2, in order to assess whether and to what extent the paralleliza-
tion introduced by isd1_parallel yields a tangible benefit compared to the serial version
isdl.

It is important to note that the results presented in this section are based entirely on
the analytical predictions of predicteddepth, the correctness of which has been veri-
fied via circuitdepth on reduced instances of the problem’s parameters. This choice
is motivated by the fact that the actual execution of the circuit for large cryptographic
parameters would require prohibitively long simulation times, making a full-scale experi-

mental campaign impractical without resorting to analytical predictions.

The analysis is divided into four parts. In the first part, we examine the speedup as the
parallelization factor varies, to identify the value of PF beyond which the speedup satu-
rates, indicating that the limit imposed by the non-parallelizable stages of the input has
been reached. In the second part, the behavior of the area-time product is analyzed as PF
varies, to determine whether the gain in depth obtained from parallelization compensates
for the additional gate cost introduced by the parallel sorting network, and to identify the
optimal parallelization factor in terms of cost-performance. In the third part, we report
the minimum achievable depth for each NIST security level, expressed as a power of two
and translated into physical execution time, in order to assess whether the standardized
parameters maintain an adequate security margin even against an adversary equipped
with parallel resources. In the final part, we will conduct a theoretical analysis of how

the depth behaves as the parameter L varies.

4.2.1. Depth Speedup as PF Varies

Figures 4.1-4.14, shown below, illustrate the trend of the speedup as a function of PF,
for all sets of problem parameters tested (Table 4.1). Depth speedup allows us to un-
derstand how cost-effective it is to increase the parallelization factor before saturation is
reached, that is, the point at which further increases in parallelization yield no additional

improvements.
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Each graph shows curves corresponding to the attack configurations selected as optimal
for that set of problem parameters. The attack configurations differ in the values of the
parameters PI, L, and Z, which determine the size of the candidate lists generated during
the subset enumeration phase and thus directly influence the degree of parallelism that

can be exploited.

For all tested parameters and all connection configurations, the increase in speed grows
as PF increases, confirming that isdl_parallel consistently reduces the critical path
of the circuit compared to isdl in all configurations considered. The curves share a
common qualitative behavior: an initial phase of rapid growth, in which an increase in PF
produces a significant reduction in depth, followed by a gradual saturation beyond which
further parallelization yields diminishing returns. This behavior reflects the structure of
the algorithm, since the non-parallelizable phases, the column permutation phase and
the post processing phase, constitute a lower bound on the depth independent of PF, in

accordance with Amdahl’s law |[3].

Both the asymptotic speedup value and the value of PF at which saturation is reached
depend on the configuration of the attack parameters. Configurations with high values of
L achieve higher asymptotic speedups, since larger candidate lists allow the enumeration
work to be distributed across a greater number of machines before the non-parallelizable
steps become the bottleneck. Configurations with higher values of PT and Z further expand
the search space, shifting the saturation point to the right. Conversely, configurations with
more compact candidate lists saturate at lower values of PF and achieve lower asymptotic
speedups, indicating that the potential for parallelization is intrinsically limited by the

structure of the optimal attack parameters for that set of problem parameters.
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Figure 4.1: Depth speedup as a function of PF, for (n = 3488, k = 2720, w = 64)
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Figure 4.2: Depth speedup as a function of PF, for (n = 4608, k = 3360, w = 96)
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Figure 4.3: Depth speedup as a function of PF, for (n = 6688, k = 5024, w = 128)
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Figure 4.4: Depth speedup as a function of PF, for (n = 6960, k = 5413, w = 119)
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Figure 4.5: Depth speedup as a function of PF, for (n = 8192, k = 6582, w = 128)

1.07

1.06

=
o
5

=
o
s

Depth Speedup

1.03

1.02

1.01

N=24646, K=12323, W=134

1.075

Attack configuration (- asymptote)
—8— PI=2, L=8, Z=0, QU=8, QF=1024, WI=3, FW=1
~@—- PI=3,L=10, Z=10, QU=8, QF=1024, WI=3, FW=1

25 210 215 220 225 230 235
Parallel Factor (PF)

Figure 4.6: Depth speedup as a function of PF, for (n = 24646, k = 12323, w = 134)
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Figure 4.7: Depth speedup as a function of PF, for (n = 24646, k = 12323, w = 142)

Figures 4.8-4.14 do not show all PF values associated with the identified optimal config-
urations. In fact, above a certain PF threshold, the system reaches a state of saturation
beyond which further increases in the parameter do not produce significant changes in the
speedup. Therefore, the analysis was limited to a maximum PF value of 233, a limit that

is more than sufficient to describe the system’s behavior under saturation conditions.



94

1.025

1.020

Depth Speedup
[y
o
=
u

=
o
et
o

1.005

1.000

1.025

1.018

N=49318, K=24659, W=199

216 220
Parallel Factor (PF)

4| Experimental Evaluation

Attack configuration (- asymptote)
—8— PI=1 L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
~@— PI=3, L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
—8— PI=3, L=10, Z=10, QU=8, QF=1024, WI=3, FW=1

Figure 4.8: Depth speedup as a function of PF, for (n = 49318, k = 24659, w = 199)

1.020

Depth Speedup
=
o
=
u

=
o
et
o

1.005

1.000

N=49318, K=24659, W=206

Parallel Factor (PF)

Attack configuration (- asymptote)
—8— PI=1 L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
~@— PI=3, L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
—8— PI=3, L=10, Z=10, QU=8, QF=1024, WI=3, FW=1

Figure 4.9: Depth speedup as a function of PF, for (n = 49318, k = 24659, w = 206)



4| Experimental Evaluation 95

N=81946, K=40973, W=264

1.011
1.010 =
1.009
o
=]
o
]
o}
<%
n
=
2 1.008
a1
a
1.007
Attack configuration (- asymptote)
1.006 —8— PI=3,L=8, Z=0, QU=8, QF=1024, WI=3, FW=1
8- PI=3,L=10, Z=10, QU=8, QF=1024, WI=3, FW=1

24 25 212 216 220 224 225 232
Parallel Factor (PF)

Figure 4.10: Depth speedup as a function of PF, for (n = 81946,k = 40973, w = 264)
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Figure 4.11: Depth speedup as a function of PF, for (n = 81946,k = 40973, w = 274)
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As can be seen from the graphs, the maximum speedup, equal to approximately 2.2, is
observed for the minimal configuration (Figure 4.1). As the problem size increases, the

speedup gradually decreases, asymptotically tending toward unity.

This phenomenon is mathematically determined by the different asymptotic complexities
that characterize the phases of the ISD algorithm. The transformation of the parity-
check matrix into systematic form is an inherently sequential operation and is performed
identically in both serial and parallel architectures. Since the computational complexity
of this phase scales polynomially with respect to the size of the matrix, O((n — k)3), asn
and k increase, the execution time of this phase becomes dominant compared to the time
required for collision detection. Consequently, the benefit derived from parallelization is
mathematically offset by the computational overhead of the non-parallelized portion of

the circuit.

4.2.2. Area-Time Product as PF Varies

Figures 4.15-4.28, shown below, illustrate the behavior of the area-time product as a
function of PF, for all sets of problem parameters tested (Table 4.1). While depth speedup
analysis focuses exclusively on reducing execution time as the number of parallel processors

(PF) increases, the area-time product introduces an evaluation of overall economic and
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hardware efficiency. Area corresponds to the total number of gates, while time corresponds
to the circuit’s critical path. Area-time product analysis is used to determine whether the

time savings justify the silicon investment required by the parallelization infrastructure.

Each graph shows, for every execution configuration, the solid curve corresponding to the
parallel version isd1_parallel and the dashed line corresponding to the value at,., of the
serial version isd1, which serves as a reference threshold for evaluating the benefits of par-
allelization: configurations below the dashed line indicate that the gain in depth achieved
by parallelization offsets the additional gate cost introduced by parallelization, making
isd1_parallel more efficient than isd1 even in terms of overall hardware resources; con-
figurations above the line, on the other hand, indicate that the gate overhead exceeds the
benefit gained by reducing the depth, making parallelization counterproductive from the

perspective of overall cost.

The results show that the behavior of the area-time product depends heavily on the
configuration of the binding parameters. For configurations with low values of L and PI,
the curves start at or slightly above the serial threshold for every value of PF analyzed
and increase progressively. In these cases, the gate overhead introduced by the sorting
network is already greater than the depth gain starting from the minimum value of PF,
and there is no parallelization factor for which the parallel version is advantageous in
terms of area-time product. This behavior is attributable to the fact that configurations
with compact candidate lists offer a reduced enumeration space, so the fixed cost of the

sort network is not offset by a sufficient depth gain.

Conversely, for configurations with higher values of L and PI, the curves start below
the serial threshold for small values of PF, indicating that in this regime the gain in
depth is sufficient to offset the gate overhead. However, as PF increases, the area-time
product grows and quickly exceeds the serial threshold: the cost of the sort network scales
faster than the savings in depth, making additional parallelization counterproductive.
Consequently, there exists an optimal value of PF, specific to each configuration, that
minimizes this product and represents the point of greatest cost-performance efficiency

for that configuration.

In summary, the analysis of the area-time product shows that parallelization is economi-
cally advantageous, in terms of resource efficiency, only when dealing with large candidate
lists and at low levels of parallelism. Once the optimal value of PF is exceeded, the total
hardware cost of the parallel approach exceeds that of the serial counterpart for any con-
figuration analyzed. This indicates that, beyond this threshold, the benefit of parallelism

is reflected solely in a reduction in execution time, but at the cost of an increase in the
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computational resources used.
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Figure 4.15: Area-time product as a function of PF, for (n = 3488, k = 2720, w = 64)
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Figure 4.16: Area-time product as a function of PF, for (n = 4608, k = 3360, w = 96)
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Figure 4.17: Area-time product as a function of PF, for (n = 6688, k = 5024, w = 128)
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Figure 4.18: Area-time product as a function of PF, for (n = 6960, k = 5413, w = 119)
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Figure 4.19: Area-time product as a function of PF, for (n = 8192, k = 6528, w = 128)
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Figure 4.20: Area-time product as a function of PF, for (n = 24646, k = 12323, w = 134)
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N=24646, K=12323, W=142
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Figure 4.21: Area-time product as a function of PF, for (n = 24646, k = 12323, w = 142)

N=49318, K=24659, W=199
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Figure 4.22: Area-time product as a function of PF, for (n = 49318, k = 24659, w = 199)
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N=49318, K=24659, W=206
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—8— PI=1, L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
—8- PI=3, L=2, Z=0, QU=8, QF=1024, WI=3, FW=1
—8- PI=3, L=10, Z=10, QU=8, QF=1024, WI=3, FW=1
1037 ____

1032

1035

1033

1031

1029

Area-Time Product

1027

1025

1023

24 28 212 216 220 224 228 232
Parallel Factor (PF)

Figure 4.23: Area-time product as a function of PF, for (n = 49318, k = 24659, w = 206)

N=81946, K=40973, W=264

Attack configuration (— parallel, -- serial)
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Figure 4.24: Area-time product as a function of PF, for (n = 81946,k = 40973, w = 264)
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N=81946, K=40973, W=274
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Figure 4.25: Area-time product as a function of PF, for (n = 81946,k = 40973, w = 274)

N=35338, K=17669, W=132
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Figure 4.26: Area-time product as a function of PF, for (n = 35338,k = 17669, w = 132)
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Figure 4.27: Area-time product as a function of PF, for (n = 71702,k = 35851, w = 200)

N=115274, K=57637, W=262
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Figure 4.28: Area-time product as a function of PF, for (n = 115274, k = 57637, w = 262)
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Table 4.5: Security margin for the sets of problem parameters that belong to security
level L1

paPrr;)IElleetI:rs cong;ii(;liion Depth Probability Security margin
PI=3,L=09,2Z=
0,QU =8,QF =
n:3488,7/éz2720, 1024, WT = 3, Fil = 944.9036 9—144.2566 9189.1603
w= 1,PF =
422055936
PI=3,L=
10,Z =10,QU =
kilgzgg 646;134 8, QF = 1024, WI — 956.2031 9—151.2846 9207.4877
- P W= 3,FW =1,PF =
38958074 884
PI=3L=
10,Z =10,QU =
kilgzgg 64677142 8, QF = 1024, WT = 956.2031 9—158.8411 9215.0442
- W= 3,FW =1,PF =
38958074 884
PI=3,L=
10,Z =10,QU =
k,f;:(;gg 3387,132 8, QF = 1024, WI — 958.7547 9—152.3526 9211.1073
- P 3,FW =1,PF =
114 861 343 744

4.2.3. Security Margin for each Sets of Problem Parameters

The problem parameters used for the experimental evaluation (Table 4.1) have well-
defined theoretical security margins, determined by their respective reference security
levels. In this section, the analysis focuses on comparing the theoretical security of each
set of parameters with the actual values observed empirically, using the optimal configura-
tion identified for each set as a reference. In the following sections, the individual security
levels will be examined in detail, assessing the actual impact of the parallel architecture

relative to the theoretical thresholds.

Security Level L1 The first set of parameters analyzed corresponds to security level L1,
which establishes the minimum threshold of computational robustness required by modern
standards for PQC, associated with the complexity of an exhaustive attack against the
AES-128 cipher [36] of 2143,
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Security Level L3 The second security level is L3, which is associated with the com-
plexity of an exhaustive attack against the AES-192 [36], with a minimum cost of 227

gates.

Table 4.7: Security margin for the sets of problem parameters that belong to security
level L3

Problem Attack N - .
parameters configuration Depth Probability Security margin
PI=3L=97=
n—a608, k—3360, 0 OO = ( N N
w’:9 6 ’1024,WI = 3,FW = 946.3878 o~ 186.9351 233,322
1,PF =
794563 344
PI=3,L=
40318 10,Z = 10,QU =
}—24 659, w:’199 8,QF = 1024, WI = 961.1128 9—218.8558 9279.9686
3,FW=1,PF =
8555510016
PI=3,L=
40318 10,Z = 10,QU =
J—24 659, w:7206 8,QF = 1024, WI = 961.1128 9—225.5956 92867084
3,FW = 1,PF =
8555510016
PI=3,L=
0 10,Z = 10,QU =
k=35851, w:’QOO 8,QF = 1024, WI = 963.7793 9—222.8639 9286.6432
3,FW =1,PF =
7440097536

Security Level L5 The last security level is L5, which is associated with the complexity

of an exhaustive attack against the AES-256 [36], with a minimum cost of 22" gates.
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Table 4.9: Security margin for the sets of problem parameters that belong to security
level L5

Problem Attack

. Depth Probability Security margin
parameters configuration

PI=3L=52Z=
0,QU = &,QF =
10247 WI = 3’ FW = 248.9911 27271.9112 2320.9023
1,PF =
2645 044 900

n=6688, k=5024,
w=128

PI=3,L=
10,Z = 10,QU =
8 QF =1024.WI = 249.3756 2—26345601 231249358
3,FW = 1,PF =
3298 894 096

n=6960, k=5413,
w=119

PI=3,L=097Z=
0,QU = 8,QF =
1024’ WI = 37 FW = 250.5314 2—30241358 2352.6673
1,PF =
5811622 756

n=8192, k=6528,
w=128

PI =3L=
10,Z = 10,QU =
8 QF =1024.WI = 264.7301 2—285.8055 2350.5356
3,FW = 1,PF =
8579205376

n=81946,
k=40973, w—=264

PI=3,L=
10,Z = 10,QU =
8 QF = 1024.WI = 264.7301 27295.5292 2360.2593
3,FW = 1,PF =
8579205 376

n=81946,
k=40973, w=274

PI =3,L=
10,2 = 10,QU =
8, QF — 1024’ WI = 267.1637 27286‘6337 2353‘7974
3,FW =1,PF =
7774654276

n=115 274,
k=57 637, w=262

Execution Time for all sets of Problem Parameters 7To provide a concrete as-

sessment of the safety margins discussed above, the abstract metrics of circuit depth and
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success probability can be translated into an estimate of the actual physical execution
time required to carry out the attacks. Assuming a massively parallel hardware imple-
mentation, the expected total time complexity is determined by the ratio of the critical
path depth of a single iteration to its success probability, multiplied by the propagation
delay of a single gate, which depends on the technology used.

This analysis considers two distinct operational scenarios, representing different levels of
hardware optimization: a conservative gate delay of 27 seconds and a more optimistic,
faster scenario with a gate delay of 2712 seconds. Given the astronomical scale of the

resulting time intervals, execution times are normalized and expressed in millennia.

As illustrated in Figure 4.29, even under the most optimistic acceleration scenario guar-
anteed by the maximum value of PF, the time required to successfully break any of the
parameter sets remains orders of magnitude greater than the age of the universe. This
graphical representation confirms that, although the ISD parallel architecture achieves
significant speedups in theory, the absolute security of the underlying post-quantum cryp-

tographic systems remains completely intact in practice.
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Figure 4.29: Representation of execution times in millennia for each security level, assum-
ing a gate delay of 2725 and 27%. Individual instances for each cryptosystem are plotted

separately.

4.2.4. Theoretical Depth as L Varies

This subsection analyzes how the parameter L influences the overall theoretical depth
of the circuit for a single iteration of the parallel attack. As will be shown, L plays a
central role in balancing two competing factors: the size of the candidate sub-lists and

the filtering efficiency of the subsequent verification stages.
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Analytical Model of Circuit Depth To formally quantify this trade-off, the circuit
depth is approximated analytically as a function of the code parameters n, k, w, the
permutation weight PI, and the value of L. The total computational cost is decomposed

into three macro-blocks, each capturing a distinct phase of the computation.

The first block accounts for the cost of reducing the parity-check matrix to partial sys-

tematic form. Its depth contribution is approximated as:

k+L
dsystematic form =2 6L2 (n - k) +3n ’VlOgQ T—‘ (44)

The second block models the parallel sorting network. In high-parallelization regimes,
this phase dominates the total depth, making the list generation phase comparatively

negligible. Its contribution is approximated as:

k+L]° k+L
dsorting =~ 14 [log2 ; —‘ (L +1+PI {log2 ;_ —D (4.5)

The third block covers the collision search and queue management phases:

k+L

k+L
dcollision ~ 6PI ’710g2 —‘ +3 (n —k — L) +3n ’710g2 ;— —‘ (46)

Combining the three contributions, the total theoretical depth per iteration is:

(k+L) /2

PI ) (dsorting + dcollision) (47)

d@pth ~ dsystematic form + (

The structure of Equation 4.7 reflects the natural separation between a fixed setup cost,
captured by dsystematic form, and a combinatorial term that grows with the list size and

multiplies the per-element operational cost of sorting and verification.

Optimal Value of L To characterize the behavior of depth as a function of L, it is
useful to identify the theoretical optimum Lgp. This is defined as the value of L for
which the expected number of collisions found during the collision search phase equals

approximately 1:

(k+L+2)
25 ) oy (4.8)

o 7
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Since Z < k, the parameter Z can be treated as negligible in this context. Solving

Equation 4.8 for L yields the closed-form approximation:

Loptimar = 1 + PIlogy k — PI — log, PI! (4.9)

Depth Profiles and Sensitivity Analysis To evaluate how sensitive the circuit depth
is to deviations from Ly, the depth profiles are analyzed by sampling values of L within
a range of £20% around Lptima, for PI € {1,2,3}. The resulting curves are shown in
Figures 4.30-4.43.

As the graphs show, as L increases, the combinatorial size of the list increases, thereby
also increasing the overall depth of the circuit. Conversely, choosing a value of L that is
excessively lower than the optimal threshold, while reducing the depth of a single iteration,
drastically reduces the overall probability of success of the attack, necessitating a greater

number of external iterations required for a successful attack.

The analysis further reveals the effect of varying PI on the depth profiles. Increasing
PI produces two concurrent effects: it raises the overall depth due to larger list sizes,
and it shifts the optimal window for L toward higher values, as a larger search space
must be accommodated. This interplay confirms that L,ptimq is not an absolute constant,
but rather a quantity that depends jointly on the parallelism level PI and the geometric

parameters n, k, w of the linear code under attack.
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Figure 4.30: Theoretical depth as function of L, for (n = 3488, k = 2720, w = 64)
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Figure 4.31: Theoretical depth as function of L, for (n = 4608, k = 3360, w = 96)
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Figure 4.32: Theoretical depth as function of L, for (n = 6688, k = 5024, w = 128)
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Figure 4.33: Theoretical depth as function of L, for (n = 6960, k = 5413, w = 119)
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Figure 4.34: Theoretical depth as function of L, for (n = 8192, k = 6528, w = 128)

N=24646, K=12323, W=134
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Figure 4.35: Theoretical depth as function of L, for (n = 24646, k = 12323, w = 134)
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Figure 41.36: Theoretical depth as function of L, for (n = 24646, k = 12323, w = 142)

N=49318, K=24659, W=199

Attack Configuration

_ "0 000 00— 00
—&8— PI=1
10'® -8 PI=2
-8 PI=3
1017
1016
1015
=
= *—r—0—0—0—0—0—0—0—0—0
7]
S 101
1013
1012
1011
*—r———o0
10 15 20 25 30 35 40 45

Figure 4.37: Theoretical depth as function of L, for (n = 49318, k = 24659, w = 199)
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Figure 41.38: Theoretical depth as function of L, for (n = 49318, k = 24659, w = 2006)

N=81946, K=40973, W=264
Attack Configuration

101° - PI=1 *—r——0—0—0—0—0—0—0—0—0—0—0—0 0
- P=2
- PI=3

1018
10 17

1016

1013 L S S A

Depth

1014
1013
10 12

101t *—o———

15 20 25 30 35 40 45

Figure 4.39: Theoretical depth as function of L, for (n = 81946, k = 40973, w = 264)
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Figure 4.40: Theoretical depth as function of L, for (n = 81946, k = 40973, w = 274)
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Figure 4.41: Theoretical depth as function of L, for (n = 35338,k = 17669, w = 132)
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Figure 4.42: Theoretical depth as function of L, for (n = 71702,k = 35851, w = 200)
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Figure 4.43: Theoretical depth as function of L, for (n = 115274,k = 57637, w = 262)
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5 ‘ Conclusion

This thesis addressed the problem of the parallel design of attack algorithms belonging
to the ISD family, with the aim of evaluating whether, and to what extent, the intro-
duction of hardware parallelism can reduce the execution times of attacks on code-based

cryptography, a fundamental pillar of PQC.

The main contribution of this research was a systematic study of the impact of parallelism
on existing ISD algorithms, identifying the most computationally expensive stages and
evaluating the possibility of distributing the load across parallel architectures composed
of multiple concurrent machines following the idea of [8]. The work focused on the anal-
ysis and extension of the CAT [9] framework, which was extended to integrate parallel
paradigms, with particular attention to the design and implementation of the parallel
version of the isdl algorithm, named isd1_parallel. To complete the integration of
the work into the existing framework, the necessary support binaries were developed for
generating parameters for the isd1_parallel run, orchestrating concurrent execution,

and subsequently collecting experimental data.

The experimental campaign involved sets of candidate parameters (Table 4.1) for the
fourth round of the NIST standardization process [2] and was conducted by comparing
the original isdl algorithm with its parallel counterpart, isdl_parallel. The results
showed that increasing parallelism leads to a reduction in circuit depth: as the paral-
lelization factor, PF, increases, the critical path of the circuit is reduced, and thus the
actual execution time of the attack is shortened compared to the serial counterpart. How-
ever, the speedup does not grow indefinitely with the addition of new machines; after an
initial growth phase, the trajectory reaches a saturation plateau. This trend closely mir-
rors Amdahl’s law [3], in which the inherently non-parallelizable phases of the attack (the

column permutation phase and the post-processing phase) act as asymptotic bottlenecks.

Analysis of the area-time product confirmed the typical trade-off in parallel systems: time
acceleration comes at the cost of an overall number of logic gates that grows more than
linearly, due to the overhead introduced by global ordering networks. Therefore, reduc-

ing the attack’s execution time is achievable only at the expense of increased hardware
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complexity required to implement the circuit. In conclusion, the study demonstrates
that, although a parallel adversary can drastically reduce the execution time of an ISD
attack, the parameters proposed by the NIST maintain a robust computational security
margin that complies with the requirements, since the complexity of the attack remains

exponential even in the parallel circuit model.

From a future development perspective, a natural extension of this work involves applying
the parallelization methodology and concurrent ordering constructs to the isd2 variant
implemented in CAT, which models two-level collision algorithms such as MMT [31] and
BJMM [5]. A further line of research concerns the transfer of the parallelism paradigms
investigated to a different computational model. The transition from the Boolean circuit
model, adopted in this thesis, to the parallel RAM model, would allow one to determine
whether the benefits and structural limitations observed are intrinsic to the ISD algorithms
themselves, or whether they are partially linked to the topological and implementation

constraints specific to the circuit model.
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