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Abstract

The CERN OpenStack private data center offers cloud resources, services and tools to
a scientific community of about 3,000 CERN users. In the infrastructure, about 14,000
virtual machines are deployed, covering several use cases, from web front-ends to databases
and analytics platforms. Cloud service managers have to make sure that the desired
computational power is delivered to all the users. To accomplish this task, spotting
anomalous server machines in time is crucial. The previously adopted solution consists
in monitoring the performance metrics of the machines using a threshold-based alarming

system.

In this thesis, we present the new anomaly detection system that currently runs in
the CERN cloud infrastructure. Given the mentioned multi-variate time series metrics,
we run three different unsupervised machine learning models: Isolation Forest, LSTM-
autoencoder and GRU-autoencoder. Then, using different ensemble strategies, the system
automatically proposes the most anomalous servers of the previous day to the CERN cloud
managers. We show the related end-to-end pipeline going from the data sources to the
detected anomalies, the details of the architecture of the system, the pre-processing steps

implemented, and the design choices regarding our solution.

Furthermore, we present a new labelled evaluation dataset related to the CERN cloud use
case, and the results of our experiments with respect to it. Particularly, we show that the
three adopted models, despite their very different nature, all achieve high performance
in terms of AUC-ROC. Furthermore, we show that both the individual models and the
ensemble strategies outperform the previous system in terms of true positive rate, for
the given false positive rate required by the data center’s operators. In addition, we
compare the time performance of the models, and we show that the training is robust to

the selection and size of the training set.

Keywords: Cloud Computing; Data Center; CERN; Anomaly Detection; Multi-Variate
Time Series; Machine Learning; Isolation Forest; LSTM; GRU; autoencoder



////M//////////é N 1 \\\\\\\ / \m\\ %
2N /// \ 117717/ s
//// N\ //// ////::_:::\\\ //) \\\ \\\\
NN 779477770770 00 /2 2
NN N e otrts
oty HH1100177 070070 2 2
SO 77752777777 000 2 2 2 2 27
J ///// /// N //// ////N///////////é __ ________,5\ I \\\\\\\ \\w\\ \\\\\\\\\\\\\\ =
~ 3N M s
N T e
—— f ot
—— = R
- ““\\\\\\\\\\\\\\\\\\m\\\w\w\\ 77 /////////////,/////////////// //// ///UU/
N RN R
1 NN
5577 NN
2 T I A O O



Sommario

Il centro dati privato basato su OpenStack del CERN offre risorse, servizi e strumenti
cloud a una comunita scientifica di circa 3.000 utenti. Nell’infrastruttura vengono imple-
mentate circa 14.000 macchine virtuali, che coprono diversi casi d’uso, dai front-end web
al database e alle piattaforme di analisi. I gestori dei servizi cloud devono assicurarsi che
la potenza di calcolo desiderata venga fornita a tutti gli utenti. Per portare a termine
questo compito, é fondamentale individuare in tempo i server anomali. La soluzione prece-
dentemente adottata consiste nel monitorare le metriche dei server mediante un sistema

di allarmi basati su soglie statiche.

In questa tesi, presentiamo il nuovo sistema di rilevamento delle anomalie attualmente in
esecuzione nell’infrastruttura cloud del CERN. Date le metriche di serie temporali mul-
tivariate menzionate, eseguiamo tre diversi modelli di apprendimento automatico senza
supervisione: Isolation Forest, LSTM-autoencoder e GRU-autoencoder. Quindi, utiliz-
zando diverse strategie di insieme, il sistema propone automaticamente ai gestori cloud
del CERN i server piu anomali del giorno precedente. Mostriamo la relativa pipeline
end-to-end che va dalle origini dei dati alle anomalie rilevate, i dettagli dell’architettura
del sistema, le fasi di pre-processing implementate e le scelte progettuali relative alla

nostra soluzione.

Inoltre, presentiamo un nuovo set di dati di valutazione etichettato relativo al nostro caso
d’uso e i risultati degli esperimenti relativi ad esso. In particolare, dimostriamo che i tre
modelli adottati, nonostante la loro diversa natura, hanno tutti prestazioni elevate in ter-
mini di AUC-ROC. Inoltre, mostriamo che sia i singoli modelli che le strategie di insieme
superano 'attuale sistema utilizzato al CERN in termini di tasso di veri positivi, per il
dato tasso di falsi positivi richiesto dagli operatori del centro dati. Inoltre, confrontiamo
le prestazioni temporali dei modelli e mostriamo che il training ¢ robusto rispetto alla

selezione e alle dimensioni del training set.

Parole chiave: Computazione Cloud; Centro Dati; CERN; Anomaly Detection; Time
Series Multi Variate; Machine Learning; Isolation Forest; LSTM; GRU; autoencoder
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1 ‘ Introduction

Cloud computing is becoming the default paradigm to follow and to implement in many
elds. The exibility and the e ciency o ered by it drive the choice of the companies that
want to be competitive and able to scale applications in a dynamic way. Furthermore, for
achieving this standard, there is the need for underlying hardware capable of supporting
it and also the need of detecting and managing the failures that can happen. Indeed,
cloud computing permits the building of more complex applications, which, on the other
hand, makes it more probable to have system failures during the lifetime of the system
itself.

These failures can propagate in the system with a cascade e ect. For instance, a system
that doesn't work properly for some hours can lead to a general dissatisfaction of the users
or, even worse, to a decrease in the value of the company in the market. For this reason,
it is always better to detect these errors as soon as possible in order to then decide which
actions to take for solving the problem.

In this chapter we will introduce the context of our project, we will understand the possible
scenarios, we will formulate in a formal way our problem, we will see the methodology
and the contributions of the work of this thesis, and, nally, we will list the chapters of
the thesis describing what we will show for each of them.

1.1. Context

CERN (Conseil Européenne pour la Recherche Nucléaire) is the European Organization
for Nuclear Research, one of the world's largest centres for scienti ¢c research regarding
particles and high Energy Physics. The main goal of the organization is to provide
particle accelerators and other infrastructures needed for high-energy physics research.
As a result, numerous experiments have been constructed at CERN through international
collaborations. The main site at Meyrin, in the Geneva area, hosts a large computing
facility, which is primarily used to store and analyze data from experiments, as well

as simulate events. Researchers need remote access to these facilities, so the lab has
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historically been a major wide area network hub.

To provide resources to the scientists and to accomplish its research goals in High Energy
Physics, CERN relies on the computational power of its data center. The computing
facility is structured as a private cloud, managed via components of the free open-source
Infrastructure-as-a-Service platform OpenStack (better explained in the section 2.2.1).

Figure 1.1: The resources available and used in the CERN cloud. We can see the number
of projects, users, virtual machines, and hypervisors involved in the infrastructure.

The CERN personnel structure consists of di erent departments where each department
Is divided into groups, each group is divided into sections and in each section, there are
multiple projects going on. For instance, the team who worked on this thesis project
is part of the Resource Provisioning Service section, which is included in the Compute
and Monitoring group, which is comprised of the Information Technology department
(IT-CM-RPS). At the time of writing, the CERN OpenStack cloud contains about 10000
bare-metal servers where 2000 of them, con gured as hypervisors, host about 14000 vir-
tual machines, serving 4500 di erent projects, as shown in Figure 1.1. Each hypervisor,
during its lifespan, produces several performance metrics related to its components. Those
metrics are time series, and their values usually re ect the status of the hypervisor.

De nition 1.1.1  (Bare-metal server) A bare-metal server, also known as single-tenant
physical servers or managed dedicated server, is a physical computer server that is used
by one consumer, or tenant, only. Each bare-metal server o ered by the infrastructure is

a distinct physical piece of hardware that is a functional server on its own. They are not
virtual servers running in multiple pieces of shared hardware.

De nition 1.1.2  (Hypervisor). A hypervisor, also known as a virtual machine monitor,
or also calledserverin this thesis, is computer software, rmware or hardware that creates
and runs virtual machines. A hypervisor allows one host computer to support multiple
guest virtual machines by virtually sharing its resources, such as memory and processing.

In this document, we will call bare-metal serverghose servers that don't use virtualization
and that are not part of the cloud infrastructure we will monitor. On the contrary, we
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will use hypervisor for those bare-metal servers with virtualization capabilities, which
compose the cloud we will monitor and study.

De nition 1.1.3  (Virtual Machine). A Virtual Machine (VM) is a compute resource
that uses software instead of a physical computer to run programs and deploy apps. One
or more virtual guest machines run on a physical host machine (thieypervisor). Each
virtual machine runs its own operating system and functions separately from the other
VMs, even when they are all running on the same host. For instance, this means that a
MacOS VM and a Windows VM can run on the same physical server.

Others de nitions follow. They will be useful for the next chapters of the thesis.

De nition 1.1.4  (Metric (or plugin)). As visible in Table 2.1, we refer to metrics, or
plugins, when we talk about the performance metrics of the hypervisors. Those metrics are
represented by time series, and they are related to the main component of the machines.
The main known metrics are related to the disk, the CPU, the memory, and the network).

De nition 1.1.5 (Cloud managers) At CERN, we call cloud managers those employees
who have a deep knowledge of the cloud infrastructure of the organization and are able
to solve the issues detected by the users. They usually work also on new implementations
regarding the cloud and, in particular, they are our main nal users. Cloud managers
will use our system, giving feedback to improve it or feedback to let us understand if the
results are valid and if they can be used in the daily operations.

De nition 1.1.6  (Monitoring dashboards) The Monitoring dashboards are a set of in-
formation, plots, tables and links used for monitor the situation of the cloud machines.
Usually they are implemented usingsrafana, the main tool used by the central monitoring
infrastructure. Many of the plots show the metrics related to a speci ¢ hypervisor or to a
speci ¢ set of hypervisors, for instance, we can monitor statistics about a group of them.

We must highlight anyway that, during the last year, the number of servers in the cloud
infrastructure changed drastically, as showed in Figure 2.2. The number of users and
project is almost the same, but the infrastructure evolved and it was optimized involving

less servers in general. As a consequence, misbehavior are more probable because of the
less used resources, and for this reason, an AD system, running continuously on the CERN
cloud, is even more decisive.

Furthermore, the data center and the cloud are used for high throughput computations
related to the physics experiments and to the applications or services o ered to the whole
CERN personnel. In both cases, a misbehavior of the infrastructure can have an impact
to the quality of service for the users. For this reason, it is fundamental to appropriately
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Figure 1.2: The di erence between bare-metal servers, on the left, and hypervisors, on
the right. In the rst case, we have a single OS running di erent applications. In the
second case, we have the same hardware and infrastructure, but, adopting the virtual-
ization paradigm, we are able to have di erent guest operating systems running di erent
applications independently.

monitor the cloud and to be sure that self-healing procedures are implemented when
possible [1].

Regarding the monitoring aspect, the status of the cloud infrastructure is observed through
multiple dashboards where is also possible to have alarms reporting high values to the
cloud managers. In particular, the alarming systems used at CERN are mainly composed
by threshold-based triggers. Those triggers usually capture only well-known problems,
sometimes they notify false positives and nally, they tend to overwhelm the experts with
unneeded noti cations.

We nd here the main reasons behind the start of our work. We need an alternative
approach for detecting automatically possible anomalies in the cloud infrastructure, in
order to avoid the negative aspects of the previous methods used for alerting and to
benet from all the data we are able to capture from the hypervisors. Our approach

is based, indeed, on Machine Learning techniques. We want a system not driven by
prede ned rules, but by the data itself. Our new system, in particular, makes use of
unsupervised methods because of the lack of an adequate number of labels. Moreover,
having an unsupervised approach reduces the costs in general, doesn't need to have new
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labels if the infrastructure evolves, and optimizes the system for future uses also for
slightly di erent use cases.

The mentioned Machine Learning models we are considering are de ned as AD algorithms
(Section 2.3) and the time series that we get from the hypervisors' metrics will be our
inputs (Section 2.4). In particular the models used by our system and considered in
the experiments will be three, coming from two di erent families of algorithms. We will
consider, from the family of traditional statistical models, the Isolation Forest, explained
better in the section 2.4.1. On the other hand, from the family of Deep Learning models,
we will consider the LSTM-autoencoder and the GRU-autoencoder, explained better in
the section 2.4.2.

1.2. Motivations

Given the context of the project, it is also important to understand the speci c target
problem that we want to solve. We analyze here the scenario in which our system will
work, and we highlight the motivations of our study.

The typical series of events we are focusing on is the following:

1. An hypervisor starts to have some kind of problems. The possible problems' natures
are many. For instance, it is possible that a particular VM is consuming too many
resources, or the disk can be in its degrading phase. The specic reason is not
important for our case study, we only care about the detection of those anomalies.

2. After a not well-de ned period of time, the problems of the hypervisor have a noticed
impact on one or multiple users. Also here many scenarios can be true. Itis possible
that some experiments are producing wrong results, or that they are taking more
time than usual. Maybe some experiments can not even be run because of some
hardware error, or perhaps, a service breaks and the related users start to encounter
issues.

3. After one or more of those episodes, the aicted user will create a ticket in order
to report the issue. These kinds of tickets will propagate until reaching one of the
CERN cloud service managers.

4. The cloud manager who takes charge of the ticket will try to get to the source of
the problem described by the user, nding also a way to solve the issue. Also here
we have many di erent ways to solve these kinds of situations, but again, we are
not really interested in this aspect.
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5. After the changes are done by the cloud manager, the user is noti ed and the metrics
of the problematic hypervisors are monitored to understand if the problem is nally
solved.

As you may already noticed, all those steps require the coordination of many services and
many people. Moreover, it takes a lot of time from the beginning of the anomaly to the
nal resolution of the issue, and in particular, this time is totally lost with respect to the
hypothetical service down or to the experiment that couldn't continue.

The Anomaly Detection (AD) system proposed by the work of this thesis aims, indeed,
to cut all those steps, trying to detect anomalies during the rst step, before any service
or any user is really a ected by it. The keyword of this approach is prevention. Instead
of solving reported issues, the goal is to prevent problems by checking if any anomaly is
present in his early stages.

In the CERN cloud, a prevention system is already implemented, but it is not enough.
Indeed, as mentioned in the previous section, the monitoring infrastructure used by the
cloud managers o ers a threshold-based alarming system able to alert and notify them
in case a speci ¢ metric of a machine goes above a speci c value. However, even if this
method is the simplest possible one, and even if it is, after all, a good way to identify
extreme anomalous cases, it has many weak points that motivate us to implement a new
data-driven system for the AD purpose:

~

The threshold-based alarms are related to single metrics. On the opposite, our
system considers a multi-variate context where the combination of many metrics
can identify an anomaly, especially in the early stages of the possible issue.

The thresholds are static values that must be decided in advance. This is a wrong
approach from many di erent points of view: di erent metrics need di erent thresh-
olds, with the evolution of the infrastructure also the threshold should change ac-
cordingly, and if a specic metric of a hypervisor is high and very close to the
threshold, but not above it, there is no noti cation.

The described system is not able to give a ranking of the anomalies.

The managers have to check every single metric plot to understand the situation
and, moreover, a hypervisor can be duplicated in many of the visualization plots if
more than one metric is above the thresholds.

Last but not least, everything about the alerting system is decided by the managers
of the cloud and it is only driven by the personal experience and not by the data
and by the statistics of the cloud itself. With our AD System, on the other hand,
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we can benet from the potentiality of both those two aspects.

A di erent approach using a data-driven model can overcome those issues. The Machine
and Deep Learning models that we will take into consideration give us the possibility

to use a multi-variate representation of an unde ned number of metrics characterizing

the speci c hypervisor. We have to decide anyway a specic threshold to be used for
having a binary output, but we can also avoid this last step and have a ranking of the

anomalies, being more exible and helping the managers in the prevention of possible
issues. Furthermore, the output of the system can be visualized in a single dashboard
or even in a single plot, making it easier to check the results. Finally, the models don't

really need speci c values to be decided, they look at the statistics of the data and they

decide the underlying logic to be applied following those and not expecting inputs from

the managers.

It is clear that such a model can really help. It can bring a lot of value to all the data that
the data center is able to generate, and it can be a game-changer regarding the prevention
and the detection of anomalies.

1.3. Methodology

The solution for building a system able to perform an AD task may seem easy, but the
complexity given by working with the CERN infrastructure, by the amount of available
new data every day, and by the constraints about frameworks and services to be used,
makes it more di cult than expected. For this reason, it is crucial to specify our method-
ology, in order to both understand the steps that led us to the nal solution and follow
the thesis Chapters.

We can divide the methodology into 2 main parts. The rstis about our focus on building
such a system. The second is about making experiments for nding the best solution
regarding the system itself, and for giving theoretical results.

1.3.1. Methodology: AD System

The approach for building the AD system is based on di erent aspects, following features
of Design Science and Software Engineering. We present some of them in the following
list.

" Encapsulation : we want that every step of the system is enough encapsulated to
work without the need of the other ones, despite those steps that are logically before
it. Moreover, we want to be able to easily understand if a speci c step is broken or
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not. Indeed, an easy way to debug should always be at the center of a project that
is expected to last months or years.

Versioning : a versioning framework is needed for being able to have the code
always updated, and for having a way that makes it possible to both nd older
versions of the code and add new features in a pragmatic process.

Testing : we need an environment for testing purposes. Our system, while running
in production, will interact with many di erent services and frameworks. In order
to not mess up with those, it is important to have a way to test the new and the
old features of the system.

CI/CD : we don't want to just test the whole system, but it is also necessary to
apply procedures for ensuring Continuous Integration and Continuous Delivery of
the code. In order to do it, we need to have automatic tests in our versioning
framework, being able to test single parts of our system.

Pre-Processing : raw data can be not standardized or they can have any kind of
issues at any moment in time. A data pre-processing step is needed in order to
perform data cleaning, to choose a speci ¢ data format always used, and to be sure
to always have the same con guration without unexpected behaviors.

Optimization : we want to optimize the operations and the resources in order to
not repeat multiple times the same kind of computations. For instance, if we have
already done the pre-processing of some data and we need them again, we don't
want to re-process the original data, but we want to use the already processed ones.

Pipelining : we need a pipeline going from the extraction of the initial data to
the publishing of the anomalous results. Nevertheless, this pipeline must be run
continuously with the new data that are available from the CERN central monitoring
infrastructure.

Documentation : in parallel with the progress of the code development, it is es-
sential to keep updated the documentation. It is useful for both ourselves and other
people interested in the library or in our system in general.

Many procedures, techniques, and methods are used to guarantee those aspects: Software
Prototyping, Iterative Development, brie y shown in Figure 1.3, Performance Evaluation,
Comparative Studies, and Simulations. After all those iterative processes, we are able to
have a nal pipeline able to work in a containerized way, able to produce results about
the anomalousness of the hypervisors in the cloud infrastructure, and able to run in a
testing environment with the possibility of debugging.
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Figure 1.3: The lterative Development diagram. Because of new required features or
thanks to experts' feedback, we had to re-think and re-implement many times the structure
of our system.

To accomplish all the goals, many services, programming languages, frameworks, and
libraries are used in a complementary manner. In the next chapters, we will focus more
in detail on all those practical aspects, understanding better the services and the reasons
that pushed us to use them. Here anyway, for summarizing those aspects and giving to
the reader some hints about how we reached the nal solution, we will list some of the

tools we use:

A

We useGitLab for the versioning and for the CI/CD jobs.

For the containerization we useDocker. The Docker images are many and di erent
depending on the purpose of the container. For instance, the Docker images used
for connecting to the CERN services usually don't change, while the one containing
our library changes at every new push ofsitlab.

In order to get the performance metrics, theCollectd service is used. It takes
the time series from the hypervisors and saves the data usikpFS, the Hadoop
Distributed File System.

From HDFS we are able to process the data thanks tApache Spark

The machine and deep learning models are implemented in Python using many
libraries including Sklearn Pandas PyOD, and TensorFlow.

The results are published fronfFluentd to ElasticSearchwith a logging mechanism.

From ElasticSearchwe visualize the nal dashboard on Grafana or oiibana, from
where the cloud managers can consult them and send us the feedback.
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" All the pipeline process is orchestrated and scheduled witkpache Air ow.

" The system runs in a virtualized environment created using the CERN cloud Open-
stack service itself. For instance, the machine on which our pipeline run is between
the machines inspected by our system, being part of the cloud infrastructure under
study.

1.3.2. Methodology: Experiments

In order to make experiments we used many of the techniques, tools, and procedures we
saw in the methodology of the system. However, it is important to clarify some aspects
that were mainly driven by the need for those experiments.

The rst important distinction is the use of an interactive approach for writing the code.
For the experiments is often crucial to be able to modify the code and the functions
in the easiest possible way. Clearly, especially in terms of production, having a library
with a versioning framework behind it is necessary, but still, it is not the best option in
terms of exibility. For those reasons, we decided to use a Python Notebook environment
for all the work concerning experiments. In particular, we used the SWAN (Service for
Web-based ANalysis) framework: it is a CERN-based service and it allows interaction
with the other services we are interested in. For instance, we want to connect to the
CERN Spark cluster for the processing of the data, or we want to connect to the CERN
EOS Storage framework in order to have compatibility with the operational system.

SWAN is used also for other purposes:
~ to show to other colleagues, teams or departments the work done for this project,

" to make it possible for others to interact with our library or to consult our results,
and

~ to debug our library and to develop new features.

Secondly, we don't need only a tool to launch our experiments, but, most importantly, we
need a labelled dataset for evaluating the di erent models or approaches we want to test.
This is a crucial point, and moreover, the lack of annotated datasets related to our specic
use case makes this even more important and time-consuming. The nal decision is to
create our own dataset using the CERN original data, with the constraint of reducing to
the minimum the bias of the labels.

There is nothing more to add to the methodology related to the experiments. Despite

Ihttps://swan.web.cern.ch/swan/
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the use of SWAN and the new dataset, we used the same other tools implemented for the
system, with the only di erence that our experiments are driven by a systematic literature
review, statistical hypothesis formulations, and mathematical modeling fallowing those
hypotheses.

1.4. Contributions

During the project we were able to nalize many outputs that can be useful, in particular
at CERN, for other users, other future students, and other teams that aim to solve similar
problems. Moreover, we brought also contributions related to the performance of three
AD models with respect to a unique cloud computing case study as the CERN one is.
We also bring results related, more in general, to which preprocessing steps are better in
a multi-variate context for this kind of objective.

All the contributions of this work, and especially all the details about them, will be
clearer going ahead with the reading. However, here we want to give a comprehensive
list of the goals that we achieved, in order to allow the reader to know what the project's
accomplished intentions and objectives are:

~ AD library 2: before anything else, in whatever project, a library to be used in
systems and experiments is necessary. This was also one of the main contributions
of the previous work [2]. We started from it, improving the potentialities o ered by
the functions, generalizing them, and xing all the bugs we found. The library is
also used by other teams at CERN and by other people in di erent contexts. For
instance, in the University of Victoria, Canadd, they adapted our library for their
use case.

One of the most important aspects regarding the code is the ability to use speci c
parameters for the specic use of the functions. During the software engineering
phase, the focus was always the minimization of the hard-coded parameters, in
order to make it possible to use the library for other case studies. Furthermore, it is
important to highlight that this library includes many functions related to the data
science eld. For instance, we have functions for data processing or data inspection,
for including personalized Machine Learning models in the core of the system, for
specifying which parameters and elds are needed in the results publishing, and for
testing purposes.

2https://gitlab.cern.ch/cloud-infrastructure/data-analytics/-/tree/qa-v0.4/
3http://heprcdocs.phys.uvic.ca/reports/kamel-wtr-2021.pdf
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" Daily operational AD system : after the creation of a modular, scalable and
parametric library, the contributions of the project include the pipeline that we run
automatically every day. The pipeline is in charge of computing the anomalous
scores of the hypervisors included in the cloud infrastructure under study. This
system is not only able to compute those results, but it optimizes the resources
consumed, and it also publishes the scores using the same CERN monitoring frame-
work used by all the users and managers involved in the cloud operations of the
organization.

Evaluation dataset : as already said, in order to make experiments, we need to
create a labelled dataset. This is one of the main contributions because it doesn't
only make possible all the theoretical work of the thesis, but it also sets the stage for
future experiments or future dataset extensions. Furthermore, this dataset can be
anonymized and published for other external experiments, or for public challenges
following, for instance, the Kagglé format. Its importance, given the lack of labelled
datasets in contexts like ours, actually increases. There are not many datasets
dealing with multi-variate performance metrics related to cloud computing machines
providing general usage resources. These kinds of data centers are often owned by
big tech companies, and usually, they don't share data related to their servers'
metrics.

Performance results and comparison of the systems  : the last contribution is
related to the experiments we run on the evaluation dataset. We show empirical and
guantitative results, highlighting the improvements that the new system brings to
the CERN cloud use case. In particular, we present the pros and cons of the models
that we run in the system, emphasizing the performance with respect to complexity,
needed time for train or inference, and e ciency in nding anomalies. In addition,
we benchmark the proposed models against the previous CERN alerting system,
showing that both the individual models and the ensemble strategies outperform it
in terms of True Positive Rate, for the given False Positive Rate required by the
data center's operators.

1.5. Structure of the Thesis

As last part of the introduction let's introduce the next chapters mentioning brie y the
topics included in each of them:

“https://lwww.kaggle.com/
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" Chapter 2, State of The Art : here we will mention the major topics related to
our thesis. In particular, we talk about cloud computing and how it is implemented
in the CERN context, about the AD task and how it is implemented in the multi-
variate time series context, and about the details of the speci c models we will
inspect and investigate.

Chapter 3, Proposed Solution : here we will present our solution, formulate the
problem, and show details about the data processing we need to perform and about
the architecture of the daily operational system.

Chapter 4, Implementation Details . in this chapter, we will go deeper into the
design decisions of our solution. While in the previous chapter we mention the main
points regarding our system, here we see some detailed scenarios where our system
is needed, some background information about the project, the requirements of the
system, and the related design choices.

Chapter 5, Evaluation Dataset : after describing everything about our solution,
we present the evaluation dataset that we created for running the experiments. In
particular, we focus on the rules we used to have unbiased labels.

Chapter 6, Experiments : here we will present and discuss our experiments and
the related results. Moreover, we will introduce the metrics we use to assert the
performance of the model and the parameters we decided to use for both the system
and the experiments.

Chapter 7, Conclusions and Future Work : nally, in this chapter, we will
summarize the work of the thesis with a conclusion and we will talk about possible
future work related to our system.

Appendix A, Detailed Results : the rst appendix is about the gures related

to the results that can not be included in the main text because of their dimensions.

Moreover, they are not fundamental to get the main messages we want to pass
in the discussion of the results. However, we include them in this appendix for

completeness.

Appendix B, Code Snippets : the second appendix shows some snippets related
to the code of our library.
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2 ‘ State of The Art

We approach the work of this thesis presenting the state of the art of the di erent entities
composing our problem. In particular, we will go through the concepts of cloud computing
and Anomaly Detection (AD), focusing on the aspects more important for us. Moreover,
we want to learn more about the input data we will work with, about the expectations
in a cloud computing environment, and about the most used unsupervised AD models in
multi-variate settings.

The majority of the information we group here comes from research papers and studies
about these topics. For instance, we will get most of the information about cloud comput-
ing from [3 6] and most of the details about di erent unsupervised techniques to perform
Anomaly Detection from [7 10].

2.1. Cloud Computing

Thanks to the fast development of processing technologies, storage capabilities and Inter-
net connectivity, we can rely on cheaper computing resources with better performance and
in general more available than before. The result of this transformation is the transition
to a new standard called cloud computing, in which resources like storage, memory or
computational power are provided through the Internet and the users can utilize them as
general utilities requesting or releasing them in an easy way.

The advantages for the end-users are many, and the main important ones are the following:

" Higher scalability : the cloud service can be expanded easily, and it is possible to
be more transparent from the usability point of view.

" Easier access: the hosts in the cloud infrastructure are generally web-based and
this means they are easily accessible through di erent devices with the only necessity
of an Internet connection.

~ Reduction of risks : the user doesn't have to think about possible hardware failures
or about any possible problem related to the cloud infrastructure.
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We can also de ne cloud computing as referring to [11[Zloud computing is a model for
enabling convenient, on-demand network access to a shared pool of con gurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management e ort or service provider interaction

Moreover, we can associate many technologies already known and used before to this new
standard:

" Grid computing : the paradigm that consists in coordinating the resources in order
to achieve a speci c computational goal. Cloud computing is similar to this, but, to
provide dynamic and shared resources, we have one more step by using virtualization
at the hardware and at the application levels.

Virtualization : the technology that allows to abstract the majority of the details
about physical hardware and that provides the possibility of using virtualized re-
sources giving more exibility to the user applications. A virtualized server is called
a Virtual Machine (VM) and usually, there are many di erent VMs running in single
physical hardware called Host or Hypervisor.

Autonomic computing : the paradigm that aims at having self-managing comput-
ing systems, capable of reacting possibly without any human intervention reducing
the management complexity of the system.

Cloud computing shares some features with those technologies, but it also o ers particular
further bene ts. They can be summarized with the following aspects:

A

Shared resource pooling : the infrastructure o ers a pool of dynamically assigned
computing resources. This kind of assignment capability allows exibility to the
provider and to the end-user, managing the resource usage in an optimized way.

Geo distribution and ubiquitous network access . as already mentioned, ac-
cess to cloud infrastructures is guaranteed by the use of the Internet as a service
delivery network. Moreover, cloud computing is also based on the fact that the
infrastructure is distributed and that it consists of multiple data centers located in

di erent locations around the whole globe.

Dynamic resource provisioning : cloud computing di ers from the traditional
computing model also for the capability of providing and releasing computational
resources on the y. In the previous paradigms, resources were provided according
to peak demand.

Self organizing : the management of resource consumption follows the real-time
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needs of the users. This yields high agility enabling a fast response to changes in
service demand.

Figure 2.1: The di erent levels of the cloud computing architecturé?.

Finally, we can also visualize the architecture of cloud computing by looking at the dif-
ferent layers of it in Figure 2.1. We can identify 4 di erent layers. Going from the lowest
to the highest level we have:

A

Hardware layer : managing physical resources including physical server, routing
devices, power and cooling systems. We can refer to this layer talking about the data
center, considering a set of thousands of servers organized in racks and connected
between each other through switches and routers.

Infrastructure layer : creating a pool of computing and storage resources using
virtualization. Essential layer that provides key features thanks to the partitioning
of physical resources.

Platform layer : handling operating systems and frameworks on top of the infras-
tructure Layer. Usually, there is API support for the implementation of the di erent
aspects needed by the running applications.

Application layer : running the actual applications. They have more features,
better performance and exibility thanks to the decoupling of the lower layers and
to the modularity properties they have.
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2.1.1. Performance Metrics

Going deeper into the topic of cloud computing, it is important to understand which
metrics are involved. After all, they will be, in one way or the other, the inputs of our ML
models and it is critical to know them. In [5] we have a complete list of all the metrics we
can have, depending on the di erent paradigms we are interested in. On the other hand,
we can be interested in evaluating commercial cloud services. In [6] we can nd all the
metrics for that purpose.

It probably doesn't make sense to list every possible metric, but it is fundamental to
mention some of them in order to understand the next chapters, especially the ones
related to the Monitoring of cloud services:

~

Resource utilization : the percentage of resources (CPU, Memory, Bandwidth, ...)
needed for the current workload.

Resource load : the number of tasks waiting in the queue for utilizing the CPU.

Maximum running resource : the maximum number of resources used in a spe-
Ci c setting.

Response and delay time : numbers de ned by the di erence between the time
of a sent request and the time of the processing of it.

Network congestion : the incoming and outgoing network load, usually in terms
of requests per second.

SLA violation : the percentage of tasks having a delay time above a certain thresh-
old.

Let's remember that this list is just a generalization and that, as we will see later on,
each general aspect we are listing here is usually translated in di erent multiple low-level
metrics. Those, de ned by the time series, will be used as inputs.

2.2. Cloud Computing at CERN

We saw what we mean by talking about cloud computing and we listed general properties,
architecture aspects and metrics which evaluate the performance. However, the complex-
ity of the topic is also given by the fact that every use case di ers from the others. Di erent
companies or organizations implement di erent solutions to follow the cloud computing
paradigm using various technologies. cloud services can be private, public or hybrid, it
Is possible to use commercial services or to build our own cloud and moreover, and, for
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every segment of the service, there are many available technologies with their own pros
and cons. Being this project focused on the CERN use case, it is important to understand
how cloud computing is implemented, which technologies and frameworks are used, and
which features or limitations we have.

In [12] we can nd, for example, information about the history of the cloud infrastructure
at CERN. In particular, the paper, published in 2015, goes deeper in the details on
which experiments the cloud team did, and on which results they had comparing di erent
possible solutions for supporting the ATLAS experiment from a resource provisioning
point of view. Anyway, it is probably better to focus on more recent information about
the cloud computing at CERN and especially to review the main aspects described in
[13, 14].

2.2.1. OpenStack

Nowadays, at CERN, the selected cloud software to be adopted is OpenStqckn open-
source cloud computing infrastructure software. Itis an laaS (Infrastructure as a Service)
project and it is one of the most used in the eld by many major companies. Firstly, the
resources o ered from the cloud team were mainly VMs and related attached volumes.
Thanks to the improvements to the availability and to the increasing number of provided
features, the cloud infrastructure is able now to oer also services like containers or
network components.

Figure 2.2: The overview dashboard of the CERN OpenStack cloud. It is possible to
understand how many physical and VMs are in the data center and the amount of data
processed by the cloud computing infrastructure.

Lhttps://www.openstack.org/
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The servers run CentO3 7 and, after an extension in 2013, they are distributed into two

di erent data centers located in Meyrin (Geneva, Switzerland) and Wigner (Budapest,
Hungary). For management purposes, they are grouped into cells and then aggregated in
a more scalable architecture. Thanks to this structure, it is possible to operate several
cells, and it is easier to quickly grow the infrastructure with the changing demand of
computing power. These machines are used for many purposes at CERN, some of the
main use-cases are:

" workloads related to various experiments (LHC, LHCb, ATLAS, CMS [15 17]),
" schedule of the CERN Batch nodes [18],
" Continuous Integration and Development of the di erent teams' projects, and

" personal VMs for test purposes.

2.2.2. Monitoring Metrics at CERN

Once again, it can be useful to linger on the monitoring metrics. In particular, we want
to highlight how they are managed in the CERN cloud infrastructure and which ones are
used. In order to monitor the cloud, many services and technologies are used. In [19] we
can nd insights about them and about the whole pipeline going from the data sources
to the metrics visualization, shown also in Figure 2.3. We are especially interested in
understanding which is the technology that permits us to get those metrics, and we want
to be aware of what each plugin is about.

Figure 2.3: The monitoring pipeline and the related technologies used at CERNI,

The rst step of the monitoring pipeline is to provide a standard and solid data ow of

2https://hub.docker.com/_/centos/
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those metrics. This task is accomplished bgollectd®. It is installed on all the nodes,
and it gathers and sends all the metrics (de ned in 1.1.4) to the central infrastructure,
in order to permit all the possible next steps of the pipeline. Furthermore, it is used to
collect IT services logs, generating almost 1 TB of data per day.

The collection of the metrics time-series allows the IT service managers to perform also
additional operations like:

" con guring more metrics and developing new speci c ones,
" building service dashboards to provide real-time indicators to be analyzed, and
" creating custom alarms in order get noti ed if something is wrong.

Finally, the list of the main plugins used in the CERN cloud infrastructure can be visual-
ized in the Table 2.1. The complete list of all the possible plugins collected froGollectd
can be found her& but we want to focus our attention to the most important ones with
respect to our use case.

2.3. Anomaly Detection

The next main topic of the thesis, after cloud computing, is, of course, Anomaly Detection.
Indeed, if cloud computing is the main context of our use case, the detection of anomalies
is what we are doing from the practical point of view, and it is fundamental to understand
all the possibilities that there exist to comprehend how this task can be tackled. In the
next paragraph, we will refer mostly to [7 10].

Anomaly Detection refers to the problem of nding patterns in data that do not conform

to expected behavior. These non-conforming patterns are often referred to as anomalies,
outliers, or exceptions depending on the di erent application domains. For instance,
anomalies and outliers are the two terms commonly used in our context.

The task of detecting anomalies nds use in many applications such as fraud detection in
nancial settings, insurances, fault detection in safety-critical systems or military surveil-
lance [7]. Anyway, before going deeper into the detection mechanism, it is essential to
understand in the rst place what are these anomalies. The de nition of anomaly is often
subjective, but, at the same time, it a ects all the project.

Given a well-de ned notion of normal behavior, anomalies are patterns in data that
do not follow that notion. Those anomalies can be there for several reasons including

3https://collectd.org/
“https://wiki.opnfv.org/display/fastpath/Collectd+Metrics+and+Events
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D

Plugin Type Type Instance Description
percent idle Time CPU spends idle.
. Time the CPU has spent
CPU percent Interrupt servicing interrupts
percent system Time_ that the CPU spent
running the kernel.
. The time the CPU spends idle while
percent wait o )
waiting for an I/O operation to complete.
Time CPU spends running
percent user :
un-niced user space processes.
if_dropped infout The .total numbe_r of
Interface - received/transmitted dropped packets.
if_octets in/out The t otal numbe_r of
- received/transmitted bytes.
memory bu ered The amount, in kibibytes, of
temporary storage for raw disk blocks.
Memory memory cached The amount of physical RAM, in
kibibytes, left unused by the system.
memory free The amount of physical RAM, in
kibibytes, left unused by the system.
Total amount of usable RAM, in kibibytes,
memory total which is physical RAM minus a number of
reserved bits and the kernel binary code.
Time spent doing I/Os (ms). You can treat
disk_io_time io_time this metric as a device load percentage (Valu
Disk of 1 sec time spent matches 100% of load).
disk_ops read/write The number of read/write
- operations issued to the disk.
pending_ops - The queue size of pending I/O operations.
. . Number of context switches
Switches switches - ;
done by the operating system.
Load average gures giving the number of
load shortterm jobs in the run queue or waiting for disk /O
Load :
(averaged over 1 Minute).
Load average gures giving the number of
load longterm jobs in the run queue or waiting for disk /O
(averaged over 15 Minutes).

Table 2.1: The main Collectd metrics used in the CERN cloud infrastructure. The metrics

in bold will be the ones used for our system.
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malicious activities or spontaneous failures. In Figure 2.4 we can nd an example in two
dimensions. In particular, we can notice that the majority of the data is distributed in
two bigger clusters (N and N,), while, on the contrary, some of the data points are more
distant from the others and not inside those 2 groups (Q O,, Os).

Here comes the subjective aspect.;00, and O; can all be de ned as anomalies, but it is
possible, for instance, considering the points in{hot anomalous, because a new cluster
is forming there. Another case consists in considering,@ot anomalous because not so
much distant from the main cluster.

Figure 2.4: Various examples of anomalies in a 2-dimensional hyperspace

The de nition of what is an anomaly is of primary importance to decide the methods and
algorithms we can use for the AD task. Generalizing this concept, there are several kinds
of possible anomalies that we might want to detect:

" Point anomalies : the simplest type of anomaly, when we can consider anomalous
an individual data instance.

Contextual anomalies : an anomaly given by a speci ¢ context, where the context
can be induced from the structure of the dataset. For instance, two data points with
the same attributes' values can di er from the anomaly point of view because of
their di erent contexts.

Collective anomalies : an anomaly given by a set of data points' values. The
single data point value, in this case, doesn't matter at all. Only if other correlated
points have certain values, we de ne that group of data points as anomalous.

Moreover we have also di erent type of AD depending on the labels availability of our
dataset:
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" Supervised AD : when there are enough labels for training a model. There are
two main issues in this case. Firstly, the anomalous labels will always be far fewer
with respect to the normal ones, having all the problems that come with unbalanced
datasets. Secondly, in real applications and use cases, it is very di cult to label
anomalies with great precision. In general anyway, once you have good labels for
the anomalies, there is no need to use special models, and usually, it is just about
building a predictive model.

Semi-Supervised AD : when there are enough labels of normal data. The strategy,
in this case, is to build a model learning only from the normal data and to use such
a model to discover anomalies in the test data.

Unsupervised AD : when there are no labels. This is the most common case
because of the general di culty of collecting good labels about anomalies. In addi-
tion, adding to the training dataset some of the anomalies from the test data, also
semi-supervised techniques can be used in the same way. There is an important
hypothesis anyway to consider. In the case of Unsupervised AD, we assume that
normal instances are far more frequent than anomalies in the data. If this is not
true, there will be many false positives.

2.3.1. Anomaly Detection Techniques

After the understanding of the general purposes of the AD task, we should focus on the
various categories of techniques that it is possible to apply and implement, looking also
for their pros and cons.

Classi cation Based Techniques

Classi cation means that there is a model capable of learning from a labelled dataset and
of distinguishing from normal and anomalous data in the testing phase. In particular, we
have multi-class techniques, in the case that the given problem has many normal classes,
or one-class techniques, in the case the given problem has only one normal class. We can
visualize the di erence in Figure 2.5.

In this category, we nd many possible models. Some of them are Neural Networks,
Bayesian Networks, or Support Vector Machines. Usually, the testing phase of these
algorithms is very fast and, using the right dataset, the models can be very e cient in

distinguishing anomalies and normal data. On the other hand, it is not easy to have a
good dataset, and moreover, in the testing phase, we get in output a speci c label, while
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Figure 2.5: Examples of multi-class and one-class problems in a 2-dimensional
hyperspacé]l.

sometimes we are interested in values indicating the anomalousness probability.

Nearest Neighbors Based Techniques

In this case, the assumption is that normal cases occur in dense neighborhoods while
anomalies are distant from these groups. Surely, in order to use these algorithms, we have
to de ne a distance, usually positive-de nite and symmetric, and we have to implement
di erent methodologies with respect to continuous and categorical attributes or to multi-
variate instances. The algorithms that use this type of technique can be divided into two
main groups: the ones using the distance of a data instance to itg kearest neighbor,
and the ones computing the relative density of each data instance.

This class of techniques doesn't assume anything about the generative distribution of the
data points, they can perform better in the case of semi-supervised adaptation and it is
easier to use di erent data types if it is possible to de ne a distance. However, these
models don't work properly if the normal data points don't have close normal neighbors,
or if the distance is not well-de ned with respect to the problem. Another issue is related
to computational complexity. Indeed, computing the distance between each test instance
and all the other instances belonging to either the test data itself or to the training data,
leads to aO(N?) complexity.

Clustering Based Techniques

With clustering techniques, it is possible to group similar data in speci c clusters, usually
without the need of labels. There are di erent clustering algorithms for di erent use cases,
depending on the assumptions on the data distribution. There are three main potential
assumptions we can nd:
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" Normal data instances belong to a cluster in the data, while anomalies either do not
belong to any cluster.

~ Normal data instances are close to their closest cluster's centroid, while anomalies
are far from theirs.

" Normal data instances belong to large and dense clusters, while anomalies either
belong to small or sparse clusters.

Given a speci ¢ assumption, we can use speci ¢ algorithms for that case. These models
can work in an unsupervised manner, they can adapt for di erent data types and the
computational complexity in the testing phase is low, because we always assume to have
a low number of clusters. Unfortunately, we have also several drawbacks including a
high dependency on the underlying clustering algorithm, no speci ¢ AD optimization, a
big training phase complexity, reachingd(N2d) in some cases, misbehavior in case the
anomalies form clusters themselves.

Pure Statistical Techniques

In this category, we nd all those techniques and strategies using the underlying assump-
tion that normal data instances occur in higher probability regions of a stochastic model,
while anomalies occur in lower probability regions of the same model. The idea is almost
always based on tting a model in order to learn the normal data behavior and then, to
see in the test phase how good is the model to predict. For instance, the hardest is the
prediction, the more probable is for the speci ¢ data point to be an anomaly. This is the
case where we nd the greatest number of di erent possible models. In particular, we
have:

" Parametric techniques : here the normal data are assumed to be generated by a
parametric distribution with parameters and probability density f (x; ) , wherex
is an observation. The anomaly score of a test instangeis the inverse off (Xi; m),
where , are the parameters estimated from the model given the data. Here we
nd Gaussian-Based models, Regression-Based models, and models using a mix of
di erent Parametric Distributions.

" Non-parametric techniques : in this case, the model is not de ned a priori. We
only use the data are used and fewer assumptions are made. In this category, we
nd Histogram-Based and Kernel-Based models.

The advantages of statistical techniques are the fact that they have a well-de ned con -
dence interval for the predictions, they are generally accurate if the distribution hypothesis
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is valid, and they can be used for unsupervised techniques. On the negative side, there are
the assumptions themselves, the di culty on choosing the right hypothesis test statistics

to be used, and the fact that some of the models don't perform well in multi-variate
settings.

Deep Learning Techniques

In the last years, many Deep Learning (DL) models are being developed, studied and
improved. Such models found also place in the AD task, where they are usually promising
with respect to the normal ML models because of the ability, for instance, to reduce false
positives, to nd temporal dependencies between di erent attributes, or to not be infected
from the possible noise of the test instances.

In Figure 2.6 the major techniques of this kind are shown. We can also identify, starting
from the general idea of DL methods, three di erent more precise sub-categories: DL for
feature extraction, Learning feature representations of normality and end-to-end anomaly
score learning [10].

Figure 2.6: Taxonomy of the main DL AD Technique®,
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2.4. Anomaly Detection on Time Series

After an overall look at the general AD task, it is also important to focus on the specic
use case of time series. Indeed, at the CERN data center, almost all the monitoring
data received can be considered time-series and therefore, we must go through those AD
models' adaptations that make it possible to use these kinds of input for accomplishing
our desired goal.

In [20 23] it is possible to nd a lot of information about the topic. In particular, we nd
details about dealing with discrete sequences where multiple problem formulations could
be valid, building new proposals to improve speed and accuracy, using autoencoders or
dealing with 10T time series. The strategies to handle time series are many and they all
depend on the speci c use case.

In our case, we focus on studying two main kinds of algorithms coming from two di erent
worlds of Al. From the family of traditional ML models, we will focus on Isolation Forest
[24], also called iForest or, even shorter, IFOR. From the family of DL models, we will
focus on autoencoders. In particular, the autoencoders that use LSTM [25] and GRU
[26] units. In the following subsections, we analyze these models more in-depth and, in
particular, how they work in the case of time series inputs.

2.4.1. Isolation Forest

The idea at the basis of this model is that a tree structure can be constructed e ectively
to isolate every single instance, having isolated anomalies closer to the root of the tree
and normal points, being probable part of a cluster, more distant from it (Figure 2.7).

Figure 2.7: A practical example of how the iTree divides the space isolating anomalies
faster than normal data point$*4. Indeed, x; will need more divisions of the space to be
isolated, and, on the other handx, will just need 4 divisions to be isolated.
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This isolation characteristic of the tree forms the main support to the method. We call
this tree Isolation Tree or iTree. The Isolation Forest builds then an ensemble of iTrees
for a given data set, then those instances which have shorter average path lengths on the
iTrees are considered anomalies. One of the main aspects is the low number of variables of
the method, indeed we can just select the number of trees to build and the sub-sampling
size. Algorithms 2.1 and 2.2 show how the IForest is built, Algorithm 2.3 shows how, given
an iTree and a data point, the path length used then in the anomalous score formula is
computed.

Algorithm 2.1 iForest(X;t; )

Input : X - input data, t - number of trees, - subsampling size
Output : a set oft iTrees

1: Initialize Forest

2: Set height limit | = ceiling(log, )

3:fori=1totdo
4: X°  sample(X; )

5

6

7

Forest  Forest[ iTree(X";0;1)
: end for
: Return Forest

Every iTree will have maximum height equal tol and the union of those iTrees will be
the nal IForest.

Algorithm 2.2 iTree(X;e;l)

Input : X - input data, e - current tree height,| - height limit
Output : aniTree
1. if e lorjXj 1then
2. Return exNodd Size | Xjg
3: else
4: Let Q be a list of attributes in X
5. Randomly select an attributeq?2 Q
6: Randomly select a split pointp from max and min values of attribute g2 X
7
8
9

Set height limit | = ceiling(log, )
X, filter (X;q<p)
: Xy filter (X;q  p)
10: Return inNodef Left iTree(X,;e+1;l);

11: Right iTree(X;;e+1;l);
12: splitAtt q;

13: splitV alue pg

14: end if

For building every iTree, a recursive function is used. It starts from the root and it
continues until the height doesn't reach the maximum or the singular data point. Every
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division is totally random. The ensemble of the di erent random iTrees, in this way, will
then work on the statistical expectations of the attributes.

Algorithm 2.3 PathLength(x; T;e)

Input : x - an instance,T - aniTree, e - current path length; to be initialized to zero
when rst called

Output : path length of x

1: if T is an external nodethen
2. Return e+2In(T:size 1) (2(T:size 1)=T:size
3: end if

4:a  T:splitAtt

5. if X5 < T:splitV alue then
6: Return PathLength(x; T:left;e +1)
7. else

8: Return PathLength(x; T:right;e + 1)
9: end if

The PathLength function is the standard one used for tree structures, but it is recursive
and it uses an adjustment term. The fundamental part is the anomalous score computa-
tion. Given an inference data point, the lower the expected distance from the root is, the
more the point is anomalous.

In [27 29] it is possible to nd some examples of how Isolation Forest can be adopted
on use cases where time series are involved. The main approach is based on the use of a
window with length w, and on considering all the data points of a given univariate time
series inside that window. This, indeed, will be the approach used also in the thesis, with
some peculiarities given by the unique use case and by the type of anomalies we search
for.

2.4.2. Autoencoders

Autoencoders are unsupervised learning techniques where we adopt neural networks in
order to perform representation learning. In particular, as shown in Figure 2.8, the
neural network architecture imposes a bottleneck that forces a compressed knowledge
representation of the original input. The model assumes that a sort of structure in the
data exists, for instance, that there are correlations between some input features. If
this is not true, having totally independent input features makes the compression and
reconstruction a very di cult task.
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Figure 2.8: Typical architecture of an autoencoder. On the left we have the input layer
composed ofN neutrons, meaning that every instance of our dataset will be composed
of values inN dimensions. In the middle, we have the classic bottleneck layers. Here
we have fewer neutrons because we want to reduce the dimensionality keeping only the
remarkable features. In the end, we nd the output layer, where the number of neutrons
Is the same as the input.

Given an input x and the consequent output®, autoencoders are trained by minimizing
the reconstruction error,L (x; ®). In this way, the model will learn how to reconstruct the
input considering only the most important features. The bottleneck is the key attribute
of this technique because it permits to extract the main features of the data.

Figure 2.9: Comparison between autoencoder and PCA with respect to the reduction of
dimensionality. The Principal Component Analysis searches for a linear hyperplane, the
autoencoder searches for a non-linear representafiSh
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Furthermore, as shown in Figure 2.9, neural networks are capable of learning nonlinear
relationships. For this reason, autoencoders can be seen as a more powerful generalization
of PCA (Principal Component Analysis). Indeed, what the PCA does is to discover a
lower-dimensional hyperplane that best describes the original data. autoencoders, on the
other hand, are capable of learning nonlinear relations in the data

After understanding how this kind of architecture work, we must mention the way we
can use them for performing Anomaly Detection. We saw that autoencoders learn how
to reconstruct the input. We can use this property for designing the anomalous score
computation in inference time: if we use almost only normal data in the training phase,
the model will be able to reconstruct regular inputs in an accurate way, but we will have
a higher reconstruction error in case of anomalous instances [31, 32]. The reconstruction
error will be indeed our anomalous score.

Unfortunately, when time-series are involved, the simple versions of autoencoders are not
able to perform well and they need some speci c preprocessing. It is usually better to use
some sort of memory unit-based model able to get in input this kind of data.

LSTM-autoencoder

The Long Short-Term Memory (LSTM) [25] is a recurrent network architecture capable
of, in conjunction with an appropriate gradient-based learning algorithm, overcoming the
problems of previous similar models related to the fact that the temporal evolution of the
back-propagated error exponentially depends on the size of the weights. It can learn to
bridge time intervals even in case of noisy input sequences, without loss of short time lag
capabilities. The unit used can be visualized in Figure 2.10.

Figure 2.10: Structure of the LSTM cell with the related formulas.

Shttps://www.jeremyjordan.me/autoencoders/
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Each cell's internal architecture guarantees constant error ow, provided that truncated
back prop cuts o error ow trying to leak out. Two gate units learn to open and close
access to error ow and the multiplicative input gate o ers protection from the noise.

We try to apply this approach to the autoencoder architecture. After all, we still need
a sort of network able to reconstruct the input. In Figure 2.11 we can visualize the
architecture usually adopted for the LSTM-autoencoder model. Here the autoencoder
concept is still valid and the bottleneck is given by the reduced number of LSTM units
used in the middle of the structure.

Figure 2.11: Example of a standard LSTM-autoencoder architecture. After the learning
process, the input and output sequences should be very similar.

GRU-autoencoder

Trying to improve the LSTM performance, another unit to be used in Recurrent Neural
Networks was designed: the Gated Recurrent Unit (GRU) [26]. This unit can be visualized
in Figure 2.12.

Figure 2.12: Structure of the GRU cell with the related formulas.
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This unit should be faster than the LSTM one and it should have slightly better perfor-
mance in general. The architecture in combination with the autoencoder concept is the
same as the LSTM-autoencoder, only the used unit changes.

2.5. Related Work and Challenges

Wang et al. [33] studied methods based on Tukey and relative entropy statistics for online
detection of anomalies in data centers, but they consider only two metrics: CPU load and
Memory. Solaimani et al. [34] proposed a Spark-based AD system for monitoring VMs in
a data center, but they use only four metrics from CPU data.

As opposed to Wang et al. [33] and Solaimani et al. [34], we study a larger number and
variety of metrics in this work, and the system we present is able, with a little change of
the con guration les, to get even more inputs if needed.

Calheiros et al. [35] have studied a dataset recorded from a real data center, considering
a larger pool of metrics from disk, CPU, memory, and network. Anyway, they use only a
single method, which is the Isolation Forest, and they really focus on the seasonality and
on the trends of the metrics.

More recently, Garg et al. [36] proposed a model for data center AD which combines a
meta-heuristic and a DL component, but they test it on a simulated dataset where they
exclusively used network tra c data. Another line of research is concerned with cyber
security anomalies [36 38], where mostly tra ¢ data is monitored.

All these studies show the challenges when we talk about performing AD in data centers.
In particular, we can notice that every case is di erent from the others. In our cloud
infrastructure, for instance, the servers' performance metrics don't have any trends or
seasonality, and many di erent services are o ered to the users, making the whole data
center very heterogeneous. Furthermore, our de nition of Anomaly is based on the general
behavior of the cloud, not on the behavior of the single machine.

These details, together with the possibility of having many more metrics with respect to
the other previous works, make our study necessary for the implementation of such AD
system in the CERN cloud infrastructure.

2.6. Summary

In this chapter, we went more in-depth on the major topics related to the project of
this thesis. Firstly, we should now have a better overview of what we mean by cloud
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computing. Itis the rst presented subject because the whole project is about this major
eld. The goal, anyway, is not about cloud computing in general, but it is about building

the best possible system for the CERN cloud use case. Because of this, it is also important
to know the details of how cloud computing works at CERN. In order to know the basics

of how building such a system, we also went into the details about the AD task, looking
at which are the objectives and understanding the di erent ways to perform it. Moreover,
being our case based on time series, we nally checked how it is possible to manage those
kinds of inputs, especially giving an overview of the main models we will implement and
compare in the thesis.

Finally, we presented the studies related to our work. Many papers are cited, but there are
not many studies about the speci ¢ subject of implementing and applying the previously
mentioned Al models on a use case similar to the CERN cloud one using time series
metrics in a multi-variate setting.

This will not be the rst o cial study on this speci c topic. Another thesis [2], written by

the previous Technical Student in the cloud Data Analytics team at CERN, approached
the same problem. The study reports a comprehensive comparison between the most
known algorithms and models used for performing Anomaly Detection. Moreover, in a
previous paper [1], we reported the work done in the rst part of this project focusing on
the engineering aspect.

Both the previous thesis and the last publication will be at the basis of this thesis ap-
proach; for this reason here we are focusing, for instance, on fewer models, selecting the
best ones from the last study but trying to improve them.
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3 ‘ Proposed Solution

In this chapter, we present our proposed solution. We want to show the details of the

approach we used to solve the problem of building the AD system described until now.

There exist many possible solutions for dealing with the constraints of the system, but

we had to select some specic ones. Here we will explain our decisions providing, to the
best of our ability, the motivations that pushed us to make them.

A general overview of our approach can be the following: starting from the previous
related thesis work, we selected the algorithms that seemed to work better for this use
case, we tried to improve them by studying in detail the kind of inputs we can use,
the preprocessing steps and the training phase, we compared them using both experts
feedbacks and quantitative evaluations on a labelled dataset, we built a pipeline to run
the system daily and we provided a dashboard to the experts to visualize the results
produced by the machine and deep learning models.

Given this very small summary, let's see the problem formulation, the pre-processing
steps, the actors involved and, nally, the whole architecture of the system.

3.1. Problem Formulation

We model a data centre as a set of computer clusters. A clust€ris composed byN
servers having same hardware equipment and software con guration. Each speci c server

recording metrics related to its performance, such as the usage of CPU, memory, disk,
network, etc. We denote with

s{ = fs{ (t);t=Ty;Tyi0 (3.1)

the time series of thg -th performance metric for the servef5; acquired at the timestamps
t, wheret is arbitrarily numbered from 1 to in nite. For instance, the blue lines in
Figure 3.1 show, for the same server, the time series relateddsk 10 time and CPU
load
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Figure 3.1: Dynamic range oflisk IO Time (top) and CPU load (bottom) for the servers
belonging to a same cluster in the CERN cloud infrastructure. The cluster statistics
(minimum, 25" and 78" percentile, median and maximum values) are reported, as well
as the metric value for a single server (blue curve). Each time series covers one month of
monitoring data, with a time resolution of 30 min.

Ty; Ty; 12, possibly with di erent sampling frequencies (e.g.Disk 10 Time is being ac-
quired at a frequency in the order of seconds, whilePU Load in the order of minutes).
However, we assume that all these are synchronized, namely that they refer to a unique
reference clock.

We assume that in normal operating conditions, all the time series are being generated
by a processPy which is unknown, and which we refer to as normal.When at time an
anomaly occurs in the data center, the time series are generated by an anomalous process
Pa, which is also unknown and di erent fromPy . The anomalous behavior might a ect
only a few servers or a few metrics, thus we model our time series as follows:
8
J. SPy ift<  8i ]
si(t) . (3.2)
- Py ift for at least somel; |

where we assume that time series% that are not a ected remain generated byPy even

1Here and thorough the thesis, we refer to normahs being under contro) and we never mearGaussian
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whent . We remark that, even though (3.2) describes a change-detection problem, we
rather refer to anomaly detection in our work since the proced3, is typically triggered
by a server following an anomalous behavior.

Our goal is to design an algorithm that steadily monitors all the time seriefss{;i =
1,:::;N;j) = 1;:::Mg and that promptly reports any anomaly. To this purpose, we
assume that a training setT R, containing a portion of the time series from all theN
servers of the clustelC, is given to con gure our algorithm. TR is not guaranteed to be
free from anomalies. However, from empiric evidence we assume that the vast majority of
TR is generated byPy, and anomalies - if any - are very rareT R is unlabeled, therefore
we operate in an unsupervised AD scenario.

3.2. Time Series Pre-processing

One of the most important parts of our solution consists in the pre-processing phase. For
addressing our AD problem, we have to process the time series related to the monitoring
metrics. Each server produce® time series related to its performance metrics.

The time series under study are subject to three pre-processing transformations, named
Downsampling, Normalization and Windowing. This sequence of steps is applied to the
training set TR as well as to the upcoming data on which anomalies are predicted.

Downsampling

Given the time seriess{ related to thej -th acquired performance metric of the serve$;,
a new time seriest = (d! (ty); d (t2); d (t3);:::) is derived reducing the original temporal
resolution by averaging, namely

d(t)=mean(fs ()28 jtx <t tQ) (3.3)

where is the sampling interval. Hence, the setd{;i =1;:::;N;) =1;:::;Mqg of all
downsampled time series presents the same number of data points aligned in time.

Normalization

Eachj -th metric is standardized in order to make all the metrics equally important in our
anomaly detection formulation. The standardization uses the mean (C) and standard
deviation ;(C) parameters, computed from the data of all servers in clusté&?, over the
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training set TR: p

(€)= —=
S

P :
L d ()
N T

PN

(©= @O ©)

N T

whereT is the length of the downsampled time series iR, N is the number of servers in
cluster C and the de nition holds 8] 2 f 1;:::;Mg. Subsequently, for each serves; and

eachj -th metric, the normalized time serlesn’i = (nl(ty);nl (tp);nl (t3); ) is computed
as:

d(t) (C)

i (C)
The parametersf( ;(C); ;(C));8] 2f1,:::;Mggare stored as part of the model, having
been computed on the training sef R.

nt(tk) =

(3.4)

Windowing

The status of a serverS; is analyzed in consecutive, non-overlapping time windows of
length L 2 N, which de ne the unit of analysis of our method. The temporal behavior
of the serverS; in a window delimited by two timestamps[t;tk+. 1] IS conveniently
represented by the matrix of its downsampled and normalized metrics, referred as the
metric window W, 2 RM L:

2 3
1(tk) 1(tk+1) nil(tk+L 1)
g nZ(t) n; (tk+1) | niz(tkjfl- 1) (3.5)

TN TR B T

wheren! (t,) is de ned in (3.4). The evolution of the server status is therefore captured
by the seriesf:::; Wik ;Wik; Wik+L;:::0.

This matrix representation is important also because it makes it possible to use algorithms
that can model the temporal dimension, for instance, it is the case for the autoencoders
models. It has also a di erent visual representation used to inspect data with a heatmap
plot (Figure 3.2).
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Figure 3.2: Heatmap representation, in grey tones, of a metric Window for a single
hypervisor. On the y-axis, the labels identify the metrics, on the x-axis we have the
timel?.

3.3. Anomaly Detection Approach

We approach the detection of servers having an anomalous behavior in (3.2) by learning
an anomaly score functionA that takes as input a window W, and returns positive
scores close t® for Wi« generated byPy, and higher scores foW; containing values
generated byP,. This is a rather usual approach in the literature, where the anomaly
score function is a mapping of this type:

A():RM b1 R* (3.6)

that analyzes the collective behavior of all theN servers in the clusterC and is trained
on the whole training setT R. We detect anomalies by simply comparing (Wi ) against

a threshold as follows:

8

S 1ifA(WR) >
AD (Wix; )= | . (3.7)
- 0 otherwise

The threshold is typically set to control the false positive rate, i.e. how often normal
windows are being considered as anomalous. In particularcan be selected as a quantile
of the anomaly score from a subset of windows fromR that have not been used for
learning A.

We have considered three unsupervised methods to model three di erent anomaly score
functionsA ( =1;:::;3), namely: Isolation Forest (IFOR), Long-Short Term Memory
autoencoder (LSTM-AE) and Gated Recurrent Units autoencoder (GRU-AE).
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Isolation Forest

IFOR [39] is an anomaly detection algorithm that identi es anomalous samples based on
how much these can be isolated from densely populated region containing normal data.
IFOR, is not naturally designed to model the temporal behavior of a multivariate time
series, however, we concatenate the rows of each windewy, 2 RM b into a vector
wy 2 RY with V. = M L, and use this as an input to IFOR. Except for this aspect,
we use the o -the-shelf implementation of IFOR. During training, a prede ned number
of data structures (iTree) is constructed by randomly partitioningT R. During inference,

a test window wi. is fed to each iTrees, keeping track of the leave where this falls, which
denotes how easilyw, can be isolated from normal data. The average depth of these
leaves is computed and used to assess the anomaly s@o(e) as in [39] equation (2).

LSTM and GRU autoencoders

The other two anomaly score functions are obtained by a di erent approach, which is
based on training a neural model to describe the multivariate time series IhR. Each
input window Wi, to be tested is reconstructed using the trained model, and we take
as the anomaly score the reconstruction error. The rationale behind this approach is
that windows generated fromP, would be poorly reconstructed from a model trained
to reconstruct windows fromPy, thus would result in higher reconstruction errors than
normal windows. In contrast with threshold-based methods and IFOR, these solution
learn the temporal dynamic of the time series, thus have the potential to detect anomalous
patterns that do not result in outlying values.

In our experiments, we train two neural autoencoders [40]: one based on Long-Short
Term Memory (LSTM) [25] and another on Gated Recurrent Units (GRU) [26], which
are successful deep learning models to describe multivariate time series. More speci cally,
each windowW,;x undergoes an additional normalization to shrink the min and max
values in a xed range[0; 1], resulting in f/vi;k. Then, the WindOWfNi;k is fed, one column

at a time, to the trained autoencoderAE () which at the end predicts the reconstructed
window AE (fNi;k). The anomaly score is the mean squared error of the reconstructed
windows, which can also be written as:

AWix) = i AE (Wi)iie (3.8)

wherejjX jjr denotes the Frobenius norm of a matrix, namely thé, norm of the vector
x of the unfolded rows.
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We tested di erent autoencoder architectures, either containing one or three LSTM/GRU
cells in the encoding part, and then a symmetric shape for the decoder. At the bottleneck,
each sample of theM -dimensional time series is condense to a scalar. At the end of the
architecture a dense layer is used to adjust output sizes. Note that a dropout is applied
as a form of regularization after each LSTM/GRU layer.

3.4. Ensemble

Since di erent machine learning models are able to learn di erent patterns characterizing
normal windows, we decide to aggregate the three anomaly score functighs in an
ensemble. In order to equally weight the three scoréds and overcome issues raising from
them having di erent ranges, we de ne the detection output of each ensembl&ENS,)
by aggregating the individual outcomes through voting strategies, i.e. by counting how
many individuals trigger a detection, thus satisfy:AD (Wix; ) =1 for a given metric
window Wiy :

X
ENS(Wix) = AD (Wix; ) ee=1;:::;3 (3.9)

These ensembles correspond to the implementation of the voting strategies "OR', "MAJ'

ensemble, it is convenient to adjust simultaneously all the thresholds , considering only
the values which lead to the same false positive rate for the individual models. It is worth
remarking that, with e > 1 it is often possible to relax the individual thresholds , yet
guaranteeing a stricter control over false alarms for the ensembles.

3.5. Actors

Before moving on, we want to recap who are the actors of our system. They will be
needed during the description of the architecture.

We can identify 3 major actors involved in the AD system: cloud users, cloud managers
and AD system managers. In Figure 3.3 a visual scheme of the actors and their related
services is shown. A deeper explanation of the 3 groups follows.

" Cloud users : these are those employees at CERN who are, in one way or another,
tied at the cloud resources. There are many di erent kinds of users being part of
this class:

People not related to the IT who anyway use cloud resources to work. For
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instance, administrative employees and students use services K®S?, which
runs in the CERN cloud. Or, for example, the physicists working in the orga-
nization are not directly related to the cloud, but they use cloud services for
their experiments (e.g. SWAN,GitLab, ...).

People who don't use resources but just access some CERN web services. For
instance, the CERN websites are hosted in the cloud and if some anomalies
make them unstable, those kinds of users are not able to access the websites.

People who work from home. For instance, for doing that, they usually need
to access the CERN Ixplu$service, which runs in the cloud infrastructure too.

People who work in the IT department. Those employees are deeply involved
in the IT infrastructure of the organization and they are surely a ected if some
services stop working properly.

Cloud users consist of the group of people in general a ected by hypothetical anoma-
lies and they are the ones who, in case of misbehavior, realize that something is
wrong and create a ticket for the cloud managers.

Cloud managers : these are those employees who literally work on the cloud in-
frastructure. They usually are part of the IT department in the Compute and
Monitoring group, and they have special access to the cloud for management and
implementation purposes. The cloud managers are the ones who read the tickets
sent by the cloud users, trying to gure out the problem and how to solve it.

Cloud managers are the real users of our system: cloud users will not be able to
access it, they don't need it and they shouldn't be able in any case to see so deep
information about the infrastructure. On the contrary, the managers will use the
system on a daily basis to discover new possible misbehaviors, trying to prevent any
future impact on the cloud users.

AD system managers : these are the employees working on the system we are
talking about. In particular, we are the managers of the system and it is our duty
to make it work in a proper way. This includes avoiding as much as we can the
detection of false positives and presenting the anomalous results using a dashboard
easy to consult.

2https://eos-web.web.cern.ch/eos-web/
3https://information-technology.web.cern.ch/book/Ixplus-service/Ixplus-guide
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Figure 3.3: The main actors of the CERN cloud. Services are o ered by the infrastructure,
the AD system takes the information from the infrastructure to train the models and for
computing the anomalous scores.

3.6. Architecture

In this section we will talk about the architecture of our system, mentioning also the
main technologies and tools adopted. We want to see only the main ones here, leaving
the detailed list for Chapter 4.

We will try to summarize all the information gathered until now to explain, in its to-
tality, how the pipeline and its phases work, and to see more details about the pipeline
orchestrator and the jobs schedule.

3.6.1. Pipeline

In Figure 3.4 it is possible to visualize the pipeline we are talking about. Every major
phase of the pipeline is represented by a box, and the arrows represent the ow of data,
results or feedback. Over each phase, we can nd the technologies and tools behind that
speci c step. As we say in the caption of the gure, it is also important to notice the 2
loops that we have, because they help us in the process of improving the results. However,
they are di erent and they have di erent origins:

" The rst one, larger in the image, comes from the feedback of the experts (the cloud
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managers). If they notice, during the daily operations, some problems with the
results, or the presence of false positives, which we hardly want to avoid, we get
noti ed. In that case, we start to study the models using the new information in
order to improve them.

" The second one, smaller, comes from the experiments we do with the evaluation
dataset. The process for computing the anomaly score is the same as before, but
instead of sending them to the CERN infrastructure, we use them just for computing
the metrics that we need for the evaluation.

Figure 3.4: The complete conceptual pipeline of our AD system. Notice that we start
from the data source, moving to the experts' feedback, which create a feedback loop aimed
to improved our ML core for having better results.

Notice also that the major part of the pipeline is underAir ow 's control. That's indeed
its job and, besides the storage of initial data and the management of the nal results,
everything is orchestrated by it.

Let's focus now on each of the phases to describe better what happens.

1. Data source : here we don't have so much control. Everything is already managed
and done by the central monitoring infrastructure with the help ofCollectd* and
HDFS?®. In particular, Collectd aggregate all the data it is able to get from the
hypervisors, and it saves them in the Hadoop File system used at CERN.

2. Data preparation : this is one of the two most important phases of the whole
pipeline, where we actually have all the supervision. The AD models we are consid-

“https://collectd.org/
Shttps://hadoop.apache.org/docs/r1.2.1/hdfs_design.html
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ering are unsupervised, because of the lack of labels and because of our de nition of
anomaly. This means that the data pre-processing step is fundamental and directly
related to both the performance of the models and the goodness of the results.

For the data preparation, we useApache SparR, which allows us to retrieve the
data in a distributed way from HDFS, and to process the data thanks to its many
features and functions.

3. ML core : after the processing of the data, we have now a clean and optimized
dataset to feed our Machine and Deep Learning algorithms. In particular, the
rst time the pipeline is launched, we train each of the models included in the
con guration le, and we save them in the cloud storage. Once the models are
saved, we use them to run the inference step, which nally produces all the results.

Notice that we don't make di erence between models belonging to the traditional
methods and the ones belonging to the DL family: thanks to OD’ wrapper
class, we are able to call the same methods for both models of tROD o cial
library and personalized models implemented in the wrapper. This wrapper class is
also the one that decides the structure of the JSON to print out.

4. Results storage : this is the phase right after the computation of the anomaly re-
sults. The wrapper class includes in the JISON the anomalous scores and information
about the speci ¢ hypervisor, the used algorithm and the input metrics. Created the
structure, and lled it, the JSON is printed by the class. TheFluentd service, which
Is continuously checking the outputs of the system, recognizes the JSON structure
as the one it has to send, and it injects the le into theElasticSearchdatabase used
by the monitoring team.

Now, from the monitoring services used at CERN, we are able to get the results
previously injected, including the possibility to apply some ensemble strategies in
the case of multiple models agreeing about the anomalousness of the same time
window.

5. Monitoring dashboards : nally, we have our anomaly results in theElasticSearch
infrastructure. In this phase, the experts and ourselves check those results thanks to
the AD system monitoring dashboards, which we will describe more in detail in the
next section. In general, dashboards, in the CERN monitoring team, are designed
and visualized throughGrafana®. This tool permits to building a huge number of

Shttps://spark.apache.org/
"https://pyod.readthedocs.io/en/latest/
8https://grafana.com/
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di erent plots starting from data stored in di erent databases. A dashboard is just
a speci ¢ set of speci c plots, usually referring to the same class of information, as
described in De nition 1.1.6.

It must be said that, as easy to imagine, our system is dependent on all the services and
infrastructures we mentioned, with di erent e ects with respect to di erent services. For
instance, if the HDFS service is broken, we can't even get the raw initial data, meaning
that the system can not produce results at all. On the opposite, Brafana is broken for
instance, the system still gets and process the data producing the results, but we are not
able to see the usual dashboards (in that case, for example, we can use other services like
Kibana®, another dashboard framework strictly connected t&lasticSearch.

3.6.2. Orchestration and Scheduling

We want to describe hereApache Air ow, the tool we use for orchestrating the pipeline
and for scheduling the jobs. It is one of the most important parts of the system, and
it allows us to have control over the time in which we run our computations and over
the parallelization of the tasks. Moreover, in order to have a transparent view of our
implementation in Air ow , we will show some gures related to it.

Air ow DAG

Air ow is based on the de nition of Direct Acyclic Graphs (DAGs). Those DAGs de ne
the ow of the computation, giving an order to the tasks to be run. Our DAG is shown
in Figure 3.5.

This pipeline follows the conceptual one, but it leaves outside all the steps related to the
managing of results and related to the visualization of the dashboards. Indeed, in Figure
3.4, we can see thafAir ow doesn't contain those two phases.

Every colored rectangle is a single task. Single tasks can be grouped in larger blue
rectangles. Despite the dag_exit_status, used only to see if the DAG failed or not, it
is possible to identify 4 di erent task groups:

1. TRN , for the preparation of the training data,
2. TRN_ , for the training of the model,
3. INF , for the preparation of the inference data,

4. INF_ | for the inference and the publishing of the scores.

https://www.elastic.co/kibana/



3| Proposed Solution 49

In particular, the two task groups related to the data preparation have a longer series
of tasks and a speci c logic based on the success or the failure of the tasks themselves.
Every speci c task runs in a containerizedocker environment taking in input the same

con guration les.

Figure 3.5: TheAirow DAG we run.

Let's describe better every task in order to understand better the logic:

A

check_local_data_presence : this task checks if we already have the data we
are interested in. For instance, the training data is usually missing just at the rst
run of the pipeline, while for every other run of the same pipeline, there is no need
to re-prepare the dataset. Another example is about the possibility of multiple runs
of the pipeline related to the same period. Also in this case, we already have the
data related to both the training and the inference parts, and we want to avoid the
run of the whole process again.

If this task succeed, we go directly to the next task group, training the models. If
it fails, we proceed with the next task of the same task group.

spark_check _norm_presence : if the previous task fails, it means that we need
to prepare the data. The rst step is to compute the normalization coe cients and
save them inEOS. In patrticular, for every plugin we use, we compute the mean and
the standard deviation. Before doing that anyway, we want to check also in this
case the presence of those coe cients: maybe we already did the computation. Also
here, if the task succeeds we skip to the transformation of the data, while if it fails,
we proceed with the next task.

spark_compute_norm : if we don't have already the normalization coe cients,
we compute them and store in oulEOS shared folder. From there, they will be
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available to be used by any other task of the pipeline.

spark_transform_data  : once we are sure that the normalization coe cients are
computed and stored, we nally transform our data. The job of this task is to get
the data from HDFS and transform them in order to apply the normalization step,
and to have the same format we saw in section 3.2. The speci c steps inside this
task can be found in the AppendixX??. The whole computation of this task happens
in HDFS using Spark and nothing is saved locally, we store the nal dataset again
in HDFS for isolation purposes.

spark_move_data_to_local . once the transformation is done, we just need to
clean the dataset (e.g. removing null values) and save it fromMDFS to EOS, where
it will be available to all the other pieces of our system.

This list explains the behavior of the data preparation phase. Notice that a task is green
if it was successful, red if it failed, and pink if it was skipped.

We run this pipeline for both training and inference. In particular, the training dataset
TR contains 1 month of data, selected looking at the statistics of the cloud from a very
high level, and the inference dataset will contain 1 day of data. That's because, how we
will see in the next paragraphs, we run the pipeline every day.

Figure 3.6: The schedule of our AD pipeline. Th&irow DAG started, after some
modi cations, the 25th of February.

Let's also brie y describe the details of the last 2 tasks we didn't mention:

" train_models : once we have our data irEOS we can train our models. Inside

this task, we have the same logic as before. Indeed, we check if we already trained
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the models and saved them. If we didn't, we do that. If we did, we just skip to the
next phase.

inference_scores : once we have our trained models and our inference data, we are
ready to compute the anomaly scores and publish them to the clolglasticSearch
service. Notice that we don't check anything before doing that because, even if
we publish the same scores related to the same time windows, tB&sticSearch
documents are overwritten.

Daily Execution

Once we have built our desired DAG, we have to decide its sched(lelt is possible to
see an example of scheduling in Figure 3.6.

As we said, we are getting the data fronHDFS. Here there is some delay and we don't
have unfortunately real-time data because of the number of monitored machines and
because of technical constraints. Looking at the average time we need to wait to have the
data ready, we found out that in 95% of the cases, at 8 AM of every day the data related
to the previous day is ready to use in the Hadoop File system.

For this reason, we decided to run the pipeline 3 times per day: at 8 AM, 4 PM and
midnight. With this schedule, almost every time, we have the anomalous scores related
to the previous day published before the working hours start. If this doesn't happen, it
means that there is a delay in theHDFS saving process and that we have to delay our
process too. The midnight run is used 0.001% of the time and it could be avoided, but
we couldn't for Air ow constraints.

Following this logic it is easy to understand the image in Figure 3.6:

A

On the left part we have all the steps to be followed from the check of training data
to the dag exit.

A

In the rst run, the presence check of both training and inference data fail. On the
opposite, in all the other runs we already have the training data.

" Focusing on the runs on a speci ¢ day, the same logic is applied to the inference
data. At 8 AM we never have those data and we have to run all the data preparation
tasks, while in the other 2 runs of the day we can skip all those steps.

The di erence between the rst and the other runs can be also seen in Figure 3.7. Air ow
allows us to see, for every specic run of a certain DAG, the related Gantt chart. In

Ohttps://air ow.apache.org/docs/apache-air ow/stable/dag-run.html
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Figure 3.7: Gantt chart related to the rst run and the following ones.

particular, in this way, we can visualize the duration of the tasks, if they failed or not,
and the time of start and time of the end.

The same information can be visualized in Figure 3.8. In particular, Figure 3.8a shows the
time spent for each task of the inference part, Figure 3.8b shows the same, but with the
addition of the train_models task. The comparison highlights the di erence between
the rst and the other runs, showing that in the rst one the train_models task took

13 minutes to nish, while the next time it took some seconds.

(a) Comparison of all the tasks related to the in- (b) Comparison of all the tasks of (a) plus the
ference phase. train_models task

Figure 3.8: Duration of the tasks of the AD pipeline. In the x-axis we have the chrono-
logical runs, in the y-axis the time in minutes and every line is a di erent speci c task.
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3.7. Monitoring Dashboards

This nal part of the chapter is related to the monitoring dashboards we developed for
allowing the cloud managers to check the results of the system in the easiest and fastest
possible way.

The main idea is to highlight the top anomalous hypervisors allowing also to visualize the
trend of the anomalies. For doing this, two di erent dashboards are created:

1. The rstdashboard, in Figure 3.9, allows the managers to visualize those hypervisors
that are considered anomalous by all the three models we run in production. In
particular, for every model, for every time window of 4 hours, we publish the top
20 anomalous hypervisors, and in the dashboard, those hypervisors are listed from
the most to the least anomalous.

Thanks to this logic, we are able to allow a fast inspection of the most important
problems reported from the models, and to implement an ensemble mechanism using
majority voting between the algorithms. Notice that the ensemble is not algorithmic,
and we will not perform proper experiments with the nal ensemble system.

Figure 3.9: The Grafana monitoring dashboard is related to the ensemble approach. We
don't focus on the score values but on the rank of the anomalies.

2. The second dashboard, in Figure 3.10, allows the managers to visualize more details
about the results of a speci ¢ model. The ensemble approach is a perfect solution
for having a fast response, but in order to inspect the anomalous scores published
by the models, we need this further dashboard. Here we focus more on the absolute
values of the scores.

For a speci ¢ hypervisor, we can see how much anomalous it is with respect to the
others, and, furthermore, we can inspect the score values related to the last days.
This permits to understand the behavior of the server itself and to visualize the
trends of the anomalous scores.
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Figure 3.10: The Grafana monitoring dashboard related to the results of a single model.
Here we focus on the anomalous scores allowing us to visualize the trends of the anomalies.

These dashboards are not only used by the cloud managers in their daily operations,
but also by us, the AD system managers. Indeed, we can inspect the results to check
how many false positives we have, to understand how we can improve the models, and
count how many more anomalies we are nding with respect to the static threshold-based

alerting mechanisms.
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4 ‘ Implementation Details

Let's now go deeper into the implementation, focusing on details not mentioned before.
In Section 1.2, we already saw the typical steps we have when an anomaly is present
in the CERN cloud infrastructure. In that case, the anomaly is not really detected by
the system, but its consequences have an impact on the user experience, starting a long
procedure in order to notify the managers who will then try to solve the issue.

Here we will show some more detailed scenarios of possible anomalies, we will present
our design choices, explaining in depth all the tools we use in the system. In order to
understand them, we will also list the goals and requirements of the system.

4.1. Anomalous Scenarios

We present here 2 examples of scenarios and situations where our system can bring an
improvement.

4.1.1. Scenario 1: GitLab ClI VM Slowdown

Let's suppose to have a given hypervisor of the cloud. Thanks to the virtualization
mechanism, many VMs (De nition 1.1.3) are running in the machine, sharing the provided
resources (Figure 4.1). The VMs are di erent and they are used for di erent purposes.
Some of them are personal VMs of many CERN employees, some of them are running
benchmarks experiments, others are running CERN services li@tlab?.

In particular, the Gitlab machine is running the CI/CD testing jobs related to a specic
project of CERN. The user owning this VM nds that the CI/CD jobs take 20 times more
time to nish with respect to before. Something is clearly wrong, but he/she actually
didn't modify anything that motivates this change in the performances. After working
half a day to understand the problem, he tries to contact the cloud managers opening a
ticket, explaining the problem and giving the information about his VM.

Ihttps://gitlab.cern.ch/
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Figure 4.1: The list of VMs in the target hypervisor of the rst scenario. We have many
services and VMs all together sharing the resources of the same machine. The specic IT
Gitlab ClI VM is at the center of this scenario.

The cloud manager who is working on the user tickets that week, starts the process to
understand and solve the problem, looking in particular at the hypervisor monitoring
dashboard, shown in Figure 4.2.

Figure 4.2: The monitoring dashboard of the same hypervisor. We can see that the metrics
related to the load and the context switches had a huge change days before. Moreover, a
speci ¢ personal VM is consuming much more CPU than usual.

The manager, checking the dashboard, nds out that th&itlab VM related to the ticket
shares resources with many other VMs, and between them, there is a personal VM consum-
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ing many more resources related to CPU, disk and memory than usual, causing problems
to all the other services hosted in the same hypervisor. The manager now has to contact
the user of the personal VM asking to check its behavior, to wait for the answer, and,
when the behavior of the personal VM is back to normal, to send a message to the starting
a ected user giving information about the machine going back to normality.

4.1.2. Scenario 2: Increasing Disk 10 Time

In this other scenario, we are not trying to understand the process of how anomalies are
spotted without a proper data-driven system. Indeed, at this point, it should be clear
how that works and why we want to avoid it (Section 1.2).

Here we want to do one more step in the direction of preventing possible future problems,
talking about some problems our system could prevent. Let's analyze, for instance, the
dashboard in Figure 4.3.

Figure 4.3: The monitoring dashboard of another hypervisor. Here both load and disk IO
time increased their values. The drop of the plugins is due to a cloud manager intervention.
After some users' tickets, and after the previously described process, the manager was able
to solve the issues of the machine.

It is easy to see the increase in the absolute value of the metrics, a typical signal of some
misbehavior. The main point, anyway, is the time that passed from the start of the
misbehavior to the resolution of the issue. Around 20 days were needed for the whole
process to nish. This is, indeed, one of the main reasons behind the building of our
system. We want to prevent those situations where for many days we have not reported
issues in personal VMs and CERN services. On the other hand, it is also crucial to
understand if this was really possible, looking at the metrics' values at the starting phase
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