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Abstract

Machine Learning (ML) is rapidly becoming the jack-of-all-trades of the network man-
agement stack. Thanks to its purely data-driven nature, ML can be leveraged for de-
veloping a broad set of network management functions tailored for the specific task at
hand. Unfortunately, we are still far from harnessing the full potential of ML for net-
work management. Contemporary literature in this field has made tremendous progress
in identifying algorithms and design principles for producing well-trained models from
historical data. These contributions, though fundamental, cover only one aspect of the
whole ML model lifecycle. Deploying, using, and maintaining ML-based network manage-
ment solutions poses nontrivial research challenges, orthogonal with respect to training
a model, that is presently not yet thoroughly addressed. This hinders a widespread
adoption of ML by network operators, who instead prefer relying upon classical, battle-
tested network management solutions. To take a step toward solving this fundamen-
tal problem, this Thesis identifies five core challenges in ML for network management:
1) Generalizability to data beyond training, 2) Adaptability to dynamic network envi-
ronments, 3) Reliability, in terms of providing theoretical performance guarantees after
model deployment, 4) Data efficiency, for minimizing the amount of labor required for
training and updating models, and 5) Performance, i.e., ML-based solutions must tan-
gibly improve over conventional methods to be worth considering. We address these
challenges through multiple representative network management applications: online and
offline network optimization with Reinforcement Learning, focusing on generalizability
and performance; ML-based hardware fault classification in microwave networks, focus-
ing on data efficiency and reliability; Continual in-network ML, focusing on data ef-
ficiency and adaptability; and intent-based networking with Large Language Models,
focusing on performance and data-efficiency. We quantitatively validate the practical
effectiveness of our proposed solutions through extensive comparisons against the state

of the art, and by leveraging novel real-world datasets, which we make publicly available.

Keywords: Machine Learning; Network Management; Optimization



////M//////////é N 1 \\\\\\\ / \m\\ %
2N /// \ 117717/ s
//// N\ //// ////::_:::\\\ //) \\\ \\\\
NN 779477770770 00 /2 2
NN N e otrts
oty HH1100177 070070 2 2
SO 77752777777 000 2 2 2 2 27
J ///// /// N //// ////N///////////é __ ________,5\ I \\\\\\\ \\w\\ \\\\\\\\\\\\\\ =
~ 3N M s
N T e
—— f ot
—— = R
- ““\\\\\\\\\\\\\\\\\\m\\\w\w\\ 77 /////////////,/////////////// //// ///UU/
N RN R
1 NN
5577 NN
2 T I A O O



Contents

Abstract [
Contents ii
1 Introduction 1
1.1 Problem Statement . . . . . .. ... 2
1.2 Thesis Structure . . . . . . . . . . e 5
1.3 Other Contributions . . . . . . .. ... ... 14
2 State of the Art 19
2.1 Machine Learning for Network Optimization . . . . .. .. .. ... .... 19
2.2 Machine Learning for Failure Identication . . . . . .. ... ... ..... 22
2.3 Machine Learning for Service Orchestration . . . . ... .. ........ 26
2.4 In-Network Machine Learning . . . . . . .. ... ... ... ... ..... 28
2.5 Language Models for Network Automation . . . . .. .. ... ... .. .. 29
3 Reinforcement Learning for Network Optimization 31
3.1 On Reinforcement Learning for Routing and Wavelength Assignment . . . 31
3.2 Reinforcement-Learning-based Local Search for Network Optimization . . . 45

4 Data-Centric and Reliable Machine Learning for Fault Management 59

4.1 Data-Centric Machine Learning for Hardware Fault Classi cation . . . . . 59

4.2 As-Soon-As-Possible Hardware Fault Classi cation with Guarantees . . . . 73
5 Machine Learning for Service Orchestration 85

5.1 Scalable Service Orchestration with Reinforcement Learning . . . . . . .. 85

5.2 Reinforcement Learning for Multi-Objective Service Orchestration . . . . . 96

6 Continual In-Network Learning 109



7 Large Language Models for Automated Network Con guration

8 Conclusion and future developments

8.1 Conclusion. . . . .. .. ... .. ...
8.2 Future developments . . .. ... ... ... .. .. .....

Bibliography
List of Acronyms

Copyright Statement

143

145



1 ‘ Introduction

Machine Learning (ML) is rapidly becoming a central technology in future communica-
tions networks [1, 2], with applications including (but not limited to) tra c engineering

[3 6], tra c classi cation [7 10], tra c prediction [11 13], intelligent transport protocols

[14 17], fault management [18 20], physical layer modeling [21 23], and the list goes on.
The promise of ML for networks is an ambitious one: by leveraging the abundant amount
of data produced by modern communication networks, we can automate a broad set of
tasks that require heavy human intervention and specialized domain knowledge.

Unfortunately, despite the extensive research e orts concentrated in the past few years, we
are still far from harnessing the full potential of ML for network management. Contem-
porary literature in ML for network management has extensively investigated algorithms
and design principles for producing well-trained models from historical data and/or ex-
periences, e.g., identifying which ML methodologies are the more e ective for attacking
speci ¢ network management problems, or which features are the most important for
solving a certain task [1, 24, 25]. These contributions, while fundamental, comprise only
a rst step towards a complete production pipeline. Deploying, using, and maintain-
ing ML-based network management solutions poses nontrivial research and engineering
challenges, orthogonal with respect to training a ML model, that are presently not yet
thoroughly addressed. This hinders widespread adoption of ML by network operators,
who prefer relying on classical, battle-tested network management solutions.

To take a step towards solving this fundamental problem, this Thesis identi es ve ma-
jor open challenges in ML for network management and proposes tangible, applicable
solutions for solving them across a set of representative application domains, namely,
network optimization, ii) service orchestration,iii ) fault management,iv) tra c classi-
cation, and v) zero-touch networking. This broad set of applications requires di erent,
specialized ML tools, ranging from classical models (e.g., ensembles of decision trees)
to ad-hoc neural network architectures, from conventional Supervised Learning to heav-
ily customized Reinforcement Learning, and from standard o ine training to ML-driven
data collection and augmentation. As we will discuss in detail throughout the whole
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Figure 1.1: Approximate number, as of October 2024, of published papers over the years
on IEEE Xplore on Machine Learning applied to communications networks.

manuscript, each of these methodologies will be instrumental in targeting (at least) one
of the aforementioned core challenges.

This introductory Chapter rst describes the general research problem of ML applied to
network management and details the main research challenges that shall be addressed
throughout this work. We then overview the content of the remainder of this Thesis,
placing each contribution in the context of the aforementioned research challenges, and
anticipating our main results and takeaways.

Overall, the main goal in writing this document is to provide a fresh perspective about
what it means, in practice, to apply ML for network management, raising awareness on
the challenges beyond just tting a ML model to solve a speci ¢ task. We hope this will
prove useful to the interested reader, and will inspire future work in this thriving eld.

1.1. Problem Statement

As anticipated before, ML has received signi cant attention in the networking community,
especially in the past few years. As a rough attempt to quantitatively capture this trend,
Fig. 1.1 illustrates the result of a query run over the years on the IEEE Xplore database,
searching for the co-occurrence of indexing terms such as Arti cial Intelligence , Machine
Learning together with Communications networks, Computer networks and so on.
We can observe that the number of published papers combining ML and networking
started to rapidly increase after approximately the year 2016; indeed, the majority of
published papers on this topic are concentrated in the past few years! We speculate this
is because, approximately starting from the years 2015-2016, software tooling for building
and training ML models was becoming stable and accessible enough for non-ML-specialists
to experiment with. As notable examples, libraries such as Tensor ow [26], PyTorch [27],
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and scikit-learn [28] succeeded in abstracting away complex implementation details of ML
models and in providing intuitive programming interfaces in Python, which is a simple (as
opposed to, e.g., €+ and high-level scripting language. This has allowed the networking
community at large to easily prototype and experiment ML-based solutions for a broad
set of novel datasets and problems. This line of investigation successfully demonstrated
that ML models can e ectively learn complex statistical patterns from networking data,
and achieve excellent performance in a variety of predictive tasks.

However, ML-based approaches to network management, as of today, are not widely de-
ployed in real-world networks. Indeed, and this was con rmed to us by multiple industrial
partners we cooperate with, network operators prefer to engineer their tra ¢ with classical
optimization algorithms, classify their network faults with knowledge-driven rule-based
systems, model their physical layer with simple parametric formulas, and so on. This sug-
gests that simply demonstrating that ML-based approaches can be successfully applied
to network management tasks is anecessary, but not su cient requirement for making
them worth switching over consolidated methodologies. Instead, there must exist a set of
practical challenges, orthogonal to training a model, that have not yet been thoroughly
addressed by contemporary literature. Given this premise, the central research question
encompassing all of this manuscript can be summarized as follows:

What are the main challenges currently preventing a widespread application of ML for
network management, and how do we practically solve them?

To take a step toward solving this fundamental question, through an extensive review of
recent literature and continuous interaction with industrial partners, this Thesis identi es
the following ve research challenges.

Challenge 1: Generalizability . One basic property of well-trained ML models is their
capability of generalizing their learned logic to data outside the training set. While this
seems trivial, in several network management applications (e.g., routing, tra c engineer-
ing), a ML model might not be straightforwardly applied to data signi cantly di erent
than training. Consider, for example, applications in which the properties of the input
data are intrinsically tied to the characteristics of the considered network topology, such
as ML for network optimization and control. In such applications, it is extremely desirable
to, e.g., train the ML model in a small, easy-to-simulate network and then generalize its
learned logic to larger, more practical networks. However, conventional ML models are
restricted to input and output size of xed dimensionality, which makes it challenging to
achieve this goal. For this reason, there is a need for ML-based approaches that address
generalizability by design.
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Challenge 2: Adaptability . Despite whichever generalization capabilities, deployed
ML models will require, at some point, to be re-trained or ne-tuned on new data. This
Is because, eventually, the statistical patterns captured by the training set will no longer
re ect fresh observed data, resulting in tangible performance degradation over time. Such
phenomenon, known in ML literature asconcept drift, is ubiquitous in network manage-
ment. As a motivating example, consider a simple binary tra c classi cation task, where
a ML model has to decide whether a ow is either benign or malicious. As the users'
behavior and the cybersecurity landscape rapidly evolve over time, so do the statistical
properties of the tra c observed by the ML model. For this reason, deployed models need
to be constantly monitored and periodically updated with fresh data. This adds multiple
layers of complexity to ML model deployment, e.g., when and how to retrain, and which
data should be used for retraining.

Challenge 3: Data Eciency . It is well-known that ML thrives in the presence of
abundant training data. Indeed, the most straightforward solution for improving the
performance of a given ML model is to increase the training set in tandem with the model
size [29, 30]. However, constructing large training datasets is a major challenge in several
iImportant network management applications, such as fault classi cation and Intent-Based
Networking (IBN). Consider, for example, ML-based classi cation of network faults, a
fundamental component of zero-touch fault management. For such an application, good-
quality data is neither abundant nor easy to curate, since it requires extensive domain
knowledge to interpret and annotate. A similar argument can be made for IBN, for
which a training dataset must comprise pairs of, e.g., natural-language intents and the
domain-speci ¢ equipment con guration realizing those intents. Because of this, network
operators incur substantial costs for training and updating ML models. It is, therefore,
of paramount importance to devise ad-hoc data augmentation and annotation strategies
for training top-performing ML models with the least amount of data possible.

Challenge 4: Reliability . ML models are complex nonlinear functions t to high-
dimensional data distributions. Even though their e cacy can be validated through
extensive performance testing, how ML model will respond to data outside the training
set (i.e., generalize) is currently poorly understood. In a worst-case scenario, a ML model
might perform arbitrarily bad on test data. In mission-critical network management appli-
cations, e.g., fault detection and remediation, uncontrollably bad predictions can result in
catastrophic outcomes. Moreover, state-of-the-art ML models such as Gradient-Boosted
Decision Trees and Deep Neural Networks tend to overestimate the con dence in their
prediction [31, 32], thus instilling in the user a misleading sense of security. In summary,
because of their inherent lack of performance guarantees, it is di cult for network oper-
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ators to delegate mission-critical responsibilities to ML-based solutions. Because of this,
there is a pressing need in network management fagliable ML methods able to guar-
antee user-provided performance constraints during deployment (e.g., equipment fault
predictions must be correct with high probability).

Challenge 5: Performance . ML-based solutions for network management must com-
pete against conventional approaches, which are backed up by decades of literature and
have a well-established industrial adoption. One prominent example is network opti-
mization, which builds upon sophisticated solving methods from Operations Research
(especially Linear and Integer Linear Programming). Indeed, despite the ambitious expec-
tations put forward and the considerable investments from both academia and industry,
ML for network management has yet to experience its paradigm-shifting ImageNet mo-
ment .1 It is, therefore, of paramount importance to quantitatively demonstrate tangible
advantages compared to consolidated methodologies.

In this Thesis, starting from major use cases for ML in network management (e.g., opti-
mization, fault management), we identify which challenge is the most critical for a speci c
application, and we propose novel methodologies for dealing with such challenge. Though
the developed methodologies are tailored to our considered use cases, we expect the gen-
eral design principles to be transferable across di erent domains.

1.2. Thesis Structure

This Thesis, in accordance with Politecnico di Milano's rules and regulations, is presented
as a collection of articles, comprising both published and unpublished material. For each
article presented in this Thesis, | made leading author contributions in terms of concep-
tualization, software development, and paper writing. Each central Chapter presents one
or two articles, grouped by topic and introduced by a short foreword.

We now brie y overview the content of the remainder Chapters of this Thesis. Speci cally,
for each technical Chapter, we introduce the speci c challenges addressed by the presented
contributions in the scope of the Thesis work, and we anticipate their central results.

Chapter 2: State of the Art . This Chapter extensively reviews the literature on
ML applied to network management in the context of the speci ¢ topics investigated in

1In 2012, the AlexNet paper [33] achieved a breakthrough result in the large-scale image recognition
competition ImageNet, outclassing classical Computer Vision (CV) approaches. In contrast to conven-
tional solutions primarily based on handcrafted image processing algorithms, AlexNet adopted a pure
ML approach based on Deep Convolutional Neural Networks. These results fundamentally changed the
direction of the whole CV community, which is now almost exclusively focused on ML-based approaches,
and of Arti cial Intelligence at large, which is presently dominated by extremely large neural networks.
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this Thesis. The purpose of this Chapter is both to get the reader acquainted with the
general topics addressed in this Thesis, and to highlight the novel contributions of this
work compared to the current state of the art.

Chapter 3: Reinforcement Learning for Network Optimization . This Chapter
investigates using ML, in particular Reinforcement Learning (RL), for learning solving
algorithms for combinatorial network optimization problems. The main challenges ad-
dressed in this Chapter relate to performance, since we want our RL-based algorithms
to be competitive with classical Operations Research (OR) algorithms, and on general-
ization, since we expect RL-based algorithms to work well on problem instances di erent
(and possibly larger) than training. Following this line of investigation, this Chapter
presents the following research papers:

" Nicola Di Cicco Emre Furkan Mercan, Oleg Karandin, Omran Ayoub, Sebastian
Troia, Francesco Musumeci, Massimo Tornatore. On Deep Reinforcement Learning
for Static Routing and Wavelength Assignment)JEEE Journal of Selected Topics in
Quantum Electronics 2022 [34]

~ Nicola Di Ciccg Memedhe Ibrahimi, Sebastian Troia, Massimo Tornatore. DeepLS:
Local Search for Network Optimization Based on Lightweight Deep Reinforcement
Learning, IEEE Transactions on Network and Service Managemen2023 [35]

Optimization is one of the cornerstones of modern network management, especially in
terms of modeling and solving hard combinatorial problems. For this reason, novel scalable
and e cient solving algorithms are always sought. The core contribution of this Chapter
lies in the design of generalizable learned optimization algorithms based on RL, and in
an extensive evaluation of their e ectiveness against state-of-the-art metaheuristics.

The motivation for applying ML to (network) optimization can be summarized as follows:
real-world optimization problem instances are often statistically correlated. As a moti-
vating example, suppose we want to solve the same tra c engineering problem every 24
hours. It is reasonable to assume that the tra ¢ matrices in two consecutive instances
will be similar, and hence, the corresponding optimal routings will also be similar (or at
least, not radically di erent). As another example, consider the Routing and Wavelength
Assignment problem in optical networks. Though this problem is NP-Hard for general
networks, real-world optical-network topologies do not have an arbitrary structure. In-
deed, optical network topologies are generally planar graphs with low nodal degrees and
high diameters, and commonly used heuristics take advantage of this property (e.g., by
lling longer paths rst). In other words, real-world problem data exhibits a statistical
structure that can be exploited for designing specialized and e cient solving algorithms.
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However, manually designing generalized algorithms that capture and leverage a problem's
structure is extremely challenging. Instead, it would be much more desirable if we could
learn these properties from data and autonomously exploit them with minimal human
input. Indeed, the central result of this Chapter isnot to claim state of the art in solving

a speci c problem, but that RL-based methods can autonomously learn algorithms at
least as good as sophisticated metaheuristics, which require considerable domain-expert
knowledge and implementation e ort.

The contributions in this Chapter leverage RL to learn algorithms for network optimiza-
tion. RL is among the most prominent paradigms for learning how to solve network op-
timization algorithms. This is because RL is a exible and general method for attacking
any sequential decision-making problem, requiring only the speci cation of a user-speci ed
goal (i.e., a reward function).

The rst paper presented in this Chapter leverages RL for learning eonstructive heuris-
tic for Routing and Wavelength Assignment (RWA) problems. This algorithm can be
regarded as an End-to-End method since, given a RWA problem de nition, produces a
single feasible solution for the input problem. The design of the procedure is simple: for
each demand, the RL agent (implemented as a neural network) decides which path and
which wavelength to assign based on the network's state. This is akin to commonly-used
heuristics for RWA, e.g., K-Shortest-Paths First-Fit, but leveraging learned decision rules
as opposed to a static heuristic. The core contribution of this work lies in the extensive
numerical comparisons against a state-of-the-art metaheuristic, namely, a heavily cus-
tomized Genetic Algorithm at the core of countless publications in my research group.
There are two main conclusions from this worki) RL-based algorithms can generally out-
perform standard greedy heuristicsiii) RL-based algorithms, though being signi cantly
faster than state-of-the-art metaheuristics, fall short in terms of solution quality;iii)
Conventional RL approaches based on Multi-Layer Perceptrons (MLPs) neural networks
cannot trivially be applied to network topologies di erent from training. This is because
the inputs and outputs of MLPs are vectors whose dimensionality cannot be changed at
inference. Performance and, in particular, generalizability to multiple network topologies,
will be extensively addressed in the follow-up work presented in this Chapter.

Having established the limitations of end-to-end RL-based approaches, with DeepLS we
propose a di erent approach. Our idea is based on the observation that stochastic local
search algorithms are the state of the art for many combinatorial optimization problems.
For this reason, instead of attempting to learn an end-to-end algorithm, we delegate to RL
one of the most critical choices in local search: which neighbors to explore, based on the
current solution state. As mentioned before, fundamental desiderata for RL-based algo-
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rithm are generalization capabilities to network topologies di erent (and possibly larger)
than training. We achieve this objective by leveraging a special class of neural networks,
namely, equivariant neural networks, which enable input and output dimensionality of
variable size at inference. Remarkably, DeepLS was able not only to outperform end-to-
end RL-based algorithms, but also domain-informed metaheuristics for two challenging
network optimization problems, namely, OSPF Tra ¢ Engineering and RWA. Moreover,
DeepLS could generalize its learned decision rules without retraining to network topolo-
gies 5x larger than training. The main takeaway of this work is as follows: we can achieve
great performance bene ts by taking a well-known algorithmic framework and by sub-
stituting certain speci ¢ subroutines with ML models tailored for the problem at hand.
Our results are promising, and we expect this design principle to become a standardized
approach for future research on ML-based network optimization.

Code and data for all the contributions presented in this Chapter are publicly availabfe.

Chapter 4: ML for Fault Management . This Chapter investigates using ML-based
methods for identifying hardware failures in microwave network equipment. The chal-
lenges addressed here relate to data e ciency, since data annotation for failure classi ca-
tion is extremely expensive, and reliability, since fault classi cation is a mission-critical
task. To this end, this Chapter presents the following research papers:

" Nicola Di Cicco, Memedhe Ibrahimi, Francesco Musumeci, Federica Bruschetta,
Michele Milano, Claudio Passera, Massimo Tornatore. Machine Learning for Failure
Management in Microwave Networks: A Data-Centric Approach)EEE Transac-
tions on Network and Service Managemen2024 [36]

Nicola Di Cicco Memedhe Ibrahimi, Omran Ayoub, Federica Bruschetta, Michele
Milano, Claudio Passera, and Francesco Musumeci. ASAP Hardware Failure-Cause
Identi cation in Microwave Networks using Venn-Abers Predictors|EEE Transac-
tions on Network and Service Managemen2024 [37]

Both papers present signi cant contributions in the scope of a cooperative project carried
out with SIAE Microelettronica, an Italian company leader in wireless communications
technology. The main purpose of this project was to design ML-based methods for au-
tomated classi cation of failures in microwave radios based on a set of equipment alarm
signals. The use of ML is motivated by the large number of alarm signals generated by
a single radio equipment (more than 150 every second, aggregated over fteen minutes),
which makes human inspection of each individual record infeasible.

2https://github.com/bonsai-lab-polimi/tnsm2023-deepls
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It quickly became abundantly clear that the actual challenge of this project was not to
devise advanced ML models for fault classi cation in microwave equipment, but to con-
struct a good-enoughraining dataset for ML model training, and to provide performance
guaranteesonce said model was deployed in production. This was in stark contrast with
related literature in the eld, which mainly focuses on the design of ML models and on
improving the model's performance on a set of benchmarks.

The work on Data-Centric ML, speci cally, deals with the problems of automated data
augmentation and data collection. Unlike other popular ML applications like image clas-
si cation or natural language processing, curating a dataset for the classi cation of faults
In microwave equipment is extremely expensive and time-consuming. This is because
data curation and annotation must be performed by domain experts familiar with the
speci ¢ microwave equipment, i.e., commonly-used cheap crowdsourcing services (e.g.,
Amazon Mechanical Turk [38]) are not an option. This work proposes two fundamental
solutions: usinggenerative modeldor producing synthetic data at training time to re-
balance unrepresented failure classes, and usiAgtive Learning at deployment time to
guide the data annotation procedure. The quantitative gains of our methodology applied
to a production dataset are signi cant. we can attain state-of-the-art performance with
4:5% less annotated data, and improve by up t@:5% the classi cation's F1-Score for the
least-represented failure class. Similar gains were communicated to us when the solution
was deployed in production. Last but not least, all the data used in this study has been
made publicly available: to the best of my knowledge, our is the rst public dataset of
this kind, and my hope is that it will become a standard benchmark for future research
in this eld. 3

The work on As-Soon-As-Possible (ASAP) failure classi cation deals with the problem of
producing fault predictions as fast as possible while, at the same time, providing perfor-
mance guarantees. The problem statement of this work was motivated by how ML-based
fault classi cation in microwave networks is performed in practice. Microwave radio equip-
ment emits alarm signals at a xed, ne time granularity (e.g., 1 second). The standard
approach for ML-based fault classi cation is to extract features from a xed-size tempo-
ral window of telemetry (e.g., 15 minutes), thus introducing a signi cant delay between
the occurrence of a fault and its classi cation. To solve this problem, we proposed an
inference strategy for deployed ML models that performs stream-processing of the data
at the 1-second granularity, and outputs a prediction as soon as the probability of correct
classi cation exceeds a user-speci ed threshold. To achieve this goal, we propose using
Venn-Abers Predictors [39], a post-training algorithm from the eld of Conformal Predic-

3https://github.com/bonsai-lab-polimi/tnsm2024-data-centric
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tion, which can turn any trained ML models into a probabilistic classi er with rigorous
statistical guarantees. On a production dataset, the prediction of our system can satisfy
constraints on the probability of correct classi cation as tight a99% As for the previous
paper, the dataset used in this study, extracted from real-world microwave networks and
manually annotated by domain experts from the industry, is publicly availablé.

Chapter 5: ML for Service Orchestration . This Chapter investigates using RL

for learning how to dynamically and optimally orchestrate services over a network of
heterogeneous devices. Similarly to Chapter 3, the main challenges considered here relate
to generalization to larger network topology, and improved performance compared to
classical methods. However, while before we considerethe network optimization, we

now consider anonline resource allocation, where demands enter the network and free
resources dynamically according to unknown statistical distributions. In this context, our
main technical contributions are presented in the following research papers:

" Nicola Di Cicca Gaetano Francesco Pittala, Gianluca Davoli, Davide Borsatti, Wal-
ter Cerroni, Carla Ra aelli, Massimo Tornatore. DRL-FORCH: A Scalable Deep Re-
inforcement Learning-based Fog Computing OrchestratotEEE 9th International
Conference on Network Softwarization (NetSoft2023. [40]

Nicola Di Ciccgo Gaetano Francesco Pittala, Gianluca Davoli, Davide Borsatti, Wal-
ter Cerroni, Carla Ra aelli, Massimo Tornatore. Scalable and Energy-E cient Ser-
vice Orchestration in the Edge-Cloud Continuum with Multi-Objective Reinforce-
ment Learning, under review

As anticipated, we now consider the problem of assigning services to heterogeneous hard-
ware resources in the Edge-Cloud Continuum [41]. In this scenario, incoming service
requests are allocated to hardware resources with vastly di erent characteristics in terms
of computing power, storage, round-trip latency, and energy consumption. As such, from
the point of view of the network operator, the service orchestrator must not only aim at
maximizing the network's resource utilization, but also take into account the requests'
Quality-of-Service (QoS) and the overall network's energy consumption. This translates
into a complex online optimization problem.

In DRL-FORCH, we extend the FORCH [42] service orchestrator by substituting its
heuristic service allocation policy with a RL-based one, with the goal of maximizing the
service acceptance probability while minimizing QoS violations. The main challenge of
this work is generalizability: as the available hardware resources in the Edge-Cloud Con-
tinuum can change over time, we need to learn a RL-based policy that can operate under

“4https://github.com/bonsai-lab-polimi/thsm2024-asap-venn-abers
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a variable number of possible network nodes, possibly signi cantly larger than training.
We achieve this goal by proposing a novel RL policy architecture based on Deep Sets
[43], which extends and improves the model architecture previously in DeepLS. Numer-
ical results are promising: not only our RL-based approach outperforms conventional
resource allocation heuristics, but the model maintains its performance for networks up
to two orders of magnitude larger than training. Moreover, since Deep Sets process each
input independently, they can take advantage of massive parallelization, resulting in short
inference times € 1ms) even on very large networks.

In the journal extension of DRL-FORCH, which is presently under review, we extend
the scope of the orchestrator's goals to optimize the network's energy consumption, and
we adopt a proper Multi-Objective Optimization approach to the resulting optimization
problem. In the literature, when dealing with multiple competing objectives, it is common
practice to merge them into a single utility function and treat the optimization problem as

if it were single-objective. While this solution is viable, it requires identifying a priori how
to combine the objectives, e.g., via weighted linear combinations. Instead, in our paper,
we propose to derive the entire Pareto Front of RL policies, i.e., a set of policies achieving
an optimal trade-o between the objectives. This approach separates optimization from
decision-making, i.e., it allows network operators to analyze a posteriori how competing
objectives interact, and pick the trade-o that best matches their operational require-
ments. To perform a realistic performance evaluation, we pro le the power consumption
as a function of the CPU load of multiple edge devices, alongside the hardware resource
utilization of popular cloud services. Our results illustrate that our RL algorithm discov-
ers Pareto Fronts on averag80%better than heuristic baselines and is able to generalize
their performance to networks several times larger than training, further reinforcing the
main empirical conclusions put forward in our prior conference paper.

Code and data for DRL-FORCH are publicly available, while code and data for the
journal extension will be made available once the manuscript is accepted.

Chapter 6: Continual In-Network Learning . This Chapter considers the problem

of lifelong adaptation of deployed in-network ML models to streaming data. Here, we
address adaptability together with data e ciency, as we want to re-adapt our models
with as few labeled data as possible. We address these challenges in the following poster:

" Nicola Di Cicca Amir Al Sadi, Chiara Grasselli, Andrea Melis, Gianni Antichi,
Massimo Tornatore. Poster: Continual Network LearningProceedings of the ACM
SIGCOMM Conference 2023 [44]

Shttps://github.com/bonsai-lab-polimi/netsoft2023-drl-forch
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One fundamental truth of all ML applications is that training data will eventually become
outdated, and networking is no exception to this rule. Because of this, the performance
of a trained ML model will degrade over time. This phenomenon, known in the literature
as concept drift, formally relates to the evolution over time of the statistical properties

of the data. As a motivating example, in the paper, we assess the presence of concept
drift in backbone network trac, and we quantitatively evaluate its negative impact

on ad-hoc ML tasks. We then consider a scenario where ML models are programmed
into network equipment (e.g., P4 switches). Our goal is twofoldi) we want to adapt

to novel patterns in the input data while avoiding discarding past learned knowledge
(a phenomenon known as catastrophic forgetting in ML literature), andi) we want to
achieve adaptation with the minimal amount of annotated data possible, since annotating
network tra c is expensive and time-consuming. To achieve these goals, we propose an
architecture integrating Continual Learning for seamless adaptation without forgetting,
and Active Learning for data-e cient retraining. Speci cally, the in-network ML model's
predictions are used not only to classify incoming tra c, but also to selectively Iter
novel data to be forwarded to the control plane. Preliminary results on a representative
in-network attack classi cation use-case are promising, with accuracies close to an oracle
baseline while requiring annotating less thar2% of a ve-day data stream. Our results
are limited to simulations, leaving ample room for future research on model deployment
onto programmable switches and on performance evaluation on multiple datasets and use
cases beyond tra c classi cation.

Chapter 7: Large Language Models for Network Automation. This Chapter in-
vestigates using Large Language Models (LLMs) for designing expert systems for network
management. Speci cally, we consider the problem of automated network con gurations,
I.e., translating natural-language user instructions into a domain-speci ¢ language for pro-
gramming network components. The main challenges considered in this Chapter relate
to data e ciency, as our goal is to leverage large pre-trained models and adapt them to
a completely novel task with the least amount of data possible, and to performance, as
automated network con guration must be highly accurate to be useful to their end-user.
In this context, our technical contributions are presented in the following paper:

" Nicola Di Cicca Memedhe Ibrahimi, Sebastian Troia, Francesco Musumeci, Mas-
simo Tornatore. Open Implementation of a Large Language Model Pipeline for
Automated Con guration of Software-De ned Optical Networks, in 50th European
Conference on Optical Communications (ECOC), 2024 [45]

LLMs have revolutionized the eld of Natural Language Processing (NLP) and of Arti cial
Intelligence (Al) as a whole. Trained on massive corpora of textual data, LLMs are gener-
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alist models able to quickly adapt to novel tasks by simplprompting, i.e., by instructing
them in natural language. This singular phenomenon, known in the literature as In-
Context Learning , is a capability that emerges as the model's scale becomes very large
[46, 47]. | assume the reader has used a chatbot service at least once in their life, such as
OpenAl's ChatGPT or Anthropic's Claude, and is aware of the remarkable capabilities
that these models o er for day-to-day tasks.

There is vast, untapped potential for LLM-based applications in network management.
In particular, the long-term goal of Intent-Based Networking [48] is to allow network op-
erators to state their desired operational goals for the underlying software to understand
those goals, and autonomously perform the necessary end-to-end network optimization
steps necessary for achieving them. The article presented in this Chapter makes a step to-
wards achieving this long-term goal by exploring the capabilities of open-source LLMs for
translating natural-language instructions to the appropriate set of network con gurations.

Our reference scenario is the in-house optical network testbed provided to us by SM-
Optics and operated via a REST-based controller [49, 50]. Our considered ML task is
to translate natural-language instructions to the appropriate data structure (in JSON
format) to be transmitted via the REST API. This problem, while deceptively simple,
cannot be solved via naive prompting. Indeed, we show in the paper that naive prompting
achieves error rates abovB0% In the paper, we address two main challenges: a) how to
e ectively teach an LLM how to operate a customized testbed, and b) how to ensure
that the JSON data structures produced by the LLM conform to the API contracts of
the REST controller. To e ectively solve this challenge, we propose two fundamental
methodological contributions: 1) we decompose the intent translation task into two
simpler steps (Planning and Execution), and 2) we leverage LLM constraining techniques
to provide syntactical guarantees on the LLM's output. Thanks to our system design, we
can reduce the error rates belov20% on our dataset. Given the extremely fast pace of
advancements in LLM research, our results are likely to drastically improve in the presence
of more capable models than the ones considered in the paper. Our implementation and
evaluation dataset are publicly availablé.

Di erently from prior exploratory work in this eld, we exclusively leverage publicly-
available LLMs instead of proprietary served solutions. We believe this makes our results
particularly attractive to industry applications, where data privacy is of paramount im-
portance. Indeed, our technical contributions served as a cornerstone for a follow-up
post-deadline paper, in collaboration with Huawei partners, showcasing the rst experi-

Shttps://github.com/nicoladicicco/llm-orchestrator
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mental demonstration of full lifecycle automation in optical networks using LLMs [51]. We
expect to see increasing investments from academia and industry on LLM-based network
automation in the imminent future.

Chapter 8: Conclusion and Future Development . This nal Chapter summarizes
our main technical contributions and the lessons learned from this Thesis work. We
conclude by brie y describing future promising research directions and follow-up projects.

1.3. Other Contributions

My PhD work has included several other publications. As either they cover other subjects,
or | was not the lead contributor, they do not form a part of this manuscript. These con-
tributions mainly concerned optical-network optimization and collaborations with other
research groups on topics adjacent to this Thesis. As a co-author, | contributed to su-
pervising the technical contributions related to mathematical optimization and aiding in
designing ad-hoc ML techniques for telecommunications problems. The list of papers |
co-authored during my PhD, beyond the ones presented in this manuscript, is as follows:

A

Nicola Di Cicco Memedhe Ibrahimi, Cristina Rottondi, Massimo Tornatore. Cali-
brated Probabilistic Q0T Regression for Unestablished Lightpaths in Optical Net-
works, 5th International Balkan Conference on Communications and Networking
(BalkanCom), 2022 [52]

Nicola Di Cicco Federico Tonini, Valentina Cacchiani, Carla Ra aelli. Optimiza-
tion over time of reliable 5G-RAN with network function migrations, Computer
Networks 2022 [53]

Omran Ayoub, Nicola Di Ciccq Fatima Ezzedine, Federica Bruschetta, Roberto Ru-
bino, Massimo Nardecchia, Michele Milano, Francesco Musumeci, Claudio Passera,
Massimo Tornatore. Explainable Arti cial Intelligence in communication networks:

A use case for failure identi cation in microwave networksComputer Networks
2022 [54]

Nicola Di Cicco Simone Del Prete, Silvi Kodra, Marina Barbiroli, Franco Fus-
chini, Enrico Maria Vitucci, Vittorio Degli Esposti, Massimo Tornatore. Machine
Learning-Based Line-Of-Sight Prediction in Urban Manhattan-Like Environments,
17th European Conference on Antennas and Propagation (EuCAP2023 [55]

Nicola Di Ciccg Jacopo Talpini, Memedhe Ibrahimi, Marco Savi, Massimo Tor-
natore. Uncertainty-Aware QoT Forecasting in Optical Networks with Bayesian
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Recurrent Neural Networks, IEEE International Conference on Communications
(ICC), 2023 [56]

Giovanni Simone Sticca, Memedhe Ibrahimi, Francesco Musumeci, Nicola Di Cicco
Andrea Castoldi, Rosanna Pastorelli, Massimo Tornatore. Selective hybrid EDFA /
Raman ampli er placement to mitigate lightpath degradation in (C + L) networks,
Journal of Optical Communications and Networking2023 [57]

Faruk Pasic, Nicola Di Cicco Marco Skocaj, Massimo Tornatore, Stefan Schwarz,
Cristoph Mecklenbrauker, Vittorio Degli Esposti. Multi-Band Measurements for
Deep Learning-Based Dynamic Channel Prediction and SimulatiofEEE Commu-
nications Magazine 2023 [58]

Marco Skocaj, Nicola Di Cicco Tommaso Zugno, Mate Boban, Jiri Blumenstein,
Ales Prokes, Tomas Mikulasek, Josef Vychodil, Konstantin Mikhaylov, Massimo
Tornatore, Vittorio Degli Esposti. Vehicle-to-Everything (V2X) Datasets for Ma-
chine Learning-Based Predictive Quality of ServicdEEE Communications Maga-
zine, 2023 [59]

Aryanaz Attarpour, Memedhe Ibrahimi, Nicola Di Ciccq Francesco Musumeci, An-
drea Castoldi, Mario Ragni, Massimo Tornatore. Minimizing the cost of hierarchical
optical transport network tra ¢ grooming boards in metro networks, Journal of Op-
tical Communications and Networking2023 [60]

Giovanni Simone Sticca, Memedhe Ibrahimi, Nicola Di Cic¢drancesco Musumeci,
Massimo Tornatore. Throughput maximization in (C+L+S) networks with incre-
mental deployment of HFAs and 3Rs49th European Conference on Optical Com-
munications (ECOC), 2023 [61]

José Santos, Mattia Zaccarini, Filippo Poltronieri, Mauro Tortonesi, Cesare Ste-
fanelli, Nicola Di Ciccq Filip De Turck. E cient Microservice Deployment in Ku-
bernetes Multi-Clusters through Reinforcement LearningEEE Network Operations
and Management Symposium (NOM$R024 [62]

Giovanni Simone Sticca, Memedhe Ibrahimi, Nicola Di Cic¢d-rancesco Musumeci
Massimo Tornatore. Hollow-Core-Fiber Placement in Latency-Constrained Metro
Networks with edgeDCs Optical Fiber Communications Conference and Exhibition
(OFC), 2024 [63]

Aryanaz Attarpour, Memedhe Ibrahimi, Nicola Di Ciccq Francesco Musumeci, An-
drea Castoldi, Mario Ragni, and Massimo Tornatore. Joint QoT-Aware Optimiza-
tion of OTN and WDM Layers for Low-Cost Optical Metro Networks, IEEE Inter-
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national Conference on Communications (ICC) 2024 [64]

Gaetano Francesco Pittala, Cristian Zilli, Nicola Di Cicco Gianluca Davoli, Alessio
Sacco. Recovering Missing Monitoring Data to Enhance Service Provisioning in
the Edge-to-Cloud Continuum, IEEE 10th International Conference on Network
Softwarization (NetSoft) 2024

Klevis Duka, Nicola Di Ciccq Enrico Maria Vitucci. A Study on the Use of Con-
volutional Networks for RF Coverage Evaluations in Urban Environments|EEE
International Symposium on Antennas and Propagation and INC/USNC-URSI Ra-
dio Science Meeting (AP-S/INC-USNC-URSI) 2024 [65]

Giovanni Simone Sticca, Memedhe Ibrahimi, Nicola Di Cic¢drancesco Musumeci
Massimo Tornatore. On High-Power Optical Ampli cation in Hollow Core Fibers
for Energy E ciency and Network Throughput Maximization, 50th European Con-
ference on Optical Communications (ECOC)2024 [66]

Chenyu Sun, Xin Yang, Nicola Di Cicco Reda Ayassi, Venkata Virtajut Garbhapu,
Photios A. Stavrou, Massimo Tornatore, Gabriel Charlet, Yvan Pointurier. First
Demonstration of Fine-Tuned LLM for Digital Twin Optical Networks: Al-Agent
for Lifecycle Management and Automation,50th European Conference on Optical
Communications (ECOC), 2024,post-deadline paper [51]

Nicola Di Cicco Filippo Poltronieri, José Santos, Mattia Zaccarini, Mauro Tor-
tonesi, Cesare Stefanelli, Filip De Turck. Multi-Objective Scheduling and Resource
Allocation of Kubernetes Replicas Across the Compute Continuun0th Interna-
tional Conference on Network and Service Management (CNSM2024 [67]

Oleg Karandin, Aleix Lahoz, Nicola Di Ciccg Francesco Musumeci, Massimo Torna-
tore. Resource-E cient Implementation of Multiple Concurrent Tree-Based Models
in P4 Switches using Feature Sharing20th International Conference on Network
and Service Management (CNSM)2024 [68]

Qiaolun Zhang, Nicola Di Cicco Memedhe Ibrahimi, Raul Almeida Junior, Al-
berto Gatto, Raouf Boutaba, Massimo Tornatore. Link Con guration for Fidelity-
Constrained Entanglement Routing in Quantum Networks|EEE International Con-
ference on Computer Communications (INFOCOM)2025 [69]

Giovanni Simone Sticca, Memedhe Ibrahimi, Nicola Di Cic¢drancesco Musumeci,
Massimo Tornatore. Hollow Core Fiber as a Long-Term Solution for Capacity Scal-
ing in Optical Networks, Optical Fiber Communication Conference and Exhibition
(OFC), 2025 [70]
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" José Santos, Mattia Zaccarini, Filippo Poltronieri, Mauro Tortonesi, Cesare Ste-
fanelli, Nicola Di Ciccqg Filip De Turck. HephaestusForge: Optimal Microservice
Deployment across the Compute Continuum via Reinforcement Learningruture
Generation Computer Systems2025 [71]
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2 ‘ State of the Art

In this Chapter, we extensively review recent advances in ML for communication net-
works, with emphasis on the speci ¢ applications investigated in this Thesis. Speci cally,
we survey macro-areas related to the content of each main Chapter: ML for Network
Optimization (Section 2.1 and Chapter 3), ML for failure identi cation (Section 2.2 and
Chapter 4), ML for service orchestration (Section 2.3 and Chapter 5), In-Network ML
(Section 2.4 and Chapter 6), and Language Models for network management (Section 2.5
and Chapter 7). For each macro-area, we compare and contrast with the papers adjacent
to this Thesis' work, highlighting the advancements brought to the state of the art.

2.1. Machine Learning for Network Optimization

Reinforcement Learning is a ML paradigm for solving sequential decision-making prob-
lems [72]. In RL, an agent interacts repeatedly with a (possibly stochastic) environment,
receiving feedback in the form of scalar rewards. The optimization objective then be-
comes maximizing the accumulation of rewards in the long term. Thanks to its gen-
erality and exibility, RL has become a popular computational method for learning to
solve combinatorial optimization problems [73 78], with broad applications in networking
[4, 15, 34, 35, 79 85].

One prominent line of investigation addressed in this Thesis concerns leveraging RL for
learning specialized heuristics (or subroutines within larger heuristics) of o ine routing
and resource allocation problems [4, 34, 35, 79, 82, 84]. The fundamental design principle
of these works is to partly or fully delegate to a RL agent the decisions on which routing
paths to select, and how resources over these paths should be distributed among di erent
tra c demands.

The seminal work in [79] was among the rst to propose the possibility of using RL for
solving routing problems. More speci cally, this paper considers a multicommodity- ow-
like family of routing problems, i.e., where trac demands are treated as splittable,
continuous commodities. In this context, the decisions become how to split the trac
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demands over di erent edges in a capacitated network for optimizing a speci c objective,
e.g., minimize the maximum link load or maximize the network throughput. The authors
consider setting the path- ow split ratios as the actions of a RL agent, and the resulting
optimization objective as a reward function. In contrast with conventional approaches
based on Supervised Learning (i.e., learning to imitate optimal solutions), in RL an agent
can learn to directly optimize the nal objective without the need for ground-truth optimal
solutions. The methodology pioneered in this work was the basis for extensive future
research in Software-De ned Networking (SDN) routing, e.g., [4, 86 90].

In this Thesis, dierently from the aforementioned line of research, we focus ctom-
binatorial network optimization, i.e., on problems where the decisions to be made are
inherently discrete. Such problems are ubiquitous in networking. Prominent examples
include Routing and Spectrum assignment in optical networks [91] (where we decide how
to route over a set of discrete wavelengths), Virtual Network Embedding problems [92]
(where we decide how to map a logical graph on top of a physical topology), and network
service orchestration [41] (where we decide which servers should process incoming tra c
demands). In contrast with multicommodity- ow-like problems, combinatorial network
optimization problems are inherently hard to solve (both theoretically and computation-
ally), with problem instances of practical size being outside the capabilities of modern
commercial solvers. For the above reasons, it is of great practical interest to investigate
the potential of RL for learning more e cient solving algorithms.

The rst contribution we will present on this topic investigates the potential of Deep
Reinforcement Learning (DRL) for solving RWA problems. At the time of publication, RL
has been already successfully applied for optical-network optimization, e.g., [80, 81, 93 95].
However, even though it was well-established that RL-based methods could outperform
standard RWA heuristics, it was not clear how they would perform against state-of-the-
art solving methods, such as the Genetic Algorithm employed in [96] and subsequent
works. In contrast to prior literature, our results paint a more nuanced picture on the
capabilities of RL for optical-network optimization. Our main nding is that purely
RL-based algorithms achieve a middle-ground trade-o between conventional heuristics
and advanced metaheuristics. Speci cally, RL falls short in terms of performance, but
it is generally much faster in terms of execution time. While this trade-o might sound
compelling in selected scenarios, outperforming consolidated methods isire qua non
for practical applicability of RL-based methods.

The above challenges prompted us to change approach, and focus our attention on how
to get the best of both conventional optimization and RL. Generally speaking, stochastic
Local Search algorithms and their variations are the current state-of-the-art for many



2| State of the Art 21

combinatorial optimization problems. For this reason, the second contribution of this
Thesis on ML for optimization investigates how to improve Local Search with RL, and
how does this compare with advanced metaheuristics.

Remarkably, the general idea of leveraging RL for improving stochastic Local Search al-
gorithm dates back to more than two decades ago [97 101]. Literature extensively inves-
tigated RL for reactive algorithms i.e., metaheuristics able to dynamically self-improve
their performance at runtime. Thanks to several breakthroughs in modern RL com-
putational methods, especially in DRL [102 105], the general ideas put forward in the
aforementioned seminal papers have seen a great revival.

Modern representative contributions in using RL for improving stochastic Local Search
algorithms are [106 109]. In [106], a DRL agent is used to learn repair heuristics for
vehicle routing problems, i.e., specialized procedures for turning unfeasible solutions into
a feasible one. In [107], a DRL agent is embedded into a Variable Neighborhood Search
algorithm for choosing in which order should the neighbors be explored, in contrast with
conventional algorithms adopting a xed order. Similarly, in [108], a DRL agent is used to
augment a Simulated Annealing (SA) algorithm. Speci cally, the DRL agent implements

a Local Search algorithm for re ning the SA solution at each optimization iteration.
Finally, in [109], a DRL agent is used to augment a SA algorithm, in a way that at each
iteration, the DRL agent decides how to perturb the current solution.

In DeepLS, one of the contributions presented in this Thesis, we leverage DRL to aug-
ment a simple Local Search algorithm, with the goal of learning to select which is the best
neighbor to explore. Our work brings several improvements compared to past literature
in this eld. Specically, in contrast to [107, 108], which aim at learning neighborhood
structures, our contribution assumes that the neighborhood is known, and the fundamen-
tal decision is how to properly select neighbors. These two approaches are complementary
to each other. The work in [109] shares the most similarities with our work, also using
DRL for learning to iteratively perturb solutions. Our fundamental insight is that to learn

e ective algorithms, we do not need to resort to a full- edged SA algorithm, but a simple
Local Search is su cient. The reason is that SA algorithms stochastically decide whether
to accept or reject non-improving moves, depending on a temperature parameter that
is slowly annealed with the number of iterations [110]. We nd this stochastic aspect
detrimental for DRL learning since, from the point of view of the agent, the randomized
behavior of SA is part of the (unobservable) stochasticity of the environment. Moreover,
SA requires a notoriously large number of iterations to converge. In routing problems,
evaluating the objective function requires provisioning the complete tra ¢ matrix, which
can become prohibitively expensive in the long run. For these reasons, we nd it simpler
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and more e ective to let the agent autonomously decide whether to explore potentially
non-improving solutions, thus learning autonomously how to balance intensi cation and
diversi cation during the Local Search process.

In terms of the speci ¢ networking use-case, the works that share the most similarity to
DeepLS is our previous contribution to DRL for RWA, and the methodologies proposed
in [82, 84]. More specically, in [82, 84], the authors proposed leveraging Graph Neu-
ral Networks (GNNSs) to learn heuristic algorithms for combinatorial tra ¢ engineering
problems, outperforming state-of-the-art solving methods such as DEFO [111, 112]. The
main driving factor behind using GNNs is their capability to perform inference on network
topologies of arbitrary size, enabling generalization of the proposed algorithms to network
topologies di erent from training. In DeepLS, we adopt a signi cantly simpler approach,
adopting a Deep Sets-like [43] lightweight neural network architecture that still enables
generalization to arbitrary-sized networks, but does not embed the topology information
like GNNs. This not only results in shorter training and inference times but also, surpris-
ingly, in improved performance. We posit that the reason for this counterintuitive result
is that it is di cult for a GNN to abstract information about paths and ows from a given
input network topology, resulting in suboptimal learning. When applied to RWA prob-
lems, DeepLS outperforms our heavily-specialized Genetic Algorithm, whose performance
was out of the reach of past RL-based algorithms, including our own prior contributions.
We hope that the general insights we gained from developing DeepLS will be useful to
the community at large.

2.2. Machine Learning for Failure Identi cation

Fault detection and identi cation are among the most prominent use cases of ML for net-
work management. In the whole management pipeline, prompt and accurate identi cation
of failures allows network operators to respond quickly with the appropriate countermea-
sures. For example, failures caused by software miscon gurations may be solved remotely,
while hardware failures necessitate physical interventions from technicians.

The contributions presented in this Thesis on the topic focus on the general problem of
classifying hardware failures in microwave radio equipment, in the context of a collabora-
tive project with SIAE Microelettronica [113]. The rst investigations on applying ML to

this problem date back to the 90s, e.g., [114], and have been popularized in recent years
making use of modern ML modeling solutions and tooling [1, 54, 115 120].

Our contributions take a signi cant departure compared to the state of the art. Specif-
ically, prior work extensively investigated how to train e ective ML models for fault
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classi cation given a training set [115 117, 119, 120]. These contributions have been fun-
damental to the eld, and have established ML models as the de facto solution for fast
and precise fault identi cation. Though fundamental, there are two main fundamental
issues not yet addressed. First, we argue that the majority of the costs sustained by a
network operator for deploying a ML solution are not from model training, but from data
collection and annotation. In contrast to popular ML domains such as Computer Vision
or Natural Language Processing, curated data for fault identi cation is not only scarce,
but also expensive to annotate, as it requires domain experts with deep knowledge of the
networking equipment. Second, ML-based fault identi ers act fundamentally as black-box
hard classi ers, with no guarantees on their performance once deployed. Even though we
can measure the average performance of a ML model on a test set, we do not have any
principled measure of information about how reliable futuréndividual predictions will be.

To solve the problem related to the cost of collecting and annotated data, we proposed
shifting the paradigm of ML-based fault identi cation from model-centric to data-centric,
l.e., by focusing on methods revolving around how to curate and improve as much as
possible the training data. This approach is rooted in the fact that ML models are
intrinsically garbage in! garbage outi.e., a ML model can be as most as good as its
training data. We adopt two methodologies for data-centric ML: using generative models
to augment an existing training dataset, and leveraging Active Learning for guiding the
data collection and annotation procedure after the ML model is deployed. We now brie y
review relevant literature on both of these topics.

For data augmentation with generative models, the two main solutions investigated in
the literature are Generative Adversarial Networks (GANs) [121 129] and Variational
Autoencoders (VAESs) [130 134]. Both these methodologies aim to t complex statistical
distributions to a representative training set, and then sample from them. Although
GANSs have proven successful in synthetic image generation [121], there is presently no
formal theoretical model on why GANs should outperform VAESs for a speci ¢ synthetic
data generation task. One fundamental practical di erence in GANs and VAESs is in their
training algorithm: while GANs require nding an equilibrium between two competing
neural networks, VAEs can be trained with conventional stochastic gradient descent, and
it is therefore easier to achieve convergence.

The common problem considered by data augmentation paper relates to increasing the
number of samples for the poorly-represented class in the training dataset. This is because
ML models tend to overly favor the most represented classes in the training set, leading
to poor performance on the least-represented ones [135]. Our work improves over prior
contributions in two main aspects. First, we leverageonditional generative models [136]
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for ne-grained control of which failure classes to generate at runtime. Generative models
su er from the same problem as conventional ML model, i.e., they tend to favor overly-
represented classes. Because of this, sampling from the training data distribution can
result in low-quality synthetic samples for poorly-represented classes. Instead, conditional
generative models explicitly inject the class information during the training and inference
stage, allowing the generative model to disentangle the speci c features for each class. In
practice, for our application, this has translated into improved performance across a broad
set of state-of-the-art baselines. Second, while prior literature focuses on low-dimensional
tabular data, our work is a successful application of synthetic data generation on a real-
world hardware failure dataset consisting of more thaa60 features.

Active Learning refers to data labeling methodologies that leverage the predictions of a
ML model to make informed decisions on which data point should be annotated. The
nal objective is to train a top-performing ML model with the least amount of data
possible. In the broader context of network management, only a few works have put

a strong emphasis the potential of Active Learning (AL) [117, 137 139]. Speci cally,
[138] leverages Gaussian Processes to generate data close to the decision boundary of the
model. In [117], the authors leverage Unsupervised Learning to create pseudo-labels for
anomalous data. In [137] the authors propose a stream AL approach that, given a new
unlabeled data point, combines the ML model's uncertainty with the distance from the
new data point to the current training data set for deciding whether to label it or not.

In our contribution, we started from the fundamental observation that an AL algorithm at
deployment time should not come at the cost of using a suboptimal ML model architecture.
Since tree ensembles are known to be the best-performing algorithms on tabular data [140],
di erently from prior literature, we aimed at developing an AL-based annotation targeted
speci cally for tree models. For this reason, we leveraged uncertainty decomposition in
tree ensembles [141] to estimate which samples, from a pool of unlabeled failures, would
contribute more to the knowledge increase of the model. Moreover, motivated by the
fact that multiple human annotators are available at the same time, we developed an
ad-hoc Batch AL for concurrent labeling of multiple annotated samples, with the goal of
maximizing the informativeness of new data while avoiding redundant samples as much
as possible. Our algorithms have been successfully deployed in the eld, and have resulted
in performance gains aligned with the ones reported in the paper.

Our contributions to reliable fault classi cation lie in the broader topic of Explainable
Arti cial Intelligence (XAl). The high-level goal of XAl is to make black-box models
naturally interpretable and trustable by humans. Uncertainty quanti cation is a funda-
mental component of XAl, as it allows a human user to quantitatively estimate the risk
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associated to accepting a prediction.

Recent e ort in XAl applied to network management, including fault classi cation in
microwave networks, have focused on derivinfgature attributions of trained models
[54, 118, 142, 143]. In particular, these algorithms at estimating how the response of
a trained ML model is in uenced by a change in the input feature values, the most pop-
ular approaches being LIME [144] and SHAP [145].

Our contributions are orthogonal to prior work. Instead of attempting to explain the
complex decision function learned by a ML model, we instead focus on guaranteeing pre-
cise statistical properties on their outputs. Speci cally, we are interested in the problem
of training probabilistic fault classi ers, i.e., ML models returning a statistical measure of
con dence in their predictions. Critically, we want this measure of con dence to beali-
brated i.e., to be a real probability. Indeed, though many ML models output normalized
scores, they in general do not map to proper probabilities, often resulting in underestimat-
ing the true uncertainty associated to a prediction. In the context of fault management,
this particular issue is of critical importance, since the user may be led to believe a fault
prediction to be absolutely certain, while in reality the predictive con dence should have
been signi cantly lower.

In our contribution, we solve the aforementioned problem by leveraging recent advances
in the eld of Conformal Prediction (CP), which, at the date of publication, was yet to
be applied in fault classi cation for microwave networks. The fundamental idea of CP is
to perform a post-hoc calibration of a trained ML model on a held-out dataset, such
that a heuristic measure of uncertainty produced by the ML model is reshaped to match
the empirical distribution of the data. Speci cally, in our paper, we leverage Venn-Abers
predictors, an algorithm for converting any black-box ML model into a probabilistic clas-
si er with formal theoretical guarantees. We apply this methodology in the context of
As-Soon-As-Possible (ASAP) prediction: given a stream of telemetry data from microwave
equipment, we want to return a fault prediction as soon as the probability of correct clas-
si cation exceeds a user-provided safety threshold. We therefore propose a new, practical
angle for reliable deployment of ML-based fault detectors, and we empirically demonstrate
its e ectiveness on a real-world dataset.

In summary, the contributions of this Thesis build upon prior literature by investigating
the challenges arising before and after training a ML model, and proposing novel method-
ologies for solving them. The e ectiveness of our solutions has been demonstrated both
on real-world datasets and in eld operations. We hope that the problem statements we
distilled, and the data we published, will be of inspiration for future research.
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2.3. Machine Learning for Service Orchestration

The integration of Cloud and Edge resources plays a fundamental role in modern commu-
nications networks [41]. In particular, the heterogeneous QoS requirements of di erent
services (e.g., in terms of network throughput, computational resources, latency, etc.) re-
quire an intelligent network orchestrationlayer for properly assigning services to the most
appropriate processing nodes.

This general problem of computation o oading is well-studied in the literature, including
solving methodologies based on ML. Similar to Section 2.1, we consider leveraging ML for
learning optimization algorithms. The fundamental di erence is that here we are dealing
with an online optimization problem, where decisions are taken sequentially as service
requests dynamically arrive and depart. The necessity for near-real-time decision-making
makes conventional o ine optimization approaches (e.g., ILP, metaheuristics) inapplica-
ble, opting instead for fast rule-based heuristics. In this context, ML-based approaches,
especially RL, have received signi cant attention as a means for outperforming conven-
tional rule-based heuristics without compromising on decision-making speed.

The literature has extensively investigated both centralized [146 159] and decentralized
[160 165] ML-based approaches for service orchestration and resource allocation. The
general task investigated in these works can be summarized as follows: given the network's
state and the current incoming demands, we must decide over which computational node
to 0 oad a service such that a utility function is maximized in the long term. Common
utility functions include the service blocking probability, QoS metrics such as throughput
or latency, and the network's energy consumption. In the case of a centralized approach, it
is assumed that a centralized orchestrator entity has a global view of the network's state,
while in the decentralized approach, individual entities (e.g., groups of nodes) must reach
a consensus on how to distribute the services, possibly jointly optimizing non-cooperative
goals. The contributions presented in this Thesis fall in the latter assumptions, i.e.,
centralized orchestration.

Though the state of the art extensively demonstrates the potential of RL-based approaches
for outperforming conventional heuristics, we identify and propose solutions to two main
fundamental shortcomings of current literature.

First, the proposed approaches cannot trivially be applied to networks di erent from
training without either re-training from scratch or ne-tuning. This is because RL-based
methodologies heavily rely on neural-network architectures with xed input-output dimen-
sionalities. The work in [161] raised this fundamental issue and proposed a countermea-
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sure, which, however, still requires re-training. In the context of Edge-Cloud computing,
it is expected that the set of available computational resources will stochastically evolve
with time (e.g., due to random connections / disconnections of edge devices); it is there-
fore of paramount importance for ML-based method to immediately adapt to new network
conditions, ideally without the need for retraining. We solve this issues by putting forward
RL methods based on Equivariant Neural Networks, namely Deep Sets [43]. In a nutshell,
these models assume that the inputs and outputs satisfy certain symmetrical properties,
and this allows the model to support arbitrarily sized inputs and outputs without the
need for retraining or changing the architecture. Since the inference complexity of these
models scales linearly with respect to the network size, they make a promising candidate
for implementing practical and generalizable RL-based policies. We empirically demon-
strate that our RL-based orchestrator compares favorably against standard rule-based
heuristics, generalizing its learned policy to networks several times larger than training.

Second, the current literature abstracts service orchestration as a single-objective opti-
mization problem when, in practice, multiple con icting objectives (e.g., blocking proba-
bility, latency, energy consumption, etc.) are at stake. The standard approach is to merge
multiple objectives into single ones via, e.qg., linear combinations, but this approach fails
to capture the trade-o s arising from the (often non-linear) interactions between com-
peting objectives. Our contributions address this issue by putting forward proper Multi-
Objective Reinforcement Learning (MORL) with the goal of deriving a set of Pareto-
optimal policies, i.e., RL policies achieving a specic trade-o between the objectives.
Though this problem has been considered in an o ine planning context, it was not yet
properly addressed in online optimization, e.g., [166 168], where decisions must be taking
sequentially. To solve this problem, we extend our previous contributions with a simple
and e cient MORL algorithm, and we build a realistic model, based on pro ling of real
hardware devices, of node energy consumption as a function of CPU load. This allows
us to explore the di erent trade-o between service acceptance probability and network
energy consumption and derive a set of RL policies that perform well over a broad set of
possible preferences, as opposed to rule-based heuristics targeting one speci c trade-o .

In summary, the problem statements and main challenges in RL for service orchestration
greatly overlap with the ones in RL for oine optimization. Di erently from o ine
problems, online optimization requires dealing with the dynamics of the network’s state
(e.g., stochastic service arrivals and departures), increasing the complexity of the problem.
In this context, there is a rising need for ML models that are generalizable and adaptable,
especially in the context of multi-objective optimization problems. We hope that our
contributions will help guide future investigations in this eld.
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2.4. In-Network Machine Learning

Programmable Network Interface Cards (NICs) and network switches have received sig-
ni cant attention in recent years. There are several important reasons behind their great
success. O oading customized network functions (e.g., tra c classi cation, load bal-
ancing) to specialized hardware opens up an incredible amount of opportunities for net-
work acceleration. Moreover, programmability enables post-deployment recon guration
of the tra c processing logic, without being tied to speci c vendor's hardware or non-
con gurable software environments.

In this context, there have been a great interest in o oading inference of trained ML
models to packet-processing hardware. This line of investigation is motivated by the
exibility of simple ML models (e.g., small neural networks or decision trees) for learning
complex decision rules, while also bene tting from line-rate packet processing speeds [7, 8,
169 174]. More speci cally, the contemporary literature extensively investigated how to

e ciently map commonly-used ML model into programmable switches (most prominently,
P4 switches [175]) subject to the architectural constraints of packet-processing hardware,
such as the absence of oating-point computation and restricted control- ow loops [8, 172,
173]. At the time of writing, specialized strategies for mapping models such as feedforward
neural networks [171], decision trees, and random forest [8, 173], as well as automated
ML model architecture search algorithms for automated deployment [172].

The contributions presented in this thesis are orthogonal to prior research. Speci cally,
while prior work investigates how to e ciently train and deploy models on programmable
switches, we investigate how to e ciently re-train and adapt train models on new data.
Indeed, it is well-known that the performance of ML models is susceptible toncept drift,
l.e., to changes in the training distribution of the test data with respect to the training data
[176, 177]. Networking is no exception to this rule: indeed, as we empirically demonstrate
in the presented contribution, tra ¢ patterns are bound to change over time, and this
will have a negative impact on the downstream performance of trained ML models. Naive
online updates of the ML models are bound to causmtastrophic forgetting i.e., the ML
model will forget past accumulated knowledge to t new data. This fundamental issue
prevents deploying the ML model in real-world application scenarios.

To solve these fundamental issues, we propose leveraging methodologies from Continual
Learning for lifelong updating on a trained in-network ML model and from Active Learning

to reduce as much as possible the cost of labeling new data. Our preliminary results
on incremental tra c classi cation show good capabilities of adaptation (a few % less
accuracy than an oracle model), while requiring only less than 2% of the training data.
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We leave ample room for future research, including more advanced Continual Learning
and Active Learning methodologies, and experimental evaluation on real P4 switches.

2.5. Language Models for Network Automation

LLMs achieved unprecedented breakthroughs in natural language processing. At the time
of writing, the most-capable models such as OpenAl's GPT-4 [47], Google's Gemini [178],
Anthropic's Claude [179], or Meta's Llama 3 [180], are achieving near-human performance
in a variety of tasks (e.g., question answering, math [181], coding [182]) and their capabil-
ities are expected to signi cantly improve in the near future. For these reasons, exploring
the capabilities (and limitations) of LLMs for network management, especially in the con-
text of intent-based networking, is currently a hot topic of research. Though the topic is
still in its infancy, several major contributions have already been made [183 187].

Contemporary literature is currently investigating the following two major research chal-
lenges in LLMs for network automation: using LLM to produce natural-language expla-
nations of the network'’s state [183 186], and using LLM to implement a natural-language
interface between the end-user and the network [183, 184, 186, 187]. The paper presented
in this Thesis makes a signi cant system design contribution to the second problem.

Literature using LLMs to interface with network equipment [183, 184, 186, 187] aims
to solve this problem via prompt engineering techniques, i.e., by crafting specialized
natural-language instructions steering a pre-trained LLM to the desired outputs, e.g.,
code snippets, network con gurations, and so on. This work is motivated by the need to
automate repetitive network management tasks, such as con guration templating, data
analysis and boilerplate coding, as well as reducing the barrier of entry for interfacing
with a complex software-de ned network. Preliminary work in this eld investigated the
potential of state-of-the-art closed-source models, like GPT-4, for solving these tasks. Our
preliminary contribution to this eld improve over recent work in several aspects. Focusing
on a use-case on optical-network con guration, we make a case about using open-source
and self-hosted LLM, since control of their data is of paramount importance for network
operators, and it has happened several times that closed-source LLM have been subject
to con dentiality data breach, e.g., [188]. Moreover, based on the observation that a
substantial portion of errors of LLM are syntactical errors (e.g., when synthesizing the
payload of an API call), we leverage formal grammars to constrain the LLM's output at
runtime, guaranteeing that the output will be consistent with a formal language. Then,
we adopt a task decomposition approach, such that complex instructions are rst split
into multiple sub-tasks (each corresponding to one API call), which are then solved one
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at a time. Our contributions can reduce the error rate of a medium-size open-source LLM
from over 90%to under 20% Finally, in contrast to prior investigations in LLM-based
optical-network management, our evaluation dataset, based on a real-world SDN API, is
publicly available.

All'in all, the main argument discussed in our contributions is that LLMs are not plug-and-
play tools, and non-trivial ad-hoc methodologies are required for them to work well in the
context of network management. More than this, the eld is in dire need of standardized
benchmarks and performance indicators for evaluating LLM-based network management
systems. We hope that our contributions will help to shape this rising eld.
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3 ‘ Reinforcement Learning for
Network Optimization

This Chapter presents several ML-based algorithms for solving classical combinatorial
network optimization problems. We focus on RL, since it is currently being investigated

as a competitive alternative to conventional solving methods, e.g., metaheuristics and
commercial solvers. Speci cally, in Section 3.1, we benchmark end-to-end RL against
a customized metaheuristic for the RWA problem, highlighting advantages and short-

comings of ML-based solutions over conventional algorithms. Following up this line of
investigation, in Section 3.2 we propose integrating RL with a simple Local Search al-
gorithm. Our numerical experiments suggest that augmenting simple general algorithms
such as Local Search with lightweight intelligence allows us to attain comparable or better
performance than state-of-the-art, handcrafted algorithms.

3.1. On Reinforcement Learning for Routing and
Wavelength Assignment

This paper considers the problem of learning end-to-end constructive heuristics for Rout-
ing and Wavelength Assignment problems with Deep Reinforcement Learning. At the
time of publication, DRL has already been explored as a promising technology for solving
routing and resource allocation problems in communications networks, e.g., [80, 83, 93].
The purpose of this paper is twofold. First, we aim to provide a self-contained overview
of DRL as a methodology. Second, we aim to numerically assess how purely DRL-based
solving algorithms for RWA compare against well-established solving methods, namely,
a heavily customized Genetic Algorithm that has been applied with great success to a
variety of optimization problems in our research group [96]. This is in contrast with
prior work on the literature, which compared DRL-based approaches only against simple
heuristics. Our numerical results highlight an interesting trade-o that, before this work,
has been overlooked in the literature. The trade-o is as follows: though DRL-based
algorithms provide shorter execution times compared to metaheuristics, they fall short in
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terms of solution quality. In other words, customized metaheuristics are still the preferred
solving method if computational times are not a strict requirement. Our results highlight
that DRL alone is likely to be insu cient for developing solving methods with tangible
advantages compared to classical approaches from Operations Research. This empirical
conclusion will be the basis for the next paper presented in this Chapter.
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3.2. Reinforcement-Learning-based Local Search for
Network Optimization

The main conclusion drawn from the previous paper is that DRL alone is unlikely to
learn better solving algorithms for network optimization problems than conventional ap-
proaches from Operations Research. Motivated by these results, this paper takes on a
di erent idea. The performance of complex metaheuristics heavily relies on the design of
their subroutines, e.g., the neighborhood selection policy in Local Search or the mutation
and crossover functions in Genetic Algorithms. While, traditionally, these subroutines
are xed among problems, in this paper, we explore the idea of learning specialized sub-
routines for network optimization problems via DRL. In particular, we consider a simple
Local Search algorithm, and we substitute its neighborhood selection policy with a DRL
agent, resulting in the DeepLS algorithm. The idea of DeepLS is very simple: given a
neighbourhood, a neural network ingests the state of the optimization problem (compris-
ing current and best values of the decision variables alongside problem-speci ¢ features).
Based on this information, the neural network predicts the best variables to perturb to
achieve the best objective value in the long term. To enable scalability and generalization,
we leverage a special type of neural networks, namely, equivariant neural networks, such
that DeepLS can be applied to networks larger than the ones seen during training without
the need for retraining or ne-tuning. As representative scenarios, we apply DeepLS to
two classical hard combinatorial optimization problems in networking, namely, Routing
and Wavelength Assignment in optical networks, and tra ¢ engineering with OSPF in

IP networks. Our numerical results are promising, with DeepLS outperforming state-
of-the-art metaheuristics and learning-based solving methods in multiple optimization
problems, network topologies, and tra ¢ distributions. Overall, we conclude that inte-
grating lightweight DRL submodules into larger-scope OR algorithms is a promising path
toward practical learning-based network optimization algorithms.
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4 ‘ Data-Centric and Reliable
Machine Learning for Fault
Management

In this Chapter, we address several novel research problems related to training and de-
ploying data-driven network fault identi cation models. Speci cally, in Section 4.1, we
consider the problem of constructing a good-enough dataset for training a ML-based
fault classi er under two realistic assumptions: rst, annotating new data is expensive;
second, some failure classes are poorly represented in historical observations. We pro-
pose solving this problem through o ine data augmentation and online Active Learning,
resulting in practically signi cant performance gains and savings in annotation costs. Fol-
lowing up, in Section 4.2, we consider the problem of reliable fault classi cation, i.e., how
to train a ML model with performance guarantees. Leveraging recent advances in the eld
of Conformal Prediction, we train classi ers that, given a telemetry data stream, output
predictions as soon as their probability of misclassi cation is below a user-provided safety
threshold. Numerical results on a real-world dataset demonstrate that our solution can
provide both prompt and accurate predictions.

4.1. Data-Centric Machine Learning for Hardware
Fault Classi cation

This paper considers the problem of classifying hardware faults of microwave network
equipment based on telemetry data. This problem has been extensively investigated in
prior literature, e.g., [54, 118, 119], with the state-of-the-art models reaching a classi-
cation accuracy comparable to human experts. In this paper, we adopt a di erent
perspective on this problem. Speci cally, we make the following claimiting a model

Is easy, having to deal with data is hardWhile this insight might seem trivial, most of
the literature takes the dataset for granted and instead focuses on designing ML models
providing the highest possible performance. Instead, through multiple interactions with
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our industrial partner, we realized that the main bottleneck to the project is curating a
dataset of su ciently high quality for training a model. To solve this problem, we pro-
posed two solutions. First, before training a model, we proposed using generative models
for augmenting a given training dataset with synthetic data. In the context of microwave
networks, some failures might occur less frequently than others, and therefore, the ML
model might be biased towards the best-represented classes. We numerically demonstrate
that, in a scenario of extreme data imbalance, our proposed rebalancing strategy improves
the performance of a state-of-the-art model. Second, after having trained a model, we
proposed using Active Learning for leveraging the mode's prediction to guide the annota-
tion of new data. This is because annotating hardware failure data in microwave networks
is expensive and time-consuming, since domain experts must manually inspect lengthy
telemetry data. Our proposed approach demonstrates that, through Active Learning, we
can train a top-performing model with a fraction of the data required by conventional
random annotation. Our solutions were deployed in production, and gains aligned with
the ones reported in the paper were observed by our industrial partner. Overall, we
demonstrated that signi cant cost and performance gains can be achieved by reasoning
about the quality of the dataset instead of over-engineering a model. Finally, we open
sourced the dataset we utilized in our study, which was curated by domain experts in the
microwave industry. To the best of our knowledge, this is the rst public dataset of its
kind, and we hope it will become a standard benchmark for future research in this eld.
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4.2. As-Soon-As-Possible Hardware Fault Classi ca-
tion with Guarantees

Though ML for fault management is a promising technology, it is dicult to convince
network operators to deploy it in the eld. This is because of the black-box nature of
ML models, which makes their underlying decision-making inscrutable by humans. In
general, even though we may extensively test ML models and ascertain their performance
on benchmark datasets, we do not have any guarantee of the reliability of individual
predictions at deployment time. This paper considers this very problem in the context
of fault management in microwave networks. Speci cally, we consider the problem of
training probabilistic ML fault classi ers, i.e., models that not only provide a prediction,
but also a probability of correct classi cation. This allows network operators to quanti-
tatively assess the risk in accepting a ML model's predictions, and thus make informed
decisions. However, training probabilistic ML models is a di cult task. Indeed, though
the most popular ML class output normalized scores for each output, these scores do not
map well to probabilities. Indeed, state-of-the-art ML models tend to be overcon dent
in their predictions (i.e., their predicted scores are higher than the actual probability
of correct classi cation). This can have potentially catastrophic consequences in fault
management, as overcon dent models instill a false sense of con dence in their users.
We propose solving this problem by leveraging recent results in the eld of Conformal
Prediction, namely, Venn-Abers Predictors (VAPS), for training probabilistic classi er.
The fundamental idea of VAPs is to perform a post-hoc calibration step of a trained
ML model, such that its predicted scores are matched with the statistical distribution
of the data. We apply VAPs to the task of ASAP classi cation of hardware faults. In
particular, we assume that telemetry data is being streamed to the ML model, which will
return a prediction only if the probability of correct classi cation exceeds a user-speci ed
threshold. Our numerical results on a real-world dataset illustrate the capability of VAPs
to satisfy tight constraints on the probability of correct classi cation (namely, 95% and
99%) while reducing the time-to-predict by several times compared to a state-of-the-art
approach based on xed-size telemetry windows. Overall, this work raises the funda-
mental issue of reliability in ML applied to fault management, and proposes a working
solution towards in-production fully-reliable ML fault management systems. Also for this
work, we made our dataset, comprising hours of manually-annotated telemetry data from
real-world microwave networks, publicly available to the community.
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5 ‘ Machine Learning for Service
Orchestration

In this Chapter, we propose using ML, in particular RL, for learning to dynamically
assign incoming service requests to the appropriate computational resources. Di erently
from Chapter 3, we now consider an online optimization problem where service requests
arrive and depart stochastically. In this context, in Section 5.1 we consider training a RL-
based orchestrator that can scale to networks di erent, and possibly much larger, than
the ones seen during training. We propose solving this problem by using set-based neural
networks, and our numerical results illustrate the excellent generalization capabilities of
our solution. Following up, in Section 5.2 we formulate online service orchestration as a
multi-objective optimization problem, and we propose using Multi-Objective RL to derive

a Pareto Front of policies achieving locally-optimal trade-o s. Numerical results based
on the pro ling of real-world edge devices show that our Multi-Objective RL solution
discovers better trade-o s than conventional heuristics.

5.1. Scalable Service Orchestration with Reinforce-
ment Learning

In future communication networks, the integration of edge and cloud resources is expected
to form a computing continuum where applications are executed on di erent hardware
infrastructure according to their service requirements [41]. In this context, here we con-
sider the problem of dynamically assigning services to compute nodes to jointly optimize
two competing objectives, namely, blocking probability and service delay. Our main con-
tribution lies in designing a neural network architecture that can generalize and scale to
a number of edge nodes much larger than training, and possibly evolving with time. We
achieve this goal by formulating service orchestration as a problem osatsof edge nodes,
and by leveraging Deep Sets [43] neural networks, an improved model over the one we
used in the DeepLS paper [35]. In contrast to conventional neural networks, i.e., MLPs,
which learn functions over xed-dimensional vector spaces, Deep Sets learn set functions,
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and can be applied to input sets of arbitrary size (including sets much larger than the
ones seen during training). lllustrative experimental results illustrate the advantage of our
design, with our Deep Sets RL policies consistently outperforming conventional heuristics
and generalizing their learned orchestration logic on networks several times larger than
training. Moreover, as Deep Sets can be massively parallelized, our solution attains in-
ference times less tharims on commodity hardware, illustrating its potential for near
real-time decision-making.
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5.2. Reinforcement Learning for Multi-Objective
Service Orchestration

In the previous paper, we considered a multi-objective service orchestration problem
jointly optimizing blocking probability and service latency. However, this problem was
dealt with by merging the two objectives into one, and then by solving the problem as
a single-objective problem. In practice, it is complex, if not impossible, to predict a pri-
ori how objectives will interact, and it is, therefore, challenging to decide on one single
preference between the objectives. Moreover, preferences between objectives might evolve
with time, requiring nding a new objective combination and tting a new model from
scratch. In this paper, we propose adopting a proper multi-objective approach to RL
for service orchestration, with the goal of approximating the complete Pareto Front of
policies. In this way, we can separate optimization (i.e., computing a Pareto Front) from
decision-making (i.e., choosing a trade-o from the Pareto Front), allowing the network
manager to make informed decisions once presented with all possible trade-os. To ex-
plore interesting trade-o s in service orchestration in a realistic scenario, we consider the
devices' energy consumption as an objective, and we build a realistic energy consumption
model as a function of computational load based on pro ling of real-world edge devices.
Numerical results show that our RL algorithm successfully identi es multiple trade-o
points where signi cant energy savings (up t@t8% can be achieved with minimal reduc-
tion in the service acceptance probabilities, and outperforms conventional heuristics by
30%in terms of expected costs.
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6 ‘ Continual In-Network Learning

ML has become a ubiquitous technology in communications networks, to the point that
the research community is investigating solutions for deploying trained ML models in pro-
grammable Application-Speci ¢ Integrated Circuits (ASICs), such as P4 switches [175].
However, it is well-known that the lifecycle of a ML model does not end at training,
but instead a model will require continuous updates. This is because, as the original
training data becomes outdated over time, the deployed ML model will su er from con-
tinuing performance degradation. To solve this fundamental problem, in the following
extended abstract we propose an architecture for continual updates of in-network ML
models. Speci cally, we propose integrating Active Learning with Continual Learning for
optimally updating a trained ML model with the least amount of annotated data. Specif-
ically, implementing Active Learning in the data plane allows the ML model to act not
only as a tra c classi er, but also as a selective packet mirror for forwarding to the con-
trol plane novel tra c patterns to be used for model updates. Our preliminary numerical
results on a representative dataset illustrate that our proposed architecture can achieve
similar performance to an oracle model by learning incrementally and with a fraction
of the total annotated data. To further make a case for continual adaptation, we plan
to extend this preliminary study with additional use cases and datasets and investigate
deployment on real programmable switches.
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7 ‘ Large Language Models for
Automated Network
Con guration

The advent of Large Language Models has revolutionized the landscape of Al by enabling
opportunities for automation unachievable by prior technologies. Networking is no ex-
ception, and early research is investigating the potential of LLM for automating specic
network management tasks, e.g., alarm log analysis [185] and network con guration [184].
This paper considers the task of network con guration, speci cally focusing on the prob-
lem of how to cheaply and e ciently teach open-source models (i.e., LLM whose weights
are public) how to con gure an optical network testbed. To solve this problem e ciently,

we decompose the task of generating a complete network con guration to a planning step,
I.e., decompose the full task into a list of atomic interactions with the testbed (e.g., set up

a lightpath), followed by an execution step, i.e., for each atomic task, generate the data
structure that realizes that task in the testbed controller. This allows the LLM to reason
over small-sized tasks, thus reducing the surface of errors. Moreover, we observed empiri-
cally that the mayjority of the LLM's errors were syntactical, i.e., the model would struggle

to respect user-provided data formats (e.g., a JSON schema). To solve this problem, we
constrained the generation process of the LLM at runtime such that the produced data
structures were guaranteed to respect JSON schema speci cations. Overall, our proposed
system was able to achieve over 80% accuracy using state-of-the-art open-source models,
and this performance metric is likely to improve as models become more capable over
time. The dataset and the methodologies developed in this work played a critical role in
developing a follow-up post-deadline paper [51].
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