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Abstract

As modern vehicles increasingly rely on data-driven detection mechanisms, ensuring their
resilience to carefully crafted perturbations becomes critical for operational safety. This
thesis investigates the trade-off between baseline detection performance and adversarial
robustness in machine learning-based Intrusion Detection Systems (IDS) for Controller
Area Network (CAN) environments.

The work establishes a comprehensive experimental framework grounded in clearly defined
threat models, curated datasets, and reproducible evaluation procedures. Within this
framework, two adversarial training strategies are studied: a self-adaptive adversarial
training approach derived from the methodology proposed by Marchiori et al., and a novel
teacher-guided adversarial training strategy that decouples adversarial example generation
from the optimization of the target model.

Extensive experiments are carried out to assess detection performance and adversarial
resistance in various configurations. The findings shed light on the ways in which various
training paradigms affect robustness and show the circumstances in which adversarial
training increases resilience without appreciably lowering baseline performance. Method-
ological issues for evaluating robustness in the CAN domain in addition to empirical eval-
uation are addressed, highlighting the significance of context-aware evaluation protocols.
Lastly, directions for future work are described, including the exploration of complemen-
tary analysis techniques and broader threat scenarios.

Overall, this work advances our knowledge of adversarial robustness in automotive IDS
and offers helpful advice for creating detection systems that are more resilient.

Keywords: cyberesecurity, controller area network, deep learning, adversarial samples,
intrusion detection





Abstract in lingua italiana

Poiché i veicoli moderni si affidano sempre più a sistemi di rilevamento basati sui dati,
garantire la loro resilienza a perturbazioni accuratamente studiate diventa fondamentale
per la sicurezza operativa. Questa tesi indaga il compromesso tra prestazioni di rileva-
mento di base e robustezza avversariale nei sistemi di rilevamento delle intrusioni (IDS)
basati sul machine learning per ambienti Controller Area Network (CAN).

Il lavoro stabilisce un quadro sperimentale completo basato su modelli di minaccia chiara-
mente definiti, dataset curati e procedure di valutazione riproducibili. All’interno di
questo framework, vengono studiate due strategie di addestramento avversariale: un ap-
proccio di addestramento avversariale auto-adattivo derivato dalla metodologia proposta
da Marchiori et al. e una nuova strategia di addestramento avversariale guidata da un
insegnante che disaccoppia la generazione di esempi avversari dall’ottimizzazione del mod-
ello target.

Vengono condotti esperimenti approfonditi per valutare le prestazioni di rilevamento e
la resistenza avversariale in varie configurazioni. I risultati fanno luce sui modi in cui
i vari paradigmi di addestramento influenzano la robustezza e mostrano le circostanze
in cui l’addestramento avversariale aumenta la resilienza senza ridurre sensibilmente le
prestazioni di base. Vengono affrontate questioni metodologiche per la valutazione della
robustezza nel dominio CAN, oltre alla valutazione empirica, evidenziando l’importanza
di protocolli di valutazione che tengano conto del contesto. Infine, vengono descritte le
direzioni per i lavori futuri, tra cui l’esplorazione di tecniche di analisi complementari e
scenari di minaccia più ampi.

Nel complesso, questo lavoro amplia la nostra conoscenza della robustezza avversariale nei
sistemi IDS per il settore automobilistico e offre utili consigli per la creazione di sistemi
di rilevamento più resilienti.

Parole chiave: sicurezza informatica, controller area network, deep learning, esempi
avversariali, rilevamento di intrusioni
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Introduction

Modern vehicles rely on complex electronic control unit (ECU) networks that exchange
safety-critical and comfort-related data on in-vehicle buses such as the Controller Area
Network (CAN). Because CAN was designed for reliability and simplicity rather than secu-
rity, a growing research and engineering effort aims to ensure that on-bus communications
are free of malicious or malformed packets that could endanger vehicle functionality or
passenger safety. A widely adopted defensive approach is the deployment of Intrusion De-
tection Systems (IDSs) that monitor bus traffic and flag (or block) messages that deviate
from expected temporal, structural, or semantic patterns.

IDSs for CAN commonly address a set of conventional attack types that an adversary can
mount on the bus, such as:

• Message Manipulation Attacks: attacks that manipulate in-vehicle communication
semantics through the injection or replay of seemingly valid messages.

• Availability Attacks: attacks that are aimed at degrading the availability of the
CAN bus or specific ECUs, potentially causing partial or complete denial of normal
communication.

• Robustness-Oriented Attacks: attacks that target implementation weaknesses.

Early CAN IDSs used rule- or specification-based logic: handcrafted thresholds, message
frequency checks, identifier whitelists and simple state machines that codified what was
considered “normal”. While deterministic and interpretable, these approaches have well-
known limitations in scalability, maintainability, and their ability to generalize to subtle
or evolving attack patterns.

To overcome those limits, research progressively integrated machine learning techniques
into IDS design. Classical supervised and unsupervised algorithms, such as Support Vec-
tor Machines (SVMs), Random Forests, and clustering methods, were adopted to learn
patterns from recorded traffic and detect anomalies that rules miss. More recently, deep
learning models have been proposed to capture complex temporal and statistical depen-
dencies in CAN data. These data-driven approaches have improved detection accuracy
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and reduced manual tuning, but they also introduce new challenges: dependency on
training data quality, computational cost, and potentially reduced interpretability.

As machine learning based IDSs became more capable, adversaries developed more sophis-
ticated strategies specifically intended to defeat them. Attacks that exploit weaknesses
in learned models, commonly referred to as adversarial attacks, are distinct from classical
injection or replay in that they are explicitly designed to produce inputs that look benign
to the detector while still achieving a malicious effect on the vehicle.

Adversarial attacks originated in domains such as computer vision and natural language
processing, where machine learning models have been shown to be vulnerable to carefully
crafted perturbations [1, 2]. In these domains, an attacker can make imperceptible changes
to input images or text that lead a model to produce incorrect predictions, often with
high confidence. The recognition of this vulnerability has prompted the development of
numerous defence strategies.

While these methods can improve robustness, they often come at a significant cost: base-
line performance on clean, unperturbed data typically decreases, computational complex-
ity increases, and model interpretability may be reduced [3].

As research on adversarial robustness expands into the automotive domain, particularly
the CAN protocol, these findings raise critical questions. Given the constrained and highly
structured nature of CAN traffic, it is not immediately clear whether adversarial attacks
represent a realistic threat, or whether implementing defensive strategies is practically
worthwhile. The potential performance penalties and computational costs associated
with adversarial defences, well-documented in other domains, must be carefully weighed
against the actual benefits in the context of in-vehicle networks. Understanding this
trade-off is essential to determine which defensive strategies, if any, could be effective and
feasible for CAN-specific intrusion detection systems.

To address these questions, this thesis introduces a novel adversarial training strategy
specifically designed for CAN-based intrusion detection systems, referred to as a teacher-
guided adversarial training approach. The proposed method departs from conventional
self-referential adversarial training schemes by decoupling the generation of adversarial
examples from the model being trained. Instead, adversarial samples are produced by
a separate reference model (the teacher) and are then used to train a target IDS (the
student)

Alongside the proposed method, this thesis also revisits the adaptive online adversarial
training approach proposed by Francesco Marchiori et al. in CANEDERLI [4]. While
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CANEDERLI adversarial training represents an important step towards adversarially
robust CAN IDSs, its original formulation exhibits several conceptual and practical issues
that hinder its applicability in real-world deployments.

As part of this work, CANEDERLI training method is therefore re-engineered and cor-
rected to address these limitations, resulting in an implementation that is both function-
ally sound and suitable for realistic evaluation.

By considering both a newly proposed teacher-guided strategy and a corrected version
of an existing CAN-specific adversarial training method, this thesis provides a broader
perspective on the design space of robustness-enhancing techniques for CAN intrusion de-
tection systems. This dual contribution supports a more informed assessment of whether
adversarial training is practically beneficial in constrained in-vehicle networks, and under
which assumptions such technique can be effectively and realistically deployed.

To investigate, we conduct an extensive evaluation focusing primarily on baseline perfor-
mance and adversarial robustness. Adversarial transferability is additionally considered
to complement the analysis and to provide further insight into the interaction between
different models and training methods under adversarial settings.

Baseline performance measures the model’s accuracy and general behavior on clean, un-
perturbed CAN data. This serves as a reference point for understanding the trade-offs
associated with robustness-enhancing techniques.

Adversarial robustness is assessed under two threat models:

• White-box robustness: we quantify how many adversarial examples can be gener-
ated from a given model itself. This indicates the model’s vulnerability when the
attacker has full knowledge of its architecture and parameters, and also allows rel-
ative comparisons between models: a model producing fewer successful adversarial
examples is considered more robust.

• Grey-box robustness: we evaluate how well a model resists adversarial examples gen-
erated from other models trained on the same dataset. This captures the model’s
relative resilience to attacks crafted without full knowledge of its parameters, sim-
ulating a more realistic partial-knowledge scenario.

Adversarial transferability focuses on the ability of each model to generate effective at-
tacks against other models. A model producing adversarial examples that successfully
bypass the detection of many other models demonstrates higher transferability, revealing
its potential as a strong attack generator.
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This evaluation framework enables the assessment of the effectiveness of adversarial de-
fense strategies when applied to deep learning–based CAN intrusion detection systems,
with the goal of enhancing robustness against adversarial attacks while preserving satis-
factory baseline performance.

The experimental analysis provides several insights into the role of adversarial training
for CAN-based intrusion detection systems.

First, the results show that adversarial training can substantially improve robustness
against crafted perturbations without necessarily compromising baseline detection per-
formance, provided that training procedures are carefully designed. In particular, both
adversarial training strategies considered in this work demonstrate the ability to reduce
model vulnerability under white-box and grey-box attack scenarios.

Second, the study highlights that robustness gains are strongly influenced by architectural
choices, dataset characteristics, and training configurations, emphasizing that adversarial
robustness in the CAN domain cannot be considered a universal property but must be
evaluated within a carefully defined experimental context.

Finally, the analysis of adversarial transferability shows that different training strate-
gies affect not only how well a model defends against attacks, but also how effective it
is at generating attacks against other models. This highlights that certain robustness-
enhancing techniques may inadvertently produce stronger attack generators, an aspect
that is particularly relevant when considering deployment in adversarial environments.

Overall, these findings contribute to clarifying when and how adversarial training can be
effectively leveraged to enhance the security of machine learning–based intrusion detection
systems in automotive networks.

Contributions The main contributions of this thesis can be summarized as follows:

• the proposal of a novel teacher-guided adversarial training strategy tailored to CAN-
based intrusion detection systems, which leverages a surrogate model to guide the
generation of informative adversarial samples and improve robustness without de-
grading baseline detection performance;

• the correction and re-implementation of the adaptive online adversarial training
approach originally proposed in the CANEDERLI framework [4], enabling a faith-
ful reproduction of the method, an extensive comparison with alternative training
strategies, and the introduction of a second fully functional adversarial training
pipeline within the same experimental framework;
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• the design of an extensive evaluation framework for adversarial robustness, focusing
on white-box and grey-box threat models, transferability across architectures, and
the quantitative analysis of the trade-off between robustness to adversarial manip-
ulation and detection performance on clean CAN traffic.





7

1| Background

1.1. Key Terminology and Concepts Relevant to the

CAN Protocol

The Controller Area Network (CAN) is a widely used in-vehicle communication protocol
that allows multiple Electronic Control Units (ECUs) to exchange data reliably over a
shared bus. Each CAN message, commonly referred to as a data frame, is composed of
several fields that ensure reliable and deterministic data transmission.

A standard CAN frame consists of the following components:

• Start of Frame (SOF): a single dominant bit indicating the beginning of a new
message.

• Arbitration Field: contains the Identifier (11 bits in the standard format or 29
bits in the extended format) and the Remote Transmission Request (RTR) bit. The
identifier determines both the message priority and its logical addressing within the
network.

• Control Field: specifies the length of the data field via the Data Length Code
(DLC), which ranges from 0 to 8 bytes in classical CAN.

• Data Field (also referred as payload): carries the actual payload of the message,
containing up to 8 bytes of application-specific data.

• CRC Field: includes a Cyclic Redundancy Check sequence and a delimiter bit,
allowing receivers to verify message integrity.

• ACK Field: consists of an Acknowledge Slot and an Acknowledge Delimiter, through
which receiving nodes confirm successful message reception.

• End of Frame (EOF): composed of seven recessive bits marking the end of the
frame.

CAN messages are broadcast over the network, and all nodes receive each frame simulta-
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neously. They can be sent periodically, at fixed intervals, or event-triggered, depending
on the ECU’s function.

Arbitration is performed using a bitwise mechanism, ensuring that the message with the
highest priority (i.e., the lowest identifier value) gains bus access without causing colli-
sions. This deterministic arbitration process and the built-in error detection mechanisms
make CAN highly reliable for real-time communication in safety-critical systems. The
simplicity and lightweight nature of the protocol make it suitable for real-time automo-
tive applications, but they also impose constraints that influence both attacks and defence
strategies.

The constrained nature of CAN traffic (limited payload, absence of native authentication,
and a shared bus architecture) means that traditional security mechanisms, such as en-
cryption or complex verification procedures, are often impractical. As a result, detecting
malicious or anomalous traffic requires monitoring patterns in message IDs, timing, and
payload content rather than relying on cryptographic guarantees.

To address these challenges, Intrusion Detection Systems (IDSs) have been developed for
CAN.

1.2. Intrusion Detection Systems definition

An Intrusion Detection System (IDS) is a fundamental security component designed to
monitor, analyze, and detect unauthorized or malicious activities within computer systems
or networks. The primary objective of an IDS is to identify abnormal behavior that may
indicate potential security breaches, such as unauthorized access attempts, exploitation
of vulnerabilities, or deviations from established communication patterns.

From a conceptual perspective, an IDS operates by continuously collecting data from
various sources, such as network traffic, system logs, or application events, and comparing
it against predefined rules or behavioral models. Depending on its detection methodology,
an IDS can be broadly categorized into two main types:

• Signature-Based IDS: This approach relies on a database of known attack pat-
terns or signatures. Each incoming event is matched against these signatures to
detect known threats. Although effective against previously identified attacks, this
method cannot detect novel or zero-day attacks.

• Anomaly-Based IDS: Instead of relying on known signatures, this approach mod-
els the normal behavior of the monitored system using statistical or machine learning
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techniques. Any significant deviation from this normal profile is flagged as poten-
tially malicious. While this method enables the detection of previously unseen
attacks, it may suffer from higher false-positive rates.

In addition to these broad categories, IDSs can also be differentiated according to the
underlying detection technique:

• Rule-based or specification-based: rely on manually defined thresholds and be-
havioral specifications, such as expected message frequencies, timing constraints, or
allowed identifier ranges. These systems are typically lightweight and interpretable
but may lack adaptability to dynamic environments.

• Machine learning-based: learn normal and abnormal patterns directly from ob-
served traffic, often using classical models such as Support Vector Machines (SVMs),
Decision Trees, or Random Forests. These approaches can generalize beyond explic-
itly defined rules but require a representative training dataset.

• Deep learning-based: capture complex temporal and statistical dependencies
in the data using neural architectures such as Fully Connected Networks (FCNs),
Convolutional Neural Networks (CNNs), or Long Short-Term Memory networks
(LSTMs). These methods have shown high detection accuracy, especially in sce-
narios involving sequential or high-dimensional data, though at the cost of inter-
pretability and computational complexity.

In terms of deployment, IDSs can be classified as either Host-Based (HIDS) or Network-
Based (NIDS). A HIDS monitors the activity and integrity of a specific host by analyzing
local logs, system calls, and file modifications, whereas a NIDS captures and inspects
packets traversing the network to detect suspicious traffic patterns.

Modern IDS architectures often incorporate advanced data analysis techniques, such as
feature extraction, dimensionality reduction, and ensemble learning, to enhance detection
accuracy and reduce false alarms. Moreover, they may integrate with Intrusion Prevention
Systems (IPS) to provide active defense capabilities, enabling the system to automatically
block or mitigate detected attacks.

The effectiveness of an IDS is typically evaluated through metrics such as Detection Rate,
False Positive Rate, and Processing Latency. In critical environments, such as industrial
control systems, vehicular networks, or cloud infrastructures, achieving a balance between
detection accuracy and computational efficiency remains a key research challenge. Con-
sequently, ongoing research increasingly focuses on hybrid, adaptive, and context-aware
IDS models capable of responding to evolving and sophisticated cyber threats.
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1.3. Attacks on the CAN Protocol

In the context of in-vehicle networks, an attack on the Controller Area Network (CAN)
refers to any malicious activity aimed at compromising the integrity, or availability of
communications exchanged among Electronic Control Units (ECUs). Due to the broad-
cast nature of the CAN bus and the absence of built-in security mechanisms such as
authentication or encryption, the protocol is inherently vulnerable to a wide range of
cyberattacks.

The CAN protocol was originally designed for reliability and fault tolerance in real-time
distributed control systems, rather than for resilience against adversarial behavior. As a
result, any node connected to the bus can transmit arbitrary messages that are accepted
by all other nodes, provided they comply with the protocol’s timing and frame format.
This characteristic allows attackers with physical or logical access to the bus to inject,
modify, or replay messages, potentially manipulating vehicle functionalities or disrupting
communication flows.

Typical attacks against the CAN protocol can be broadly categorized based on their pri-
mary objective and attack mechanism. While these categories are not mutually exclusive,
they provide a structured view of the most common threat classes.

• Message Manipulation Attacks: these attacks aim to alter the semantic meaning
of in-vehicle communication by injecting or reusing valid-looking messages.

– Injection attacks : the adversary transmits fabricated CAN frames with valid
identifiers and data fields to impersonate legitimate ECUs or trigger unintended
actions. For instance, spoofing braking or steering commands may lead to
severe safety consequences.

– Replay attacks : previously captured legitimate CAN messages are resent at a
later time to reproduce valid system behavior in an inappropriate or malicious
context, potentially bypassing simple detection mechanisms.

• Availability Attacks: these attacks target the availability of the CAN bus or
specific ECUs, resulting in partial or complete denial of normal communication.

– Denial-of-Service (DoS) attacks : by continuously transmitting high-priority
messages, the attacker exploits CAN’s arbitration mechanism to monopolize
the bus and prevent legitimate traffic from being delivered.

– Bus-off attacks : by deliberately inducing transmission errors, an attacker can
force one or more ECUs into the bus-off state, effectively isolating them from
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the network.

• Robustness-Oriented Attacks: these attacks aim to expose implementation
weaknesses rather than directly achieving a specific functional outcome.

– Fuzzing or flooding attacks : random, malformed, or high-rate CAN frames are
injected to trigger unexpected behaviors, software faults, or crashes in ECUs,
often serving as a preliminary step for more targeted attacks.

While many of these attacks require physical access to the in-vehicle network through
diagnostic ports such as the OBD-II interface, the increasing connectivity of modern
vehicles (via wireless interfaces, infotainment systems, or telematics units) has expanded
the attack surface, enabling remote exploitation scenarios. Consequently, the detection
and mitigation of CAN-based attacks have become critical components of automotive
cybersecurity research, motivating the development of lightweight and real-time Intrusion
Detection Systems specifically tailored for CAN environments.

1.4. Definition of Adversarial Attacks and Techniques

to Generate Perturbation

Adversarial evasion attacks are carefully crafted inputs intended to mislead a trained
machine learning model while remaining close to legitimate inputs [1, 2]. Formally, given
a model f and an input x with correct label y = f(x), an adversarial example x′ is
generated such that f(x′) ̸= y while x′ is “close” to x according to a chosen norm or
similarity measure.

Adversarial attacks can be categorized based on the attacker’s knowledge of the target
model:

• White-box attacks: the attacker has full access to the model architecture, its
parameters, and its training dataset.

• Grey-box attacks: the attacker has partial knowledge, for example access to the
dataset used to train the model or access to some model internals.

• Black-box attacks: the attacker can only query the model and observe outputs,
without access to its internal structure or parameters.

White-box attacks typically achieve higher success rates in practice, but they represent
a less realistic threat model for many real-world deployments. Grey-box and black-box
attacks are often implemented using a substitute model (also referred as oracle): an at-
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tacker trains or acquires a surrogate model and generates adversarial inputs against that
surrogate. Successful adversarial examples are then transferred to the target model. This
procedure relies on the so-called transferability property : adversarial inputs that deceive
one model often have a substantial probability of deceiving other models. Transferability
is commonly attributed to the fact that, despite differences in architecture or training
details, models trained on the same task tend to learn similar decision functions.

Common families of techniques for generating adversarial perturbations include the fol-
lowing:

Gradient-based methods These algorithms leverage gradients of the model’s loss with
respect to the input to compute efficient perturbations.

• Fast Gradient Sign Method (FGSM) [2]: a single-step method that perturbs
the input in the direction of the gradient sign:

x′ = x+ ε · sign
(
∇xL(f(x), y)

)
,

where ε controls the perturbation magnitude. FGSM is computationally cheap and
commonly used as a baseline.

• Basic Iterative Method (BIM) [5] and Projected Gradient Descent (PGD)
[6]: iterative multi-step extensions of FGSM that apply small gradient steps while
keeping the perturbed input within an allowed Lp-ball. Formally, they can be written
as

x(t+1) = ΠBp(x,ε)

(
x(t) + α · sign

(
∇xL(f(x(t)), yt)

))
,

where ΠBp(x,ε) denotes the projection onto the Lp-ball of radius ε around the original
input x, and α is the step size. The main difference between the two methods lies
in the initialization: BIM starts from the original input (x(0) = x), while PGD
typically uses a random initialization within the allowed perturbation set (x(0) =

x+δ(0), δ(0) ∼ U(−ε, ε)d). PGD is widely regarded as a strong first-order adversary
due to this random start and multi-step optimization.

• Targeted vs. Untargeted variants: gradient-based attacks can be targeted
(force model to predict a specific yt) or untargeted (cause any misclassification).
The loss L is chosen accordingly.

• Momentum and adaptive step variants: methods such as Momentum Iterative
FGSM (MI-FGSM [7]) add a momentum term to stabilize updates and improve
transferability across models.
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Optimization-based methods These treat adversarial example generation as a con-
strained optimization problem and often use continuous optimization techniques to find
minimal perturbations.

• DeepFool [8]: iteratively approximates the classifier boundary as linear and com-
putes the smallest perturbation that crosses this boundary, producing small-norm
adversaries. The method repeats linearization and projection steps until the decision
changes.

• Jacobian-based Saliency Map Attack (JSMA) [9]: crafts sparse perturbations
by computing input saliency and perturbing features that most influence the target
output.

When adversarial techniques are applied to temporal or protocol data (e.g., IDS inputs
or CAN message streams), additional constraints and considerations arise:

• Discrete and bounded feature spaces: CAN payload bytes and message identi-
fiers are discrete (0–255 for bytes, fixed bit-length identifiers). Perturbations must
preserve syntactic validity; thus continuous gradient steps require quantization or
integer-constrained optimization.

• Timing and real-time constraints: on a CAN bus, inter-frame timing and mes-
sage periodicity are critical. Effective adversarial perturbations can include timing
modifications (e.g., altering message frequency) which must respect real-time feasi-
bility.

• Semantic plausibility (stealthiness): perturbations should avoid producing ob-
viously invalid or out-of-range signals (e.g., impossible sensor values) to evade down-
stream sanity checks or specification-based detectors.

• Payload-DLC consistency: the DLC value reported in the data frame must be
consistent with the length of the payload.

1.5. Machine Learning and Deep Learning Models

Machine learning (ML) is a branch of artificial intelligence that focuses on designing algo-
rithms capable of learning patterns and relationships from data without being explicitly
programmed. Instead of relying on manually defined rules, ML models infer decision
boundaries or predictive functions by generalizing from examples. This data-driven ap-
proach has proven highly effective in numerous domains, including computer vision, nat-
ural language processing, and cybersecurity, where patterns of interest are often complex,
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nonlinear, and high-dimensional.

At its core, a machine learning model learns a mapping function fθ : Rn → Rm, param-
eterized by a set of learnable parameters θ, that minimizes a loss function L(fθ(x), y)
over a training dataset composed of input-output pairs {(xi, yi)}Ni=1. Depending on the
learning paradigm, ML methods can be categorized as:

• Supervised learning, where the model is trained using labeled data, i.e., each
input xi is associated with a ground truth label yi. The objective is to learn to
predict y for unseen samples. Examples include classification and regression tasks.

• Unsupervised learning, where the model is trained on unlabeled data to discover
hidden structures or patterns, such as clusters or latent representations. Techniques
like clustering or autoencoders fall into this category.

• Semi-supervised learning, which combines labeled and unlabeled data to leverage
partially annotated datasets.

• Reinforcement learning, where an agent learns optimal actions through interac-
tion with an environment, receiving feedback in the form of rewards or penalties.

In cybersecurity applications, such as Intrusion Detection Systems (IDSs), supervised and
unsupervised learning are the most common paradigms. Supervised models are used when
labeled attack data are available, while unsupervised or anomaly-based approaches are
preferred when attack patterns are unknown or rare.

From Machine Learning to Deep Learning

Traditional ML algorithms, such as Support Vector Machines (SVMs), Random Forests,
and k-Nearest Neighbors (k-NN), rely heavily on manually engineered features to represent
input data. The effectiveness of these models is therefore constrained by the quality and
expressiveness of the chosen feature set.

Deep learning (DL), a subfield of machine learning, overcomes this limitation by automat-
ically learning hierarchical feature representations directly from raw data. Deep learning
models consist of multiple processing layers, each composed of neurons that perform non-
linear transformations, which allow the model to capture complex abstractions and latent
structures. This hierarchical representation learning is particularly advantageous in do-
mains where data exhibit spatial, temporal, or statistical dependencies, such as CAN bus
traffic or network communication patterns.
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Formally, a deep neural network implements a composite function:

fθ(x) = f (L)(f (L−1)(. . . f (1)(x))),

where each layer f (l) transforms the output of the previous layer through a learned affine
transformation followed by a nonlinear activation. The model parameters θ are opti-
mized by minimizing a loss function using gradient-based optimization methods such as
stochastic gradient descent (SGD) or Adam.

Deep learning models have shown outstanding performance across many application areas
due to their ability to generalize from large-scale data, automatically extract discrimina-
tive features, and model nonlinear and temporal dependencies. The following subsections
provide a detailed description of three representative deep architectures widely adopted in
cybersecurity and intrusion detection research: Fully Connected Networks (FCNs), Con-
volutional Neural Networks (CNNs), and Long Short-Term Memory (LSTM) networks.

1.5.1. Fully Connected Networks

A Fully Connected Network (FCN), also known as a Multilayer Perceptron (MLP), is the
most fundamental form of deep neural network. In an FCN, each neuron in one layer is
connected to every neuron in the subsequent layer, forming a dense connectivity pattern.

Given an input vector x ∈ Rn, each hidden layer performs the transformation:

h(l) = σ
(
W (l)h(l−1) + b(l)

)
,

where W (l) and b(l) denote the weight matrix and bias vector of layer l, respectively, and
σ(·) is a nonlinear activation function such as ReLU, tanh, or sigmoid. The final output
layer applies a suitable activation (e.g., softmax for classification).

FCNs are universal function approximators and can learn arbitrary mappings between
input and output spaces. However, they lack explicit mechanisms to capture spatial or
temporal dependencies, which limits their performance on structured data such as images
or time series. In IDS applications, FCNs are often employed as baseline models or as
components in hybrid architectures due to their simplicity and interpretability.

1.5.2. Convolutional Neural Networks

Convolutional Neural Networks (CNNs) are designed to exploit spatial locality and trans-
lation invariance in structured data. Originally developed for image recognition tasks,
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CNNs have also been successfully applied to one-dimensional temporal or sequential data,
including network traffic and CAN bus messages.

A CNN layer applies a set of learnable convolutional filters (kernels) that slide across the
input to produce feature maps:

h
(l)
k = σ

(
(x ∗W (l)

k ) + b
(l)
k

)
,

where ∗ denotes the convolution operation, W (l)
k the k-th kernel, and b

(l)
k its bias term.

Convolutional layers are typically followed by pooling operations (e.g., max-pooling or
average-pooling) that reduce dimensionality and promote translational invariance.

By stacking multiple convolutional and pooling layers, CNNs learn hierarchical repre-
sentations: early layers capture low-level patterns (e.g., frequency or local correlations),
while deeper layers encode higher-level abstract features. This makes CNNs particularly
suitable for detecting spatial or local temporal anomalies in IDS tasks, where correlations
between adjacent features or message bytes carry important semantic information.

1.5.3. Long Short-Term Memory Networks

Long Short-Term Memory (LSTM) networks are a special type of Recurrent Neural Net-
work (RNN) specifically designed to capture long-range temporal dependencies in sequen-
tial data. Traditional RNNs suffer from the vanishing or exploding gradient problem,
which limits their ability to learn dependencies over long sequences. LSTMs address this
limitation through the introduction of memory cells and gating mechanisms that regulate
information flow.

An LSTM cell maintains a cell state ct and a hidden state ht that evolve over time as
follows:

ft = σ(Wf [ht−1, xt] + bf ),

it = σ(Wi[ht−1, xt] + bi),

ot = σ(Wo[ht−1, xt] + bo),

c̃t = tanh(Wc[ht−1, xt] + bc),

ct = ft ⊙ ct−1 + it ⊙ c̃t,

ht = ot ⊙ tanh(ct),

where ft, it, and ot represent the forget, input, and output gates respectively, and ⊙
denotes element-wise multiplication. These gates dynamically control which information
is retained, updated, or discarded at each time step.
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LSTMs are highly effective for modeling temporal correlations, making them suitable
for analyzing time-dependent data such as CAN traffic, where message sequences and
inter-frame timings carry semantic and behavioral patterns.
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2.1. Problem Statement

The increasing adoption of machine learning (ML) techniques for in-vehicle Intrusion
Detection Systems (IDSs) has substantially improved the ability to detect malicious ac-
tivities on the Controller Area Network (CAN) bus. However, as ML models become
more prevalent in safety-critical automotive contexts, they also inherit vulnerabilities ex-
tensively documented in other domains, most notably, their susceptibility to adversarial
attacks. Adversarial attacks are carefully crafted perturbations to legitimate inputs that
induce incorrect model outputs; in the IDS setting this typically translates into malicious
traffic being misclassified as benign.

While adversarial machine learning is a mature research area in computer vision and gen-
eral network security, its application to CAN-based IDSs raises domain-specific questions.
The CAN protocol is characterized by strict constraints on message format, payload size,
identifiers, and timing. These constraints may (a) limit the attacker’s ability to craft
perturbations that are both effective and physically plausible, and (b) influence the trans-
ferability and detectability of adversarial examples across different IDS paradigms. A
rigorous investigation is therefore required to assess whether adversarial training, widely
adopted in other domains, can be effectively adapted to CAN-based IDSs, and to quantify
the resulting trade-offs in terms of detection performance, and robustness gains.

2.2. State of the Art

Early intrusion detection systems for the Controller Area Network relied primarily on rule-
based or specification-based approaches. These systems employed handcrafted logic, such
as fixed thresholds on message frequency, identifier whitelists, and finite-state models de-
scribing expected communication patterns. While deterministic and easily interpretable,
such approaches suffer from limited scalability, high maintenance cost, and poor general-
ization to subtle, evolving, or previously unseen attack strategies.
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To address these limitations, subsequent research introduced machine learning techniques
into CAN IDS design. Classical supervised and unsupervised models, including Support
Vector Machines (SVMs), Random Forests, and clustering-based anomaly detectors, en-
abled data-driven learning of traffic patterns and improved detection of deviations that
static rules fail to capture.

The adoption of deep learning marked a significant shift in CAN intrusion detection
research. Early foundational works appeared around 2016 and laid the groundwork for
many subsequent studies. Notable examples include the work by Kang et al. [10], who
proposed a feed-forward deep neural network for in-vehicle network security, and Taylor
et al. [11], who demonstrated the effectiveness of Long Short-Term Memory (LSTM)
networks for anomaly detection in CAN data by explicitly modeling temporal sequences.
In the same period, the technical report Detecting Attacks on the CAN Protocol With
Machine Learning [12] from the University of Michigan further highlighted the potential
of learning-based approaches for CAN security.

In the following years, an increasing variety of deep learning architectures have been
adapted to CAN-based IDSs. Convolutional Neural Networks (CNNs) have been em-
ployed to capture local temporal and structural patterns in CAN message sequences, as
demonstrated by Song et al. [13]. Generative and representation-learning approaches
have also been explored, including GAN-inspired frameworks such as GIDS proposed by
Seo et al. [14], which model benign traffic distributions to detect anomalies. Later works
explored unsupervised and semi-supervised deep learning systems, such as CANet by
Hanselmann et al. [15] and CANdito by Longari et al. [16], aimed to reduce reliance on
labeled attack data.

As learning-based CAN intrusion detection systems have become increasingly effective,
the threat landscape has evolved accordingly. Rather than relying solely on classical
message injection or replay techniques, attackers can deliberately exploit vulnerabilities
in the learned decision boundaries of ML-based detectors. These strategies, commonly
referred to as adversarial attacks, aim to induce misclassification by crafting inputs that
remain functionally malicious for the vehicle while appearing benign to the IDS.

In recent years, the impact of adversarial manipulation in CAN-based intrusion detection
systems has been explicitly investigated in the literature. Longari et al. analyzed the
robustness of automotive IDSs against evasion attacks in [17], studying how carefully
crafted perturbations influence detection performance under realistic constraints. This
line of work was further extended in [18], where multiple CAN-based IDS models and
adaptations of known adversarial strategies were evaluated under different knowledge
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assumptions, revealing structural vulnerabilities that are not observable through standard
performance metrics alone.

Complementary to these analyses, Aloraini et al. [19] proposed an adversarial attack
methodology specifically designed for CAN-based intrusion detection systems in con-
nected and autonomous vehicles. Their work demonstrates how adversarially crafted
CAN messages can effectively evade learning-based IDSs, highlighting the susceptibility
of such systems to targeted perturbations and reinforcing the need for robustness-oriented
evaluation and defense mechanisms.

A wide variety of adversarial defence strategies have been proposed in the broader machine
learning literature, aiming to increase model robustness against adversarial perturbations.
Among the most common are:

• Adversarial training, where models are exposed to adversarial examples during
training to improve robustness. It is effective against many first-order attacks but
typically increases training cost and may degrade clean-data accuracy.

• Input preprocessing and feature smoothing, such as quantization, noise filter-
ing, and transformation-based defenses intended to remove adversarial perturbations
before classification.

• Gradient obfuscation and regularization, which attempt to reduce the use-
fulness of gradient information for attackers, albeit often providing only illusory or
temporary robustness.

• Detection-based methods, which seek to identify adversarial inputs using auxil-
iary detectors, ensemble disagreement, statistical tests, or distributional checks.

These techniques have been adapted in preliminary ways to CAN IDSs. Example efforts
include the use of Dynamic Label Watermark in GRU-based IDSs [20] and generative-
model-based frameworks (e.g., GAN-inspired systems) to model benign traffic distribu-
tions and detect anomalies [14, 21]. It is worth noting, however, that these generative
approaches were not explicitly designed to address adversarial robustness; while model-
ing the distribution of benign traffic may implicitly affect the detector’s sensitivity to
perturbed inputs, their resilience against adversarial attacks has generally not been the
primary design objective nor systematically evaluated.

Overall, the literature remains fragmented. Important gaps include systematic evaluations
of different adversarial training strategies, their effectiveness against adversarial attacks
under realistic threat models, and assessments conducted on representative CAN datasets.
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2.3. Goals and Contributions

The primary goal of this work is to investigate whether adversarial training strategies
can be effectively applied to deep learning-based CAN intrusion detection systems, im-
proving robustness against adversarial manipulation while preserving reliable detection
performance on clean CAN traffic. In the automotive domain, where false alarms and
missed detections may have safety-critical consequences, any gain in robustness must be
carefully balanced against potential degradations in baseline accuracy.

To address this challenge, this thesis pursues the following objectives:

• to design and evaluate a novel teacher-guided adversarial training strategy tailored
to the structural and semantic constraints of the CAN protocol;

• to revisit, correct, and re-implement a state-of-the-art adaptive online adversar-
ial training approach proposed in the literature, enabling a fair and reproducible
comparison with alternative training strategies;

• to systematically compare standard and adversarially trained models in terms of
detection performance on clean traffic, robustness to adversarial attacks, and adver-
sarial transferability;

• to define a structured evaluation framework for adversarial robustness in CAN-based
IDSs, relying on domain-relevant metrics and realistic white-box and grey-box threat
models.

Building on these goals, the contributions of this thesis consist of an extensive experimen-
tal analysis of adversarial training techniques for CAN-based intrusion detection systems,
highlighting their practical benefits and limitations. In particular, this work provides
empirical evidence on the trade-offs between robustness and clean-data performance, as-
sesses the transferability of adversarial vulnerabilities across different model architectures,
and offers practical insights and guidelines for the integration of adversarial training into
automotive IDS pipelines.

2.4. Challenges and Practical Constraints

Pursuing the stated goals requires addressing several domain-specific challenges that in-
fluence both the design of adversarial defenses and the interpretation of experimental
results:

• Protocol constraints and semantic validity: CAN payloads and identifiers are
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discrete and often semantically meaningful. Adversarial perturbations must preserve
syntactic correctness and, ideally, semantic plausibility to avoid trivial detection by
rule-based sanity checks or protocol-level inconsistencies. These constraints limit
the space of admissible perturbations and complicate the direct application of ad-
versarial methods originally designed for continuous domains.

• Dataset availability and generalizability: Publicly available, well-labeled CAN
datasets are limited and may not fully capture the diversity of real-world vehicles,
ECUs, and driving conditions. Ensuring that robustness gains generalize across
different vehicle platforms and traffic characteristics remains a non-trivial challenge
and motivates evaluations across multiple datasets and architectures.

• Computational cost and scalability: Adversarial training substantially increases
training complexity by requiring repeated gradient-based perturbation generation
during optimization. While this work does not focus on runtime benchmarking, the
additional computational burden introduces a practical trade-off between robust-
ness, training scalability, and experimental coverage. This constraint influences the
feasible number of architectures, datasets, and attack configurations that can be
explored while maintaining a controlled and interpretable experimental setup.

Addressing these challenges is essential to design IDSs that balance robustness, accuracy,
and feasibility in real-world automotive contexts. Addressing these challenges is essential
for designing intrusion detection systems that balance robustness, accuracy, and feasibil-
ity in real-world automotive contexts. Moreover, these constraints explicitly guide the
methodological and experimental choices adopted throughout this thesis.

2.5. Scope

This work focuses on adversarial interactions between attackers and ML-based CAN IDSs
under clearly specified threat models. Results will be contextualized with respect to the
chosen datasets and threat assumptions. Limitations will be explicitly stated to guide
future work.
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This study examines adversarial interactions between attackers and machine-learning-
based CAN intrusion detection systems under explicitly defined threat models. All results
are interpreted in the context of the selected datasets and threat assumptions, and the
corresponding limitations are clearly stated to inform future research directions.

3.1. Approach Overview

This chapter presents the adversarial training strategies investigated in the study and
provides a high-level overview of the proposed methodology.

The objective is to improve the robustness of CAN-based intrusion detection systems
against adversarial manipulation, while preserving reliable detection performance on clean
CAN traffic. At a conceptual level, the approach builds upon the idea that exposing an
IDS to carefully crafted adversarial perturbations during training can lead to more stable
decision boundaries and improved generalization. However, in the context of CAN traffic,
adversarial training must respect strict semantic and protocol constraints: perturbations
must remain physically realizable and preserve the temporal structure of messages.

To address these challenges, this work considers and extends two complementary adver-
sarial training paradigms:

• a novel teacher-guided adversarial training strategy, introduced in this thesis;

• an self-adaptive online adversarial training strategy, derived from the CANEDERLI
framework [4].

Both approaches integrate adversarial example generation directly into the training pro-
cess, but differ fundamentally in how adversarial samples are produced and how they
influence model learning.

The teacher-guided adversarial training strategy proposed in this thesis decouples adver-
sarial example generation from the optimization of the target model. Instead of relying on
the model under training to generate adversarial perturbations, a separate teacher model
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is introduced to guide the adversarial process.

At a high level, this strategy can be interpreted as a form of informed adversarial regu-
larization: the teacher encodes prior knowledge about the data distribution and attack
surface, while the student leverages this information to learn more robust and smoother
decision boundaries.

In contrast, the adaptive implementation operates through what is known in the literature
as a form of self-play, in which the model repeatedly attacks itself and learns from its own
weaknesses.

The two strategies are conceptually summarized in Figure 3.1.

Input Batch (x, y)

Train Student on Clean Samples

ε, adversarial method

for each specified 
adversarial method

Teacher Model
generates adversarial

samples

Train Student on Adversarial
Samples

Next batch

(a) Teacher-guided pipeline

Input Batch (x, y)

Train Model on Clean Samples

ε, adversarial method

for each specified 
adversarial method

Current Model
generates adversarial

samples

Train Model on Adversarial
Samples

Next batch

Update ε

(b) Self-adaptive pipeline

Figure 3.1: Comparison of adversarial training implementation pipelines
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3.2. Teacher-Guided Adversarial Training

The core contribution of this work is a teacher-guided adversarial training strategy specif-
ically designed for CAN-based intrusion detection systems. The key idea is to leverage a
separate, pre-trained reference model (the teacher) to generate adversarial examples that
are subsequently used to guide the training of a target IDS (the student). Unlike conven-
tional adversarial training approaches, where adversarial samples are generated using the
same model that is being trained, the proposed strategy decouples adversarial example
generation from the student model, aiming to improve robustness in a more controlled
and meaningful way.

From a conceptual standpoint, the proposed approach can be interpreted as a form of
informed adversarial regularization. Rather than exposing the student to adversarial
perturbations generated with respect to its own evolving parameters, the teacher provides
a stable adversarial reference that encodes prior knowledge about the data distribution
and the attack surface. This allows the student to focus on learning robust and smoother
decision boundaries guided by a fixed reference, instead of continuously adapting to a
moving adversarial objective.

In this framework, the teacher model is trained using standard (non-adversarial) proce-
dures and then used as a fixed surrogate to craft adversarial samples. These adversarial
examples are generated to evade the teacher’s decision boundary, but are injected into
the training process of a distinct student model, which learns to correctly classify both
clean and adversarial inputs.

This separation yields two key conceptual advantages:

• First, it stabilizes adversarial training by avoiding the tight feedback loop present
in fully online approaches, in which adversarial examples are generated with respect
to a rapidly evolving decision boundary. By relying on a fixed teacher, adversarial
perturbations remain consistent across training iterations, reducing optimization
oscillations.

• Second, it allows the student to benefit from informative adversarial signals even
when its own decision boundary is still underdeveloped, particularly during the early
stages of training.

In contrast, conventional adversarial training tightly couples adversarial example gener-
ation and model optimization, often resulting in unstable training dynamics, especially
in highly non-convex settings such as deep neural networks for intrusion detection. In



28 3| Approach

such scenarios, adversarial samples generated early in training may be poorly aligned
with meaningful attack patterns, while later adversarial samples may become excessively
specialized to the current model state. The teacher-guided strategy explicitly mitigates
these effects by decoupling robustness supervision from student optimization.

At the same time, this design introduces an explicit dependency between teacher quality
and student robustness. When the teacher captures meaningful, attack-relevant patterns,
the adversarial samples it generates provide effective training signals for the student.
Conversely, if the teacher fails to generalize, the resulting guidance may be of limited
utility or even detrimental. The implications of this dependency are explicitly analyzed
in the experimental evaluation (Chapter 5).

Both the teacher and the student are binary classifiers tasked with distinguishing between
benign and malicious CAN messages. Each supervised model receives as input the feature
vector

{ID, ∆t, byte1, . . . , byte8},

where bytei denotes the eight payload bytes of the CAN frame, normalized to the inter-
val [0, 1], and ∆t is the inter-arrival time relative to the previous message with the same
ID. This feature representation follows common practice in the CAN intrusion-detection
literature and facilitates the construction of adversarial perturbations that remain seman-
tically consistent with protocol constraints.

The training process is structured in two distinct phases: teacher training and student
training.

Teacher training. In the first phase, the teacher model is trained using standard (non-
adversarial) training on the original CAN dataset. This dataset contains both benign and
malicious samples and reflects the baseline data distribution observed by a CAN IDS.

Using the binary cross-entropy (BCE) as the loss function, the teacher is trained until
convergence and then frozen; its parameters remain fixed during the subsequent student
training phase. The role of the teacher is not to be deployed as the final IDS, but to act
as a stable and expressive adversarial example generator.

Student training with teacher guidance. Once teacher training is completed, the
student model is trained using a structured input procedure that combines clean and
adversarially perturbed samples. Training is performed in an online fashion, with ad-
versarial samples generated dynamically during each training iteration using the frozen
teacher model.
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The student training pipeline supports configurable class balancing strategies. Depending
on the experimental configuration, class imbalance can be addressed through undersam-
pling of the majority class, oversampling of the minority class, or the use of class-weighted
loss functions. The selected class balancing strategy is treated as a hyperparameter and
remains fixed for each experiment. Additional hyperparameters include the set of adver-
sarial attack methods used during training and the maximum perturbation budget ε.

During training, for each sample drawn from the original dataset, the student is presented
with multiple inputs derived from the same original message. First, the original (clean)
sample is provided to the student. Then, one or more adversarial versions of the same
sample are generated using the teacher model, each obtained by applying a different
adversarial attack method within the predefined perturbation budget (see Figure 3.1a).
When the original sample is malicious, these perturbations produce non-trivial adversarial
examples designed to evade detection. When the original sample is benign, no meaningful
adversarial perturbation exists and all perturbed versions coincide with the original input.

As a consequence of this training procedure, benign samples are intentionally observed
multiple times within the same training epoch. This repetition is a deliberate design
choice aimed at preserving the selected class balancing strategy.

Overall, during training the student observes:

• original benign samples, potentially repeated across the same epoch;

• original malicious samples;

• multiple adversarially perturbed versions of malicious samples generated by the
teacher model using different attack methods.

The resulting method can be formalized as a joint optimization over clean samples and
their teacher-generated adversarial counterparts, explicitly balancing clean and adversar-
ial contributions within each training step.

Formally, the loss function of the student model is:

Lstudent = E(x,y)∼D

[
1

1 + |A|

(
L(fS(x), y) +

∑
a∈A

L(fS(x′
teacher,a), y)

)]

where A is the set of adversarial attacks, x′
teacher,a denotes an adversarial example gener-

ated by applying attack a ∈ A to the fixed teacher model, and L is the binary cross-entropy
(BCE) loss.
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3.3. Correction and Re-Implementation of CANED-

ERLI Adversarial Training

This thesis re-implements and extends the adversarial training pipeline originally intro-
duced in Marchiori et al. [4]. The study proposes an adaptive online adversarial training
strategy tailored to CAN-based intrusion detection systems.

At a conceptual level, the CANEDERLI approach is based on online, self-adaptive ad-
versarial training. During training, the model under optimization simultaneously plays
the role of both defender and adversary: it is used to generate adversarial perturbations
against itself, which are then immediately incorporated into the training process.

At each training step, the current state of the model is exploited to craft adversarial exam-
ples from malicious samples within the current mini-batch. These adversarial samples are
generated using gradient-based evasion attacks under a constrained perturbation budget
intended to preserve CAN payload semantics. The resulting adversarial inputs are then
mixed with clean samples and used to update the model parameters.

This closed-loop interaction creates a continuously evolving adversarial landscape, in
which the model is forced to adapt to perturbations specifically tailored to its most re-
cent decision boundaries. The intended effect is to progressively harden the IDS against
evasion attacks that exploit its current vulnerabilities.

While this strategy promotes robustness, it also tightly couples adversarial example gen-
eration to the instantaneous state of the model. In practice, this coupling may amplify
training instability or introduce bias when the model has not yet learned a meaningful
decision boundary, particularly during early training stages.

Despite its relevance and its contribution toward adversarially robust CAN IDSs, the
original CANEDERLI implementation exhibits several implementation-level issues that
hinder reliable reproduction and limit applicability in realistic deployment scenarios.

To address these limitations, we introduce a series of targeted corrections and refinements
along three orthogonal dimensions: (i) the supervised learning formulation, (ii) the input
feature representation, and (iii) the procedure used to generate and integrate adversarial
examples during training. The main modifications and their motivations are detailed
below.

Problem formulation and input representation The original CANEDERLI study
formulates intrusion detection as a multiclass classification problem operating on single-
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frame inputs represented by the tuple:

{ID, DLC,∆t, 64 payload-bit features}

In contrast, our re-implementation adopts a binary classification setting, consistent with
the teacher-guided adversarial training approach proposed in this thesis. The input feature
vector is defined as {ID,∆t, byte1, . . . , byte8}, where payload bytes are normalized and
treated as continuous features. This formulation aligns with common practice in CAN IDS
literature and enables the generation of semantically meaningful adversarial perturbations.

Under this binary formulation, the adversarial training objective follows the same ra-
tionale adopted in the teacher-guided strategy introduced in this thesis. In particular,
training jointly optimizes classification performance on clean samples and on adversari-
ally perturbed counterparts generated during training.

Formally, the resulting loss function can be expressed as:

Lself−adaptive = E(x,y)∼D

[
1

1 + |A|

(
L(f(x), y) +

∑
a∈A

L(f(x′
a), y)

)]
,

where A is the set of adversarial attacks, x′
a denotes an adversarial example generated by

applying attack a ∈ A directly to the model in its current training state, and L is the
binary cross-entropy (BCE) loss.

Semantic consistency of adversarial examples A major correction concerns the se-
mantic validity of adversarial samples. The original implementation relies on the external
pytorchattack library, which assumes input features normalized to the [0, 1] range and
enforces the same constraint on perturbed outputs. However, the following issues arise:

• Input features are not explicitly normalized prior to invoking the attack library,
resulting in ID, DLC, and inter-arrival time values that fall outside the assumed
input domain.

• None of the employed features naturally conform to the enforced [0, 1] output range:

– payload-bit features are binary by definition and should remain in {0, 1};

– ID and DLC are integer-valued and span ranges far beyond [0, 1];

– inter-arrival time is artificially constrained to [0, 1] without protocol-level jus-
tification.
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Although these inconsistencies do not raise runtime errors, they lead to adversarial sam-
ples that violate protocol semantics and lack practical relevance.

To address these issues, we re-implement the attack algorithms locally, avoiding external
attack libraries and enforcing realizability constraints directly during the perturbation
process (see Section 4.2 for further details).

ID preprocessing An additional implementation error addressed in this work concerns
the preprocessing of the CAN identifier. In the original pipeline, hexadecimal identifiers
are converted to decimal values by removing alphabetic characters rather than perform-
ing a proper hexadecimal-to-decimal conversion. This procedure may induce collisions
between distinct CAN IDs. Our implementation corrects this issue by applying a stan-
dard hexadecimal conversion, preserving identifier uniqueness.

Preservation of the dynamic ε schedule The dynamic scheduling of the attack
budget ε, which progressively increases the maximum perturbation magnitude within each
training epoch, is preserved from the original CANEDERLI methodology. This design
choice is maintained to ensure methodological consistency, as the intra-epoch growth of ε
constitutes a central component of the originally proposed adaptive adversarial training
strategy.

Additional extensions In the original implementation, the adversarial training pro-
cedure relies on a fixed set of four attacks (FGSM, RFGSM, BIM, and PGD), which are
jointly applied and cannot be selectively enabled, disabled, or replaced. Our implemen-
tation extends CANEDERLI adversarial training pipeline by introducing two additional
hyperparameters also employed in the novel teacher-guided adversarial training approach:
the set of adversarial attack methods used to generate perturbed samples, and the class
balancing strategy (undersampling, oversampling, or class-weighted loss). These exten-
sions are not intended to alter the core methodology of CANEDERLI adversarial training,
but rather to provide greater flexibility and control to the practitioner when configuring
the training process.

3.4. Model Architectures

To assess the impact of the proposed adversarial training strategies on baseline perfor-
mance and robustness, this work considers three representative deep learning architectures
commonly adopted in CAN-based intrusion detection systems: a Fully Connected Net-
work (FCN), a Convolutional Neural Network (CNN), and a Long Short-Term Memory
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(LSTM) network.

The choice of these architectures is motivated by their differing inductive biases and their
ability to capture complementary aspects of CAN data, ranging from static message-level
features to temporal dependencies across sequences of messages.

Each input sample is represented by a feature vector extracted from CAN traffic, consist-
ing of:

• the eight payload bytes of the CAN message, normalized to the interval [0, 1];

• the CAN identifier (ID);

• the ∆t value, defined as the time elapsed since the previous message with the same
ID.

This common input representation allows architectural differences to be isolated and an-
alyzed independently of feature engineering choices.

Fully Connected Network (FCN). The FCN represents the simplest architectural
baseline considered in this study. It processes each CAN message independently, without
explicitly modeling temporal relationships between consecutive frames.

This architecture serves two key purposes. First, it provides a reference point for evaluat-
ing the effect of adversarial training in the absence of strong architectural priors. Second,
its limited representational capacity makes it particularly useful for highlighting failure
modes and sensitivity to adversarial perturbations, especially when applied to complex
datasets. As such, the FCN enables an analysis of whether adversarial training alone is
sufficient to compensate for architectural simplicity.

Convolutional Neural Network (CNN). The CNN architecture is designed to cap-
ture local temporal patterns in CAN traffic by operating on short windows of consecutive
messages. By applying convolutional filters along the temporal dimension, the model
learns to detect localized structures and correlations that may characterize attack behav-
ior.

CNNs introduce an inductive bias toward local stationarity and pattern repetition, making
them well suited for detecting short-lived or burst-like anomalies. Their inclusion in this
study allows us to investigate how adversarial training interacts with architectures that
partially encode temporal information while maintaining relatively shallow memory.
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Long Short-Term Memory Network (LSTM). The LSTM architecture explicitly
models temporal dependencies by processing fixed-length windows of consecutive CAN
messages and maintaining an internal memory state across the sequence. This enables
the network to capture both short-term dynamics and longer-range temporal dependencies
within traffic windows.

LSTMs are particularly relevant for intrusion detection scenarios in which malicious be-
havior unfolds over multiple messages or exhibits temporal structure that cannot be cap-
tured by local context alone. From an adversarial perspective, sequence-based models
also introduce different attack surfaces and robustness characteristics compared to state-
less architectures, making them an essential component of a comprehensive evaluation.

Rationale for architectural diversity. The combination of FCN, CNN, and LSTM
architectures enables a systematic analysis of adversarial training effects across models
with increasing temporal awareness and representational complexity. This architectural
diversity is crucial for studying not only robustness improvements within a single model
class, but also the transferability of adversarial examples and defense strategies across
fundamentally different learning paradigms.

By evaluating adversarial training on architectures ranging from stateless message-level
models to sequence-based models capturing local and long-range temporal dependencies,
this work aims to draw conclusions that are not tied to a specific network design, but are
instead representative of broader classes of CAN-based intrusion detection systems.

3.5. Adversarial Methods

This work adopts a set of gradient-based adversarial attacks as core components of both
the adversarial training strategies and the robustness evaluation protocol. Rather than
serving solely as evaluation tools, adversarial methods are explicitly integrated into the
training process to shape model decision boundaries and improve resistance to evasion
attacks.

The selected attacks span a range of perturbation strategies, from lightweight single-step
methods to stronger iterative procedures. This design enables the adversarial training
pipelines to be configured with different attack combinations, allowing exposure to diverse
adversarial signals when multiple methods are employed, while preserving the flexibility
to train against a single, well-defined threat model.

The following adversarial methods are implemented:
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• Fast Gradient Sign Method (FGSM) and its non-sign variant (FGM);

• Randomized Fast Gradient Sign Method (RFGSM);

• Basic Iterative Method (BIM);

• Projected Gradient Descent (PGD);

• a DeepFool-inspired iterative attack.

The specific subset of attacks used during adversarial training is treated as a configurable
experimental parameter and can range from a single method to multiple complementary
attacks. In contrast, robustness evaluation is conducted using stronger iterative attacks,
namely BIM, PGD, and DeepFool, which provide a more reliable approximation of worst-
case adversarial behavior.

Common constraints and assumptions. The adversarial sample generation scripts
operate on the flat and windowed input representations described in Section 3.4, consisting
of payload bytes normalized to [0, 1], together with the ID and ∆t features. The gener-
ation process is guided by domain-specific constraints that ensure semantic and protocol
consistency. These key design choices are summarized below.

• Consistent input normalization: payload bytes are normalized to the interval
[0, 1] during training, validation, and testing. The same normalization scheme is
strictly preserved during adversarial sample generation, ensuring consistency be-
tween clean and adversarial inputs.

• Selective perturbation of malicious samples: adversarial perturbations are
generated exclusively from samples originally labeled as malicious. This choice
reflects a realistic attacker objective, modifying malicious traffic to evade detection
by inducing misclassification as benign, and avoids introducing unnecessary noise by
perturbing naturally benign samples. Formally, perturbations are generated from
the subset

Smal = {x | y(x) = malicious}.

Moreover, adversarial modifications are applied only to the payload-byte features.
Given an input vector

x = [ID, ∆t, b1, . . . , b8], bi ∈ [0, 1],

the attack scripts modify exclusively the sub-vector b = (b1, . . . , b8), while ID and
∆t are left unchanged. This design preserves the semantic integrity of identifier and
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timing information and restricts perturbations to fields that an adversary would
realistically manipulate on the CAN bus.

• In-loop quantization and clipping: at each perturbation step, byte values are
constrained to remain interpretable as valid CAN payload bytes. After computing
a perturbed normalized byte value b′i, the following operation is applied:

b′i ←
round

(
clip(b′i, 0, 1) · 255

)
255

.

Quantization and clipping are enforced within the attack loop, rather than as a
post-processing step. Performing quantization during iterative attacks ensures that
all intermediate adversarial examples remain semantically realizable and prevents
the exploitation of continuous-valued artifacts that would be infeasible to implement
in real CAN traffic.

Single-step and randomized attacks. FGSM and FGM represent lightweight, single-
step adversarial attacks. Despite their simplicity, these attacks remain relevant in practice
due to their low computational cost and their frequent use in adversarial training pipelines.

RFGSM extends FGSM by introducing a random initialization within the perturbation
budget prior to applying the gradient-based update. This randomization partially mit-
igates gradient masking effects and produces more diverse adversarial samples, making
RFGSM particularly suitable for adversarial training scenarios.

Iterative gradient-based attacks. BIM and PGD represent stronger, iterative vari-
ants of FGSM that refine adversarial perturbations through multiple gradient updates.
BIM applies repeated FGSM steps with a fixed step size, while PGD additionally incor-
porates random restarts and projection onto the feasible perturbation set.

PGD is widely regarded as a first-order adversary that approximates the worst-case per-
turbation within a bounded norm ball, and is therefore commonly adopted as a reference
attack for robustness evaluation. Including both BIM and PGD enables a fine-grained
analysis of robustness degradation as attack strength increases.

DeepFool-inspired attack. In addition to norm-bounded gradient-based attacks, this
work implements an iterative DeepFool-inspired evasion strategy. The original DeepFool
algorithm is designed to compute minimal adversarial perturbations under the assumption
of continuous and unconstrained input spaces and locally linear decision boundaries.

In the context of CAN-based intrusion detection, these assumptions do not strictly hold.
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Input features are discrete, semantically constrained, and only a subset of them (payload
bytes) can be meaningfully perturbed. As a result, we adapt the DeepFool procedure
through quantization, feature masking, and clipping operations that enforce protocol-
level constraints and preserve semantic validity.

Due to these adaptations, the resulting attack does not satisfy the theoretical optimality
guarantees of the original DeepFool formulation. Nevertheless, it remains a valuable tool
for probing model sensitivity to small, decision-boundary-oriented perturbations under
realistic constraints.
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4.1. Model Architectures

Three distinct neural architectures are implemented to assess the impact of the different
training techniques considered in this work on baseline performance and adversarial ro-
bustness: a Fully Connected Network (FCN), a Convolutional Neural Network (CNN),
and a Long Short-Term Memory (LSTM) network. All models are implemented in Ten-
sorFlow and trained as supervised binary classifiers to discriminate between benign and
malicious CAN messages using labeled datasets.

From an implementation perspective, the architectures differ primarily in how temporal
information is handled at the input level. The FCN operates on individual CAN messages
and therefore receives single-frame feature vectors. In contrast, both the CNN and LSTM
models are designed to exploit temporal context and are trained on fixed-length windows
composed of 40 consecutive CAN messages.

This window size represents a compromise between capturing sufficient temporal structure
and maintaining computational compliance, and is kept consistent across all sequence-
based models to ensure a fair comparison. Each window is treated as an independent
training sample and labeled according to the presence of malicious activity within the
corresponding message sequence. In particular, a window is labeled as malicious if at
least one message in the sequence corresponds to an attack sample.

4.1.1. Fully Connected Network

The network consists of a single fully connected hidden layer with ReLU activation, fol-
lowed by a dropout layer with rate 0.3 applied during training to mitigate overfitting.
The output layer employs a sigmoid activation function to produce class probabilities for
binary classification.
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Figure 4.1: Comparison of the implemented network architectures. The diagrams illus-
trate the layer hierarchy and tensor flow for the CNN (left), FCN (top right), and LSTM
(bottom right) models.
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Formally, the FCN can be expressed as:

ŷ = σ (W2 Dropout (ReLU(W1x+ b1)) + b2) ,

where x ∈ Rd denotes the input feature vector of dimensionality d, and σ(·) is the sigmoid
activation function.

This simple yet effective structure provides a useful benchmark for evaluating the impact
of both architectural complexity and adversarial training strategies on robustness.

4.1.2. Convolutional Neural Network

The network receives as input a two-dimensional tensor of shape (T, F ), where T denotes
the window length and F the number of features per time step.

The architecture comprises two one-dimensional convolutional layers, each with 32 filters
and a kernel size of 3, aimed at extracting local temporal patterns across consecutive
CAN messages. Each convolution is followed by batch normalization to improve training
stability and gradient flow. After the first convolutional block, a max-pooling layer is ap-
plied to reduce the temporal resolution, followed by a spatial dropout layer that randomly
deactivates entire feature maps to enhance regularization.

After the second convolutional block, temporal information is aggregated using global
average pooling, reducing the number of parameters compared to a flattening operation.
The resulting representation is then processed by a fully connected hidden layer with 32
units and ReLU activation, followed by dropout. A final sigmoid-activated output neuron
produces the binary classification score.

In addition to dropout-based regularization, L2 weight regularization is applied to the
convolutional kernels to further mitigate overfitting. This CNN architecture enables the
model to capture short-term temporal dependencies in CAN traffic while maintaining a
relatively compact parameterization.

4.1.3. Long Short-Term Memory Network

The network takes a (T ×F ) input tensor, where T and F correspond to the window size
and the feature dimensionality, respectively.

The architecture consists of two stacked LSTM layers, each with 64 units and tanh activa-
tion. The first LSTM layer is configured to return the full output sequence (return_seq-
uences=True), enabling the second layer to process the temporal evolution of the hidden
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states across the entire window. The output of the second LSTM layer, corresponding to
the final time step, is then fed into a dense layer with sigmoid activation to produce the
binary classification score.

By preserving the temporal ordering of messages and maintaining an internal memory
state, this architecture is well suited for time-dependent intrusion detection tasks.

4.2. Adversarial attack generation scripts

This section describes the implementation details of the adversarial attack generation
pipeline introduced in Section 3.5. In particular, it focuses on the structure and behav-
ior of the scripts used to generate adversarial CAN samples, the exposed configuration
parameters, and the format of the produced outputs.

The attack generation scripts support multiple gradient-based adversarial methods, namely
FGSM, RFGSM, BIM, PGD, and DeepFool. The specific attack methods are selected at
runtime through a dedicated command-line parameter. In addition, users can specify the
IDS model to act as source (or surrogate) model for adversarial sample generation. Fur-
ther attack parameters exposed via the command-line interface include the perturbation
budget ε, the number of attack iterations, and the step size, when applicable.

The adversarial attack generation pipeline is employed in two distinct modes, depending
on the experimental setting.

During adversarial training, attacks are generated online and on-the-fly: for each training
batch, adversarial samples are computed dynamically and immediately incorporated into
the optimization process. In this setting, adversarial examples are not stored, as they are
used exclusively to augment the current training batch.

Conversely, for adversarial testing and robustness evaluation, attacks are generated offline.
In this case, adversarial samples are explicitly computed, validated for successful evasion
of the source model, and then persisted to disk to form dedicated adversarial test datasets.
More specifically, for each execution, the scripts produce an adversarial dataset containing
only the malicious samples that are perturbed. The dataset is exported in a tabular format
(i.e. CSV). Each row in the adversarial dataset corresponds to a single perturbed packet
and contains the following fields:

• original_index: index of the packet in the original (clean) dataset;

• id: CAN identifier of the packet;

• ∆t: inter-arrival time relative to the previous packet with the same ID;
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• byte_1, . . ., byte_8: the eight payload byte values after perturbation (represented
in the normalized format used by the model, i.e., in [0, 1]);

• perturbed_byte_1, . . ., perturbed_byte_8: absolute perturbation applied to each
corresponding original byte value (in the same normalized scale);

• perturbation: aggregate perturbation magnitude for the packet, computed as the
average of per-byte perturbations: 1

8

∑8
i=1 |∆bi|;

• steps: number of attack iterations required for this sample to evade the source
model (value = 0 if the sample is already evasive; value = max_steps + 1 if no
evasive sample can be generated within the imposed budget);

• scenario: label identifying the original CAN attack type associated with the ma-
licious packet (e.g., DoS, fuzzing, RPM spoofing), inherited from the clean dataset.

• oracle: identifier (name) of the source/surrogate model used to generate the ad-
versarial sample.

The resulting adversarial datasets are organized into separate CSV files according to the
source model architecture, the attack method, and the selected perturbation budget.

4.2.1. Adversarial Attack Pseudocodes

To clarify the implemented attack procedures, we report:

• a compact pseudocode describing the main steps of the single-step FGM/FGSM
routine (Algorithm 4.1);

• a compact pseudocode of the implemented deepfool procedure (Algorithm 4.2).

4.3. Adversarial Testing Scripts

Adversarial testing is performed by specifying both the adversarial attack method and
the corresponding perturbation budget. The evaluation is conducted exclusively on ad-
versarial samples that successfully evade the model used to generate them (i.e., the source
or oracle model), ensuring that only effective adversarial examples are considered.

The testing pipeline is implemented through dedicated scripts that produce a summary
table containing aggregated statistics and evaluation metrics. For each combination of
oracle model, target model and attack scenario, the following fields are reported:

• oracle: identifier (name) of the source or surrogate model used to generate the
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Algorithm 4.1 FGM/FGSM procedure for binary IDS models
1: Input: normalized sample x, model M , parameters {ε, sign, idxs_to_perturb,-

max_delta}
2: Prepare input tensor x and original reference xorig

3: Compute gradient of the loss with respect to x
4: Apply feature mask to restrict gradients to payload-byte features of malicious samples
5: if sign = True then
6: δ = ε · sign(∇xL) # FGSM step
7: else
8: δ = ε · ∇xL

∥∇xL∥2 # FGM step
9: end if

10: Apply perturbation and clip per-feature δ to [−max_delta,max_delta]
11: Quantize and clip perturbed byte features to the valid range [0, 1]
12: Return quantized adversarial sample xadv

Note: Iterative attacks (BIM, PGD) are implemented as wrappers that repeatedly
apply the single-step routine above, projecting the adversarial example onto the allowed
perturbation budget after each iteration and enforcing quantization and clipping at every
step.

adversarial samples;

• target_model: identifier (name) of the model on which the adversarial samples are
evaluated;

• scenario: label identifying the original CAN attack type associated with the ma-
licious packet (e.g., DoS, fuzzing, RPM spoofing), inherited from the clean dataset;

• avg_steps_evasive_samples: average number of optimization steps among the
successful evasive adversarial samples;

• avg_total_pert_evasive_samples: average perturbation magnitude among the
successful evasive adversarial samples;

• max_pert: maximum perturbation magnitude observed among the successful evasive
adversarial samples;

• TN, FP, FN, TP: confusion matrix entries computed on the adversarial test set
(True Negatives, False Positives, False Negatives, and True Positives, respectively).
Note that TN and FP are always equal to zero, since the evaluation is conducted
exclusively on malicious samples. Moreover, when the oracle and target models
coincide, TP is always equal to zero, as the test set includes only adversarial samples
that successfully evade the source model;
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• F1-score, accuracy, precision, recall: standard classification performance
metrics evaluated on adversarial samples.

Starting from these aggregated results, we derive the adversarial evaluation matrices and
metrics described in Section 5.2.2. In particular, the testing scripts enable the computa-
tion of the following robustness and transferability indicators:

• white-box and grey-box robustness;

• mean perturbation magnitude required to evade a model under white-box and grey-
box settings;

• mean number of optimization steps required to evade a model under white-box and
grey-box settings;

• adversarial transferability across different model architectures.
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Algorithm 4.2 DeepFool procedure for binary IDS models
1: Input: normalized sample x, model M , parameters {ε,max_iter, idxs_to_perturb}

2: Initialize x(0) ← x
3: Compute prediction p = M(x(0))
4: if p < 0.5 then
5: return x # already evasive
6: end if
7: for t = 0 to max_iter− 1 do
8: Compute logit score s = log p

1−p

9: Compute gradient g = ∇xs
10: Mask gradient to payload-byte features of malicious samples only
11: Compute minimal perturbation:

δ = − s

∥g∥22 + ϵ
· g

12: Update adversarial sample:

x(t+1) = x(t) + (1 + ε) δ

13: Quantize perturbed byte features to valid discrete values
14: Clip byte features to [0, 1]
15: Compute new prediction p = M(x(t+1))
16: if p < 0.5 then
17: return x(t+1) # successful evasion
18: end if
19: end for
20: return x # attack failed

Note: The implementation follows the binary DeepFool formulation by linearizing
the classifier decision function in logit space and enforcing feature-level realizability
constraints at each iteration.
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5.1. Goals

The primary goal of this work is to investigate whether implementing adversarial training
yields a meaningful improvement in robustness relative to the baseline detection per-
formance. While defensive mechanisms, such as adversarial training, can increase the
resilience of a model to crafted perturbations, they may also impact the model’s accuracy
on clean (non-adversarial) CAN traffic [3, 22]. In the context of automotive networks,
where detection reliability on genuine traffic is critical, any improvement in adversarial
robustness must be carefully weighed against potential degradations in baseline perfor-
mance. This work systematically evaluates this trade-off by comparing models trained
with and without adversarial training strategies, quantifying both their robustness under
attack and their performance on standard traffic, to determine whether the gains justify
the additional complexity of implementing such defenses.

To address this objective, the thesis revisits and extends the set of adversarial training
strategies applicable to CAN-based intrusion detection systems. Specifically, it refines
and re-implements the adaptive online adversarial training approach originally proposed
in CANEDERLI [4] (hereafter referred to as self-adaptive adversarial training), and in-
troduces a novel teacher-guided adversarial training strategy. These contributions aim to
broaden the range of viable adversarial training options beyond conventional fine-tuning
[1]. By expanding and systematizing the available training strategies, this work enables a
more comprehensive evaluation of adversarial robustness in CAN-based IDSs and supports
informed design choices when deploying defensive mechanisms in practice.

5.2. Extended Comparison of Training Strategies

5.2.1. Comparison Overview

To provide a comprehensive assessment of adversarial training in the CAN domain, three
training paradigms are compared:
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1. Traditional Training: The IDS model is trained exclusively on clean CAN data,
without any form of adversarial augmentation. This serves as the baseline for both
performance and robustness.

2. Self-Adaptive adversarial training: The re-implemented version of an exist-
ing CAN-specific adversarial training approach, incorporating the corrections and
extensions described in the previous subsection.

3. Teacher-Guided Adversarial Training: The proposed method, where adver-
sarial examples are generated by a separate teacher model and used to guide the
training of the target IDS.

The comparison is conducted along two main evaluation dimensions:

• Baseline Performance: Accuracy and detection quality on unperturbed CAN
traffic.

• Adversarial Robustness: Resistance to both white-box and grey-box attacks.

To enrich the analysis and gain deeper insight into how different models and training
strategies interact in adversarial scenarios, adversarial transferability is also examined,
i.e., the ability of adversarial examples generated for one model to deceive other models.

5.2.2. Comparison Details

This sub-section gives a precise definition of the metrics used to evaluate baseline perfor-
mance, adversarial robustness, and adversarial transferability.

Baseline performance Baseline performance of each IDS model is measured on clean
(unperturbed) test data using standard classification metrics derived from the confusion
matrix. For a binary classification task we denote:

• TN = true negatives (benign correctly classified),

• FP = false positives (benign incorrectly flagged as malicious),

• FN = false negatives (malicious missed),

• TP = true positives (malicious correctly detected).

From these quantities we compute:

Accuracy =
TP + TN

TP + TN + FP + FN
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Precision =
TP

TP + FP
Recall =

TP

TP + FN

F1-score = 2 · Precision · Recall
Precision + Recall

In addition to these scalar metrics, the full confusion matrix is reported for every model
to provide a complete view of classification errors.

Adversarial robustness and transferability matrices Adversarial evaluation is
conducted considering three widely adopted attack algorithm: Basic Iterative Method
(BIM), Projected Gradient Descent (PGD) and DeepFool. For each attack type k we
construct a square matrix S(k) whose rows and columns index the set of evaluated models
{M1,M2, . . . ,Mn}. The entry S

(k)
i,j quantifies the attack success rate of adversarial ex-

amples generated using model Mj (as the source/surrogate) when tested against model
Mi (as the target/victim), under attack type k. Formally, let Dj be the set of samples
correctly classified as malicious by Mj during baseline testing. Let N (k)

j be the number of
evasive adversarial samples generated from Dj using Mj as the source model and attack k.
If s(k)i,j of those adversarial samples cause model Mi to produce an incorrect (i.e., benign)
decision, then the attack success rate is defined as:

S
(k)
i,j =

s
(k)
i,j

N
(k)
j

∈ [0, 1].

Interpretation:

• Off-diagonal row values S
(k)
i,j ̸=i measure the grey-box robustness of model Mi

against attacks crafted on other models trained on the same dataset, effectively
representing the Grey-Box Attack Success Rate (ASRGB). Rows with low values
indicate models that are robust to attacks crafted on surrogate models.

• Off-diagonal column values S
(k)
i ̸=j,j capture the adversarial transferability of ad-

versarial samples generated using model Mj: how effective Mj-generated attacks
are against other models. Columns with generally high values indicate models that
are strong attack generators.

• The diagonal entries S
(k)
i,i represent the proportion of successful attacks generated

from Mj that evade Mi, with Mj and Mi denoting the same model, therefore they
are trivially equal to 1.

Finally, the white-box robustness of model Mj for attack k is measured using the
White-Box Attack Success Rate (ASRWB), which quantifies the fraction of initially cor-
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rectly classified malicious samples that successfully evade the detection after the pertur-
bation. Formally:

ASRWB(Mj, k) =
N

(k)
j

|Dj|
∈ [0, 1].

Low values of ASRWB indicate a higher robustness of model Mj against the self-crafted
attack k, as they represent a lower proportion of evasive perturbed samples obtained from
Mj.

In addition to rate-based matrices, for each successful adversarial sample we record several
per-sample quantities. Aggregating these per-sample values per source model Mj provides
additional insight into the effort required to bypass a given model in a white-box scenario:

• Mean number of optimization steps to success for model Mj under attack
k:

Steps
(k)

j =
1

s
(k)
j,j

s
(k)
j,j∑
t=1

steps
(k)
j,j,t,

where steps
(k)
j,j,t is the number of attack iterations required by the t-th successful

adversarial sample generated from Mj.

• Mean perturbation magnitude for successful samples that evade Mj:

∆
(k)

j =
1

s
(k)
j,j

s
(k)
j,j∑
t=1

∥δ(k)j,t ∥∞,

where δ(k)j,t is the perturbation applied to obtain the t-th successful adversarial sample
and ∥·∥∞ denotes the L∞ norm.

We also compute symmetric statistics from the perspective of each target model Mi.
These metrics summarize the characteristics of successful adversarial samples that actually
evades Mi and are generated by surrogate models Mj with j ̸= i, thus enabling a more
comprehensive evaluation of robustness under grey-box conditions.

Let
S
(k),succ
i =

∑
j ̸=i

s
(k)
i,j

be the total number of successful adversarial samples that bypass model Mi under attack
k, where s

(k)
i,j is the number of successful samples generated from surrogate Mj that fools

Mi.
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We then define the following target-centric aggregates:

• Mean number of optimization steps to success for target Mi:

Steps
(k)

i,target =
1

S
(k),succ
i

∑
j ̸=i

s
(k)
i,j∑
t=1

steps
(k)
i,j,t,

where steps
(k)
i,j,t is the number of attack iterations required by the t-th successful

sample generated from Mj that evades Mi.

• Mean perturbation magnitude for successful samples that evade Mi:

∆
(k)

i,target =
1

S
(k),succ
i

∑
j ̸=i

s
(k)
i,j∑
t=1

∥δ(k)i,j,t∥∞,

where δ
(k)
i,j,t is the perturbation applied to the t-th successful sample (generated from

Mj) that evades Mi.

Practical considerations

• Success criterion. In our binary IDS setting an adversarial sample is consid-
ered successful if it causes a malicious input to be classified as benign (i.e., a false
negative). All rates S

(k)
i,j are computed with this criterion.

• Attack budgets and constraints. For each attack algorithm k we fix perturba-
tion budgets and iteration parameters consistent with feasible modifications in the
CAN domain; these experimental settings are reported in Section 5.6.

5.3. Description of the Datasets

In this study, we utilize two datasets: the well-known HCRL Survival Analysis dataset,
curated by Mee Lan Han, Byung Il Kwak, and Huy Kang Kim [23], and the newly
introduced can-train-and-test dataset, curated by Brooke Lampe and Weizhi Meng
[24–26].

5.3.1. HCRL Survival Analysis Dataset

The HCRL Survival Analysis dataset was published by the Korea University (HCRL)
as part of research on vehicular intrusion detection and survival analysis-based detection
methods [23]. It was designed to provide a real-world benchmark for evaluating IDSs
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using dynamic driving data and multiple attack scenarios across different vehicles.

Data Sources and Structure The dataset comprises CAN traffic collected from three
distinct vehicles: a Chevrolet Spark, a Hyundai YF Sonata, and a Kia Soul. It includes
both attack-free and attack-injected traffic captures recorded during normal driving con-
ditions. Each recording contains a number of standard CAN features, typically including
message timestamps, arbitration IDs, data length codes (DLC), payload bytes, and binary
labels indicating whether a message is malicious or benign.

The dataset is structured to support both training and evaluation of IDS models on
data from multiple vehicles and multiple attack types. For the purposes of comparative
evaluation, the dataset can be partitioned into training and testing splits based on vehicle
identity and attack scenarios, facilitating assessments of generalization across vehicles and
attack conditions.

Key Statistics and Attack Scenarios The HCRL Survival Analysis dataset includes
both benign traffic and three primary attack types:

• Flooding (Denial-of-Service): high-frequency injection of messages with a dom-
inant arbitration ID to saturate the bus and prevent normal communication.

• Fuzzing: injection of malformed or randomly generated CAN frames intended to
elicit anomalous responses from ECUs.

• Malfunction (Spoofing): crafted messages that simulate erroneous sensor values
or abnormal operational states.

Unlike some other open CAN IDS datasets, this dataset contains only real, on-road driving
data for each vehicle under both normal operation and attack conditions, increasing its
relevance for realistic evaluation.

Availability and Access The HCRL Survival Analysis dataset is publicly accessible
through the HCRL dataset repository hosted on the official HCRL website, which pro-
vides download links for academic use: https://ocslab.hksecurity.net/Datasets/

survival-ids. Researchers can obtain the dataset along with documentation detailing
its attributes, recording methodology, and attack scenarios.

Strengths of the Dataset The HCRL Survival Analysis dataset offers several advan-
tages:

https://ocslab.hksecurity.net/Datasets/survival-ids
https://ocslab.hksecurity.net/Datasets/survival-ids
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• Multi-vehicle data: traffic captured from three different vehicles supports evalu-
ations of cross-vehicle generalization.

• Real driving conditions: attacks and benign operational behavior are recorded
during actual vehicle motion rather than stationary conditions.

• Message-level labeling: each CAN message is annotated as benign or malicious,
supporting supervised and semi-supervised learning paradigms.

Key Limitations Despite its utility, several limitations of the dataset have been iden-
tified:

• Limited data volume: the total number of samples per vehicle and per attack
class is relatively small compared to more recent datasets, which can hinder the
training of data-intensive machine learning models.

• Basic attack implementations: attack behaviors are relatively straightforward
and may not capture the complexity of attacks deployed by modern adversaries.

Overall, the HCRL Survival Analysis dataset remains a widely cited reference in the
CAN intrusion detection literature and provides an important complement to more recent,
larger-scale datasets, even though its limited volume and simpler attack profiles necessitate
careful interpretation of results.

5.3.2. CAN-train-and-test Dataset

The can-train-and-test dataset [24–26] was introduced to support the development
and evaluation of machine learning–based Intrusion Detection Systems (IDSs) for the
Controller Area Network (CAN) protocol. It was designed to address the longstanding
lack of publicly available, realistic CAN datasets, which has traditionally limited repro-
ducibility and comparative analysis in automotive cybersecurity research.

Data Sources and Structure The can-train-and-test dataset consists of CAN traf-
fic collected from four distinct vehicles produced by two different manufacturers: General
Motors (Chevrolet) and Subaru. The selected vehicles span multiple categories, including
a sedan, a compact SUV, a full-size SUV, and a pickup truck. For each vehicle model, the
dataset provides comparable benign and attack traffic captures, enabling the evaluation
of IDS generalization across different vehicle types and manufacturers.

To accommodate diverse research needs, the dataset is released in multiple formats:
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• Replayable .log files: raw CAN bus traffic suitable for exact traffic replay and
low-level analysis.

• Labeled .csv files: CAN messages annotated as benign or malicious, supporting
supervised learning approaches.

• Unlabeled .csv files: CAN messages without annotations, intended for unsuper-
vised or semi-supervised methods.

Key Statistics and Attack Scenarios The dataset includes nine distinct attack
types, ranging from Denial-of-Service (DoS) attacks to various spoofing attacks, such as
gear spoofing and standstill injection. Notably, several of these attacks, particularly the
spoofing-based ones, were executed during live, on-road experiments using real vehicles,
ensuring that the injected traffic produces observable physical effects. This characteristic
significantly enhances the realism and practical relevance of the dataset.

Each vehicle-specific subset is further partitioned into training and testing splits, enabling
controlled evaluation scenarios. This organization allows models to be trained on a sub-
set of vehicles or attack types and tested on previously unseen configurations, thereby
facilitating the assessment of cross-vehicle and cross-attack generalization capabilities.

Availability and Access The can-train-and-test dataset is publicly available and
can be accessed through the following repositories:

• https://data.dtu.dk/articles/dataset/can-train-and-test/24805533

• https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5

Strengths of the Dataset The can-train-and-test dataset is presented as one of
the most comprehensive and high-fidelity open-source datasets currently available for
automotive intrusion detection research. While it offers several significant advantages, it
also exhibits limitations that should be carefully considered when designing and evaluating
CAN-based intrusion detection systems.

The dataset exhibits several notable strengths:

• Vehicle diversity: CAN traffic is collected from four different vehicles produced
by two manufacturers, enabling the evaluation of IDS models across heterogeneous
automotive platforms.

• Attack variety: multiple attack types are included, spanning denial-of-service,
spoofing, and standstill attacks.

https://data.dtu.dk/articles/dataset/can-train-and-test/24805533
https://bitbucket.org/brooke-lampe/can-train-and-test-v1.5
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• Extensive benign traffic: large portions of the dataset consist of attack-free CAN
traffic, providing a reliable baseline for normal vehicle behavior.

• High-fidelity data collection: several attacks were executed on real vehicles
rather than in simulated environments, resulting in realistic traffic patterns with
known physical effects.

• Message-level labeling: each CAN message is annotated as benign or malicious,
supporting supervised and semi-supervised learning paradigms.

Key Limitations A primary limitation of the dataset is the low variability of ma-
licious payloads within individual attack traces. In most attack-specific files, a single
malicious payload is repeated multiple times, with the inter-arrival time (∆t) represent-
ing the only varying feature between consecutive malicious messages. Across the entire
dataset, for a given vehicle and attack type, only four distinct malicious payloads are
present: two in the training subset and two in the testing subset (specifically within the
test_01_known_vehicle_known_attack split).

This constrained diversity introduces several challenges:

• Limited supervised generalization: models trained on such data must infer an
attack pattern from only two unique payload instances, which hinders the learning
of robust representations capable of generalizing to unseen payload variations.

• Evaluation bias: evaluation against a given attack effectively exposes the model
to only two distinct malicious payloads. Consequently, the model typically either
detects both payloads, fails on both, or detects only one of the two, yielding perfor-
mance results that are not necessarily representative of its true detection capability.

An additional limitation concerns the temporal concentration of malicious traffic within
individual logs. In most recordings, attack packets are confined to short, contiguous seg-
ments, while the remainder of the trace consists of benign traffic. This uneven distribution
complicates the creation of training and validation splits, as naive partitioning strategies
may introduce data leakage or produce highly imbalanced subsets. Such constraints re-
duce partitioning flexibility and may negatively impact training stability and evaluation
consistency.

Overall, while the can-train-and-test dataset provides a valuable and realistic bench-
mark for CAN IDS research, both the limited intra-attack payload diversity and the
localized temporal concentration of malicious packets must be taken into account when
interpreting experimental results, particularly with respect to baseline performance and
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generalization capability.

5.4. Experimental Setup

5.4.1. Threat Model

The threat model considered in this work reflects a realistic in-vehicle deployment scenario
for an Intrusion Detection System (IDS). Specifically, the IDS is assumed to operate
on-board a vehicle, monitoring only the CAN traffic generated by that vehicle. This
assumption is motivated by the nature of the CAN protocol: message identifiers (IDs)
and payload encodings differ significantly across vehicle models, even within the same
manufacturer. Consequently, a message or attack valid for one vehicle type is unlikely to
be syntactically or semantically valid on another.

Under this premise, both training and evaluation of each IDS model are restricted to
CAN traffic corresponding to the target vehicle model. Cross-vehicle generalization (i.e.,
detecting attacks on unseen vehicle types) is therefore considered out of scope, as it does
not correspond to a realistic deployment scenario. Accordingly, the evaluation subsets
test_02_unknown_vehicle_known_attack and test_04_unknown_vehicle_unknown_attack

from the can-train-and-test dataset are excluded from all experiments.

Given the limited data volume of the HCRL Survival Analysis dataset and the limited
diversity of malicious payloads in the can-train-and-test dataset (see Section 5.3), all
robustness and transferability evaluations are performed under white-box and grey-box
settings:

• In the white-box setting, the adversary has full knowledge of the target model,
including its parameters and training data distribution.

• In the grey-box setting, the adversary has access only to the dataset used to train
the target model, without knowledge of the model parameters.

A black-box setting is deliberately avoided. For one dataset, it would further reduce the
effective training set size; for the other, it would further limit the diversity of malicious
payloads available during training, potentially yielding less reliable results. This design
choice is consistent with prior work. Notably, Longari et al., [18] reports no substantial
differences in adversarial robustness outcomes when assuming dataset-level knowledge
(grey-box) versus zero knowledge (black-box).
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5.4.2. Experimental Insights

Dataset split and scope The experimental evaluation conducted in this thesis con-
siders all available vehicles from the HCRL Survival Analysis dataset and two vehicles
from the can-train-and-test dataset, namely the Chevrolet Impala and the Subaru
Forester.

Since the two datasets exhibit fundamentally different structures and data organization,
they are handled using distinct splitting strategies. For the HCRL Survival Analysis

dataset, each vehicle is associated with four CAN trace files. For each file, a temporal
split is applied as follows: the first 70% of the trace is used for training, the subsequent
10% for validation, and the remaining 20% for testing. This approach preserves the
temporal ordering of CAN traffic and avoids information leakage across splits. For the
can-train-and-test dataset, training and evaluation follow the official dataset partitions
provided by the authors, in accordance with the threat model defined in Section 5.4.1.
Specifically, for each selected vehicle:

• Training set: the official training split, denoted as train_01;

• Validation set: a fixed held-out subset corresponding to 20% of the original train-
ing split;

• Test set: the test_01_known_vehicle_known_attack subset, which contains pre-
viously unseen attack instances performed on the same vehicle.

Training procedure The training procedure is kept consistent across all experimen-
tal runs, with variations only arising from the chosen model architecture and training
strategy (standard training, teacher-guided adversarial training, or adaptive online ad-
versarial training, as described in Chapter 3). The main aspects of the training setup are
summarized below:

• All models are optimized using the Adam optimizer with a fixed learning rate of
10−4.

• The binary cross-entropy loss is employed for all experiments, reflecting the binary
nature of the intrusion-detection task.

• A batch size of 128 is used across all training runs.

• Models are trained until convergence using an early-stopping policy monitored on
the validation set; the patience is set to 8 epochs, with a maximum of 30 training
epochs.
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• For each model and configuration, the checkpoint corresponding to the best valida-
tion performance is retained for subsequent evaluation.

• For sequence-based architectures (CNN and LSTM), the temporal window length is
fixed to 40 consecutive CAN messages.

For adversarially trained models, the maximum perturbation budget used during training
is fixed to ε = 0.2. This choice ensures that the models are exposed to sufficiently
strong adversarial perturbations during training, while remaining within the bounds of
semantically realizable CAN payload modifications. Moreover, the adversarial attacks
employed during training include BIM, FGSM, PGD, and RFGSM, in accordance with
the original CANEDERLI implementation [4]. For the iterative attacks (BIM and PGD),
the maximum number of iterations is fixed to nmax = 10 and the per-step perturbation
magnitude is defined as

α =
ε

nmax

,

5.5. Experiment 1: Baseline Performance

5.5.1. Description of the Experiment

The first research question addressed in this experimental evaluation concerns the po-
tential drawbacks of adopting adversarial training strategies in CAN-based intrusion de-
tection systems. While adversarial training is widely recognized as an effective defense
against evasion attacks, a well-documented side effect is the degradation of baseline per-
formance on clean, non-adversarial data [3, 22].

In safety-critical domains such as automotive networks, maintaining high detection accu-
racy on legitimate CAN traffic is essential. A reduction in baseline performance may result
in increased false positives or missed detections, undermining the practical deployability
of an IDS, even if adversarial robustness is improved. For this reason, any robustness
gain introduced by adversarial training must be carefully evaluated against its impact on
standard detection performance.

To quantify this trade-off, we evaluate and compare models trained with and without ad-
versarial training exclusively on unperturbed test data. All models are assessed following
the experimental setup described in Section 5.4, ensuring a fair and consistent comparison
across architectures, datasets, and training strategies. This experiment establishes a ref-
erence point for subsequent robustness and transferability analyses, allowing adversarial
performance to be interpreted in light of the corresponding baseline behavior.



5| Experimental Validation 59

Baseline performance is quantified using standard classification metrics derived from the
confusion matrix. Specifically, for each model and dataset, we report the confusion matrix
entries (TN, FP, FN, TP), together with the corresponding accuracy, precision, recall, and
F1-score. These metrics provide a comprehensive view of the detection behavior on clean
CAN traffic, capturing both overall classification performance and the balance between
false positives and false negatives, where higher values indicate better performance for all
metrics.

5.5.2. Discussion of the observed outcomes and their implica-

tions

Contrary to the common expectation that adversarial training necessarily degrades base-
line detection performance, the results obtained in this experiment indicate that, in most
cases, models trained with adversarial strategies achieve baseline performance that is
comparable to, or even slightly better than, that of their standardly trained counterparts.

When analyzing individual vehicles and architectures, the confusion matrices and derived
metrics show no systematic degradation in accuracy, precision, recall, or F1-score for
adversarially trained models. In several configurations, both the teacher-guided and the
adaptive online adversarial training strategies yield baseline performance that closely
matches that of standard training, with only marginal fluctuations that fall within normal
training variability.

A closer inspection of the per-vehicle results reveals, however, several cases of particular
interest that help contextualize the aggregate trends. In particular, the two vehicles drawn
from the can-train-and-test dataset (Chevrolet Impala and Subaru Forester) exhibit
a noticeably higher level of complexity compared to the vehicles included in the HCRL

Survival Analysis dataset. This increased complexity is reflected in consistently lower
baseline performance for simpler model architectures.

For both the Impala (Table 5.4) and the Forester (Table 5.5), Fully Connected Networks
(FCNs) appear insufficient to correctly model the underlying data distribution, regardless
of the training strategy employed. The confusion matrices indicate that these models
struggle to define meaningful decision boundaries, resulting in poor detection capability.
In the case of the Impala dataset, this limitation is particularly evident: both the standard
FCN and the teacher-guided FCN fail to identify any malicious samples, yielding zero true
positives (TP = 0).

This observation highlights an important aspect of the teacher-guided adversarial training
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strategy that must be taken into account when interpreting its performance. In the
proposed framework, teacher-guided training relies on a surrogate teacher model that
is itself trained using standard training. Consequently, the effectiveness of the student
model is inherently bounded by the generalization capability of the corresponding baseline
model. When the teacher fails to learn a meaningful decision boundary, as observed for
FCNs on more complex datasets, the adversarial signals provided during teacher-guided
training are of limited utility and may even become detrimental, as the resulting student
model inherits and potentially amplifies the same weaknesses.

These results emphasize that teacher-guided adversarial training should not be viewed
as a mechanism for compensating architectural inadequacy. Rather, it is most effective
when applied to models that already exhibit a reasonable baseline performance, where
adversarial guidance can meaningfully refine the learned decision boundaries. This de-
pendency further motivates the use of sufficiently expressive architectures when deploying
teacher-guided adversarial training in complex CAN environments.

model method TN FP FN TP accuracy precision recall f1-score

FCN
standard 89861 1369 690 15090 0.9808 0.9168 0.9563 0.9361

self-adaptive 90939 291 225 15555 0.9952 0.9816 0.9857 0.9837

teacher-guided 91016 214 286 15494 0.9953 0.9864 0.9819 0.9841

CNN
standard 1575 0 0 1098 1 1 1 1

self-adaptive 1574 1 0 1098 0.9996 0.9991 1 0.9995

teacher-guided 1575 0 0 1098 1 1 1 1

LSTM
standard 1575 0 0 1098 1 1 1 1

self-adaptive 1575 0 0 1098 1 1 1 1

teacher-guided 1575 0 0 1098 1 1 1 1

Table 5.1: Baseline detection performance on clean CAN traffic – Hyundai Sonata
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model method TN FP FN TP accuracy precision recall f1-score

FCN
standard 138537 789 9246 10999 0.9371 0.9331 0.5433 0.6867

self-adaptive 139110 216 684 19561 0.9944 0.9891 0.9662 0.9775

teacher-guided 138985 341 667 19578 0.9937 0.9829 0.9671 0.9749

CNN
standard 2400 0 0 1587 1 1 1 1

self-adaptive 2399 1 0 1587 0.9997 0.9994 1 0.9997

teacher-guided 2398 2 0 1587 0.9995 0.9987 1 0.9994

LSTM
standard 2400 0 2 1585 0.9995 1 0.9987 0.9994

self-adaptive 2400 0 2 1585 0.9995 1 0.9987 0.9994

teacher-guided 2400 0 2 1585 0.9995 1 0.9987 0.9994

Table 5.2: Baseline detection performance on clean CAN traffic – Kia Soul

model method TN FP FN TP accuracy precision recall f1-score

FCN
standard 73195 2 1026 6369 0.9872 0.9997 0.8613 0.9253

self-adaptive 71629 1568 0 7395 0.9805 0.8251 1.0000 0.9041

teacher-guided 71547 1650 0 7395 0.9795 0.8176 1.0000 0.8996

CNN
standard 1501 2 1 508 0.9985 0.9961 0.9980 0.9971

self-adaptive 1473 30 1 508 0.9846 0.9442 0.9980 0.9704

teacher-guided 1495 8 1 508 0.9955 0.9845 0.9980 0.9912

LSTM
standard 1498 5 1 508 0.9970 0.9903 0.9980 0.9941

self-adaptive 1498 5 1 508 0.9970 0.9903 0.9980 0.9941

teacher-guided 1484 19 1 508 0.9901 0.9639 0.9980 0.9807

Table 5.3: Baseline detection performance on clean CAN traffic – Chevrolet Spark
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model method TN FP FN TP accuracy precision recall f1-score

FCN
standard 5639390 0 63280 0 0.9889 0.0000 0.0000 0.0000

self-adaptive 5618018 21372 42557 20723 0.9888 0.4923 0.3275 0.3933

teacher-guided 5639390 0 63280 0 0.9889 0.0000 0.0000 0.0000

CNN
standard 137818 2 1448 3294 0.9898 0.9994 0.6946 0.8196

self-adaptive 137816 4 1265 3477 0.9911 0.9989 0.7332 0.8457

teacher-guided 137802 18 1202 3540 0.9914 0.9949 0.7465 0.8530

LSTM
standard 127473 10347 1021 3721 0.9203 0.2645 0.7847 0.3956

self-adaptive 137691 129 925 3817 0.9926 0.9673 0.8049 0.8787

teacher-guided 137716 104 1077 3665 0.9917 0.9724 0.7729 0.8612

Table 5.4: Baseline detection performance on clean CAN traffic – Chevrolet Impala

model method TN FP FN TP accuracy precision recall f1-score

FCN
standard 5371200 609401 48878 8660 0.8910 0.0140 0.1505 0.0256

self-adaptive 5407899 572702 49461 8077 0.8970 0.0139 0.1404 0.0253

teacher-guided 5842297 138304 41879 15659 0.9702 0.1017 0.2722 0.1481

CNN
standard 131802 131 16319 2696 0.8910 0.9537 0.1418 0.2469

self-adaptive 131774 159 15408 3607 0.8969 0.9578 0.1897 0.3167

teacher-guided 130676 1257 14553 4462 0.8953 0.7802 0.2347 0.3608

LSTM
standard 130110 1823 12456 6559 0.9054 0.7825 0.3449 0.4788

self-adaptive 131898 35 13482 5533 0.9105 0.9937 0.2910 0.4501

teacher-guided 131332 601 13410 5605 0.9072 0.9032 0.2948 0.4445

Table 5.5: Baseline detection performance on clean CAN traffic – Subaru Forester
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model method accuracy f1-score

FCN
standard 0.9570 0.5147

self-adaptive 0.9712 0.6568

teacher-guided 0.9855 0.6013

CNN
standard 0.9759 0.8127

self-adaptive 0.9744 0.8264

teacher-guided 0.9763 0.8409

LSTM
standard 0.9644 0.7736

self-adaptive 0.9799 0.8645

teacher-guided 0.9777 0.8572

Table 5.6: Mean baseline detection performance on clean CAN traffic

More notably, when considering the aggregated results across all evaluated vehicles and
models (Table 5.6), adversarially trained models exhibit a consistent improvement in base-
line detection performance. This trend suggests that, in the considered setting, adversarial
training does not merely preserve clean-data performance but can also act as an implicit
regularization mechanism.

A plausible explanation for this behavior is that the introduction of small, constrained
adversarial perturbations during training encourages the models to learn smoother deci-
sion boundaries and more robust feature representations. Even though the perturbations
are designed to challenge the classifier, their limited magnitude ensures that the semantic
validity of CAN messages is preserved. As a result, the models may generalize better
to previously unseen but legitimate variations in clean traffic, reducing overfitting to the
specific patterns present in the training data.

These findings have important practical implications. They suggest that, at least for the
perturbation budgets and training strategies considered in this work, adversarial training
does not impose the expected cost in terms of baseline performance. Instead, it can be
integrated into CAN-based IDS pipelines without compromising, and in some cases even
improving, detection reliability on non-adversarial traffic.

This observation strengthens the motivation for adopting adversarial training in automo-
tive IDSs and provides a solid baseline for interpreting the robustness and transferability
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results presented in the subsequent experiment.

5.6. Experiment 2: Adversarial Robustness and Trans-

ferability

5.6.1. Description of the Experiment

The second research question addressed in this experimental validation concerns the ex-
tent to which adversarial training strategies improve the robustness of CAN-based intru-
sion detection systems against adversarial manipulation. While the previous experiment
focused on quantifying the impact of adversarial training on baseline detection perfor-
mance, this experiment aims to assess whether the proposed training strategies effectively
enhance resistance to evasion attacks and improve adversarial robustness under realistic
threat models.

In particular, this experiment evaluates both white-box (WB) and grey-box (GB) robust-
ness, as well as the transferability of adversarial examples across different model architec-
tures and training strategies. Robustness improvements are quantified by measuring the
ability of adversarially trained models to withstand carefully crafted perturbations that
successfully evade a source (oracle) model.

Adversarial robustness and transferability are assessed using adversarial examples gener-
ated by three attack methods implemented in the attack-generation scripts described in
Section 4.2: the Basic Iterative Method (BIM), Projected Gradient Descent (PGD), and
DeepFool.

The evaluation considers multiple attack–budget configurations in order to capture the
effect of different perturbation strengths. Specifically, adversarial samples are generated
using:

• BIM with ε = 0.1,

• BIM with ε = 0.2,

• PGD with ε = 0.1,

• PGD with ε = 0.2,

• DeepFool with ε = 0.01.

The maximum number of attack iterations is fixed to nmax = 50 for all methods.
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For the iterative attacks (BIM and PGD), the per-step perturbation magnitude is defined
as

α =
ε

nmax

,

ensuring that the cumulative perturbation remains bounded by the prescribed budget.

For DeepFool, the reported ε does not represent a strict perturbation bound, but cor-
responds to the overshoot parameter, which controls the amount by which the final ad-
versarial perturbation exceeds the estimated decision boundary. The attack terminates
either upon successful evasion or upon reaching the maximum number of iterations.

All adversarial evaluations are conducted exclusively on adversarial samples that success-
fully evade the source (oracle) model, in accordance with the threat model and evaluation
methodology described in Section 5.4.1. This choice ensures that robustness and transfer-
ability are measured only on effective adversarial examples, avoiding confounding effects
introduced by unsuccessful attacks.

Furthermore, adversarial perturbations are generated only from malicious samples that
are correctly detected by the source model in the baseline (clean) evaluation. That is, only
samples that are initially classified as malicious are selected for adversarial manipulation
and subsequent testing. As a result, any successful evasion observed during adversarial
evaluation can be unambiguously attributed to the introduced perturbation, ensuring that
the generated adversarial examples represent meaningful and high-quality attacks rather
than artifacts of pre-existing model errors.

As described in Section 5.2.2, for each implemented attack we compute three evaluation
matrices:

• the Attack Success Rate (ASR) matrix, reporting the percentage of evasive ad-
versarial samples generated using the source model identified by the column that
successfully evade the target model identified by the row;

• the perturbation matrix, reporting the mean perturbation magnitude (expressed as
a percentage) required by evasive adversarial samples generated by the model of
the column to evade the model of the row (e.g., a value of 0.1 indicates an average
perturbation of 10% with respect to the original sample);

• the steps matrix, reporting the mean number of optimization steps required by
evasive adversarial samples generated by the model of the column to evade the
model of the row.

For each vehicle, this results in a total of 15 matrices (three metrics for each of the
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five evaluated attacks). These matrices are subsequently aggregated and synthesized
per attack and per vehicle to obtain multiple levels of granularity, enabling analyses at
different abstraction levels and facilitating a clear and immediate interpretation of the
experimental results.

It is worth noting that an empty column in an ASR matrix indicates that no successful
evasive adversarial samples were generated using the corresponding source model. This
situation can arise under two distinct conditions.

First, the source model may fail to correctly detect any malicious samples during baseline
evaluation, resulting in no eligible inputs for adversarial perturbation. Second, although
the source model correctly detects malicious samples, the applied adversarial attack is
not able to generate perturbations that successfully evade the source model within the
imposed constraints.

These two cases can be unambiguously distinguished by considering the baseline perfor-
mance of the source model. In particular, when a model exhibits zero detection capability
(e.g., zero accuracy and zero F1-score on malicious samples), the former condition applies,
otherwise, an empty column reflects the inability of the considered adversarial methods
to induce successful evasion.

5.6.2. Discussion of the observed results

We begin by discussing the aggregated robustness results obtained across all vehicles and
attack methods, as summarized in Table 5.7. This high-level view allows us to identify
global trends across architectures and training strategies before analyzing finer-grained
behaviors.

model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard 0.1148 0.0898 16.66 0.8686 0.0919 18.01 0.2274

self-adaptive 0.2679 (+133%) 0.0777 16.39 0.5089 (-41%) 0.1104 19.76 0.3737 (+64%)

teacher-guided 0.2296 (+100%) 0.0703 14.30 0.5121 (-41%) 0.1010 19.03 0.2600 (+14%)

CNN
standard 0.1057 0.0899 19.00 0.4119 0.1002 18.18 0.2953

self-adaptive 0.0460 (-56%) 0.1124 13.59 0.2638 (-36%) 0.1163 13.45 0.5609 (+90%)

teacher-guided 0.0535 (-49%) 0.0845 23.66 0.2444 (-41%) 0.1107 14.71 0.3741 (+27%)

LSTM
standard 0.0814 0.1093 17.86 0.2336 0.0976 17.16 0.4446

self-adaptive 0.0462 (-43%) 0.1096 18.91 0.1737 (-26%) 0.1237 12.70 0.5557 (+25%)

teacher-guided 0.0448 (-45%) 0.0998 18.03 0.2084 (-11%) 0.0931 18.11 0.4275 (-3.8%)

Table 5.7: Mean adversarial performance on perturbed CAN traffic - global

Table 5.7 reveals a clear and consistent trend: the adoption of adversarial training substan-
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tially improves robustness against adversarial attacks across all considered architectures.
In particular, the grey-box (GB) evaluation highlights significant gains for models whose
baseline adversarial performance was initially low. Both FCN- and CNN-based archi-
tectures exhibit an overall increase in grey-box robustness, with the attack success rate
decreasing by approximately 40%. For FCNs, the two adversarial training strategies yield
comparable improvements, whereas for CNNs the teacher-guided approach achieves a
slightly larger reduction in attack success rate than the self-adaptive adversarial training
(41% versus 36%). In contrast, LSTM-based models show a more moderate improve-
ment, with robustness gains that remain limited compared to those observed for FCNs
and CNNs. In this case, the self-adaptive strategy provides a more pronounced benefit
than the teacher-guided approach, with ASR dropping by 26% versus 11%.

The interpretation of white-box (WB) robustness requires a more nuanced analysis. For
CNN and LSTM architectures, adversarial training leads to a substantial improvement in
white-box robustness, with reduction in ASR on the order of 50% when compared to the
standard baseline. For CNNs, the self-adaptive adversarial training achieves the highest
robustness, whereas for LSTMs the teacher-guided strategy proves more effective.

Conversely, FCN-based models exhibit an apparent degradation in white-box robustness
when adversarial training is applied. In particular, the teacher-guided approach shows a
relative increase in ASR of approximately 100%, while the self-adaptive approach reaches
values up to 133% worse than the standard baseline. However, this behavior is largely an
artifact of the evaluation protocol and the aggregation procedure, rather than a genuine
loss of robustness.

A first contributing factor is the interaction between baseline detection performance and
adversarial sample generation. In the adopted evaluation setup, only malicious samples
that are correctly detected during the baseline evaluation are eligible for adversarial per-
turbation. As a result, the standard FCN, which exhibits a comparatively low true positive
rate, is evaluated on a smaller and easier subset of malicious samples. In contrast, adver-
sarially trained FCNs are tested against a broader and inherently more challenging set of
instances, including samples that were already difficult to detect prior to perturbation.

A second, and more pronounced, effect emerges when attack success rate is aggregated
across vehicles. As shown in Figure 5.1, for the Impala vehicle the standard FCN and the
teacher-guided FCN do not appear in the white-box ASR analysis due to having zero true
positives in the baseline evaluation. Conversely, the FCN trained with the self-adaptive
strategy achieves a non-zero baseline performance on the same vehicle (with an F1-score
of approximately 0.39), which then results in a white-box ASR value close to one. When
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aggregated across vehicles, this isolated but extreme value disproportionately increases the
average white-box attack success rate of the self-adaptive-trained FCN, further amplifying
the apparent gap with respect to the other FCN variants.

Therefore, the observed degradation in FCN white-box robustness should not be inter-
preted as evidence of adversarial training being detrimental. Instead, it highlights the
sensitivity of white-box robustness metrics to baseline detection performance and vehicle-
level data sparsity. For CNN and LSTM architectures, whose baseline detection capa-
bilities are consistently higher across vehicles, these effects are significantly attenuated,
resulting in a more faithful reflection of the actual robustness improvements introduced
by adversarial training.

We now turn to the analysis of the remaining aggregate metrics supporting robustness,
namely the required perturbation magnitude, the number of optimization steps, and ad-
versarial transferability.

Optimization steps With respect to the number of optimization steps, both in white-
box and grey-box settings, the observed behavior does not exhibit a clear or consistent
monotonic trend across architectures and training strategies. Intuitively, increased robust-
ness would be expected to correlate with a higher number of attack iterations required to
successfully evade the IDS. However, the experimental results reveal a highly variable be-
havior after adversarial training, with the required number of optimization steps showing
neither a stable increase nor a systematic decrease when compared to non-adversarially
trained models.

Perturbation magnitude Perturbation magnitude exhibits a partially different be-
havior across threat models. In the grey-box setting, adversarial training is generally
associated with a slight increase in the required perturbation magnitude, suggesting a
general improvement. In contrast, in the white-box setting, perturbation magnitude fol-
lows a pattern similar to that observed for optimization steps, with no clear or uniform
trend emerging across models and training configurations.

This lack of a clear trend is further highlighted by the per-vehicle visualizations reported
in Figures 5.2, 5.3 and 5.6, where both the number of optimization steps and the white-box
perturbation magnitude display heterogeneous and vehicle-dependent patterns.

Overall, this behavior suggests that adversarially trained models learn decision bound-
aries that are more effective at rejecting a broader class of attacks, but primarily for
perturbations exceeding a certain magnitude. For smaller perturbations, residual vul-
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nerabilities persist, allowing attacks to succeed with relatively limited effort. In other
words, adversarial training improves robustness in a non-uniform manner across the per-
turbation spectrum, strengthening resistance to stronger attacks while leaving room for
improvement against weaker ones.

This observation highlights a natural direction for further optimization. In this work, the
perturbation budget and the number of attack iterations used during adversarial training
were selected to preserve continuity with the original CANEDERLI methodology [4].
Fine-tuning these hyperparameters, most notably by reducing the perturbation budget
and/or increasing the number of attack steps during training, has strong potential to
further enhance the robustness of both adversarial training strategies considered in this
thesis.

Adversarial transferability Adversarial transferability exhibits a more predictable
trend. As robustness increases, adversarial examples generated on one model tend to
transfer more effectively to other architectures. This effect is particularly pronounced for
the self-adaptive adversarial training method, which achieves substantially higher trans-
ferability gains, reaching values close to +90% in the case of CNN-based models.

Although transferability is not a primary robustness indicator in the evaluation setting
adopted in this work, it provides useful insight into the structural nature of learned
vulnerabilities. High transferability indicates that weaknesses exploited by adversarial
examples are shared across different models, suggesting the presence of common decision
boundary characteristics rather than architecture-specific flaws.

Figure 5.1: White-box attack success rate average
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Figure 5.2: White-box perturbation average

Figure 5.3: White-box optimization steps average

Figure 5.4: Grey-box attack success rate average
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Figure 5.5: Grey-box perturbation average

Figure 5.6: Grey-box optimization steps average

Figure 5.7: Transferability average
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Shifting the analysis to a finer level of granularity by examining the aggregated results at
the level of individual vehicles, allows us to highlight architecture and dataset dependent
behaviors that are partially masked when considering global averages.

A singularity emerges for the teacher-guided FCN architecture. When evaluated on the
Forester dataset, this model exhibits increased sensitivity to direct gradient-based attacks
in the white-box setting. However, in the grey-box scenario, it shows a markedly improved
robustness with respect to adversarial examples generated by other models based on the
same architecture.

Such behavior indicates that, although the teacher-guided FCN remains vulnerable when
the attacker has full access to its parameters, its learned decision boundaries are more
effective at rejecting transferred adversarial samples. As a consequence, attacks crafted
on surrogate models have a lower success rate when applied to the teacher-guided FCN,
resulting in a tangible improvement in grey-box robustness.

This finding highlights an important distinction between white-box robustness and ro-
bustness under more realistic threat assumptions. In practical deployment scenarios,
where attackers typically rely on surrogate models rather than exact knowledge of the
target IDS, the teacher-guided FCN provides stronger protection than other FCN-based
variants, despite its comparatively weaker white-box performance.

A particularly relevant pattern emerges for vehicles in which the FCN architecture already
exhibits strong baseline detection performance. In these cases, the robustness gains in-
duced by adversarial training are substantially larger than those observed in the aggregate
analysis. This effect is especially evident for the Sonata and Soul datasets (Fig 5.4).

For both vehicles, the baseline FCN model is almost entirely unable to recognize adver-
sarial samples in the grey-box setting, yielding attack success rate values close to one
(GB ASR = 0.9999 for Sonata and 0.9888 for Soul). Using adversarial training, this
behavior changes dramatically: the resulting FCN models achieve ASR levels that are
significantly closer to those of more complex architectures, such as CNNs and LSTMs.

This observation suggests that, when the underlying feature representation is sufficiently
informative and the baseline classifier already captures meaningful decision boundaries,
adversarial training can be particularly effective even for simple, stateless architectures. In
these scenarios, adversarial training acts as a powerful regularizer that sharpens existing
decision boundaries rather than compensating for representational deficiencies.
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Overall, the adversarial evaluation results confirm that both adversarial training strategies
considered in this work substantially improve the robustness of CAN-based IDSs against
gradient-based evasion attacks. Across architectures and vehicles, adversarially trained
models consistently exhibit lower attack success rates in both white-box and grey-box set-
tings.

At the same time, the analysis highlights that robustness improvements are not uniform
across all metrics: while attack success rates decrease significantly, the corresponding
trends in perturbation magnitude and optimization steps reveal residual vulnerabilities
for low-budget or low-iteration attacks, especially in the white-box scenario. These obser-
vations provide important insights into the nature of robustness induced by adversarial
training. Rather than uniformly hardening the decision boundary, adversarial training
primarily improves resilience against stronger perturbations, while leaving some sensitiv-
ity to minimal perturbations unresolved.

This suggests that the robustness gains reported in this work should be interpreted as a lower
bound on the achievable performance, and that additional fine-tuning of training hyperpa-
rameters, such as perturbation budgets, attack diversity, and iteration counts, represents a
promising direction for further strengthening IDS defenses.

Taken together, these results demonstrate that adversarial training can be effectively inte-
grated into CAN-based IDS pipelines to substantially enhance robustness without sacrificing
baseline detection performance. Moreover, the consistency of the observed trends across
architectures, vehicles, and threat models provides strong empirical evidence that adversar-
ial training is not merely a defensive add-on, but a fundamental component for building
resilient automotive intrusion detection systems.

Additional detailed results. For completeness and to ensure full transparency of
the experimental analysis, finer-grained tables reporting the complete adversarial robust-
ness results are provided in Appendix A. These tables include per-vehicle and per-attack
breakdowns of the evaluated metrics, complementing the aggregated results discussed
throughout this chapter and enabling a more detailed inspection of architecture- and
dataset-specific behaviors.
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6.1. Discussion of the main limitations affecting the

obtained results

Despite the methodological rigor and the effort to ensure fair and unbiased comparisons,
several intrinsic limitations have influenced the experimental outcomes of this work. The
main factors affecting the validity and generalizability of the obtained results lies in the
characteristics of the datasets used throughout all experiments.

As discussed in Section 5.3, these datasets represents two of the most comprehensive
and high-quality open-source resources currently available for CAN intrusion detection
research. Nevertheless, their structure introduces a number of constraints that may
have indirectly influenced the comparative outcomes across models and training strategies
[27][28][29].

Limited data volume and class diversity A first limitation concerns the overall
data volume and class distribution of the Survival dataset. Although the dataset includes
multiple vehicles and attack types, the total number of samples per vehicle and per attack
class remains relatively limited when compared to more recent large-scale CAN datasets.
This constraint is particularly relevant for data-hungry architectures, such as CNNs and
LSTMs, whose performance and robustness properties tend to scale with the availability
of diverse training samples.

Concretely, the Sonata, Soul, and Spark datasets contain approximately 535 041, 707 843,
and 402 056 total samples, respectively. By contrast, more recent benchmarks, such as
the Impala dataset included in the CAN-train-and-test suite, provide over 14 million
attack-free samples alone [24]. The relatively smaller sample size of Survival may therefore
limit the representativeness of the learned decision boundaries and amplify variance across
vehicles and attack classes.

This limitation is particularly relevant when interpreting adversarial robustness results, as
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adversarial training implicitly relies on sufficient coverage of the input space to generalize
robustness beyond the specific perturbations observed during training. As a consequence,
some of the observed robustness gains may be conservative estimates of what could be
achieved on larger and more diverse datasets.

Simplified attack implementations A second limitation arises from the nature of the
attack implementations included in the Survival dataset. While the provided attacks
are well-defined and reproducible, they are relatively simplistic. As highlighted by Verma
et al. [28], such attacks may not fully capture the sophistication, adaptability, and stealth
characteristics of modern real-world adversaries.

In particular, the absence of multi-stage attacks, adaptive strategies, and context-aware
manipulations limits the diversity of adversarial behaviors to which the IDS models are
exposed.

Localized temporal concentration of malicious traffic A further limitation con-
cerns the temporal distribution of malicious packets within the CAN-train-and-test

traces. In most scenarios, attacks are confined to short and contiguous segments of the
logs, while the remaining portions consist almost exclusively of benign traffic. This un-
even temporal concentration complicates dataset partitioning, as naive or random splits
can easily introduce severe class imbalance or unintended data leakage between training
and validation subsets.

These structural constraints reduce the flexibility in constructing balanced and fully inde-
pendent datasets, thereby potentially affecting both training stability and the reliability
of comparative evaluations across models and training strategies.

Limited malicious payload diversity In the CAN-train-and-test dataset, for each
vehicle and attack scenario, only a small number of distinct malicious payloads are avail-
able (typically two for training and two for testing), while the remaining malicious samples
consist of repeated transmissions of the same payloads with varying inter-arrival times.
This structural constraint inherently limits the ability of supervised models to learn truly
generalizable decision boundaries. Instead of identifying attacks based on semantic fea-
tures or contextual dynamics, models may partially overfit to the specific payload patterns
observed during training.

As a consequence, certain architectures or training strategies may appear more effective
not because of superior robustness or generalization capabilities, but because their learned
representations align more closely with these repetitive payload structures.
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This limited diversity of malicious payloads manifests regardless of the adopted splitting
strategy.

When payload disjointness is enforced, models are evaluated on malicious samples that are
syntactically unseen, but learned from a narrow and weakly diversified training experience.
In this case, robustness and detection performance are likely to be underestimated, as
models are required to generalize from a limited set of attack patterns.

Conversely, when payload disjointness is not enforced, models are exposed to a larger
number of distinct malicious samples during training, but evaluation is performed on
payloads that may have already been observed. This setting can lead to an overestimation
of robustness and detection capabilities, as the test phase partially reflects memorization
rather than generalization.

In this work, the former strategy is deliberately adopted, as it aligns with established
best practices for supervised learning evaluation and avoids optimistic bias, despite its
tendency to yield conservative performance estimates.

Absence of black-box adversarial evaluations. A further limitation concerns the
scope of the adversarial robustness assessment. Given the already limited data volume
and attack complexity of the Survival dataset, together with the restricted diversity
of malicious payloads in the CAN-train-and-test dataset, adopting a fully black-box
evaluation setting would have further fragmented the available data. This would have
reduced the amount of supervision per attack configuration, ultimately leading to less
reliable and potentially non-representative results.

For this reason, all experiments were conducted under white-box and grey-box threat
models, as defined in Section 5.4.1. Although this methodological choice is consistent
with prior work, most notably Longari et al.[18], which reports only marginal differences
between grey-box and black-box adversarial scenarios in comparable settings, it nonethe-
less limits the completeness of the robustness analysis.

Overall, these limitations do not undermine the validity of the experimental findings but
highlight the inherent challenges of conducting reproducible and unbiased research in the
automotive intrusion detection domain. They also emphasize the need for richer, more
diverse datasets to enable deeper and more comprehensive evaluations.
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6.2. Explanation of why these limitations could not

be overcome within the current work

The limitations discussed in the previous section primarily arise from structural and prac-
tical constraints that could not be reasonably overcome within the scope of this thesis.
In particular:

• the low variability of malicious payloads in the can-train-and-test dataset is an
inherent consequence of its data collection methodology. Each attack trace was gen-
erated on real vehicles using a small, predefined set of malicious payloads, chosen
to ensure operational safety, repeatability, and compliance with experimental con-
straints. Expanding the payload space would require the design and validation of
additional attack patterns directly on physical vehicles, a process that is both costly
and constrained by safety considerations.

• the limited data volume of the Survival dataset is similarly rooted in the com-
plexity and expense of collecting real CAN traffic under controlled attack scenarios.
Recording large-scale, high-fidelity CAN traces across multiple vehicles and attack
types requires prolonged access to in-vehicle networks, specialized hardware, and
carefully supervised experimental conditions.

• the simplicity of the implemented attack strategies in the Survival dataset reflects
the state of the art at the time of its creation and the emphasis on reproducibility
rather than adversarial sophistication. Retrofitting more complex or adaptive attack
behaviors into the dataset would require re-running the original data acquisition
pipeline, which is not feasible without direct access to the original experimental
setup.

More generally, generating additional benign and malicious samples with higher diver-
sity, necessary to support more reliable statistical estimates and to enable fully black-box
adversarial evaluations, would require direct access to in-vehicle CAN networks and ded-
icated hardware infrastructures. Such conditions fall outside the practical scope of this
work.

As a result, the experimental analysis was necessarily constrained to the available datasets,
which nevertheless remain among the most comprehensive and realistic open-source bench-
marks currently available for CAN-based intrusion detection research. Despite their lim-
itations, they provide a valuable and widely adopted reference point for comparative
evaluation.
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In summary, the identified constraints are the result of external and structural limita-
tions rather than methodological oversights. The experimental design therefore reflects
a deliberate balance between rigor, reproducibility, and feasibility within the boundaries
imposed by publicly available resources.
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The experimental analysis conducted in this thesis has provided valuable insights into the
adversarial robustness of CAN-based Intrusion Detection Systems. Nevertheless, several
opportunities remain to extend this work and further advance the state of the art in
automotive cybersecurity.

7.1. Enhanced dataset diversity and accessibility

A recurring limitation throughout this study concerns the characteristics of the datasets
employed (see Chapter 6). Since the validity and generalizability of robustness evaluations
are strongly dependent on the quality and diversity of the underlying data, future research
should prioritize the creation and sharing of richer CAN datasets.

In particular, future efforts should focus on collecting or generating datasets that encom-
pass a larger number of distinct and more sophisticated malicious payloads, as well as a
broader range of benign driving conditions. Possible directions include:

• Preferably, real-world data acquisition: conducting extensive and controlled
experiments on real vehicles to generate multiple variations of each attack type,
thereby capturing a wider spectrum of CAN traffic behaviors and attack manifes-
tations.

• Alternatively, synthetic data generation: leveraging high-fidelity simulation
frameworks to safely synthesize diverse malicious payloads, potentially combined
with domain adaptation or augmentation techniques to preserve the statistical and
temporal properties of real CAN traffic.

Beyond data diversity, an important yet often overlooked aspect concerns dataset accessi-
bility and usability. Publishing datasets in standardized, well-documented, and analysis-
ready formats would significantly lower the entry barrier for reproducibility and compara-
tive evaluation, fostering more systematic and large-scale studies on CAN-based intrusion
detection and adversarial robustness.
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7.2. Black-box adversarial evaluations

Due to the structural constraints of the available datasets, the present study focuses
exclusively on white-box and grey-box adversarial threat models. Future work should ex-
tend the experimental evaluation to fully black-box scenarios in order to assess robustness
and adversarial transferability under more realistic attacker assumptions, where neither
model parameters nor architectures are known. Such evaluations would provide a more
comprehensive understanding of IDS resilience in practical deployment settings.

7.3. Optimization of adversarial training hyperparam-

eters

As discussed in Chapter 5, the hyperparameters adopted for adversarial training in this
work closely follow those of the original CANEDERLI methodology [4], in order to ensure
methodological continuity. In particular, both the perturbation budget and the number
of attack iterations employed during adversarial sample generation are kept aligned with
the reference implementation.

The experimental results suggest that adversarial training improves robustness in a non-
uniform manner across the perturbation spectrum, primarily strengthening resistance
against higher-magnitude attacks while leaving residual vulnerabilities for low-budget
perturbations.

Future research should therefore systematically investigate the impact of adversarial train-
ing hyperparameters on robustness outcomes. Key directions include:

• Perturbation budget tuning: exploring the effect of smaller perturbation bud-
gets during training, which may encourage the model to develop tighter and more
locally stable decision boundaries.

• Increasing attack iterations: analyzing whether a higher number of optimiza-
tion steps during adversarial sample generation leads to more challenging training
examples and, consequently, stronger robustness.

A systematic hyperparameter exploration could reveal robustness-accuracy trade-offs that
were not observable under the configuration adopted in this thesis. Such an analysis would
provide a deeper understanding of how adversarial training shapes decision boundaries
in the CAN domain and could lead to IDS models that are robust not only under fixed
evaluation settings, but across a broader range of adversarial conditions.
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7.4. Architectural and defensive enhancements

The results presented in this thesis highlight the complexity of the interaction between
model architecture, training strategy, and adversarial robustness. Future research could
therefore focus on analyzing complementary aspects of these components, with the goal of
further strengthening CAN-based intrusion detection systems against adversarial attacks.

• Teacher model complexity in teacher-guided adversarial training: the pro-
posed teacher-guided strategy opens an additional research dimension related to the
role and design of the teacher itself. In this work, the teacher models were selected
to ensure controlled and fair comparisons. Future studies could investigate the im-
pact of employing more complex teacher architectures, stronger training procedures,
or differently regularized models, and analyze more in detail how the quality and
robustness of the teacher influence the robustness, generalization, and stability of
the student.

• Normalization and regularization techniques: investigating the impact of nor-
malization and regularization methods whose benefits for adversarial robustness
have been demonstrated in other domains, such as computer vision, and assessing
whether similar effects generalize to CAN-based intrusion detection.

• Architectural and training combinations: exploring alternative combinations
of network architectures, feature representations, and training paradigms to identify
configurations that achieve a more favorable balance between detection accuracy,
robustness, and computational efficiency.

• Hybrid defensive strategies: evaluating the effectiveness of hybrid approaches
that integrate complementary detection mechanisms, such as coupling adversarially
trained classifiers with anomaly-based or generative models, in order to leverage
their respective strengths and mitigate individual weaknesses.

7.5. Real-world deployment considerations

Another promising research direction concerns the assessment of IDS robustness under
realistic deployment constraints. In particular, future work should consider:

• Field testing: conducting on-road or hardware-in-the-loop experiments to evaluate
the practical impact of adversarial samples that successfully evade detection, and
to validate whether robustness gains observed in controlled settings translate to
real-world scenarios.
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• Real-time detection requirements: analyzing the trade-offs between detection
latency, computational overhead, and adversarial robustness to ensure reliable op-
eration within the strict timing constraints imposed by in-vehicle networks.

7.6. Advanced adversarial attack modeling

Finally, future research could focus on the design and evaluation of more sophisticated ad-
versarial attacks tailored to the automotive domain. This includes modeling coordinated
attack strategies that combine payload manipulation with timing-based or protocol-level
anomalies, with the goal of simulating realistic and adaptive adversarial behaviors within
in-vehicle CAN networks.

Overall, these research directions have the potential to significantly enhance the robust-
ness, applicability, and practical relevance of CAN-based intrusion detection systems. By
bridging the gap between controlled academic benchmarks and real-world deployment
conditions, future work can contribute to the development of IDS solutions that are not
only accurate, but also resilient by design.
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This thesis investigated the problem of adversarial robustness in CAN-based Intrusion
Detection Systems, with the objective of understanding whether adversarial training can
improve resilience to evasion attacks without compromising detection performance on
legitimate traffic.

The work first established a comprehensive experimental framework grounded in clearly
defined threat models, carefully selected datasets, and reproducible evaluation procedures.
Building upon this foundation, two adversarial training strategies were considered: a
self-adaptive adversarial training approach derived from the method originally proposed
in CANEDERLI, and a novel teacher-guided adversarial training strategy designed to
decouple adversarial example generation from the optimization of the target model.

Extensive experiments were conducted to evaluate the impact of these strategies across
multiple architectures and evaluation settings, including white-box and grey-box scenar-
ios. The analysis considered both baseline detection performance and multiple robustness
indicators, such as attack success rates, perturbation characteristics, and transferability
patterns.

The results show that adversarial training can significantly improve robustness against
evasion attacks while maintaining competitive detection performance on clean traffic. At
the same time, the study revealed that robustness improvements are not uniform across
the perturbation spectrum, highlighting residual vulnerabilities against low-magnitude
perturbations and emphasizing the importance of careful hyperparameter selection.

Beyond the empirical findings, this work contributes a systematic analysis of how training
strategies, dataset characteristics, and threat assumptions interact in shaping adversarial
robustness in automotive intrusion detection. The discussion of limitations and future di-
rections further outlines concrete paths toward more realistic evaluations, richer datasets,
and stronger defensive mechanisms.

Overall, the results reinforce the importance of incorporating adversarial considerations
into the design of machine learning-based IDSs for in-vehicle networks. As automotive sys-
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tems continue to evolve toward increasingly connected and software-defined architectures,
developing robust detection mechanisms will remain a critical component in ensuring the
security and reliability of next-generation vehicles.
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model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard 0.2531 0.0871 20.72 0.5039 0.1053 20.67 0.0098

self-adaptive 0.087 0.0887 21.30 0.2111 0.1107 20.83 0.1488

teacher-guided 0.1103 0.0812 17.94 0.2622 0.1085 20.41 0.0671

CNN
standard 0.0031 0.087 16.41 0.1563 0.1143 19.76 0.1813

self-adaptive 0 - - 0.0765 0.2228 1.32 -

teacher-guided 0.006 0.0925 28.36 0.0996 0.1936 1.3 0.1616

LSTM
standard 0.0854 0.1287 22.23 0.0261 0.1557 19.56 0.2502

self-adaptive 0.0182 0.1829 25.91 0.0227 0.2895 1.23 0.5119

teacher-guided 0.0514 0.1004 18.11 0.113 0.1449 25.88 0.1597

Table A.1: Mean adversarial performance on perturbed CAN traffic - Hyundai Sonata

model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard 0.0198 0.0868 14.41 0.9888 0.0926 19.68 0.0052

self-adaptive 0.0727 0.092 16.58 0.3107 0.1062 21.18 0.1783

teacher-guided 0.0784 0.0943 16.62 0.2744 0.1037 20.66 0.1823

CNN
standard 0.0142 0.0913 22.71 0.1385 0.1292 23.25 0.234

self-adaptive 0.0026 0.0949 25.03 0.0259 0.1197 23.86 0.2902

teacher-guided 0.0015 0.0958 31.07 0.0202 0.1153 26.13 0.2785

LSTM
standard 0.0231 0.098 17.74 0.1384 0.0958 18.61 0.2765

self-adaptive 0.0037 0.0865 15.11 0.0744 0.0929 17.08 0.3058

teacher-guided 0.005 0.094 20.03 0.0867 0.1009 18.28 0.3005

Table A.2: Mean adversarial performance on perturbed CAN traffic - Kia Soul
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model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard 0 - - 0.9999 0.1036 21.82 -

self-adaptive 0.0708 0.0869 25.11 0.1745 0.1749 27.59 0.3021

teacher-guided 0.111 0.0643 17.18 0.336 0.1323 25.18 0.1376

CNN
standard 0.072 0.1288 23.24 0.1422 0.1076 21.31 0.268

self-adaptive 0.0323 0.2177 1.05 0.0727 0.0969 17.07 0.8206

teacher-guided 0.059 0.103 28.09 0.1227 0.0982 19.95 0.2259

LSTM
standard 0.0937 0.1032 19.1 0.3553 0.1074 21.93 0.2401

self-adaptive 0.0528 0.1159 23.09 0.1178 0.1042 21.44 0.3982

teacher-guided 0.0523 0.1019 21.95 0.1161 0.1028 22.16 0.3209

Table A.3: Mean adversarial performance on perturbed CAN traffic - Chevrolet Spark

model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard - - - 1 0.0801 14.2 -

self-adaptive 0.9962 0.034 4.72 0.9967 0.0879 15.82 0.5443

teacher-guided - - - 0.9863 0.0789 14.2 -

CNN
standard 0.0812 0.074 18.54 0.7999 0.072 12.75 0.3887

self-adaptive 0.0329 0.0666 13.12 0.4834 0.0671 11.89 0.582

teacher-guided 0.0421 0.0676 14.97 0.4364 0.0702 13.04 0.5771

LSTM
standard 0.0212 0.1152 15.66 0.2234 0.0564 12.08 0.7091

self-adaptive 0.0149 0.0755 15.61 0.1572 0.0597 10.37 0.8581

teacher-guided 0.0337 0.1171 14.43 0.2928 0.0463 10.94 0.6211

Table A.4: Mean adversarial performance on perturbed CAN traffic - Chevrolet Impala

model method WB ASR WB perturbation WB steps GB ASR GB perturbation GB steps transferability

FCN
standard 0.1863 0.0954 14.86 0.8506 0.078 13.69 0.6673

self-adaptive 0.1128 0.0869 14.23 0.8515 0.0725 13.4 0.6951

teacher-guided 0.6188 0.0415 5.48 0.7017 0.0815 14.7 0.6528

CNN
standard 0.3581 0.0686 14.13 0.8225 0.0777 13.83 0.4047

self-adaptive 0.1622 0.0705 15.15 0.6604 0.0749 13.13 0.5508

teacher-guided 0.1587 0.0637 15.8 0.5433 0.076 13.13 0.6274

LSTM
standard 0.1834 0.1014 14.6 0.4248 0.0726 13.66 0.7469

self-adaptive 0.1416 0.0873 14.83 0.4965 0.072 13.4 0.7044

teacher-guided 0.0817 0.0855 15.67 0.4332 0.0704 13.27 0.7351

Table A.5: Mean adversarial performance on perturbed CAN traffic - Subaru Forester
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.7143 0.4596 0.375 - 0.25 0.3333 - 0.3242

self-adaptive 0.0234 1.0 0.2584 0.0 - 0.0 0.2333 - 0.0934

teacher-guided 0.0321 0.4941 1.0 0.0625 - 0.0 0.2333 - 0.1154

CNN
standard 0.0 0.0 0.0 1.0 - 1.0 0.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 1.0 0.0 - 0.0

LSTM
standard 0.0 0.0 0.0 0.0 - 0.0 1.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 0.0 0.0 - 1.0

Table A.6: ASR matrix for the Sonata dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0537 0.0483 0.0494 0.0467 - 0.063 0.0661 - 0.0534

self-adaptive 0.0518 0.0495 0.0513 - - - 0.0785 - 0.0529

teacher-guided 0.0439 0.0504 0.051 0.051 - - 0.066 - 0.0507

CNN
standard - - - 0.0456 - 0.0607 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 0.0607 - - -

LSTM
standard - - - - - - 0.0553 - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - - - - 0.0503

Table A.7: Perturbation matrix for the Sonata dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 21.28 13.6 13.81 12.33 - 17.0 19.7 - 14.92

self-adaptive 13.87 14.15 14.33 - - - 23.0 - 14.29

teacher-guided 11.69 14.45 14.32 13.0 - - 20.0 - 13.76

CNN
standard - - - 12.0 - 17.0 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 17.0 - - -

LSTM
standard - - - - - - 16.2 - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - - - - 13.64

Table A.8: Steps matrix for the Sonata dataset under BIM attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.8969 0.1394 0.6176 - 0.4565 0.3947 0.6923 0.3215

self-adaptive 0.019 1.0 0.0759 0.2255 - 0.2681 0.2303 0.3846 0.0887

teacher-guided 0.0273 0.1522 1.0 0.2059 - 0.3225 0.3026 0.4615 0.1175

CNN
standard 0.0015 0.0 0.0 1.0 - 0.0833 0.0 0.0 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 0.0 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 1.0 0.0 0.0 0.0

LSTM
standard 0.0015 0.0 0.0 0.1111 - 0.0 1.0 0.0 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 1.0 0.0

teacher-guided 0.0046 0.0 0.0 0.1111 - 0.25 0.1667 0.0 1.0

Table A.9: ASR matrix for the Sonata dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0856 0.0989 0.0848 0.1436 - 0.1358 0.1151 0.1464 0.097

self-adaptive 0.082 0.0987 0.0818 0.1483 - 0.1352 0.1287 0.144 0.0877

teacher-guided 0.0779 0.0906 0.077 0.153 - 0.1333 0.1251 0.1486 0.0915

CNN
standard 0.1326 - - 0.1385 - 0.0793 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 0.1361 - - -

LSTM
standard 0.1144 - - 0.1524 - - 0.1143 - -

self-adaptive - - - - - - - 0.1458 -

teacher-guided 0.1033 - - 0.1701 - 0.1518 0.1623 - 0.0949

Table A.10: Perturbation matrix for the Sonata dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 29.25 41.37 24.5 43.06 - 40.98 35.3 50.0 28.04

self-adaptive 22.49 40.11 23.92 46.04 - 41.74 37.63 50.0 26.73

teacher-guided 21.72 27.0 29.34 44.95 - 40.96 37.5 50.0 28.79

CNN
standard 36.75 - - 40.55 - 22.0 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 40.61 - - -

LSTM
standard 31.12 - - 44.0 - - 33.76 - -

self-adaptive - - - - - - - 50.0 -

teacher-guided 27.88 - - 49.0 - 43.83 46.04 - 27.86

Table A.11: Steps matrix for the Sonata dataset under BIM attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.7788 0.487 0.8571 - - 0.8758 0.8838 0.7619

self-adaptive 0.0777 1.0 0.3116 0.5714 - - 0.8395 0.8187 0.6714

teacher-guided 0.0715 0.4678 1.0 0.4286 - - 0.8479 0.8081 0.6799

CNN
standard 0.0015 0.0023 0.0 1.0 - - 0.9034 0.8586 0.5632

self-adaptive 0.0 0.0 0.0 0.5 - - 0.8022 0.798 0.5789

teacher-guided 0.0015 0.0023 0.0 1.0 - - 0.8652 0.8788 0.7368

LSTM
standard 0.0015 0.0023 0.0033 0.0 - - 1.0 0.6263 0.0526

self-adaptive 0.0 0.0 0.0 0.0 - - 0.5281 1.0 0.1526

teacher-guided 0.0182 0.014 0.0066 1.0 - - 0.7708 0.9798 1.0

Table A.12: ASR matrix for the Sonata dataset under DeepFool attack with ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.1412 0.1313 0.1197 0.0968 - - 0.3006 0.2298 0.2266

self-adaptive 0.1966 0.1289 0.1208 0.1143 - - 0.3055 0.2341 0.2391

teacher-guided 0.1577 0.1337 0.1146 0.1082 - - 0.3056 0.2347 0.2342

CNN
standard 0.1801 0.132 - 0.0884 - - 0.3028 0.2358 0.2368

self-adaptive - - - 0.1111 - - 0.3056 0.2385 0.2362

teacher-guided 0.1801 0.132 - 0.0884 - - 0.3026 0.2338 0.2248

LSTM
standard 0.17 0.1686 0.098 - - - 0.2911 0.2145 0.2387

self-adaptive - - - - - - 0.3057 0.2199 0.2733

teacher-guided 0.1787 0.1395 0.1395 0.0884 - - 0.2972 0.2233 0.1918

Table A.13: Perturbation matrix for the Sonata dataset under DeepFool attack with
ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.01 2.0 1.75 1.0 - - 1.0 1.83 1.45

self-adaptive 1.01 1.97 1.67 1.0 - - 1.0 1.85 1.46

teacher-guided 1.01 1.68 1.73 1.0 - - 1.0 1.84 1.45

CNN
standard 1.0 1.5 - 1.0 - - 1.0 1.86 1.42

self-adaptive - - - 1.0 - - 1.0 1.88 1.41

teacher-guided 1.0 1.5 - 1.0 - - 1.0 1.85 1.45

LSTM
standard 1.0 2.0 1.4 - - - 1.0 1.62 1.41

self-adaptive - - - - - - 1.0 1.82 1.47

teacher-guided 1.02 1.64 1.83 1.0 - - 1.0 1.83 1.44

Table A.14: Steps matrix for the Sonata dataset under DeepFool attack with ε = 0.01.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.6929 0.4728 0.375 - 0.25 0.3333 - 0.3187

self-adaptive 0.0246 1.0 0.2676 0.0 - 0.0 0.2667 - 0.1209

teacher-guided 0.0314 0.5238 1.0 0.0625 - 0.0 0.2667 - 0.1319

CNN
standard 0.0 0.0 0.0 1.0 - 1.0 0.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 1.0 0.0 - 0.0

LSTM
standard 0.0 0.0 0.0 0.0 - 0.0 1.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 0.0 0.0 - 1.0

Table A.15: ASR matrix for the Sonata dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0565 0.0603 0.061 0.0624 - 0.064 0.0766 - 0.0639

self-adaptive 0.0603 0.0608 0.0602 - - - 0.0781 - 0.0633

teacher-guided 0.0565 0.0615 0.0608 0.0877 - - 0.0731 - 0.0629

CNN
standard - - - 0.059 - 0.0632 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 0.0632 - - -

LSTM
standard - - - - - - 0.0712 - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - - - - 0.0606

Table A.16: Perturbation matrix for the Sonata dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 25.28 17.74 18.2 16.33 - 19.0 34.7 - 21.12

self-adaptive 17.71 18.35 17.03 - - - 36.75 - 20.32

teacher-guided 14.48 18.53 18.37 20.0 - - 31.62 - 20.96

CNN
standard - - - 14.5 - 19.0 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 19.0 - - -

LSTM
standard - - - - - - 27.87 - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - - - - 18.88

Table A.17: Steps matrix for the Sonata dataset under PGD attack with ε = 0.1.



A| Appendix A 97

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.8012 0.1505 0.5 - 0.4308 0.3725 - 0.3035

self-adaptive 0.0237 1.0 0.0523 0.0625 - 0.1846 0.1961 - 0.1272

teacher-guided 0.0279 0.411 1.0 0.1875 - 0.2462 0.2451 - 0.1272

CNN
standard 0.0016 0.0 0.0 1.0 - 0.2857 0.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0 0.0 0.0 0.0 - 1.0 0.0 - 0.0

LSTM
standard 0.0 0.0 0.0 0.0 - 0.0 1.0 - 0.0

self-adaptive 0.0 0.0 0.0 0.0 - 0.0 0.0 - 0.0

teacher-guided 0.0016 0.0 0.0 0.0 - 0.1429 0.0 - 1.0

Table A.18: ASR matrix for the Sonata dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0984 0.103 0.0927 0.1103 - 0.1091 0.112 - 0.1075

self-adaptive 0.0994 0.1055 0.1013 0.1407 - 0.1089 0.1167 - 0.1057

teacher-guided 0.099 0.1067 0.1028 0.1206 - 0.1075 0.1201 - 0.101

CNN
standard 0.1271 - - 0.1033 - 0.1209 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 0.1101 - - -

LSTM
standard - - - - - - 0.1115 - -

self-adaptive - - - - - - - - -

teacher-guided 0.1016 - - - - 0.1182 - - 0.1044

Table A.19: Perturbation matrix for the Sonata dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 26.76 31.83 18.95 16.25 - 38.29 33.74 - 27.92

self-adaptive 19.36 31.91 18.98 23.0 - 42.25 36.95 - 27.25

teacher-guided 18.03 30.79 25.92 23.0 - 41.62 33.64 - 27.84

CNN
standard 34.67 - - 14.0 - 29.5 - - -

self-adaptive - - - - - - - - -

teacher-guided - - - - - 36.81 - - -

LSTM
standard - - - - - - 32.31 - -

self-adaptive - - - - - - - - -

teacher-guided 28.11 - - - - 41.0 - - 28.72

Table A.20: Steps matrix for the Sonata dataset under PGD attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.9824 0.9928 1.0 1.0 1.0 0.9697 1.0 1.0

self-adaptive 0.0124 1.0 0.4317 0.24 0.4167 0.5 0.3333 0.1579 0.2564

teacher-guided 0.0062 0.4075 1.0 0.26 0.4167 0.25 0.2727 0.1053 0.2051

CNN
standard 0.0 0.0 0.0017 1.0 0.0 0.0 0.0 0.0 0.0

self-adaptive 0.0 0.0 0.0 0.1 1.0 0.0 0.0 0.0 0.0

teacher-guided 0.0 0.0 0.0 0.1 0.0 1.0 0.0 0.0 0.0

LSTM
standard 0.0067 0.0053 0.0034 0.0 0.0 0.0 1.0 0.3333 0.3333

self-adaptive 0.0 0.0035 0.0034 0.0 0.0 0.0 0.0833 1.0 0.3333

teacher-guided 0.0 0.0018 0.0017 0.0 0.0 0.0 0.1667 0.3333 1.0

Table A.21: ASR matrix for the Soul dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0452 0.049 0.0503 0.0632 0.0686 0.0675 0.0424 0.0483 0.0569

self-adaptive 0.065 0.0493 0.0497 0.068 0.0672 0.0645 0.0454 0.0409 0.0585

teacher-guided 0.0667 0.0477 0.0504 0.0695 0.0672 0.0559 0.046 0.0392 0.0621

CNN
standard - - 0.076 0.0616 - - - - -

self-adaptive - - - 0.0721 0.0686 - - - -

teacher-guided - - - 0.0793 - 0.0675 - - -

LSTM
standard 0.0588 0.0443 0.0324 - - - 0.0453 0.0293 0.062

self-adaptive - 0.0533 0.0377 - - - 0.0116 0.0483 0.062

teacher-guided - 0.0652 0.0451 - - - 0.0274 0.0705 0.0569

Table A.22: Perturbation matrix for the Soul dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 11.93 13.5 14.49 16.9 18.0 19.0 11.38 12.92 15.51

self-adaptive 19.0 13.59 13.95 19.0 18.0 19.0 12.36 11.67 16.8

teacher-guided 17.0 13.21 14.53 19.31 18.0 19.0 12.61 10.75 18.0

CNN
standard - - 20.5 16.51 - - - - -

self-adaptive - - - 19.0 18.0 - - - -

teacher-guided - - - 22.0 - 19.0 - - -

LSTM
standard 15.0 12.67 8.57 - - - 12.18 8.0 17.0

self-adaptive - 15.5 10.17 - - - 3.0 12.92 17.0

teacher-guided - 19.67 12.0 - - - 7.16 19.0 15.51

Table A.23: Steps matrix for the Soul dataset under BIM attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.9771 0.9918 0.9969 0.9853 1.0 0.971 0.9863 0.9778

self-adaptive 0.0276 1.0 0.3738 0.3427 0.3382 0.3659 0.4174 0.3151 0.2741

teacher-guided 0.0069 0.4008 1.0 0.3209 0.3382 0.3415 0.3683 0.2603 0.2296

CNN
standard 0.0 0.0047 0.0012 1.0 0.8333 0.8571 0.1818 0.0 0.0

self-adaptive 0.0 0.0 0.0 0.0345 1.0 0.1429 0.0227 0.0 0.0

teacher-guided 0.0 0.0 0.0 0.0172 0.1667 1.0 0.0 0.0 0.0

LSTM
standard 0.0082 0.0071 0.0047 0.1207 0.0833 0.2857 1.0 0.5 0.5455

self-adaptive 0.0 0.0024 0.0024 0.0 0.0 0.1429 0.0682 1.0 0.3636

teacher-guided 0.0 0.0012 0.0012 0.0 0.0 0.1429 0.1136 0.3333 1.0

Table A.24: ASR matrix for the Soul dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0863 0.0933 0.0891 0.1303 0.1279 0.1421 0.1114 0.0809 0.1016

self-adaptive 0.1052 0.0936 0.0821 0.1317 0.1212 0.1391 0.1202 0.0991 0.1071

teacher-guided 0.0953 0.0925 0.0892 0.1316 0.1192 0.1438 0.1219 0.0995 0.1077

CNN
standard - 0.1188 0.076 0.13 0.1378 0.1452 0.1381 - -

self-adaptive - - - 0.117 0.1315 0.1717 0.1056 - -

teacher-guided - - - 0.0793 0.1348 0.1359 - - -

LSTM
standard 0.0958 0.0904 0.0791 0.1428 0.1148 0.1449 0.1149 0.0975 0.1141

self-adaptive - 0.0663 0.0567 - - 0.1717 0.0913 0.0817 0.1113

teacher-guided - 0.0652 0.0672 - - 0.1717 0.0983 0.0739 0.104

Table A.25: Perturbation matrix for the Soul dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 23.57 26.68 26.21 36.65 37.27 41.15 32.21 23.47 30.36

self-adaptive 29.75 26.79 23.99 38.82 36.57 42.13 34.52 29.74 32.19

teacher-guided 25.5 26.43 26.26 38.69 35.74 43.79 34.9 30.42 32.58

CNN
standard - 32.33 20.5 36.56 40.91 42.03 38.62 - -

self-adaptive - - - 33.0 38.74 50.0 28.0 - -

teacher-guided - - - 22.0 38.56 39.27 - - -

LSTM
standard 26.0 25.53 23.57 40.47 35.0 42.5 33.22 27.38 35.4

self-adaptive - 19.0 18.12 - - 50.0 24.77 23.67 33.46

teacher-guided - 19.67 21.33 - - 50.0 26.57 23.32 31.35

Table A.26: Steps matrix for the Soul dataset under BIM attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.9766 0.9883 1.0 1.0 - 0.9833 0.9737 0.976

self-adaptive 0.0356 1.0 0.5987 0.2881 0.25 - 0.511 0.4737 0.497

teacher-guided 0.0158 0.4971 1.0 0.322 0.25 - 0.4629 0.4298 0.491

CNN
standard 0.0 0.0119 0.0078 1.0 1.0 - 0.3368 0.1667 0.2

self-adaptive 0.0 0.0024 0.0 0.1 1.0 - 0.1579 0.0833 0.1333

teacher-guided 0.0 0.0012 0.0 0.1 0.0 - 0.0737 0.0833 0.0

LSTM
standard 0.0094 0.0119 0.01 0.2 0.0 - 1.0 0.6667 0.3333

self-adaptive 0.0 0.0036 0.0033 0.1 0.0 - 0.3263 1.0 0.4667

teacher-guided 0.0 0.0024 0.0022 0.1 0.0 - 0.2632 0.75 1.0

Table A.27: ASR matrix for the Soul dataset under DeepFool attack with ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.1455 0.153 0.1645 0.0855 0.0902 - 0.1498 0.1096 0.1216

self-adaptive 0.2986 0.1526 0.1867 0.108 0.1657 - 0.1881 0.1865 0.1688

teacher-guided 0.2333 0.1568 0.1645 0.1089 0.1657 - 0.194 0.198 0.1807

CNN
standard - 0.1818 0.1446 0.0818 0.0902 - 0.22 0.3465 0.2517

self-adaptive - 0.1563 - 0.0605 0.0902 - 0.2321 0.3489 0.2667

teacher-guided - 0.1387 - 0.0605 - - 0.2391 0.3489 -

LSTM
standard 0.199 0.1395 0.1521 0.096 - - 0.164 0.1668 0.1549

self-adaptive - 0.1102 0.1829 0.1184 - - 0.1958 0.1347 0.148

teacher-guided - 0.2286 0.2035 0.1184 - - 0.1905 0.1236 0.1351

Table A.28: Perturbation matrix for the Soul dataset under DeepFool attack with ε =

0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.39 1.6 1.98 1.08 2.0 - 1.34 1.18 1.69

self-adaptive 1.67 1.59 2.09 1.12 2.0 - 1.4 1.3 1.81

teacher-guided 1.75 1.44 1.98 1.11 2.0 - 1.41 1.33 1.79

CNN
standard - 1.69 2.09 1.11 2.0 - 1.55 2.0 3.0

self-adaptive - 1.57 - 1.0 2.0 - 1.31 2.0 3.0

teacher-guided - 1.33 - 1.0 - - 1.19 2.0 -

LSTM
standard 1.0 1.47 2.05 1.0 - - 1.37 1.36 1.47

self-adaptive - 1.33 2.91 1.0 - - 1.51 1.25 1.9

teacher-guided - 2.0 3.38 1.0 - - 1.49 1.22 1.85

Table A.29: Steps matrix for the Soul dataset under DeepFool attack with ε = 0.01.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.9823 0.9927 1.0 1.0 1.0 0.9697 1.0 1.0

self-adaptive 0.0124 1.0 0.4514 0.22 0.4167 0.5 0.3561 0.1579 0.2308

teacher-guided 0.0062 0.4097 1.0 0.3 0.4167 0.25 0.2727 0.0789 0.2308

CNN
standard 0.0 0.0 0.0 1.0 0.0 0.0 0.0 0.0 0.0

self-adaptive 0.0 0.0 0.0 0.1 1.0 0.0 0.0 0.0 0.0

teacher-guided 0.0 0.0 0.0 0.1 0.0 1.0 0.0 0.0 0.0

LSTM
standard 0.0067 0.0053 0.0034 0.0 0.0 0.0 1.0 0.3333 0.3333

self-adaptive 0.0 0.0036 0.0034 0.0 0.0 0.0 0.0833 1.0 0.3333

teacher-guided 0.0 0.0018 0.0017 0.0 0.0 0.0 0.1667 0.3333 1.0

Table A.30: ASR matrix for the Soul dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0583 0.0597 0.0617 0.0674 0.0675 0.073 0.0587 0.0584 0.0657

self-adaptive 0.0669 0.0599 0.0603 0.0721 0.0628 0.0723 0.0591 0.0568 0.0686

teacher-guided 0.0696 0.0585 0.0617 0.0699 0.0628 0.0686 0.058 0.0515 0.0686

CNN
standard - - - 0.0662 - - - - -

self-adaptive - - - 0.0738 0.0675 - - - -

teacher-guided - - - 0.0819 - 0.073 - - -

LSTM
standard 0.0603 0.0571 0.0602 - - - 0.0605 0.0497 0.0641

self-adaptive - 0.0637 0.063 - - - 0.046 0.0584 0.0641

teacher-guided - 0.0712 0.0699 - - - 0.0489 0.0727 0.0657

Table A.31: Perturbation matrix for the Soul dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 15.22 17.23 17.72 23.9 25.0 28.0 14.97 12.26 22.21

self-adaptive 27.0 17.47 16.14 28.27 25.0 28.0 16.17 10.0 26.89

teacher-guided 26.0 16.08 17.82 27.0 25.0 28.0 16.11 1.0 26.89

CNN
standard - - - 23.14 - - - - -

self-adaptive - - - 28.0 25.0 - - - -

teacher-guided - - - 34.0 - 28.0 - - -

LSTM
standard 27.0 16.33 14.0 - - - 16.36 1.0 23.0

self-adaptive - 20.5 15.83 - - - 4.0 12.26 23.0

teacher-guided - 27.0 15.5 - - - 8.68 28.0 22.21

Table A.32: Steps matrix for the Soul dataset under PGD attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.9787 0.9947 0.9929 1.0 1.0 0.9714 0.9844 0.9706

self-adaptive 0.0315 1.0 0.4124 0.35 0.3636 0.2667 0.3857 0.2188 0.2157

teacher-guided 0.0135 0.4323 1.0 0.3143 0.3333 0.2 0.319 0.1719 0.2157

CNN
standard 0.0 0.0054 0.0027 1.0 0.6667 0.6667 0.15 0.2 0.0

self-adaptive 0.0 0.0 0.0 0.04 1.0 0.0 0.05 0.0 0.0

teacher-guided 0.0 0.0 0.0 0.0 0.1667 1.0 0.0 0.0 0.0

LSTM
standard 0.0102 0.0068 0.0053 0.12 0.1667 0.0 1.0 0.4 0.5

self-adaptive 0.0 0.0027 0.0027 0.04 0.0 0.0 0.1 1.0 0.375

teacher-guided 0.0 0.0014 0.0013 0.04 0.0 0.0 0.15 0.4 1.0

Table A.33: ASR matrix for the Soul dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0989 0.1044 0.1056 0.1183 0.1113 0.107 0.1047 0.1094 0.1081

self-adaptive 0.1087 0.1044 0.1037 0.1239 0.0983 0.117 0.1066 0.1149 0.1015

teacher-guided 0.0926 0.1033 0.1055 0.1221 0.0997 0.1163 0.1091 0.1144 0.102

CNN
standard - 0.113 0.106 0.1169 0.1174 0.1068 0.1179 0.1109 -

self-adaptive - - - 0.0983 0.1166 - 0.1187 - -

teacher-guided - - - - 0.1114 0.107 - - -

LSTM
standard 0.113 0.1112 0.1104 0.1376 0.1106 - 0.1054 0.1108 0.1041

self-adaptive - 0.1006 0.1124 0.1412 - - 0.1041 0.1095 0.1103

teacher-guided - 0.1005 0.1335 0.1412 - - 0.1 0.118 0.1081

Table A.34: Perturbation matrix for the Soul dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 19.92 23.32 22.43 36.96 38.24 38.0 24.27 25.19 29.27

self-adaptive 35.29 23.48 19.08 41.02 38.17 35.75 26.01 35.43 28.59

teacher-guided 27.67 21.83 22.49 39.7 37.0 32.0 26.85 35.09 31.77

CNN
standard - 22.56 21.4 36.21 43.41 40.18 41.73 44.0 -

self-adaptive - - - 30.0 41.41 - 37.0 - -

teacher-guided - - - - 43.0 38.0 - - -

LSTM
standard 30.5 20.24 27.26 47.21 46.0 - 25.57 21.0 26.04

self-adaptive - 15.57 19.75 48.0 - - 20.5 25.44 32.85

teacher-guided - 19.67 11.67 48.0 - - 17.86 38.59 29.24

Table A.35: Steps matrix for the Soul dataset under PGD attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 1.0 1.0 - 1.0 1.0 1.0 1.0

self-adaptive - - 0.0 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - - 1.0 0.0 - 0.0 0.0 0.0 0.0

CNN
standard - - 0.0194 1.0 - 0.0 0.0 0.0 0.0

self-adaptive - - 0.0097 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - - 0.0097 0.0 - 1.0 0.0 0.0 0.0

LSTM
standard - - 0.0291 0.1667 - 0.0 1.0 1.0 0.0

self-adaptive - - 0.0097 0.0 - 0.0 0.0 1.0 0.0

teacher-guided - - 0.0097 0.0 - 0.0 0.0 0.25 1.0

Table A.36: ASR matrix for the Spark dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 0.0534 0.0708 - 0.0756 0.0526 0.0695 0.0458

self-adaptive - - - - - - - - -

teacher-guided - - 0.0534 - - - - - -

CNN
standard - - 0.0534 0.0708 - - - - -

self-adaptive - - 0.0534 - - - - - -

teacher-guided - - 0.0534 - - 0.0756 - - -

LSTM
standard - - 0.0534 0.0795 - - 0.0526 0.0695 -

self-adaptive - - 0.0534 - - - - 0.0695 -

teacher-guided - - 0.0534 - - - - 0.0784 0.0458

Table A.37: Perturbation matrix for the Spark dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 18.0 19.05 - 24.44 15.35 21.97 18.57

self-adaptive - - - - - - - - -

teacher-guided - - 18.0 - - - - - -

CNN
standard - - 18.0 19.05 - - - - -

self-adaptive - - 18.0 - - - - - -

teacher-guided - - 18.0 - - 24.44 - - -

LSTM
standard - - 18.0 21.0 - - 15.35 21.97 -

self-adaptive - - 18.0 - - - - 21.97 -

teacher-guided - - 18.0 - - - - 25.0 18.57

Table A.38: Steps matrix for the Spark dataset under BIM attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 1.0 1.0 - 1.0 1.0 1.0 1.0

self-adaptive - 1.0 0.0 0.0429 - 0.0405 0.0118 0.1603 0.2201

teacher-guided - 1.0 1.0 0.2302 - 0.5946 0.6003 0.0 0.444

CNN
standard - 0.0777 0.0194 1.0 - 0.1316 0.0758 0.1429 0.1071

self-adaptive - 0.0097 0.0097 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - 0.0291 0.0097 0.0 - 1.0 0.0 0.0 0.1429

LSTM
standard - 0.3107 0.0291 0.5556 - 0.1053 1.0 0.7857 0.0714

self-adaptive - 0.1262 0.0097 0.0889 - 0.0526 0.0 1.0 0.1071

teacher-guided - 0.0583 0.0097 0.0 - 0.0789 0.0 0.0714 1.0

Table A.39: ASR matrix for the Spark dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0926 0.0534 0.1508 - 0.1199 0.1191 0.1096 0.095

self-adaptive - 0.0926 - 0.1692 - 0.1073 0.1373 0.1504 0.1178

teacher-guided - 0.0926 0.0534 0.1508 - 0.1336 0.1426 - 0.1149

CNN
standard - 0.0926 0.0534 0.1508 - 0.1149 0.1406 0.1281 0.1178

self-adaptive - 0.0926 0.0534 - - - - - -

teacher-guided - 0.0926 0.0534 - - 0.1199 - - 0.1137

LSTM
standard - 0.0926 0.0534 0.1608 - 0.1178 0.1191 0.1077 0.08

self-adaptive - 0.0926 0.0534 0.1578 - 0.1277 - 0.1096 0.0959

teacher-guided - 0.0926 0.0534 - - 0.1289 - 0.0784 0.095

Table A.40: Perturbation matrix for the Spark dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 44.0 18.0 42.39 - 41.56 34.86 35.42 38.44

self-adaptive - 44.0 - 48.84 - 46.07 47.12 49.48 48.07

teacher-guided - 44.0 18.0 46.25 - 44.94 41.66 - 46.14

CNN
standard - 44.0 18.0 42.39 - 38.22 41.21 40.6 46.29

self-adaptive - 44.0 18.0 - - - - - -

teacher-guided - 44.0 18.0 - - 41.56 - - 45.15

LSTM
standard - 44.0 18.0 44.94 - 39.83 34.86 34.84 32.33

self-adaptive - 44.0 18.0 43.95 - 44.5 - 35.42 38.45

teacher-guided - 44.0 18.0 - - 45.03 - 25.0 38.44

Table A.41: Steps matrix for the Spark dataset under BIM attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 0.999 1.0 0.9988

self-adaptive - 1.0 - 0.622 0.7094 0.4672 0.6126 0.8857 0.8916

teacher-guided - 1.0 - 0.7063 0.819 0.6589 0.7141 0.9304 0.9236

CNN
standard - 0.068 - 1.0 1.0 0.1375 0.4043 0.84 0.7284

self-adaptive - 0.0097 - 0.5446 1.0 0.025 0.2553 0.7 0.5926

teacher-guided - 0.0485 - 0.3861 0.8537 1.0 0.4043 0.82 0.8889

LSTM
standard - 0.2816 - 0.7822 0.9634 0.3375 1.0 0.96 0.9136

self-adaptive - 0.1262 - 0.4257 0.6707 0.225 0.4787 1.0 0.8395

teacher-guided - 0.1359 - 0.198 0.5488 0.325 0.4149 0.86 1.0

Table A.42: ASR matrix for the Spark dataset under DeepFool attack with ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0692 - 0.2061 0.2177 0.1279 0.1636 0.2215 0.232

self-adaptive - 0.0692 - 0.2882 0.2777 0.225 0.2409 0.2458 0.2526

teacher-guided - 0.0692 - 0.2667 0.2564 0.1832 0.2165 0.2363 0.2464

CNN
standard - 0.0693 - 0.2061 0.2177 0.1764 0.2743 0.2465 0.2593

self-adaptive - 0.0694 - 0.2373 0.2177 0.2166 0.3333 0.2645 0.2713

teacher-guided - 0.0693 - 0.2457 0.2237 0.1279 0.2706 0.2491 0.2476

LSTM
standard - 0.0692 - 0.2209 0.2194 0.1611 0.1638 0.2251 0.2411

self-adaptive - 0.0693 - 0.2433 0.2345 0.1814 0.2524 0.2215 0.2449

teacher-guided - 0.0692 - 0.2338 0.2297 0.1596 0.2696 0.2425 0.232

Table A.43: Perturbation matrix for the Spark dataset under DeepFool attack with ε =

0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.03 1.05 2.04 1.06 1.0 1.0

self-adaptive - 1.0 - 1.01 1.05 2.18 1.06 1.0 1.0

teacher-guided - 1.0 - 1.01 1.06 2.12 1.06 1.0 1.0

CNN
standard - 1.0 - 1.03 1.05 2.35 1.02 1.0 1.0

self-adaptive - 1.0 - 1.0 1.05 3.0 1.0 1.0 1.0

teacher-guided - 1.0 - 1.0 1.05 2.04 1.0 1.0 1.0

LSTM
standard - 1.0 - 1.02 1.05 2.09 1.06 1.0 1.0

self-adaptive - 1.0 - 1.02 1.04 2.34 1.0 1.0 1.0

teacher-guided - 1.0 - 1.05 1.05 2.06 1.0 1.0 1.0

Table A.44: Steps matrix for the Spark dataset under DeepFool attack with ε = 0.01.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 1.0 1.0 - 1.0 1.0 1.0 1.0

self-adaptive - - 0.0 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - - 1.0 0.0227 - 0.0 0.0 0.0 0.0

CNN
standard - - 0.0194 1.0 - 0.0 0.0 0.0 0.0

self-adaptive - - 0.0097 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - - 0.0097 0.0 - 1.0 0.0 0.0 0.0

LSTM
standard - - 0.0388 0.1667 - 0.0 1.0 1.0 0.0

self-adaptive - - 0.0097 0.0 - 0.0 0.0 1.0 0.0

teacher-guided - - 0.0097 0.0 - 0.0 0.0 0.25 1.0

Table A.45: ASR matrix for the Spark dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 0.0612 0.0749 - 0.0746 0.0594 0.0696 0.0454

self-adaptive - - - - - - - - -

teacher-guided - - 0.0612 0.0765 - - - - -

CNN
standard - - 0.0597 0.0749 - - - - -

self-adaptive - - 0.0542 - - - - - -

teacher-guided - - 0.0542 - - 0.0746 - - -

LSTM
standard - - 0.0619 0.0827 - - 0.0594 0.0696 -

self-adaptive - - 0.0542 - - - - 0.0696 -

teacher-guided - - 0.0542 - - - - 0.0765 0.0454

Table A.46: Perturbation matrix for the Spark dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - - 18.19 18.86 - 33.75 14.35 26.22 18.87

self-adaptive - - - - - - - - -

teacher-guided - - 18.19 23.0 - - - - -

CNN
standard - - 17.38 18.86 - - - - -

self-adaptive - - 20.0 - - - - - -

teacher-guided - - 20.0 - - 33.75 - - -

LSTM
standard - - 19.18 22.0 - - 14.35 26.22 -

self-adaptive - - 20.0 - - - - 26.22 -

teacher-guided - - 20.0 - - - - 39.0 18.87

Table A.47: Steps matrix for the Spark dataset under PGD attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 1.0 1.0 - 1.0 1.0 1.0 1.0

self-adaptive - 1.0 0.0039 0.0356 - 0.03 0.0422 0.2545 0.2057

teacher-guided - 0.7236 1.0 0.2267 - 0.397 0.5156 0.0182 0.3714

CNN
standard - 0.0196 0.0291 1.0 - 0.1429 0.0741 0.1667 0.0556

self-adaptive - 0.0098 0.0097 0.0 - 0.0 0.0 0.0 0.0

teacher-guided - 0.0098 0.0097 0.0 - 1.0 0.0 0.0 0.0556

LSTM
standard - 0.1275 0.0583 0.4 - 0.1786 1.0 0.75 0.1667

self-adaptive - 0.049 0.0097 0.12 - 0.0714 0.0 1.0 0.1111

teacher-guided - 0.0294 0.0097 0.0 - 0.0357 0.0 0.0833 1.0

Table A.48: ASR matrix for the Spark dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.099 0.0891 0.1416 - 0.1172 0.121 0.1094 0.0914

self-adaptive - 0.099 0.094 0.1633 - 0.1488 0.1513 0.1328 0.1096

teacher-guided - 0.0963 0.0891 0.1401 - 0.1332 0.1333 0.0831 0.1041

CNN
standard - 0.0939 0.0893 0.1416 - 0.1184 0.1292 0.1233 0.1059

self-adaptive - 0.0755 0.0676 - - - - - -

teacher-guided - 0.0755 0.0676 - - 0.1172 - - 0.0938

LSTM
standard - 0.0956 0.0867 0.1532 - 0.1107 0.121 0.1061 0.0879

self-adaptive - 0.0933 0.0676 0.1549 - 0.1138 - 0.1094 0.0883

teacher-guided - 0.091 0.0676 - - 0.12 - 0.0969 0.0914

Table A.49: Perturbation matrix for the Spark dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 30.34 14.52 34.89 - 38.68 29.86 30.85 32.85

self-adaptive - 30.34 1.5 38.12 - 44.0 38.0 38.46 41.67

teacher-guided - 28.53 14.52 36.76 - 40.53 35.52 13.0 37.34

CNN
standard - 25.2 15.64 34.89 - 38.97 35.18 36.2 40.0

self-adaptive - 22.5 7.5 - - - - - -

teacher-guided - 22.5 7.5 - - 38.68 - - 45.0

LSTM
standard - 29.89 13.54 39.78 - 35.45 29.86 28.22 33.31

self-adaptive - 28.92 7.5 43.17 - 37.44 - 30.85 33.89

teacher-guided - 28.89 7.5 - - 45.0 - 21.0 32.85

Table A.50: Steps matrix for the Spark dataset under PGD attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

self-adaptive - 1.0 - 1.0 1.0 0.9981 1.0 0.9532 0.9924

teacher-guided - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

CNN
standard - 0.4209 - 1.0 0.9143 0.9034 0.75 1.0 0.9647

self-adaptive - 0.4192 - 0.0326 1.0 0.5379 0.5714 0.9 0.5882

teacher-guided - 0.4198 - 0.0163 0.2952 1.0 0.5357 0.9 0.5294

LSTM
standard - 0.4164 - 0.0272 0.0857 0.1103 1.0 0.625 0.2353

self-adaptive - 0.3493 - 0.0109 0.0952 0.0828 0.3214 1.0 0.1765

teacher-guided - 0.3823 - 0.0272 0.2952 0.2897 0.3571 0.7 1.0

Table A.51: ASR matrix for the Impala dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0294 - 0.059 0.0335 0.035 0.0429 0.035 0.0245

self-adaptive - 0.0294 - 0.059 0.0335 0.035 0.0429 0.0364 0.0246

teacher-guided - 0.0294 - 0.059 0.0335 0.035 0.0429 0.035 0.0245

CNN
standard - 0.0107 - 0.0533 0.0337 0.0337 0.0431 0.036 0.0254

self-adaptive - 0.0107 - 0.034 0.0332 0.0295 0.0434 0.035 0.026

teacher-guided - 0.0107 - 0.0514 0.032 0.0347 0.0426 0.0376 0.0263

LSTM
standard - 0.0106 - 0.0318 0.0296 0.0338 0.042 0.0369 0.0299

self-adaptive - 0.0106 - 0.0481 0.0277 0.0224 0.0412 0.036 0.0237

teacher-guided - 0.0106 - 0.037 0.0272 0.0258 0.0365 0.0349 0.0251

Table A.52: Perturbation matrix for the Impala dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 8.58 - 16.18 11.51 13.82 13.87 14.35 9.8

self-adaptive - 8.58 - 16.18 11.51 13.84 13.87 14.95 9.84

teacher-guided - 8.58 - 16.18 11.51 13.82 13.87 14.35 9.8

CNN
standard - 3.12 - 15.13 11.71 13.51 14.74 14.86 10.43

self-adaptive - 3.11 - 12.6 11.44 12.41 15.16 14.52 10.89

teacher-guided - 3.12 - 18.67 10.75 13.73 14.93 15.49 10.97

LSTM
standard - 3.1 - 12.03 9.47 11.04 14.06 15.39 13.21

self-adaptive - 3.08 - 24.5 10.03 10.2 15.18 14.86 10.44

teacher-guided - 3.1 - 16.62 10.32 12.09 13.66 14.5 10.27

Table A.53: Steps matrix for the Impala dataset under BIM attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

self-adaptive - 1.0 - 1.0 1.0 0.9988 1.0 0.9767 0.9957

teacher-guided - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

CNN
standard - 0.4209 - 1.0 0.9429 0.867 0.8077 0.9867 0.953

self-adaptive - 0.4192 - 0.0108 1.0 0.4464 0.6154 0.88 0.6376

teacher-guided - 0.4198 - 0.0072 0.2743 1.0 0.5962 0.8133 0.5302

LSTM
standard - 0.4164 - 0.0179 0.0971 0.103 1.0 0.5733 0.2953

self-adaptive - 0.3493 - 0.0036 0.0571 0.0558 0.2692 1.0 0.1544

teacher-guided - 0.3823 - 0.009 0.2057 0.2189 0.3269 0.7067 1.0

Table A.54: ASR matrix for the Impala dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0294 - 0.1158 0.0677 0.0611 0.0812 0.0611 0.052

self-adaptive - 0.0294 - 0.1158 0.0677 0.0611 0.0812 0.0625 0.0521

teacher-guided - 0.0294 - 0.1158 0.0677 0.0611 0.0812 0.0611 0.052

CNN
standard - 0.0107 - 0.1071 0.0679 0.0576 0.0804 0.0594 0.0526

self-adaptive - 0.0107 - 0.034 0.0662 0.044 0.0803 0.0587 0.0579

teacher-guided - 0.0107 - 0.0663 0.0597 0.0601 0.0808 0.0583 0.0558

LSTM
standard - 0.0106 - 0.0784 0.0771 0.0609 0.0777 0.0587 0.0679

self-adaptive - 0.0106 - 0.0481 0.0277 0.0293 0.0672 0.0598 0.0431

teacher-guided - 0.0106 - 0.037 0.0361 0.0346 0.0689 0.0586 0.053

Table A.55: Perturbation matrix for the Impala dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 8.58 - 32.94 22.97 23.78 27.63 27.15 22.44

self-adaptive - 8.58 - 32.94 22.97 23.81 27.63 27.75 22.52

teacher-guided - 8.58 - 32.94 22.97 23.78 27.63 27.15 22.44

CNN
standard - 3.12 - 31.14 23.23 22.69 28.39 25.9 22.89

self-adaptive - 3.11 - 12.6 22.63 18.93 29.13 25.4 25.36

teacher-guided - 3.12 - 23.21 20.23 23.49 29.4 24.85 24.11

LSTM
standard - 3.1 - 26.29 23.75 19.61 26.98 24.63 29.54

self-adaptive - 3.08 - 24.5 10.03 13.65 25.43 26.15 20.29

teacher-guided - 3.1 - 16.62 14.3 16.52 26.79 25.63 23.09

Table A.56: Steps matrix for the Impala dataset under BIM attack with ε = 0.2.



110 A| Appendix A

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

self-adaptive - 1.0 - 1.0 1.0 1.0 1.0 1.0 0.9977

teacher-guided - 1.0 - 1.0 1.0 1.0 1.0 1.0 0.5194

CNN
standard - 0.3755 - 1.0 0.9655 0.6667 0.9421 1.0 0.1226

self-adaptive - 0.3736 - 0.0308 1.0 0.1667 0.7355 0.9444 0.0387

teacher-guided - 0.3742 - 0.0154 0.4483 1.0 0.7231 0.7963 0.0323

LSTM
standard - 0.3718 - 0.0769 0.2069 0.0 1.0 0.0556 0.0452

self-adaptive - 0.3098 - 0.0154 0.0345 0.0 0.4504 1.0 0.0

teacher-guided - 0.3387 - 0.0462 0.069 0.0 0.0248 0.3519 1.0

Table A.57: ASR matrix for the Impala dataset under DeepFool attack with ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0198 - 0.0442 0.105 0.1093 0.324 0.1613 0.4106

self-adaptive - 0.0198 - 0.0442 0.105 0.1093 0.324 0.1613 0.4113

teacher-guided - 0.0198 - 0.0442 0.105 0.1093 0.324 0.1613 0.3696

CNN
standard - 0.0064 - 0.0459 0.1052 0.116 0.324 0.1577 0.2294

self-adaptive - 0.0063 - 0.0345 0.1031 0.1945 0.3357 0.1598 0.1327

teacher-guided - 0.0064 - 0.0464 0.1103 0.1181 0.3383 0.1747 0.1711

LSTM
standard - 0.0063 - 0.0324 0.1025 - 0.3187 0.0677 0.1405

self-adaptive - 0.0063 - 0.0464 0.1051 - 0.345 0.1577 -

teacher-guided - 0.0063 - 0.0248 0.0528 - 0.0496 0.1301 0.3948

Table A.58: Perturbation matrix for the Impala dataset under DeepFool attack with
ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.09 1.33 1.91 1.05 1.1 6.13

self-adaptive - 1.0 - 1.09 1.33 1.91 1.05 1.1 6.12

teacher-guided - 1.0 - 1.09 1.33 1.91 1.05 1.1 6.14

CNN
standard - 1.0 - 1.08 1.3 2.0 1.07 1.1 7.76

self-adaptive - 1.0 - 1.0 1.32 2.0 1.07 1.11 7.44

teacher-guided - 1.0 - 1.0 1.28 2.02 1.05 1.02 7.96

LSTM
standard - 1.0 - 1.0 1.0 - 1.06 1.29 8.43

self-adaptive - 1.0 - 1.0 1.0 - 1.06 1.1 -

teacher-guided - 1.0 - 1.0 1.0 - 2.0 1.31 6.24

Table A.59: Steps matrix for the Impala dataset under DeepFool attack with ε = 0.01.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

self-adaptive - 1.0 - 1.0 1.0 0.9991 1.0 1.0 0.9943

teacher-guided - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

CNN
standard - 0.4209 - 1.0 0.9245 0.8912 0.75 1.0 0.9765

self-adaptive - 0.4192 - 0.0435 1.0 0.517 0.5714 0.925 0.5882

teacher-guided - 0.4204 - 0.0163 0.3019 1.0 0.5357 0.9 0.5294

LSTM
standard - 0.4164 - 0.0272 0.0849 0.1088 1.0 0.625 0.2353

self-adaptive - 0.3487 - 0.0109 0.0943 0.0816 0.3214 1.0 0.1647

teacher-guided - 0.3817 - 0.0272 0.283 0.2857 0.3571 0.75 1.0

Table A.60: ASR matrix for the Impala dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0354 - 0.0663 0.0461 0.0463 0.0519 0.0443 0.0383

self-adaptive - 0.0354 - 0.0663 0.0461 0.0463 0.0519 0.0443 0.0385

teacher-guided - 0.0354 - 0.0663 0.0461 0.0463 0.0519 0.0443 0.0383

CNN
standard - 0.0291 - 0.0618 0.0458 0.0446 0.0494 0.0446 0.038

self-adaptive - 0.0291 - 0.0449 0.0459 0.0411 0.0487 0.0441 0.0374

teacher-guided - 0.0291 - 0.057 0.0451 0.0457 0.0465 0.0452 0.0374

LSTM
standard - 0.0291 - 0.0467 0.0503 0.0511 0.0497 0.0446 0.037

self-adaptive - 0.0292 - 0.0509 0.0402 0.0356 0.0448 0.0446 0.0361

teacher-guided - 0.0291 - 0.0453 0.0419 0.0365 0.041 0.0438 0.0379

Table A.61: Perturbation matrix for the Impala dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 3.37 - 20.97 12.1 16.03 15.2 13.65 10.77

self-adaptive - 3.37 - 20.97 12.1 16.05 15.2 13.65 10.82

teacher-guided - 3.37 - 20.97 12.1 16.03 15.2 13.65 10.77

CNN
standard - 1.18 - 18.58 12.27 15.0 15.47 13.7 10.7

self-adaptive - 1.18 - 10.64 12.0 13.7 15.83 13.54 10.39

teacher-guided - 1.18 - 20.0 10.65 15.66 14.86 14.06 10.38

LSTM
standard - 1.17 - 7.96 10.95 12.62 15.02 13.53 10.9

self-adaptive - 1.17 - 17.0 9.44 10.9 15.45 13.7 10.24

teacher-guided - 1.17 - 13.0 11.25 12.34 13.01 13.63 10.63

Table A.62: Steps matrix for the Impala dataset under PGD attack with ε = 0.1.



112 A| Appendix A

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

self-adaptive - 1.0 - 0.9995 1.0 1.0 1.0 1.0 0.9966

teacher-guided - 1.0 - 1.0 1.0 1.0 1.0 1.0 1.0

CNN
standard - 0.4209 - 1.0 0.9554 0.8925 0.8222 0.9867 0.9514

self-adaptive - 0.4192 - 0.0231 1.0 0.4486 0.6667 0.9067 0.625

teacher-guided - 0.4209 - 0.0086 0.2739 1.0 0.6222 0.8 0.5347

LSTM
standard - 0.4164 - 0.0231 0.0828 0.1121 1.0 0.5333 0.2778

self-adaptive - 0.3481 - 0.0058 0.0637 0.0701 0.3111 1.0 0.1597

teacher-guided - 0.3805 - 0.0144 0.2293 0.2336 0.3778 0.7333 1.0

Table A.63: ASR matrix for the Impala dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 0.0562 - 0.1059 0.0843 0.0792 0.0913 0.0813 0.0749

self-adaptive - 0.0562 - 0.1059 0.0843 0.0792 0.0913 0.0813 0.0751

teacher-guided - 0.0562 - 0.1059 0.0843 0.0792 0.0913 0.0813 0.0749

CNN
standard - 0.0541 - 0.1019 0.0848 0.0782 0.089 0.0792 0.0742

self-adaptive - 0.0541 - 0.0715 0.0846 0.0724 0.0879 0.0794 0.0756

teacher-guided - 0.0541 - 0.091 0.0819 0.0793 0.0855 0.0774 0.0756

LSTM
standard - 0.0541 - 0.0952 0.0932 0.0883 0.0877 0.077 0.0788

self-adaptive - 0.0543 - 0.0695 0.0607 0.0664 0.0787 0.0794 0.0687

teacher-guided - 0.0541 - 0.0671 0.0717 0.0658 0.0805 0.0776 0.0749

Table A.64: Perturbation matrix for the Impala dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard - 2.08 - 29.48 18.1 20.03 21.61 24.18 22.08

self-adaptive - 2.08 - 29.48 18.1 20.03 21.61 24.18 22.15

teacher-guided - 2.08 - 29.48 18.1 20.03 21.61 24.18 22.08

CNN
standard - 1.11 - 26.75 18.57 19.4 23.06 21.94 21.35

self-adaptive - 1.11 - 8.3 18.2 16.86 23.97 21.84 22.42

teacher-guided - 1.11 - 26.24 15.55 19.97 23.51 19.77 21.79

LSTM
standard - 1.11 - 22.58 16.29 16.01 21.17 18.65 24.17

self-adaptive - 1.11 - 10.0 6.43 13.31 21.02 22.23 18.37

teacher-guided - 1.11 - 9.57 13.12 14.17 23.17 21.78 21.94

Table A.65: Steps matrix for the Impala dataset under PGD attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.5788 0.9101 0.9026 0.9327 0.9312 0.9194 0.9544 0.9776

self-adaptive 0.5649 1.0 0.9127 0.9123 0.946 0.9825 0.9243 0.9658 0.9803

teacher-guided 0.8621 0.8721 1.0 0.8352 0.7756 0.7492 0.6952 0.496 0.4973

CNN
standard 0.7369 0.7324 0.7808 1.0 0.7929 0.8363 0.8907 0.8832 0.9019

self-adaptive 0.6945 0.6971 0.6867 0.2228 1.0 0.6847 0.7936 0.777 0.8084

teacher-guided 0.6549 0.6722 0.5714 0.1432 0.2801 1.0 0.6953 0.6673 0.6986

LSTM
standard 0.6365 0.6349 0.5207 0.0979 0.2249 0.2853 1.0 0.446 0.4743

self-adaptive 0.6789 0.6784 0.5903 0.1212 0.2406 0.3769 0.6314 1.0 0.6472

teacher-guided 0.6549 0.6411 0.4286 0.0918 0.2249 0.3183 0.5921 0.5062 1.0

Table A.66: ASR matrix for the Forester dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0448 0.0522 0.0146 0.0424 0.0396 0.0388 0.0422 0.043 0.0357

self-adaptive 0.0423 0.0472 0.0147 0.0424 0.0398 0.0391 0.042 0.0433 0.0359

teacher-guided 0.0444 0.0473 0.017 0.042 0.0393 0.0399 0.0429 0.0427 0.0332

CNN
standard 0.0445 0.0495 0.0241 0.0423 0.0402 0.0381 0.0433 0.0422 0.0328

self-adaptive 0.0446 0.0499 0.0251 0.0358 0.0394 0.0382 0.043 0.0427 0.0333

teacher-guided 0.0448 0.05 0.0266 0.0382 0.0383 0.0382 0.0426 0.042 0.0326

LSTM
standard 0.044 0.0488 0.0275 0.0415 0.0383 0.0349 0.0429 0.0416 0.0339

self-adaptive 0.0447 0.0496 0.0266 0.038 0.0377 0.0359 0.0421 0.0428 0.0334

teacher-guided 0.0444 0.0498 0.0311 0.037 0.0363 0.0347 0.0429 0.0425 0.0332

Table A.67: Perturbation matrix for the Forester dataset under BIM attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 12.27 13.65 4.25 13.11 13.19 13.67 13.14 13.09 12.7

self-adaptive 11.82 13.03 4.27 13.15 13.23 13.86 13.09 13.17 12.73

teacher-guided 12.25 13.08 4.97 13.07 12.99 13.62 13.19 13.78 12.35

CNN
standard 12.01 12.81 6.89 13.08 13.35 13.67 13.05 12.91 12.38

self-adaptive 12.03 12.9 7.15 10.99 13.03 13.63 12.97 13.04 12.53

teacher-guided 12.07 12.93 7.57 11.55 12.75 13.61 12.82 12.89 12.43

LSTM
standard 11.86 12.63 7.81 12.92 12.85 12.53 12.96 12.86 12.85

self-adaptive 12.05 12.86 7.57 11.83 12.55 13.13 12.71 13.11 12.5

teacher-guided 11.98 12.89 8.79 11.04 11.82 12.55 12.72 13.06 12.54

Table A.68: Steps matrix for the Forester dataset under BIM attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.5571 0.8778 0.8708 0.9109 0.9047 0.9205 0.9568 0.9806

self-adaptive 0.423 1.0 0.8811 0.8799 0.9176 0.9388 0.9248 0.9627 0.9827

teacher-guided 0.6474 0.8568 1.0 0.7797 0.7297 0.7112 0.6848 0.501 0.5086

CNN
standard 0.7981 0.7131 0.7672 1.0 0.8321 0.8018 0.9052 0.8841 0.9125

self-adaptive 0.7684 0.6804 0.6754 0.1641 1.0 0.6213 0.8083 0.7601 0.8134

teacher-guided 0.7409 0.646 0.5631 0.1059 0.2697 1.0 0.6992 0.6577 0.6976

LSTM
standard 0.7253 0.6048 0.5142 0.1031 0.2162 0.2561 1.0 0.4501 0.4659

self-adaptive 0.7595 0.6478 0.5817 0.1248 0.2308 0.3333 0.6153 1.0 0.6306

teacher-guided 0.7439 0.6186 0.4262 0.0912 0.2015 0.2695 0.5471 0.5211 1.0

Table A.69: ASR matrix for the Forester dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.0877 0.0775 0.0152 0.0728 0.0721 0.0669 0.0778 0.0774 0.0626

self-adaptive 0.0665 0.0741 0.0153 0.0728 0.0715 0.0661 0.0776 0.0772 0.0626

teacher-guided 0.0708 0.073 0.0209 0.0708 0.0703 0.068 0.0778 0.0769 0.0601

CNN
standard 0.0932 0.0645 0.0265 0.0735 0.0751 0.0643 0.0807 0.08 0.0601

self-adaptive 0.0938 0.0631 0.0274 0.0523 0.073 0.062 0.0807 0.0798 0.0606

teacher-guided 0.0947 0.0624 0.029 0.0561 0.0695 0.0665 0.0802 0.0796 0.0596

LSTM
standard 0.0951 0.062 0.03 0.0738 0.0702 0.0567 0.0796 0.0794 0.0592

self-adaptive 0.0944 0.0627 0.0291 0.0703 0.0686 0.0574 0.0774 0.08 0.0593

teacher-guided 0.0949 0.0632 0.0343 0.0705 0.0652 0.0549 0.0767 0.0813 0.0599

Table A.70: Perturbation matrix for the Forester dataset under BIM attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 24.38 21.36 4.4 23.11 24.39 24.38 24.45 24.19 23.49

self-adaptive 20.43 21.61 4.45 23.14 24.3 24.16 24.42 24.13 23.5

teacher-guided 20.94 21.43 6.28 22.65 23.75 24.09 24.36 24.94 24.29

CNN
standard 24.3 17.33 7.65 23.46 25.33 23.65 24.57 24.98 24.09

self-adaptive 24.42 16.88 7.85 16.68 24.6 22.65 24.51 24.89 24.28

teacher-guided 24.65 16.63 8.26 17.62 23.69 24.35 24.22 24.87 24.12

LSTM
standard 24.75 16.57 8.56 24.23 24.25 21.63 24.25 25.03 23.2

self-adaptive 24.58 16.76 8.29 23.2 23.41 21.77 23.46 25.05 23.26

teacher-guided 24.72 16.92 9.74 22.4 22.19 20.38 23.0 25.56 23.96

Table A.71: Steps matrix for the Forester dataset under BIM attack with ε = 0.2.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.5749 0.2178 0.992 0.9313 0.8977 0.9141 0.9391 0.7818

self-adaptive 0.2622 1.0 0.2514 0.9946 0.9702 0.9091 0.8524 0.9345 0.6818

teacher-guided 0.4584 0.9098 1.0 0.8254 0.886 0.9062 0.6123 0.4982 0.5955

CNN
standard 0.6565 0.8395 0.7385 1.0 0.811 0.7568 0.9294 0.8977 0.8571

self-adaptive 0.626 0.8196 0.7095 0.1892 1.0 0.6081 0.7738 0.7478 0.6429

teacher-guided 0.5963 0.7977 0.6795 0.1227 0.378 1.0 0.5923 0.5879 0.5238

LSTM
standard 0.5925 0.774 0.6731 0.1164 0.2256 0.2838 1.0 0.4539 0.4762

self-adaptive 0.6123 0.8091 0.701 0.1476 0.2378 0.4054 0.4385 1.0 0.619

teacher-guided 0.604 0.7892 0.6945 0.1247 0.3049 0.3919 0.3239 0.3963 1.0

Table A.72: ASR matrix for the Forester dataset under DeepFool attack with ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.1817 0.2059 0.0379 0.0812 0.1026 0.0784 0.2698 0.1353 0.2352

self-adaptive 0.0858 0.1545 0.0446 0.0811 0.1002 0.0702 0.2549 0.1317 0.2066

teacher-guided 0.1348 0.159 0.0517 0.0743 0.0916 0.076 0.2554 0.1773 0.2355

CNN
standard 0.0952 0.1665 0.0368 0.0791 0.1025 0.0737 0.2345 0.1673 0.2121

self-adaptive 0.0935 0.1678 0.036 0.0491 0.0978 0.0699 0.2274 0.1679 0.1969

teacher-guided 0.0914 0.1695 0.0349 0.0663 0.0786 0.078 0.2104 0.17 0.2085

LSTM
standard 0.0936 0.1725 0.0353 0.0766 0.1028 0.0687 0.2331 0.1816 0.1872

self-adaptive 0.0925 0.1695 0.0353 0.0686 0.1071 0.0646 0.1758 0.1632 0.1992

teacher-guided 0.093 0.1725 0.035 0.0661 0.075 0.0602 0.1212 0.1578 0.2124

Table A.73: Perturbation matrix for the Forester dataset under DeepFool attack with
ε = 0.01.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.08 1.03 1.2 1.7 1.29 1.41 1.08 1.13 1.07

self-adaptive 1.05 1.08 1.17 1.7 1.3 1.44 1.08 1.13 1.08

teacher-guided 1.12 1.08 1.23 1.7 1.31 1.4 1.09 1.12 1.02

CNN
standard 1.05 1.01 1.1 1.64 1.3 1.62 1.17 1.12 1.09

self-adaptive 1.06 1.01 1.08 1.34 1.3 1.5 1.17 1.12 1.13

teacher-guided 1.06 1.01 1.06 1.33 1.27 1.51 1.2 1.11 1.09

LSTM
standard 1.05 1.01 1.05 1.41 1.3 1.38 1.17 1.1 1.17

self-adaptive 1.06 1.01 1.07 1.34 1.26 1.75 1.25 1.12 1.13

teacher-guided 1.05 1.01 1.06 1.36 1.3 1.55 1.34 1.09 1.08

Table A.74: Steps matrix for the Forester dataset under DeepFool attack with ε = 0.01.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.482 0.9092 0.8603 0.8923 0.9004 0.9115 0.953 0.9738

self-adaptive 0.6437 1.0 0.9123 0.9081 0.9326 0.9672 0.9226 0.9649 0.9803

teacher-guided 0.8325 0.8592 1.0 0.8199 0.7498 0.7381 0.6952 0.5182 0.5913

CNN
standard 0.7383 0.7324 0.7839 1.0 0.8067 0.8385 0.8919 0.8848 0.9065

self-adaptive 0.6931 0.6971 0.6859 0.2198 1.0 0.6862 0.7912 0.773 0.8084

teacher-guided 0.6563 0.6722 0.5685 0.1416 0.2761 1.0 0.6929 0.6649 0.6963

LSTM
standard 0.6365 0.6328 0.5227 0.0965 0.2249 0.2892 1.0 0.4415 0.4836

self-adaptive 0.6775 0.6784 0.5978 0.1221 0.2465 0.3815 0.6413 1.0 0.6472

teacher-guided 0.6563 0.6411 0.4311 0.0916 0.2209 0.3169 0.5872 0.5018 1.0

Table A.75: ASR matrix for the Forester dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.057 0.063 0.0404 0.0537 0.0515 0.0501 0.0533 0.054 0.0472

self-adaptive 0.0558 0.0585 0.0404 0.0531 0.0511 0.0499 0.0531 0.0541 0.0472

teacher-guided 0.0565 0.0582 0.0415 0.0527 0.051 0.0507 0.0539 0.0528 0.0443

CNN
standard 0.0568 0.0604 0.0449 0.0531 0.0515 0.049 0.0542 0.0533 0.0441

self-adaptive 0.0567 0.0605 0.0454 0.0499 0.0512 0.0491 0.0538 0.0536 0.0443

teacher-guided 0.0566 0.0604 0.0462 0.0516 0.0498 0.0492 0.0539 0.0531 0.0438

LSTM
standard 0.0566 0.0598 0.0466 0.0522 0.0503 0.0468 0.054 0.0531 0.0443

self-adaptive 0.0569 0.0602 0.0462 0.0502 0.0489 0.0473 0.053 0.0536 0.0448

teacher-guided 0.0567 0.0605 0.0484 0.05 0.0494 0.0468 0.0543 0.0536 0.0442

Table A.76: Perturbation matrix for the Forester dataset under PGD attack with ε = 0.1.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 14.42 17.24 5.14 13.94 15.95 17.13 14.74 13.76 16.53

self-adaptive 13.21 15.65 5.15 13.53 15.55 16.97 14.6 13.87 16.55

teacher-guided 14.19 15.7 6.0 13.45 15.21 16.35 14.9 15.29 16.44

CNN
standard 13.7 15.07 8.01 13.53 15.73 17.12 14.75 13.84 16.68

self-adaptive 13.73 15.18 8.29 10.24 15.29 17.0 14.58 13.85 16.78

teacher-guided 13.7 15.16 8.79 11.07 14.82 16.86 14.52 13.82 16.61

LSTM
standard 13.36 14.53 9.03 13.2 15.83 16.0 14.55 14.21 16.92

self-adaptive 13.72 15.04 8.69 11.75 14.08 16.96 14.15 14.06 16.81

teacher-guided 13.54 15.2 10.12 11.38 13.88 16.25 14.35 14.61 16.88

Table A.77: Steps matrix for the Forester dataset under PGD attack with ε = 0.1.
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FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 1.0 0.516 0.8903 0.82 0.8711 0.8619 0.913 0.9544 0.98

self-adaptive 0.5071 1.0 0.8939 0.8486 0.8867 0.8836 0.9147 0.9572 0.9808

teacher-guided 0.651 0.7912 1.0 0.7215 0.6937 0.6832 0.6676 0.5193 0.6414

CNN
standard 0.7953 0.7185 0.7746 1.0 0.8462 0.8332 0.9009 0.8818 0.9106

self-adaptive 0.7641 0.6874 0.6763 0.1658 1.0 0.658 0.8017 0.738 0.7967

teacher-guided 0.7355 0.6545 0.5565 0.1043 0.2636 1.0 0.6875 0.6361 0.6829

LSTM
standard 0.7178 0.6106 0.5234 0.1004 0.2119 0.2753 1.0 0.4577 0.5154

self-adaptive 0.7515 0.66 0.6033 0.1237 0.2421 0.3431 0.632 1.0 0.6537

teacher-guided 0.7372 0.6234 0.4293 0.0848 0.1967 0.2774 0.5385 0.4852 1.0

Table A.78: ASR matrix for the Forester dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 0.1058 0.1065 0.0742 0.0964 0.0918 0.0875 0.0948 0.0958 0.0807

self-adaptive 0.0947 0.1001 0.0743 0.0951 0.0905 0.0864 0.0946 0.0955 0.0806

teacher-guided 0.0975 0.0989 0.0762 0.0941 0.0909 0.0886 0.0955 0.0943 0.0778

CNN
standard 0.1118 0.1038 0.0807 0.095 0.0919 0.0857 0.0974 0.0969 0.078

self-adaptive 0.1121 0.1036 0.0815 0.0866 0.0913 0.0855 0.0977 0.0967 0.0782

teacher-guided 0.1124 0.1033 0.0828 0.0891 0.0899 0.0867 0.0976 0.0966 0.0775

LSTM
standard 0.1131 0.1032 0.0835 0.0938 0.0877 0.081 0.0973 0.0971 0.0791

self-adaptive 0.1126 0.1035 0.0824 0.0906 0.0879 0.0802 0.0963 0.0968 0.0791

teacher-guided 0.1125 0.1034 0.0861 0.0914 0.0868 0.0809 0.0972 0.0974 0.0779

Table A.79: Perturbation matrix for the Forester dataset under PGD attack with ε = 0.2.

FCN CNN LSTM
standard self-adaptive teacher-guided standard self-adaptive teacher-guided standard self-adaptive teacher-guided

FCN
standard 22.14 19.68 7.71 19.9 22.44 23.31 20.34 20.62 22.84

self-adaptive 17.0 19.76 7.72 19.38 21.93 22.96 20.22 20.57 22.82

teacher-guided 18.76 19.48 8.92 19.12 21.71 22.33 20.29 20.8 23.79

CNN
standard 22.88 17.79 10.25 18.92 22.18 22.47 20.21 20.62 23.55

self-adaptive 23.06 17.6 10.46 11.65 21.54 22.18 20.35 20.0 23.37

teacher-guided 23.21 17.54 10.84 11.72 21.39 22.68 19.89 20.28 23.48

LSTM
standard 23.18 17.0 11.07 19.78 21.92 21.92 20.05 20.83 23.68

self-adaptive 23.12 17.53 10.69 17.94 21.09 22.04 19.58 20.8 23.19

teacher-guided 23.23 17.79 12.04 17.99 19.12 21.5 19.24 20.91 23.72

Table A.80: Steps matrix for the Forester dataset under PGD attack with ε = 0.2.
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