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1. Introduction

In recent years, the rapid evolution of generative
artificial intelligence has democratized the cre-
ation of highly realistic synthetic speech, more
commonly known as deepfake audio. Technolo-
gies such as Text-To-Speech and Voice Conver-
sion have transitioned from generating robotic
voices to creating speech that is almost indis-
tinguishable from human speech. While these
technological advances offer notable benefits in
areas such as accessibility and entertainment,
they also pose critical security risks, making the
human voice a vulnerable attack vector. In par-
ticular, malicious actors can rely on these gener-
ative tools to bypass biometric authentication
systems or to fabricate fake news in order to
manipulate public opinion, thereby undermining
people’s trust in digital media [1].

To counter these threats, deepfake speech detec-
tors have been developed, mainly based on Deep
Neural Networks. However, despite their re-
markable performance on standard benchmarks,
current systems operate primarily as opaque
“black boxes”. While recent research has started
addressing the issue through FExplainable Al
(XAI), for example by designing architectures
that link detection to specific phonetic features

[4], or by demonstrating that models tend to
concentrate their attention on extremely low and
high frequency bands 5|, the internal decision-
making process of standard architectures re-
mains largely unexplored. This opacity raises
concerns about whether these models rely on
authentic forensic traces or simply overfit spe-
cific artifacts in the datasets on which they were
trained, compromising their reliability in real-
world scenarios.

The main objective of this thesis is to sys-
tematically investigate the spectral dependen-
cies of Convolutional Neural Networks (LCNN
and ResNet) applied to fake speech detection.
Moving beyond standard performance metrics,
we aim to obtain information on the relation-
ships between a model’s spectral attention and
its cross-domain generalization abilities, ulti-
mately proposing an intervention strategy to
study how generalization changes as spectral at-
tention changes.

2. Proposed Method

To investigate the spectral dependencies of deep-
fake speech detectors, we designed a three-step
diagnostic framework. Rather than focusing ex-
clusively on maximizing accuracy metrics, this



methodology is specifically structured to observe
and quantify how the internal behavior of the
model changes depending on the spectral char-
acteristics of the training data.

Problem Formulation The synthetic speech
detection problem can be formally defined as
follows. Let us consider a discrete-time input
speech signal x sampled at a frequency fs; and
associated with a class y € {0,1}, where 0 de-
notes that the signal is authentic while 1 indi-
cates that it is has been synthetically generated.
The goal of this task is to develop a speech deep-
fake detector D that estimates the class of the
signal x as g € [0,1], where g is the likelihood
that the signal x is fake. The aim of this the-
sis is to examine the relationship between the
characteristics of x and the resulting output g

of D.

Quantification & Validation First, to un-
derstand which spectral regions drive the
model’s decisions, we adapt the Relative Con-
tribution Quantification (RCQ) framework [3].
We employ Guided Grad-CAM [6] to gener-
ate high-resolution local explanations, combin-
ing detailed pixel-level gradients with class-
discriminative heatmaps. The activation map
My is computed as:

M atr = Mupsampled O] MGuidedBack'prop (1)

To provide contextual explanations, we incor-
porate Semantic Segmentation (Mg, ). We use
Fast Context-based Pitch Estimation (Torch-
FCPE) to track the fundamental frequency ( fo).
Based on this, we generate binary masks to
separate the signal into Voiced regions (where
fo > 0), Unvoiced regions, and Transition re-
gions. This allows us to determine whether the
model focuses on the harmonic structure of the
voice or on noisy components.

To aggregate these local explanations globally
across the test set, we compute the RCQy for
each frequency bin f and semantic segment s,
which represents the percentage deviation from
the global mean importance (tgiopal):

RCQjes = Hf.e,s — Hglobal % 100 (2)
Hglobal

To validate whether these attention profiles ac-
tually reflect a causal relationship, we use two
types of stress tests. The first is Frequency
Swapping, an adversarial intervention where
specific frequency bands are injected into a tar-
get spectrogram of the opposite class to mea-
sure Sufficiency (Fake Injection) and Vulnera-
bility (Real Injection). The second is the Band-
width Stress Test, where we apply a band-pass
filter equivalent to that applied in GSM tech-
nology (300 Hz-3400 Hz) to the samples, simu-
lating a real-world scenario where the signal is
degraded, to observe model survival rates when
extreme frequencies are removed.

Intervention To study the plasticity of these
models, we introduce Stratified Spectral Mixing
(SSM) as a data augmentation tool for investiga-
tive purposes. Existing augmentation methods
like SpecMix [2] operate by cutting and pasting
random time-frequency rectangles. While effec-
tive for regularization, this approach does not
specifically target the vertical structure of the
spectrograms. SSM modifies this logic by gen-
erating binary masks M composed exclusively
of horizontal frequency bands. By generat-
ing masks M composed of horizontal frequency
bands and stochastically mixing segments of dif-
ferent classes, we force the model to process con-
flicting and fragmented spectral data.

For a target sample x4 and a source sample x g,
the mixed spectrogram I is synthesized as:

T=M®oza+(1-M)ozxp (3)

By forcing the network to process conflicting and
fragmented spectral data (e.g., low frequencies
from real samples mixed with high frequencies
from deepfakes), we force the model to explore
the full spectrum. Furthermore, since the mixed
spectrogram contains information from poten-
tially different classes, we train the model using
Soft Cross-Entropy Loss with a weighted target
label:

§=Mya+(1-Nys (4)

where A represents the proportion of the fre-
quency bins belonging to file A. This soft-
labeling strategy teaches the model to quantify
the degree of fakeness based on the proportion
of spectral components, rather than making a
strict binary decision.



3. Experimental Setup

To ensure a comprehensive evaluation of model
behavior and cross-domain generalization, we
have structured a standardized data processing
pipeline where we convert audio waveforms into
frequency-wise normalized Log-Power Spectro-
grams.

Data Processing Pipeline The raw audio
waveform is subject to a series of transforma-
tions before being fed into the models:

e Voice Activity Detection (VAD): To
eliminate non-informative silent segments,
all audio files are processed using Silero
VAD.

e Duration Standardization: We enforce
a standard duration of T = 3.0 seconds
(looping if necessary).

e Feature Extraction: The waveform is
converted into a time-frequency represen-
tation using STFT to obtain a Log-Power
Spectrogram.

e Frequency-wise Normalization: We ap-
ply instance-level normalization indepen-
dently for each frequency bin, standardiz-
ing the energy distribution across frequency
bands.

Datasets The training, selection, and base-
line evaluation of the model were performed
using the ASVspoof 2019 Logical Access (LA)
dataset [7], the standard community benchmark
for this task featuring TTS and VC attacks.
To accurately verify the generalization capabil-
ities and impact of SSM augmentation, we per-
formed cross-dataset evaluations using four out-
of-domain datasets:

e In-The-Wild: 38 hours of audio sourced
from social media, featuring uncontrolled
acoustic environments and lossy compres-
sion codecs.

e FakeOrReal: 195,000 utterances balanc-
ing variety in generative models, with loud-
ness normalization applied.

e MLAAD (English subset): A massive
corpus comprising synthetic speech gener-
ated by 82 different TTS models.

e ASVSpoof 5 (Track 1): The latest chal-
lenge iteration, from which a balanced test
set of 7,760 files per class was extracted un-
der clean conditions.

Model Architectures To understand
whether the observed spectral dependencies
depend on the model structure or on the
training data, we trained and evaluated three
different CNN architectures:

e LCNN: A lightweight architecture that
uses Max-Feature-Map activation layers,
which act as a competitive feature selec-
tor to isolate sparse artifacts from the back-
ground signal.

e ResNet-18: A widely used residual net-
work, characterized by very aggressive spa-
tial downsampling in its initial layers.

e ResNet-18 No-Stride:
ResNet modified to empirically evaluate
whether spatial downsampling threatens ro-
bustness. By removing the initial stride and
max pooling operation, the network pro-
cesses the input at its original resolution in
the early stages, preserving fine-grained de-
tails.

A wvariant of

Training Protocol & Loss Functions We
adopted a standardized training protocol using
the Adam optimizer. To ensure sample vari-
ability, we applied stochastic data augmenta-
tion techniques to the waveform, including Raw-
Boost, Codec Compression, Reverberation, and
Noise Injection. Then, depending on the model
type, we employed two different loss functions:

e Focal Loss: Used for the baseline models
to focus the learning process on hard to de-
tect examples.

e Soft Cross-Entropy Loss: Used for the
SSM-trained models to handle the continu-
ous soft labels (g € [0, 1]) generated by the
SSM process.

4. Results

The series of experiments shows how architec-
tural choices and spectral dependencies influence
model behavior, and how these models adapt
when their spectral attention is forced to change
through SSM.

4.1. Explainability Analysis

Through global RCQ analysis, we mapped the
distribution of attention across frequency bands.
Analysis of the LCNN architecture shows a
prominent “U-shape” (Figure 1). The model in-
trinsically focuses on the band extremes (below



1 KHz and near the Nyquist frequency), placing
significantly less emphasis on mid-range frequen-
cies, which often show negative relative impor-
tance.

Furthermore, when evaluating the standard
ResNet-18 architecture, we observed a phe-
nomenon specific to this architecture: a high-
frequency sawtooth oscillation in the attention
profile, which we attributed to spatial downsam-
pling in the initial layers (Figure 2a). By remov-
ing this stride (ResNet-18 No-Stride), we effec-
tively smoothed the profile while also preserving
spectral details (Figure 2b).
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Figure 1: Aggregate RCQ Profile for the LCNN
architecture, computed on True Positive samples
from the ASVspoof 2019 LA evaluation set.
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(a) Standard ResNet-18: Note the "Sawtooth" oscilla-
tion.
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(b) ResNet-18 No-Stride: The profile is smoother

Figure 2: Comparison of RCQ profiles (True
Positives) between Standard and No-Stride ar-
chitectures.

4.2. SSM Intervention Study

To investigate the plasticity of these models,
we calculated the RCQ profiles on the vari-
ants driven by SSM. Instead of treating SSM
simply as a tool to increase performance, we
used it to observe whether the models could
reconfigure their spectral attention. As shown
in Figure 3, disrupting vertical spectral coher-
ence significantly flattened the U-shape of the
LCNN profiles. Reliance on extreme bands de-
creased, and the profile generally moved toward
the global mean, indicating more distributed at-
tention across frequencies.
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Figure 3: LCNN, True Positives computed on
ASVspoof 2019 LA evaluation set, after SSM in-
tervention. Note that this plot and the previous
share the same Y-axis scale to facilitate a direct
comparison.

After observing this shift in attention, we tested
how generalization changed among the different
datasets considered in this thesis. As shown
in Table 1, models that were forced to learn
from fragmented spectral information from SSM
generally show an improvement in Equal Error
Rate on Out-of-Domain datasets. In particular,
ResNet-18 No-Stride shows significant changes
when SSM is combined with spectral resolu-
tion preservation (e.g., dropping from 33.03% to
21.76% on the MLAAD dataset).

4.3. Robustness Evaluation

To verify whether the attention profiles reflect
causality in the model’s decisions, we performed
a Band-wise Sensitivity Analysis via Frequency
Swapping. As shown in Figure 4 for the LCNN
architecture, the baseline model’s decisions rely
heavily on spectral extremes. The SSM-trained
model (in red) shows a more balanced profile,
effectively mitigating the over-reliance on band
extremes by improving sensitivity in the mid-



Table 1:
highlighted in bold.

EER (%) comparison across five dataset. The best performance for each architecture is

‘ In-Domain ‘

Out-of-Domain (OOD)

Model Architecture

| ASV19 LA | InTheWild MLAAD FakeOrReal ASVSpoof 5

LCNN (Baseline) 16.86 26.91 35.99 21.11 27.36
LCNN + SSM 14.24 27.56 34.87 11.48 19.33
ResNet-18 Std (Baseline) 19.51 32.25 38.46 34.72 25.82
ResNet-18 Std + SSM 16.51 36.39 38.05 33.17 21.24
ResNet-18 NS (Baseline) 15.93 21.57 33.03 10.56 23.93
ResNet-18 NS 4+ SSM 14.09 22.74 21.76 06.32 19.55

Table 2: Results of the GSM Bandwidth Stress test comparing Baseline and SSM-trained models across
different architectures. The table reports Survival Rate (%) and Score Drift (AS) for both fake (TP)
and real (TN) samples.

Architecture ‘ Variant ‘

Fake data resilience (TP) | Real data resilience (TN)

‘ Survival Rate Drift (AS) ‘ Survival Rate Drift (AS)

LCNN Baseline 88.81% 4.62% 86.23% 19.40%
SSM 97.39% -1.32% 80.99% 18.29%
Baseline 94.75% -0.60% 66.77% 27.96%
ResNet-18 Std | gy 82.96% 12.36% 86.33% 17.94%
Baseline 99.21% -2.60% 50.92% 29.86%
ResNet-18 NS | gy 83.83% 8.74% 98.29% 7.05%

band.

To contextualize these results, we studied how
the models react when the frequency bands they
rely on most are removed, simulating the degra-
dation that obviously occurs during a GSM
phone call (300-3400 Hz). Table 2 shows that
the baseline ResNet collapses on genuine GSM
samples (Survival Rate ~ 50 — 66%). Clearly,
the model has learned a strong dependence be-
tween the presence of high frequencies and au-
thentic speech. In contrast, the SSM-trained
versions maintain more stable behavior in this
case (real data Survival Rate for ResNet-18 No-
Stride rises to 98.29%). This demonstrates that
actively modifying a model’s spectral attention
is a practical way to study and understand its
behavior in a real-world scenario.

5. Conclusions

This thesis presented an exploratory study on
the spectral dependencies of Convolutional Neu-
ral Networks applied to the detection of deepfake

speech. By introducing a diagnostic framework
based on Relative Contribution Quantification
(RCQ), we observed a characteristic “U-shaped”
attention profile, indicating a strong reliance on
low- and high-frequency components. Through
Stratified Spectral Mixing (SSM), we investi-
gated the plasticity of these models, demon-
strating that actively disrupting vertical spec-
tral coherence encourages a reconfiguration of
their spectral focus. This intervention allowed
us to observe that a more distributed allocation
of attention directly impacts cross-domain gen-
eralization and significantly alters the models’
behavior under limited-bandwidth conditions,
such as GSM telephony. Ultimately, these find-
ings underscore the importance of shifting from
opaque performance metrics to a transparent
understanding of model behavior, paving the
way for future investigations into time-domain
architectures and diverse acoustic environments.



A. Single-Band Fake Detection Capacity
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(a) Sufficiency Analysis (LCNN).

A. Sensitivity to Bonafide Content Injection
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(b) Vulnerability Analysis (LCNN).

Figure 4: Band-wise Sensitivity Analysis for
LCNN. The SSM intervention (Red) attenuates
the over-reliance on the extreme low and high
bands compared to the Baseline (Black), slightly
improving sensitivity in the mid-band.
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