
POLITECNICO DI MILANO
DIPARTIMENTO DI ELETTRONICA, INFORMAZIONE E BIOINGEGNERIA
DOCTORAL PROGRAMME IN COMPUTER SCIENCE AND ENGINEERING

GLOBAL PROTECTION

FOR TRANSIENT ATTACKS

Doctoral Dissertation of:
Niccolò Izzo

Supervisor:
Prof. Luca Oddone Breveglieri

Tutor:
Prof. Luciano Baresi

The Chair of the Doctoral Program:
Prof. Luigi Piroddi

2022 – Cycle XXXIV





Time moves in one direction, memory another.
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Abstract

COMPUTER security threats have a strong bond with information permanence,
which is encoded in the physical state of a device. Attacks based on the trace
left by the flow of information into a system in the form of its physical state

are called transient. A secure device must store its state in a multitude of function-
alities that have to be resilient to known and future attacks. In a mobile system, the
security state of the device could switch between locked and unlocked, and the secure
erasure of user data must be guaranteed during said transitions. Current DRAM-based
main memories will be gradually replaced by Emerging Memories such as 3D XPoint,
ReRAM, STT-RAM, Memristor or ULTRARAM, which are faster, more scalable and
efficient than traditional NAND flash, even though their non-volatility is yet another
potentially vulnerable state. Thus, a secure non-volatile storage architecture will have
to employ well-known cryptographic building blocks to guarantee strong security prop-
erties on the stored data, such as confidentiality, integrity and replay protection, even
when the device is turned off. Such properties must be guaranteed despite external
physical threats, tampering with the bus signals, as well as internal threats, executing
malicious code in a Virtual Machine on the same virtualized environment, or on the
hypervisor itself. Another threat that originates from the variation of physical states
are side-channel attacks. In fact, even the most efficient encryption architecture is ren-
dered useless if a secret, e.g., a cryptographic key, is exposed through side-channel
leakage, like power consumption, EM emission, or others. Masking techniques allow
to implement effective software countermeasures, however their security proofs can be
invalidated by hidden micro-architectural features. To restore the effectiveness of these
countermeasures, a detailed model of the stateful elements of the data path has to be
derived. Such model will allow the modification of the instruction scheduling of the
sensitive code to implement side-channel countermeasures, e.g., masking, in a secure
way.
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CHAPTER1
Introduction

Computer systems encode and process information through the variation of physical
states of a multitude of components. These physical states are propagated to other
components, potentially of different nature by using transducers and interconnections.
As an example, the charge of a Dynamic Random Access Memory (DRAM) capacitor
(cell) stores a single logic bit. Upon a read operation, such charge level is sensed by an
analog ampli�er and is transported onto the voltage (and thus the corresponding logical
level) of a single DQ wire of a DDR bus [79]. The value of such wire is sensed by the
PHYsical (PHY) layer transducer of the host memory controller and is forced into the
physical state of the �ip-�op that represents a particular bit of a CPU register.

One way of interpreting the main purpose of Computer Security is the control of
access, in terms of reading and writing capabilities, to the information encoded in such
physical states. According to the speci�c nature of a computing system, such purpose
translates into the design and validation of architectures, that ensure the impossibility of
diverting such information �ow into a rogue system, e.g., through the implementation
of encryption strategies, or through explicit �ltering hardware, able to allow or deny
access to a resource according to the privilege level, or lastly if the attack model is the
side channel inference, by employing mitigations to the side channel-based informa-
tion extraction. In the case of write attempts, the impossibility of manipulation of the
physical state of the system must be guaranteed, and is typically performed through the
implementation of cryptographic integrity algorithms.

In the following sections and in the embedded works, we will present four dif-
ferent instances of the same problem of controlling access to information. The �rst
instance [77] will be the protection of the information being transferred on a physical
memory bus against protocol snif�ng and tampering attempts. The second instance [23]
will cover the protection of a cryptographic secret from an Electro-Magnetic (EM) [61]
Correlation Power Analysis (CPA) [31] attack, the third work will cover the informa-
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Chapter 1. Introduction

tion access control among virtual software entities, co-existing on the same hardware
and sharing one or more physical links, �nally, the fourth work will discuss a strategy
for securely managing state transitions in mobile security architectures.

Each effort to control information access, always bears a cost. A complementary
goal of computer security is to lower that cost such that the performance of the com-
puting system to be protected is preserved. Research efforts in this �eld explore the
trade-off between security and costs to achieve practical security with bearable perfor-
mance drawbacks.

1.1 Attacks on the Main Memory

Data contained in the main memory of a system on a given instant can be de�ned
asdata in use, and represents a snapshot of the computation being performed in that
system. Data in use can contain valuable information such as cryptographic keys, cer-
ti�cates, personal data and intellectual property. Con�dentiality and integrity of the
main memory are necessary to the trustworthiness of such a system. In fact, if the
con�dentiality of the main memory is broken, not only the con�dentiality of the cur-
rent working data might be immediately violated, but privilege escalation attacks might
happen and threaten the security of all the data that will transit through the system in
the future. One example of such a case is the Heartbleed [143] vulnerability, in which
the OpenSSL [147] library leaked portions of the main memory to an attacker, and this
led to a complete system exploitation.

When the main memory is no longer con�dential, for example as a consequence of
a cold boot attack [68], also the con�dentiality of cold data, even if stored in encrypted
mass storage devices can be compromised. In fact, during the normal usage of a sys-
tem, disk encryption keys reside in cleartext form in main memory and can be easily
�ngerprinted, extracted, and exploited to access all the data stored in the computing sys-
tem [68]. Mitigations to cold boot attacks like TRESOR [107] and Loop-Amnesia [138]
try to hide the encryption key outside of the system memory, respectively in x86 CPU
debug registers [107] or in AMD64 or EMT64 pro�ling registers [138]. But if mem-
ory integrity is also violated, these coutermeasures become ineffective, e.g., against
an attack that is performed interactively, through the use of an interposer and a logic
analyser. In fact both mitigations leverage CPU registers to store the disk encryption
keys, and in both cases these might be leaked if the attacker induces the system to ex-
ecute a binary that the attacker copies in the Random Access Memory (RAM) itself,
e.g., overwriting a component of the host kernel. Even a violation of memory integrity
alone, can lead to privilege escalation and data ex�ltration, because all the software
that we execute, including software-based security implementations, assumes that the
main memory does not lie. For this reason, main memory tampering is a desirable tar-
get from an attacker standpoint; and for the same reason the Rowhammer [85] class of
vulnerabilities is so dangerous, as it is able to corrupt (write) memory by only issuing
memory read commands. Even though the attacker might not be able to see a cleartext
copy of the data, he can still perform blind attacks to achieve privilege escalation. As
an example, he might generate a large number of Page Table Entries (PTE) in the sys-
tem memory and try to corrupt the pointer of one of these PTEs to gain write access
to an attacker controlled PTE, and then pointing that PTE to the kernel memory, and
gaining write access to kernel memory [123]. Another integrity-only attack could aim
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at corrupting an RSA key to weaken its cryptographic properties and make it more easy
to factorize as demonstrated by Razavi et. al. [126].

A primary road to walk while attempting main memory readout and corruption is the
one of physical attacks. Such attacks might for example try to sniff data that travels on
the main memory bus, or to issue rogue transactions to the memory, to perform a com-
plete readout of the memory, or even to tamper with the memory protocol employed by
the main memory modules, for example trying to roll back transactions, restoring an old
state of the memory, e.g., to roll back a critical software update [39]. As formalized by
the Common Criteria [42] analysis framework, the danger of an attack is directly pro-
portional to the cost of the equipment involved. Main memory busses typically operate
with frequencies on the order of several gigahertz, as an example, the LPDDR4 bus is
able to reach 3.2GT/s [80]. Logic analyzers able to sample such frequencies are bulky
and costly, therefore physical attacks on the main memory bus have for a long time
been considered unfeasible. Recently however, FPGA-based memory-speci�c analyz-
ers like the Antmicro LPDDR4 Test Platform [15] were produced. Hardware such as the
Antmicro signi�cantly lowers the cost barrier to perform snif�ng and tampering attacks
on the memory bus. Even though this problem can be generally solved with the use of
End-to-End (E2E) encryption, there are cases that require the peripheral to have access
to plaintext data. Among such cases are Processing In Memory (PIM) [65] and Near
Memory Processing [108] applications, where the accelerator needs to perform compu-
tation on the data to achieve higher ef�ciency. Other cases are represented by memory
devices which are based on emerging memories like Memristors [124], Spin-Transfer
Torque (STT-RAM) [84], ULTRARAM [91], Phase Change Memory (PCM) [128] and
3D XPoint (3DXP) [106]. Such emerging memories, when fed with cleartext data can
leverage optimized write strategies to reduce the medium wear-out. These premises
combine into the need for an effective link-encryption solution for memory protocols.

1.2 From Physical to Virtual Security

The latest datacenter and hyperscaler platforms make a heavy use of virtualization tech-
nology. This technology leverages a HW/SW component called Virtual Machine Man-
ager (VMM) or Hypervisor to abstract the available resources and execute one or more
Virtual Machines. The advantage of this technique is manifold, the hardware resources
are used more ef�ciently: since a customer Virtual Machine might not use all the avail-
able CPU time, several Virtual Machines can use a larger portion of the available com-
putational power. Other advantages of virtualization include the possibility to perform
a snapshot of a Virtual Machine for backup purposes, and to migrate or clone the VM,
increasing the deployment �exibility. This great scalability is not shared by traditional
memory channels like DDR5 [79], which are not hot-pluggable and are not suitable
for emerging memory due to their lack of support to persistent memory semantics.
However, a new protocol that is gaining popularity aims at solving these issues; called
Compute eXpress Link (CXL) [137], is a CPU interconnect protocol, based on the PCI
express 5.0 PHY [116]. CXL can be used to interconnect external main memory mod-
ules, or memory-equipped accelerators, in a cache-coherent way, is hot-pluggable, and
leverages all the �exibility of its PCIe PHY, e.g., like the possibility to set up a CXL
switching fabric, to accompany the scalability features of emerging technologies.

Since the publication of our article on LPDDR4 link level security [77], several steps
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ahead were made in standard implementations for memory link protection. The CXL
Integrity and Data Encryption (IDE) [137], represents one notable example of link-
level security which is integral part of the standard. CXL IDE inherits largely from
PCIe IDE [117], providing con�dentiality, integrity and replay protection to all the pro-
tocol �its (PHY packets), through the usage of parallel AES-GCM encryption/decryp-
tion sessions. CXL IDE uses ephemeral keys, which are programmed through an en-
crypted protocol called Security Protocol and Data Model (SPDM) [54], which adopts
a certi�cate-based attestation scheme. In current CXL standard, however, attestation
can only be provided at physical port granularity, which means that the protocol itself
is not able to discriminate between the single virtual entities in execution on a host plat-
form; either the whole host and all of its Virtual Machine are trusted, or none of them
are. Thus, a separation between VMs or between Virtual Machine Manager and VMs
is completely absent. These reasons motivate the need for a solution to enforce access
control beyond the physical port granularity. Such a solution should allow to preserve
the con�dentiality, integrity and replay protection properties with the granularity of a
single virtualized entity.

1.3 Mobile Devices Security

Mobile devices are equipped with sophisticated security architectures, based on a Chain
of Trust (CoT) mechanism, able to enforce a cryptographic validation chain on all the
executed software. The Chain of Trust is anchored in the device immutable Read Only
Memory (ROM), which is part of the System on Chip (SoC) silicon mask, and contains
the �rst code that is executed on the device, which is de-facto immutable. The ROM
code measures and executes the following software layer, that is in charge of measuring
and executing the next and so forth. This validation chain is composed by primary and
secondary bootloaders, which execute the operating system kernel. The kernel itself,
maintains a Merkle tree over the system partition, that contains the executed software.
This mechanism achieves security at the expense of the user freedom, in fact, as this
validation mechanism is signed by the Original Equipment Manufacturer (OEM), the
�nal users of the device do not possess the keys to run arbitrary software on devices they
own. To remediate this situation, most of the mobile Original Equipment Manufactur-
ers (OEM), provide a mechanism to switch the device into anunlockedstate, in which
the cryptographic signature of the kernel is disabled to allow the user to run arbitrary
third-party software, including alternative operating systems like LineageOS [146] and
PostmarketOS [121]. However the same device unlock, if performed by an evildoer, can
lead to a complete compromise of the device security and ex�ltration of all the user data
contained therein, or worse, to the implantation of a covert, permanent rootkit, which
can remain undetected for a long time, allowing the continuous collection of user data,
in a scenario which is commonly de�ned as Advanced Persistent Threat (APT). The
Android ecosystem, is characterized by a wild variety of System on Chips (SoC) and
device manufacturers, with each combination implying a different design of the unlock
mechanism. Unfortunately, the lack of a uni�ed, well scrutinized unlock mechanism,
instead leaves room to many vendor-speci�c implementations which are often vulnera-
ble. Therefore there is the need for a publicly documented, cryptographically provable
solution, to allow the �nal user, with the OEM consent, to be able to unlock its own
device, with the guarantee of the erasure of the user's own sensitive data. Finally, the
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unlock procedure should be tamper evident, such that the �nal user can notice if the
procedure was applied to his device without his consent. The only hardware prerequi-
site for setting up such a mechanism is the availability of an integrity protected state
storage mechanism, which can maintain knowledge about the security state of a device.

1.4 The Devil is in the Microarchitectural Details

Logical lines commute from one binary logical value to the opposite one through a vari-
ation of electrical �eld, which in turn generates an Electro-Magnetic (EM) radiation that
diffuses from the activated components, to the outside of the physical boundary of the
device, and can be sensed by external equipment. As a consequence, all the electronic
circuits emit an Electro-Magnetic radiation which is correlated with the Hamming Dis-
tance (HD) of the logical values which evolve on all the latches and data lines of the
circuit itself [50]. Such emissions typically have a small magnitude, and can be subdued
by stronger signals emitted by other portions of the circuit, like switching voltage reg-
ulators, NOR/NAND �ash erase-write cycles and background Electro-Magnetic noise.
However, if a portion of the processed data is kept constant for a large enough number
of iterations, which is typically the case for cryptographic keys, the leakage of constant
data can be considered as a signal, and the rest of the emissions can be considered as
noise [70]. If an attacker is able to collect a large number of measurements, statisti-
cal methods can be applied to increment the Signal to noise Ratio (SnR), and make
cryptographic key material emerge from the noise �oor generated by the rest of the
circuit.

Throughout the years, several side channel attack countermeasures have been pro-
posed. Based on their working principle, they can be divided into three categories:
hiding [11, 24, 103, 135], which generates additional noise to further reduce the SnR,
masking [37, 130] which mixes the secret with random values re-generated at each ci-
pher iteration to hamper the statistical data processing, and morphing [8–10,16] which
reshapes the encryption or decryption algorithm to invalidate the attacker's assumptions
on the cipher structure and Hamming distance models, making the cipher a moving tar-
get. If we consider a masking implementation of orderd, for each iteration of a cipher,
a set ofd >= 1 random values calledmasks, is used to break each sensitive value into
d+ 1 shares. Each masking scheme provides both a method to split a value intoshares
and a set of methods to compute arbitrary Boolean functions on share-split values [129].
If the correlation of thesharesis never processed (and thus never leaked), the masking
scheme can be proven to be secure against statistical methods of orderd [130], given a
particular measurement model calledprobing model[129]. However guaranteeing that
the sharesare never mixed in software implementations can be harder than it seems,
since the programmer only has visibility at Instruction Set Architecture (ISA) level.

On all the commercial architectures, a detailed hardware description of the processor
is not available, and the programmer is only given a set of functional guarantees about
the execution of assembly instructions. In fact, the underlying hardware can silently
re-combine values which are independent from the ISA perspective [25]. A detailed
hardware description of the processor thus becomes a critical need, which can only
be retrieved through reverse engineering of the architectural details of the CPU micro-
architecture. In fact the knowledge of the micro-architectural features of a CPU can be
either exploited to break software masking schemes which are unaware of such features,
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or be used to build software masking schemes which are aware of such features and
thus secure against the aforementioned newly designed exploits [62, 155]. The micro-
architectural features that we have interest in characterizing from this perspective are
many: from the issue-width, to the number of pipeline stages, to the type and number
of functional units and the presence of synchronization buffers therein. Each of these
features has an impact on the system performance and on the device EM leakage. In
the second work embedded in this thesis [23], we designed a framework to exploit such
variations for characterizing hardware, enabling the setup of more sophisticated attacks,
as well as the design of better software masking countermeasures.
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CHAPTER2
State of the Art

In this section, for each of the three introduced research areas: physical attack on main
memory buses, attacks between virtualized entities coexisting on the same Virtual Ma-
chine Manager, and microarchitectural side channel methods to characterize and ex�l-
trate the content of CPU datapath registers, we will provide a comparison with the state
of the art in both academic and industrial works. This section has the double purpose
of offering the information on the setting of the problem that we are presenting, as
well as presenting commercial and academic solution of the problem, with the eventual
associated shortcomings and limitations.

2.1 A Secure and Authenticated Host-to-Memory Communication Inter-
face

To better understand the problem statement that led to the development of our work,
here we propose a brief history of the evolution of memory encryption techniques, from
their early commercial implementations, to the most sophisticated extensions that aim
for a secure operation of Virtual Machines.

2.1.1 The Game of Hacking the Xbox

The history of memory encryption is strongly intertwined with the one of Digital Rights
Management (DRM) and anti-piracy. One of the �rst academic examples of such a
system was exposed by Lie et. al. [92] and has the explicit purpose of preventing the
unauthorized copy of software. One of the application �elds in which anti-piracy is
particular relevant is the videogame industry. Videogame consoles are often sold at
loss, a debt which is paid back with the margins on the title sales. Game piracy can
signi�cantly reduce such margins, and therefore it is fought at all costs by videogame
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console makers [72]. It does not come as a surprise that the �rst widespread examples
of memory encryption can be found in videogame consoles.

The Xbox gaming console by Microsoft, used a symmetric-key encrypted ROM,
whose key was read from the southbridge bus. Eventually the key was recovered by
snif�ng it while it was transmitted on the bus during system boot [72, 141]. The com-
promission of the Xbox security led to the growth of a mod chip industry for that
console and to loss of revenue from Microsoft. Microsoft reacted in the following gen-
eration of their console by encrypting the whole system memory [47]. In the case of
the Xbox 360, Microsoft was likely willing to pay an extra performance and complexity
cost for encrypting memory, since the piracy prevention was at stake, as well as pro-
tection against cheaters, that could have undermined the experience of Microsoft's own
online gaming platformXbox Live. However in the security architecture of the Xbox
360, the encryption and hashing of main memory were selected by the upper 32 bits
of the 64-bit addresses. An attacker could disable the encryption feature by jumping to
an address which aliases with the kernel memory and has the encryption and hashing
bits cleared, which led to the complete exploitation of the system [105]. The lessons
learned from the Xbox cases provided the drive to research new memory encryption
mechanisms, controllable by the operating system [69], and operating directly on the
main memory bus [142].

2.1.2 Performance Considerations

Even though memory encryption is an effective solution to protect information con�-
dentiality, effectively slowing down the reverse engineering of a system and the search
for its vulnerabilities, as well as protecting memory integrity, to prevent the system
corruption and privilege escalation, however it comes at a cost. As an example, the per-
formance impact of the XOM security architecture proposed by Lie et. al. [92], which
takes 48 cycles to encrypt a cache line, was estimated by Yang et. al. to increase the
execution time of software by up to 35% [154]. Since the performance penalty arises
from an increase of latency during the cache line read, the penalty can be reduced if the
cache line is prefetched and becomes available in the cache at execution time. Such a
solution was proposed by Rogers et. al. [132] and led to a mitigation of the decryption
latency, at the cost of causing unnecessary decryptions due to the erroneous prefetcher
predictions.

2.1.3 Encryption in Contemporary CPUs

In the last decade however, memory encryption techniques are being introduced also
in commodity computing system, often starting from server-grade CPUs such as the
EPYC series from AMD [6], where the occupied silicon area is already large and the
added area cost of implementing the new technology is sustainable. Furthermore the
datacenter environment, especially in the case of hyperscaler companies is less chaotic
with respect to the mass market, and usually totally or partially under the control of
the datacenter company, which makes the introduction of a new feature easier from an
ecosystem standpoint. As an example, if a feature requires a certi�cate infrastructure
for attestation purposes, it might be easier by the datacenter owner to issue a certi�cate
for each of the entity of the datacenter itself. Conversely, when a technology is publi-
cally deployed, either the certi�cates are emitted by a centralized Certi�cation Author-
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ity, as it happens with the World Wide Web TLS certi�cates [149], or a de-centralized
approach is needed and manual trusting or Trust On First Use (TOFU) policies [151]
must be put in place, as it happens with the GNU Privacy Guard (GPG) [144] email
encryption system. While a decentralized approach is in general more privacy friendly,
it is de�nitely harder to embrace given the diversity of the platforms which the system
must support.

2.1.4 Application-Level Memory Encryption

One of the the �rst commodity encryption systems was Intel Software Guard eXten-
sions (SGX) [46] introduced in 2015 in all the 5th generation (codenamed Skylake) In-
tel Core CPUs. Intel SGX enables the creation of one or moresoftware secure enclaves,
these entities allow to perform arbitrary computations with integrity and con�dentiality
properties guaranteed over the processed data, in a system where the rest of the soft-
ware, including Operating System (OS) and the Hypervisor are considered untrusted
and potentially malicious. Enclaves are programs which have to be linked against In-
tel's own SGX Software Development Kit (SDK). Intel SGX relies on a trusted com-
ponent on the server which executes thesecure enclaves, this component is the Intel
Management Engine: a Minix OS instance running in an ARC core inside the main
CPU silicon [73]. Integrity and con�dentiality of data in the DRAM are guaranteed
through the encryption of the memory pages belonging to theenclave. Intel SGX
leverages a Memory Encryption Engine (MEE) to encrypt the DRAM content. The
MEE, as described by Gueron [66] uses a Merkle tree construction for guaranteeing
integrity and a modi�ed AES operating mode with a Carter-Wegman [35, 151] MAC
for con�dentiality. Intel SGX can encrypt the memory content of one or moresoftware
enclaves, but such an approach does not protect the whole system against hacking or
tampering attempts. However the application itself is not only protected against ex-
ternal eavesdroppers snif�ng data-in-use from main memory or its bus, but also from
untrusted privileged software such as the kernel or an Hypervisor. The resulting trust
boundary is very small and consequently has small attack surface. However this ad-
vantage has a signi�cant complexity cost: SGX requires the software to be specially
crafted to be compatible with its Application Programming Interface (API). For real
world applications, the adaptation of existing software, often proves to be an infeasible
option, either due to the high development cost, or the unavailability of the software
source code, therefore mass-adoption of this technology is yet to be seen. SGX was
deprecated in 2021 on consumer processors.

2.1.5 Host-level Memory Encryption

Just one year later, in 2016, AMD introduced a technology called Secure Memory En-
cryption (SME) [2] in their Zen CPU architecture, which includes: Ryzen desktop and
mobile CPUs, Epyc server processors and Accelerated Processing Units (APU) for em-
bedded applications. SME, conversely to its competitor technology SGX, encrypts the
whole system memory, putting in the same security domain all the software that is run-
ning on a host, including the Hypervisor and Virtual Machines. The same technology is
presently advertised under the name Memory Guard [3]. The encryption is performed
by dedicated hardware AES engines, one for each main memory controller. The data is
encrypted with a 128-bit key which is tweaked with the physical address of the accessed
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page to protect against ciphertext relocation attacks. The employed mode of operation
however, is not publicly known. The 128-bit encryption key is re-generated randomly at
each system boot and is not visible to any software running in the main CPU cores. Just
like SGX, also SME requires a trusted portion of the system for managing the encryp-
tion keys, this role is held by the AMD Secure Processor (AMD-SP), formerly known as
the Platform Security Processor (PSP), a 32-bit microcontroller (ARM® Cortex®-A5)
embedded in the processor die [2] and running an undocumented, proprietary operating
system [41].

Intel in 2017 released a white paper describing two technologies, respectively called
Total Memory Encryption (TME) and Multi-Key Total Memory Encryption (MKTME) [75].
While TME is functionally equivalent to SME, save for the algorithmic choice of NIST
standard AES-XTS algorithm with 128-bit or 256-bit keys derived from a hardware
Random Number Generator (RNG). MKTME adds to that technology the possibility to
manage up to 32'768 keys which can be con�gured by software entities. In the use case
envisioned by Intel, an Hypervisor, upon creation of a new Virtual Machine, generates a
new memory encryption key and con�gures that encryption key in the MKTME system
such that the new Virtual Machine can have its virtual pages encrypted using that key.
The advantage of this approach is that Virtual Machines do not need to be aware of the
memory encryption technology and still can leverage its security bene�ts; conversely,
the Hypervisor is a key trusted component in this architecture, thus it must be included
in the trust boundary. Just as it happens for SGX, also TME and MKTME have their
key creation and key storage and security logics implemented in the Intel Management
Engine [73]. TME and MKTME will be available in 3rd generation Intel® Xeon®
Processor Scalable Family processors, codenamedCooper Lake, which will be likely
released in 2022, targeting workstation and server systems.

2.1.6 VM-level Memory Encryption

Virtual Machine Managers are inevitably complex software stacks, mainly because they
aim to support the creation of virtual machines using nearly or totally unmodi�ed sys-
tem images. Therefore they need to emulate a large portion of the hardware that can
be found in todays' commodity machines. For example, the Windows 10 Operating
system has no built-in support for virtual peripheral protocols like: SPICE [127] for
video emulation or VirtIO for network, storage, serial and PCIe communication pro-
tocols [133]. Therefore, to be able to support and boot a vanilla Windows 10 image,
an Hypervisor must be able to emulate a VGA graphics card, a SATA/SCSI disk, an
e1000e Ethernet device or to provide direct access to real peripherals. The implemen-
tation of such a large amount of interfaces creates an equally large attack surface. One
of the most used Hypervisors, likely due to its nature of Free and Open Source Software
(FOSS) is QEMU-KVM. QEMU-KVM is the cooperation of two software components:
QEMU [28] which is a user-mode and system-mode emulator, and KVM which is a ker-
nel module that wraps hardware-assisted virtualization technologies like VT-x [76] and
AMD-V [1] into a QEMU virtual CPU. Many attempts like rust-vmm [14], Enarx [57],
gVisor [145] and Firecracker [7] can be used in place of QEMU to reduce the Virtual
Machine Manager (VMM) attack surface at cost of losing legacy peripherals support
and compatibility with existing systems. To be able to use existing feature-rich emu-
lators, but keeping them outside of the trust boundary, we need specialized hardware
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technologies like AMD Secure Encrypted Virtualization (SEV) and AMD SEV-Secure
Nested Paging (SEV-SNP).

AMD SEV [5,33] extends the SME security architecture by generating and employ-
ing a new AES symmetric key each time a Virtual Machine is booted. Conversely to
MKTME, in SEV the keys are generated and managed entirely by the AMD Secure
Processor. The Hypervisor is entirely excluded from the trust boundary, in fact the
system is designed to be secure even with a semi-trusted Hypervisor. The AMD threat
model [4, 5] de�nes as semi-trusted, an entity which is only relied upon for the avail-
ability of resources and not for their con�dentiality. This means that if an Hypervisor is
willing to terminate a Virtual Machine it will always have the power to do so, however
if the Hypervisor wants to eavesdrop the data being computed inside a Virtual Machine,
or stored in its main memory, it will not be able do to so if AMD SEV is employed.
Buhren et. al. found a �aw in SEV's management of security keys which led to a
complete circumvention of the security properties by an Hypervisor [33].

AMD SNP [4] is an extension to AMD SEV which provides integrity protection
over the Virtual Machine memory pages, as well as protection against page aliasing,
furthermore it patches the vulnerabilities found by Buhren et. al. [33]. SNP maintains a
so called Reverse Map Table (RMT), which is a data structure under the control of the
AMD SP, that keeps track, for each physical 4K memory block, of all the virtual pages
which have been mapped to that block, furthermore it keeps an hash of the aforemen-
tioned block, keyed with the identi�er of the entity that performed the last write. This
architecture effectively protects against integrity violations attack, in which a victim
Virtual MachineV protected by SEV-SNP stores its data in a main memory page, and
an attacker VMA or the Hypervisor itself tries to corrupt the data therein contained,
even without violating the con�dentiality of the page itself. WhenV initially allocates
the page, its identi�er is written in the reverse mapping table entry associated with the
physical location to which the virtual page is mapped. If an attacker VMA wants to
corrupt the data written by the victim VMV, it will have to create a page aliasing �rst.
In other words it will have to map one of its pages to the same memory location that
was mapped to the page of the victim VM. Provided that the attacker VMA is able
to correctly locate the virtual address which corresponds to the physical address of the
page of the victim VMV, upon the mapping of a new page of the attacker VMA into a
physical location used by the victim VMV, the AMD SP will inspect the Reverse Map
Table corresponding to that physical location. The RMP will contain the identi�er of
the victim VM V, thus it will not allow the attacker VMA to map the page, returning an
error. By forbidding the memory aliasing, this technology effectively prevents memory
corruption. If instead the attack is performed from a DMA-enabled peripheral, e.g.,
through a miscon�guration of the Input Output Memory Management Unit (IOMMU)
that allows the peripheral to modify a page which is outside the memory buffers dedi-
cated to the DMA transfers, the RMP access control will not be able to stop the attack,
but the RMP integrity control will. In fact, when the corrupted memory page is read
back by the victim VMV, the integrity check will fail, and an error will be raised.

2.1.7 A Consideration on Trust Foundations

Both Intel SGX/TME/MKTME and AMD SME/SEV/SNP manage encryption keys
in an entity which is deeply embedded in the CPU silicon, more privileged than the
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hypervisor, which itself is at the bottom (ring -2) of the traditional protection rings
classi�cation [30,83]. In fact, Intel ME and AMD SP management engines can be con-
sidered as ring -3. Both Intel ME and AMD SP are privileged entities which enforce
the security properties of the aforementioned security architectures. The fact that they
are both running proprietary undocumented �rmware is worrying, in fact no public se-
curity audit has been performed on the code running on both systems, which means that
vulnerabilities, or worse, backdoors, might exist on both systems. In the past several
vulnerabilities have been found in such management systems [32, 73, 101, 119, 120],
however this has not led to an increase in transparency by the hardware manufacturers.
If through a vulnerability or a backdoor, access to a security system like SP or ME
was granted, an attacker could bypass all the security architectures implemented on a
system at once. This is possible because both systems have unfettered access to the
system memory and hold the encryption keys of all the separately encrypted regions,
moreover both systems have access to the network, which for example in Intel systems
is granted through an SMBus connection to an Ethernet or Wi-Fi adapter, as required
on Active Management Technology (AMT) enabled motherboards and platforms. The
publication of the source code of the RTOS that are executed in Intel ME and AMD
SP could enable the global security research community to perform a security audit to
these platforms, a reproducible build system could allow to attest that the �rmware that
is in execution in such platforms is authentic and unmodi�ed, only these two actions
allow the next step ahead towards trusting these powerful technologies.

2.1.8 The Need For Plaintext Data

All the aforementioned security architectures perform an End-to-End (E2E) encryption,
data is encrypted on the host, sent encrypted on the bus, stored encrypted on the mem-
ory, eventually retrieved, and decrypted only when it arrives back on the host. E2E
encryption has the advantage of being simple to implement, and of keeping the trust
boundary limited to the host itself. However there are cases where a system architect
might want the memory to store a cleartext version of the data. Emerging memory
such as Memristors [124], Spin-Transfer Torque (STT-RAM) [84], ULTRARAM [91],
Phase Change Memory (PCM) [128] and 3D XPoint (3DXP) [106], create such a ne-
cessity as a consequence of their physical characteristics. In fact emerging memory
technologies have a limited endurance which is typically half-way between the DRAM
endurance of millions of write cycles and the NAND FLASH endurance of thousands
of write-erase cycles [59]. The limited lifetime of such memories pushes for optimized
write strategies which are able to reduce the number of writes employing a differential
approach. Differential write strategies, during a write operation, enable the memory to
read the data which is already stored in the destination, and compare it with the data that
will be written into that destination, then an ef�cient write strategy could only write the
bits whose value will change when switching to the new content. However, secure en-
cryption algorithms are characterized by the diffusion property, which ensure that even
a single bit change in the plaintext results on average in half of the bits of the ciphertext
block changing value [136]. As a consequence, storing encrypted data in an emerging
memory renders all the differential write strategies that might be implemented ineffec-
tive, eliminating the medium lifetime improvement that they bring.

Another condition that requires the peripheral to have access to cleartext data is the
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adoption of Processing In Memory (PIM) [65] and Near Memory Processing (NMP)
techniques [108]. Such techniques allow to of�oad a part of the computations on the
memory peripheral, such that data movement is minimized. Reducing the movement
of data reduces the latency of the computation as well as the power consumption of
the system, making the whole computing architecture more performant and energy ef-
�cient. Homomorphic encryption schemes [53, 99] might allow to perform compu-
tation on ciphertext data, but current implementations have huge performance impact
and consequently power consumption overheads, that will nullify the PIM/NMP value
proposition. The only chance for the secure implementation of ef�cient systems is to
encrypt at link level, giving the peripheral access to plaintext data.

A link encryption mechanism can only be considered secure if the other endpoint
is able to properly secure the plaintext data that will receive and if each endpoint is
able to perform a security attestation on the other endpoint. If Perfect Forward Secrecy
(PFS) [114] is desired, in other words, if the con�dentiality of data should not rely on
a single secret or pair of secrets, ephemeral keys should be employed. However, to
be able to securely agree on a sequence of ephemeral keys, the two host must perform
an attestation process which is based either on symmetric or asymmetric cryptography,
which should be used to authenticate a key agreement protocol like Dif�e Hellman, to
effectively thwart Man-In-The-Middle (MITM) attacks.

2.1.9 Link Encryption

Modern link encryption over digital protocols was born in August 1986 to secure in-
ternet communications, a joint project of the National Security Agency (NSA), the
National Bureau of Standards, the Defense Communications Agency, and computing
equipment manufacturers, led to the inception of the Secure Data Network System
(SDNS) [109]. Several years of re-design, extension and deprecation turned that orig-
inal project into the Transport Layer Security (TLS) v.1.3 protocol that we use every
day to secure traf�c sent over the internet. Due to his backward compatibility require-
ments and the broad set of ciphers (CipherSuites) employed by TLS v1.3 [55], the
protocol has now reached a complexity that makes it hard to implement in a functional
and secure manner. As a further con�rmation, only a dozen TLS implementation exist
and only a handful of them implement TLS v1.3 [56]. Even though TLS itself might
not be directly portable to scenarios different from the World Wide Web, many of the
principles used in the TLS protocol have made their way onto modern link encryp-
tion implementations. Among such principles are: endpoints mutual authentication,
ephemeral keys exchange, use of lightweight stream-oriented ciphers and mode of op-
eration with strict ordering, session establishment integrity guaranteed through hashing
of exchanged messages.

There are three notable examples of modern link encryption implementations: MAC-
sec [111], PCIe IDE [117] and CXL IDE [137]. These three protocols, despite being
applied to different contexts, like Ethernet networks (MACsec), DMA protocols (PCIe
IDE) and cache coherent CPU interconnections (CXL IDE), share a many features.
All the three protocols are based on AES-GCM [102], a recent stream-oriented AES
mode of operation, which can guarantee con�dentiality and integrity of the transmitted
data at once, thanks to the computation of a Message Authentication Code (MAC) tag
embedded in the encryption and decryption processes. The MAC obtained during the
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encryption is sent in cleartext along with the message and needs to match with the MAC
produced during the decryption of the message. If the two match, the transferred data
has not been tampered with. In all the three protocols, the AES-GCM streams forbid
the reordering of the blocks, thus hampering all the protocol ciphertext reordering and
splicing attacks. This has some consequences, in fact all the three protocols need to re-
order some of their packets, e.g., in PCIe to avoid deadlocks, posted requests need can
be moved ahead of non-posted requests [117]. This is solved by creating separate en-
cryption streams, e.g., one for posted requests and another one for non-posted requests.
In fact blocks belonging to different encryption streams can be reordered freely. MAC-
sec, PCIe IDE and CXL IDE represent solid ground on which future secure protocols,
that satisfy unforeseen security requirement of the emerging technologies can be built.

2.2 Compute Express Link Security in Multi-tenant Scenarios

Until now our threat model considered the whole host, together with all the software
running on it, as a trusted and secure entity, and all the threats were hypothesized to
come from external actors with physical access to the system. However such a threat
model might fall short in representing the possible threats of modern data center en-
vironments. In fact, in nowadays data centers that offer public cloud services, several
virtual machines, belonging to mutually untrusted users, might coexist on the same
host, sharing the same CPU, caches, memory subsystem, and DRAM. In the work in
progress journal embedded as annex, we will adopt a threat model which is adequate
to represent the challenges of such an environment. This new threat model de�nes
three entities: the cloud-service provider, which has privileged access on the VMM and
physical access on the whole hardware, the tenant, which has privileged access on one
or more virtual machines, and the attacker, which can be also a tenant, and thus can
have privileged access on its own virtual machine or even gain physical access on the
platform by penetrating the data center in person. The attacker role could also overlap
with the cloud-service provider, so we should expect the attacker to have complete con-
trol over the Hypervisor. Such a threat model is also aligned to the ones adopted by the
QEMU Security Process [148], by AMD SEV/SNP [4, 5] and by Intel TDX [74]. In
this threat model we want each tenant to preserve the con�dentiality and integrity and
to achieve replay protection on all the data-at-rest and data-in-use which is owned by
the Virtual Machines under its control.

2.2.1 Multi-tenant Attack Scenarios

Three attack scenarios can be examined, which adhere to the aforementioned threat
model: cross-TVM access, physical device access and Rowhammer. We callVictim
TVM the Trusted Virtual Machine whose data con�dentiality and integrity should be
protected. Replay attacks themselves can be considered as a threat to integrity, as their
net effect is to alter the memory content without necessarily breaking con�dentiality.
The starting condition of the three attack scenarios is that thevictim TVM writes a
memory page in an arbitrary location which belongs to its address space, and writes
arbitrary data therein. The aforementioned security properties will be respected if the
following read request, issued by thevictim TVM to the previous location, will actu-
ally read the same data that was last written by the samevictim TVM. The �rst attack
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Figure 2.1: Graphical depiction of an internal cross-TVM attack scenario, considering an encryption
and MAC security architecture, the Attacker TVM on the left can manipulate the data and addresses
arbitrarily, and it tries to generate a collision on the MAC while it is being read by the Victim TVM

Figure 2.2: Depiction of an external physical attack scenario on an encryption and MAC security archi-
tecture, the attacker on the left can manipulate the data and addresses arbitrarily either while they
are stored on the medium or while they are on transit through the memory protocol. The purpose of
the attack is again to generate a collision on the MAC being read by the Victim TVM

scenario, represented in Fig. 2.1, considers anattacker TVMto be co-existing on the
same VMM as theVictim TVM. While usually different TVMs or VMs insist on disjoint
memory ranges, there could be aliasing between their address spaces, e.g. in case of
shared access to shared DMA enabled memory, con�guration errors, or the presence of
malicious tenants. In these cases the Attacker TVM is able to issue a write request to
the memory location initially written by the Victim TVM, thus overwriting data. A se-
cure memory architecture should either prevent the Attacker TVM from writing to the
memory location, or, in case an implementation trade-off cannot afford to guarantee the
integrity during memory writes, raise an exception when the Victim TVM reads back
the altered data, preventing the silent loading of corrupted data. The second proposed
attack scenario, shown in Fig. 2.2, considers the attacker to be able to physically ac-
cess either the storage medium, that can be composed of traditional DRAM, emerging
memory or hybrid solutions comprising both technology; or the physical memory bus,
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Figure 2.3: This �gure represent the Rowhammer attack scenario in a multi-tenant environment employ-
ing a MAC-based security architecture, the attacker on the left issues a memory read pattern with the
purpose of causing Rowhammer-derived memory corruption on the medium. The goal of the attacker
is to generate a collision on the MAC read by the Victim TVM

be it a traditional DDR bus [79], a PCI express [116] link, or a CXL [137] link. In
this scenario, the attacker physically alters the data stored on the medium or travelling
through the protocol, e.g. through a Machine-In-The-Middle (MITM) [18] approach.
In this case, the desired level of security is guaranteed, where applicable such as in PCIe
or CXL, by cryptographic protection of the protocol with authenticating encryption al-
gorithms such as AES-GCM, or by checking the ownership of the last written data
during the readout, in case protocol encryption and integrity checking is not feasible.
The combination of both approaches can guarantee the previously mentioned security
properties. A third attack scenario, depicted in Fig. 2.3, leverages the Rowhammer phe-
nomenon [123]. A Rowhammer attack exploits the physical characteristics of DRAM
memory, which stores data as the charge of capacitors calledcells. On top of each cell
anaccess transitoris placed, which activates (opens) or deactivates (closes) to preserve
the cell charge when there is no need to read it. The cells access transistors are acti-
vated in lines callesrows. Rowsare grouped into banks, each bank features a single
set ofsense ampli�erswhich are used to readout the charge stored in each cell. The
uni�ed access to the sense ampli�ers mandates to have at most one open row at a time.
By repeatedly opening and closing two rows belonging to the same bank, an attacker
can speed up the naturally occurring leakage of the DRAM cells, rendering it faster
than the DRAM periodic refresh action, causing a corruption of the data stored in the
DRAM [85]. Provided that an attacker is able to correctly infer the complete address
mapping fromvirtual TVM addresses to geometrical DRAM location, which can be
inferred using a software-only methodology formalized by Barenghi et. al. [22], an at-
tacker can leverage the Rowhammer phenomenon to corrupt the victim TVM memory
by just issuing memory read operations. A particularly dangerous trait of Rowhammer
is that the attacker might not even have read access to the corrupted memory location.
That is because subsequent accesses to the same bank determine abank con�ictand are
avoided by the system by applyingbank interleavingtechniques. Thus a Rowhammer
attack does not need a miscon�guration or a memory aliasing as a prerequisite. A se-
cure multi-tenant virtualization architecture allows to protect against Rowhammer by
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either implementing MAC-based integrity control, which would require the Rowham-
mer corruption to cause a tag con�ict not to be detected, or a Rowhammer-aware virtual
to physical memory mapping that places entities belonging to the different tenants into
geometrically separate memory regions.

2.2.2 Commercial Solutions for Multi-tenant Security

Two commercial solutions are available to achieve trustworthy access to memory in
a multi-tenant solution, Secure Encrypted Virtualization with Secure Nested Paging
(SEV-SNP) by AMD [4] and Trust Domain eXtensions (TDX) by intel [74]. While
traditional virtualized setups does not satisfy the properties mentioned in this threat
model, AMD SEV and Intel TDX instead allow to guarantee such properties in some
attack scenarios. Both commercial solutions leverage the existence of a portion of the
system which is under the exclusive control of the hardware manufacturer. That portion
of the hardware is the Management Engine in Intel platforms and the Secure Processor
in AMD platforms. AMD SEV-SNP [4] maintains aReverse Mapping Table(RMT) in
DRAM, a data structure that for each virtual page keeps track of the owner entity and
the physical address mapped to that page, forbidding the creation of memory aliasing.
The Reverse Mapping Table is checked by the CPU and IOMMU during their page
table walks and updated during memory allocation requests. Standard operating sys-
tems, including the Hypervisor, cannot directly alter the RMT, thus privilege separation
between Hypervisor and TVM can be implemented. In fact if anAttacker TVMtries to
set up a memory aliasing with aVictim VM, the RMP will detect that the physical page
was already mapped to a virtual page belonging to a different entity (theVictim TVM)
and thus forbid the allocation of theAttacker TVMpage. AMD SEV-SNP currently
does not offer protection against physical access to the medium, nor protection against
Rowhammer attacks. Intel TDX [74] instead computes a 28-bit MAC digest using a
modi�ed Carter-Wegman scheme [46] which is stored on the DRAM medium along-
side the data. The MAC digest is computed over the address, data and an identi�er
Memory Key IDenti�er (MKID) of the entity owning the memory page. The digest is
then checked only during memory reads, so even though memory corruption itself is
not prevented, the consumption of corrupted memory by theVictim TVMis prevented
by checking the MAC during memory reads. Data stored on the memory medium is
also encrypted with a key selected by the TVM identi�er, so if anAttacker TVMtries
to readout the memory belonging to aVictim TVM, the memory encrypted with the
key associated with the MKID of theVictim TVMwill be decrypted with the key as-
sociated to the MKID of theAttacker TVM, thus will not allow the content readout. If
the Attacker TVMtries to corrupt a memory page belonging to aVictim TVM, it will
lead to a MAC failure as the MAC will be updated with the key associated with the
Attacker TVM. However there is a large caveat in both solutions, AMD SEV and Intel
TDX do not currently allow to encrypt memory pages which are used for DMA-based
communication with external peripherals. This choice is for backward compatibility
with unmodi�ed peripherals. In fact a DMA-enabled peripheral, when reading through
an encrypted page would not be able to interpret the data stored therein. This limitation
implies that the bene�ts of CXL-based memory expanders and accelerators are entirely
inaccessible to users that wish to guarantee the security of their data.
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2.3 Mobile Systems Secure State Management

Mobile devices are attractive targets from a Computer Security standpoint for several
reasons: they are used daily by more than 6.6 billion of users [17] to receive, pro-
duce and transmit sensitive data. Furthermore smartphones are now widely adopted
as a mean of payment, second factor authentication for critical services such as digital
identity, home banking and tax management, either through SMS One Time Password
(OTP) or Time-based One Time Password (TOTP) [48]. The portable nature of mobile
devices makes them also easily subject to loss or theft, thus increasing the likelihood
of a threat scenario where the attacker has physical access to the device. Even though
opening a mobile device and performing hardware modi�cations requires some equip-
ment such as an SMD rework station, such equipment is readily available at low cost
or can be lent from one of the many phone repair shops. In fact, repair shops often re-
place faulty NAND storage chips from mobile phones, de-facto enabling sophisticated
and invasive attacks like the probing and tampering of the data lines between SoC and
DRAM and between SoC and NAND.

One of the major discriminant between mobile devices is whether they run iOS (or
its variants iPadOS, tvOS, watchOS) or Android (or its variants Android TV, Wear OS).
iOS runs on all and only the mobile devices manufactured by Apple, while Android,
originally developed by Google is released in many customized forms by thousands of
device manufacturers globally, making it the world's most widespread operating sys-
tem [12]. The two ecosystems are profoundly different, with Apple mobile devices
being tightly controlled from the hardware design up to the software that run on the
devices themselves. Android devices, instead, are independently developed and diverse
from a hardware perspective, but OEMs implement or con�gure many of the security
features as well, leading to a fragmented scenario. In this case a lack of centralization
can lead to the delegation of the development of critical features to device manufac-
turers, which in some cases lack the resources for a proper security auditing of their
technologies.

Smartphones and tablets store their own operating system and user �les in a device
called managed NAND. A managed NAND includes one or more NAND banks, as
well as a memory controller, able to abstract from the NAND medium and expose
a block device interface, accessible through the embedded Multimedia Memory Card
(eMMC) [81] or Universal Flash Storage (UFS) [82] protocols. In general, storage read
and write commands are not authenticated, therefore any agent able to communicate
with the storage protocol (eMMC or UFS) and issue commands can read and write
arbitrarily inside the storage of the mobile device. However, to enable the issuing of
a security architecture for a mobile device, there is the need to set aside some storage
space with con�dentiality and integrity properties, which might be enforced with an
access control mechanism. To satisfy this need, the two main mobile storage protocols:
eMMC and UFS, embed a feature called Replay Protected Memory Block (RPMB).

An RPMB is a Logical Unit (LU) of a managed NAND, on which the controller
enforces a set of security properties: any entity wishing to write to such Logical Unit
must demonstrate to the controller the knowledge of a pre-shared secret. The knowl-
edge is proven by exhibiting a Message Authentication Code computed over each write
command, keyed with the pre-shared key. Read requests, instead, are not protected.

18



2.3. Mobile Systems Secure State Management

Another security property guaranteed by the RPMB is the write counter. Such counter
is incremented each time a write request is issued, and never over�ows. This last secu-
rity feature can effectively thwart protocol replay attacks, where an attacker that does
not have knowledge of the pre-shared key is able to listen to valid transactions and re-
play them, e.g., to restore a security counter to a previous value, or to restore an old
�rmware digest, enabling the roll-back to an obsolete and vulnerable �rmware image.
Such mechanisms however are enforced only by the �rmware running on the man-
aged NAND controller, therefore inherit the same security level as the �rmware itself.
It should be noted that managed nand �rmware is closed source and executed on a
proprietary architecture, furthermore there is no public evidence of any security audit
being performed on such �rmware. Finally, there is public evidence of a backdoor
being implemented in an eMMC �rmware produced by Samsung [19, 26, 112], which
further discourages from relying on the RPMB as the sole foundation of any security
architecture. To improve the performance and reliability of their own mobile devices,
manufacturers often execute Field Firmware Upgrades (FFU) of their managed NAND
devices. The mobile device receives a new �rmware image for the eMMC or UFS and
sends it to the managed NAND through a standardized FFU commands, either during
the early stages of the Linux kernel boot (Samsung Galaxy S5), during the init pro-
cess (Samsung Galaxy S9) or during the UEFI environment (Google Pixel 2/3). The
consequence of this operation is that �rmware images for most of the managed NAND
devices can be effectively recovered by dissecting the �rmware updates of the target de-
vices which are equipped with them. This further lowers the attack dif�culty, enabling
an evildoer to easily obtain a �rmware image that can be reverse engineered, hunting
for vulnerabilities that can invalidate the security properties of the Replay Protected
Memory Block. Finally, many OEMs use the RPMB for storing information about the
security state of a device, including the locked or unlocked state of the bootloader, the
Engineering Sample Device �ag, indicating if a device is an engineering sample and
has to disable all the security features.

Some manufacturers however follow a different strategy to maintain integrity pro-
tected data on the device. In particular, Motorola chose to leverage a set of electronic
Fuse (eFuse) that Qualcomm embeds in their System on Chips, under the commercial
nameqFuse. eFuses, patented by IBM in 1989 [27], are portions of an Application Sp-
e�cic Integrated Circuit (ASIC) which inherit the functioning of traditional electrical
fuses: by default they act as closed circuits, but if enough current is made �ow through
them, they heat up and blow, turning into open circuits. eFuses can be used to store a
small quantity of information, due to their large size compared to other ASIC storage
technologies like NOR or NAND. Furthermore, eFuses have the desirable feature of
being one-time writable, as there is no practical way to turn a burned fuse back into
pristine state. Even though being one-time writable, eFuses are not by their own nature
integrity protected, in fact individual bits of the eFuse bank which are still not blown
can be individually blown, therefore for some application like anti-rollback counter,
they might be used as they are, but for other application like the storage of public keys,
access to the eFuse block needs to be �ltered and granted only to privileged entities,
otherwise evildoers could alter the public key, which in the case of RSA could make it
weaker and easily factorable. Only few manufacturers use store their secrets into eFuse
banks, supposedly because their usage limits the possibilities for device refurbishing.
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In fact if all the state of a device is stored in the managed NAND, just replacing the
managed NAND with an empty one can bring back the device into a clean state, while
for refurbishing a device which adopts eFuses, the entire SoC needs to be replaced,
which is typically more costly than the managed NAND.

With the increase in popularity of the smartphone-based mobile payment systems
such as Android Pay and Apple Pay, and the increasing adoption of embedded Sub-
scriber Identity Module (eSIM) by mobile carriers, the need for a proper Secure Ele-
ment (SE) to be embedded in smartphones grew. Apple introduced its Secure Element,
called Secure Enclave in 2013 with the iPhone 5s. Google introduced its Secure Ele-
ment called Titan M in 2019 in its Google Pixel 3 (2018) �agship device and Samsung
added its own SE in the Galaxy S20 in 2020. While an embedded Secure Element can
greatly reduce the attack surface, and thus provide a good improvement in security with
respect to other solution presented before, conversely, Secure Elements are currently
included only by Apple, Google and Samsung, and only in their �agship smartphones
due their additional cost. Google is trying to obviate to this problem by sponsoring
the Open Titan initiative [97], which aims to be an Open Hardware, publicly devel-
oped and scrutinized Secure Element, but the project is still young and it will �rst be
integrated in server environments and hopefully in a few years will reach the mobile
ecosystem. Furthermore, the adoption of a Secure Element does not exclude a priori
the existence of vulnerabilities and security �aws, as Bellom et. al. demonstrate in
their latest work 2021: A Titan M Odyssey [29], also a Secure Element, especially one
which is physically separate from the SoC like the Google Titan M, can contain security
vulnerabilities, able to undermine completely the security model of a smartphone.

2.4 Exploring Cortex-M Microarchitectural Side Channel Information Leak-
age

The existence of side channels, de�ned as unintentional radiation of information is
probably known since World War II era, when the British discovered an effect called
Rafter, which described the inadvertent radiation of oscillators and receivers, which at
the time could have been used as a beacon for homing enemy submarines, as described
by Peter's Wright bookSpycatcher[153]. One of the �rst historical example in which
a side-channel information was effectively used was in the cold-war era, when the US
intelligence built the Berlin tunnel wiretap [36] to record encrypted Russian teletype
communications, and the analysis of the recorded signal carriers was interrupted by
clicks which were caused by electromagnets of the printing side of the teletype, and
thus were correlated with the plaintext being printed [51]. The phenomenon was then
codenamed as TEMPEST by NATO and NSA, referring to both techniques to extract
information from radiated side channels and techniques to shield against such infor-
mation leakage. However the �rst public research on the TEMPEST phenomena was
published only in 1985 by Wim van Eck [150], which demonstrated the readout of data
displayed on a computer monitor from hundreds of meters using only 15$ of equipment.
Markus G. Kuhn developed a different low-cost techniques to eavesdrop the data being
visualized on CRT and LCD based monitors, and he also developed some techniques
to mitigate the leaked signal [88].
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2.4.1 Cryptographic Side Channel Attacks

While TEMPEST allows the direct retrieval of plaintext, if a side channel attack is ap-
plied to a cipher instead, the effort to retrieve a small key can lead to the successful
decryption of a large amount of plaintext. Furthermore, a cryptographic key is usually
processed iteratively several times, thus giving the attacker a large quantity of samples
which are correlated with the key material, greatly simplifying the attack. The �rst
modern cryptographic side channel attack was described by Paul C. Kocher, in 1996,
and introduced the idea of observing the variation of execution time in different cryp-
tosystem to infer the key, at the same time presenting a set of complete key recovery
attacks [86]. After that pioneering work, many other cryptographic side channels were
explored, such as power consumption [87], Electro-Magnetic (EM) emissions [61], op-
tical emissions [58] and acoustic emissions [20]. The EM emission side channel was
chosen for our work since the necessary instrumentation is affordable and, conversely
to the optical side channel, does not require decapsulation (also called decapping) of
the Integrated Circuit (IC). A typical EM side channel setup is composed by an antenna
placed close to the device under attack, as depicted in Figure 2.4, which is connected to
an oscilloscope to measure the EM leakage, and to a computer able to collect traces and
control the device under attack. Thus in general cryptographic side channel attacks can
only be performed from a close distance; a notable exception is a work by Camurati et.
al., which has shown that in devices in which analog and digital logic are implemented
in the same die, the EM leakage from cryptographic operation of the devices can be
retrieved from the noise of the signal emitted by the analog portion, thus enabling a
Side Channel attack from a distance of several meters [34].

2.4.2 Attack Classes

The �rst side channel attack proposed by Kocher in 1996 [86], exploited the correlation
between data and execution time in RSA computations. This kind of side channel
attacks, where the information is already visible through a visual inspection of the
trace is de�ned Simple Power Analysis (SPA). Additional variants of that attack might
be applicable to software implementations, in which microarchitectural features which
are designed for performance might leak information about the execution trace. As
highlighted by Lou et al. [96], an instruction cache will have faster access time on the
instructions which were already executed, thus if the control �ow is dependent on the
input data, the execution time can be correlated with the data itself and thus be exploited
to retrieve the secrets being computed.

A more powerful technique was proposed by Kocher in 1999 [87] called Differential
Power Analysis (DPA), this technique is more �exible than SPA since it does not require
the attacker to possess a detailed knowledge about the cipher, in particular it is not a
prerequisite the knowledge of the timing at which the signal was correlated with the
secret, the only requirement is to have correlation between the signal and the secret and
to have that correlation repeating over time. If an attacker �nds an intermediate value
which is correlated only with the plaintext (or ciphertext or both) and a small portion
of the key, she can collect a large number of execution traces for different plaintexts,
group the traces according to the value of a portion of the intermediate, and look at the
average of the two groups. Since the leakage is correlated with the intermediate values,
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Figure 2.4: Depiction of a portion of the Side Channel setup used to perform EM measurements on the
Cortex-M4 CPU in our second work. A self-built electric �eld antenna is put on top of the Micro
Controller Unit (MCU) package containing the Cortex-M4 processor. The other wires in the picture
are used for a GPIO-driven trigger to align traces and an a serial port for controlling the software
in execution on the CPU.

the key portion that makes the groups differ sensibly will likely match with the correct
key.

A more re�ned version of DPA is called Correlation Power Analysis (CPA) and was
formalized by Brier et al. in 2004 [31]. CPA works by ranking all the hypotheses for a
portion of the key, e.g., a single byte, considering a large set of traces acquired during
the encryption of different known plaintexts, according to the statistical correlation of
the intermediate values generated by each plaintext and that key hypothesis. The Pear-
son's correlation coef�cient is a statistical estimator that is able to quantify the linear
correlation between two datasets, and is used in this attack to estimate the correlation
between the intermediate values computed with a key hypothesis and the correspond-
ing traces. Furthermore, Heuser et. al. demonstrated the optimality of the Pearson's
correlation coef�cient distinguisher whenever the leakage model is only known to a
proportional scale (i.e.L �;d = ax + bwhere botha andbare unknown), and the noise
is Gaussian [70].

The last major class of side channel attacks are called template attacks and are the
most powerful attacks from an information theoretic perspective. Template attacks were
introduced by Chari et. al. in 2002 [38], and apply a technique employed in telecom-
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munications to retrieve signals in noisy environments, where the signal and the noise
are thoroughly characterized to build a model, which is exercised in reception to detect
the correct value of each signal. In the same way, a template attack builds a model
of the noise over a large number of traces produced by a device which can be com-
pletely controlled by the attacker, and is able to retrieve the secret on the target device
using a reduced number of traces or even a single trace. One of the latest successful
applications of a template attack was carried out by Lomne and Roche in 2021 [131],
by successfully extracting an Elliptic Curve Digital Signature Algorithm (ECDSA) pri-
vate key from a Google Titan Security Key with just 6000 traces. The Google Titan
Security Key is a FIDO Universal 2 Factors (U2F) [140] authentication token which
is commercially available since 2018 and based on the NXP A700X secure element.
However, in our work we will not analyze template attacks, since they are based on the
assumption that the attacker can obtain an identical copy of the device to be attacked,
and can completely control such device, such that arbitrary input can be fed and used
to train the model of the noise. This requirement is far more stringent than CPA, and
General Purpose commercial CPUs are still lacking a widespread protection against
CPA, thus the simpler attack scenario of CPA better deserves our attention.

2.4.3 Side Channel Countermeasures

Many hardware based side channel countermeasures exist [60, 67] like dual rail [40,
125, 139], triple rail logic [95], and current mode circuits [98], however they are typi-
cally not compatible with standard cell libraries and tools commonly used in hardware
manufacturing, thus have a high development cost, worse power consumption and per-
formance �gures, and are usually only included in high-cost hardware secure enclaves
and smart cards, where security is the key priority and the size and complexity of the
design is limited. Applying a side channel countermeasure to a General Purpose CPU
would probably not be sustainable from a cost perspective, furthermore hardware coun-
termeasure cannot be applied on already existing commercial CPUs, for which the only
route is the design of software countermeasures. Software side channel countermea-
sures can be categorized in three groups according to their working principle. Coun-
termeasures which aim at reducing the SnR between the secrets leakage and the rest of
the EM emissions are denominated as hiding [24, 103, 135]. Hiding countermeasures
are typically the easiest and cheapest to implement, since they try to modify the im-
plementation, e.g., rescheduling instructions, to minimize the leakage of cryptographic
secrets, however for this class of countermeasures only empirical proofs of resistance
can be provided and no guarantee is given from the information theory standpoint about
the absence of a correlation between secrets and physical variables variation. A sec-
ond category of countermeasures, namedmorphingtries to mitigate DPA and CPA
attacks by modifying the structure of the algorithm implementation thus preventing the
statistical aggregation of data. Several examples of morphing countermeasures were
proposed [8,9,16], e.g., changing the algorithm implementation through dynamic code
recompilation [8], masking the values result of load and stores operations [10] or split-
ting the implementation into a set of tiles, whose order is chosen at runtime by the
underlying hardware [16], solution which however requires the augmenting of the hard-
ware platform, thus it's still not applicable to Commercial-Off-The-Shelf (COTS) Gen-
eral Purpose CPUs. Moreover, morphing countermeasures might be vulnerable against
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Figure 2.5: Block diagram of the four stage pipeline employed in the Cortex-M4 CPU. The four stages
are the Instruction Fetch (IF), Instruction Decode (ID), ISsue (IS) and EXecute (EX). Highlighted in
red is the Issue to Execute (IS/EX) buffer which was proven in the second work of this thesis [23] to be
responsible of leaking the Hamming Distance (HD) of the source registers of consecutive instructions.

template attacks, e.g., if an attacker is able to predict at what time the implementation
will embody a particular con�guration and can leverage a model of the leakage which is
trained for that con�guration. Finally, countermeasures which try to break the correla-
tion between the emissions and the ciphertext are calledmaskingand they are the only
countermeasures able to forbid a side channel attack up to the order of the mitigations.
E.g., �rst order masking can prevent statistical attacks up to the �rst order but is vulner-
able to second order attacks and so on. Intuitively, the number of traces and processing
power required to build a higher order attack raises, up to making the attack infeasible
or simply not economically convenient. Several examples of masking were proposed
in the state of the art [37,63,130]. Masking countermeasures are the only countermea-
sures for which a formal proof of effectiveness can be derived, provided that a set of
invariant properties hold. In fact, if the correlation between the shares of one value is
never shared, the masking scheme can be considered secure against statistical methods
of the same order of the masking. We will focus on this last category of countermea-
sures and how to guarantee the validity of their invariants even when implemented in
software in a commercially available opaque ISA.

2.4.4 Microarchitectural Characterization

It has been widely demonstrated that hidden architectural effects can undermine the
effectiveness of a masking scheme, even if proven secure under from the ISA perspec-
tive [21, 43, 52, 63, 104, 113, 135]. As an example let's suppose that a secret valuea
is split into two sharesa0; a1 using a random valuex, and those shares are then stored
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then stored into the CPU registersr0 andr1.

a = ( a0 � a1); a0 = ( a � x); a1 = x; r 0 = a0; r1 = a1

And the same happes for a secret valueb, split using a random valuey, and the
shares are then stored into registersr2 andr3.

b= ( b0 � b1); b0 = ( b� y); b1 = y; r2 = b0; r3 = b1

A XOR operation securely implemented to operate on the shares, will operate like
this:

XOR R0, R0, R2
XOR R1, R1, R3

If the microarchitecture leaks the hamming distance of the source operands, e.g.,
from an inter-stage buffer between the ISsue and the EXecute stage (IS/EX), as high-
lighted in Figure 2.5, the following values will be leaked:

r0 � r1 = a0 � a1 = a

r2 � r3 = b0 � b1 = b

In fact, they will completely invalidate the masking scheme.
A pioneering work in architectural reverse engineering for the improvement of side

channel masking countermeasures was published by Barenghi et. al. [25]. The work
enclosed in this thesis stems from that initial effort, standardizing the analisys frame-
work into a formal procedure.
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CHAPTER3
Contributions

In this chapter we will review, for each of the works composing this thesis, the contri-
butions to the state of the art.

3.1 A Secure and Authenticated Host-to-Memory Communication Inter-
face

Emerging memories like Memristors [124], STT-RAM [84], PCM [128] and 3DXP [106],
have the key features to change the future computing landscape. In fact they provide
a persistent, scalable and byte-addressable medium, with latency and bandwidth �g-
ures that are half-way between NAND �ash and DRAM. These emerging memories
can express their potential in different scenarios. Emerging memories can be inter-
connected either through storage-oriented protocols like the Non-Volatile Memory ex-
press (NVMe) [110] bus, a storage-oriented bus based on PCIe [116] or through main
memory-oriented protocols like the traditional Double Data Rate (DDR) class of pro-
tocols. One emerging-memory based product which is already commercially available
is a 3DXP-based drive connected using an NVMe bus, commercialized under the name
Intel Optane [44]. Intel Optane drives can be used as a fast cache for storage devices,
technology made available by Intel for the Windows Operating System under the name
of Rapid Storage Technology (RST) [45]. Another application of persistent emerging
memory is the Direct Access (DAX) technology [90, 152] implemented in the Linux
kernel, which offers an Application Programming Interface (API) [118] to bypass the
page cache infrastructure and access in a byte-addressable way data directly from the
persistent memory, without copying data in the DRAM and caches �rst.

This paper envisions one possible future integration of an emerging memory device
using the standard main memory protocol LPDDR4 [80]. The main contribution in this
work is the design and evaluation of a security architecture, able to secure an LPDDR4
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link used to communicate with a persistent emerging memory device. The proposed
security architecture is able to guarantee con�dentiality, integrity and reorder/replay
protection on the data transferred over the LPDDR4 bus, as well as integrity and re-
order/replay protection on addresses sent along. The proposed architecture aims to
minimize the bandwidth and latency overheads, while keeping the silicon area cost af-
fordable, such that the system can be implemented in resource-constrained devices such
as mobile or Internet of Things (IoT) devices. To this extent, an authenticated symmet-
ric cipher was chosen for the link encryption, the CAESAR [49] competition �nalist
ACORN [71] was selected as it's able to achieve a throughput of 9.09Gb/s occupying
an area of 9469.8�m 2, when manifactured using TSMC 65nm technology, according
to Kumar et. al. [89]. The cipher was modi�ed to defer the validation of the authen-
tication tag to avoid an increase of latency. A notable achievement was the exploit of
the symmetric nature of the ACORN cipher to achieve bidirectional encryption/decryp-
tion of the DQ data using a single instance of the cipher. A sequence number and the
memory address are used to tweak the key, so that spatial and temporal correlation of
transactions can be hidden. To simplify the ecosystem management and facilitate inter-
operability, the proposed architectures uses a Trust On First Use (TOFU) [151] policy,
as the memory peripheral trusts the �rst host that it sees and accepts a master symmetric
secret sent in the clear, since the �rst connection to a new host is supposed to happen
under controlled conditions. The master secret can be erased through a vendor-unique
command only after the full erasure of used data, to avoid any information leakage.
One innovative feature of the proposed architecture is the possibility to send interrupts
to the Operating System in case there is an authentication failure, this can open many
possibilities of reactive security policies. For example the Operating System could sig-
nal the process whose transaction has failed memory request or generate a higher-level
log even that could lead to a faster isolation of the threat and a better damage control,
reducing the chance of privilege escalation and data leakage.

Furthermore, this work leaves room for future improvements in several directions,
for examples, an encrypted key agreement protocol based on a public-key cryptosystem
could be implemented, to apply the TOFU policy without transmitting the master sym-
metric key in the clear. This work could also see a better clari�cation of the derivation
of ephemeral keys from the master symmetric secret. A potential mapping of the device
erase request to vendor-unique LPDDR4 commands could also be a useful extension.
Finally, since the tag exchange and validation mechanism is asynchronous, a detailed
description of a queue system for outstanding requests that were not yet validated, as
well as a back-pressure mechanism to avoid the invalidation of security policies in case
of high memory request pressure could also be investigated.

We highlight that the contribution presented in this work is the �rst publicly de-
scribed application of a link-level encryption mechanism to an LPDDR4 link, no pre-
vious implementation was designed in the academic or industrial world. This pro-
tocol pre-dates open link encryption implementations like PCIe IDE [117] and CXL
IDE [137], but it already envisioned the fundamental building block of such architec-
tures like the use of authenticated symmetric mode of operations and the implemen-
tation of a symmetric-key based authentication mechanism, as well as a secure erase
command, able to wipe data and cryptographic keys.
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Figure 3.1: Block diagram representation of the proposed security architecture. The block diagram
includes the memory subsystem of a CXL-enabled CPU, attached via CXL bus to a CXL memory
expander device. In red are highlighted the functional blocks where memory requests are encrypted
to enforce the separation between TVMs and other TVMs or the VMM.

3.2 Compute Express Link Security in Multi-tenant Scenarios

If one tries to apply the threat model de�ned by AMD SEV/SNP [4, 5] and Intel
TDX [74], to a CXL-enabled platform, one would notice that some threats are effec-
tively protected by existing technologies. For example the CXL IDE [137] performs
a link-level encryption which can effectively mitigate the physical threats on the link.
Furthermore, for Virtual Machines protected by SEV/SNP/TDX, their DRAM-based
main memory is encrypted and not accessible by other entities, as guaranteed by the
SEV/SNP/TDX security architectures. However if a VM wishes to leverage the capa-
bilities offered by CXL-enabled peripherals, there are no guarantees on the enforcing
of isolation between VMs and between VM and Hypervisor on the data that is sent
through CXL links. For example, the Hypervisor retains access to the pages used for
Memory Mapped Input Output (MMIO) based con�guration of the CXL devices, and
such pages are not encrypted by SEV/SNP/TDX, therefore an Hypervisor could always
re-con�gure a CXL device, e.g., setting up an aliased memory map to obtain access to
con�dential data stored in the CXL device.

CXL is composed of three sub-protocols, multiplexed on the same PCIe PHY: CXL.io
for discovery, con�guration and non-coherent memory transfers, CXL.mem for cache-
coherent memory transfers and CXL.cache for managing cache semantics [137]. A
typical CXL-enabled architecture is depicted in Figure 3.1, CXL.io takes the tradi-
tional path of non-cache coherent memory transfers, passing through the northbridge
which handles all the high-speed peripherals such as PCIe interfaces. CXL.cache and
CXL.mem, instead are cache coherence and have low-latency requirements, thus are
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directly managed by a CXL controller, interconnected directly to the cache subsystem.

A traditional way to give exclusive control over a PCIe periperal to a single Vir-
tual Machine is to use an Input Output Memory Mapping Unit (IOMMU) [13]. An
IOMMU is able to translate a dedicated peripheral address space into the host physical
address space, performing access control for each memory transaction. To give a VM
the exclusive control of a peripheral, the IOMMU can be con�gured to remap the ad-
dress space of the peripheral to the physical host address range which is mapped to the
address range of the said VM. The VM will detect the peripheral as if it was directly
connected. The presence of an IOMMU is identi�ed in AMD systems by the keyword
IOMMU and in Intel systems by the commercial name VT-d. However, as highlighted
by Malka et. al. [100], an IOMMU is only able to �lter upstream traf�c, as it is mainly
designed to protect against buggy or malicious peripherals, not to isolate VMs between
one another or between a VM and its Hypervisor. Therefore the IOMMU alone is not
suf�ent to guarantee the con�dentiality, integrity and replay protection on VM data in
a multi-tenant threat model.

In this work we propose a secure architecture which bears minimal modi�cations
with respect to the traditional one just described, and is able to extend the properties
introduced by SEV/SNP/TDX to the data read and written from a CXL-enabled periph-
eral, By applying an ef�cient encryption scheme, the data will be sent encrypted to the
CXL peripheral that becomes effectively semi-trusted, that means trusted only regard-
ing the availability of resources. The storage of encrypted data in the CXL peripheral
will also prevent cold-boot attack styles that are made simpler by the persistence char-
acteristics of the emerging memory technologies. The encryption key generation and
setup is to be performed by the trusted entity which is already present in present-day
con�dential computing systems such as AMD SEV-SNP [4] and Intel TDX [74]. The
proposed solution enables the secure used of CXL peripherals by Trusted Virtual Ma-
chines, without having to enlarge the trust boundary, nor to trust the �rmware of CXL
peripherals.

One possible future improvement of this work is the addition of the Multiple Logical
Device (MLD) [137] capability. In fact the CXL standard allows to share a single phys-
ical CXL device to different hosts, which can access a portion of the device memory
storage through a logical device. However in the MLD management, as de�ned by the
CXL standard, all the Logical Devices (LD) share the same CXL.io memory-mapped
address space, therefore an access control cannot be enforced at address level. A po-
tential future solution to this issue implies the use of a technology called Single Root
Input Output Virtualization (SR-IOV) [115]. The SR-IOV technology allows to expose
multiple PCIe con�guration address spaces, which can all use a single physical PCIe
interface. Such a technology would provide a diversi�cation in the con�guration ad-
dress spaces for each LD that would enable a direct porting of the security architecture
described in this work with a minimal adaptation effort. Even though SR-IOV support
is CXL is not already present, the technology was mentioned in the CXL speci�ca-
tion [137] as a potential feature, which could be easily ported thanks to the similarities
between CXL and PCIe 5.0 in terms of PHY and MMIO mechanisms.
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3.3 Mobile Systems Secure State Management

A mobile device security state management architecture, to be applicable in a real-
world device scenario, needs to blend security properties as well as manageability
properties. We de�ne a list of such properties, based on the observation of the state
management architectures of mobile devices which are already on the market. Among
those properties are:

a) Cryptographic unlock procedure:the OEM must retain the ability to break the de-
vice chain of trust, however such operation must be authenticated using crypto-
graphic means, i.e., by exhibiting a cryptographic signature that can be validated
with a trusted public key.

b) Multiple states management:the device manufacturer must be able to de�ne multi-
ple security states, each one with an independent set of active security features. As
an example an engineering sample device should enable the baseband �rmware to be
replaced, while a device with unlocked bootloader might still require the baseband
�rmware to be cryptographically valid.

c) Easy and secure refurbishment:the refurbishment of the device, typically performed
by replacing the managed NAND should remain feasible, e.g. by not relying on a
shared secret between SoC and managed NAND.

d) No trust in storage medium:the security architecture should preserve its security
properties even in the case of a complete compromission of the managed NAND
controller security, as it was documented for Samsung eMMC drives [19,26,112].

e) Security downgrade implies full wipe:every security downgrade should not be fea-
sible unless the user data is wiped, or alternatively, if a security downgrade is per-
formed, user data is immediately and inevitably deleted.

The security architecture which we propose satis�es all of the above properties,
however it is also dependent on three hardware prerequisites, which to the best of our
knowledge are satis�ed by many mobile System on Chips, and mainly by the ones
manufactured by Qualcomm, which are the most widespread in the top 20 most pop-
ular smartphones, according to the LineageOS public statistics [122]. The hardware
prerequisites of the proposed security architecture are:

a) Trusted Environment:the logic implementation of the architecture must be executed
in an environment which is trusted and separate from the main operation logic, either
by executing it in the early boot stages or running it into the TrustZone environment
which is present in all Cortex-A CPUs, adopted by the vast majority of smartphones.

b) One-Time-Programmable Memory:the mobile device should be equipped with a
One-Time-Programmable (OTP) memory, whose access should be restricted only to
the software running in the aforementioned Trusted Environment. Qualcomm SoCs
are all equipped with eFuses that can act as an OTP. If the Trusted Environment is
implemented with TrustZone technology, access to OTP should only be granted to
the highest privilege leveles, i.e. the TrustZone kernel.
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c) Replay Counter:a non-over�owing monotonic counter is needed to thwart replay
attacks, where an attacker could use an older valid signature to roll back the target
device into a previous state. In case the device is equipped with eFuses, they can be
used to implement OTP as well as to implement a replay counter mechanism.

The state storage architecture we propose stores the state of the device into a numer-
ical value called Status IDenti�er (SID). The OEM de�nes in its security policies the
mapping between each SID and a selection of security features which must be disabled.
The default SID (also assigned in case of error) enabled all the security features. The
SID is stored in a certi�cate signed by the OEM itself, which can be safely stored in the
untrusted non-volatile storage, like an eMMC or UFS managed NAND, and is loaded
and validated at each boot by the Trusted Environment. The boot process is exempli�ed
in Fig. 3.2.

The secure erasure of user data in case the security level is changed is achieved by
storing the Disk Encryption Key (DEK) encrypted with a Key Encryption Key (KEK)
that is derived from the SID in the Trusted Environment. If the SID change, the KEK
inevitably changes, and the old DEK will not be decryptable anymore, thus will ensure
the cryptographic lock of user data. During boot, the Trusted Environment will check
the integrity of the SID certi�cate, and if valid will decrypt the DEK and return it to the
bootloader.

The presence of logic fallacies and vulnerabilities is further reduced by ensuring that
the dependence between validation of the SID certi�cate and decryption of the DEK is
cryptographically bounded. This can be obtained by deriving the KEK as the result of a
keyed hash of the SID and a the monotonic counterc of the device, as well as a device
unique key, which is a random per-device secret generated at the �rst boot of each
device and stored in OTP memory, and only accessible by the Trusted Environment.

Bootloader Trusted Environment Storage medium

Read boot partition

f c;SIDgskOEM

{DEK}, Kernel

QUERYSTATEANDDEK
f c;SIDgskOEM,

{DEK}
Verify f c;SIDgskOEM

Decryptf DEK gDEK, SID

Kernel
Execution

Figure 3.2: Sequence diagram of the proposed boot process. The resulting SID is trustworthy and is
used to toggle security features, such as Veri�ed Boot and dm-verity.

The SID can be updated, e.g. following a request by the user to unlock its device,
only when the OEM sends a new signed certi�cate with updated sequence number,
containing the new SID. The OEM might want to perform additional checks before a
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Bootloader Trusted Environment OEM

Collect identi�ers
c0 = c + 1

Verify eligibility
sign and encrypt

c0, SID,device identi�ers

ff c0; SIDgskOEMg

UPDATESTATE
ff c0; SIDgskOEMg

{DEK} Decrypt and validate
ff c0; SIDgskOEMg
Checkc0 = c + 1
Setc  c0

f DEK0g, f c0; SIDgskOEM

Write f DEK0g,
f c0; SIDgskOEM

to storage medium

Figure 3.3: Sequence diagram of the proposed unlock process. The request incorporates an OEM-
speci�c set of device identi�ers, the desired SID, and counter valuec+ 1 . In case the OEM approves
the unlock, the request is signed, encrypted and sent back. The response is then passed to the trusted
environment for decryption, ensuringc is incremented.

device could be unlocked, for example, chinese device manufacturers try to avoid third-
party re-branding of their own products by requiring a smartphone to be activated with
a SIM card and registered with a valid used account and used for a certain amount of
time before it can be unlocked. To give �exibility to the OEM to decide when a device
is eligible for a SID change, the device sends along with the SID change request also a
collection of statistics which could include the total uptime, the IMEI or the presence
of a SIM card. If the OEM approved the device security status change it replies to
the request with a new signed certi�cate, including the new SID which is encrypted
using a Shared Key (SK) which is accessible only to the Trusted Environment. This SK
itself could be burned during manufacturing into the eFuses of the device, and should
be differentiated for each device to minimize the risk of security breaches in case one
device is compromised and its SK is leaked. The device unlock procedure is depicted
in Fig. 3.3.

Each new status change increments a counterc by one, such counter could be kept
monotonic and non-over�owing, e.g. by implementing it into an eFuse array using a
one-hot encoding. Each time the OEM issues a new security state, the counterc is
incremented by one, the device, each time it applies a new security change, will burn
one eFuse more, to ensure that the number of blown fuses re�ects the counter contained
in the certi�cate. This can avoid replay and rollback attacks where an evildoes can feed
an old unlock certi�cate to a device which was previously unlocked and locked again.

To prove the soundness of the proposed security architecture, a brief analysis of the
security properties of the proposed architecture follows, a formal security proof instead
is embedded in the attached manuscript. As the Trusted Environment remains available
throughout the operation of the device, an attacker could try to obtain the DEK while the
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device is still locked, perform a backup of the managed NAND, then unlock the device
and use the previous DEK to use the data on the unlocked device. We thwart such
attack by making the KEK dependent on a monotonic counter, which is incremented
every time the SID is updated. This has the net consequence of forbidding any attacker
to roll back to a previous state while maintaining the accessibility of data.

The anti-rollback counterc is updated as soon as the new certi�cate received from
the OEM is been validated, attacker might attempt to bypass the counter update by
intercepting the new certi�cate transmission and storing the new certi�cate in the man-
aged NAND without feeding it to the Trusted Environment. Our architecture effectively
prevents this threat by encrypting the certi�cates which are sent from the OEM to the
device with the pre-shared key SK. Certi�cates are only decrypted during the UPDAT-
ESTATE function calls which atomically update the counterc. The described attacks is
depicted in Fig. 3.4.

Attacker-initiated communcation

Bootloader Trusted Environment

QUERYSTATEANDDEK
f c;UNLOCKEDgskOEM,

{DEK}

KEK = H ((c;UNLOCKED); DK) (invalid)
DEK = decrypt({DEK}, KEK)DEK (invalid), UNLOCKED

Skip signature check
Load attacker kernel

Skip signature check
Load malicious kernel

QUERYSTATEANDDEK
f c;LOCKEDgskOEM,

{DEK}

KEK = H ((c;LOCKED); DK) (valid)
DEK = decrypt({DEK}, KEK)DEK, LOCKED

Attacker learns DEK

Figure 3.4: Possible DEK recovery attack in case unencrypted certi�cates are used.

The Trusted Entity as part of our architecture was chosen to be internally stateless,
except for the explicit entities declared before like the counterc. This can prevent
attacks that rely on a reset of the Trusted Environment, either by exploiting a bug and
making the Trusted Entity crash, or by controlling the Power Management Integrated
Controller (PMIC) and altering the voltage thresholds of the Trusted Entity, forcing a
TE crash and consequently a TE reboot.
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3.4 Exploring Cortex-M Microarchitectural Side Channel Information Leak-
age

To effectively implement a masking countermeasure on a commercial General Purpose
CPU, we need to be able to schedule instructions such that no involuntary recombina-
tion of the shares is performed by the CPU microarchitecture. Since information about
the re-combination of values below the ISA level is not available for the users and de-
velopers of the CPU, there is the need for a reliable and standardized technique to infer
that information. Recombination of values is observed on synchronous elements of the
datapath, also called registers or buffers, which ful�ll different roles inside the CPU.
To be able to completely describe the leakage effect of all the synchronous registers
inside a CPU, we need to model three structural characteristics of the CPU itself which
in�uence the timing in which the instructions are processed by the functional units of
the CPU: 1) data storage features, such as the number of register �le read and write
ports, 2) instruction issuing features comprising the issue width, the issuing policy, the
presence of forwarding paths and the width of the inter-stage registers and 3) instruction
execution features that describe the number and type of the available execution units,
including their latencies.

General Purpose (GP) Commercial-Off-The-Shelf (COTS) CPUs are designed with
performance in mind; they try to execute instructions as fast as possible. For this rea-
son modern CPUs leverage some degree of pipelining, such that the functional units
that constitute the stages of execution for each instruction are not left idle between
one instruction and the next. However, the code in execution can contain con�icts, or
hazards, which might require one or more stall cycles to be inserted in the pipeline
to be solved. Architectural optimizations like forwarding paths and replicated func-
tional units can prevent the need for stall cycles. Therefore, by observing the execution
throughput as Cycles Per Instruction (CPI) for different sequences of instructions, we
will be able to extract information about the presence of optimizations in the datapath,
as they will make an instruction sequence with con�icts be executed with a through-
put which is as close as possible to the throughput of an instruction sequence without
con�icts. An example of a con�ict is the Read After Write (RAW), which holds when-
ever the source register of an instruction is also the destination register of the previous
instruction. To avoid the exploration of the whole ISA instruction space, which is im-
practical, we select for each family of instruction in the ISA, a representative member
to be used instead. The comparison between the throughput of sequences of represen-
tative instructions with or without a RAW con�icts will determine the presence or the
absence of architectural optimizations.

A second metric to be considered while deriving a microarchitectural model is the
execution stage latency, this latency represents the difference in clock cycles between
the completion of two consecutive instructions in a sequence of identical instructions.
This quantity, for each representative instruction sequence, can be used to derive the la-
tency of each Functional Unit (FU) as well as the number of FUs and whether they are
implemented in a pipelined fashion. That is because, in case of a multi-cycle execution,
the latency pro�le of a replicated functional unit is distinguishable from the latency pro-
�le of a pipelined functional unit, as clearly visible from Figure 3.5. In the work we
present, the metrics just described are processed to build a complete microarchitectural
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(a) Two combinatorial multi-cycle multipliers

(b) Single pipelined multiplier

Figure 3.5: Comparison between the execution latency pro�le of two replicated functional units and a
pipelined functional unit while processing a sequence of identical multi-cycle instructions.
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Figure 3.6: Graph showing the dependencies between the inference steps that were used to obtain a
microarchitectural model of the target CPU. Directed arcs from a feature to another indicate that the
feature origin of the arc is used to compute the feature destination of the arc.

model of the execution, able to identify which registers are recombined during the ex-
ecution of a piece of code. A dependency graph between the features is depicted in
Figure 3.6. The CPI and execution latency, computed in both cases of absence and
presence of Read After Write con�icts, will allow to derive a complete microarchitec-
tural model, which will comprise the presence of forwarding paths, the sharing of FUs
among instructions which is one of the cause of Structural Hazards, the number, latency
and pipelining of the employed Functional Units. The number of available functional
units will allow to compute the width of the inter-stage register as well as the number
of ports of the Register File (RF). In fact, since a higher port count comes with a cost
in silicon due to the need of routing multiple data lines, we assume that the maximum
number of ports is carefully chosen to fully exploit the processor throughput, but no
ports more that the minimum needed for that purpose are placed. We validate each
of the identi�ed microarchitectural datapath registers by designing for each register a
microbenchmark which causes the overwrite of the register content with a sequence
of known values. Therefore, if the register actually exists, it should generate an EM
leakage which is correlated with the Hamming Distance of the values that are therein
written. We then prepare an EM side channel analysis setup to detect the presence of
the expected leakage.

The described technique was applied on two General Purpose COTS CPU: the 4-
stage single issue Cortex-M4 [93] and the 5-stage dual issue Cortex-M7 [94]. For the
Cortex-M4 we were able to identify 6 datapath synchronous registers, 4 of those were
validated with the described side channel leakage. For the Cortex-M7 we identi�ed 12
datapath registers, and 9 of them were successfully validated through the identi�cation
of their EM leakage. Furthermore on both CPUs, a CPA attack on an unprotected AES
was performed, leading to a complete key recovery with less than 10000 traces on the
Cortex-M4 and less than 75000 traces on the Cortex-M7.

3.4.1 Validation Against a Masked AES Implementation

The framework for extracting microarchitectural-level descriptions that was presented
in our second publication [23] plays a key role in the development and evaluation of
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software masked cryptographic implementations. In fact, an effect of the information
leakage caused by the micro-architectural registers identi�able with the proposed tech-
nique is the leakage of the combination, typically in the form of Hamming Distance
(HD), between intermediate values that are not explicitly combined by the semantic of
the executed instructions. Examples of such leakages are the HD between two succes-
sive values assigned to a register in case of register reuse, or the HD between the values
loaded in the Memory Data Register (MDR) during two consecutive memory load op-
erations, even if the two loads are separated by the execution of many non-load instruc-
tions. In case of a �rst order masking implementation, such micro-architectural buffers
could lead to the leakage of the correlation between two shares, henceforth invalidating
any formal proof of security which is only based on the ISA level. We demonstrate
this hypothesis by implementing a �rst order masked implementation [134]. that never
recombines its shares at ISA-level on the Cortex-M4 which exhibited several microar-
chitectural buffer leakages. Furthermore we show how such an implementation is vul-
nerable to a �rst order Correlation Power Attacks (CPA), albeit performed with a larger
number of traces than the unprotected implementation.

We implemented the �rst order masked AES using two sets of masks, the �rst set
(M 16

IN ; M 16
OUT ) is composed of one input and one output masks, each one composed

of 16 Bytes randomly chosen before each encryption or decryption operation. These
16-Bytes masks are used as input and output masks to protect the AES SubBytes op-
eration by masking the �rst round Sub-Key withM 16

IN and replacing the SBoxS(x)
with S� (x) = S(x � M 16

IN ) � M 16
OUT . Therefore the input of the SubBytes operation

will be masked withM 16
IN and the output will be masked withM 16

OUT always processing
the value in masked form. A second set of masks,(N IN ; NOUT ), is composed of two
single-Byte masks which are applied on all the 16-Bytes of internal AES state and ap-
plied as input and output masks for all the operations that reorder the state bytes, com-
prising the ShiftRows and MixColumns operations. The implementation is executed on
a Riscure Pinata evaluation board, that features a STM32F417IGT6 MCU, powered by
a Cortex-M4 CPU. The power consumption traces are captured with a Riscure Power
Consumption probe, connected to a Tektronix MSO58B oscilloscope. The resulting
implementation source code, the captured traces, correlation plots and attack results
are publicly hosted on the Zenodo platform [78].

To evaluate the leakage of the target masked implementation we perform a known-
key correlation analysis. The knowledge of the key and plaintext allows us to compute
the power model values for the intermediate bytes of the �rst round. We can thus
compute the Pearson's Correlation Coef�cient between the trace samples and the power
model values, which is visible in Fig. 3.7.

A �rst order attack conducted on the aforementioned traceset [78] allows to retrieve
the employed secret key, albeit the presence of a state-of-the-art �rst order masking
scheme.
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Figure 3.7: In this �gure the Pearson's Correlation Coef�cient between the Hamming Weight of each
SBox output of the �rst round and the samples of each trace in the traceset, is plotted for each sample
index in each trace. The distinct correlation peaks show that a masking scheme that does not take into
account the details of the microarchitectural datapath, produces leakage due to the recombination of
its masks in the different datapath registers.
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CHAPTER4
Conclusions

In the works embedded in this thesis we explored and evaluated four security solutions
which solve four different instances of the problem of guaranteeing the con�dentiality,
integrity and replay protection of data: during the transfer through a link, in a multi-
tenant scenario and indirectly by guaranteeing the con�dentiality of the key used to en-
crypt data, when data is holding the security state of a device and against side channel
attacks. As a solution to protocol-level physical attacks, a link-level encryption scheme
was introduced, able to effectively protect an LPDDR4X bus, guaranteeing con�den-
tiality, integrity and replay protection on the data, command and addresses. The solu-
tion has a lightweight resource impact, incurring in a 1.8% average bandwidth penalty
and 3.3% power consumption increase, with respect to the unencrypted baseline. The
adoption of a link encryption scheme, in opposition to E2E memory encryption, allows
to accommodate the requirements of emerging memory, which will leverage differen-
tial write strategies to increase the medium endurance. By storing plaintext data, we
are able to fully exploit the differential write strategies which are only effective on low-
entropy data. Therefore, our solution is able to achieve a zero overhead on the energy
and endurance perspective, when considered with respect to emerging memory media.

If the threat model is shifted to include also internal threats, such as malicious code
in execution inside other Trusted Virtual Machines or inside the Hypervisor, a solution
is required to properly isolate between all the entities. Our solution modi�es build-
ing blocks commonly found in datacenter-grade servers to implement CXL data con-
�dentiality, integrity and replay-protection. The performance cost is reduced by em-
ploying fast Authenticated Encryption with Associated Data (AEAD) ciphers, able to
encrypt and generate an integrity tag in a single pass. This approach successfully miti-
gates against cold-boot style attacks which become way easier with the introduction of
emerging memory technologies, that bear data persistence characteristics even at room
temperature.
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If we consider the mobile ecosystem, the storage of the security state of a device is
a well known problem, which received many vulnerable solutions in commercial prod-
ucts, which we describe and expose. We propose an architecture to securely manage the
state of a mobile device, guaranteeing to the OEM �ne-grained control over the autho-
rization of such security state variations. Our solution leverages commonly available
hardware primitives like One-Time-Programmable memory and monotonic counters to
enforce �ve security properties: a cryptographically validated unlock procedure, the
management of several intermediate security states, the easy and secure refurbishment
of devices, the absence of trust in the storage medium and �nally the guarantee that
every security state change implies a full device wipe. We propose a security review
of the proposed architecture as well as a preliminary investigation on a formal proof of
correctness using the Tamarin veri�er.

Commercially available CPUs are typically not equipped with hardware side chan-
nel countermeasures. On such devices, where software countermeasures are the only
available option, the microarchitectural characteristics of the CPU datapath can alter
and invalidate the formal security proofs of software side channel masking counter-
measures which are unaware of such characteristics. We thus propose a framework for
extracting a microarchitectural model of any in-order CPU, which can be used to char-
acterize the datapath of such CPUs. Such details can be exploited to securely imple-
ment a masked software cryptographic implementation. Our framework only requires
three elements: knowledge about the ISA of the target CPU, a means of measuring the
distance between the execution of two instructions in clock cycles, and a side channel
setup to measure the information leakage of the hypothesized datapath synchronous
registers. Our technique is therefore of general validity and can be applied on com-
mercial CPUs, enabling the implementation of secure masking schemes. In fact we
validated the proposed framework on two different commercial CPUs: the Cortex-M4
and the Cortex-M7, obtaining sub-ISA leakage models for both CPUs, that can be
used to derive secure software-only side channel masking schemes, that would only be
obtainable through a long and error-prone manual validation process to be performed
individually for each CPU.

The use of the four proposed security solutions we explored can pave the way to
the introduction of emerging memories (like 3D XPoint [106], ReRAM [64], STT-
RAM [84], Memristors [124] or ULTRARAM [91]) into data center memory hierarchy
and, at the same time, guarantee strong security properties on the stored data. This will
enable the adoption of these emerging technologies with the associated lower costs,
higher scalability, and persistence, to empower ambitious future Deep Learning and
Machine Learning tasks, without sacri�cing the security of the processed data.
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