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1. Introduction
Big data pose a challenge to the traditional data
management system, as greater storage, more
complex processing, and more flexible analy-
ses are required. In the healthcare field, a
considerable amount of information is gener-
ated and used in all applications, increasing to-
gether with the technological progress, includ-
ing patient personal information and medical
history, which are stored in electronic health
records, data from imaging and laboratory ex-
aminations, data from genomics-driven experi-
ments, and data generated by monitoring de-
vices. Big data in healthcare can bring various
benefits. It can help patients make the right de-
cision in a timely manner. Collecting different
data from different sources can help researchers
and developers by improving research on new
diseases, therapies and technologies. Healthcare
providers may recognize high risk populations
and act accordingly (i.e. propose preventive
measures), enhancing patient experience [2].
New architectures were therefore developed as
an answer to the need for innovative and effi-
cient ways to handle big data. Among these
new architectures, the data lake, which has been
adopted in this work, represents an emerging ap-
proach as a repository that supports structured,

semi-structured and unstructured data at any
scale. However, data lakes, as well as the other
solutions, need to include a governance layer to
effectively maintain the value of the data. A fun-
damental tool in data governance is the data cat-
alog. It relies on additional data describing the
managed resources, called metadata. More in
detail, metadata execute two main functions: on
the one hand, they aid in the structure, preser-
vation and regulation of data, on the other hand
they describe the data facilitating their discov-
ery and use.

Figure 1: Data and metadata

2. Objectives
The aim of this thesis is to propose a metadata
model to organize data sets related to the health-
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care domain in a data catalog. In particular, this
thesis has been developed in the context of the
Health Big Data project, where all the IRCCSs
(Istituti di Ricovero e Cura a Carattere Scien-
tifico - institutes for treatment and research) are
involved to create a common approach to share
data for clinical trials.. A suitable metadata set,
integrated into a data catalog, would be help-
ful at different levels. First, it would assist in
the integration and management of the data, key
point at the base of all other services. Moreover,
it would enable data scientists and medical pro-
fessionals to find and retrieve in a functional and
timely manner the data relevant to their needs,
be it to enroll patients in a clinical trial, look for
previous cases relevant to correctly formulate a
diagnosis, examine laboratory results, connect-
ing exams to the patient they belong to, and so
on. Metadata would make it possible, for in-
stance, to group data based on some attribute,
link related objects, and filter search results.
A feature of metadata that is scarcely considered
is that they are a human construct. Metadata
are designed by human beings for a particular
purpose, thus the form they take strongly de-
pends on their cause and they offer a subjective
view about the objects they describe [3]. For
this reason, different domains, or even different
applications within the same context, require
a suitable metadata set, developed specifically
with those data and uses in mind. This explains
why it is difficult to find a suitable metadata set
in the healthcare domain. They are typically ei-
ther too general, and consequently insufficient
for the needs of the application at issue, or very
specific to particular sub-fields, which either fall
outside of the considered scope or represent only
part of it.
With this in mind, the project presents a cus-
tom metadata model designed taking into ac-
count the needs and requirements specific to this
project.

3. Method
The process leading to the development of the
metadata model consists of two steps. The first
is a thorough review of the literature, looking
for classifications that could be useful for this
application. Then, the project requisites were
more accurately examined and some considera-
tions were made on the metadata themselves.

3.1. Literature review
Going into more detail about the review, a num-
ber of published papers on metadata, with the
addition of a few online articles from qualified
sources, were surveyed, both all-round and ex-
pressly about healthcare and medical applica-
tions. Sorting through the results, the focus was
on the ones proposing a classification. Among
them, the papers presenting the most pertinent
ones for this project were selected.
Among the most relevant metadata models, it is
worth mentioning the one offered by Gilliland
[4], who distinguishes between administrative
(used in managing and administering resources),
descriptive (used to identify and describe re-
sources), preservation (related to the preserva-
tion of resources), technical (related to how a
system functions or metadata behave), and use
metadata (related to the level and type of use of
resources).
Another interesting perspective, focused on the
purposes of metadata in the healthcare field,
is Moehrke’s [5]. The categories he identified
include provenance (describing where the data
come from), security and privacy (used by pri-
vacy and security rules to appropriately con-
trol the data), descriptive (used to describe the
clinical value, so they are expressly healthcare
specific), exchange (enabling the transfer of the
data), and object lifecycle metadata (describing
the current lifecycle state of the data, including
relationships to other data).
Analyzing the results of the survey, it was found
that in the various models different criteria were
used, different scopes were covered, different
terms were used with the same meaning or, con-
versely, the same term with different meanings,
and similarly identified classes overlapped. In
addition, a considerable difference between gen-
eral scope and healthcare-related categorizations
is the appearance of numerous domain specific
classes and items in the latter. All these issues
can be reduced to the fact that, as stated above,
each metadata schema is tailored to the spe-
cific application at hand. In fact, different ap-
plications have different requirements and focus
points, which reflect in the choice of the relevant
metadata. These findings are further proof that
an ad hoc metadata model is necessary.
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3.2. Requirements and metadata
analysis

Moving to the project analysis, the focus was
primarily on the context, i.e. a federation of
around 50 IRCCSs, the system architecture, i.e.
the data lake, the different types of data, i.e.
medical records, diagnostic images and signals,
and omics data, and the final uses, i.e. treatment
and research, with the related requirements, e.g.
high need for privacy while still exchanging data
to obtain the best possible results.
As far as the considerations on metadata are
concerned, the most relevant regards the so-
called technical metadata, which represent the
technical aspects of data that are necessary for
data presentation, manipulation, and analysis.
While in several papers they are regarded as a
category in and of itself, we believe that they
are better characterized as transversal. In fact,
while each of the other classes identifies a spe-
cific topic, a ‘what’, technical metadata can be
seen as the ‘how’ of all these classes. In other
words, instead of having a dedicated technical
metadata category, every other one would have
(if necessary) a section dedicated to technical
details.
Another issue regards the commonly named de-
scriptive metadata. They are sometimes broadly
used to denote anything describing data, from
the content to the structure and relationships,
while other times some of these aspects are re-
garded as individual classes. The solution that
seemed more suited to resolve this matter is a hi-
erarchical structure, in which descriptive meta-
data are again partitioned into subsets.

4. Metadata model
4.1. The model
The metadata model proposed in this thesis is
organized around three general classes: gover-
nance, data lifecycle management and descrip-
tive metadata. Descriptive metadata have been
further divided into business/semantic, intrin-
sic, and inter-relationship metadata, due to the
broadness of their scope.
Governance metadata cover all security and pri-
vacy policies, access rights, ownership and re-
sponsibility roles, acquisition information, data
quality, data authenticity, and other legal re-
quirements.

Data lifecycle management metadata are related
to data provenance, including the source of the
data, all transformations performed and exist-
ing versions, usage tracking, and information re-
quired to preserve and use the data, including
technical specifications.
Descriptive metadata describe data for purposes
of identification and discovery. Since this is a
very comprehensive definition, they are further
divided into subcategories: business/semantic,
intrinsic and inter-relationship metadata.
Business/semantic metadata describe the mean-
ing of data through descriptions, tags, indexes,
attributes, etc. In addition, they include con-
straints and other relationships within each
datasets. Their usefulness can be increased by
compiling a knowledge base and employing it
to annotate the data. As a result, different
items referring to the same concept or connected
by some semantic relationship can be connected
and retrieved more easily.
Intrinsic metadata describe the characteristics
of the schema and its values. They include pro-
filing, statistics and descriptive-technical meta-
data. Inter-relationship metadata pertain to re-
lationships among datasets.

Figure 2: Metadata model

4.2. Observations
Specific subclasses were attributed to one cate-
gory or the other based on the agreed definitions,
although it could be argued that a specific item
or subclass might be better suited for a different
category. This is inevitable, since the metadata
cover more a continuous spectrum than precisely
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disjoint sets; as a result, some items are bound
to be attributable to more than one group.
Point often overlooked, the distinction between
data and metadata is not always clear. Not
only that, but, on occasion, an object can be
considered as both data and metadata within
the same organization depending on the use and
context. For instance, while examining the med-
ical record of a patient, all patient information
is undoubtedly data. On the other hand, if the
object of interest is a medical image or other
kinds of exam or laboratory results, the patient
information becomes metadata providing addi-
tional insight into the image. This reasoning
applies mostly to descriptive metadata, as the
other kinds are service metadata, aimed at aid-
ing the proper management and use of the data,
and they do not belong to the same semantic
domain as the data (i.e. medicine and health-
care). As a result of this dual nature, it would
be useful to store data and metadata together
in the same way.

4.3. Validation
In order to validate the model, a data catalog
platform needed to be selected to implement the
metadata. Focusing on open source solutions
and taking into account the requirements of the
application, 7 possible candidates were identi-
fied, Apache Atlas, Amundsen, CKAN, Kylo,
Magda, Truedat, and iRODS. Among them,
Apache Atlas [1] was chosen primarily for its
flexibility, metadata management and overall
features.
It is a metadata management and data gover-
nance tool that allows to ingest, discover, cata-
log, classify, and govern data from multiple data
sources. It employs a metadata system that, be-
sides offering a set of predefined metadata types,
allows to create custom types so as to charac-
terize the model as needed. A type is a defini-
tion of how a particular type of metadata ob-
jects is stored and accessed. Each type repre-
sents one or a collection of attributes that de-
fine the properties for the metadata object. A
specific instance of a type is called an entity,
and represents a specific metadata object in the
real world. The values of an entity are the val-
ues of the attributes defined during the corre-
sponding type definition. Seeing as these types
are usually used to define technical aspects, At-

las made available what it calls business meta-
data, a particular type fully customizable, fit to
capture business details that can help organize,
search and manage metadata entities. Moreover,
it is possible to dynamically create classifications
and propagate them through data lineage, to
better organize the data.
Regarding the validation, a demo implementa-
tion was realized using primarily types (and en-
tities) and business metadata. In order to better
categorize the entities, four new types were de-
fined based on the different kinds of data consid-
ered in the project: patient data, image, signal,
and omics. In turn, image, signal, and omics
were provided with sub-types, so that each sub-
type can inherit the parent attributes and add
specific ones. Except for the technical metadata
associated to the types, the metadata model
was then mapped to Atlas through the busi-
ness metadata. Each of the three main cate-
gories is represented by a business metadata,
and each metadata item by one of the associated
attributes. Lastly, after defining the suited at-
tributes of a few example entities, some queries
were carried out. The results show that the de-
fined metadata are indeed helpful in the identi-
fication and retrieval of the datasets of interest
for a given query.

5. Conclusions
The work presented in this thesis is a step in
the design and implementation process of a stor-
age system for medical data. The main objec-
tive of the work is to determine a metadata
model functional for the storage, maintenance
and use of medical and healthcare related data
in a federated setting. This was done taking
into account existing solutions, in addition to
the project needs and requirements.
The model defined in this thesis is a first pro-
posal of a metadata set in the described con-
text, seeing as nothing of the sort could be found
in the literature. However, it still needs to be
further developed. In particular, the metadata
items should be better characterized, consider-
ing the specific features of the data and the
system. The model should also be fully imple-
mented, be it through Atlas or a better suited,
possibly even ad hoc developed, tool.
Another important step that should be made is
the identification of a minimum metadata set.
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To clarify, the metadata should be classified
based on their relevance and usefulness, distin-
guishing between necessary, recommended and
optional metadata. The necessary metadata, es-
sential to the correct functioning of the system,
make up the minimum metadata set.
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