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Abstract

It has been a few years since the introduction of the blockchain technology, with the release
in 2009 of Bitcoin. Originally the proposal of the technology came from the objective,
from the author, of creating an entirely decentralized monetary system which could be
working without the need of an intermediary, removing the banks from their power role
in the management of both economic and financial transactions.

Since then, many blockchains were born and still are, but there is an issue which is now
trying to be solved due to the environmental situation that is getting worse and worse,
with an increase in the average yearly temperature and the glaciers melting down.

Studies have been conducted on how the blockchain can be made greener, either by
reducing the emissions by changing the consensus algorithm or by shorten the size of the
chain which is held by a single node or also, by trying to lower the carbon emissions of
miners nodes.

In this context, this work proposes an approach to mitigate the environmental impact
of a blockchain proposing a consensus algorithm which moves Proof of Work to Proof of
Useful Work. The idea, inspired by RECAPTCHA, is to replace the work done by the
nodes with a work which can be fruitful, in order to solve the problem of the emissions
both with the choice of a Proof of Useful Work mining process and the privilege given to
green nodes to carry out the block production.

Keywords: blockchain, green, sustainability, consensus.





Abstract in lingua italiana

Sono passati parecchi anni dall’introduzione della tecnologia blockchain, con il rilascio nel
2009 di Bitcoin. Originariamente la proposta nacque dalla volontá da parte dell’autore
di creare un sistema decentralizzato che potesse funzionare senza l’impiego di un inter-
mediario, rimuovendo le banche dal loro ruolo dominante nella gestione delle transazioni
economiche e finanziarie.

Da allora molte blockchain hanno visto la luce e ancora oggi il fenomeno è rilevante, ma
esiste un problema di fondo cui ora si sta cercando di porre rimedio data la situazione am-
bientale attuale in continuo peggioramento, con un continuo aumento della temperatura
media annua e lo scioglimento dei ghiacciai.

Sono stati condotti alcuni studi su come la blockchain possa essere resa piú sostenibile dal
punto di vista ambientale riducendo le emissioni attraverso un cambiamento dell’algoritmo
di consenso, oppure con la diminuendo della dimensione della catena di informazioni
memorizzata dai singoli nodi del sistema o anche provando ad abbassare le emissioni dei
nodi minatori.

All’interno di questo contesto si colloca il presente lavoro, che prova a risolvere il problema
sia con l’impiego di una tecnologia di tipo Proof of Useful Work nel processo di produzione
dei blocchi, sia tramite la scelta preferenziale – nella scelta dei nodi che producono i bloc-
chi e li validano – di quelli "verdi".

Parole chiave: blockchain, verde, sostenibilità, consenso.
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1| Introduction

1.1. General Overview

It is getting more and more actual the debate about the needs of reducing the impact of

mankind activities on the environment, as it can be seen from the stipulation of many

international treaties, like the Paris' one.

Environmental sustainability, under the umbrella of the Climate Action[50], is one of

the 17 goals for a sustainable development that the United Nations (UN) Department of

Economic and Social A�airs de�ned [69]. Here, a report shows how, despite the temporary

reduction in carbon emissions due to the limitations forced by the COVID-19 pandemic

situation, the carbon dioxide concentration in the latest 70 years continued to rise. Also,

it has been stated that the last 5 years are likely to have been the warmest ever recorded.

On this bases, it must be achieved to have a net zero carbon dioxide emissions by around

2050 in order to hit the targets posed with the Paris Agreement aforementioned � which

set the limit of global warming above pre-industrial levels at 1.5°C. As stated in [50] it

is required to cut global emissions to 45% below 2010 levels within 9 years in order to

be able to get to the target aforementioned, and if for the most developed countries that

was 6.2% lower in 2019 than in 2010, for 70 developing countries, those emissions rose by

14.4% in 2014.

The United Nations Conference on Climate Change � better known as Conference Of

Parties (COP)26 � took place in 2021 in Glasgow. The goals the conference wanted to

achieve are resumed in [51] and are the following:

ˆ Secure global net zero by mid-century and keep 1.5°C within reach � so basically

what is stated in Paris Agreement;

ˆ Adapt to protect communities and natural habitats;

ˆ Mobilise �nance, by making so that developed countries would invest at least 100

billion dollars per year in climate action;



2 1| Introduction

ˆ Work together to deliver, by making Paris Agreement operational and making the

di�erent governments, business and society cooperate in actions against climate

crisis.

The COP ended with the parties agreeing in the Glasgow Climate Pact.

In this context, also the blockchain technology is requiring for an engreenment.

The �rst and mainly known blockchain is Bitcoin, which was originally thought by its

author, Satoshi Nakamoto, as an alternative system which would replace the traditional

banking one. Analysis have been carried out on such a perspective and as said in [41],

technologies like gold mining and banking system still have a better impact on the envi-

ronment than Bitcoin, so a massive transition to blockchain would result in an increase

in carbon emissions.

If the switch to blockchain-based technologies will not happen massively and in one time,

though, the emissions will still be increasing in the next years. In fact, as stated in the

2015 World Economic Forum (WEF)[36], blockchain is considered an emerging technology,

and since it is thought to be a system in which trustless nodes create a trustful system

without any need of intermediaries and third parties for �nancial, contracting and voting

activities, more and more applications are being set up using it. In particular, the �rst

and most well-known are the digital currencies (or cryptocurrencies), but also we can

talk about securities trading, supply chain �nance (due to the security and data integrity

standards provided by blockchain applications), but recently more and more applications

of this technology are arising in the Healthcare system and government [75].

Also, [36] states that by 2023 taxes will be paid for the �rst time by a government using

a blockchain system, but also that by 2027 blockchains will hold ten percent of all the

gross domestic product. And if for the �rst forecast there are some doubts arising, for

the latter many positive aspects are highlighted. For example, the disintermediation of

�nancial institutions and the fact that contracts and legal systems will be more and more

bind to the code which is linked to the blockchain with smart contracts applications. So,

also by considering these aspects, the usage of blockchain technology will increase and if

an action is not set in place, its carbon emissions will increase too.

But why do blockchains need to be greener?

Di�erent studies have been conducted on blockchain sustainability [25, 26, 28, 47, 48, 72].

Many have also tried to estimate its power consumption [34], comparing it with some

nation's power usage and some have also tried to address some legal issues related to how

to lower the energy consumption of such a technology [68]. Some others instead focused
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on the blockchain as an entire system, showing the distribution of the miners (the nodes

of the network which are working to propose a block to be added to the blockchain) and

the power sources they use for their functioning [43]. Moreover, digiconomist provided

also an index consumption of the two most famous PoW-based blockchains: Bitcoin and

Ethereum showing two di�erent aspects: how unsustainable PoW blockchains are and

how a di�erent implementation of the same concept can have an impact on the power

consumption of the entire network.

All of these data and forecasts call for a urgent need for this technology to be sustainable

enough to make it possible to switch to it with the fewest and least impacting possible

drawbacks. To this aim, three main areas of intervention are possible:

ˆ consensus algorithm;

ˆ storage consumption reduction;

ˆ exploit green energy sources for mining process.

Consensus algorithms are the mechanism of coordination of the nodes belonging to the

blockchain system, and they represents the biggest slice of the emission cake. The most

environment-killing is PoW, as we can see just by analyzing the energy used by it in the

sole Bitcoin blockchain. The annualized consumption estimates for this year is of around

139.59 TWh [34], which is around the double with respect to the power consumption of

the entire Austria and more than the power consumption of Sweden in 2020 [1].

The second dimension of analysis for an engreenment of this kind of technology deals

with the memory consumption of single nodes belonging to the blockchain environment,

because each one of them must store the entire chain. As of now, the dimension of the

Bitcoin blockchain is of around 389.72 GB [62] and a massive switch to the technology

would require either bigger blocks in the chain or higher block production than the one we

are having now (which is, for Bitcoin, of a block each 10 minutes [49]). This also means

that blockchains will become bigger and bigger, with the result of needing more and more

storage capacity in order to store it in its entirety, but also, a greater amount of resources

which are required to be downloaded each time a new node joins the system.

The last point on which we can act is bound with the energy sources which are used

for the mining process and the management of computation of PoW-based consensus

algorithms. Most of the actually used data centers for mining are in areas which provide

low-cost energy and cooling [72]. But which are the sources that are used to power up

the mining pools or the miners? Are they renewable ones or not? This is another aspect

which require a bit of analysis, since a mining pool which is powered up by coal will not
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have the same environment impact as one powered up by solar cells.

Goal of this thesis is to focus on the �rst and last point, by proposing a energy aware

consensus algorithm based on the idea of Proof of eXercise (PoX) and what could be

called the Green Factor (GF). In particular, the proposed approach consists of a consensus

algorithm as a mixture of PoS and Byzantine Fault Tolerance (BFT) and in which some

exercises are solved following the concept set up by CAPTCHA. The class of exercises we

want to be solved are are based on practical problems rather than the ones currently used

in PoW-based blockchains.

1.2. Thesis Structure

The thesis is structured as follows.

Chapter 2 shows a description of thetechnological background which is needed to

understand the way blockchain works and the mainly used consensus algorithms which

regulate the process of proposing blocks on it. The main blockchain consensuses involved

in the present study are presented and compared.

Chapter 3 is dedicated to theblockchain state of the art analysis in the context of

sustainability . In particular, the problem of blockchain sustainability is dwelt in

depth and is then shown why this work is necessary.

In chapter 4 is explained how thesolution to the problem is carried out and which are

the main components introduced to solve the blockchain sustainability issue.

In chapter 5 is shown how the work has been validated and implemented, by presenting

both an energetic model of the proposed consensus and asimulation compared to the

PoW energetic model.

In chapter 6 is synthesized the purpose of this work, the results achieved and the future

perspectives which can be studied in further depth.

The �nal chapter is addressed to all the people I want to thank for helping me in writing

this work and supporting me through this wonderful journey.
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The goal of this chapter is to introduce the fundamentals on blockchain which are required

to fully understand the objective of this thesis. In particular, in section 2.2 the main

blockchain algorithms are shown and their critical aspects are highlighted. In 2.2.1, two

blockchains are analysed among the ones that are currently based on PoW consensus al-

gorithm: Bitcoin, by explaining its implementation referring widely to [49] and Ethereum.

In section 2.2.2, the reasons why the Ethereum blockchain decided to transition from the

Proof of Work algorithm to the Proof of Stake one and the main characteristics of the �

not yet published � new Ethereum � from now on Ethereum 2.0 � are analyzed. Finally,

2.2.3 shows the main consensus algorithms this document is based on, the one of Polkadot.

This is a combination of dPoS and BFT consensus algorithms.

2.1. Blockchain in a nuthshell

In order to have an idea of the problem we want to address, the blockchain technology

has to be brie�y introduced before dwelling into it more in depth in the next chapter.

As we are not aiming to provide an exhaustive introduction to blockchains, we invite the

reader to read one of the many books available which are dedicated to this topic.

The work which was setting the path towards the invention of blockchain technology

started around the '80s, thanks to the contribution of many scientists. It all started from

the concept of digital currency, which required a couple properties, just like traditional

currencies:

ˆ Responsibility : money can only be spent by its owner and can only be spent once;

ˆ Anonymity : necessary for the users in such a way that it is not possible to track

the expense to the individual who made it.

The invention of blind signature schemes [16], [17] and of B-money [20], a system to pay

a group of digital pseudonyms with money and have some contracts among them were

crucial for it. B-money introduced the concept of Proof of Work and then the e-cash

system by Sander and Ta-Shma [58] showed that it was possible to use Merkle trees to
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prove that a user was actually possessing some coins and Zero-Knowledge Proofs to prove

their possession. Also, the work on how to time-stamp a digital document by Haber and

Stornetta [42] was crucial for Satoshi Nakamoto when he published Bitcoin [49] in 2008.

This cryptosystem was born with a purpose: remove intermediaries (i.e. banks) with a

decentralized system which could be used by everyone. That is why Bitcoin was con�gured

to be a decentralized distributed transparent cryptocurrency whose transactions to be

included in a block are chosen following a consensus algorithm. Blockchain as a technology

can be de�ned in di�erent ways, depending on the point of view we are analyzing it from.

From the business perspective, it can be de�ned as:

"a shared decentralized ledger, enabling trustless interactions and business disintermediation,

thereby lowering the transaction costs."

So, a blockchain is nothing more than adistributed ledger , where we have an environ-

ment without a central authority, so the interaction happens between trustless users. The

absence of a central authority brings us to have no coordination and management costs

which we can �nd instead in the banking system. Blockchain can also be analyzed from

a technological point of view as

"a peer-to-peer protocol for trustless execution and recording of transactions secured by asym-

metric cryptography in a consistent and immutable chain of blocks."

From this de�nition we can de�ne the three main components of the blockchain:peer-to-

peer protocol , asymmetric cryptography and distributed storage . Finally, from

the IT architect perspective, it can be de�ned as

"a shared information system, where no single party can modify any record without the

consensus of all network participants, which decentralizes control and requires incentive

mechanisms to provide for security and immutability."

So, by analyzing it on this other perspective, we have other components:distributed

storage , digital contracts , consensus protocol , incentivization mechanism .

Before analyzing the core properties of the blockchain we have to de�ne which is its typical

structure. The word blockchain itself is self-explicative: in fact, the blockchain is nothing

more than a chain of blocks, which are bind together in an unbreakable way. This bind

happens thanks to what is called a hash pointer, that is a pointer to the hash of the

previous block � as shown in �gure 2.1 below. The �rst block of the blockchain is called

genesis block and has no hash pointer to the previous block, being it the �rst.

The block itself is split in di�erent parts:
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Figure 2.1: Hash pointer structure of blockchain

ˆ Block size : it says the dimension of the block in bytes (the maximum serialized

dimension in Bitcoin is of 1 MB [6], but each blockchain has its own)

ˆ Block header : inside it are held some information, the most important of which

are the hash of the previous block, the root of the Merkle tree, the timestamp and,

depending on the blockchain, some other �elds.

ˆ Transaction counter : the number pointing at how many transaction are held in

the block

ˆ Transactions : list of the transactions which are happening between the nodes of

blockchain's ecosystem and which are validated through the con�rmation of the

block in which they are kept.

Also, the nodes store some information about the blockchain environment: a whole copy of

the blockchain, the transaction pool, the node's couple of keys and the state of the system.

The transaction pool is the list of the transactions which have not been con�rmed yet

by a block through the consensus algorithm. When the block is con�rmed the transactions

which are included in such a block are removed from the transaction pool local to the

node. When a node is joining the blockchain system, it is provided with a couple keys �

one public, one private. The public one is used as address for the transactions happening

in the blockchain, while the private one is used to sign the messages which need to be

broadcasted and if it is lost it is not possible to access the cryptomoney got until that very

moment. Finally, the state of the system is usually a table which keeps the record of all

the nodes with their addresses, the amount of cryptomoney held by them and, depending
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on the blockchain some other information which can be useful to avoid problems such as

double spending. The most important characteristics that a blockchain needs to have and

which are usually identi�ed as the functional requirements of it are �ve. They are:

ˆ Immutability : no node, after asserting to the publication of a block on the chain,

can modify the blockchain itself. This would result in inconsistencies and, in order

to modify it and share it with all the nodes of the network there would be needed

a huge energy amount

ˆ Non-ripudiability : no node can say it did not send a transaction. In fact, given

that the transactions are signed with the private key of the sender, this is uniquely

identi�ed by its public key in possess of each of the nodes of the blockchain.

ˆ Integrity : no node can modify any transaction. In fact, if the block had been

con�rmed it would not have been possible to modify the transaction because even a

small modi�cation of the block would mean a change in the hash of the block itself.

This change would be cascaded on the following blocks in the chain. If the block

had not been con�rmed yet instead, the transaction would not have been modi�ed

because a node, to modify the transaction, would need to know the private key of

the node generating the transaction but, since the symmetric encryption is de�ned

on mathematical problems which are only solvable through bruteforcing �and so,

after a huge amount of time. The only danger to the blockchain could then be the

double spending, but this is solved once the block is con�rmed and the forks are

solved.

ˆ Transparency : all the data which are held on the blockchain can be accessed, also

from the outside of the ecosystem

ˆ Same rights : every node belonging to the network can send and receive cryptocur-

rencies and mine blocks.

Alongside with these functional requirements, a blockchain would also like to have both

scalability and privacy, which are requirements that are ideally required for a blockchain.

In the analysis that was carried out in this work there have been identi�ed some dimensions

on how the blockchain sustainability can be improved "by design":

ˆ Chain dimension : by de�nition, blockchains are increasing in size and each one of

the nodes which are part of the blockchain are fully downloading it in its entirety. A

possible solution for that could be the distribution of the blockchain onto di�erent

nodes, but that is not the purpose of this work.
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ˆ Node power usage : we could make the nodes in such a way that their power

consumption would be the lowest possible. Approaches like this have been used for

PoW-based blockchains. This has brought to the high specialization of architectures

and put some threats on the democratic and distributed model onto which the

blockchain has its foundations.

ˆ Consensus algorithms : there are some consensus algorithms that are less envi-

ronmental friendly than others (e.g. PoW vs. PoS). This work tries to de�ne a new

consensus algorithm by using the computational power o�ered by the blockchain

ecosystem to solve useful problems combining it to the Proof of Stake core con-

cepts.

2.2. Consensus Algorithms

The consensus algorithm is the way through which the nodes belonging to a blockchain

ecosystem coordinate themselves and agree on the publication of a new block on the chain.

It could be said that each blockchain has its own consensus algorithm. In fact, even

though the principles are the same, they may di�er on the implementation and on some

details of it. An example can be seen by considering the di�erent impact that Bitcoin

and Ethereum have even though they are both based on Proof of Work.

Consensus algorithms can be classi�ed in di�erent classes depending on the principles

they are based on, as it is shown from Table 2.1

Although the main interest in this thesis is directed to the PoW and PoS consensus

algorithms, for the sake of completeness, the following list provides a short introduction

to other common algorithms:

ˆ Proof of Authority - PoA : validators are in a limited number and are the only

ones validating transactions and blocks. Di�erently from the PoS algorithm they do

not need to put anything at stake. What is considered instead of the stake is their

reputation.

ˆ Practical Byzantine Fault Tolerance - PBFT : any of the byzantine algorithms

are based on the Byzantine generals problem. These kind of algorithms tolerate a

number of faulty nodes up to one-third of the participants of the network. First,

a primary node is elected among a validator set. Then the latter creates a list of

transactions which are sent to the remaining nodes which execute them. At this

point the validators calculate the hash for the block and this one is broadcast to
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the other validations. By comparing the hash, if two thirds of the received ones are

the same, then the block is considered to be validated and is added to the node's

local blockchain. This kind of algorithm has high energy e�ciency and throughput,

while the main drawback is that delays are more likely, since at least two thirds of

the nodes need to con�rm the block.

ˆ Ripple : based on a BFT consensus, here a set of honest validators (i.e. unlikely to

collude) evaluate the transactions. When many of them agree, the set of transactions

are added to the blockchain, otherwise they choose a di�erent set of transactions.

ˆ Delegated Byzantine Fault Tolerance - DBFT : it is the same as PBFT, but

here the nodes can elect some representatives for them and the rules proper of PBFT

are used on a smaller set of nodes. This way we can limit the delays in the network.

ˆ Proof of Elapsed Time - PoET : it is an algorithm which is similar to the PoW.

The di�erence with the latter is the fact that the miner is chosen in the shortest

expected time depending on a function due to block prodution. The main drawback

is the fact that this is requiring a speci�c Intel HW to be run on.

ˆ Proof of Burn - PoBr : the term burning is self-explanatory. The idea here is

to burn cryptocurrency to select the block proposers. The principle behind it is to

lose a small amount of money now to get a bigger income later on. The burining

is making the nodes staying in the network for a long time. The main drawback

is that in order to have something to burn, miners need to have stored something

before, so it is required another consensus algorithm alongside it.

ˆ Proof of Capacity - PoC : a service provider provides a problem that is then

solved by using memory on some memory support. The proof is then the data used

to verify that the amount of space have been allocated. The proof is a di�cult task

to be solved if the node does not execute the task/reserve the space.

2.2.1. Proof of Work: Bitcoin and Ethereum

The classical Consensus it is thought of when it comes to blockchain technology isProof

of Work (PoW) . This is because the consensus used by the �rst blockchain was of this

type.

The idea behind it is to use the computational power provided by a node to give a solution

to a computationally di�cult task. The node who �rst solves the task then broadcasts

the block to the network and when the block receives enough con�rmations, its producer

receives a reward. Each one of the nodes belonging to the network then adds the newly
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Consensus Protocol Cryptocurrencies

PoW

Bitcoin (2009), Litecoin (2011), Namecoin (2011), Peer-
coin (2012), Dogecoin (2013), Primecoin (2013), Au-
roracoin (2014), Mazacoin (2014), Monero(2014), Dash
(2014), Titcoin (2014), Verge (2014), Vertcoin (2014),
Ethereum (2015), Tether (2015), Zcash (2016), Ethereum
Classic (2015), Bitcoin Cash (2017)

dPoW Komodo (2014)

PoS
Nxt (2013), Gridcoin (2013), Potcoin (2014), Steem
(2014), Tezos (2014), Ouroboros (2016), Algorand (2017)

DPoS EOS (2017)
PoA Ethereum Kovan (2019)
RP Ripple (2013)
PoS Dash (2014)
POI NEM (2014)

PBFT
Tendermint (2014), Hyperledger Fabric (2015), Diem
(2020)

DBFT NEO (2014)
FBA Stellar (2014)
PoET Hyperledger Sawtooth (2015)
PoBr Slim Coin (2014)
PoC SpaceMint (2014)

Table 2.1: Main consensus algorithms and their cryptocurrency implementations

published block to its local chain.

The typical task which is solved in PoW blockchains is to �nd a number which hashed

with the currently proposed block has a number of leading zeroes which depends on a

given threshold.

Generally speaking, exercises like these are chosen because they are easily and immediately

veri�able, so that if some node is proposing a block with a "fake" nonce, it will not be

validated. In order to do so, the solution to the challenge is published inside the proposed

block.

Given the nature of the task we need to �nd a solution to, this kind of consensus is not the

best possible one if the blockchain requires to have a high throughput (i.e. the number

of transactions con�rmed in the unit of time) and which needs a low block production

time, but is preferrable if a high degree of decentralization and both high security and

scalability are neeeded.

One of the main drawbacks of PoW is the fact that the high degree of specialization of the

task is such that there have been hardware speci�cally projected to solve these problems.
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Figure 2.2: Example of longest chain rule application

This has brought to the creation of mining pools that are �lled with Application Speci�c

Integrated Circuits (or ASICs) which are more e�ective than GPUs in this process. Thus,

the democracy of the blockchain mining process is threatened by such an infrastructure,

since not any device which has the capabilities to mine a block can do that, given the lower

time required by such devices to solve the problem they are built for. As a consequence

of that, the cryptocurrencies which are produced by mining blocks are held by the few

holders of mining pools.

For the environmental drawbacks instead, it is better to refer to section 3.3.

The mainly known blockchain using this kind of algorithm are Bitcoin and Ethereum. A

comparison between the two implementations can be found in [73].

Bitcoin

Bitcoin was born in 2008 by the publication of a paper by Satoshi Nakamoto as a purely

peer-to-peer electronic cash that does not need any intermediary to transfer payments

between peers and, being it an e-cash system, users need to be anonymous. In 2009 then

the blockchain was released.

The consensus algorithm used in Bitcoin was the �rst example of this kind of technology

and is based on what is commonly known as theNonce Problem , which is the challenge

that miners need to solve in order to publish a block. This consists in �nding the nonce

(a number) which concatenated to the block and hashed gives a number of leading zeroes

higher than a certain threshold. This threshold is periodically modi�ed in such a way

that the block production rate of the blockchain is of 10 minutes.

Sometimes it may happen that the blocks proposed in a given time are more than one.

This event is calledfork and in Bitcoin this problem is solved by using thelongest chain

rule : the chain that is the longest one is chose to be the right one. In the example in

Figure 2.2 are shown both the fork event and the chain that is chosen according to the

longest chain rule.
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Figure 2.3: Transaction veri�cation from Bitcoin's whitepaper

Each user in Bitcoin is identi�ed by akey pair which represent its identity. It can be said

that bitcoin is a transaction-centric system which means that the state of the system is

kept as a table where all the existing bitcoins are assigned to their owners. If we wanted to

model a blockchain we could then use a Finite State Automaton (FSA) where the initial

status is represented by the genesis block and then, through a transition function we get

to the generation of the next state after the execution of all the transactions included in

the latest validated block.

Transaction are de�ned in [49]. Money coin transfers are de�ned by digitally signing the

hash of the previous transaction and the public key of the receiver of such coins � as we

can see from �gure 2.3. These are added at the end of the coin and the receiver can then

verify the signature. To avoid the problem of double spending then Nakamoto decided to

use a timestamp server which was taking the hash of the block of items requiring to be

timestamped and then the hash is published.

In order to have a proper management of transactions, we should be able to split and

combine the value we want. To solve this problem, the solution adopted is to have

more than an input and output (at most two addresses, one for the payment and one

for the change to the sender) to the transaction. Technically, it is de�ned as unspent

a transaction whose value is the output of a transaction and has not been referenced

by another transaction, while it is said spent if it has been referenced already. Figure

2.4 better helps in understanding this concept. Coloured in blue you can see the spent

transactions, while in yellow are shown the unspent ones.
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Figure 2.4: Spent and unspent transactions diagram

This mechanism needed then a PoW consensus to implement it on a peer-to-peer basis.

The problem was then on the fork which may happen, that was solved by using the longest

chain rule: the chain with the greatest PoW e�ort invested in it was considered to be

the valid one. Since the beginning then, the proposers of the Bitcoin cryptocurrency did

not consider the environmental drawbacks of this technology. About it, in 3.2 will be

analyzed the impact it has on this topic.

The lifecycle of a node within a blockchain environment is made of the following steps �

as shown in 2.5.

1. Broadcast new transactions

2. Collect new transactions in a block

3. Provide a PoW for the block created in such a way

4. Broadcast the block to all the network

5. The block is either accepted (i.e. if all the transactions are valid and unspent) or

rejected.

6. If the block is accepted, it is added to the local copy of the blockchain and used as

a basis for creating the next block.

In order to avoid nodes to misbehave and stay in the blockchain system, the author also



2| Technology Background 15

Figure 2.5: Node lifecycle in a blockchain

thought about some rewards to give the miners, namely the cryptocurrency.

Ethereum

The idea of Ethereum came to its founder, Vitalik Buterin, in 2012 [10] and was then

formalized in a paper released the following year. The main limitation that it was proposed

to solve with respect to bitcoin was its Turing-incompleteness.

In fact, as said in [10] the intent with which Ethereum was thought was to create a

protocol for decentralized applications focusing particularly on fast development, security

and interaction with other applications. This aspect is the fundamental di�erence with

Bitcoin: the chance, for anyone, to create its own application based on it by using smart

contracts. Smart contracts are:

[...] cryptographic "boxes" that contain value and only unlock it if certain

conditions are met [...]

As in Bitcoin, also Ethereum has a state of the system, which is de�ned by the accounts

and the state transitions. State transitions are transactions between the di�erent accounts

which are part of the ecosystem. Each account in Ethereum can be of either one of the

two types:
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ˆ Externally owned : accounts controlled by users and controlled by private keys.

They have no code and can only send messages by creating and signing transactions.

ˆ Contract : accounts controlled by their contract code. The code is activated any-

time the account receives a message.

As de�ned in [10] the accounts are made up of four di�erent �elds:

ˆ Nonce : number of transactions sent from the address. This �eld was introduced to

avoid double spending

ˆ Balance : number of Wei that belong to the account. The wei is a fraction of

Ethereum's cryptocurrency, named Ether.

ˆ Contract code hash : hash of the Ethereum Virtual Machine (EVM) of the account

corresponding to the contract which is receiving a message call.

ˆ Storage root : hash of the root node of the Merkle tree representing the content of

the account.

We can now highlight the main di�erence with Bitcoin, which is the way in which the

state of the system is represented. While in Bitcoin is in fact seen as a set of transaction,

Ethereum is account-centric. Both can be considered as a Finite State Automaton (FSA)

which is passing from a state to another by the application of a transition function.

Transactions in Ethereum are signed data packages storing a message to be sent from an

externally owned account. We have two di�erent types of transactions depending on the

fact that they are resulting in message calls or create a new account.

The elements which are proper of a transaction are:

ˆ recepient

ˆ sender signature

ˆ ether amount sent from the sender to the recepient of the transaction

ˆ optional data

ˆ STARTGAS : maximum number of computational steps the transaction execution

is allowed to consume.

ˆ GASPRICE : a value which represents the fee the sender pays for each executed

computational step.

The last two elements have been introduced to mitigate the chances of having some denial
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of service attacks. The gas is in fact the cost of a computational step and it depends on

how intense it is for the system. The idea behind it is that in case of a DoS attack, the

attacker has to pay for the resources it is consuming.

Transactions are similar to messages, with the di�erence that the latter are sent from

contracts to other contracts. It contains:

ˆ Sender (which is implicit)

ˆ Recepient

ˆ Ether to transfer with the message

ˆ optional data �eld

ˆ STARTGAS �eld.

This means that by sending messages the contracts can activate other contracts. The

STARTGAS �eld here refers to the amount of gas that the whole contract can spend in

its whole execution.

To go from a state to the next one, the system goes through the following steps � which

can be seen in 2.6:

1. Check that the transactions are well-formed, the signature is valid and the nonce is

matching the one in the sender's account

2. Calculate the transaction fee, subtract it from the sender's balance and increment

its nonce.

3. Set the gas equal to the STARTGAS and remove the cost per byte for the ones in

the transaction

4. Transfer the value to the receiving account and if the latter does not exist create it.

If instead the receiver is a contract, it is activated.

5. In case there was some error, revert the execution and go back to the initial state

except for the payment of the fees

6. If not, the remaining gas from the STARTGAS has to be reaccredited to the sender.

For what the execution of the code in the smart contracts is concerned, they are written

in a code speci�c for the Ethereum Virtual Machine (from now on EVM). As normal

programs, they can access the stack, the memory and some storage. Moreover they can

access some data of the incoming messages and block.
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Figure 2.6: State transaction operations

Another of the di�erences between Bitcoin and Ethereum is that the latter contains also

the copy of the transaction list and the most recent state.

The blocks inside the blockchain also store the block number and the di�culty.

Each node, upon reception of the blocks, performs the following operations to validate

the block:

1. Check the validity of the reference of the previous block

2. Check the validity of the timestamp

3. Check the validity of the �elds of the block

4. Check the validity of the proof of work

5. Execute all the transactions included in the present block.

6. Check the consistency of the �nal state.

The consensus algorithm which is run by the network is called GHOST and was created

to tackle the issue of stale blocks in the network, which are a threat to the blockchain

decentralization.
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This is tried to be solved by providing a block reward to stales, where their nephews

receive the 12.5% of the block reward and the block proposers receive the 87.5%.

The main problem about this blockchain was thought to be the scalability. The Serenity

Ethereum was later introduced as a point for the switch of Ethereum to Ethereum 2.0, so

from the PoW to the PoS consensus.

Ethereum is now mostly used for decentralized apps. Subsequently to a hacking the

blockchain went through a hard fork, which brought it to have two di�erent chains:

Ethereum Classic (ETC), the original Ethereum before the hard fork and Ethereum

(ETH).

2.2.2. Proof of Stake: Ethereum 2.0

The Proof of Stake (PoS) mechanism works on a di�erent way. While PoW is based

on the solution of a challenge, this is depending on a random combination of the stake

(cryptocurrency) a node has and other parameters. The idea behind this kind of consensus

is the fact that the nodes with greater amounts of credit are the ones whose credibility is

higher.

The blocks in such blockchains can be proposed among the nodes which are known as

validators , The block proposer is chosen by using a pseudorandom function and a com-

mittee then decides if the proposed block can be considered valid or not. The committee

is chosen depending on their stake. In order for the block to be accepted as valid, the

majority of the members have to agree on it.

An advantage of this kind of algorithms is the unfeasibility of a 51% attack, since the

attacker would need to acquire a great amount of stake to control the majority of the

committee that will then decide of the validity of the block. This would require a huge

economical e�ort.

On the other side, though, there is the strong dependency of the blockchain from the nodes

which have a great amount of stake. This is another time a threat to the democracy of

the ecosystem.

The other drawback is due to the attack known as "Nothing at stake" in which a node

with no reputation will not lose anything from a misbehavior.

Opposedly to the PoW algorithm, PoS-based ones provide a high throughput, low block

production time, and hardware independence.
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Figure 2.7: Time division in Ethereum 2.0

Ethereum 2.0

Ethereum decided to switch to its original PoW consensus algorithm to a PoS version.

The process is still going on at the moment of writing and takes three main upgrades to

the blockchain, as it can be seen on [30]. The idea behind the is to improve the scalability,

security and sustainability of the Ethereum ecosystem. They are:

ˆ Beacon chain, introduced in [31]

ˆ Merge

ˆ Shard chains

Beacon Chain

The main reason why they are introduced in the ecosystem is to introduce the PoS in

it and it is said that will conduct or coordinate the shards and stakers network. The

introduction of the shards is the second step on the road to the change to PoS of Ethereum.

The capacity of the network will be extended to 64 blockchains and they are based on

stake. Also, the beacon will be choosing the stakers which validate the shard chains, to

make it di�cult for them to collude.

The beacon chain basically sets up the division of time in epochs and inside epochs are

slots. Such a division is made clearer in Figure 2.7. Slots are the time intervals in which

a new block can be proposed. Considering that there will potentially be a block for

the beacon and 64 for the shards which will be added each slot, the throughput of the

blockchain will improve signi�cantly.

Talking about it, since the model is signi�cantly di�erent from the one which was before,

we need to introduce di�erent kinds of node, namely theproposer , validator pseudoran-

domly selected to build a block (by RANDAO, based on their balance), thevalidators ,

attesters voting on beacon and shard blocks.

Validators are pseudorandomly selected for a slot and shard every epoch. That validator
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will be then able to participate to the consensus of the shard through anattestation .

Validators are divided on the slots and organized in committees of at least 128 validators,

so that the chances of an attacker to control the2
3 of the committee is really small.

Validators can only be part of a committee per each epoch. Each committee has the same

number of nodes and is pseudorandomly assigned a shard to crosslink in a beacon block.

Checkpoints are the blocks which are in the �rst slot of each epoch or, if absent, the one

preceding it which was last validated. Such blocks can also be called Epoch Boundary

Blocks.

The checkpoints are �nalized if the next checkpoint of the chain is justi�ed. In order for

that to happen, a checkpoint needs that its epoch ended and it gained a2
3 supermajority

(i.e. if the 2
3 of the balance of all active validators is goes to a vote). From what is said, on

average, the transaction �nality should happen in around 14 minutes, while a checkpoint

will have a �nalization in around 2 epochs.

Each checkpoint block Y which is justi�ed and comes later than another (let us call it X)

which has not been justi�ed yet will �nalize X and all the blocks published before it.

The greater reward of validator comes when they attest on-chain in their assigned slot.

An attestation to the Beacon Chain head is calledLMD GHOST vote . When such a

vote is proposed, the validator also votes for the checkpoint of the current epoch and this

is calledFFG vote .

As it happens in Ethereum, also in Ethereum 2.0 there is an incentive system which is

put in place to avoid misbehavior of the nodes:

ˆ Rewards are given to validators attesting in agreement to the majority of the nodes

ˆ Penalties are given to validators not attesting or attesting in disagreement to the

majority of nodes

ˆ Slashing . For serious o�enses a validator can lose at least132 of its stake. Some of

the validators can report shlashable o�enses and if there is one then it is rewarded

as a whistleblower

ˆ Rewards for block proposers

ˆ Penalties for inactivity periods

The slashable o�enses are of di�erent types:

ˆ double proposals
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ˆ surrounds votes

ˆ double vote

Merge

The merge is the process through which the Ethereum's main net will get to communicate

with the Beacon Chain. As stated in [29] this will signal the change to the PoW Ethereum

to the PoS based one. Once the merge will be done, mining activity will be over since

miners will more likely invest their stake in the new PoS system.

Shard Chains

Shard chains are going to be implemented to reduce the network congestion and increase

the transactions per second. As stated by [12] this is done because the blockchain will be

then both scalable, secure and decentralized.

2.2.3. Delegated Proof of Stake and Byzantine Fault Tolerance

Consensus: Polkadot

A variant of the Proof of Stake is theDelegated Proof of Stake . This can be seen as

a PoS in which the nodes select among a set of chosen nodes the ones which will be able

to represent them in the mining process. As mentioned by [5], this kind of algorithm is

both energy-e�cient , scalable and with a low cost of transactions .

The blockchain we want to analyze in order to develop the model of the system to work

on is Polkadot.

The idea behind this Blockchain is basically the same onto which is based Ethereum 2.0.

In fact, as this, Polkadot has amain chain (relay chain) and multiple parachains

(sharded chains). The block production on the relay chain is regulated by the BABE

algorithm and for what the parachain block are concerned, they are regulated by the

GRANDPA one. Anyway, the validators which are inside the network are chosen through

a Nominated Proof of Stake (NPoS) approach.

Inside the ecosystem there are other nodes, calledcollators and �shermen . The �rst

ones publish blocks on the parachains while the latter take care of signaling invalid blocks

in it.

Each validator validates and keeps available the blocks of the parachain to which it is

assigned.
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Rewards are given to the validators who behave as they are supposed to and misbehavior

is punished through aslashing mechanism .

Di�erently from Ethereum and Bitcoin, Polkadot can be seen as a network of state ma-

chines, where each state transition of a machine can a�ect the ones of another one.

Blocks are de�ned as bundles of transactions, and transactions are seen as individual

small state transitions which are caused by the users of the system. State transition

properties which are inside the Polkadot blockchain are: usefulness, validity, canonicality,

availability, reasonable size and reliable messaging. For a more detailed explanation of it,

please refer to [39].

The part we are more interested in is how Polkadot achieves �nality of the blocks in the

blockchain and the blockchain governance through NPoS.

Nominated Proof of Stake

First of all, we need to de�ne the type of nodes that are interacting to form the NPoS

consensus.

The validators are nodes which are chosen about once per day by the system[13, 14] and

are involved in block production and �nalization. They need to run costly operations,

ensure a high responsiveness and build a reliable reputation. As a guarantee of good

behavior, they need to stake some currency which can be slashed anytime they misbehave.

They also get rewards when their behavior is not malicious.

The validators are chosen according to a nomination procedure which consists in backing

the candidate validators with some stake. The ones performing the nomination are named

nominators . Whenever a candidate validator is elected, any reward or slashing that may

happen to them is shared with the nominator set which is backing them in a proportional

way to the stake they used in the election. E.g. if a nominator X sides with the node Y

and Y is elected as a validator, but Y misbehaves and gets his staked credit slashed, also

the credit of X will be slashed (not entirely, but proportionally to the stake given to Y).

Nominators that choose wisely the nodes to support will have a reduced risk of loosing

currency.

The di�erence in nominators and validators does not only stand in the di�erent tasks they

have, but also on the fact that while nominators can be present in any number, validators

must be in a �xed amount.

This scheme is thought in such a way that the majority of the credit is staked in the

election of validators and production of blocks. In order for attackers to have the majority
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of the nodes belonging to them a huge amount of resources are required and since slashing

mechanisms are put in place to avoid unpunished attacks to the system, this makes this

kind of attack costly to run.

In the election process, Polkadot gives the same weight to any of the elected validators.

Moreover the heuristic to choose the nodes in the election are built on Phragmén's method

and allow a representation which is proportional to the stake they put in the system.

This property is called fair representation. This means that given a set of validators of

dimension k, each ones of the nominators having at least a k-th of the total stake in the

system will have at least one of the trusted nodes in the validators set.

One of the problems about this is that the stake should then be distributed among all

of the validators in order for the stake allocated to them to be balanced. The minimum

number of credits backing any validator is calledsecurity of election result. The higher

the security, the better it is.

Block Production

Block production in the relay chain is made by BABE and Aura[37].

BABE is based on a Veri�able Random Function which was �rst developed for Ouroboros

Praos. The idea on which this is based is to have the outcome of such a VRF of a

validator lower than a given threshold. If the condition is met, then the node can be a

block proposer. Such a proposer is not known until a block is proposed and this is crucial

to avoid adversaries to corrupt nodes they know will be able to propose a block. The

drawback of this BABE approach is that in some situations there can be no proposer

chosen: that is why Aura is needed. This mechanism is not private, so it is less secure

than BABE and works as follows: backup validators are deterministically chosen for each

empty slot. As said in [37] the security achieved is at least the one of BABE against

adaptive adversaries.

BABE

The acronym BABE stands for Blind Assignment for Blockchain Extension and is the

protocol which is used for producing relay chains blocks. This is similar to Ouroboros

Praos, but the main di�erences are that the chain selection is based on GRANDPA

and longest chain and block producers do not have access to central authorities for slot

counting (for a more complete reference, see [3]).

Any of the producers have a VRF which is registered with the locked state. This VRF



2| Technology Background 25

will be the tool through which it will be determined when a producer has a slot assigned

for block production.

Time is divided in epochs and epochs are divided in slots for block production. When

any epoch starts, the slots are randomly assigned to some slot leaders. Only the leader

of a given slot knows it is going to be leader for that.

Each node is provided with a session key which is made of two di�erent couples of keys:

the �rst one is for the VRF, the second one is for signing the blocks. Each node has a local

set of blockchains with common blocks until some height and a set of (already validated)

transactions that need to be added to the blocks that will be produced.

The ideal goal is that any validator had the same chance of being chosen for block pro-

duction on a slot.

There are 3 phases in the BABE algorithm:

1. Genesis phase: genesis block is produced. This contains a random number which

is used in the �rst two epochs for assigning the slot leader

2. Normal phase : after receiving the genesis block, each validator divided the time-

line in slots. The current slot number is determined and the slot leader produces

a block. After that, the other validators try and add it to their local copies of the

blockchain. The block contains the slot number, the hash of the previous block,

the VRF output, the set of transactions and the signature of it. Upon reception of

the block, the node checks for its validity by verifying the following: the signature

on the block, if the block proposer is a slot leader for the slot the node proposed

the block for, if there is a chain with the same hash of the previous hash of the

proposed block, if the transactions contained in the proposed block are valid. If all

of the veri�cation steps are �ne the block is added to the local chains.

3. Epoch update : before a new epoch starts the validators have to get the new

randomness and validator set for the next one. A new validator can produce a block

at earliest two epochs later after it was included to relay chain. The new randomness

is computed as in Ouroboros Praos [21]

The chain which is chosen as the main one is then determined by using GRANDPA. If

no blocks are yet been �nalized by it, then it is used the probabilistic �nality in the best

chain selection. s For clock adjustment, security analysis and practical results as well as

for a more in-depth analysis of BABE, refer to [3].
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Finality: GRANDPA

The �nalization of blocks in the blockchain inside Polkadot happens by using GRANDPA

[64�66].

According to the author, there are many consensus which have a probabilistic �nality on

the blocks, but with GRANDPA is achieved a provable �nality: some kind of traceable

signed statement saying that the block is �nal. This behavior can be achieved by Byzan-

tine agreements, but this kind of algorithms have drawbacks when it comes to have a

large set of participants. The approach they adopted in Polkadot is similar to the FFG

explained in section 2.2.2.

GRANDPA stands for GHOST-based Recursive ANcestor Deriving Pre�x Algorithm.

The participants here cast a vote on the chain they think is the best and try to �nalize

on the one that 2
3 of them agree. This works also with1

3 of malicious users.

Polkadot developers wanted the blockchain to separe by design the �nality gadget from

the block production, so that is why GRANDPA can be considered �exible and can be

adapded to deal with di�erent scenarios.

Assuming that 2
3 of the voters are truthful, their vote is broadcast in a gossip fashion.

Notice that voters are not voting on single blocks, rather on their chain. This means that

if in the local copy of the chains we have branches and the votes casted by the blockchain

elements are on overall more than the23 of the participants on a common block (for

example the fork block), that common block will be �nalized.

Security policy: slashing

For what the slashing mechanism of Polkadot is concerned, we have to consider the three

di�erent aspects that are used in the blockchain:

ˆ BABE

ˆ GRANDPA

ˆ parachains

In the slashing documentation [15] are identi�ed four threat levels:

ˆ Level 1: they are happening to most validators, as unresponsiveness. To this kind

of misconducts is slashed up to 0.1% of the stake they put in the validator slot or

kicking out the validator.

ˆ Level 2: good faith errors, but resulting in bad practices. Examples are equivo-
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cation and concurrent irresponsiveness which result in them having to re-consider

the practices faulty nodes put in place, thus slashing them up to 1% of the staked

amount

ˆ Level 3: misconducts which are hardly linked to good faith or accidents and do

not result in a hard threat to the ecosystem. Examples are correlation and/or

coordination among validators, modi�cation of node software, hacking of a validator

account, bugged software. Such behaviors are a long-term threat to the blockchain,

so there is the need to limit the in�ucence faulty nodes have on the system, so that

is why they are highly punished both in stake � up to 10% � and in reputation.

ˆ Level 4: these are the serious threats to the blockchain ecosystem, like collusion

among validators, serious security risks to the system, huge resources spending.

Since they are huge problems, the punishment is maximum: up to 100% of the

stashed stake

Given the di�erent way validators and nominators are collaborating in the block produc-

tion and �nalization, they are also needed to be considered di�erently for what slashing is

concerned. Polkadot slashes the nominators of faulty validators depending on the fraction

of stake they back them with.

About the kickout of the �rst level of misconduct, we have to say what we are talking

about. From what we said in section 2.2.3 validators need two epochs before they can be

able to start producing blocks. If they were already validators in the previous epoch they

still are in the current one, while if not they need to recon�rm it.

So, the kickout works like this: validators are removed from the candidates for the election

in the validator set for the next election, marking them as inactive. For serious threats

(level 3 and 4), they are also removed from the list of trusted candidates. Kicking out a

validator essentially means marking it as inactive, ignoring all of the messages that we

receive from it. Also, the policy allows for the era to be ended before it was intended it

to be if the number of active validators is too low.

There are two types of mechanisms to detect misconducts by the nodes: one is a proof

of misconduct (and can be put onchain as a transaction) and the other is the voting

certi�cate (mechanism through which all validators can vote) that is signed by the voters

and can be considered an attestation of misconduct, but since it is resource expensive this

latter is used only for the most serious o�ence level.

Actors which are running the protocols to detect some misbehavior are rewarded with the

10% of the slashed amount. The rest of the slashed accounts go to a treasury service and
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if recycled in the system.

For a more complete analysis of the di�erent aspects related with slashing and rewards

refer to [15].

There are many other aspects which still can be analyzed, but since the work we are

carrying out is not dealing with them, we suggest to read Polkadot's documentation [38]

to have a better comprehension of it.
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Environmental Sustainability

Focusing on the main problem we are addressing in the present work, i.e., the sustainability

of the blockchain, there are some important questions which a�ects the nature of the

adopted consensus algorithm. E.g.:

"What ensures us that the mining pools are powered up by using some green

energy rather than being a highly polluting one like coal or carbon fossil?"

But also

"What is the bond between the location in which the mining facilities are and

the cost of power production and consumption in those locations?"

In fact, in order to get the maximum possible pro�t, mining centers are in those places

around the world where the cost to get the energy is the lowest possible. This does not

translate in sustainability of the power sources. To better frame the problem, this chapter

is divided in three sections.

Section 3.1 provides a de�nition ofsustainability as proposed by the United Nations,

and how this applies to blockchain. In section 3.2 theenergetic impact of the main

adopted consensus algorithm, i.e., PoW, PoS, dPoS, are analysed to clearly show their

impact on the environmental sustainability. Finally, section 3.3 deeply analyzes the PoW,

the main environmental-unfriendly consensus algorithm, with emphasis on the problems

which a�ect carbon emissions and energy consumption.

3.1. Sustainability

A commonly agreed de�nition of the term sustainability refers to what the UN has pro-

posed as a combination of di�erent perspectives [69]. As shown in Figure 3.1, the term

sustainability covers 17 di�erent development goals. In particular, the goal of the envi-

ronmental sustainability (number 13) is:
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Figure 3.1: UN 17 Sustainable Development Goals[69]

"Take urgent action to combat climate change and its impacts"

and its report overview for last year is shown in 3.2.

Since the beginning, the academics which were working on blockchain development were

not interested in its sustainability, rather to the fact that it could work in a proper way,

developing its functionalities. In fact, it was designed as an energy-crunching technology

with the usage of Proof of Work as a consensus algorithm, starting with Bitcoin and

then with the other main ledgers. Studies have been slowly carried out on blockchain

consumption and carbon footprint, as in [67], showing a greater interest in analyzing the

problem and in posing some solutions to this threatening issue.

As time passed by, the problem of sustainability of blockchain applications and of the

blockchain ecosystem itself became bigger and bigger, to the point that as said by [68] it

could be considered as a threat to the Paris Agreement.

In literature, there are many di�erent papers available which are dealing with this topic,

analyzing it under many aspects. Examples are [41], [72] and [68], in which the subject

is dissected in economic, social and environmental points of view.
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