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Abstract

The imminent advent of quantum computing threatens classical cryptography, mak-
ing Quantum Key Distribution (QKD) essential to guarantee the unconditional security
of future networks. This thesis compares the Discrete-Variable (DV) and Continuous-
Variable (CV) paradigms within access infrastructures, specifically Passive Optical Net-
works (PONs). Their coexistence with classical channels is hindered by severe Spon-
taneous Raman Scattering (SpRS) noise which, combined with the losses introduced by
optical splitters, drastically degrades system performance. The study rigorously evaluates
both architectures in the finite-key regime, overcoming idealized asymptotic assumptions
to quantify the real statistical uncertainties of practical transmissions. Through a ded-
icated MATLAB simulator equipped with a Graphical User Interface (GUI), the Secret
Key Rate (SKR) was evaluated as a function of the transmitted block size, spectral alloca-
tion and distance. The results highlight a clear technological trade-off. The DV approach,
although limited to narrower bands due to its sensitivity to Raman noise, emerges as the
most robust solution for high-density networks, supporting up to 32 users over 20 km.
A critical exception is represented by the XG-PON standard, where such performance
collapses. Conversely, the CV approach leverages coherent detection to filter Raman in-
terference, providing significantly higher generation rates and requiring a notably smaller
transmitted block size to initiate secure transmission. Ultimately, DV-QKD confirms it-
self as the optimal choice for networks with a high number of users, whereas CV-QKD

dominates the XG-PON and low number of users scenarios.

Keywords: Quantum Key Distribution, Secret Key Rate, Finite-key regime, Sponta-
neous Raman Scattering, Discrete Variable, Continuous Variable, Passive Optical Net-

works
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Abstract in lingua italiana

L’imminente avvento della computazione quantistica minaccia la crittografia classica, ren-
dendo la Distribuzione di Chiave Quantistica essenziale per garantire la sicurezza incon-
dizionata delle reti future. Questa tesi confronta i paradigmi a Variabile Discreta e a
Variabile Continua all’interno delle infrastrutture di accesso, nello specifico le reti ot-
tice passive. La loro coesistenza con i canali classici é ostacolata dal severo rumore di
Scattering Raman Spontaneo che, combinato con le perdite introdotte dagli splitter ot-
tici, degrada drasticamente le prestazioni del sistema. Lo studio valuta rigorosamente
entrambe le architetture nel regime a chiave finita, superando le idealizzate assunzioni as-
intotiche per quantificare le reali incertezze statistiche delle trasmissioni pratiche. Tramite
un simulatore MATLAB dedicato, dotato di interfaccia grafica, é stato valutato il tasso di
generazione della chiave segreta in funzione della dimensione del numero di stati inviati,
dell’allocazione spettrale e della distanza. I risultati evidenziano un netto compromesso
tecnologico. L’approccio a Variabile Discreta, seppur limitato a bande piu ristrette per la
sensibilita al rumore Raman, emerge come la soluzione pitt robusta per reti ad alta den-
sita, supportando fino a 32 utenti su 20 km. Un’eccezione critica é rappresentata dallo
standard XG-PON, dove tali prestazioni collassano. Al contrario, la Variabile Continua
sfrutta la rivelazione coerente per filtrare 'interferenza Raman, fornendo tassi di gener-
azione nettamente superiori e richiedendo una dimensione del blocco inviato notevolmente
inferiore per avviare la trasmissione sicura. In definitiva, la Variabile Discreta si conferma
la scelta ottimale per le reti con elevato numero di utenti, mentre la Variabile Continua

domina gli scenari XG-PON e con ridotto numero di utenti.

Parole chiave: Distribuzione di Chiave Quantistica, tasso di generazione della chiave
segreta, regime a chiave finita, rumore Raman Spontaneo, Variabile Discreta, Variabile

Continua, Reti Ottiche Passive
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Introduction

1 Cryptography plays a fundamental role in modern digital security, ensuring data confi-
dentiality and user privacy across global communication networks. While the discipline
has evolved significantly since its historical origins, contemporary cryptographic standards
fundamentally rely on the computational hardness of complex mathematical problems,
such as large integer factorization and discrete logarithms. Although these algorithms re-
main robust against classical computational paradigms, the advent of quantum computers
poses a fatal threat to their security, threatening to render current encryption protocols
obsolete. To address this vulnerability, the field of Quantum Information has advanced
two primary countermeasures: Post-Quantum Cryptography (PQC) and Quantum Key
Distribution (QKD). While PQC aims to secure communications through novel mathe-
matical algorithms presumed to be resistant to quantum attacks, offering a highly deploy-
able software-based solution, QKD leverages the fundamental laws of quantum physics to
guarantee unconditional, information-theoretic security at the physical layer. This thesis
focuses exclusively on the latter. Based on the fundamental laws of quantum mechanics,
QKD enables a symmetric key exchange between legitimate parties guaranteeing perfect
secrecy. Historically, the first approach to QKD, introduced by Bennett and Brassard
in 1984, relied on the transmission of quantum states chosen into a limited and discrete
set (Discrete Variable QKD - DV-QKD), encoding the information into the properties
of single photons generated by highly attenuated laser sources and detected by suitable
single-photon detectors. Conversely, the more recent Continuous-Variable (CV-QKD)
approach encodes information into the amplitude and phase quadratures of the electro-
magnetic field, advantageously exploiting standard coherent telecommunication receivers.
While early practical implementations of QKD relied on dedicated dark fibers, the cur-
rent strategic focus has shifted toward the integration of quantum channels into existing
classical communication infrastructures to avoid prohibitive deployment costs. This thesis

specifically investigates this coexistence scenario within access networks, utilizing Passive

IEditorial Note: To refine the clarity and linguistic consistency of this manuscript, the author used
Google Gemini language model as a writing assistant. The tool was employed exclusively for grammar
correction, style refinement and improving textual fluency. All scientific concepts, theoretical models,
analyses, results and discussions remain entirely the original work of the author.
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Optical Networks (PONSs) as the reference architecture. Deploying QKD over PONS is sig-
nificantly more challenging than standard point-to-point links. The coexistence of fragile
quantum states multiplexed with high-power classical data streams requires to cope with
severe non-linear effects, most notably Spontaneous Raman Scattering (SpRS). During
propagation, classical photons undergo inelastic scattering, generating a continuous flux
of noise photons at both higher (Stokes region) and lower (anti-Stokes region) wavelengths.
This phenomenon severely impairs the quantum channel, acting as indistinguishable back-
ground noise that particularly cripples single-photon transmission, whereas the intrinsic
spatial and spectral filtering properties of coherent receivers make CV-QKD naturally
more resilient. Furthermore, PON architectures rely on passive optical splitters, which
broadcast the incoming signal to multiple users. These components act as severe attenua-
tors, introducing a massive, localized loss penalty that scales directly with the number of
served ports. To comprehensively evaluate and compare the performance of DV-QKD and
CV-QKD under these severe architectural constraints, the Secret Key Rate (SKR) serves
as the primary performance indicator. In this thesis, a rigorous evaluation of both DV-
and CV-QKD approaches in the finite-key regime is carried out. By surpassing the ideal-
ized asymptotic assumption, this work properly accounts for the statistical uncertainties
and fluctuation penalties inherent in practical parameter estimation, always present in
real-world implementations. To perform this comparative analysis, a suitable MATLAB
simulator, equipped with a Graphical User Interface (GUI), has been developed. Firstly,
the analysis focuses on the direct impact of the finite-key regime by evaluating the SKR
as a function of the total number of transmitted symbols, thereby rigorously quantifying
the physical penalties induced by finite block sizes. Then, it enables the precise identifica-
tion of the optimal quantum spectral bands for both approaches—minimizing SpRS noise
interference—across various next-generation PON standards and user splitting. Finally,
the simulator is employed to assess the SKR against the overall transmission distance,
providing a definitive comparison of the maximum reachable secure distance and the

architectural scalability of each paradigm in a realistic coexistence scenario.
The thesis is organized as follows:

Chapter 1 presents the state of the art of Quantum Key Distribution, detailing the fun-
damental characteristics of both Discrete-Variable (DV) and Continuous-Variable (CV)
approaches. It provides a comprehensive description of the most prominent protocols for

each paradigm, establishing the theoretical baseline for the thesis.

Chapter 2 details the Passive Optical Network (PON) architecture, reviewing the prin-
cipal existing standards (GPON, XG-PON, NG-PON2 and HS-PON) alongside their spe-

cific characteristics, i.e. spectral allocations and launch powers. Moreover, a rigorous
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analyis of the primary physical impairments in classical-quantum coexistence, namely

fiber attenuation and Spontaneous Raman Scattering (SpRS), is presented.

Chapter 3 derives the theoretical Secret Key Rate (SKR) formulations for both DV
and CV-QKD within the finite-key regime. These mathematical models are subsequently
implemented, analyzed and computationally optimized in a baseline point-to-point dark

fiber scenario to benchmark their ideal cryptographic performance.

Chapter 4 presents the developed MATLAB simulation tool and its Graphical User
Interface (GUI). It outlines the underlying multi-layered software architecture designed
to seamlessly integrate the theoretical quantum cryptographic models with the physical

parameters of the PON infrastructure.

Chapter 5 leverages the developed software to conduct a comprehensive comparative
analysis between DV- and CV-QKD in an integrated PON environment. It systematically
evaluates the protocols’ performance against the finite block size, identifying optimal

quantum spectral allocations and assessing the SKR across varying transmission distances.

Chapter 6 summarizes the main findings of the comparative study, drawing final con-
clusions on the viability and scalability of DV- and CV-QKD in access networks. Finally,
it outlines potential future developments and research directions in the field of quantum-

classical coexistence.



////M//////////é N 1 \\\\\\\ / \m\\ %
2N /// \ 117717/ s
//// N\ //// ////::_:::\\\ //) \\\ \\\\
NN 779477770770 00 /2 2
NN N e otrts
oty HH1100177 070070 2 2
SO 77752777777 000 2 2 2 2 27
J ///// /// N //// ////N///////////é __ ________,5\ I \\\\\\\ \\w\\ \\\\\\\\\\\\\\ =
~ 3N M s
N T e
—— f ot
—— = R
- ““\\\\\\\\\\\\\\\\\\m\\\w\w\\ 77 /////////////,/////////////// //// ///UU/
N RN R
1 NN
5577 NN
2 T I A O O



]_ ‘ Cryptography and Quantum
Key Distribution

1.1. Classical Security

Cryptography (from the Greek kryptds, "hidden", and grdphein, "to write") is the branch
of mathematics dedicated to the study of techniques designed to render information un-
intelligible to unauthorized third parties [1|. Its primary objective is to guarantee the
confidentiality of the original message, denoted as the plaintext (m), protecting it from
any adversary, often referred to as an eavesdropper, capable of intercepting the communi-
cation. Although historically encryption techniques were the almost exclusive domain of
the military sector, in the current digital era cryptography has become an essential pillar
for the security of personal, financial and sensitive data in daily communications. Through
the years, many encoding techniques have been developed, which can be distinguished into

two main categories [2]:

e Symmetric key cryptography (or Private-key): the two communicating parties (Alice
and Bob) share the same secret key k, utilized for both encryption and decryption.
Although computationally efficient, it requires that the parties have previously es-

tablished a secure channel to exchange the key.

o Asymmetric key cryptography (or Public-key): each user possesses a pair of keys:
a public key, known to everyone, used for encryption and a private key, kept se-
cret, used for decryption. This resolves the key exchange problem but entails a

significantly higher computational cost.

1.1.1. Symmetric Cryptography

Focusing on symmetric cryptography, the formal theoretical framework was introduced
by Claude Shannon in 1949 [3]. As illustrated in Figure 1.1, the system is defined by a
triple of algorithms (Gen, Enc, Dec):
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Encryption LemT T T N Decryption
—> 1 \_»
R — vethod En|—> . Insecure Channel 1 i Dec i—'m A

Alice A A Bob

Key Generation
Algorithm, Gen

Figure 1.1: Schematic representation of a symmetric cryptography system.

1. Gen: a probabilistic algorithm that chooses a key &k uniformly at random from the

key space K.

2. Enc: the encryption algorithm which, given a message m and the key k, produces

the ciphertext c:
¢ = Encg(m) (1.1)

3. Dec: the deterministic decryption algorithm which retrieves the original message:

m = Decy(c) (1.2)

Shannon defined the concept of perfect secrecy (or unconditional security): in this scenario,
it is assumed that the attacker has unbounded computational resources but is purely
passive, meaning they are interested only in confidentiality and not in forging messages.
A cipher enjoys perfect secrecy if the ciphertext reveals no information about the plaintext.
Mathematically, this implies that the probability of observing a certain cryptogram c is

identical regardless of the message sent (mg or my):

Pr[Encg(mo) = c] = Pr[Encg(m,) = | (1.3)

Historically, one of the earliest implementation attempts was the Caesar Cipher, used in
the Roman era to protect military strategies [1]. It is a simple monoalphabetic substitu-
tion cipher where the key k € [0, 25] represents the shift of the alphabet letters. However,

a fundamental step towards modern cryptography and the realization of Shannon’s theo-



1| Cryptography and Quantum Key Distribution 7

retical model occurred in 1917 with Gilbert Vernam and his One Time Pad (OTP). The
OTP operates on binary strings by applying the logical XOR operation (@) between the
bits of the message and those of the key:

c=mok (1.4)

The OTP is the practical implementation of perfect secrecy, but to be valid it must satisty
stringent conditions: the key must be purely random, at least as long as the message and
used only once. These conditions make the OTP impractical for mass telecommunica-
tions: if a secure channel is capable of transmitting keys as long as the messages existed,
it could be used to send the messages directly. Nevertheless, the OTP remains the theo-
retical benchmark for absolute security, a concept central to Quantum Key Distribution
(QKD). Since perfect secrecy is difficult to achieve in standard classical networks, modern
cryptography relies on semantic security (or computational security). In this framework,
it is assumed that the adversary has limited (polynomial) computational resources. A
system is defined as secure if the adversary’s advantage in distinguishing between two en-
crypted messages is negligible, which specifically means lower than a minimum threshold
€

Adv = | Pr[Exzp(0) = 1] — Pr[Exp(l) = 1]| <€ (1.5)

where the experiment Exp(b) represents a cryptographic game in which the adversary
attempts to guess which message was encrypted. To realize this in practice, two main
approaches are used. The first are stream ciphers, which attempt to approximate the
OTP using a short key (the seed) expanded by a deterministic algorithm called a Pseu-
dorandom Generator (PRG). The PRG produces a long stream of bits (keystream) that
appears random, which is then XORed with the message. While they do not offer perfect
secrecy, they are extremely fast and hardware-efficient. The second approach involves
block ciphers, which operate by dividing the plaintext into fixed-size blocks (e.g., 128
bits). The key controls a complex permutation function that transforms the input block

into the output. According to Shannon’s principles, a good block cipher must guarantee:
e Confusion: the relationship between the key and the ciphertext must be complex.

e Diffusion: changing a single bit of the plaintext should modify, on average, half of

the ciphertext bits (avalanche effect).

The most widespread current standard for this category is the Advanced Encryption Stan-

dard (AES), which supports key sizes of 128, 192 and 256 bits.
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1.1.2. Asymmetric Cryptography

The second fundamental category of encryption schemes is asymmetric cryptography, also
known as public-key cryptography. As illustrated in Figure 1.2, the architectural model
differs significantly from the symmetric approach. In this framework, rather than sharing

a single secret, a pair of mathematically related keys is generated for each user:

e A public key (pk): widely distributed and accessible to all users, used to encrypt

messages intended for the key’s owner;

e A secret key (sk) (or private key): kept exclusively by the owner and never shared,

used to decrypt the received ciphertexts.

The encryption and decryption processes are described formally by the following equa-
tions:
¢ = Ency(m) (1.6)

m = Decg(c) (1.7)

Regarding the distribution channels, the requirements change compared to the symmetric
model. The secret key is generated locally and must be stored securely, never requir-
ing transmission across the network. The public key, conversely, can be sent over an
insecure channel, provided that the channel is authenticated to prevent active attacks,
ensuring that the key belongs to the legitimate entity. This scheme was first introduced
by Whitfield Diffie and Martin Hellman in 1975 [4], revolutionizing the field. Its primary
advantages are the simplified key management and distribution: in a network of N users,
each user only needs to manage their own key pair, rather than establishing N(N —1)/2

shared secrets. However, this scalability comes at a cost: asymmetric algorithms are sig-

Encryption LemTTTT T T T Decryption
—> ‘ — |—>
‘ m Method, Enc ¢ \\I~n_scfc_u_re Cfla—n_n—e—l‘/ c Method, Dec| ™ ‘

Alice A Bob
Encryptign i - emmmTmm- - Dgcryption
Key, pk ," Authenticated ", ‘,’ Secure \ Key, sk
.. Channel ! s, Channel .

~ ~
S~ < - - -

Key Generation
Algorithm, Gen

Figure 1.2: Schematic representation of an asymmetric (public-key) cryptography system.
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nificantly more computationally intensive and slower than their symmetric counterparts.
The security of this paradigm relies on computational complexity. It is based on one-way
trapdoor functions: mathematical operations that are easy to compute in one direction
(encryption) but computationally infeasible to reverse (decryption) without the special
"trapdoor" information contained in the secret key. Historically, the security of systems
like RSA, taking the name from its inventors R.L. Rivest, A. Shamir and L. Adleman
[5], was based on the integer factorization problem (the difficulty of decomposing large
integers into prime factors). However, as computing power has increased and factorization
algorithms have improved, larger key sizes have become necessary to maintain security.
Consequently, modern cryptography has increasingly shifted towards problems based on
Discrete Logarithms, specifically leading to the adoption of the Diffie-Hellman Key Ex-
change (DHKE) and Elliptic Curve Cryptography (ECC), which offer equivalent security

with smaller key sizes.

1.2. Introduction to Quantum Key Distribution

Since the development of the theoretical model for the universal computer by John von
Neumann and Alan Turing, computational power has experienced exponential growth.
This trend was empirically observed in 1965 by Gordon Moore, whose law stated that
the number of transistors in a dense integrated circuit—and consequently computational
power—would double approximately every two years. However, as transistors shrink to
atomic dimensions, classical computing encounters physical boundaries dictated by quan-
tum mechanics. Rather than viewing these quantum effects as detrimental limitations,
the scientific community began to theorize a new computational paradigm that actively
exploits them: quantum computing.

Unlike classical computers, which encode information in binary digits (bits) strictly con-
fined to mutually exclusive states of either 0 or 1, quantum computers operate using
quantum bits, or qubits [6]. Governed by the principles of quantum mechanics, a qubit
can exist in a coherent superposition of both states simultaneously. Furthermore, multiple
qubits can be linked through quantum entanglement, a property that exponentially in-
creases the state space of the system with each additional qubit. This fundamental shift in
information representation allows quantum processors to perform highly parallel compu-
tations, evaluating massive amounts of possibilities concurrently. While this architecture
holds unprecedented potential for scientific advancement, it also poses a fatal threat to
current cryptographic standards. In 1994, Peter Shor demonstrated that a sufficiently
powerful quantum computer could exploit this quantum parallelism to solve the integer

factorization and discrete logarithm problems in polynomial time [7]. Shor’s algorithm
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effectively breaks the foundational security of widely used public-key cryptosystems, such
as the RSA and Diffie-Hellman protocols. To address this impending vulnerability, two

main research directions have emerged:

e Post-Quantum Cryptography: this approach focuses on developing new classical al-
gorithms based on mathematical problems that are believed to be hard even for
quantum computers [8]. Its security still relies on computational complexity as-

sumptions.

e Quantum Key Distribution (QKD): this method guarantees secure key exchange
based on the fundamental laws of quantum mechanics, offering information-theoretic

security independent of the adversary’s computational power.

This thesis focuses on the second approach. In the realm of Quantum Information, the
qubit is described as a linear combination of two computational basis states, denoted in

Dirac notation as |0) and |1):
) = al0) + 5]1) (1.8)

where a and  are complex numbers known as probability amplitudes that must satisfy

the probabilistic condition:
lal* +6* =1 (1.9)

The phenomenon for which the qubit follows a probabilistic distribution between the states
0 and 1 is known as the Quantum Superposition Principle. However, the superposition
exists only until a measurement is performed. A fundamental postulate of quantum
mechanics states that measuring a qubit forces it to "collapse" irreversibly into one of
the basis states: the outcome will be |0) with probability |a|? or |1) with probability |3]2.
Once measured, the quantum information is lost, and the qubit behaves like a classical bit.
One of the most important laws of quantum mechanics is rooted in the no-cloning theorem,
which asserts that it is impossible to create an identical copy of an arbitrary unknown
quantum state. In the context of key distribution, this implies that an eavesdropper (Eve)
cannot copy the key transmitted through the quantum channel between the legitimate
parties (Alice and Bob). Any attempt by Eve to measure or clone the qubits in transit
will inevitably perturb the quantum states. This disturbance introduces errors (noise)
into the transmission, revealing the presence of the eavesdropper to Alice and Bob. As
classified in literature [9], QKD protocols fall into two primary categories based on the

nature of the quantum states used:

e Discrete-Variable (DV-QKD): these protocols encode information into discrete prop-

erties of single photons, such as polarization or phase.
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e Continuous-Variable (CV-QKD): these protocols encode information into continu-
ous variables of the electromagnetic field, specifically the quadrature components of

the quantized electro-magnetic modes of light.

The choice between DV and CV architectures involves a trade-off. DV-QKD is currently a
more mature technology, capable of achieving long-haul transmissions with high stability.
However, it typically requires expensive single-photon detectors (SPDs) and specialized
hardware. Instead, CV-QKD offers the advantage of compatibility with standard telecom-
munication components (using homodyne and heterodyne detection instead of SPDs) and
can sustain higher secret-key rates over short-to-medium distances. However, its security
analysis is generally more complex due to the analog nature of the signal and channel
noise. Given this landscape, the development of flexible, multi-protocol QKD devices
represents a significant step forward [10]. Such versatility is particularly valuable in sce-
narios like free-space optical (FSO) links and satellite communications, where hardware
cannot be easily modified after deployment. While fiber-based networks constitute the
backbone of QKD, free-space applications are gaining traction for establishing global

quantum networks.

Regardless of the specific architecture (DV or CV), a typical QKD session consists of two

distinct phases:

1. Quantum transmission: the initial phase of any QKD protocol relies on the trans-
mission of quantum states on a quantum channel to establish a shared sequence of
correlated data. This stage is typically implemented through one of two primary

architectural frameworks:

o Prepare-and-Measure (P&M) scheme: in this approach, the quantum commu-
nication is strictly unidirectional. Alice generates a classical random variable,
denoted as a, and encodes it onto a set of non-orthogonal quantum states.
These prepared states are subsequently transmitted through a quantum chan-
nel to Bob. Upon reception, Bob performs specific quantum measurements
to extract his own classical random variable, b. Due to the probabilistic na-
ture of quantum measurements and the presence of channel noise or potential
eavesdropping, Bob’s variable b exhibits only a partial correlation with Alice’s
original variable a. By iteratively repeating this transmission and measure-
ment process, the two parties accumulate a vast dataset of partially correlated

symbols, collectively referred to as the raw key.

e FEntanglement-Based (E-B) scheme: conversely, this scenario relies on the phys-

ical distribution of quantum entanglement. In this configuration, a bipartite
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entangled quantum state is generated. Alice retains and measures one half of
the entangled pair, thereby collapsing the state and obtaining her classical ran-
dom variable a. The complementary half of the entangled pair is propagated
through the quantum channel to Bob, who performs corresponding measure-
ments on his subsystem to derive his variable b. It is important to note that,
from Bob’s operational perspective, his measurement procedure in the E-B
scheme is entirely indistinguishable from that in the P&M scheme. Ultimately,
the inherent nonlocal correlations of the shared bipartite state guarantee that
Alice and Bob’s measurement outcomes are statistically linked, providing the

necessary mathematical foundation for the generation of the secret key.

2. Classical post-processing: Alice and Bob communicate over a classical, authenticated
public channel to distill a secure key from their raw data. This phase includes sub-
protocols such as sifting (basis reconciliation), error correction (to fix transmission
errors) and privacy amplification (to eliminate any information Eve might have

gained).

It is important to note that, for the purposes of this thesis, all subsequent numerical sim-
ulations and performance evaluations will focus exclusively on the Prepare-and-Measure
(P&M) architecture. This methodological choice is driven by its higher technological ma-
turity and its direct compatibility with the standard optical access networks investigated

in the following chapters.

While the distinction between P&M and E-B architectures defines the physical layer of
the implementation, a crucial methodological dichotomy exists in the theoretical security
analysis: the assumption of the available data block size. Historically, the majority of
QKD security proofs rely on the asymptotic assumption. In this idealized regime, it is
assumed that the communicating parties exchange an infinitely long sequence of quan-
tum signals. Under this hypothesis, statistical fluctuations in the parameter estimation
vanish, allowing Alice and Bob to determine the channel characteristics with absolute
precision. While mathematically convenient for deriving upper bounds on performance,
this approach inevitably overestimates the achievable key transmission rate in real-world
scenarios, where transmission time is finite and data blocks are necessarily limited in size.
In contrast, a finite-key analysis considers the realistic constraint where the total number
of transmitted pulses is finite. In this regime, the statistical estimation of channel param-
eters is subject to unavoidable fluctuations. To guarantee unconditional security, these
uncertainties must be rigorously accounted for by applying worst-case estimators, which
effectively penalize the raw key rate to compensate for the potential information leakage

due to finite sampling. Crucially, this thesis departs from the standard asymptotic ide-
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alization to focus strictly on the finite-key regime. By incorporating the finite block size
effects directly into the numerical models for both Discrete-Variable (DV) and Continuous-
Variable (CV) protocols, this study provides a practical implementation perspective. This
approach ensures that the resulting performance evaluations are not merely theoretical

upper bounds but represent reliable, achievable benchmarks for real-world deployment.

1.3. Discrete-Variable - QKD

The Discrete-Variable QKD (DV-QKD) represents the historical and most mature ap-
proach to quantum communications. The fundamental principle relies on the encoding
of information into discrete properties of single quanta of light, typically the polarization
state or the phase of single photons. In practical experimental setups, due to the techno-
logical complexity of ideal single-photon emitters, this is typically achieved by generating
Weak Coherent Pulses (WCP) from standard laser sources, which are heavily attenuated

to ensure a mean photon number per pulse strictly lower than one [11], [12].

This technology remains the benchmark for long-distance secure communication, with
recent research focusing on extending the reach of repeater-less links and enhancing co-
existence in high-capacity networks. The current distance record for fiber-based QKD is
held by protocols based on Twin-Field (TF-QKD), which have successfully demonstrated
secure key exchange over 1002 km of ultralow-loss optical fiber in laboratory settings
[13]|. This was achieved by suppressing system noise to extreme levels and optimizing the
sending-or-not-sending (SNS) protocol variants. In real-world field deployments, signifi-
cant progress has been made in 2025. A notable experiment in Germany demonstrated
TF-QKD over a 254 km deployed fiber link between cities, achieving stable key rates with-
out the need for cryogenic cooling, marking a step forward for practical long-haul back-
bones [14]. On a larger scale, 2026 saw the announcement of large-scale networks based
on integrated photonic quantum chips, with network topologies capable of spanning thou-
sands of kilometers, highlighting the maturity of chip-based DV-QKD for massive user

scaling.

The historical and paradigmatic example of DV-QKD is the BB84 protocol, introduced
by Bennett and Brassard in 1984.

1.3.1. BB84 Protocol Description

The protocol operates in two main phases [15]:

1. Quantum transmission: the process begins with Alice generating a random string
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of classical bits (0s and 1s) and an equally long sequence of random polarization

bases. She chooses between two conjugate bases:

e Rectilinear (R or +), consisting of Vertical (90°) and Horizontal (0°) polariza-

tions.
e Diagonal (D or x), consisting of 45° and 135° polarizations.

Alice encodes each bit into a single photon according to her chosen basis. For in-
stance, she might map a binary 0 to 0° or 45°, and a binary 1 to 90° or 135°.
She then transmits this train of photons to Bob via a quantum channel (opti-
cal fiber). Upon receiving the photons, Bob—who has no knowledge of Alice’s
choices—independently selects a random basis (Rectilinear or Diagonal) to measure
each incoming photon. If Bob measures in the same basis Alice used to transmit,
he will deterministically measure the correct polarization and correctly interpret
the bit (assuming a noiseless channel). If Bob measures in the wrong basis (e.g.,
measuring a diagonal photon using a rectilinear filter), the result is fundamentally
random. He has a 50% chance of recording a 0 or a 1, resulting in the loss of the

original information.

. Public discussion (sifting and error estimation): subsequent steps occur over a clas-

sical public channel, which may be monitored by an eavesdropper (Eve) but cannot
be altered.

e Sifting: Alice and Bob publicly exchange the sequence of bases they used (e.g.,
"T used Rectilinear for photon 1"). They discard all instances where their bases
did not match. The remaining bits, where bases were identical, form the sifted

key.

e FError detection: since the primary objective of QKD is to counteract potential
attackers aiming to breach confidentiality, detecting the presence of an eaves-
dropper (Eve) is of paramount importance. To achieve this, a random subset
of corresponding bits from the sifted key is selected and publicly compared to
estimate the Quantum Bit Error Rate (QBER). For the selected sample, the
QBER is defined as:

OBER - number of wrong compared bits

1.10
total number of compared bits ( )

Assuming the sample is statistically representative, the estimated error rate is
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extended to the entire sifted key as follows:

OBER ~ number of wrong bits in the sifted key

1.11
total number of sifted key bits ( )

Final key generation: security proofs establish a theoretical upper bound for
this error rate. If the calculated QBER. exceeds the threshold of 11%, the key
exchange is considered insecure against external attacks. Consequently, the key
is immediately discarded, and the procedure must be repeated [16], [17]. If the
error rate in the sample is below this threshold, the parties conclude the channel
is secure. They discard the revealed test bits and perform error correction and

privacy amplification procedures on the remaining bits to produce the final

secret key.

The theoretical framework described above is summarized in the step-by-step execution

example reported in Table 1.1. The table clearly outlines the complete operational flow,

from the initial transmission of the quantum states to the derivation of the final key.

QUANTUM TRANSMISSION

Alice’s random bits 0 1 1 0 1 1 0 0 1 0 1 1 0 0 1
Random sending bases D R D R R R R R D D R D D D R
Photons Alice sends 0 N e T e e N e
Random receiving bases R D D R R D D R D R D D D D R
Bits as received by Bob 1 1 1 0 1 0 0 0 1 1 1 1 0 0 1
PUBLIC DISCUSSION

Bob reports bases R D D R R D D R D R D D D D R
Alice checks bases OK OK OK OK OK OK OK OK OK
Shared information (sifted key) 1 0 1 0 1 1 0 0 1
Bob reveals sample bits 1 1 0

Alice confirms sample OK OK OK
OUTCOME

Final secret key 1 0 0 1 0 1

Table 1.1: Example of the BB84 QKD protocol execution. The table illustrates the states

sent by Alice, the measurements performed by Bob and the sifting process to derive the

shared secret key.

1.3.2. DV-QKD Transmission Model

The BB84 protocol theoretically exploits the transmission of single-photon Fock states to

guarantee the unconditional secrecy of the key. In practice, however, the implementation

of a pure single-photon source is technologically challenging. Consequently, an alternative
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solution has been widely adopted: the use of a highly attenuated laser source that outputs
Weak Coherent Pulses (WCPs) via properly calibrated attenuators. In these pulses, the
photon number statistics follows a Poisson probability distribution. This implies that the
number of photons in each pulse is probabilistic, leading to the potential generation of
multi-photon signals. The coherent state |«) can be expressed in terms of Fock states
using the following expansion, where « is a complex amplitude, u = |a|? is the mean

photon number, and n is the number of photons per pulse:

QEIJ_m (1.12)

Since the photon number per pulse is probabilistic, the probability P(n,u) of finding
exactly n photons in a coherent state, given the average number p, is defined in Eq. (1.13).
Furthermore, the conditional probability of generating multi-photon pulses, assuming a

non-empty pulse, is derived in Eq. (1.14):

e el ot
P(n,p) = |(n|)|* = e . T g (1.13)
1-P0O,p)—PAp) 1—er(l+p) p
Pn>1jn>0,u) = O e (1.14)

Since the objective is to maximize the number of single-photon pulses, the probability of
multi-photon states is mitigated by lowering the mean photon number p. However, for
very small values of u, the probability of generating vacuum states increases as shown
in Eq. (1.15). In other words, while small x values reduce multi-photon events, they

simultaneously enhance the probability of transmitting empty pulses.

Pn=0)~1-yu (1.15)

Since the detectors remain active for all incoming slots, a high rate of empty pulses
induces a low Signal-to-Noise Ratio (SNR), as vacuum events carry no information and
only noise (dark counts) is detected. In the literature, a standard value of u = 0.1 is
frequently adopted, which translates to a conditional multi-photon probability of P(n >
Iln > 0,u) ~ 0.05. Despite this convention, other works demonstrate the possibility of
computing an optimal p tailored to the specific experimental setup, with a particular

focus on transmission losses [18].
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1.3.3. Photon Number Splitting Attacks and Decoy Method

The technological absence of deterministic single-photon transmitters, and the consequent
reliance on Weak Coherent Pulses (WCPs), exposes the system to a specific class of
cavesdropping threats known as Photon Number Splitting (PNS) attacks [19]. In this
scenario, Eve is assumed to possess the capability to perform a Quantum Non-Demolition
(QND) measurement to resolve the photon number of each pulse without disturbing its
quantum state. If a pulse contains multiple photons, Eve can split the beam, retaining one
photon for herself while forwarding the remaining ones to Bob through a lossless channel
to maintain the expected detection rate. By storing her copy in a quantum memory and
waiting for the public basis reconciliation (sifting) phase, Eve can measure her photon
in the correct basis and acquire the bit value with certainty. Conversely, Eve blocks all
single-photon pulses, as they cannot be split without introducing detectable errors. In
doing so, the intrinsic security guaranteed by single-photon measurements is compromised.
The threat posed by PNS attacks is non-negligible, as it fundamentally undermines the
unconditional security proof of QKD. To address this vulnerability, Hwang proposed the
Decoy-State Method in 2003 [20]. The core concept relies on the random modulation of
the laser source intensity. In its simplest form, two intensities are exploited: a Signal state
and a Decoy state. Since Eve cannot distinguish between signal and decoy pulses during
transmission (as they only differ in their average photon number, not their spectral or
temporal properties), her attack must affect both types of pulses equally based on their
actual photon content. However, because the decoy states are typically prepared with
a different intensity, the statistical distribution of multi-photon pulses differs from that
of the signal states. If Eve selectively targets multi-photon pulses, she inevitably alters
the yield (detection probability) of the decoy states in a way that does not match the
theoretical prediction. This discrepancy allows Alice and Bob to detect her presence by
estimating the upper bound on the multi-photon yield. Let A be the upper bound on the
signal state multi-photon counts, with y' representing the decoy state intensity and u the

signal state intensity. The bound can be approximated as:

N

where g is usually optimized around 0.4-0.7 photons/impulse, while p/ must be criti-
cally lower to statistically analyze the channel, usually around 0.05-0.1. While this two-
state protocol provides a solution, it can be further optimized. It has been theoretically
demonstrated that using an infinite number of decoy intensities would provide the tight-

est estimation of channel parameters, though this remains just an ideal solution [21]. For



18 1| Cryptography and Quantum Key Distribution

practical implementations, a three-intensity protocol [22] using a Signal state (u), a weak
Decoy state (p2) and a Vacuum state (u3) is widely considered the standard for secure

key generation. The role of these intensities is distinct:

e Vacuum state (u3 ~ 0): it allows Alice and Bob to strictly estimate the background

noise and dark count rates of the detectors.

e Weak Decoy state (uz): it enables the precise lower-bounding of the yield of single-

photon pulses (sx1), which are the only secure contributors to the key.

During the classical post-processing phase, Alice announces the intensity setting used for
each pulse (rather than the probabilistic photon number). This allows Bob to classify his
detection events corresponding to Signal, Decoy and Vacuum states separately, thereby

calculating the error rates and yields necessary to unmask any PNS attempt.

1.4. Continuous-Variable - QKD

Continuous-Variable Quantum Key Distribution (CV-QKD) represents a paradigm shift
from the discrete photon-counting approach of DV-QKD. Instead of encoding informa-
tion into the polarization or time-bin of single photons, CV-QKD utilizes the continuous
amplitude and phase quadratures of the quantized electromagnetic field. The fundamen-
tal advantage of this architecture lies in its hardware compatibility: it employs standard
telecommunication components, such as coherent receivers and homodyne detectors, elim-

inating the need for specialized single-photon transmitters/detectors.

CV-QKD has recently achieved significant milestones, particularly regarding high-speed
generation rates and integration into existing telecommunication infrastructures. In the
context of finite-size security, which is critical for practical deployments, recent experi-
ments have pushed the boundaries of both distance and secret key rate (SKR). A major
breakthrough in 2025 demonstrated a 10 GHz symbol rate using a multi-carrier (MC)
modulation scheme based on Orthogonal Frequency Division Multiplexing (OFDM) [23].
This system achieved a Secret Key Rate in the order of Gbps over 10 km and maintained
Mbps-level rates over 100 km, significantly outperforming previous setups limited to the
MHz range. Regarding transmission distance, which has historically been a limitation for
CV protocols due to their sensitivity to channel excess noise, recent implementations have
successfully extended the reach. A record transmission distance of 120 km was achieved
in the asymptotic regime (100 km in the finite-size regime) while coexisting with fully
populated Coarse Wavelength Division Multiplexing (CWDM) classical channels, demon-

strating the effectiveness of local oscillator (LO) mode filtering against Raman noise [24].
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Furthermore, advancements in photonic integration are paving the way for cost-effective
mass deployment. In 2026, researchers demonstrated a QPSK-based CV-QKD system
integrated on glass-based photonic chips, achieving stable secure key generation over sim-
ulated fiber links, thus validating the feasibility of compact, chip-scale CV transceivers for
access networks [25]. Commercial field trials in metro networks have also confirmed that
CV-QKD can seamlessly coexist with classical data in the C-band without requiring ded-
icated dark fibers, leveraging standard off-the-shelf components. It is also important to
address the computational overhead. CV-QKD necessitates sophisticated Digital Signal
Processing (DSP) algorithms and complex post-processing stages, including parameter
estimation, error correction, and privacy amplification. These operations are compu-
tationally intensive and often constrained by hardware memory and processing speed,

thereby imposing limitations on the real-time performance of the system.

1.4.1. Continuous-Variable Quantum System, Fock States and
Coherent States

A Continuous-Variable quantum system is canonically defined as an infinite-dimensional
system comprising an ensemble of N bosonic modes, described by observables holding a
continuous spectrum of eigenvalues. This system is described by a global Hilbert space

‘H, constructed as the tensor product of N infinite-dimensional Fock spaces H,,:

"= Hnm (1.17)

Each component Fock space H,, corresponds to a specific optical mode and is spanned
by the orthonormal basis set {|0),...,|n),...}, where the ket |n) denotes a Fock state
containing exactly n indistinguishable photons. These number states are intrinsically
linked to the fundamental ladder operators: the annihilation operator a and the creation
operator af. For a single-mode field, the states |n) are the eigenstates of the photon

number operator 7 = afa, satisfying:

a'aln) = n|n) (1.18)

Physically, this relationship signifies the presence of n quanta within the specific mode.
The state |0) is defined as the vacuum state (a field with zero photons) and the action of

the ladder operators on the number states is defined as:

aln) = v/nln — 1) (1.19)
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a'ln) = vn +1|n + 1) (1.20)

Consequently, an arbitrary Fock state |n) can be generated by iteratively applying the

creation operator to the vacuum state:

[n) = —=(a")"10) (1.21)

S

While Fock states represent quantum states with a precisely defined number of photons,
their experimental generation for n > 2 remains technically challenging. In practical
CV-QKD implementations [26], the sender (Alice) does not prepare pure Fock states;
rather, she prepares a sequence of coherent states generated by a stable laser source. For-
mally, a coherent state |a;) is a quantum state where the photon number is not precisely

determined. It is defined as the eigenstate of the non-Hermitian annihilation operator a:
alaj) = ajlaj) (1.22)

Because the annihilation operator can be expressed as a function of the continuous quadra-

ture operators ¢ and p, the eigenvalue equation can be rewritten as:
.. . .
(@ +b)lay) = (¢ +1ipj)lay) (1.23)

o) = [g; +ip;) (1.24)

where the complex eigenvalue «; represents the state’s position in the phase space (or
phasor plane), as shown in Figure 1.3. Alternatively, a coherent state can be described as a
displaced vacuum state, generated by applying the unitary displacement operator ﬁ(aj) =
%%~ 46 the vacuum state |0). Unlike Fock states, which possess a completely random
phase, coherent states exhibit a well-defined phase, but their photon number probability
P(n) is governed by a Poisson distribution. The quadrature operators themselves can be

expressed as functions of the annihilation and creation operators:

al (1.25)

(=5
I
Q>
_l’_

p=—ila—al) (1.26)
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Their canonical commutation relation can be derived directly from [a,al] = 1:

[q,p] = —i([a,a] — [a,a'] + [a',a] — [a,a']) =20 #£0 (1.27)

Since the two variables do not commute, they cannot be simultaneously measured with

arbitrary precision in a practical implementation.

To understand the physical limits of the system, it is essential to compute the expected
value (first moment) and the variance (second moment) of these operators when applied

to Alice’s local coherent state |o;):
(@) = (@lglay) = 2Re(a;) = 2¢ (1.28)

(p) = (aylplay) = 2Im(a;) = 2p (1.29)

The second moments evaluate to:

(@) = {ayl(a+a")*|ay) = 4¢° +1 (1.30)

(%) = 4p* +1 (1.31)

This leads directly to the variance computation:
V(Q) = (A¢) = (") —(9° =1 (1.32)

V(p) = (Ap%) = (") — ()" =1 (1.33)

This result, V' = 1, represents the minimum variance in Shot Noise Units (SNU), often
referred to simply as shot noise. In a coherent state, both quadratures carry the exact
same uncertainty, satisfying the minimum bound of the Heisenberg uncertainty relation
in SNU:

0q-op>1 (1.34)

In the context of QKD, Alice modulates these states. Assuming ¢ is a realization of a
random variable @) distributed as @ ~ N'(0,Ve_,), we can relate the modulation variance

of the component to the variance of the overall operator:

V(§) =(") =HQ*) +1=4Vi +1=Vyoa+ 1 (1.35)

: , . _ . ,
where V¢ . is the quadrature component’s variance and V,,,.q = 4V, ,; is the operator’s
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variance. The shot-noise variance plays an essential role here: even if the modulation
variance V4 is null, the total variance is non-zero. The overall variance of the modulated

ensemble is thus defined as:

V(@) =V () =V =Vnua+1 (1.36)

The boson-number operator 7 = a'a can be expressed in terms of the quadrature opera-

tors:

N v
n= Z(q2 +p? —2) (1.37)

The expectation value (mean photon number) of n for a single coherent state |a;) is

simply:
() = |y = ¢ + pj (1.38)

However, while theoretically each coherent state is randomly sampled from an ideal con-
tinuous Gaussian distribution, practical implementations typically employ discrete modu-
lation formats, such as 256-QAM, to approximate this behavior. Regardless of the chosen
modulation scheme, it remains crucial to calculate the mean photon number of the entire

ensemble state:

(n) = (Q%) + (P?) = 2V, (1.39)

Combining this with our previous variance definitions, the mean photon number for the

ensemble state can be expressed purely as a function of the operator’s modulation variance:

(ny = 3V — 1) = +2

(1.40)

This formulation is essential for computing excess noise in later stages of the protocol.
After preparing these states, Alice transmits them across a Gaussian quantum channel
towards Bob. Upon reception, Bob performs either homodyne or heterodyne detection. In
a homodyne setup, Bob performs a projective measurement on the received mode to per-
fectly extract the eigenvalue of a single chosen quadrature (either ¢ or pg). Conversely,
heterodyne detection requires a 50:50 beam splitter to divide the incoming mode into two
distinct modes (B and Bsy); Bob then performs projective measurements with orthogonal
quadrature operators on each split mode, allowing him to simultaneously retrieve noisy

estimates of both ¢ and p.
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Figure 1.3: Gaussian-modulated coherent states [26].

1.4.2. GGO02 Protocol Description

Currently, the landscape of Continuous-Variable Quantum Key Distribution (CV-QKD)
is populated by numerous protocols under active study and implementation. The vast
majority of these modern schemes are theoretically and practically derived from the foun-
dational GGO2 protocol, originally introduced by Grosshans and Grangier in 2002 [28|.
Figure 1.4 illustrates the general architecture of a CV-QKD protocol employing dual
quadrature measurements. The complete operational procedure can be detailed as fol-

lows:

1. State preparation: the protocol initiates with Alice generating a sequence of N
complex symbols, denoted as z1,...,xy € C. Each symbol z; is defined by its two

quadrature components, the in-phase (I) and quadrature (Q) terms:

x; = IL’EI) + z':vl(-Q) (1.41)
The statistical distribution of these symbols depends on the chosen modulation
format. In the case of Gaussian modulation, the symbols x; are drawn from a
continuous bivariate Gaussian distribution centered at zero, i.e., x; ~ N (0, Vioq)-
Here, V,,,,q represents the modulation variance, which directly determines the signal

energy and the average photon number per state, (n), according to Eq. 1.40. Alter-

natively, for discrete modulation schemes, the symbols x; are selected from a finite
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Figure 1.4: Simplified schematic of a CV-QKD protocol for the generation of secret keys

127].

constellation in the phase space. A common example is Quaternary Phase-Shift
Keying (QPSK), where the symbols take values from the set x; € {£a, £ia}. Once
generated, Alice encodes these classical symbols onto optical coherent states and

transmits them to Bob through the quantum channel.

. Measurement: upon receiving the optical states, Bob performs a dual quadrature

measurement—typically utilizing a heterodyne or coherent detection scheme—on
each incoming signal. This process yields a sequence of complex measurement results
Y1,---,Yn. Mirroring the structure of Alice’s preparation, each of Bob’s measure-
ment outcomes y; corresponds to the simultaneous detection of both quadratures:
D . (@
yi =y +iy,? (1.42)
Due to channel attenuation and detection noise, these values represent a noisy ver-

sion of the original symbols sent by Alice.

. Parameter estimation: to assess the security of the link, Alice and Bob randomly

select a subset of their data with length Npgr < N. They publicly reveal the as-
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sociated input-output pairs (x1,y1),. .., (Tnpp, Ynp,) Via an authenticated classical
channel. By analyzing the correlations within this sample, they perform parameter
estimation to characterize the physical properties of the link. Specifically, this step
allows them to quantify the channel transmittance 7" and the excess noise . These
parameters are crucial, as they allow the parties to calculate the theoretical Secret
Key Rate (SKR) and determine whether the session is secure enough to proceed or

if the keys must be discarded.

4. Information reconciliation: following a successful parameter estimation, Alice and
Bob share correlated continuous-variable sequences. The goal of information recon-
ciliation is to agree on a common binary sequence from these analog measurements.
This is achieved by exchanging error-correction information (syndromes) over the
authenticated classical channel. Imperfect correlations caused by quantum chan-
nel noise and receiver electronic noise are corrected using high-performance Error
Correction Codes (ECC), such as Low-Density Parity-Check (LDPC) or multi-edge
type LDPC codes, which typically achieve efficiencies ranging between 93% and 97%
of the Shannon limit [29].

5. Privacy amplification: in the final stage, Alice and Bob apply privacy amplification
algorithms (typically based on universal hashing functions) to their reconciled bit
strings. The objective of this step is to shrink the key slightly to eliminate any partial
information that an eavesdropper (Eve) might have gained during the quantum
transmission or the classical reconciliation process. The result is a pair of identical,

final secret keys known only to the legitimate parties.

1.4.3. QKD Security Analysis

The modern standard for cryptographic security is the Universally Composable (UC)
framework introduced by Renner [30]. This framework defines security in terms of the
trace distance between the actual protocol output and an ideal "perfect" key. A perfect
key is defined as one that is identical for Alice and Bob (correctness), uniformly distributed
(randomness), and completely independent of the adversary (secrecy). In a realistic QKD
protocol, the joint state of the generated key S and the eavesdropper’s quantum system
E can be expressed as:

pse = Y ps(s)ls)(s| @ pi (1.43)

seS

where pg(s) is the probability distribution of the key S, {|s)} forms an orthonormal basis
for the key space Hg, and pj}, is the density matrix describing Eve’s state in the Hilbert
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space Hpg, conditioned on the key value S = s. This conditional state encapsulates
all quantum and classical information available to Eve, including the public transcripts

exchanged during the protocol. The key S is defined as e-secure with respect to Hp if:

1
sllpse —ps @ pplli < e (1.44)

where || - ||; denotes the trace norm, pg is an arbitrary state of Eve’s system, and
ps = ».s€S ﬁ|s><s] represents the maximally mixed state (uniform distribution) in
Hs. This condition implies that the shared key is indistinguishable from a perfect key
with probability at least 1 —e. For practical cryptographic applications, a typical security
parameter is € ~ 10710 [31], [32].

The security analysis is conducted on specific assumptions regarding the adversary’s ca-
pabilities. Eve is assumed to be able to prepare arbitrary ancillary states that interact
with the signals transmitted by Alice. Furthermore, she possesses a quantum memory
capable of storing these ancillas to perform measurements at optimal times, specifically
after learning the classical information exchanged during post-processing. Three primary

classes of attacks are typically analyzed:

e [Individual attack: Eve performs independent and identically distributed (i.i.d.) in-
teractions with each transmitted quantum signal. She prepares separable ancillary
states, each interacting with a single signal pulse. These ancillas are stored in
quantum memory and measured individually before the post-processing phase. The
maximum information Eve can extract is bounded by the Shannon mutual informa-
tion between her results and the raw key (Ipp for reverse reconciliation or I4p for
direct reconciliation), derived from the Csiszar-Korner bound [33]. The secret key

fraction for reverse reconciliation is given by:
King=I1(A:B)—I(B:F) (1.45)

where I(A : B) is the mutual information between Alice and Bob.

e (Collective attack: similar to the individual attack, Eve interacts with each signal
using independent and separable probes. However, she stores the ancillary states in
a quantum memory and performs an optimal collective measurement on the entire
ensemble of stored states. This measurement can be deferred until after the classical

post-processing phase. Under collective attacks, Eve’s information is bounded by
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the Holevo quantity x [34], as established by the Devetak-Winter bound [35]:
X(B:E)=S(pg) = > _ p0)S(pep) (1.46)
b

where S(-) is the von Neumann entropy, b denotes Bob’s measurement outcomes,

and pg)p is Eve’s state conditioned on b. The achievable secret key rate is:
Koy=1(A:B)—x(B:FE) (1.47)

e (Coherent attack: this represents the most general and powerful attack strategy. Eve
is not restricted to independent interactions; she may prepare a global entangled
ancillary state that interacts with the entire sequence of transmitted pulses. Like
in the collective attack, she can store the system and perform an optimal collective

measurement after post-processing.

In the theoretical framework, the security of CV-QKD is typically derived assuming a
Gaussian Modulation (GM) of the signal states. In the ideal GG02 protocol, Alice modu-
lates the quadratures of coherent states |«) according to a continuous bivariate Gaussian
distribution centered at zero. This approach maximizes the mutual information between
legitimate parties and simplifies the security proof, as Gaussian attacks are proven to be
optimal for the eavesdropper. However, experimental implementations often face prac-
tical constraints in generating perfect continuous distributions due to the finite resolu-
tion of Digital-to-Analog Converters (DACs) and the complexity of error correction at
low Signal-to-Noise Ratios (SNRs). Consequently, recent advancements have focused on
Discrete-Modulation (DM) CV-QKD, where the Gaussian distribution is approximated
using finite constellations, such as Quadrature Phase Shift Keying (QPSK) or Quadrature
Amplitude Modulation (16-QAM or 64-QAM). While discrete modulation significantly
relaxes the hardware requirements and digital signal processing load, it requires specific
security proofs to account for the deviation from the ideal Gaussian statistic. This thesis
will analyze the system performance considering both the asymptotic Gaussian limit and

practical finite constellation schemes.

Security proofs can be derived in two distinct regimes: the asymptotic limit - where the
number of transmitted signals N — oo - and the finite-size regime, where N is finite and
fixed. While the asymptotic assumption simplifies the theoretical derivation of bounds
(allowing the assumption that parameter estimation is perfect), realistic implementations

are inherently finite. In the finite-size regime, statistical fluctuations in parameter es-
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timation must be accounted for, as they significantly reduce the extractable key length
compared to the asymptotic upper bound. This thesis adopts a specific methodology,
following [27]: it utilizes the security proof for discrete-modulation CV-QKD derived in
the asymptotic regime and adapts it to the finite-size setting. This adaptation is achieved
by employing statistical worst-case estimators for the channel parameters (excess noise
and transmittance) and incorporating finite-size penalties associated with privacy ampli-

fication, under the assumption of a Gaussian linear channel. A detailed derivation of the
SKR will be provided in Chapter 3.
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2 Passive Optical Networks

Fiber-to-the-Home (FTTH) represents the state-of-the-art solution for the "last mile"
of telecommunication networks, designed to meet the increasing demand for high band-
width, scalability, and network efficiency. Historically, two primary architectures have
been proposed for optical access [36]: Point-to-Point (P2P), which dedicates a direct fiber
link from the Central Office (CO) to each user, and the Passive Optical Network (PON),

which utilizes a point-to-multipoint topology.

The term passive refers to the exclusive use of unpowered optical components within the
distribution network. This absence of active elements is crucial for QKD, as it avoids sig-
nal regeneration and noise amplification that would otherwise severely limit the achievable
secret-key rate. Moreover, PONs offer a cost-effective alternative to the deployment of
dedicated dark fibers by allowing infrastructure sharing. This architecture naturally sup-
ports the coexistence of classical and quantum channels—a scenario where CV-QKD is
particularly advantageous due to its high compatibility with standard telecommunication
hardware compared to DV-QKD. Driven by these economic and technical benefits, PONs
have become the dominant standard for FTTH deployments. The following sections will

detail the internal structure of PONs and their standardization protocols.

2.1. PON Architecture

A Passive Optical Network is made of three main building blocks, as illustrated in Figure
2.1:

e Optical Line Terminal (OLT);
e Optical Distribution Network (ODN);
e Optical Network Units (ONUs).

The Optical Line Terminal (OLT) is located at the Central Office (CO), acting as the
interface between the access network and the metro backbone. The OLT serves as the

network master, managing traffic scheduling, bandwidth allocation and buffer control to
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Figure 2.1: Passive Optical Network architecture.

coordinate the multiple users connected to the network. These end-users utilize Optical
Network Units (ONUs), located at the customer premises. Connecting the OLT and
ONUs is the Optical Distribution Network (ODN), a segment composed entirely of passive

elements such as single-mode optical fibers, connectors and passive splitters.

The fundamental characteristic of the PON architecture is its point-to-multipoint topol-
ogy, enabled by passive optical splitters. In the downstream (DS) direction (OLT to
ONU), the signal is broadcast to all connected users; the optical power is physically
divided among the output ports according to the splitting ratio, leading to significant at-
tenuation. Since splitters are passive devices unable to route traffic selectively, every ONU
receives the entire data stream, filtering only the packets addressed to it. This broad-
cast nature raises security concerns [37|, as a malicious actor could potentially eavesdrop
on the communication, highlighting the need for robust encryption methods like QKD.
Conversely, in the upstream (US) direction (ONU to OLT), data from multiple users con-
verge onto a single fiber. To prevent collisions, this direction requires a Multiple Access
scheme. Although Wavelength Division Multiplexing (WDM) assigns unique frequencies
to users to avoid interference, current standard deployments largely rely on time-domain
techniques. Specifically, downstream transmission typically utilizes Time Division Mul-
tiplexing (TDM), while upstream transmission relies on Time Division Multiple Access
(TDMA). In TDMA, the OLT assigns specific time slots to each ONU, ensuring that users

transmit only within their authorized windows.

Regarding the integration of QKD, placing single-photon detectors—which are costly

and bulky—at the user side (ONU) is economically unfeasible. Therefore, to minimize
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A B C C+ N1 N2 El1 E2
(dB)  (dB) (dB) (dB) (dB) (dB) (dB) (dB)
5-20 10-25 15-30 17-32 14-29 16-31 18-33 20-35

Table 2.1: ODN classes according to channel losses.

deployment costs, this thesis focuses on an upstream quantum channel configuration for
both DV-QKD and CV-QKD, where the complex receiver hardware is centralized at the
OLT. Finally, the ODN topology analyzed in this thesis employs a single-stage splitting
architecture. This divides the fiber infrastructure into two main segments: the feeder fiber
(from OLT to the splitter) and the distribution fiber (from the splitter to the ONUs). The
lengths of these segments are critical factors in the total link loss budget, which directly
impacts the feasibility of quantum signal transmission. The propagation losses, summed
with the losses induced by the optical splitters, lead to a detailed ODN classification, as
reported in Table 2.1.

2.2. PON Standards

As depicted in Figure 2.2, the history of PON standardization is extensive, involving
up to nine different protocols defined by the IEEE (Institute of Electrical and Electron-
ics Engineers) and, most notably, the ITU-T (International Telecommunication Union -
Telecommunication Standardization Sector).

Each standard is defined by specific physical layer parameters: upstream (US) and down-
stream (DS) bitrates, splitting ratios, maximum logical reach, launch power and spectral
occupancy. This thesis focuses on the four most relevant I'TU-T standards for current

and future access networks:
e Gigabit PON (GPON), defined in ITU-T G.984 series.
e 10-Gigabit PON (XG-PON), defined in ITU-T G.987 series.
e Next Generation PON 2 (NG-PON2), defined in ITU-T G.989 series.
o Higher Speed PON (HS-PON), defined in ITU-T G.9804 series.

The choice of the standard dictates the spectral availability for the quantum channel
and directly influences the achievable secret-key rate. It is assumed that these standards
operate within a typical access network range of approximately 20 km. Furthermore, this

analysis considers ODN classes C or N1 (depending on the specific standard’s budget), as



32 2| Passive Optical Networks

|TU and IEEE PON StandaFdS hIStOI'y Standard DeponmentO

started begins

I I
I 1
A/B-PON | 1
622M/155M ‘ . ) Standard Deployment
G983x | | finished ends
G-PON . 1
1

|
1
1
1
1
1
! 1
256/1.25G | \ ' |
ITU G.984x | : ! .
A 10G/2.5G . . \ | :
i G9TX | NG-PON2! (B ?. i
! : 4 106/106 ! ! ‘ LI 1
6.989.x XGS-PON ! :
! ! | 1067106 1 . . ' .
! ! | G98O7x i HS-PON |
| 1 1 1 50/25G |.
| | | NG-EPON | | Ghspx
I I I 25G/25G ! ‘ ?
I EE E ! 10GE-PO : 802.3ca : .
! 10G/10 ! ]
: 8023y, |’. ;
E-PON ! 1 1 1
16/1G : . . ; .
802320 5000 2005 2010 2015 2020

Figure 2.2: PON’s standards history scheme [38].

detailed in Table 2.1.

GPON represents the first widely deployed gigabit-class standard. Due to the technologi-
cal limitations of early optical components, it requires relatively wide spectral bands: the
upstream channel is allocated between 1290 nm and 1330 nm, while the downstream oc-
cupies the 1480-1500 nm range (Table 2.2). The launch powers are calculated to tolerate
a total link loss of approximately 30 dB, supporting splitting ratios up to 1:64. In terms
of performance, GPON provides asymmetric speeds of 2.5 Gbps in downstream and 1.25

Gbps in upstream [39], [40], [41], [42].

GPON | Bandwidth [nm| | Launch Power [dBm]
US 1290 - 1330 2-7
DS 1480 - 1500 3-7

Table 2.2: GPON standard with bandwidth and launch power specifications, depending

on the direction (upstream or downstream).

The XG-PON standard was designed to increase capacity to 10 Gbps (DS) and 2.5 Gbps
(US) [43], [44], [45]. A key design requirement for ITU-T is backward compatibility;
therefore, XG-PON operates on spectral bands distinct from GPON to allow coexistence
on the same fiber. Specifically, the upstream channel is shifted to 1260-1280 nm, and the
downstream to 1575-1580 nm [46]. The typical ODN loss class considered for XG-PON
is N1. The typical launch power ranges are reported in Table 2.3.
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XG-PON | Bandwidth [nm| | Launch Power [dBm]
US 1260 - 1280 2-7
DS 1575 - 1580 2-6

Table 2.3: XG-PON standard with bandwidth and launch power specifications, depending

on the direction (upstream or downstream).

NG-PON2 introduces a paradigm shift by implementing Time and Wavelength Division
Multiplexing (TWDM). This architecture allows for multiple wavelength channels—typically
four downstream channels of 10 Gbps each—reaching an aggregate capacity of 40 Gbps
(expandable to 80 Gbps with 8 channels) [47], [48]. In downstream, each user is assigned to
a specific fixed wavelength, requiring tunable filters at the ONU side to select the correct
data stream. In upstream, the wavelength allocation is flexible and can be dynamically
tuned (TDM/TWDM) to optimize spectral usage [49], [50]. The spectral windows are
1524-1544 nm for upstream and 1596-1603 nm for downstream [51]. Notably, NG-PON2
can exploit the C-band, which benefits from the lowest attenuation in silica fibers—a

critical factor for power budget analysis.

NG-PON2 | Bandwidth [nm| | Launch Power [dBm]
US 1524 - 1544 4-9
DS 1596 - 1603 3-7

Table 2.4: NG-PON2 standard with bandwidth and launch power specifications, depend-

ing on the direction (upstream or downstream).

Finally, the Higher Speed PON (HS-PON) pushes single-channel rates to 25 Gbps or 50
Gbps [52], [53], [54] and the ODN loss class is N1. The spectral allocation for HS-PON
is highly dependent on the coexistence scenario. In downstream, the band is fixed at

1340-1344 nm. In upstream, three options exist to avoid interference:
e Coexistence with XG-PON: 1260-1280 nm.
e Coexistence with GPON only: 1284-1288 nm.

e Standalone: 1290-1310 nm.
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HS-PON Bandwidth [nm)| Launch Power [dBm]|
UsS 1260 - 1280; 1284 - 1288; 1290 - 1310 4-9
DS 1340 - 1344 5.5 -11

Table 2.5: HS-PON standard with bandwidth and launch power specifications, depending

on the direction (upstream or downstream).

The spectral analysis of these standards is a prerequisite for identifying a suitable wave-
length for the quantum channel. While the unassigned spectral regions might theoretically
host the QKD signal, the choice is constrained by physical impairments. In particular,
the Raman scattering generated by the high-power classical channels described above can
spill into the quantum band, acting as a dominant noise source. These impairments will

be analyzed in detail in the following section.

2.3. Impact of Classical-Quantum Coexistence Im-
pairments on Optical Channels

The primary goal of QKD is to guarantee secure key exchange between legitimate parties
through a quantum channel. To avoid the prohibitive costs associated with deploying
dedicated dark fibers, the coexistence of quantum and classical signals within the same
optical infrastructure is often required. However, this spectral integration introduces
significant impairments due to the simultaneous propagation of strong classical signals
and weak quantum states. These impairments can be categorized into linear effects-such
as attenuation and linear crosstalk-and non-linear effects, including Spontaneous Raman
Scattering, Stimulated Raman Scattering, Stimulated Brillouin Scattering, Kerr Effect
and Four-Wave Mixing [55] [56]. This thesis specifically focuses on the analysis of the

most critical phenomena affecting performance.

2.3.1. Propagation Attenuation

The most significant linear impairment in optical fiber transmission is propagation atten-
uation. This phenomenon manifests as an exponential decay of the signal intensity as it
travels through the medium, intrinsically limiting the maximum reach of the communica-
tion link. Beyond a certain threshold distance, the signal power falls below the receiver’s

sensitivity limit, making detection impossible. Mathematically, the residual signal power
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Figure 2.3: Typical fiber loss spectrum as a function of wavelength. The contributions of

various physical effects are also shown separately [57].
P(L) at a distance L is related to the input power P(0) by the Beer-Lambert law:

P(L) = P(0) - e & (2.1)

where « represents the linear attenuation coefficient. The magnitude of a is strongly
dependent on the signal’s wavelength, as illustrated in Figure 2.3. The attenuation profile
is shaped by several physical mechanisms, primarily Rayleigh scattering—caused by elastic
collisions between photons and silica molecules—and absorption peaks due to ultraviolet
and infrared resonances. Additionally, extrinsic factors such as waveguide imperfections
and micro-bending can contribute to the overall loss. A notable feature in standard silica
fibers is the water peak around 1400 nm, an abrupt increase in attenuation caused by
the absorption of hydroxyl ions (OH ™) trapped within the glass matrix. While modern
manufacturing processes have produced Low Water Peak (LWP) fibers that effectively
eliminate this impairment, this thesis considers standard fibers, therefore the spectral
region around 1400 nm is treated as unusable. Despite these losses, it is worth noting
that optical fibers offer a significantly lower attenuation coefficient compared to other
transmission media, such as copper coaxial cables, which justifies their dominance in
telecommunications. To maximize transmission distance, optical systems are designed to

operate in specific low-loss spectral regions, historically classified into three main windows:

e First window (~800 nm): exploited in the early days of optical communications due

to the availability of GaAs LED sources and silicon detectors.
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e Second window (~1300 nm): developed to take advantage of the zero-dispersion

region of silica fibers and the advent of laser diodes.

o Third window (~1550 nm): corresponds to the absolute minimum of fiber attenu-
ation. The development of Erbium-Doped Fiber Amplifiers (EDFAs) and passive

WDM components in this window enabled modern long-haul communications.

The third window spans approximately 15 THz. According to ITU-T standards, this band-
width is organized into a grid where channels are typically spaced by 100 GHz (approx.
0.8 nm). This standardization is the foundation of Wavelength Division Multiplexing
(WDM), a technique that allows multiple signals to propagate simultaneously within the
same fiber by assigning them distinct, non-interfering carrier frequencies. Unlike Time
Division Multiplexing (TDM), which separates users in the time domain, WDM treats
signals as an orthogonal set of carriers. As discussed in later sections, increasing the
channel number enhances network capacity and the served users, but inevitably increases

the impact of non-linear effects.

Currently, the ITU-T divides the optical spectrum into six distinct bands (as shown in
Table 2.6). The O-band (Original band), characterized by an attenuation of a@ ~ 0.3
dB/km, was historically the first to be exploited. However, the C-band (Conventional
band) is now the industry standard for long-distance transmission, as it benefits from the
minimum attenuation coefficient of @ ~ 0.2 dB/km. The S-band (Short-wavelength band)
serves as an intermediate region with attenuation values falling between those of the O and
C bands. This spectral segmentation is particularly relevant for the coexistence of classical
and quantum signals in Passive Optical Networks (PONs), where different standards are

allocated to specific bands to minimize interference, as detailed in the previous Sections.

Since the objective of this thesis is to analyze QKD performance within a PON architec-

ture, it is necessary to define a cumulative parameter that synthesizes the total system

Band | A) [nm] | Band | A\ [nm]

O-band | 1260 - 1360 | C-band | 1530 - 1565
E-band | 1360 - 1460 | L-band | 1565 - 1625
S-band | 1460 - 1530 | U-band | 1625 - 1675

Table 2.6: Telecommunication bands classification and associated wavelength span.
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loss. We define the transmittance 7" as:

T=S5 e (2.2)

where o is the fiber attenuation coefficient at the quantum signal wavelength, L is the
total fiber length and S represents the splitting ratio of the optical splitter in the analyzed
PON ODN. The parameter T represents a critical variable in the computation of the SKR
for both DV- and CV-QKD protocols.

2.3.2. Spontaneous Raman Scattering

Having addressed the linear constraints of propagation, the analysis must now extend to
the non-linear phenomena that arise from the interaction between high-intensity optical
fields and the silica medium. These impairments can be categorized into Kerr-induced
non-linearities—arising from the refractive index modulation, such as Self-Phase Modula-
tion, Cross-Phase Modulation and Four-Wave Mixing—and inelastic scattering processes.
The latter group primarily includes Stimulated Brillouin and Raman Scattering. In the
specific context of QKD coexistence within PONs, the dominant and most detrimental
impairment is undoubtedly Spontaneous Raman Scattering (SpRS). This phenomenon
arises whenever an intense optical signal propagates through a fiber and becomes a crit-
ical noise source in coexistence scenarios, particularly when weak quantum signals share

the medium with strong classical traffic.

When an optical pulse travels through an optical fiber, photons interact with the molecular
vibrations (phonons) of the silica structure. This interaction results in scattering, which

alters the photon’s direction and, potentially, its frequency and can be of two types:

o Rayleigh scattering: if the scattering is elastic, the photon’s wavelength remains
unchanged. This is the most probable event and primarily dictates the fiber’s at-

tenuation profile.

e Raman scattering: if the scattering is inelastic, an energy exchange occurs, changing

the photon’s frequency.

In a coexistence scenario, Raman scattering represents the dominant impairment because
the non-elastically scattered photons can take on a wide range of frequencies. The most
significant risk arises when the wavelength of these scattered photons randomly coincides
with that of the quantum channel, creating in-band noise.

Denoting fy as the frequency of the original classical signal, two distinct spectral regions

are identified:
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Figure 2.4: Transitions between vibrational energy levels, which lead to Rayleigh scatter-

ing and to either Stokes or anti-Stokes Raman scattering [58|.

e Stokes region: scattered photons possess a lower frequency (longer wavelength) than

Jo-

o Anti-Stokes region: scattered photons possess a higher frequency (shorter wave-
length) than fo.

The microscopic mechanism involves a silica phonon initially in a specific vibrational en-
ergy level (rest state). Upon interaction with an incoming photon, the energy is absorbed,
and the system transitions to a virtual excited state—so named because it is not an eigen-
state of the molecule [59]. This state is unstable and the system quickly decays, emitting
a new photon. If the system decays to a vibrational level higher than the initial one, the
emitted photon has less energy (Stokes shift). Conversely, if it decays to a lower energy
level, the emitted photon has higher energy (anti-Stokes shift). It is important to note
that anti-Stokes scattering is typically orders of magnitude weaker than Stokes scattering.
Due to its higher intensity, the Stokes region is utilized for signal amplification in long-haul
transmissions [60], while the Anti-Stokes region is often exploited in sensor technology for
monitoring temperature, strain and pressure [61]. Because the temperature strictly dic-
tates the thermal population of vibrationally excited energy levels, the intensity of the
anti-Stokes scattering is inherently temperature-dependent. By accurately measuring this
scattered signal, the distributed temperature profile along the entire optical fibre can be
mapped.

To properly understand these dynamics, it is crucial to distinguish between Spontaneous
Raman Scattering (SpRS) and Stimulated Raman Scattering (SRS). SpRS is a baseline
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scattering process that occurs continuously at any optical power level, generated by the
random thermal vibrations of the silica molecules. It scatters a fraction of the incident
light into a broad spectrum encompassing both the Stokes and anti-Stokes regions. Con-
versely, SRS is a nonlinear optical effect that manifests only when the optical power
exceeds a specific threshold, causing the incident light to coherently stimulate further
scattering and effectively transferring energy from shorter to longer wavelengths.

In the context of QKD coexistence, Raman Scattering is an unavoidable drawback rather
than an advantage. Consequently, allocating the quantum channel in the anti-Stokes
region is generally preferred, as the noise floor generated by the classical channels is

naturally lower in this spectral band.

Mathematical Modeling in Passive Optical Networks

Although SpRS is typically characterized for general point-to-point links [62], this thesis
addresses the specific architecture of Passive Optical Networks (PONs), following the
analysis carried out in [63]. The primary topological difference is the presence of optical
splitters, which enable point-to-multipoint communication (in this analysis one splitting
level is considered). This splitter fundamentally alters the Raman noise accumulation
profile depending on the direction of propagation (upstream or downstream). To model
the transition between a multi-user PON and a single-user link, the Heaviside step function
0(zx) is employed:

0 ifz<0

1 ifz>0

O(x) =

The Raman power generated in an infinitesimal fiber segment dz is proportional to the
Raman efficiency coefficient 3 (expressed in [km -nm|™') and the classical power P.(z) at

that point:

dPsyrs(2) = BP.(z)dz (2.3)
In a PON architecture, the classical power P.(z) is attenuated by the fiber loss coefficient
a. and by the presence of splitters along the path. In the case of this thesis, a PON

architecture with one splitter S, located at distance Lg > L, is analyzed. The power

distribution is given by:

P.(z) = P.(0) - e % . §/L~Ls)0(==Ls) (2.4)

Here, the term (L — Lg) indicate whether the splitter exists within the total link length
L, and 0(z — Lg) indicates whether the scattering point z occurs after the splitter. If



40 2| Passive Optical Networks

the arguments is zero, the splitting ratio becomes unity, reverting the model to a point-
to-point link. By substituting P.(z) into the generation equation and accounting for the
attenuation of the quantum signal (o) as it propagates from z to the receiver at L, we

obtain the differential contribution for forward scattering:

dPsprs(z — L) = B+ Po(0) - e - ga(l72) . g0E=Ls) g, (2.5)

Integrating the differential contribution over the total fiber length L:
L L
Pg;;zzgard = / dPsprs(z — L) = BPC(O)SQ(LLS)/ e oezewall=2) g, (2.6)
0 0
Solving the integral yields:

Pg;;g;ard _ BPC(O)SQ(L—LS)m
q c

(el — gmeal) (2.7)

It is necessary to distinguish between two propagation scenarios:

e Forward Raman: scattered photons propagate in the same direction as the classical

signal.

e Backward Raman: scattered photons propagate towards the classical transmitter

(counter-propagating).

For backward scattering, the noise is generated at z and travels back to z = 0. A crucial
difference in PONSs is that these backward-traveling photons must pass through the splitter
again to reach the receiver (located at the classical source side). This introduces a squared
dependence on the splitting ratio (S?) for the segment beyond the splitter. The differential

backward power is:
dPsprs(z — 0) = BP,(0)e (etaa)z g20(L-Ls)0(==Ls) g, (2.8)
Integrating over the fiber length L:
L
Pg;%cguard(L) _ 6Pc(0) / 6—(ac+aq)2529(L—Ls)0(z—Ls)dz (29)
0

This integral can be separated into two distinct sections: the feeder fiber (0 to Lg) and
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the distribution fiber (Lg to L):

Py (L) = BP.(0)

Ls L
/ ef(ac+ozq)zdz + SQQ(L*LS) / e*(achaq)ZdZ (210)
0 L

S

The final analytical expression is:

ackwar BPC(O) — (et — —(ac+a — (et
PERETE) = gL S [t oo

(2.11)

A comparison of the two directions reveals that the Backward Raman power density is
significantly higher than the Forward Raman power. This disparity is primarily driven
by the network topology: in the backward configuration, photons generated in the initial
feeder segment (where the classical signal P.(z) is strongest) travel directly back to the
receiver without traversing any splitter. These high-intensity noise photons generated near
the source travel a short distance to the detector, minimizing attenuation loss. Conversely,
noise generated in the distribution segment is negligible because the classical signal is
already attenuated, and any backward-scattered photons must traverse the splitter twice
(S?) to return to the source. Consequently, the backward Raman power curve exhibits a
saturation behavior: beyond a certain length, adding more fiber does not increase the noise
significantly because the initial feeder contribution dominates. Crucially, as illustrated in
Figure 2.5a, the specific saturation level is strictly dependent on the splitter placement: a
splitter located further from the source extends the high-power feeder section, resulting in
a higher accumulated noise plateau. In contrast, Forward Raman noise must traverse the
entire link and all splitters to reach the receiver. Figure 2.5b shows that towards the 20
km mark, the noise values converge to a uniformly low level across all scenarios, heavily

suppressed by the significant propagation distance traversed beyond the optical splitters.
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Figure 2.5: Spatial distribution of the Spontaneous Raman Scattering (SpRS) noise spec-
tral density as a function of the position along the optical fiber link within the PON
architecture [64]. (a) Profile of the Backward SpRS. (b) Profile of the Forward SpRS.
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3 ‘ Finite-Key SKR Computation
and Analysis

The preceding chapters introduced the fundamental principles of Discrete-Variable and
Continuous-Variable QKD and outlined the main limitations of Passive Optical Networks.
This section digs deeper into the theoretical framework, focusing on the derivation of the
Secret-Key Rate (SKR) for both protocols. This quantitative analysis is a prerequisite for
a fair performance comparison under identical network conditions. To this end, the derived
analytical models are implemented in MATLAB to generate performance curves, which are
subsequently analyzed to assess the operational limits and advantages of each approach. It
is important to emphasize that this preliminary analysis is conducted assuming a standard
point-to-point dedicated fiber link. The specific impairments associated with the PON
architecture, such as splitter losses and Raman noise due to coexistence, are not yet

included and will be addressed in the subsequent chapters.

3.1. Discrete-Variable Secret Key Rate

In practical QKD implementations, the communication time is necessarily limited, result-
ing in the generation of finite-length secret keys. Consequently, the asymptotic security
assumptions—which rely on infinite data block sizes to perfectly estimate channel param-
eters—cannot be applied. In a realistic scenario, statistical fluctuations in the parameter
estimation can be exploited by an eavesdropper to hide her presence. Therefore, a rig-
orous security analysis must account for these finite-size effects to guarantee composable

security.

3.1.1. Theoretical Derivation of DV-SKR

The analysis in [65] and [66] consider a decoy-state BB84 protocol where Alice uses three
intensity levels (j1, jio, 13) to estimate the photon-number-dependent yields and error

rates. The length of the secret key ¢ that can be securely extracted from a raw key of
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length nx (being nx the total number of received states in the X basis), given a failure
probability €. (secrecy) and €., (correctness), is given by the following Devetak-Winter-
like bound, modified for finite-key effects:

= {Sx,o + sx1(1 —h(¢px)) — Agc — 6log, (621 ) — log, (62 )J (3.1)

where:

e sy is the lower bound on the number of vacuum events (zero-photon pulses) in the

raw key.
e sx 1 is the lower bound on the number of single-photon events in the raw key.
e ¢x is the upper bound on the phase error rate associated with single-photon events.
e h(z) is the binary entropy function.

e )\pc is the amount of information revealed during the error correction process, set
to a simple function fgc - h(ews), where fge is the error-correction efficiency and

eobs 18 the average of the observed error rates in basis X.

e The logarithmic terms represent the penalty due to the finite security parameters

€sec AN €qpp-

The Secret-Key Rate is then defined as SKR = ¢/N, where N is the total number of

pulses sent by Alice. The relation between N and ny is given by:
nx = qXRgggN (32)

where ¢y is the probability that Alice will choose the basis X for transmitting a state
and R’ represents the average detection rate across the three intensity levels employed
in the decoy-state protocol. Specifically, the total detection rate for a single transmitted
intensity k is given by:

Ry = Di(1+ pap) (3.3)

where p,, denotes the afterpulse probability, which accounts for spurious secondary de-
tection events triggered by charge carriers trapped during a previous avalanche in the
Single-Photon Detector (SPD). Furthermore, Dy, represents the raw detection probability

associated with the intensity &, defined as:

Dy =1— (1 —2pg)e vk (3.4)
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In this formulation, pg. is the dark count probability per detector gate, representing false
counts generated by thermal or tunneling noise in the complete absence of incident photons

and 7, indicates the overall system transmittance.

Crucially, in the finite-key regime, the parameters sxp, sx1 and ¢x are not directly
observable but must be estimated from the observed detection counts nxj (number of
detections in basis X with intensity k) and error counts my . Due to the finite sample
size, the observed values deviate from their expected values. The bounds are derived
from [65] using statistical inequalities to define a confidence interval. Let nx be the total
block size. The bounds for the statistical fluctuations are integrated into the calculation
of expected counts. For a given intensity k € {1, o, 3}, the expected number of events

is bounded by:

K 21
Ny = < [nXk + /X ] (3.5)

where py is the probability of choosing intensity k.
Using the decoy-state method with the statistical corrections above, the lower bound on

vacuum events sx o contributing to the key is given by:

- ¥
'u2nX,H3 'u3nX,M2

5x,0 = To (3.6)
M2 — M3
Similarly, the lower bound on single-photon events sy is:
1 (n;} —n},, - SH(ng,, - SX—’°)>
Sx1 2T - = A T (3.7)

pia(pe — pi3) — p3 + p3

where 7, = >, o e‘kk”% is the probability that Alice sends a n-photon state. These
equations allow the extraction of the secure single-photon contribution, effectively filtering
out the multi-photon components that are vulnerable to Photon-Number Splitting (PNS)

attacks.

The phase error rate ¢x cannot be measured directly on the key generation basis (X)
without destroying the key. Instead, it is estimated from the bit error rate observed in
the conjugate basis (Z), taking into account the finite-size deviations. The upper bound

is derived as:
Uz.1 Uz.1
Ox < ==+ €secs 5_’ $2,1,8X,1 (3-8)
VA

where vz ; is the upper bound on the number of bit errors in single-photon events in the

Z basis, and 7 is a correction function that accounts for the statistical deviation between
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the phase error rate in the X basis and the bit error rate in the Z basis:

(c+d)(1—0b)b c+d 212
b,c,d) = 1 _ 3.9
V(a,b,¢,d) \/ cdlog 2 082 cd(1 —b)b a? (3:9)

3.1.2. Implementation and Analysis of DV-SKR

To validate the theoretical model and quantify the impact of finite-size effects on system
performance, the SKR formula was implemented in a MATLAB simulation environment.
The numerical analysis, whose fixed parameters are presented in table 3.1, focuses on two
distinct critical aspects for practical deployment. First, we investigate the dependency of
the SKR on the postprocessing block size nx. As indicated by the finite-size corrections
in the security bound, the achievable rate is expected to drop significantly for short
transmission windows due to wider statistical confidence intervals. For the evaluation,
the SKR was numerically optimized-using the MATLAB bult-in function patternsearch-

over the free parameters of the system:

e (x: this parameter represents the basis selection probability. It is the probability
with which Alice (and Bob) chooses the X basis for state preparation (and mea-
surement), while the Z basis (for channel parameters estimation) is chosen with

probability 1 — q,.

® i1, i12: these represent the intensity levels (mean photon numbers) of the laser pulses
for signal and decoy states. Alice chooses the intensity for each pulse from a set
K = {1, o, u3}. While p3 is typically fixed (very low intensity, close to vacuum),

(1 and pg are free parameters that can be optimized.

® .., Pu,: these are the probabilities of selecting the intensity levels p; and pio, respec-
tively. The probability of the third intensity, p,,, is constrained by the normalization

condition py, =1 —pu, — Pu,-

Figure 3.1 shows that a severe degradation of the rate occurs as nx decreases. This
behavior is directly linked with the statistical correction terms introduced in the security

equations: for reduced block sizes, the statistical fluctuations in estimating the number

M3 « [dB/Km] TIBob Pde pap fEC Emis Ecor
2.1074 0.2 0.1 [6-1077[4-1072]1.16 | 5-1073 | 1071

Table 3.1: DV-QKD fixed parameter values used for numerical simulation.
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Figure 3.1: DV SKR performance as a function of transmission distance with optimized
parameters (dedicated fiber). Numerically optimized secret key rates (in logarithmic scale)

are obtained for a fixed postprocessing block size nxy = 10° with s = 4, 5, ..., 9.

of vacuum and single-photon events are significant, necessitating the adoption of highly
conservative worst-case estimates to guarantee security (eg.). Consequently, for low nx
(10% or 10°), not only the maximum rate is reduced, but the maximum reachable distance
drops drastically, as the estimated noise rapidly exceeds the security threshold. Other
than that, the optimized DV-QKD protocol achieves excellent performance, successfully

maintaining a positive SKR for transmission distances up to 180 km.

Second, we address the optimization of the protocol’s free parameters. The resulting
evolution of these parameters as a function of distance is presented, demonstrating how the
system adapts to varying network conditions to maximize the key rate. Several parameters

evolutions can be observed from Figure 3.2:

e Basis probability (g,): for large block sizes (asymptotic-like regime), the optimal
¢ approaches 1, consistent with the efficient BB84 protocol where the majority of
resources are dedicated to the key generation basis (X). However, as the block size
n, decreases (darker curves), the optimal ¢, drops significantly. This is a direct
consequence of finite-size corrections: with fewer total signals, the system must
allocate a larger proportion of events to the Z-basis (parameter estimation) to keep

statistical fluctuations within the required security bounds.

e Intensities (p1, p2): the signal intensity p; generally sits in the range of 0.4 — 0.6

photons per pulse, a trade-off between maximizing detection events and minimizing
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Figure 3.2: Evolution of the optimal DV parameters as a function of the transmission
distance.. Numerically optimized parameter values are obtained for a fixed postprocessing

block size nx = 10° with s = 4,5,....9. The color scheme follows Figure 3.1.

the multi-photon pulses vulnerable to Photon-Number Splitting (PNS) attacks. The
weak decoy intensity po is maintained at a lower level to effectively estimate the yield

of single-photon states.

e High attenuation cut-off: as the channel attenuation increases towards the maximum
secure distance (right side of the plots), the parameters exhibit sharp transitions.
This point corresponds to the cut-off distance where the optimizer fails to find
any configuration that satisfies the security criterion (e.), causing the key rate to

vanish.

3.2. Continuous-Variable Secret Key Rate

As previously established, this thesis adopts the finite-size security analysis framework
developed in [27]. That work bridges the gap between the asymptotic security proof for
discrete-modulation CV-QKD and the realistic finite-block regime by employing statistical
worst-case estimators for the critical channel parameters—specifically excess noise (&)
and transmittance (T)—rather than deriving a full finite-key proof. By incorporating

these finite-size penalties associated with privacy amplification, the approach assumes a
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Gaussian linear channel and yields tighter, more practical key rate bounds. Consequently,
the analytical steps detailed herein strictly follow the methodology established in [27], to
derive the final SKR formula that will be later applied to Passive Optical Networks.

3.2.1. Theoretical Derivation of CV-SKR

The derivation begins with the definition of the asymptotic secret key fraction, denoted
as Koptimar- This metric represents the theoretical maximum number of secure bits that
can be distilled per transmitted signal in the limit of an infinite key length, assum-
ing perfect error correction and collective attacks. Under the assumption of collective
attacks—which are sufficient to prove security against general coherent attacks in the

asymptotic limit—the lower bound on the secret key fraction can be formally written as:

Koptima = 1(X;Y) — sup S(E;Y) (3.10)
A'—-B

where X and Y denote the classical complex random variables corresponding to the raw
data obtained from Alice’s and Bob’s measurements, respectively.
The first term, I(X;Y), represents the Shannon Mutual Information, quantifying the
amount of correlated information shared by the legitimate parties before any post-processing.
The second term, S(E;Y), is the Holevo Information (often denoted as xpg), which quan-
tifies the maximum information Eve can gain about the classical variable Y stored in her
quantum memory FE. Since the channel is assumed to be under Eve’s control, the supre-
mum indicates that the bound is computed over all possible channel maps N4_, g available
to Eve. However, this optimization is constrained: the channel must remain compatible
with the statistics actually observed by Alice and Bob during the parameter estimation
phase of the P&M (Prepare & Measure) protocol [67]. In essence, Eve optimizes her
attack to maximize her knowledge, but she cannot violate the parameters measured by

the legitimate users.

Given that information is encoded into points within the phase space, the transmission
system can be effectively modeled as a discrete-time channel with input symbols x; and
output symbols y;. A standard classical representation for this interaction is the Addi-
tive White Gaussian Noise (AWGN) channel model, where the input-output relation is
governed by:

where z; represents the noise term, modeled as a sequence of independent and identically

distributed (i.i.d.) random variables following a complex circular normal distribution.
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As established by Claude Shannon, the channel capacity—defined as the maximum achiev-
able information rate—is obtained when the input symbols x; themselves follow a complex
circular normal (Gaussian) distribution. Under this condition, the mutual information
I(X;Y) = H(X)— H(Y|X) corresponds to the Shannon capacity limit, expressed in bits
per symbol:

O = log,(1 + SNR) (3.12)

In the specific context of the architecture analyzed here, the Signal-to-Noise Ratio (SNR)

is defined as:
nTVmod

242V + 0T tice

where 7 is the detection efficiency, T' is the channel transmittance, V,,,q is the modula-

SNR (3.13)

tion variance, V,; represents the electronic noise and &4, accounts for the excess noise
generated at the transmitter side.

However, practical constraints often necessitate the use of discrete modulation formats,
such as Quadrature Amplitude Modulation (QAM), where the symbols z; are typically
drawn from a uniform distribution over a finite constellation. In this scenario, the achiev-
able mutual information I(X;Y’) incurs a shaping penalty compared to the ideal Shan-
non capacity achievable with Gaussian inputs [68|. To bridge this gap and approach the
theoretical limit, techniques such as Probabilistic Constellation Shaping (PCS) can be
employed, effectively mimicking a Gaussian distribution over the discrete constellation
points. In the context of the thesis PCS is employed, thus the mutual information will be

computed as in Eq. 3.12.

In real-world implementations, the error correction phase is typically realized using Low-
Density Parity-Check (LDPC) codes due to their performance approaching the Shannon
limit [69]. However, practical codes cannot fully retrieve the entirety of the available mu-
tual information /(X;Y), as they do not operate at perfect channel capacity. To account
for this thermodynamic cost, a reconciliation efficiency parameter § € [0, 1] is introduced
into the secret key rate equation. This factor quantifies the efficiency of the information
reconciliation process, indicating how closely the implemented codes perform relative to
the theoretical capacity limit.

Furthermore, the reliability of the post-processing stage is not absolute: a certain per-
centage of data blocks may fail to converge during error correction or fail the subsequent
verification hash check. These failures necessitate the discarding of the affected blocks,
thereby reducing the effective key generation rate. This loss is modeled by the Frame

Error Rate (FER), which represents the fraction of rejected frames.
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The secret key rate is then modified as follows:

K =(1-FER) |B-I(X;Y)— sup S(E;Y) (3.14)

A'—B

The computation of the maximum Holevo information, sup,,,, = S(E;Y), relies on the
proven extremal properties of Gaussian states [70], [71]. Specifically, for any arbitrary
state payp, the Holevo quantity is upper-bounded by that of a Gaussian state pGy 1
sharing the exact same first and second moments. A lower bound for the secret key

fraction K is established as:
K > (1—FER)[ﬁ-I(X;Y)—S(E;Y)pc] (3.15)

where S(E;Y) ,c denotes the Holevo bound calculated for the equivalent Gaussian state. It
is important to note that while Gaussian attacks are optimal against Gaussian modulation,
this assumption may not yield tight bounds for protocols employing discrete modulation
or operating in the finite-size regime.

The Holevo bound can also be expressed as:

X(E;Y) = S(E) = S(EY) (3.16)

where S(FE) is the entropy of Eve’s subsystem and S(F|Y’) represents the conditional
entropy of Eve’s state given Bob’s measurement outcome Y. In the context of this thesis,
Bob will perform heterodyne measurements, whose implications will be analyzed shortly.
In the framework of Gaussian quantum information, the properties of bosonic modes
are fully described by the first and second moments of the quadrature operators. Conse-
quently, the von Neumann entropy of a Gaussian state can be directly calculated from the
symplectic eigenvalues v; of the associated covariance matrix . Mathematically, sym-
plectic transformations in phase space correspond to unitary operations in the Hilbert
space. A real 2N x 2N matrix S is defined as symplectic if it preserves the symplectic

form €2, satisfying the condition:
SQST =Q (3.17)

where () is the commutation matrix. When such an operator is applied to a Gaussian
state, it induces a linear transformation on the vector of quadrature operators x and a

congruence transformation on the covariance matrix >:

x — Sx (3.18)
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¥ — Sust (3.19)

The symplectic eigenvalues v; are the absolute values of the eigenvalues of the matrix i€23.
Leveraging this formalism, the von Neumann entropy can be expressed as a function of
these eigenvalues using the auxiliary entropy function g(z), which describes the entropy

of a thermal state with a mean photon number x:

g(x) = (2 + 1) logy(z + 1) — 2 logy(2) (3.20)

Consequently, the Holevo information is computed as:

XEB:iig(yigl) —ig(ngl) (3.21)

j=3
The behavior of the bipartite bosonic state shared by Alice and Bob is encapsulated in

the covariance matriz I" 45. This matrix contains the variances of the local quadrature
operators (qa,pa, qp,pp) on the diagonal and the mutual covariances on the off-diagonal
blocks (correlation parameter Z). Since the parameters of Alice’s prepared state and
Bob’s measured statistics are known from the parameter estimation phase, the symplectic
eigenvalues required for the Holevo bound can be derived analytically from the invariants

of I'4p. The symplectic eigenvalues v; 5 characterizing the state pap are given by [72] as:

Vig = \/ % <A + m) (3.22)

Similarly, the conditional symplectic eigenvalues v3 4, which describe the state remaining

after Bob’s measurement, are derived from [72] as:

1
Uy = \/ 5 ((J +/C2 4D> (3.23)

The coefficients A and B are defined as:
A=V 4+ TV + Xpine)? — 227 (3.24)

B = (TV? 4+ TV Xiine — Z*)? (3.25)

where V = V,,,,q+1. The coefficients C' and D depend specifically on the detection scheme
employed by Bob. In the case of heterodyne detection, where there is additional vacuum

noise introduced by splitting the signal, compared to the homodyne technique, they are
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given by:
[T(V + Xtot)]2

2
Dhet — (V—i_—\/%) (3_27)

Chet — (326)

T(V + Xtot)

The channel-added noise, denoted as x;ine, quantifies the degradation introduced during
propagation. Expressed in Shot Noise Units (SNU)-which is the basic unit for calibrating
the CV-QKD system-and referred to the input, it aggregates the vacuum noise introduced
by the optical loss (where T is the transmittance) and the excess noise generated at the

transmitter side (agice):

1
Xline = T -1+ £Alice (328)

Subsequently, the noise contribution arising from the realistic detection apparatus must
be quantified. For a heterodyne receiver, the detector-added noise xp.; incorporates the
intrinsic penalty of simultaneous quadrature measurement (the 3 dB limit), the electronic
noise V,;, and the finite detection efficiency n. This term is expressed as:

242V —n

Xhet = - 3.29
het ; (3.29)

Finally, the total equivalent noise ;. referred to the channel input is obtained by com-
bining the channel noise with the detector noise. The latter must be scaled by the inverse
of the transmittance T, reflecting the fact that detection noise occurs after the signal has

been attenuated:

Xtot = Xline T % (330)

A fundamental distinction must be made regarding the computation of the correlation pa-
rameter Z within the covariance matrix construction. Its analytical derivation is strictly
dependent on the statistical properties of the modulation scheme adopted by the trans-
mitter. In the case of ideal Gaussian Modulation, where the input quadratures follow a
continuous normal distribution, the parameter Z is derived directly from the statistical

moments of the measured signal, reflecting the continuous nature of the source:

Z = /T2y + Vi) (3.31)

Conversely, when employing Discrete Modulation formats, such as Quadrature Amplitude
Modulation (QAM) with finite-size constellations, the input distribution is no longer

Gaussian. Consequently, the calculation of Z requires a modified approach to correctly



54 3| Finite-Key SKR Computation and Analysis

Probability
Probability
Probability

(a) 64 QAM (b) 256 QAM (¢) Gaussian modulation

Figure 3.3: The symbol probability and placing in the IQ-plane for PS 64 and 256 QAM

and Gaussian modulation [27].

bound the properties of the equivalent Gaussian state used for the security analysis.
Recent work [67] has obtained a practical bound Z > Z* for any finite-size modulation.

The lower bound is given by:

Z* = 2VTTr (r'2ar'2al) — /2T yjeew (3.32)

Having derived the bound Z* for a generic discrete modulation, it is necessary to specify
the input distribution pj, ; adopted in this simulation to evaluate the specific performance.
To maximize the SKR, the discrete constellation should approximate the optimal Gaussian
distribution as closely as possible. To achieve this, Alice employs a Probabilistically
Shaped QAM (PS-QAM) scheme following a normalized random walk distribution. This
constellation consists of M = m? coherent states |ay ;), where the grid points for each
quadrature are equally spaced between —v/m — 1 and v/m — 1. The specific amplitude of

each symbol is defined as:

Qs = a% (k: - mT_l) + m% (j - mT_1> (3.33)

where k, j € {0,...,m—1}. To approximate the Gaussian statistics required for high mu-

tual information, each symbol is associated with a probability derived from the binomial

1 m—1 m—1
pk,j:m< 2 )< j ) (3.34)

As illustrated in Figure 3.3, this distribution (Figures 3.3a, 3.3b) rapidly converges to the

ideal Gaussian profile (Figure 3.3¢) as m increases, allowing the protocol to approach the

distribution:

theoretical capacity limits while maintaining a discrete alphabet.
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Conclusively, the practical Secret-Key Rate (SKR), expressed in bits per second, is gov-
erned by the following analytical expression, which incorporates both the asymptotic

limits and the necessary finite-size corrections:
n
SKR = N (1= FER) - [Blap — xBe — A(n)] (3.35)

where N is the total number of transmitted symbols and n represents the effective block
length utilized for key generation, which indicates how many of the total number of
symbols sent is intended to be used to form the secret key. The factor (1—FER) accounts
for the Frame Error Rate, discarding blocks that fail the error correction or verification
steps, while 3 is the reconciliation efficiency. Regarding the information-theoretic terms,
14 represents the Shannon mutual information between Alice’s transmitted variable and
Bob’s measured data, while xgg is the Holevo bound limiting the maximum information
accessible to Eve under collective attacks. Crucially, the term A(n) represents the security
penalty imposed by finite-size effects during the privacy amplification stage. This penalty
is explicitly defined as [73]:

A(n) =17 % + %ng (i) (3.36)

where € is a smoothing parameter and ep4 is a failure probability associated with the
privacy amplification step, arising from the application of the Leftover Hash Lemma [74].
To guarantee universally composable security, the total security parameter ¢ is defined as

the sum of the individual failure probabilities of the protocol sub-routines:

E=¢pp+Egc+E+€Epa (3.37)

In alignment with standard safety criteria found in the literature [73|, this thesis adopts

a conservative approach by setting all constituent parameters to a uniform threshold of:

e=cpgp=cpoc=E=cpy=10"" (3.38)

ensuring a high level of security for the generated key.

As established earlier on, the finite-size analysis is performed by employing statistical
worst-case estimators for the critical channel parameters—specifically excess noise (&)
and transmittance (T'). Alice and Bob model the physical link as a normal linear channel

relating the input symbols z and output measurements y. For heterodyne detection, this
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relationship is given by:

y=tr+z (3.39)

where t = /T represents the effective transmission coefficient, and z is a centered normal
random variable characterizing the total noise with variance 02 = 242V,;+Epyp. Since the
accuracy of these estimates is constrained by the finite number of symbols Npp = N —n
reserved for this phase, statistical fluctuations must be bounded to guarantee security. To

ensure the SKR is valid with a probability of at least 1 — epp, we derive a lower bound
2

z,max’

tmin and an upper bound o assuming individual failure probabilities of e pr /2. These

worst-case estimators are computed as:

2

g
tmin ~ V Tn— 5 = 340
1P\ Npp Vi (3-40)
2
2 UZ\/§
02 max ~ 2 + 2‘/@l + €Bob + Ze 2 (341)
| 7o\ Ve

where the factor z.,,/» is determined by the inverse error function such that
1 —erf(z.,,)2/ V2) = epp. Finally, the conservative values for the channel transmittance

and excess noise, which are substituted into the final key rate equation, are derived as:

2 2 —92_
tmin Uz,max 2 2‘/61

Tmin - > gAlice,maa: = T
n NLmin

(3.42)

3.2.2. Implementation and Analysis of CV-SKR

In order to provide a quantitative assessment of the CV-QKD protocol’s performance
and to validate the theoretical model described in the previous paragraph, the analytical
expressions for the SKR were implemented in a numerical simulation environment based
on MATLAB. This computational approach enables the exploration of system behavior
under varying operational conditions and the identification of the physical limits of se-
cure transmission. The performance assessment starts by conducting a comprehensive
sensitivity analysis to characterize the system’s robustness under fixed operating condi-
tions. The investigation focuses on the behavior of the SKR across three critical domains:
the transmission distance, the modulation variance (V},,q4) and the channel excess noise at
Bob’s side ({gop). To conduct these simulations, a set of realistic experimental parameters
was selected based on current state-of-the-art technology. These values are maintained
constant throughout this static analysis and are summarized in Table 3.2. It should be

noted that the reported SKR values are not derived from a composable finite-size security
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Vinod [SNU] | a[dB/km] | npe | € [SNU] | V., [SNU]| B8 | FER| N | & |n/N
5.3 0.2 0.45 | 0.005 012 096 | 03 |10%]1071| 0.5

Table 3.2: CV-QKD parameter values used for numerical simulation.
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Figure 3.4: Comparison of the SKR as a function of V,,,,4 for different modulation formats,

at a fixed transmission distance of 25 km and with N = 108.

proof for 16-QAM, 64-QAM and 256-QAM, as this remains an open and ongoing area of

research.

The initial parametric analysis focuses on the modulation variance (V},.q), & parameter
directly proportional to the optical signal power emitted from Alice’s transmitter. As
illustrated in Figure 3.4, the SKR exhibits a distinct convex behavior with respect to V4,
indicating an optimal operational range that maximizes the key generation depending on
the chosen modulation format.

Next, a transmission distance sweep is conducted to evaluate the comparative performance
of the discrete modulation formats under identical system parameters. As depicted in
Figure 3.5a, there is a clear convergence behavior: as the modulation order increases, the
performance of the discrete constellations progressively approaches the theoretical upper
bound set by the ideal Gaussian modulation. A critical parameter governing practical
CV-QKD implementations is the total block length N. Larger values of N are strictly
required to mitigate the statistical fluctuations inherent in the finite-size regime. Because

the simulations conducted in this thesis try to emulate a practical implementation, the
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Figure 3.5: (a) SKR performance over transmission distance for different modulation

schemes with fixed N = 10%. (b) Impact of block length N on the SKR with probabilisti-
cally shaped 64-QAM across different distances.
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asymptotic limit of an infinite key is taken only as a comparison reference. Target block
lengths of N = 107, N = 10%, N = 10° were selected for the simulations to ensure stable
and secure key generation.

Finally, the system’s robustness is quantified by analyzing the maximum amount of excess
noise (€pep) that the protocol can tolerate while maintaining a strictly positive SKR.
Figure 3.6a illustrates this maximum tolerable excess noise, evaluated at Bob’s receiver,
across the various modulation formats. For the 16-QAM constellation operating at a
block length of N = 108, the intrinsic statistical penalty combined with the channel
attenuation at 25 km is sufficient to drive the SKR to zero, even in an ideal scenario with
no external excess noise (g, = 0). A fundamental factor limiting this tolerance is the
worst-case parameter estimation framework, which is heavily dependent on the chosen
block length N. As demonstrated in Figure 3.6b, increasing N yields tighter statistical
confidence intervals during the parameter estimation phase. This enhanced precision
directly translates into a higher resilience to excess noise, enabling the system to remain

secure even under degraded channel conditions.

Subsequent to the static characterization, the CV-QKD system is subjected to a rigorous
multi-variable optimization process, to ensure a fair and consistent benchmarking with
the DV technology. A direct comparison would be inherently biased if the CV system
parameters were merely fixed at arbitrary values while the DV system utilized optimized
settings, as described in Section 3.1. Therefore, the final part of this section introduces
a routine designed to maximize the achievable key rate at each transmission distance
by dynamically tuning two critical degrees of freedom: the modulation variance (Vyoq),
which corresponds to the signal power injected by Alice and the ratio of block usage
(w =n/N), which defines the fraction of the total transmitted symbols (N) allocated for
secret key generation (n) versus those sacrificed for parameter estimation (Npg = N —n).
The numerical results of this optimization are presented to determine the theoretical
upper bound of the system’s performance. These optimized results will serve as the
reference baseline for the comparative study in the next chapter. All other physical

system parameters remain fixed at the reference values detailed in Table 3.2.

As evidenced by the graphical results in Figure 3.7, implementing the multi-variable op-
timization routine yields a substantial improvement in the overall system performance
compared to the static parameter scenario. Notably, the maximum secure transmission
reach is extended by 10 km or more across all analyzed modulation formats. This enhance-
ment underscores the absolute necessity of dynamically adapting the control variables in
response to channel attenuation to maximize the SKR. To fully comprehend this im-

provement, it is crucial to analyze the evolution of the optimal parameters as a function
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Figure 3.7 CV SKR performance as a function of transmission distance for different

modulation schemes with optimized parameters V,,,q and a« = n/N (dedicated fiber).

of distance (Figure 3.8):

e The trend of the optimal modulation variance reveals distinct behaviors between the
continuous and discrete modulations at short distances, which eventually converge
at longer reaches. In the high-SNR regime (short distances), the ideal Gaussian
modulation saturates at the maximum upper bound set by the algorithm (fixed at
30 SNU), before progressively decreasing to almost align with the 256-QAM curve.
Conversely, the discrete modulations (16-QAM, 64-QAM, and 256-QAM) exhibit a
more conservative behavior from the start, maintaining stable optimal values around
5 SNU. Despite these initial differences, a clear downward trend in V,,.4 is observed
for all formats as the fiber length increases. This dynamic is driven by a funda-
mental cryptographic requirement: when channel conditions deteriorate due to high
attenuation, transmitting signals with high power (high variance) would provide a
disproportionate information advantage to a potential eavesdropper (Eve). Reduc-
ing the signal variance limits the information accessible to Eve in noisy channels and
simultaneously optimizes the SNR at the receiver. This careful tuning is required
to maximize the efficiency of the error correction algorithms (reconciliation phase),

which would otherwise fail or operate inefficiently at low SNR levels.

e An equally critical trend is observed for the parameter « = n/N, which defines the
fraction of the data block allocated for actual key generation. At short distances,

the curves for all modulation formats start at the imposed maximum limit of 0.95.
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Figure 3.8: Evolution of the optimal CV parameters as a function of the transmission

distance.

In this favorable regime, noise and attenuation are minimal, making the channel
parameter estimation intrinsically highly accurate. This allows Alice and Bob to
allocate almost the entire transmitted block to extract the final SKR. However, the
value of n/N experiences a drastic and progressive decline beyond a certain dis-
tance threshold. The reason behind this behavior lies entirely in the management of
finite-size effects. As attenuation increases, the statistical uncertainty in estimating
the channel transmittance (7") and the excess noise ({py) amplifies significantly. To
prevent these statistical fluctuations from resulting in a worst-case estimation that
would completely nullify the SKR, the protocol is forced to expand the data set
used for the security analysis. Consequently, the system must sacrifice an increas-
ingly larger fraction of the transmitted symbols for parameter estimation, inevitably
reducing the portion n available for key generation to guarantee the unconditional

security of the link.

3.2.3. Impact of Modulation Cardinality in CV-QKD

Following the comparative analysis of the system performance under optimized conditions,

it is necessary to formally establish a reference modulation format for the remainder of

this thesis. As previously discussed, CV-QKD encodes information in the continuous

quadrature values (z and p) of coherent states, meaning the achievable SKR is directly

limited by the entropy of the chosen modulation constellation. To maximize the mutual

information and approach the channel capacity, theoretical frameworks inherently assume
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an ideal Gaussian modulation. However, in practical implementations, generating a true
continuous Gaussian distribution is physically unrealizable due to the finite resolution
of Digital-to-Analog Converters (DACs). Consequently, state-of-the-art practical systems
employ Probabilistically Shaped (PS) discrete constellations, such as 256-QAM, to closely
approximate the optimal Gaussian profile. As demonstrated in the optimized performance
evaluation (Figure 3.7), the high-density 256-QAM constellation exhibits a performance
that is incredibly close the ideal Gaussian limit across the operational ranges relevant
to this network study. Despite the practical reality of discrete formats, the Gaussian
modulation will be adopted as the definitive reference benchmark for the network-level
comparative analysis in Chapter 5. In this context, the Gaussian model is not intended
to represent a directly deployable hardware configuration, but rather serves as a robust,
analytically tractable mathematical proxy for a highly optimized, high-order PS-QAM

system. This strategic methodological choice is driven by three fundamental justifications:

o Computational efficiency: from a simulation perspective, evaluating the SKR for
ultra-dense constellations like 256-QQAM imposes a severe computational bottle-
neck in the MATLAB environment. The numerical computation of probabilities
and phase-space distances for 256 individual states critically slows down the multi-
variable optimization routines required for the coexistence analysis. The analytical
equations of the Gaussian model, conversely, ensure rapid convergence and numeri-

cal stability during the optimization loops.

o Tractability of security proofs: security proofs for high-order discrete constellations
against collective attacks often rely on numerical, pessimistic lower bounds (such
as the evaluation of Z*). The Gaussian modulation allows for exact and analytical
security derivations using the covariance matrix formalism. This decouples the
system’s performance evaluation from the mathematical penalties and discretization

artifacts introduced by numerical approximation methods.

o Theoretical upper bound: by maximizing the entropy for a given signal variance, the
Gaussian distribution represents the absolute information-theoretic capacity limit

for CV protocols.

In this chapter, we have established the theoretical foundations and derived the analytical
expressions for the SKR of both Discrete-Variable and Continuous-Variable QKD proto-
cols. By incorporating finite-size analysis and evaluating protocol-specific configurations,
we provided a rigorous assessment of the achievable key rates over a dedicated fiber link.

The numerical results presented in the previous sections highlighted the sensitivity of
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both technologies to the finite data length and channel attenuation, defining the baseline
performance limits in an idealized point-to-point scenario.

However, theoretical equations alone are insufficient for a flexible and comprehensive anal-
ysis of complex network scenarios. To bridge the gap between these mathematical models
and their practical application in varying network architectures, a dedicated simulation
tool is required. The next chapter will therefore present the MATLAB-based software
tool developed specifically for this thesis: an application that integrates the derived SKR
models into a user-friendly Graphical User Interface (GUI), allowing for the dynamic

simulation of PON topologies.



65

4: ‘ Development of a QKD
Analysis Tool for PON

Architectures

Following the theoretical derivation of the security bounds for Discrete-Variable and
Continuous-Variable QKD, the practical evaluation of these protocols in realistic scenarios
requires a robust computational framework. To address this challenge, a dedicated soft-
ware tool has been developed within the MATLAB environment. The primary objective
of this application is to provide a flexible and interactive Graphical User Interface (GUT)
that allows network designers to simulate the performance of QKD systems seamlessly
and to easily tune their network parameters and conditions. The tool enables the user
to define critical PON and protocol-specific QKD parameters and to perform automated
parameter sweeps. This chapter details the software architecture, the design of the user
interface and the computational logic implemented to convert the mathematical models
of Chapter 3 into a dynamic simulation environment. Furthermore, this tool serves as the
enabling technology for the comparative analysis performed in Chapter 5, providing the
robust numerical data necessary to benchmark DV- and CV-QKD under identical and

realistic network conditions.

4.1. Software Architecture

The simulation tool was developed within the MATLAB environment (version R2025b),
utilizing the App Designer framework to ensure a robust and responsive user experience.
The architectural design follows a modular paradigm, strictly separating the Graphical
User Interface (GUI) layer from the computational core (Backend). This separation of
concerns ensures that the mathematical models derived in Chapter 3 can be updated or

refined without altering the visualization logic, and vice-versa.

The architecture is composed of three main functional blocks:



66 4| Development of a QKD Analysis Tool for PON Architectures

e The input aggregation layer (Frontend): this layer is responsible for user interaction.
It collects the heterogeneous input parameters—ranging from topological constraints

to device specifications—and validates them to prevent physical inconsistencies.

e The interaction and control layer (App designer code): acting as the bridge between
the user and the computational engine, this layer manages the application’s logic
flow. It operates on an event-driven basis: a physical action performed by the
user (such as clicking the "Run Simulation" button or changing a dropdown menu)
triggers a specific callback function. This layer is responsible for collecting the
current state of the inputs from the GUI, packaging them into a structured format,

and invoking the appropriate backend functions.

e The integrated computational and visualization engine (Backend): this backend layer
constitutes the core of the software. Unlike traditional architectures where calcula-
tion and plotting are separate, this engine integrates both tasks to maximize effi-
ciency. Upon being called by the control layer, the dedicated MATLAB functions
execute the algorithms to compute the Secret-Key Rate. Simultaneously, these func-
tions handle the data visualization: they directly access the GUI’s axes handles to
render the resulting SKR curves in real-time. This approach ensures that the visual
output is strictly coupled with the generated numerical data, providing immediate

feedback on the simulation performance.

Furthermore, the system block diagram in Figure 4.1 shows how the software operations
follow a hierarchical, multi-stage workflow. This structure ensures that the common net-
work infrastructure is defined independently from the specific quantum protocol employed.

The workflow is segmented as follows:

1. Upon initializing the application (MATLAB App Start), the user is first required
to define the PON parameters. These inputs—representing the shared physical
layer constraints such as feeder and distribution fiber length, number of users, PON
standard and fiber topology—are protocol-agnostic. This design choice allows the
user to simulate different quantum technologies over the exact same network topol-
ogy without re-entering the infrastructure data. After the PON parameters have
been configured, the "Visualize PON Scheme" button allows the user to display a

simplified representation of the network in a dedicated section.

2. Once the environment is set, the workflow bifurcates at the Select Protocol stage.
Choosing between the DV-QKD or CV-QKD modes activates the corresponding
configuration panel. In this dedicated stage, the user populates the protocol-specific

variables. This separation ensures that the interface remains clean, presenting only
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Figure 4.1: Operational flowchart of the developed software tool. The diagram illustrates
the data flow from the User Interface inputs to the computational backend engines and

the final visualization.

the parameters relevant to the selected technology.

3. After all parameters are aggregated, the SKR Computation engine is triggered. This
block merges the global topological constraints with the specific protocol settings.
The backend then executes the computation routine, obtaining key rate values for
each simulated distance or for each of the other sweeping parameters (like modula-

tion variance or excess noise for the CV-QKD mode).

4. Finally, the computed data is passed to the Visualization module, which plots the
SKR curves in real-time, allowing for immediate assessment of the system’s perfor-

mance.

A core principle guiding the development of the software was modularity. To avoid a
monolithic code structure, which is often prone to errors and difficult to debug, the com-

putational backend was divided into independent functional blocks. This design choice
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ensures that the distinct quantum protocols are handled by separate dedicated calcula-
tion engines. The calculation routines for the Decoy-state DV protocol and the Gaussian-
modulated or Discrete-modulations CV protocols are encapsulated in distinct MATLAB
functions. The interaction layer (App designer code) acts as a switch, invoking the spe-
cific engine required by the user’s selection without any cross-interference. This ensures
that updates or debugging performed on one protocol module do not inadvertently affect
the stability of the other. Common physical models shared by both architectures, such as
the fiber attenuation profile or the splitter insertion loss calculations (dependent on the
number of users), are implemented as shared utility functions. This reduces code redun-
dancy and guarantees that the channel model remains consistent across all simulations.
The architecture is designed to be future-proof. New functionalities, such as alternative
channel noise models or additional QKD protocols, can be integrated simply by adding the
corresponding backend function and linking it to a new GUI callback, without requiring

a restructuring of the existing codebase.

4.2. Graphical User Interface (GUI) Design

While the software architecture defines the robustness and logical flow of the simulation,
the Graphical User Interface (GUI) determines its usability and practical effectiveness.
Developed using the MATLAB App Designer framework, the interface was designed with
a user-centric philosophy, aimed at closing the gap between the complex mathematical
formalism of QKD security bounds and the intuitive requirements of network engineering.
The primary objective of the GUI is to abstract the underlying computational complexity.
It allows the user to define sophisticated PON and quantum protocol parameters without
requiring direct interaction with the source code or the mathematical scripts. The layout
is structured to mirror the logical workflow described in the previous section, guiding
the user sequentially through network definition, protocol configuration and simulation
control. Furthermore, the interface acts as a first line of defense against configuration
errors. Through integrated input validation routines, the GUI ensures that all physical
parameters remain within feasible physical bounds before any computation is triggered.
The following parts detail the organization of the interface, the specific input panels, and

the data visualization capabilities.

As shown in Figure 4.2, the Graphical User Interface is not designed as a monolithic block
of inputs but is organized into distinct functional modules. This modular segmentation
allows the user to focus on one aspect of the system design at a time.

In the following subsections, the specific functionalities and input parameters of each



4| Development of a QKD Analysis Tool for PON Architectures 69

QKD PERFORMANCE ANALYSIS TOOL FOR PON ARCHITECTURES

100 DV-SKR vs Distance (Fixed Parameters)

Mode | DV-QKD 2 oy T

Computing (fixed parameters). 107

o Comping fomaen1c Biance

L=6.400000e+00 km
Computation for asyntotic curve.
Save Plot Completed. Plotting. =

DV-QKD parameters PON parameters

Total Number of Symbols N 1e+10 —
Lt bbb e . Number of users 4 v

Number of splitting levels 115 104

PON Topology Single-fiber v

SKR [bit/channel use]
T

°
|

Fiber Sweep Step [Km]

After-pulse Probability 0.04
Error Correction Efficiency 116
PON Standard GPON v 105k

Dark Count Probability 6e-07
Feeder fiber length [Km] 5

Misalignment Error Rate 0.005

Distribution fiber length [Km] 3 108 1 I I | I L L |

[¥] Add Asyntotyc Plot 0 1 2 3 4 5 6 i 8
Quantum Wavelength Fix v) Distance [Km]

Decoy Parameters Choice | Fix v OLT -> splitter (1 level(s), 1:4) -> 4 ONU
Wavelength [nm] 1260

Intensity Level 1 06 °
Intensity Level 2 03
Probabilty of 1 08

||
Proability of 2 01 .

Basis X Probability 08 Visuslize PON Scheme ]

Figure 4.2: Overview of the Graphical User Interface (GUI). The window is divided
into three functional areas: network topology configuration, protocol-specific parameters

configuration and visualization panels.
module are analyzed in detail.

4.2.1. Network Topology Configuration

This panel serves as the digital interface for defining the structural and physical con-
straints of the Passive Optical Network. As shown in Figure 4.3a, the user configures
the simulation environment through several critical parameters that directly influence the

channel model:

e Fiber lengths (L; and Lg): the user defines the lengths of the Feeder fiber and
Distribution fiber, respectively. Beyond determining the total propagation distance
(L = Ly+L,), these values are fundamental for the noise model. The simulation uses
these lengths to integrate the Raman scattering equations along the fiber, thereby
calculating the accumulated noise power and deriving the effective quantum channel
attenuation coefficient o, which accounts for the specific spectral interplay between

quantum and classical signals.

e Number of users: this dropdown menu selects the cardinality of the PON (1, 4,
8, 16, 32, 64 users). This parameter introduces the characteristic lumped losses of
the access network. Consequently, the total channel attenuation is computed as a

function of the total distance L, the effective coefficient «, and the splitting losses
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Figure 4.3: Overview of: (a) the network topology panel, (b) the DV parameters panel
and (c) the CV parameters panel.

dictated by the number of users, as shown in Eq. 2.2.

e Number of splitting levels: this parameter specifies the hierarchical structure of
the distribution network, indicating whether the total splitting ratio is achieved
through a single stage (one splitter) or distributed across two cascaded levels (a

primary splitter followed by secondary splitters closer to the user premises).

e PON topology: this selection defines the physical architecture of the network, offer-

ing three distinct configurations:

— Single-fiber: models the standard bidirectional architecture where all signals

share the same medium, representing the worst-case scenario for Raman noise.

— Dual-fiber: simulates a scenario with physically separated fibers for upstream
and downstream (or quantum and classical) traffic, significantly mitigating

backscattering noise.

— Dual-feeder fiber: represents a protected architecture or a hybrid topology
where the feeder segment is duplicated, altering the noise accumulation profile

compared to the distribution segment.

e PON standard: the user selects the specific ITU-T standard (between GPON, XG-
PON, NG-PON2, HS-PON). This choice automatically populates the simulation
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with the standardized classical wavelengths and launch powers, establishing the

interference environment.

e Wavelength allocation mode: the panel allows for the spectral definition of the
quantum channel. The user can either fix a specific quantum wavelength (\,) for
a targeted analysis or enable the Sweep mode. In the latter case, the user defines
a spectral range [Amin, Amaz), instructing the tool to iteratively evaluate the SKR

across the entire band to identify the optimal spectral allocation.

4.2.2. Protocol-specific Parameters Configuration

This section of the interface (Figures 4.3b, 4.3¢) is designed to be fully dynamic: it au-
tomatically updates its input fields based on the selected quantum technology (CV-QKD
or DV-QKD), ensuring that the simulation utilizes only the variables strictly relevant
to the chosen protocol. In CV-QKD Mode, the panel allows the user to define the pri-
mary independent variable for the performance analysis. Through a specific dropdown
menu, the user can select the sweep type for the final plot, choosing between Distance,
Modulation Variance or Excess Noise. Regardless of the chosen sweep, a set of common
physical parameters must be configured to define the baseline system performance: the
total number of transmitted symbols (N), the reconciliation efficiency (), the Frame
Error Rate (FER), the fraction of symbols allocated for key generation and the electronic
noise variance (V,;). Furthermore, the interface provides control over the modulation
strategy: the user can opt to simulate a specific Single Modulation format (Gaussian or
discrete) alongside the asymptotic limit for benchmarking purposes, or select Multiple
Modulations to visualize and compare several schemes simultaneously on the same graph.
Conversely, when DV-QKD Mode is selected, the inputs shift to the specific constraints
of discrete-variable technology. The critical parameters available for configuration include
the dark count probability (paark), the after-pulse probability (ps,), the total number of
transmitted symbols (N), the error correction efficiency (f..) and the misalignment er-
ror rate (e,;s). Additionally, the panel addresses the decoy-state method configuration:
the user can either manually set the intensity and probability parameters for the signal
and decoy states or enable an automatic optimization routine, allowing the software to

determine the optimal values that maximize the SKR.

4.2.3. Visualization and Results Module

The final component of the GUI is the Visualization Module, designed to provide an

immediate and intuitive interpretation of the simulation outcomes. This module, pre-
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Figure 4.4: Overview of the visualization module interface.

sented in Figure 4.4, is divided into two panels: the dynamic plotting interface and the
network topology schematic. The plotting interface is the core analytical tool, dedicated
to the graphical representation of the SKR. A key feature of this panel is its context-
aware adaptability: the axes and scales automatically reconfigure based on the selected
simulation mode. For instance, when analyzing the attenuation limit, the abscissa repre-
sents the fiber distance, while in spectral coexistence analysis, it shifts to the wavelength
domain. The ordinate (SKR) typically employs a logarithmic scale to properly visualize
the transition from the asymptotic regime to the finite-size cut-off. Complementing the
numerical data, the network schematic panel offers a synthesized visual representation of
the simulated physical layer. This panel dynamically plots the topological structure of the
Passive Optical Network, illustrating the hierarchy from the Optical Line Terminal (OLT)
through the splitting stages down to the Optical Network Units (ONUs). The schematic
updates upon pressing the "Visualize PON Scheme" button to reflect the parameters set
in the configuration panel. Specifically, the graphical representation of the splitting levels
and the density of the ONU endpoints adjust to match the selected number of users and
number of splitting levels, providing the user with an immediate visual confirmation of

the network complexity and the branching factor being simulated.
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With the architecture and the functional modules of the simulation framework fully de-
fined, the following chapter focuses on the practical application of the developed tool.
The developed software is effectively employed to conduct a rigorous comparative analy-
sis between Continuous-Variable and Discrete-Variable QKD protocols, evaluating their
respective performance, coexistence capabilities, and implementation challenges within

the realistic infrastructure of Passive Optical Networks.
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5 ‘ Performance Analysis and
Comparisons

Having established the theoretical security bounds in Chapter 3 and developed the ded-
icated computational framework in Chapter 4, this chapter focuses on the comprehen-
sive performance analysis of Quantum Key Distribution within Passive Optical Networks
(PONS) in the finite-key condition. The transition from idealized point-to-point links to
complex access architectures introduces severe impairments that critically limit the oper-
ational range of quantum protocols. The primary objective of this chapter is to perform a
systematic simulative analysis between Discrete-Variable (DV) and Continuous-Variable
(CV) QKD protocols. Using the MATLAB simulation tool presented in the previous
chapter, we tested the two technologies under identical network conditions, taking into
account different PON standards.

5.1. Simulated Network Architecture

The simulation framework developed in this thesis is built upon a reference topology that
reflects the most prevalent infrastructure in current access networks. Driven by the sig-
nificant costs associated with laying new optical cables and the scarcity of available dark
fibers, the majority of deployed PONs rely on a single-fiber bidirectional configuration,
where both upstream (US) and downstream (DS) traffic share the same Optical Distri-
bution Network (ODN) [63]. This architecture, which represents the primary focus of
this analysis, poses the most significant challenges for quantum coexistence due to the
high density of optical signals propagating within a single waveguide. The investigated
topology is schematically illustrated in Figure 5.1. In this configuration, the quantum
signal is assumed to propagate in the upstream direction (from the ONU to the OLT).
This directional choice is strategic for practical deployment, as it allows the sensitive and
costly quantum receiver (Bob) to be housed at the secure central office (OLT), while
keeping the user equipment (Alice at the ONU) as compact and cost-effective as possible.

Simultaneously, the fiber carries two distinct high-power classical data streams that act
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Figure 5.1: Simulated single-fiber PON architecture, where the US (red) and DS (green)
classical signals and the QKD one (dashed blue) can be identified.

as noise sources:
e A co-propagating classical upstream channel.
e A counter-propagating classical downstream channel.

To evaluate the system under the most stringent conditions, a worst-case scenario strat-
egy was adopted for the spectral allocation. The classical carrier frequencies were selected
based on the PON standards discussed in Chapter 2, specifically choosing the channels
spectrally closest to the candidate quantum allocation. This approach intentionally max-
imizes the efficiency of Raman cross-talk, as the scattering probability increases as the
wavelength detuning between the pump (classical data) and the signal (quantum) de-
creases. Consequently, if the system can guarantee a positive SKR under these aggressive
noise conditions, its security in less congested spectral configurations is implicitly assured.
The specific wavelength values adopted for this worst-case analysis are summarized in Ta-
ble 5.1. As detailed in Section 2.3, the intensity of the generated noise is governed by the
Raman efficiency coefficient 3, which is strictly dependent on the frequency shift between
the interacting signals. Although Raman scattering is isotropic in principle, the impact
on the system is determined solely by the photons that impinge upon Bob’s receiver.

Consequently, the noise sources are modeled as follows:

e The downstream (DS) classical signal, propagating opposite to the quantum channel,

acts as the source for Backward Raman Scattering.

e The upstream (US) classical signal, sharing the same propagation direction as the

quantum channel, generates Forward Raman Scattering.
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PON Standard | \YS [nm]| | AP¥ [nm)]
GPON 1290 1480
XG-PON 1280 1575
NG-PON2 1524 1596
HS-PON 1310 1344

Table 5.1: Worst case classical carrier wavelengths in both directions, for each PON

standard.

The total noise affecting the receiver is computed as the superposition of these bidirec-
tional contributions. It is important to note that the simulation relies on realistic physical
parameters; specifically, the Raman efficiency coefficients (Sys ps) and the fiber attenu-
ation profiles (a.,) used in the following computations are derived from experimental

characterizations [63].

Beyond the generic PON architectural constraints, the numerical simulations rely on a
specific set of typical hardware and protocol parameters to accurately model the per-
formance of the quantum transceivers. For the DV-QKD implementation, the receiver
is characterized by an optical filter bandwidth of Arv = 12.5 GHz and a detector gate
interval of At = 1 ns. The protocol dynamics are governed by an intrinsic optical mis-
alignment error of e,,;, = 3.2 - 1072, corresponding to an equivalent extinction ratio of 25
dB. Furthermore, the Single-Photon Avalanche Diode (SPAD) is modeled with a quan-
tum efficiency of npy = 0.16, an intrinsic dark count probability of pg. = 107% and an
error correction inefficiency factor set to f. = 1.15. Conversely, the CV-QKD configura-
tion assumes a standard heterodyne detection scheme, with an optical filter bandwidth of
Av =1 GHz and a detector gate interval of At = 1 ns. The physical receiver is defined
by a overall quantum efficiency of noy = 0.44, an electronic noise variance of V,; = 0.063
in Shot Noise Units (SNU) and a specific detection excess noise of g, = 2 - 107 SNU.
On the protocol side, the information reconciliation phase operates with an efficiency of
f = 0.95, while the Frame Error Rate (FER) is set to a value of 0.3.

In the simulations presented in this work, the SKR is systematically evaluated and normal-
ized in terms of bits/channel use. This metric quantifies the fundamental cryptographic
efficiency of the protocol, indicating the exact fraction that can be securely extracted for
each single quantum state transmitted through the optical channel. The choice of this
unit decouples the intrinsic performance of the protocol from the specific clock speed of

the underlying hardware, allowing for a strictly theoretical comparison between CV and
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DV technologies. However, to translate this efficiency metric into a practical key gener-
ation rate, measured in bits per second (bps), the SKR value must be multiplied by the
repetition rate (p) of the system, which is the operational frequency of the transmitter.
In a real-world implementation, it is precisely on this parameter that critical architectural
differences emerge between the two paradigms. In DV-QKD systems, the maximum rep-
etition rate is physically constrained by the characteristics of the optical receivers. The
use of Single-Photon Avalanche Diodes (SPADs) imposes an intrinsic dead time, a manda-
tory recovery period to quench the electronic avalanche following a detection event. This
hardware constraint typically limits the practical transmission frequency of commercial
DV systems between 100 MHz and 1.25 GHz. While recent laboratory demonstrations
have pushed DV-QKD clock rates up to the 5-10 GHz regime |75, achieving such speeds
strictly requires the deployment of Superconducting Nanowire Single-Photon Detectors
(SNSPDs) operating at cryogenic temperatures, which poses significant integration chal-
lenges for standard access networks. Conversely, CV-QKD systems employ standard co-
herent components derived from classical telecommunications (such as PIN photodiodes),
which measure macroscopic electromagnetic fields and do not suffer from the physical
limitations of dead time. This allows the optical counterpart of CV-QKD to easily oper-
ate at frequencies of tens of GHz [76]. However, the true bottleneck of CV-QKD shifts
from the optical domain to the computational one: processing continuous, ultra-high-
speed data streams requires extremely demanding Digital Signal Processing (DSP) and
complex error correction algorithms. This massive optical bandwidth confirms the poten-
tial of CV-QKD to natively support the high-speed demands of next-generation optical
infrastructures, provided that the computational bottlenecks of classical post-processing

are adequately addressed.

Finally, it is important to recall that throughout the simulation campaign, the perfor-
mance of both the CV and DV protocols will be strictly evaluated using the optimization
procedures introduced in Chapter 3. This methodological approach ensures that the final
comparative analysis is performed by assessing each technology under its respective op-
timal operating conditions, thereby maximizing the extractable SKR and guaranteeing a

fair, rigorous and potential-to-potential evaluation.
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5.2. Impact of Finite Block Length on Secret Key
Rate Generation

Prior to addressing the spectral optimization of the quantum channel, it is mandatory to
evaluate the influence of the finite block size, denoted as N, on the system’s performance
both in the DV- and CV-QKD scenarios. As the investigation of finite-size effects in
PON architectures represents a novel contribution of this thesis, establishing the impact
of the transmitted sequence length is a prerequisite for any further analysis. In practi-
cal CV-QKD implementations, the secret key rate is strictly dependent on the length of
the transmitted symbol sequence utilized for parameter estimation. Unlike the asymp-
totic regime, where the statistical uncertainty vanishes, the finite-size regime introduces
a penalty due to the worst-case estimation of channel parameters (transmittance 7" and
excess noise £) required to guarantee security against coherent attacks. Similarly, in prac-
tical DV-QKD implementations employing the decoy-state method, the achievable SKR
is fundamentally constrained by the total number of transmitted pulses N. The finite-size
regime imposes a rigorous penalty to guarantee unconditional security against coherent
and Photon-Number-Splitting (PNS) attacks. This penalty arises from the necessity to
compute worst-case statistical limits; to manage these statistical uncertainties and prop-
erly characterize the channel, the protocol must carefully partition the finite block of
signals: a dominant fraction is measured in the primary basis (the X basis) for raw key
extraction, while the remaining signals, measured in the conjugate basis across varying
decoy intensities, are sacrificed to estimate the channel parameters and tightly bound the

phase error rate.

In this preliminary analysis, the total propagation distance L, defined as the sum of the
feeder and distribution fiber lengths (L = Ly + Lg), is held constant to a value of L =5
km (Ly = 3 km and Ly = 2 km). To ensure a rigorous evaluation under optimal operating
conditions, the analysis was performed by first identifying the optimal quantum carrier
wavelength that maximizes the SKR for each considered PON standard (GPON, XG-
PON, NG-PON2, HS-PON) and for each user configuration (number of users), as reported
in Table 5.2. This step ensures that the assessment of the block length impact is decoupled
from spectral penalties associated with sub-optimal wavelength allocations. The system
performance is subsequently plotted as a function of the number of transmitted symbols
N, effectively illustrating the transition from the finite-size regime to the asymptotic
saturation (Figures 5.2, 5.3, 5.4, 5.5).
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GPON XG-PON | NG-PON2 HS-PON

Nusers | ABy | A&V | ABy | A&y | ABy | A&y | Ay | M

1 1260 | 1621 | 1464 | 1570 | 1322 | 1523 | 1672 | 1570

4 1260 | 1460 | 1458 | 1511 | 1321 | 1455 | 1681 | 1635

8 1260 | 1289 | 1456 | 1506 | 1321 | 1452 | 1686 | 1658

16 1260 | 1289 - 1505 | 1319 | 1444 | 1689 | 1664

32 1260 | 1289 - - 1298 | 1323 | 1691 | 1669
64 1260 | 1289 - - 1260 | 1322 | 1693 -

Table 5.2: DV and CV quantum wavelengths (in nm) corresponding to the maximum

SKR for each PON standard, evaluated when the feeder segment is equal to 3 km, as a

function of the number of users served.
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the total number of transmitted symbols (V) and number of users, when the overall fiber
length is fixed at 5 km.

Across all evaluated architectures and for both DV and CV protocols, a fundamental phys-
ical constraint consistently emerges: below a specific block size threshold, the parameter
estimation uncertainties become too severe, forcing the extractable key rate to abruptly
drop to zero. Furthermore, it is strictly observable that as the topological splitting ra-
tio increases to serve a larger number of users (Nysers), this critical "knee" progressively
shifts towards higher values of N. This dynamic clearly demonstrates that the severe
localized attenuation introduced by the passive optical splitters dramatically degrades
the SNR, thereby requiring the accumulation of significantly larger data blocks to suc-
cessfully distill a secure cryptographic key. Comparing the two QKD paradigms within
this finite-key regime reveals distinct technological behaviors. With an equal number of
transmitted symbols N, the CV-QKD protocol generally delivers superior performance,
yielding higher maximum asymptotic key rates compared to its discrete counterpart, as
long as the number of users in the network remains under 32. This advantage is primarily
attributed to the inherent resilience of coherent detection against the broadband Spon-
taneous Raman Scattering (SpRS) noise generated by the coexisting classical channels.
Conversely, while DV-QKD guarantees secure key exchanges, it suffers from strictly lower

SKR upper bounds due to its heightened sensitivity to the Raman noise floor.

Despite these general trends, the finite-size analysis highlights varying degrees of infras-
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tructural hostility among the different standards. While GPON, HS-PON and NG-PON2
architectures enable both protocols to sustain secure communications even in highly
branched topologies, provided the block size N is sufficiently large, XG-PON stands out
as an exceptionally challenging environment. Within the XG-PON coexistence scenario,
the specific spectral allocation of the high-power classical bands introduces severe noise
penalties that disproportionately impact the DV protocol. Consequently, the performance
degradation in this standard is highly asymmetric. The sensitive DV-QKD approach ex-
periences a premature collapse, as the finite-key constraints become a severe bottleneck,
failing entirely to support optical distribution networks with more than 4 users. In stark
contrast, these critical issues do not affect the continuous-variable approach. Thanks to
its inherent resilience, CV-QKD avoids this drastic degradation, maintaining a level of
performance and network scalability fully in line with its operation in the other eval-
uated PON standards. The drastic performance collapse of DV-QKD in the XG-PON
scenario can be directly attributed to the fundamental vulnerability of its detection archi-
tecture when exposed to severe background noise. DV-QKD relies on direct detection via
Single-Photon Detectors (SPDs). Because Spontaneous Raman Scattering (SpRS) gener-
ates a broadband noise spectrum, a significant number of Raman photons inevitably pass
through the optical filters and reach the detectors. This high influx of noise photons gen-
erates false detection events, drastically elevating the Quantum Bit Error Rate (QBER)
beyond the secure threshold and saturating the detectors due to their inherent dead time.
Conversely, CV-QKD bypasses this vulnerability by employing coherent detection coupled
with a Local Oscillator (LO). This detection scheme acts as a natural, ultra-narrowband
temporal and spatial filter, which inherently rejects the vast majority of the broadband
Raman noise, allowing the protocol to seamlessly sustain its optimal performance levels

regardless of the harsh XG-PON spectral environment.

Analyzing the minimum block length N required to generate a positive SKR reveals a
distinct trade-off across the standard PON architectures (excluding the pathological case
of XG-PON). A clear regime shift is observed depending on the splitting ratio. In sce-
narios with a low number of users, CV-QKD demonstrates superior efficiency, exhibiting
a lower activation threshold that allows it to extract secure keys with smaller data blocks
compared to DV-QKD. However, as the network scales to 16 users and beyond, DV-
QKD proves to be more robust against severe attenuation. Consequently, the discrete
protocol maintains a manageable minimum N requirement, whereas CV-QKD demands
significantly larger block sizes to overcome the statistical uncertainties associated with

the degraded SNR, eventually failing to generate a key before DV does.
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5.3. Quantum Channel Spectral Coexistence and Al-

location

Having assessed the impact of the finite block length, the simulative analysis has focused
on the spectral allocation of the quantum channel, to identify its optimal wavelengths to
maximize the coexistence performance with respect to intense classical traffic presence.
To determine the optimal placement, the quantum channel wavelength is swept across a
broad spectral range, spanning from 1260 to 1700 nm. Based on the previously presented
finite-size analysis, the total number of transmitted symbols is fixed at N = 10'°. This
specific value is selected to represent a highly realistic and optimal operational trade-
off. Considering a system repetition rate of 1 GHz—a clock speed that, as previously
discussed, is nowadays technologically feasible for both CV and advanced DV architec-
tures—this block size corresponds to an acquisition time of exactly 10 seconds. On one
hand, gathering 101 symbols provides a sufficiently large statistical sample to effectively
mitigate the parameter estimation uncertainties intrinsic to the finite-key regime, thereby
enabling a stable and improved SKR. On the other hand, a 10-second transmission win-
dow ensures that the protocol remains highly practical for real-world deployment, avoiding
excessive latency and waiting times that would otherwise hinder the responsiveness of the
cryptographic network. Moreover, the optical launch powers for both the upstream (US)
and downstream (DS) data channels across all evaluated PON standards have been set to
an intermediate value between their respective minimum and maximum limits dictated

by the standard recommendations.

5.3.1. GPON Scenario

In the specific analysis of the GPON standard, the simulation exploits the physical layer
parameters previously summarized in Table 5.1. The classical carrier wavelengths are
centered at A\ s = 1290 nm and A\ ps = 1480 nm, with associated optical launch powers
of Py, vs = 5.18 dBm and P, ps = 5.45 dBm, respectively. A critical constraint for the
coexistence feasibility is the strict avoidance of the standardized classical bandwidths.
Specifically, the quantum channel cannot be allocated within the upstream spectral win-
dow, which extends from 1290 nm to 1330 nm, nor within the downstream band, spanning
from 1480 nm to 1500 nm, as reported in Table 2.2. These exclusion regions are enforced
to prevent direct interference and ensure compliance with the I'TU-T G.984 recommen-

dations.
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Figure 5.6: GPON DV (dashed lines) and CV (continuous lines) quantum bands allocation
as a function of the number of users, when the overall fiber length is fixed at 5 km and
N =10,

Figure 5.6 presents the SKR in function of the optical wavelength of the quantum chan-
nel, expressed in nanometers (nm), for several splitting ratio conditions. The curves are
obtained by fixing the operation conditions, i.e. maintaining constant the overall fiber
length to a value of 5 km and the initial input non-optimized parameters, while sys-
tematically varying the number of connected users (the PON splitting ratio). DV-QKD
exhibits remarkable resilience to passive splitting losses within the GPON standard. The
discrete protocol successfully maintains a strictly positive SKR even when scaling up to
fully loaded optical distribution networks with 64 users. To achieve this extensive cov-
erage, its feasible spectral allocation is strictly confined to the shorter wavelength region
(below 1290 nm), strategically avoiding the classical data bands and mitigating the impact
of Spontaneous Raman Scattering. Instead, CV-QKD consistently delivers significantly
higher peak SKR values in low-splitting regimes, outperforming the discrete alternative
for up to 16 users across a broad spectral range. However, it fails entirely to generate
a key for 32 and 64 users due to the severe insertion losses. This confirms that while
CV-QKD is optimal for maximizing throughput in lightly shared links, DV-QKD remains
the essential technology for guaranteeing extensive coverage in densely populated GPON

deployments.
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The two QKD solutions can be compared also in terms of maximum achievable SKR.
As shown in Figure 5.7, while DV-QKD demonstrates superior scalability by supporting
a higher user count, CV-QKD delivers significantly higher peak SKR values within the

regime where splitter attenuation is not prohibitive.
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Figure 5.7 GPON DV and CV maximum SKR comparison, as function of the number of

users, when the overall fiber length is equal to 5 km.

5.3.2. XG-PON Scenario

The same analysis can be performed for the XG-PON standard. Following the specifica-
tions outlined in Table 5.1, the simulation adopts reference classical carrier wavelengths
of A\¢eys = 1280 nm for the upstream link and . pg = 1575 nm for the downstream link.
The corresponding optical launch powers are set to P, yg = 5.18 dBm and F;, ps = 4.45
dBm, respectively. regarding spectral allocation, strict exclusion zones are enforced to
avoid interference with the standardized data channels. As anticipated in Table 2.3, the
reserved upstream bandwidth spans from 1260 nm to 1280 nm, while the downstream

allocation occupies the spectral region between 1575 nm and 1580 nm.

The spectral performance analysis of the XG-PON architecture reveals a particularly hos-
tile environment for quantum coexistence, markedly inferior to the legacy GPON stan-
dard. The results highlight a severe bifurcation in protocol performance driven by the
intense broadband Raman noise characteristic of this standard. As illustrated in Figure
5.8, DV-QKD exhibits a drastic performance collapse, resulting fragile in this scenario,
failing to establish a secure link for network splits exceeding 4 users. The feasible spectral

windows for DV-QKD are extremely fragmented and narrow, vanishing entirely under
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Figure 5.8: XG-PON DV (dashed lines) and CV (continuous lines) quantum bands allo-
cation as a function of the number of users, when the overall fiber length is fixed at 5 km
and N = 101Y.

higher splitting losses due to the saturation of single-photon detectors by the XG-PON
background noise. Conversely, CV-QKD maintains acceptable Secret Key Rates and sup-
ports a splitting ratio of up to 16, significantly outperforming its discrete counterpart.
However, the overall performance in the XG-PON architecture is notably degraded com-
pared to the GPON scenario. The combination of higher insertion losses and the specific
spectral placement of XG-PON channels imposes a tighter operational limit, preventing
the CV protocol from reaching the high-capacity targets (32 or 64 users) achievable in
other PON standards.

Interestingly, literature works such as [77| show that in a purely asymptotic regime, DV-
QKD can tolerate the XG-PON noise floor up to approximately 5.5 km. The premature
failure observed in this finite-size analysis highlights that the true limiting factor is the
parameter estimation process. The high influx of Raman noise photons dramatically
amplifies the statistical uncertainties inherent to finite blocks, imposing a rigorous penalty

that drives the secure key generation to zero well before the physical reach limit is met.

The evaluation of the maximum achievable SKR confirms the overwhelming dominance
of CV-QKD in this high-noise environment. As depicted in Figure 5.9, the CV protocol
consistently yields key rates orders of magnitude higher than DV-QKD, effectively sup-
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Figure 5.9: XG-PON DV and CV maximum SKR comparison, as function of the number

of users, when the overall fiber length is equal to 5 km.

porting up to 16 users. It is important to underline that the analyzed US and DS launch

powers don’t permit any quantum exchange in case of 32 and 64 users.

5.3.3. NG-PONZ2 Scenario

The Next-Generation Passive Optical Network 2 (NG-PON2) represents a multi-wavelength
standard leveraging Time and Wavelength Division Multiplexing (TWDM). As detailed
in Table 2.4, the classical spectral bands are allocated from 1524 nm to 1544 nm for the
upstream and from 1596 nm to 1603 nm for the downstream. For the purpose of Raman
noise computation, the reference wavelengths are fixed at the lower edges of these bands,
specifically A\.ps = 1524 nm and A. ps = 1596 nm (see Table 5.1). The associated optical
input powers are P, ys = 7.18 dBm and F;, ps = 5.45 dBm per channel. It is impor-
tant to note that this specific analysis assumes a configuration comprising a single active

channel in the upstream direction and four active channels in the downstream direction.

The spectral performance analysis of the NG-PON2 architecture reveals a highly favor-
able environment for the discrete-variable approach. The results, illustrated in Figure
5.10, highlight a remarkable robustness of DV-QKD when coexisting with the high-power
TWDM classical channels characteristic of this standard. DV-QKD exhibits exceptional
scalability and resilience in this scenario, maintaining a strictly positive SKR across a
broad operational spectral window at shorter wavelengths. Notably, it is capable of es-
tablishing a secure link even under severe passive splitting losses, effectively supporting

fully loaded optical distribution networks with up to 64 users. Conversely, while CV-QKD
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Figure 5.10: NG-PON2 DV (dashed lines) and CV (continuous lines) quantum bands
allocation as a function of the number of users, when the overall fiber length is fixed at 5
km and N = 10'°.

consistently delivers significantly higher peak SKR in low-splitting regimes, it suffers from
a steeper performance decay as the network branches out. The continuous protocol fails
to sustain secure communications for 32 and 64 users at this 5 km distance, capping its

viability at a 16-user split.

Mirroring the trends observed in the GPON architecture, the evaluation of the maximum
achievable SKR in NG-PON2 (Figure 5.11) confirms that while CV-QKD delivers supe-
rior peak rates at lower splitting ratios (up to 16 users), DV-QKD exhibits unparalleled
scalability, emerging as the sole protocol capable of sustaining a secure key exchange for
32 and 64 users.
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Figure 5.11: NG-PON2 DV and CV maximum SKR comparison, as function of the number

of users, when the overall fiber length is equal to 5 km.

5.3.4. HS-PON Scenario

Finally, the study addresses the High-Speed Passive Optical Network (HS-PON) standard.
As summarized in Table 5.1, the operational wavelengths are centered at A\.ys = 1310 nm
for the upstream and A\, ps = 1344 nm for the downstream. This standard is characterized
by higher optical power levels, with input powers defined as P, ys = 7.18 dBm and
Py, ps = 9.07 dBm, respectively. Regarding the spectral occupation, Table 2.5 indicates
that the upstream band definition varies depending on coexistence requirements with
legacy systems. The simulation considers a standalone scenario where the upstream band
ranges from 1290 nm to 1310 nm, while the downstream band is defined between 1340

nm and 1344 nm.

Observing Figure 5.12, it is evident that the behavior of this standard aligns consistently
with the previously analyzed PON architectures. Specifically, the CV-QKD protocol
maintains a secure operational regime up to a split ratio of 16 users (Nysers < 16),
consistently guaranteeing a broader available quantum bandwidth compared to its discrete
counterpart. However, for higher split ratios where the localized attenuation becomes too
severe, the DV-QKD approach emerges as the only viable technological solution capable
of sustaining a positive key rate. Furthermore, regarding the spectral allocation, the
dedicated DV quantum band is strictly confined to the Stokes region of both the US and
DS classical channels. This positioning is fundamentally dictated by the lack of available,

unallocated spectral windows on the anti-Stokes side. Consequently, to effectively mitigate
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Figure 5.12: HS-PON DV (dashed lines) and CV (continuous lines) quantum bands allo-
cation as a function of the number of users, when the overall fiber length is fixed at 5 km
and N = 101Y.

the severe physical impairments induced by Spontaneous Raman Scattering (SpRS), the
quantum channel is deliberately allocated at the maximum possible spectral distance from

the high-power classical bands.

Finally, the maximum achievable SKR for both technologies for the HS-PON is reported
in Figure 5.13. As in all previous cases, when CV is able to work, its maximum SKR is

higher than DV.
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Figure 5.13: HS-PON DV and CV maximum SKR comparison, as function of the number

of users, when the overall fiber length is equal to 5 km.

To synthesize the spectral coexistence findings and provide a comprehensive overview,
Figure 5.14 illustrates a direct comparison of the available quantum bandwidths across
all four evaluated PON standards, specifically focusing on a representative network split
of 16 users (Nysers = 16). These visual summaries clearly highlight the fundamental dis-
parities in spectral resilience and flexibility between the two protocols. As depicted in
Figure 5.14a, CV-QKD demonstrates remarkable spectral adaptability, maintaining broad
and often contiguous operational windows across XG-PON and NG-PON2, with only mi-
nor fragmentation in HS-PON and GPON architectures. In stark contrast, the DV-QKD
comparison (Figure 5.14b) provides clear visual confirmation of the severe constraints im-
posed on the discrete protocol. Its feasible quantum bands are strictly confined to much
narrower spectral regions. Most notably, this comparison perfectly captures the complete
performance collapse of DV-QKD in the XG-PON architecture, where the intense back-
ground noise completely annihilates the available quantum bandwidth for a 16-user split,
rendering the technology unfeasible in that specific standard.

Furthermore, it is crucial to emphasize that this 16-user scenario represents the ultimate
threshold for a direct protocol comparison. Expanding the network split to 32 users causes
the CV-QKD operational windows to vanish entirely across all evaluated standards due to
the prohibitive insertion losses. Consequently, a side-by-side spectral comparison would
be impractical, as DV-QKD emerges as the sole viable technology capable of sustaining

a secure link at a 5 km transmission distance under such highly branched topologies.
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Figure 5.14: A comprehensive comparison of the feasible quantum spectral allocation
for (a) CV-QKD and (b) DV-QKD across the four evaluated PON standards for a fixed
splitting ratio of 16 users and a transmission distance of 5 km. The classical US and DS

bands are reported for context.
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5.4. Impact of Distance on Secret Key Rate Gener-

ation

Having established the optimal spectral allocation that minimizes the Raman noise impact
for each PON standard, the analysis now proceeds to evaluate the system’s performance
in terms of achievable reach. The transmission distance L represents a very critical con-
straint in optical access networks, as it directly dictates the channel transmittance 7" and
consequently the SNR available at the receiver. In this section, the SKR is evaluated
against the total fiber length, sweeping the distance from 2 to 20 km to determine the
maximum secure reach. Specifically, this total distance extension is achieved by incre-
mentally varying the feeder fiber length (L¢), while maintaining a fixed 2 km drop fiber
(Lq) to simulate a realistic distribution network. To ensure a consistent best-case evalua-
tion, the quantum and classical carrier wavelengths are fixed to the optimal values (A,p)
identified in Table 5.2.
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Figure 5.15: GPON DV (dashed line) and CV (continuous line) SKR versus distance, as

a function of the number of users served.

The evaluation of the GPON architecture (Figure 5.15) reveals a performance strictly de-
pendent on the network split ratio. In the low-splitting regime, the CV protocol demon-
strates superior reach capabilities, successfully exceeding a transmission distance of 20 km.

In this specific configuration, the DV alternative is outperformed, reaching a saturation
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point where the secure link is physically limited to approximately 17 km. However, as the
number of users increases, the scenario changes drastically due to the dominant impact of
passive splitting losses. CV-QKD, being highly sensitive to channel attenuation, suffers a
rapid degradation in performance: while it maintains a viable link up to roughly 15 km
with 8 users, its reach collapses to just 3 km when the network is loaded with 32 users,
as the signal-to-noise ratio drops below the coherent reconciliation threshold. Conversely,
DV-QKD proves to be the far more resilient solution for high-capacity networks. Thanks
to its robustness against attenuation, it successfully maintains a secure key exchange up
to 10 km with 32 connected users and sustains operations up to approximately 8 km
even in a fully loaded scenario with 64 users. Consequently, while CV-QKD is optimal
for dedicated or lightly shared GPON links, DV-QKD is the requisite choice for ensuring

coverage in densely populated optical distribution networks.
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Figure 5.16: XG-PON DV (dashed line) and CV (continuous line) SKR versus distance,

as a function of the number of users served.

The XG-PON architecture (Figure 5.16) represents a unique anomaly in the proposed
analysis, specifically inverting the performance trends observed in the other standards.
Due to the exceptionally high intensity of Spontaneous Raman Scattering (SpRS) gener-
ated by the classical channels, the Discrete-Variable protocol suffers a catastrophic perfor-
mance degradation. Contrary to its behavior in other setups, DV-QKD fails to guarantee
long-reach connectivity: even with low split ratios, the pervasive broadband noise satu-

rates the single-photon detectors, preventing the establishment of a secure link beyond
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short metro ranges. Conversely, the CV protocol demonstrates remarkable resilience in
this hostile environment, outperforming its discrete counterpart. Thanks to the coher-
ent detection scheme, which effectively filters out the incoherent Raman noise, CV-QKD
achieves unexpected coverage. The simulation results indicate that with 8 users, the sys-
tem maintains a secure key exchange up to nearly 19.5 km. Furthermore, even with a
1:16 splitting ratio, CV-QKD remains operational up to 11 km, proving to be the more
robust solution for the specific noise regime of XG-PON.
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Figure 5.17: NG-PON2 DV (dashed line) and CV (continuous line) SKR versus distance,

as a function of the number of users served.

The NG-PON2 standard highlights the most promising performance for the discrete ap-
proach, as reported in Figure 5.17. In this configuration, DV-QKD is remarkably robust,
being able to serve up to 64 users for the entire 20 km span. This makes it a highly
suitable candidate for extended optical distribution networks. In contrast, the CV-QKD
performance exhibits a steeper decay. With 8 users, the maximum achieved distance is
18 km, but as the split ratio increases to 16 users, the reach decreases to 10 km and with
32 users it is strictly limited to roughly 3 km. Consequently, while CV offers high rates
for short, point-to-point-like links, it cannot support the extensive branching typical of
NG-PON2 without intermediate amplification.
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Figure 5.18: HS-PON DV (dashed line) and CV (continuous line) SKR versus distance,

as a function of the number of users served.

Finally, in the HS-PON infrastructure (Figure 5.18) the scenario is very similar to the NG-
PON2 one, with a little degradation in performance for both protocols. DV-QKD again
demonstrates superior coverage, effectively serving 32 users up to 20 km and maintaining
a secure key exchange for 64 users up to 16 km. CV-QKD is once more constrained by
the passive splitting ratios. Specifically, with 8 users the maximum reachable distance is
approximately 14 km, which reduces to 8 km when 16 users are connected. For a fully

loaded network of 32 users, the coherent protocol drops abruptly at just 2 km.

In summary, the analysis demonstrates that neither protocol is universally superior: the
optimal technological choice is strictly dictated by the network’s topological and spectral
characteristics. CV-QKD emerges as the best option in scenarios with a low user count
and in environments dominated by extreme background noise (such as the XG-PON
standard). In these hostile conditions, its coherent detection acts as a natural filter against
Raman scattering, allowing the system to maintain secure operations where single-photon
detectors would saturate, while also delivering higher peak SKRs with smaller initial
data blocks. In contrast, DV-QKD proves to be the ideal and most scalable solution
for highly branched optical networks (16 users and beyond) within standards featuring
a more manageable spectral noise floor (such as GPON, NG-PON2 and HS-PON). In

these scenarios, its exceptional resilience to the severe localized attenuation introduced
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by optical splitters enables it to maintain secure communications and serve a significantly

larger number of users compared to its continuous counterpart.
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6 ‘ Conclusions and Future

Developments

This thesis has presented a comprehensive theoretical and simulative investigation on the
feasibility of integrating Quantum Key Distribution within Passive Optical Networks. The
primary objective was to evaluate the coexistence of quantum channels alongside classical
data streams, going beyond idealized asymptotic assumptions to rigorously account for
finite-size statistical effects and the severe physical impairments introduced by Sponta-
neous Raman Scattering and passive optical splitters. The comparative analysis between
DV- and CV-QKD protocols revealed a distinct technological dichotomy, demonstrating
that there is no universal solution for quantum access networks. Instead, protocol perfor-
mance is fundamentally dictated by the specific spectral wavelength plan and topological
splitting ratio of the underlying standard.

A primary finding of this work is the critical bottleneck imposed by the finite block size
N. The analysis confirmed that below a specific threshold of transmitted symbols, the
parameter estimation uncertainties become too severe, forcing the SKR to drop abruptly
to zero. As the splitting ratio increases to serve more users, this critical threshold shifts
to significantly higher values of N, emphasizing the impact of localized attenuation on the
quantum SNR. Furthermore, the comparative finite-size analysis revealed that in scenar-
ios with a limited number of users, CV-QKD requires a smaller minimum block size N,,;,
to initiate secure key generation. While this offers a distinct advantage in accumulation
time for small-scale topologies, this benefit is quickly neutralized as the splitting ratio
increases, heavily penalizing the continuous-variable approach.

The spectral allocation analysis, conducted at a fixed transmission distance of 5 km, re-
veals a clear technological dichotomy driven by the interplay between network splitting
ratios and standard-specific Raman noise profiles. Across environments with manage-
able noise floors, specifically GPON, NG-PON2 and HS-PON;, a consistent performance
trade-off emerges. In lightly branched networks, CV-QKD maximizes the SKR and pro-
vides a broader available quantum bandwidth, effectively supporting up to 16 users before

completely failing under the severe insertion losses of highly split topologies. Conversely,
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DV-QKD demonstrates unparalleled scalability, emerging as the sole viable technology
capable of supporting densely populated distribution networks with up to 64 users. To
ensure this survival, the discrete protocol requires rigorous spectral engineering, strate-
gically allocating the quantum channel at the maximum possible spectral distance from
the high-power classical bands. This translates to exploiting the shorter wavelength anti-
Stokes region in GPON and NG-PON2, while strictly utilizing the longer wavelength
Stokes region in HS-PON due to the lack of available unallocated spectrum. A critical
exception to this trend is observed in the XG-PON architecture, which provides an excep-
tionally hostile environment due to its intense broadband Raman noise. In this challenging
scenario, the typical protocol scalability is entirely inverted. DV-QKD suffers a prema-
ture performance collapse, with its feasible spectral windows vanishing beyond a mere
4-user split due to severe single-photon detector saturation. In stark contrast, CV-QKD
leverages its coherent detection scheme to effectively filter the overwhelming background
noise, significantly outperforming its discrete counterpart and successfully maintaining a
secure quantum link for up to 16 users.

When evaluating the maximum achievable reach and user capacity, the two protocols
exhibited complementary strengths: DV-QKD proved to be exceptionally robust against
high insertion losses, making it the optimal candidate for densely branched architectures.
In standards with manageable noise floors (GPON, NG-PON2 and HS-PON) the discrete
approach successfully sustained secure key exchanges for 32 users, reaching distances
around 20 km. To survive, its spectral allocation must be strictly positioned at the maxi-
mum possible spectral distance from the high-power classical bands, exploiting either the
Stokes or anti-Stokes regions depending on the specific standard. CV-QKD showcased
remarkable resilience against background noise, primarily due to the intrinsic filtering
capabilities of its coherent detection scheme. This advantage became distinctly apparent
in the XG-PON standard, an exceptionally hostile environment characterized by a prob-
lematic spectral allocation that completely saturates DV-QKD single-photon detectors
beyond a 4-user configuration. In this challenging scenario, CV-QKD maintained similar
key rates to the ones achieved in other standards and supported up to 16 users, reaching
over 20 km in less congested architectures. However, in low-noise and high-loss scenarios
(like fully loaded NG-PON2 or HS-PON), the CV protocol’s reach decays rapidly, limiting
its applicability in highly branched topologies without intermediate amplification.
Ultimately, this work demonstrates that quantum-to-the-home connectivity is physically
achievable. However, realizing its full potential requires rigorous spectral engineering and
standard-specific protocol selection. As the quantum computing era introduces new vul-
nerabilities, optical networks must be proactively designed to accommodate these quan-

tum channels, cementing QKD as an indispensable pillar of future telecommunications
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and guaranteeing absolute security against tomorrow’s computational threats.

Building upon the findings of this work, several scenarios for future research emerge,
particularly regarding the methodology of the finite-key analysis. In this thesis, the
comparative performance between DV- and CV-QKD protocols was evaluated under the
assumption of an equal number of transmitted quantum states, fixing the block length
N at the transmitter side. While this approach provides a fair baseline for evaluating
the hardware generation rate at the source, it does not fully capture the asymmetric
impact of severe channel losses on the two different technologies. A further step would
be to reformulate the finite-size comparison by normalizing the block size based on the
number of successfully received states. Conducting the finite-key analysis with an equal
number of received states could unveil entirely new operational trade-offs, providing a
more comprehensive perspective on which protocol is truly optimal for highly branched

access networks from a latency and data-processing standpoint.
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