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1. Introduction
Nowadays, in our daily lives, we are surrounded,
even without realizing it, by many embedded de-
vices that store and share people’s data, some
of which are particularly sensitive, e.g. payment
cards or identification cards, only to cite two.
To protect the data from an unintended access,
these devices contains specialized hardware to
execute a cryptographic algorithm and to store
the cipher key.
Unfortunately, even if a computationally secure
cryptographic algorithm was used, the device
may still be vulnerable to the so called side-
channel attacks (SCA). I propose a tool that
dynamically model the power consumption of
device to help the identification of vulnerable
ciphers from SCAs.

1.1. Side channel attacks
SCAs exploit the dependency between the infor-
mation leaked from the device during the execu-
tion of the cipher, such as the power consump-
tion or the electromagnetic emission, and the
data processed in the same time instant [5], to
gain information about the secret key and even-
tually reconstruct it.
To understand how these attacks work, it’s
necessary to first understand how these phys-

ical properties of the device are correlated to
the value of the cryptographic key stored in-
side it. The circuits composing the device
are built using CMOS (Complementary Metal-
Oxide-Semiconductor) logic cells. The power
consumption of the device is the sum of the
power consumption of all the CMOS logic cells
composing it and the one of a single logic cell
is the sum of two contributes: The static power
consumption Pstat and the dynamic power con-
sumption Pdyn [11]. The one that we are in-
terested in, is the dynamic power consumption,
because it is the power consumed when the logic
cell switches, i.e. when the logic value goes from
0 to 1 or vice versa, and so it depends on the
data processed by the device.

Power models To model the power consump-
tion of a device on the data it is processing, two
mathematical models can be used:
• The Hamming weight model, which is

the simplest one, assumes that the instan-
taneous power consumption of a circuit is
proportional to the number of bits set in
the value the circuit is currently processing
[11].

• The Hamming distance model, that is
an evolution of the previous one, estimates
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the power consumption of the device, count-
ing how many transitions (switches in the
circuit) occur [11].
The Hamming distance needs two values,
that are consecutively written in the same
register, in order to be computed. Taken
two values v1 and v2, their Hamming dis-
tance can be computed as the Hamming
weight of the value obtained xoring v1 and
v2.

HD(v0, v1) = HW (v1 ⊕ v2)

Passive side channel attacks SCAs can be
categorized into two subtypes: the passive SCAs
and the active SCAs.
The passive SCAs are the ones in which the at-
tacker does not interfere with the execution of
the algorithm but he limits himself to measur-
ing the physical quantities required to carry out
the attack [11].
The two main passive SCAs techniques are:
• Simple power analysis (SPA) [6, 9, 15]
• Differential power analysis (DPA) [6, 9, 15]

Simple power analysis To conduct a power
analysis attack, the attacker first has to measure
the power consumption of the device during the
execution of cipher. The set of measurements
composes a power trace [11].
In the SPA only one or few power traces are col-
lected and directly interpreted [8]. This methods
can be useful to understand the major charac-
teristics of the device, but carry out a full attack
can be quite challenging and may require the use
of complex statistical methods [11].

Differential power analysis With the DPA,
described by Kocher et al. in [8], a large num-
ber of traces is required to reduce the noise and
to reveal small variation in the power consump-
tion. The general approach to conduct a DPA
attack is described in [11] and is composed of
three steps:
• Power consumption hypothesis: In the

first step the attacker chooses a point in the
cipher algorithm, typically in the first or in
the last round, and using a power model,
simulates the power consumption of the de-
vice for every possible key hypothesis.

• Power traces collection: The attacker
can now measure the real power consump-

tion of the device, collecting all the power
traces he needs.

• Correlation: The attacker can now corre-
late the real measurements with the hypo-
thetical ones to find the correct secret key.

Active side channel attacks In an active
SCA, the attacker tampers the device, e.g. alter-
ing the power supply or generating an abnormal
clock signal [7], to obtain an abnormal behav-
ior. The difference between the results collected
during the normal condition and the tampered
one, can be exploited to gain information about
the secret key [11].

1.2. Automated analysis
The first step to protect the device against SCAs
is to understand which are the most vulnerable
part of the cipher. The countermeasures that
can be applied come with significative overhead
and so they cannot be applied to all the instruc-
tions of the cipher, knowing that we are con-
sidering embedded devices with limited capabil-
ities.
Even if this analysis can be done manually, it
can be long, complex and prone to errors. This
is why a compiler-based technique is preferable.

Security oriented data flow analysis In-
troduced by Agosta et al. in [2], Security ori-
ented Data Flow Analysis (SDFA) is a technique
based on the classical data flow analysis, aimed
at quantify the vulnerability of each intermedi-
ate value of the cipher to an SCA, computing
the dependency of the intermediate values from
the secret key.
The SDFA was successfully implemented in the
tool described by Sanfilippo in [14], that rep-
resents the starting point of the work presented
here. The tool besides identifying the vulnerable
instructions, automatically applies countermea-
sures with a threshold approach. For each in-
struction a vulnerability index is calculated, and
to the instructions that have this index below
the threshold, the countermeasure is applied.

1.3. Countermeasures
Countermeasures against SCAs can be imple-
mented in hardware or in software. Here we ex-
amine the latter, which are the less expensive
ones, and can be applied to any already existing
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implementation.
The two main countermeasures that can be au-
tomatically applied are called masking and hid-
ing [11]. The goal of the countermeasures is to
remove the dependencies that exist between the
processed data and the power consumption of
the device, making the correlation impossible.

Masking The masking countermeasure works
by modifying the cipher’s instructions, masking
each vulnerable intermediate value with one or
more random values, called masks that changes
at each execution. These random values share
the secret and increase the number of measure-
ments needed to carry out the attack.
The number d of masks used is known as the
order of masking, and it’s proven that only a
(d + 1)-th-order attack can break a d-th-order
masking [3]. In practice, given that the diffi-
culty of carry out a d-th-order attack increases
exponentially with d, only few implementations
of order greater than 1 exist [2].

Hiding The hiding countermeasure, unlike
the masking, does not modify the cipher’s in-
structions, but it tries to achieve the goal inter-
fering with the execution. There are two ways
to implement hiding, and can be both applied
together:
• Random insertion of dummy opera-

tion: At each execution different dummy
operations are randomly inserted between
the cipher’s ones, which will be executed at
a different time instant on every execution
[11].

• Shuffling: Reschedule randomly the in-
structions of the ciphers at each execution,
keeping the final result correct [11].

2. Compilers
As stated in the previous section, compilers play
a fundamental role in code analysis and protec-
tion against SCAs.
Compilers are large and complex software, and
their modern implementations have a modular
design (figure 1) that allows developing each sec-
tion separately. This design has also another
important advantage: suppose that there are
N source languages and M target machines.
If compilers were developed as single mono-
lithic software, N ∗ M implementations would

C FRONTEND

C++ FRONTEND

RUST FRONTEND

ARM BACKEND

x86 BACKEND

OPTIMIZATION IRIR

Figure 1: Modular design of a compiler

be needed, instead, the modular design requires
only N +M implementations [4].
During the first phase, lexical, syntax and se-
mantic analyses are performed, and the high-
level language is translated into an intermediate
representation (IR) that is agnostic to both the
source language and to the target architecture.
In this way the the analyses performed and the
optimizations applied during the second phase
can be reused for every combination of source
language and target machine.

Data flow analysis Data flow analysis (DFA)
is a set of static analyses that identify how the
data flow between the instructions of a pro-
gram, and so can be used to identify and quan-
tify the dependency of an instruction of a ci-
pher from the cryptographic key [2]. The DFA
works by solving the data flow equations for
each node of the control flow graph (CFG). The
data flow equations computes two sets of values
entering (IN[b]) and exiting (OUT[b]) a node
b, and are composed by a transfer function fs
that describes how the data are transformed in
the node, and a control-flow constraint that de-
scribes how the data propagate between differ-
ent nodes. The DFA can be performed in the
forward direction (from definitions to uses) or
in backward direction (from uses to definitions).
The equations 1a and 1b are the geneal data flow
equation of a node b, respectively for the forward
and backward analysis.OUT [b] = fs(IN [b])

IN [b] =
⋃

∀p ∈ pred(b)

OUT [p] (1a)

IN [b] = fs(OUT [b])

OUT [b] =
⋃

∀s ∈ succ(b)

IN [s] (1b)

LLVM LLVM is a compiler framework [10]
widely used both in research and in production,
with which the popular clang compiler was also
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created. LLVM follows the compiler modular
design (figure 1), and each phase is structured
as a pipeline that perform different passes. This
structure, together with the wide range of APIs
offered by the LLVM libraries, allows to extends
the capabilities of the compiler developing passes
to perform new analyses or code optimizations,
straightforwardly, without modify the already
existing ones.
At the core of LLVM there is its intermedi-
ate representation known as LLVM IR, which
is a first class language with a low level RISC-
like instruction set. The code is always in
static single assignment (SSA) form, i.e. when
each variable is assigned exactly once, and the
variables are stored in infinite virtual registers.
The code is organized hierarchically in modules
which contain global values and functions, and
basic blocks that contain the instructions.

3. Contribution
The contribution I provided with this work can
be divided in two parts. Firstly I rewrote the
tool described by Sanfilippo in [14], which was
developed using an old version of the LLVM
framework, to port it to a more recent version,
keeping it up to date and functional. Then, I
developed a new set of passes that allow dy-
namically compute the Hamming distance power
model of a device running a cryptographic algo-
rithm, helping to understand which cipher might
be vulnerable to an SCA.

Porting During this phase, the code of the
tool was entirely rewritten as an out of source
plugin, fixing the parts that were no longer com-
patible with the new version of the framework.
The main differences between the old and the
new version of LLVM are:

• Pass Manager: The pass manager (PM)
is the LLVM component that organizes the
pass pipeline, handling the dependencies
between them, and manages the analysis
results cache. With the new PM, transfor-
mation passes and analysis passes are now
managed separately and must be declared
differently. Dependencies between differ-
ent passes are now managed dynamically
at runtime, whereas with the old PM they
needed to be declared statically.

• Opaque Pointers: LLVM used to have

typed pointers in its intermediate represen-
tation, but this behavior was changed to
simplify the IR and improve some optimiza-
tions [1]. The problem was that passes de-
veloped using the old version of the frame-
work relied on this information. However,
the load and store instruction still require
this type to determine the size of memory
to read or write. In fact, in recent ver-
sion of LLVM, even though pointers have
an opaque type, loads and stores are now
typed.
The solution is an algorithm that starting
from the pointer, recursively travels its uses
to find a load or store operation and re-
trieves the type from it.

Power consumption modeling The new
tool developed has the goal of dynamically build
a Hamming distance power model of a device for
a cipher implementation. To reach the goal, a
set of new passes was added to the LLVM frame-
work. These new passes take in input an imple-
mentation of a cryptographic algorithm written
in a high-level language and produces a library
that can then be used to build the power model
for that cipher implementation.
The tool is divided in two phases. The first one
is performed during the optimization phase of
the compiler and so it’s independent from the
target architecture. The second phase instead
needs information about the real physical regis-
ters used and so it must be performed only after
the register allocation pass, making it target de-
pendent. In this work the version for the ARM
architecture was developed.

Clang annotations To obtain a better result,
new custom clang annotations can be added to
the source code of the cipher. These annota-
tions are the attributes __attribute__((key))
and __attribute__((plain)) to allow the
computation of the instruction depen-
dencies from key and plaintext, and the
two pragmas #pragma cipher round and
#pragma attack area. The former is used
to identify at which round each instruction
belongs, and can be also used to limit the
subsequent analyses to a certain number of
rounds. The latter can be used to limit the
analyses at a particular block of instructions.
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First phase During the first phase, the in-
structions that have to be considered are iden-
tified, and for each instruction a use-def chain,
i.e. a chain of instructions that starting from the
inputs of the program reach the considered in-
struction, is computed. Using the computed use-
def chains, for each instruction a new function
that computes its intermediate value is emitted.
The metadata containing the key and plaintext
dependencies information are added to each in-
struction to be later used.

Memory dependencies handling When an
implementation contains data structures, for ex-
ample to store the subkeys, that are translated
using alloca instructions in the IR, i.e. when
the data structures were kept in memory, this
results in the presence of the so called memory
bridges. The majority of these memory bridges
are removed by LLVM during the mem2reg,
which tries to transform memory operations into
register operations. However, the mem2reg pass
is not always able to remove all of them. When
this happens, an instruction can have a memory
dependency with other instructions that do not
belong to its use-def chain, and if not taken in
consideration, this can lead to incorrect result.
A specialized pass handles this problem by iden-
tifying every possible memory dependency for
each instruction.

Size optimization Emitting a function for
each instruction, which contains all the instruc-
tions needed to compute the intermediate value
from the start of the program, can eventually
lead to a very big binary that cannot be used
on embedded devices with limited flash mem-
ory. An optimization can be enabled to signifi-
cantly reduce the size of the emitted code. The
optimization causes the emitted functions to no
longer contain all the instructions of the use-def
chain, but only the last instruction, which com-
putes the final value, and calls the already emit-
ted functions for each instruction operand. The
drawback of this optimization is that it slows
down the execution due to the many function
calls that must be executed.

Second phase The second phase exploits the
emitted functions that compute the intermedi-
ate values, in order to emit new functions that

will compute the Hamming distance (HD). Fi-
nally a header file containing all the definitions
for the emitted HD functions, is produced to
help the usage of the library.
In order to emit a Hamming distance function,
two information is needed:
• Two machine instructions that write on the

same register one after the other.
• A mapping between these two instructions

and two of the previously emitted functions.
The first information is obtained scanning all
the machine instructions in execution order, and
creating a map between each register and the in-
structions that writes on it.
The second information is more complex, since
there isn’t a direct way in LLVM to link an IR
instruction to a MIR instruction. A pass tries to
create this mapping using the metadata of the
debug location that is present either on IR and
MIR instructions.

4. Experimental results
The tool was tested on a STM32F411E-DISCO
board, featuring an ARMv7 32-bit Cortex-M4
CPU running at 72 MHz, 512 Kbytes of flash
memory and 128 Kbytes of RAM [? ].
The collected data was used to create, for each
cipher analyzed, a plot of the value Hamming
distance in execution order, and is colored to
show the dependencies of the instructions from
the key and/or the plaintext.
Eleven ciphers plus some variants were tested.
The implementations of the Triple-DES (TDES2
and TDES3) have produced a binary file too
large to be tested on the board used, even with
the optimization enabled, while the implemen-
tations of CAST and Serpent, do not terminate
the execution.
The results also shown that the mapping be-
tween the IR instructions and the MIR instruc-
tions in real implementations is not perfect be-
cause the translation from IR to machine code
changes the instructions too much in some cases,
e.g. in cases of register spilling.

AES result AES (Rijndael) was developed
in 1997 and became the Advanced Encryption
Standard in 2002 [11]. It is structured as a
Substitution-Permutation Network, and elabo-
rates blocks of 128 bits. The key can be 128,
192 or 256 bits long, which also determines the
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Figure 2: Plot generated for the AES variant
with 128 bits key
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Figure 3: Plot generated for DES

number of rounds, that are respectively 10, 12 or
14 [13]. Three rounds of each variant of the ci-
pher were tested. In figure 2 is reported the plot
built with the data of the 128 bits key variant.
In the plot is easy to see three different sections:
in blue the key schedule, in green the loading of
the plaintext in the state, and in red the three
rounds analyzed.

DES result Another interesting case is DES.
The algorithm was the old standard until it was
replaced by AES. It has a Feistel network struc-
ture that perform 16 rounds on 64 bit blocks
with a key of 56 bits [12]. The plot in figure 3
shows how the key schedule of DES is very large
compared to the rounds. Is also possible to ob-
serve several repeated peaks in the key sched-
ule part, that represent the loading the differ-
ent key’s portions. Even in this case the first 3
rounds of the cipher were analyzed.

5. Conclusions
The work produced is the result of extensive re-
search in the fields of cryptography and compil-
ers. The analyses performed using the developed
tool has yielded results compatible with the al-
ready known characteristics of different cipher

implementations. I hope that the work done can
be a contribution to the research in this field,
and help develop new solutions for protecting
devices from side channel attacks.
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