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1. Introduction
Cryptography is the process that makes data
protection and secure communication possible.
The security of modern cryptographic schemes
is threatened by the rise of quantum computers,
which process information using qubits. Par-
ticularly, two quantum algorithms pose a sig-
nificant threat to contemporary cryptographic
systems: Shor’s algorithm, which efficiently fac-
tors large numbers and computes discrete loga-
rithms, and Grover’s algorithm, which acceler-
ates brute-force search processes, undermining
the security of symmetric-key encryption by ef-
fectively halving the key strength.
For this reason, the National Institute of Stan-
dards and Technology (NIST) is currently work-
ing on meeting modern cryptographic require-
ments, including standards and technologies
that should be implemented to address the quan-
tum threat through Post-Quantum Cryptogra-
phy (PQC).
Through a multi-year international competition
involving industry, academia, and governments,
NIST released three PQC Federal Information
Processing Standards (FIPS) in 2024: the Key-
Encapsulation Mechanism Standard FIPS 203
(ML-KEM) [5], and the two Digital Signature

Standards FIPS 204 (ML-DSA) [6] and FIPS
205 (SLH-DSA) [7].
In September 2022, NIST called for additional
digital signature proposals to be considered in
the PQC standardization process to diversify
its post-quantum signature portfolio. Through
a multi-round competition, 11 schemes have
reached the third round. In the near future,
NIST will narrow down the number of candi-
dates until the final algorithms to be standard-
ized are selected.
Across all these PQC schemes, the Key Gen-
eration, Signature, and Verification processes,
as well as other auxiliary functions, strictly re-
quire the generation of pseudo-random objects,
such as binary strings, modular numbers, fixed-
weight vectors, and permutation arrays.

2. The RandShaper Framework
This thesis presents the RandShaper library, a
framework designed to support post-quantum
cryptographic schemes in the secure generation
and shaping of pseudo-random objects. The
generation of such objects typically involves a
trade-off between execution efficiency, optimal
entropy consumption, and security. In par-
ticular, this thesis focuses on the constant-
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time property, a fundamental defense mecha-
nism against side-channel timing attacks. The
golden rule of constant-time programming dic-
tates that secret information must never influ-
ence resource usage or execution time, effectively
preventing attackers from extracting sensitive
data through timing measurements.
To address these challenges, the RandShaper li-
brary collects and efficiently implements existing
methods, while also proposing new algorithms
and variants to optimally generate the target
pseudo-random objects.

2.1. Software Architecture
The RandShaper library is designed with a
three-tiered architecture to guarantee flexibility
and ease of integration. Figure 1 illustrates the
layers of the framework, which are structured as
follows:

• Cryptographic Backend Layer: It con-
tains the raw implementations of the cryp-
tographic primitives responsible for the gen-
eration of pseudo-random numbers: the
Advanced Encryption Standard (AES) [3],
SHAKE [4], and ChaCha [8].

• PRNG Abstraction Layer: This inter-
mediate layer is responsible for the inter-
nal buffering and the management of the
pseudo-random bits obtained by invoking
the primitives from the layer below.

• Object Shapers Layer: Starting from the
pseudo-random bits provided by the PRNG
Abstraction Layer, this highest level is re-
sponsible for the secure generation of more
complex pseudo-random objects (i.e., mod-
ular arrays, fixed-weight vectors, and per-
mutations).

2.2. Generation of pseudo-random
objects

As stated in the architectural description of
the RandShaper framework, existing cryp-
tographic primitives—namely AES, SHAKE,
and ChaCha—are employed to generate plain
pseudo-random binary strings.
For the generation of pseudo-random arrays of
numbers modulo n, where n ∈ N, four algo-
rithms are implemented. The Rejection Sam-
pling method is a non-constant-time approach
that generates a pseudo-random number x and
rejects it if x ≥ n. The other three are constant-

Layer 1: Cryptographic Backend

AES ChaChaSHAKE

Layer 2: PRNG Abstraction Layer

PRNG_State & Squeeze Logic

Layer 3: Object Shapers

Modular
Arrays PermutationsFixed-Weight

Vectors

Figure 1: High-level software architecture of the
RandShaper framework.

time methods that exploit the decoding phase of
arithmetic coding [10]. Among these, the Mono-
lithic Arithmetic Decoding method achieves op-
timal entropy usage but is computationally inef-
ficient. Conversely, the Chunked Arithmetic De-
coding and the Chunked Tree Arithmetic Decod-
ing are significantly more efficient approaches, at
the cost of slightly higher entropy waste.
For the generation of fixed-weight binary vec-
tors—defined as binary vectors with a fixed
number of non-zero elements—five existing ap-
proaches have been efficiently implemented:
• RepeatedAND method [2]: A non-

constant-time approach that takes advan-
tage of the statistical properties of the bit-
wise AND operation applied to uniformly
distributed random binary vectors to obtain
the target vector.

• Sorting method: A strictly constant-time
approach that employs an efficient integer
sorting algorithm to uniformly shuffle the
positions of ones and zeros within a binary
vector.

• Rejection method: A non-constant-time
approach that generates pseudo-random in-
tegers acting as positional indices to manip-
ulate the output binary vector.

• Fisher-Yates method: A non-constant-
time approach that uniformly randomizes
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a pre-initialized vector by swapping its ele-
ments with others chosen at random.

• Sendrier’s Fisher-Yates method [9]: A
variant of the classical Fisher-Yates shuffle
designed to offer secure, constant-time exe-
cution.

Finally, for the generation of permutations,
the RandShaper library implements the method
proposed by Daniel J. Bernstein [1] to generate
control bits and route elements through an in-
place Beneš network, a routing topology capable
of applying any arbitrary permutation to an ar-
ray of n = 2m elements, where m ∈ N.

3. Benchmarks
The tested parameters are those of the NIST
Round 2 candidates for additional digital signa-
tures. For modular arrays, fixed-weight binary
vectors, and permutations, the employed PRNG
is a parallelized version of SHAKE-256.
Regarding binary string generation (Fig-
ure 2), the ChaCha20 implementation achieves
the highest throughput among the evalu-
ated PRNGs for cryptographically relevant
data sizes. It is followed in efficiency by
the hardware-accelerated AES-256-NI-CTR-
DRBG, the vectorized SHAKE-256-X4, and the
standard SHAKE-256. Conversely, the purely
software-based AES-256-CTR-DRBG exhibits
the poorest performance, ranking last across
the benchmark.
For modular array generation (Figure 3), the Re-
jection Sampling method is the fastest across
all tests. This performance is due to its non-
constant-time nature, as the number generation
and rejection processes are computationally in-
expensive. Among the constant-time Arithmetic
Decoding methods, the Chunked and Chunked
Tree approaches are the fastest. The Monolithic
approach is consistently the slowest; while it
achieves optimal entropy usage, it requires much
more expensive multi-precision arithmetic oper-
ations.
In fixed-weight binary vector generation (Fig-
ure 4), a clear performance pattern emerges
based on vector density. Among the non-
constant-time approaches, the RepeatedAND
and Rejection methods consistently outper-
form the others, whereas the classical Fisher-
Yates method is strictly dominated in all eval-
uated scenarios. Specifically, the RepeatedAND

method provides the highest throughput for
dense vectors (i.e., those with a low number
of zero elements), while the Rejection approach
proves to be the most efficient for sparse vectors.
A symmetric behavior is observed within the
constant-time approaches: the Sorting method
is highly optimized and dominates the genera-
tion of dense vectors, whereas Sendrier’s Fisher-
Yates variant scales much better and represents
the fastest constant-time solution for sparse vec-
tors.
Finally, for control bit generation in Beneš net-
works (Figure 5), performance strictly scales
with the size of the network. Increasing the net-
work size to the next power of 2 results in a dou-
bling or tripling of the computational overhead.
The same scaling applies to the routing process,
although the actual data routing remains expo-
nentially faster than the initial control bit gen-
eration.
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Figure 2: Performance comparison of binary
string generation (CPU cycles).
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Figure 3: Performance comparison of modular
array generation across all three NIST Security
Levels.
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Figure 4: Performance comparison of fixed-
weight vector generation across all three NIST
Security Levels.
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Figure 5: Performance comparison of control
bits generation and routing for Beneš networks.

4. Conclusions
This thesis presented the RandShaper frame-
work, a library designed to support post-
quantum cryptographic schemes in the genera-
tion and shaping of pseudo-random objects: bi-
nary strings, fixed-weight vectors, modular num-
bers, and permutations.
Observing the obtained results, we can conclude
that there is no universally dominant method for
the generation of a pseudo-random object; some
methods excel for certain sets of parameters,
while others are more computationally efficient
for different ones. Furthermore, the choice of
the algorithm to be employed in a post-quantum
cryptographic scheme does not depend solely on
the efficiency of the method, but also on the spe-
cific objectives set by the scheme, such as the
requirement of minimal entropy waste or the ne-
cessity of the constant-time property.
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