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Abstract

With the growing popularity of smartphones and apps, cyber criminals have
begun infecting mobile devices with malware. The prevalence and complexity
of such malicious programs are constantly on the rise.

In response, researchers proposed various approaches for analysis and detec-
tion of malicious applications. In this work we focus on the fundamental
problem of malware analysis, which can be traditionally divided in two cate-
gories: static and dynamic analysis. Static approaches have the main advan-
tage of high code coverage and scalability, but they are ineffective against
code obfuscation or dynamic payloads. Conversely, dynamic approaches are
resilient to code obfuscation but they reach lower code coverage than static
ones. In particular, current solutions are unable to fully reproduce the typ-
ical usage of human users, so to only partially cover the malicious code
during dynamic analysis. Consequently, a malware sample may not exhibit
its malicious behavior, leading to an erroneous or incomplete analysis.

In this work we propose a new approach to exercise the user interface (UI) of
an Android application in order to effectively exercise potentially malicious
behaviors. To this end, our key intuition is to record and reproduce the
typical Ul-interaction of a potential victim of the malware, so to stimulate the
relevant behaviors during dynamic analysis. Moreover, to make our approach
scale, we record a trace of the Ul events while a human is using an app, and
then automatically re-execute this trace on apps that are “similar” to the
given one. We developed our approach in PUPPETDROID, an Android remote
execution environment and Ul exerciser for dynamic malware analysis.

We experimentally demonstrated that our stimulation approach allows to
reach higher code coverage than automatic Ul exercisers, so to succeed in
stimulating interesting malicious behaviors that are not exposed when using
other approaches.

Finally, PUPPETDROID relies on crowdsourcing to collect new stimulation
traces: we believe that our system can attract the interest not only of se-
curity analysts but also of normal users that want to safely test potentially
malicious applications.






Sommario

Gli ultimi anni sono stati testimoni di una crescita esponenziale nell’adozione
e diffusione di dispositivi mobili come smartphone e, pill recentemente, ta-
blet. In particolare, gli attuali smartphone non possono pit essere etichettati
come semplici dispositivi per fare chiamate telefoniche o mandare SMS, ma
sono diventati complessi e potenti strumenti che permettono la navigazione
web, 1'utilizzo di social network, la navigazione tramite GPS e ’esecuzione
di operazioni bancarie. A supportare ulteriormente la diffusione di questi
dispositivi ha contribuito la comparsa di numerosi negozi virtuali che per-
mettono agli utenti di poter accedere ed installare sui propri dispositivi una
vasta gamma di applicazioni in maniera semplice ed immediata. Tutto que-
sto ha portato, verso la fine del 2012, al definitivo sorpasso del numero di
dispositivi mobili attivi rispetto al numero di PC convenzionali.

La crescente popolaritd di smartphone e delle relative applicazioni ha ine-
vitabilmente attratto I’attenzione di criminali informatici, che hanno quindi
iniziato a sviluppare applicazioni malevoli per dispositivi mobili. Un’applica-
zione malevole, o malware, € un’applicazione sviluppata col chiaro intento di
compiere delle azioni all’insaputa dell’utente che possono spaziare dal furto
di informazioni sensibili, alla sottoscrizione a servizi a pagamento o all’esecu-
zione di operazioni con l'intento di rendere il dispositivo inutilizzabile. Come
mostrato inoltre da recenti report di produttori di anti-virus ed esperti del
settore, la diffusione e la complessitd dei malware ¢ in continua crescita e
Android risulta la piattaforma piu colpita.

In risposta a questo fenomeno, sono state proposte diverse tecniche per ana-
lizzare ed individuare nuove minacce. In questo lavoro ci focalizziamo sul-
I’analisi di malware. In particolare, i due principali approcci adottati per lo
studio di nuovi malware sono ’analisi statica e quella dinamica. Le tecniche
di analisi statica prevedono 1'utilizzo di strumenti di decifratura, decompi-
lazione o disassemblaggio per analizzare il codice di un’applicazione a vari
livelli. Per esempio, un tipico scenario di utilizzo ¢ la ricerca all’interno
del codice di schemi di esecuzione tipici, detti signature, per poter indivi-
duare velocemente se un’applicazione puo essere etichettata come malevola
oppure no: questa tecnica é solitamente alla base del funzionamento della



maggior parte degli anti-virus. Gli strumenti di analisi statica presentano
il vantaggio di raggiungere un’alta copertura di codice, poiché permettono
di analizzare percorsi di esecuzione di difficile accesso, e un’alta scalabilita,
perché 'analisi puo essere automatizzata in maniera particolarmente agevo-
le. Questi strumenti risultano perd spesso ineflicaci in presenza di codice
offuscato, ovvero codice appositamente modificato per renderne difficile la
lettura e I'analisi, e payload dinamici, ovvero porzioni di codice che vengono
recuperate dal programma durante la sua esecuzione e quindi non accessibili
staticamente. Le tecniche di analisi dinamica prevedono invece di studiare il
comportamento di un programma, potenzialmente pericoloso, eseguendolo in
un ambiente sicuro e controllato, definito sandbozx. Tipiche soluzioni adottate
in questo approccio prevedono 'utilizzo di network sniffer, ovvero strumenti
in grado di analizzare e tenere traccia del traffico di rete, o di tecniche di
istrumentazione del codice, per tracciare le chiamate di sistema invocate dal-
I’applicazione. Queste informazioni vengono poi utilizzate dall’analista per
risalire ai comportamenti malevoli, definiti malicious behavior, messi in atto
dal malware. L’analisi dinamica non risente della presenza di codice offusca-
to, dal momento che prima o poi questo codice deve “de-offuscarsi” durante
I’esecuzione, o di dynamic payload, pero difficilmente riesce ad ottenere 1’alta
copertura di codice o la scalabilita tipica dell’analisi statica. La copertura di
codice ¢ in particolare la limitazione principale di questo approccio: infatti
I’analisi dinamica puo studiare le azioni eseguite in un percorso di esecuzio-
ne solamente se quel percorso viene effettivamente esplorato. Le soluzioni
attualmente disponibili cercano di superare questa limitazione utilizzando
strumenti di stress-testing o sistemi che combinano 1'uso di tecniche di ana-
lisi statica con stimolatori di User Interface (UI) automatici: il problema di
questi approcci € che difficilmente riescono a ricreare l'interazione tipica di
un utente umano, generando quindi una stimolazione spesso inefficace e una
scarsa copertura di codice.

L’obbiettivo di questo lavoro é di proporre un approccio innovativo per con-
durre test di analisi dinamica, definendo un metodo in grado di stimolare
in maniera efficace l'interfaccia di un’applicazione. L’approccio che propo-
niamo ruota intorno a due concetti chiave. Il primo é quello di sfruttare la
stimolazione fornita da un tester umano per riprodurre la tipica interazione
generata da una vittima del malware: a differenza infatti degli stimolatori
automatici, I'utente umano comprende la semantica degli elementi visualiz-
zati a schermo ed é in grado di stimolare ’applicazione in maniera corretta.
Il secondo concetto chiave é quello di registrare una traccia dell’interazione
dell’'utente con 'applicazione e sfruttarla per stimolare applicazioni che pre-
sentino un layout simile a quello dell’applicazione originariamente testata.
La nostra idea é avvalorata da una pratica particolarmente diffusa tra gli
autori di malware, ovvero il repackaging di malware esistenti per creare delle
varianti in grado di non essere individuate dagli anti-virus. Tramite il nostro



approccio quindi, se almeno un utente riesce a stimolare un comportamento
malevolo in un malware, & molto probabile che rieseguendo quella traccia
di interazione su applicazioni simili, sia possibile stimolare comportamenti
malevoli simili.

Basandoci su queste osservazioni, abbiamo implementato il nostro approccio
in PUPPETDROID, un ambiente di esecuzione remota per I’analisi dinamica di
malware Android. PUPPETDROID mette a disposizione dell’utente 2 metodi
per eseguire l'analisi dinamica di un’applicazione (malevola):

1. Test Manuale: l'utente interagisce direttamente con l’applicazione
ed esegue il test utilizzando la sandbox che mettiamo a disposizione.

2. Test Automatico: 'utente sfrutta tracce di stimolazione, registrate
da test manuali precedentemente eseguiti, per stimolare in maniera
automatica la UI di applicazioni simili.

I test manuali permettono agli utenti di testare applicazioni potenzialmente
pericolose tramite il proprio smartphone, senza alcun rischio di infezione o
furto di dati sensibili. L’applicazione viene infatti eseguita su una sandbox
remota opportunamente istrumentata per poter effettuare analisi dinami-
ca. Inoltre 'interazione degli utenti con le applicazioni vengono registrate
in tracce di stimolazione: queste tracce vengono usate nei test automatici
per stimolare applicazioni simili in maniera automatica, rendendo quindi il
nostro approccio scalabile. Infine, il nostro sistema pud fare affidamento
sul crowdsourcing per la raccolta di nuove tracce di stimolazione: riteniamo
infatti che PUPPETDROID possa attirare 'attenzione non solo di esperti di
sicurezza informatica, ma anche di utenti comuni che vogliono provare in
maniera sicura delle applicazioni che hanno scaricato dal Web o da negozi
alternativi.

I risultati dei test sperimentali condotti per valutare il nostro approccio mo-
strano che sia i test manuali che i test automatici, eseguiti riutilizzando
tracce di stimolazione precedentemente registrate, permettono di ottenere
una copertura maggiore, in termini di behavior stimolati, rispetto a quella
ottenuta con i classici strumenti di stimolazione automatica. Inoltre, abbia-
mo individuato anche alcuni casi particolari in cui PUPPETDROID riesce a
stimolare behavior malevoli, che non sono invece esposti utilizzando approcci
di stimolazione differenti.

I contributi originali presentati in questa tesi possono essere riassunti nei
seguenti punti:

— Proponiamo un nuovo approccio per I'analisi dinamica di malware per
Android che sfrutta la stimolazione eseguita da un tester umano in
modo da ottenere una maggiore copertura di codice.

— Proponiamo un metodo innovativo per stimolare in maniera automati-



cala Ul di un’applicazione, riutilizzando tracce di stimolazione eseguite
su applicazioni simili precedentemente analizzate.

Abbiamo implementato il nostro approccio in PUPPETDROID, un ser-
vizio di semplice utilizzo che sfrutta un ambiente di esecuzione remota
per permettere agli utenti di testare in maniera sicura applicazioni po-
tenzialmente pericolose, senza alcun rischio di infezione o furto di dati
sensibili.

Abbiamo valutato sperimentalmente il nostro approccio e dimostrato
che sia la stimolazione manuale che quella automatica, ottenuta tramite
il riuso di tracce di stimolazione, permettono di ottenere una maggiore
copertura di codice rispetto a quella ottenuta con altri approcci di
stimolazione automatica.
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Chapter 1

Introduction

In recent years, we witnessed an explosive growth in smartphone sales and
adoption: as reported by Canalys [4], in 2011 the number of smartphones
sold worldwide surpassed the number of conventional PCs, and the total
number of active units surpassed the 1 billion mark in the third quarter of
2012 [3]. The popularity of smartphones can be partially attributed to the
particular functionality and convenience they offer to end users. In fact,
existing mobile phones are not simply devices used to make phone calls
and receive SMS messages, but powerful communication and entertainment
platforms for web surfing, social networking, GPS navigation, and online
banking. Furthermore, their usability has been greatly supported by the
emergence of many app marketplaces, online stores where users can browse
through different categories and genres of applications and automatically
download and install them on their devices. Ubiquity and ease of handling
of such devices made them the new personal computers.

Unfortunately, such popularity also attracted the attention of cyber crimi-
nals: as a matter of fact, security reports by Anti-Virus (AV) vendors [42,
40, 8, 30| illustrate a notable increase in the number of threats against mo-
bile platforms during the last year. In particular, these reports point out
that Android appeared to be the operating systems most targeted by mobile
threats in 2012.

The distribution of malicious software, commonly known as “malware” or
“mobile malware”, for smartphones is certainly the main threat. In response,
researchers proposed various approaches for analysis and detection of ma-
licious applications. In this work we focus on the fundamental problem
of malware analysis, which can be traditionally tackled with two types of
program-analysis techniques: static and dynamic analysis. Static approach
analyzes the code at various levels (e.g., machine, assembly or source). Static
analysis is used, for instance, to find known patterns of malicious code or
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to reconstruct a program’s Control Flow Graph (CFG). Static analysis has
the main advantage of high code coverage and scalability, but it is ineffective
against obfuscated code (i.e., source or machine code properly modified in
order to make it difficult to be read and analyzed) or dynamic payloads (i.e.,
portion of code dynamically downloaded during program execution). On the
other hand, dynamic analysis studies the behavior of a program by observing
its execution in a sandbozed environment (i.e., a controlled environment ex-
pressly created to execute potentially dangerous applications in a safe way).
A malicious behavior identifies any possible action performed by the applica-
tion against the will of the user and it can range from sensitive information
leaking, to the subscription to premium-rate services or the disruption of
user’s device. Typical dynamic analysis techniques involve the use of packet
analyzers to intercept and log network traffic generated by the malware or
the use of instrumentation techniques in order to keep trace of system calls
invoked by a malicious application. This information is used by analysts to
examine the actions performed by an unknown program during its execution
and to reconstruct its behavior. Dynamic analysis is not circumvented by
code obfuscation because code has to deobfuscate itself sooner or later dur-
ing execution. Eventually, the malware will exhibit its malicious behavior.
However, the main limitation of dynamic analysis is its inability to reach
high code coverage: dynamic analysis can examine the actions performed in
an execution path only if that path is actually explored. Current solutions
mitigate this limitation leveraging stress-test tools or a combination of static
analysis and automatic User Interface (UI) exercisers: the problem of these
approaches is that they are often not able to reproduce the typical usage of
a human user, providing in this way an ineffective stimulation and unsatis-
factory code coverage. Exercising mobile applications in a proper way is not
trivial problem because mobile applications make use of highly-interactive
Uls in order to leverage the capabilities of modern touchscreen devices.

In this work we propose a new approach to exercise the Ul of an Android
application in order to change the way malware analysis experiments are con-
ducted and effectively exercise potentially malicious behaviors. To this end,
our key intuition is to analyze and reproduce the typical Ul-interaction of a
potential victim of the malware, stimulating in this way relevant behaviors
for analysis purposes. Unlike automatic exercisers, human user understands
the semantic of the Ul elements and exercises the application accordingly.
A quite common practice among mobile malware authors is to repackage al-
ready existent malware samples, inserting small changes that allow them to
obtain new samples able to avoid detection techniques with minimum effort.
Our idea is to record a trace of the human-driven Ul stimulation performed
during a test and automatically re-execute this trace on applications similar
to the one originally tested by the user. In this way, if at least one user in our
system succeeds in manually stimulating a malicious behavior in a malware,
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it is quite likely that by re-using Ul stimulation traces, we can stimulate
similar malicious behaviors.

Based on the above observation and intuitions, in this work we propose two
ways to perform dynamic analysis of a (malicious) Android application:

1. Manual Test: the user directly interacts with the application and
executes the test leveraging the sandboxed environment we provide.

2. Automatic Test: the user leverages previously recorded Ul stimula-
tion traces performed on similar samples to automatically exercise the
application.

Manual testing allows us to exercise in an effective way the Ul of the appli-
cation. Moreover, we record the interaction of the user with the application
and we store it in a stimulation trace: with this term we indicate the sequence
of actions performed by the user and the list of Ul elements actually stimu-
lated during the test. We then leverage these stimulation traces to support
automatic testing: in this way, we can make our approach scale and effec-
tively test repackaged variants of malware previously tested by human users.
Finally, we can rely on crowd-sourcing to collect new stimulation traces: we
believe that our system can attract the interest not only of security ana-
lysts but also of normal users that want to safely try potentially malicious
applications they found on the web or in alternative markets.

We developed our approach in PUPPETDROID, an Android remote execution
environment and Ul exerciser for dynamic malware analysis. Our system
let security analysts perform manual tests on potentially malicious Android
applications using their personal devices, avoiding any possible risk of infec-
tion or information leaking to them. The application actually executes on a
remote sandbox. The typical usage scenario of PUPPETDROID is as follows.
The security analyst uploads a suspicious application to our service. If a
stimulation trace is available, PUPPETDROID uses it to exercise the applica-
tion, which runs in the (instrumented) Android emulator. Upon test termina-
tion, the system returns recorded behaviors to the analyst. If no stimulation
trace is available, the analyst is prompted to either provide a stimulation
trace (i.e., by exercising the application from his or her smartphone) or to
enqueue the application for analysis. In this latter case, whenever a new
turk (i.e., a human worker in the crowdsourcing terminology) is available, he
or she provides the stimulation trace for the enqueued application.

We experimentally evaluated our approach. The results showed how both
manual exercising and re-execution of stimulation traces allow to reach higher
code coverage than the one obtained with automatic Ul exercisers: as a
matter of fact, we succeeded in stimulating more than twice the number
of behaviors stimulated by other exercising strategies. Moreover, we found
some particular cases in which PUPPETDROID succeeds in stimulating inter-
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esting malicious behaviors that are not exposed using automatic application
exercising approaches.

The original contributions presented in this thesis can be summarized as
follows:

— We propose a new approach to Android dynamic malware analysis that
leverages human-driven Ul stimulation to increase code coverage.

— We propose an original method to automatically exercise the Ul of
an unknown application re-using Ul stimulation traces obtained from
previously analyzed applications that present a similar layout.

— We implemented our approach in PUPPETDROID, an easy-to-use ser-
vice that leverages remote sandboxing to allow users to safely test
potentially malicious applications without any risk of infection or in-
formation leakage.

— We experimentally evaluated our approach demonstrating that manual
exercising and stimulation trace re-execution allow to reach higher code
coverage than the one obtained with automatic Ul exercisers.

The document is organized as follows.

In Chapter 2 we introduce the Android operating system, we describe the
problem of mobile malware and present the most relevant works in the fields
PuPPETDROID deals with. We then analyze the current limitations of exist-
ing Android malware analysis systems and show how our approach can bring
an innovative contribution to the state of the art.

In Chapter 3 we explain the design and implementation choices we made
to build PUPPETDROID. We initially present an overview of the system,
subsequently describing each component in detail. Here we also present
puppet_rerunner, the tool we implemented to re-execute previously recorded
UI stimulation on repackaged applications.

In Chapter 4 we describe the experiments we made to evaluate our approach.
Specifically, we compare our human-driven stimulation approach with cur-
rently used automatic stimulation strategies. Then we propose a set of ex-
periments to evaluate the effectiveness of our re-execution method.

In Chapter 5 we analyze the main limitations of PUPPETDROID system,
focusing on performance and the problem of evasion from dynamic analysis
environments.

In Chapter 5 we overview relevant works in two fields related to this thesis:
static malware analysis and Android applications similarity.

Last, in Chapter 7 we draw the conclusions of our work, discussing the orig-
inal contributions that we provided and suggesting future developments and
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improvements to PUPPETDROID system.






Chapter 2

Background and state of the
art

In this chapter we introduce the Android platform, presenting a general
overview of the operating system and then focusing on security aspects (Sec-
tion 2.1). In Section 2.2, we present the state of the art in the main fields
this thesis deals with: malware analysis and Ul stimulation. Finally, in Sec-
tion 2.3 we illustrate the limitations of existing Android malware analysis
techniques and introduces our approach to face them.

2.1 The Android platform

Android is a popular open-source operating system primarily designed for
touchscreen mobile devices, such as smartphones and tablet computers, and
developed and supported by a group of companies known as the Open Hand-
set Alliance, led by Google |23]. Publicly unveiled in 2007, Android has seen
an explosive proliferation during the last years. Eric Schmidt, Google’s ex-
ecutive chairman and former CEO, has recently announced [33] that his
company is now seeing 1.5 million activations per day, boasting an installed
base of about 750 million users. Thanks to these numbers, Android nearly
reached 80.0% of the mobile market share [22| and has an upward trend with
a growth of 73.5% in 2013.

To simplify the application distribution, discovering, purchasing and updat-
ing, the last years have seen the emergence of many app marketplaces, online
stores where users can browse through different categories and genres of ap-
plications, view information and reviews of them, and automatically down-
load and install the application files on their devices. Indeed, along with the
number of Android devices, the prevalence of the official app market, Google
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Figure 2.1: Android software stack.

Play Store, increased this year hitting 48 billion downloads and over 1 million
available applications, as stated by Sundar Pichai, senior vice president at
Google, during Google I/O 2013 [43]. In addition to the official market, tens
of unofficial/alternative markets (e.g., Amazon App-Shop, Samsung Apps,
AndroLibs, AppBrain), offer exclusive applications, or applications that were
banned from the official repository.

2.1.1 Overview

The core operating system is built on top of the Linux kernel, which provides
a hardware abstraction layer to make Android easily portable to a variety
of platforms. Most of the core functionality is implemented as applications
running on top of a customized middleware. The middleware itself is written
in Java and C/C++. Figure 2.1 shows the various level of the Android
software stack.

Applications are most often written in Java and compiled to a custom byte-
code known as the Dalvik EXecutable (DEX) bytecode format. In particu-
lar, during the compilation process, a Java compiler first generates the Java
byte-code, as a set of .class files, and then the Dalvik dx compiler consumes
the .class files, recompiles them to Dalvik bytecode and finally writes the
resulting application into a single .dex file. However, all applications can
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contain both Java and native components. Native components are simply
shared libraries that are dynamically loaded at runtime: the Java Native
Interface (JNI) is used to allow communications between the native and
Java code. The Dalvik Virtual Machine (DVM) is then used to provide a
Java-level abstraction in order to provide a sandboxed application execu-
tion environment. An Android application is distributed using the Android
Package (APK) format, that is basically a ZIP formatted file containing
the above mentioned classes.dex, an XML manifest file that describes the
application and finally libraries and resources used by the application.

2.1.2 Android security

The Android platform takes advantage of the Linux user-based protection as
a means of identifying and isolating application resources. As a matter of
fact, each application runs in a process with low-privilege user ID, assigned
at installation time, and applications can access only to their own files. By
default, an Android application can only access a limited range of system
resources. The system restricts Android application access to sensitive re-
sources, as telephony and SMS/MMS functions, network/da