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Abstract

The world population is getting older resulting in socio-economic con-
sequences due to ageing-related biological, psychological, and social
fragilities. Rising care costs and the failure of traditional care models

favor an independent ageing in place postponing institutionalization as far as
possible. Ambient Assisted Living is a technological solution that improves
the living environment of the elderly and fragile person with tools and the
intelligence needed to support independent life. This work presents BRIDGe,
a modular, interoperable, and personalizable ambient assisted living system
developed in the context of Assistive Technology Group (ATG) in Politecnico
di Milano.

This Doctoral Thesis proposes four main intertwined focuses: the profi-
cient collection of indoor human localization data, the HA (Home Automa-
tion) data processing to ensure dependability, the generation of synthetic HA
datasets, and the analysis of data to create a correlation between HA status
and Activities of Daily Living (ADLs). Indoor Human Localization (IHL)
concerned the improvement of a 2.4GHz RF-based system, as well as the
development of another system based on 125kHz RF. Dependability for IHL
was provided to address faults, especially where introduced by the users. To
such aim two methodologies have been developed and validated, providing
fault detection and localization. These methods rely also on the opportunistic
exploiting of HA sensors, especially those related to motion and presence.
To this aim also an enriched model for characterization of motion sensors
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is proposed. To avoid high costs and long time acquisitions, an innovative
simulator of human behavior able to reproduce certain routines and generate
synthetic ADLs scheduling is hereby introduced. Finally, representing HA
data through a proper image-like entity, the proposed method shows how it is
possible to discover activities performed by an inhabitant of a Smart Home
from sensors data, applying an unsupervised clustering. The overall proposed
scenario comprises a set of innovative methods and techniques, aiming to the
recognition of changes in a person’s behavior. This will enable an independent
ageing for the elderly people and the implementation of targeted interventions,
reducing costs.

VI



Summary

Demographic charts are showing an unprecedented growth in the num-
ber of the elderly segment of the population. The number of older
persons aged 60 or over is projected to be 2 billion in 2050, three times

the number in 2000, comprising 22% of the world population [1]. World
Health Organization (WHO) Active Ageing framework considers health,
safety, independence, mobility, and participation as five higher level needs of
the older adults.

It is widely accepted that ICT can play an important role in improving
the quality of life and well-being of the elderly people especially for an inde-
pendent living. Assistive Technology and Ambient Assisted Living are two
examples of ICT technologies seeking to help elderly and disabled people. As-
sistive technology is defined as “any device or system that allows an individual
to perform a task that they would otherwise be unable to do, or increases
the ease and safety with which the task can be performed" [2]. Ambient
assisted living can be best understood as the marriage of two fields: assistive
technology and ambient intelligence [3]. Ambient intelligence is based on
ubiquitous computing paradigm applied in an environment such as a home.
This work is done in the context of an ambient assisted living system.

The Assistive Technology Group (ATG) is a multi-disciplinary group in
Politecnico di Milano. The main goal of ATG is to provide innovative ICT-
based and sustainable solutions addressing the problem of fragility, especially
for elderly and disabled people. BRIDGe is an ambient assisted living system
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developed by ATG with the main goal of providing mutual reassurance for its
users: the person inside the home, the family and caregivers outside the home.
It is devised to be modular, interoperable, low-cost, and personalizable among
its other characteristics. These features prepare the ground for a need-based,
social-technological coordinated service design for the users of BRIDGe: the
social counterpart, thanks to its domain expertise, interviews the users in
order to elicit their genuine needs; the technological counterpart proposes an
appropriate solution for the identified need; once approved by the user, the
service is implemented and easily integrated to BRIDGe.

Inside the BRIDGe project part of the research focus is devoted to data
collection, processing and analysis for behavior drift detection. It is indeed
crucial for the system to be aware of criticalities and routine changes, especially
when they concern needs related to the mutual reassurance paradigm. In this
work four main declination of such focus will be highlighted: the proficient
collection of indoor human localization data, the HA (Home Automation)
data processing to ensure dependability, the generation of synthetic HA
datasets, and the analysis of data to create a correlation between HA status
and Activities of Daily Living (ADLs).

Indoor Human Localization

Localizing the inhabitants of a Smart Home, most of times, is not a naive
task. First of all, the sensors commonly used for Home Automation do
not provide enough information for a precise localization, only presence or
motion in specific areas. Furthermore it is not possible to identify the person,
not even to differentiate the inhabitants. These main reasons motivate the
introduction of an Indoor Localization System designed specifically for Smart
Home applications.

Part of the Localization System detailed in Chapter 3 was based on LAURA
– LocAlization and Ubiquitous monitoRing of pAtients. Such system lever-
ages a solid and widespread RF technology, over the 802.15.4 IEEE standard.
A set of unobtrusive low-power devices, battery powered, deployed in the envi-
ronment dynamically and autonomously create and maintain an RF network.
Among those devices some are given to patients, while the rest is statically
placed in known locations. The strong point of LAURA is such a structure,
enabling to exploit a zero-configuration adaptive distance estimation method.
Such algorithm is able, leveraging the received power of the exchanged signals
among all the possible devices pairs, to compute the distances of a person with
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respect to the known-position devices. These distances, through a multilatera-
tion procedure, can be used to infer the coordinates in space, representing the
persons position.

Nonetheless the presented system reports several limitations in precision
and performances. While some of the questions have been addressed suc-
cessfully, proposing a new discrete multilateration method, the limitations
introduced by RF signal variability were addressed by adopting a different
frequency. Indeed the adoption of a lower frequency, as detailed in Chapter 4,
permitted to avoid undesired effects and to obtain more precise information.

Dependability

Where localization is meant to be used for mutual reassurance, the focus
concerns not only precision: dependability features are needed to provide
a reliable information. The main idea is to exploit already-in-place devices,
as a source of redundant knowledge about the person’s position. Crossing
this information with the one from the Indoor Human Localization system
enables to identify faults in both systems. In particular within this work
(Chapter 5) two different approaches are detailed: a sharp model based and a
probabilistic fault localization method.

While most of the design effort for dependability is usually devoted to
manage faults generated by components of the system (e.g., hardware or
software, technically named natural faults), in this work the focus is also on
those generated by the users, called human-made faults. Moreover, the system
is provided with a fault localization method. This, based on the system status
in case of inconsistency – and thus of fault – is able to point out the device
not operating in a correct manner, and the building area where the fault is
having place. A validation of both methods on real-world as well as simulated
data prove their effectiveness.

Furthermore, the need of leveraging HA data to recognize motion and
presence triggered the attention for Pyroelectric InfraRed (PIR) sensors. The
interest for those devices is also motivated by their unobtrusive functioning,
low costs and easy installation. Nonetheless their behavior in terms of
sensitivity to movement is often not sufficiently characterized. Within this
picture a piece of this work (Chapter 6) is devoted to the proposal of a model
for PIR sensors characterization. Such method, relying on empirical data,
considers not only the geometry of the device sensitivity, but also how the
characteristics of users motion affect the output. This model is supported by
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experimental results collected in indoor environments.

Data Generation

Smart technologies development is nowadays oriented toward intelligent
services for the dweller. Designing the Artificial Intelligence which plays
behind the scenes of such smart devices requires large datasets for several
reasons: training of machine learning algorithms, customization, testing,
validation, etc. Usually such tasks are carried out on real world data, requiring
devices purchase and installation, the identification of test users, protocol
definitions, and long acquisition times. The BRIDGe project cannot be
immune to those questions.

To speed up the development and reduce costs, a behavior simulator can
digitally reproduce environments and behaviors of the dwellers, in controlled
conditions and in a short time. The novelty of the technique proposed in
Chapter 7 is to leverage the balance of two competitive factors, the Time
Dependency and the Personal Needs, to create an ADL scheduling. The rela-
tionship between the two contribution is mathematically described through a
weight function, which computes a score, representing the probability actions
to be performed in that moment. The resulting software was called SHARON
(Simulator of Human Activities, ROutines and Needs), and was validated
to reproduce human routines. The ARAS dataset was used for validation.
The obtained results showed a good match with the original distributions
especially when looking at the more regular ADLs.

ADL Discovery

Aiming to the detection of behavior drifts, one of the core questions is to
determine what such deviations are. Such task is challenging from many
different perspectives: how to represent the behavioral routine information, to
identify semantic domains, to define the detail level needed, etc. A possible
approach is the definition of an atomic quantity, an elementary entity, which
composes the behavior of a person, his or her routines. Such entity can be
identified in the set of the Activities of Daily Living (ADLs). Indeed the
identification of an ADL requires to be temporally defined, described by a
specific set of sensors readings, in a certain area of the house, etc.

The final part of this work (Chapter 8) describes a methodology developed
to discover ADLs instances along the daily life of a Smart Home inhabitant,
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represent them, and associate them to specific semantic contexts. The novelty
of such contribution is a method that relies only on the data characteristics,
by representing the HA sensors status in entities called snapshots, without
needing any previous training. The distance designed specifically for those
representation is enough for identifying clusters of homogeneous activities
instances. Experimental results showed satisfying precision and recall, espe-
cially when compared to other works on the same datasets published in the
literature. Moreover the representation of activities through BoW provides
an interesting way to attach semantics to the identified sets of snapshots. A
preliminary work concerning the identification of a correspondence between
different instances of the same activity contained in different clusters, returned
limited results.
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1
Introduction

Demographic charts are experiencing an unprecedented growth in the
number of the elderly segment of the population. This demographic
shift is a by-product of lower fertility and better health conditions

leading to lower mortality among older persons. The number of older persons
aged 60 or over is projected to be 2 billion in 2050, three times the number in
2000, comprising 22% of the world population [1]. United Nations report [4]
characterizes population ageing as being unprecedented, pervasive, profound,
and enduring.

In particular, Italy is situated on the top positions of the nations with an
aged population. According to UN 2001 study [5], Italy is the country with
more than 10 million inhabitants aged over 60 that constitute the highest pro-
portion of the overall population (24.5%) in year 2002. Based on population
projections, it will be the second nation in the list in year 2050 with 34.0%
of its population aged over 60. Figure 1.1 illustrates the projection of the
population aged 65 and over for European countries in years 2007, 2020, and
2030.

1.1 The Challenge of Ageing and Fragility

A common definition of an older adult does not exist. Using chronological age
as a criteria is the most natural and intuitive way to define an older adult which
is, however, not precise. This is due to the variations in physical and mental
health of the people categorized based on age. In general, the ageing process is
accompanied by fragilities resulting from biological, psychological, and social
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Chapter 1. Introduction

Figure 1.1: EU Ageing [6]

degradations [7]. As people get older, they get wiser, more meditative, full of
memories, and their living rhythm inevitably slows. On the other hand, they
become less willing, able and prone to change, their bodies lose some abilities,
they fatigue faster, attention and reflexes decay, they feel more the need for
affective attentions. Ageing brings a general sensory decline in all the senses
(taste, smell, haptics, audition, and vision). The two sensory degradations
that could be more important for the daily activities of an older adult are
audition and vision. A significant portion of individuals aged 65 and over
suffer from hearing loss with implications for the social interaction. Dalton et
al. [8] have conducted a study to understand the effect of hearing loss on the
quality of life of the elderly. They conclude that there is a connection between
hearing loss and lower quality of life among the older adults. Elderly with
moderate to severe hearing loss have problems in their activities of daily living.
Vision loss is another age-related impairment which is very common among
older adults and affects breadth of visual field, visual processing speed, and
perceptual flexibility. An aged-impaired cognition (i.e. the ability to process
information) could show itself as memory problems, attention issues, spatial
cognition difficulties, and lower language comprehension. The cognition
impairments are specifically detrimental to the social aspect of the life of
an older adult. Finally, elderly people become slower and less accurate in
movement control and speed. Motor and mobility issues are due to both
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1.1. The Challenge of Ageing and Fragility

Physiology

Safety

A ection

Esteem

Motivation

Figure 1.2: Maslow’s hierarchy graphical representation. Needs priority is higher for bottom
layers while, needs complexity is higher for top levels.

physical and cognitive degradations.
All these aspects of change can combine in countless different ways, even-

tually in a growth of the person’s fragility. A person becomes fragile when
his/her weakness threatens an important aspect of his/her life. Psychological
conditions (e.g., phobias), disability or limited capabilities are examples of
factors that can make a person fragile. The elderly conditions often com-
prise many smaller weaknesses which impact their everyday life and their
independence.

1.1.1 Maslow’s Hierarchy of Needs

An interesting classification of the humans’ needs and life desires was per-
formed by Maslow in 1970 (Maslow, Frager, & Cox, 1970). In his work he
pictured a hierarchical classification of person’s needs, depending on their
importance, identifying five main categories (Figure 2). Even if the psycholog-
ical status of the person is complex, and many needs may coexist, usually the
lower levels of the hierarchy dominate the others. Starting from the bottom
it is possible to find the basic physiological needs: nutrition, excretion, rest,
homeostasis, and sex. The upper level concerns safety: the need for security,
order and stability. The third is about love and belonging, relationships with
beloved people, family, and friends. The fourth is the level about esteem
and self-esteem. The top level represents more complex needs, motivating
the person, while those already mentioned in the lower four are also called
D-needs, or Deficits. This refers explicitly to the hierarchical nature of these
needs, so that if a person lacks one of the basics, then he/she will try to fulfill
it, before dealing with those at higher levels.
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The ageing process changes the human person slightly, day by day. During
his/her old age the person tries to compensate the change, many times uncon-
sciously, to fulfill or to keep fulfilling some of the most basic needs. Starting
from the fourth level of the hierarchy (Esteem) the elderly often suffer from
lack of self-esteem, especially they feel they can not contribute to the family’s
activities anymore, that they are helped rather than do help. This feeling of
helplessness can be just the tip of the problem. Similarly, considering the third
level (Affection), the older adult can feel alone, especially if his/her children
live in another city, or if he/she has no friends. This is aggravated when other
problems arise, for example if the person finds hard to reach social meeting
places (e.g., the town square, the market, the bar, etc.), or he/she experiences
difficulties when trying to use technology (e.g., being unable to use the PC,
mobile phone, etc.) to communicate with his/her beloved. Furthermore, at
the second level (Security), the person might feel unsafe, especially if he/she
lives alone. This is worsened by some specific but common fears (of being
robbed, of falling, etc.), or in case of some health issues (e.g., diabetes). Being
reassured that someone is watching over them, and can intervene if needed, or
having an alarm system can represent something really important for them.
Finally, being able to prepare meals, keep the house clean and tidy, and take
care of oneself are the last necessities of the hierarchy, thus the more basic. As
easily understandable, the process can be very gradual and blend, but usually
it begins from the higher levels and then it extends to the other.

1.1.2 From Needs to Activities of Daily Living

The needs in Maslow’s hierarchy (mentioned in the previous section) and
the Activities of Daily Living (ADLs) are somehow connected and comple-
mentary. ADLs are the actions of the everyday life, what people normally
do in daily living including any activity, such as feeding themselves, bathing,
dressing, grooming, working, doing housework, and leisure [9]. The ability
or inability to perform ADLs is also used as a very practical measure of
ability/disability in many disorders diagnoses. Fragile elderly persons often
have difficulties in performing properly ADLs – they might forget procedures,
lack certain abilities, knowledge or qualities to perform them properly. Two
simple but significant examples are as follows: a man’s gait is hesitant and he is
afraid of falling when alone at home; another older adult has no more a good
short term memory, she cannot remember whether she took the medicines
or not. Looking at these micro-scenarios, it is possible to recognize ADLs as
an important intervention ground, to help elderly face their problems and
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fulfill their needs in order to live a better and independent life.

1.1.3 Mutual Reassurance

Providing a support to the elderly, to improve their independence, is one of
the research challenges [10]. To better understand the extent of this mission
it is worth looking at the ADLs from the point of view of both the ageing
person and his/her family. On the elderly side, the person is afraid of showing
his/her weakness, of being controlled by a caregiver, or to be moved to a
nursing home. This situation, which involves needs at the second and fourth
levels of Maslow’s hierarchy (Esteem and Safety), is twofold: on one side
the person can not be self-confident enough and he/she feels the need to be
watched over by his/her family or a trusted person; on the other side he/she
desires to be autonomous and deal with the problem directly. Moreover, the
family situation is complementary: relatives need to protect and monitor
their beloved and to know they are safe. Addressing this symmetric need of
both the older person and the family provides them with mutual reassurance.

Usually, the fragility situation of older adults comes out as a growing need
for support. In a non-technological paradigm, elderly with such necessities
are aided, at first, by another person (a relative or a nurse) in their dwelling.
Whenever this is not possible, or too costly, the elderly person is required
to move either to his/her caring relative or to a nursing home. Moreover
the retirement in nursing homes (or the hospitalization) seems to be the
commonly accepted solution in case of severe difficulties. These transitions
are often made necessary when one remains alone (e.g., in case of widowhood).
As already mentioned, illness can also play a significant role in these processes.
Nonetheless, it is worth remarking that in most of the situations, also in case
of widows/widowers or elderly patients, the person’s fragility is due to (or
aggravated by) the summation of several minor issues and problems. The
retirement in a nursing home or the hiring of a nurse can be drastic solutions,
a more cost-effective approach might consider the issues one-by-one, aiming
to restore an independent living. The starting point could be the ADLs,
identifying the criticalities in the person’s life, and trying to approach them in
the most cost-effective and non-intrusive way. Whenever possible, making the
person able to cope autonomously with his/her difficulties can be rewarding
in several aspects: the elderly person feels better, more (self)confident, lives
a more stimulating life, the economic costs are surely lower, and also the
social ones. Figure 1.3 illustrates the difference between the current assistance
paradigm and the IT empowered paradigm. As it can be seen, in the IT
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Figure 1.3: Assistance for the Elderly Paradigms. The top graph represents the currently diffused
paradigm, the bottom one the smoother and lower-cost IT-empowered one.

empowered paradigm, thanks to IT-assisted (independent living) and on-
demand care, the transition toward hospitalization will be smoother while
keeping economic costs lower and delaying the drastic solutions as much as
possible.

1.1.4 Costs of Fragility

It is believed that population ageing will have significant socio-economic
consequences for which a preparation is needed [11]. Tinker [12] presents a
number of socio-economic consequences of an ageing population. With the
increase of elderly population, the proportion of the non-working to the work-
ing younger population is increasing and thus the support-ratio is decreasing.
This can affect the pension and retirement policies and services. Families still
have an important role in providing care for the elderly. Although recently
the role of family and intergenerational living have been decreasing. Ageing
population will undoubtedly have an impact on retirement and employment
policies. The decreasing workforce will require a more active aged population
that remains in the labor market. Finally, care models will need a revision.
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Formal care costs are rising and there is more tendency towards informal
home care. The preference of the elderly people is to “age in place” [13].
World Health Organization (WHO) Active Ageing framework [14] considers
health, safety, independence, mobility, and participation as five higher level
needs of the older persons for a higher quality of life. The important role ICT
can play in this is widely recognized [10]. In these years, Home Automation
(HA) and Ambient Assisted Living (AAL), Tele-care and Tele-monitoring,
and Assistive Technologies have been interesting topics of innovation in the
IT field.

Assistive technology is defined as “any device or system that allows an
individual to perform a task that they would otherwise be unable to do, or
increases the ease and safety with which the task can be performed" [2]. This
definition covers all the technological tools that seek to compensate either
physical or cognitive impairments of the older adult. Assistant robots, smart
wheelchairs, memory-aid tools, alternative and augmentative communication
tools, and visual and auditory enhancement tools are among the tools and
devices offered by assistive technology. EASTIN (http://www.eastin.
eu/), the European Assistive Technology Information Network, provides a
directory of assistive devices and equipment in Europe. It is possible to search
for assistive devices based on categories such as: Assitive products for personal
care and protection, orthoses and prostheses, assistive products for personal
mobility, etc.

Another important field of research that focuses on independent living
at home is ambient assisted living. Ambient assisted living can be best un-
derstood as the marriage of two fields: assistive technology and ambient
intelligence [3]. Ambient intelligence is based on ubiquitous computing
paradigm applied in an environment such as a home. Context-awareness,
service personalization, and proactivity are some of the main characteristics
of an ambient intelligent system [15]. So, ambient assisted living aims at
creating ambient intelligent environments in the living place of elderly people
as well as providing assitive tools for the daily living in order to improve the
quality of life and the well-being of the older adult. There has been a surge in
research on ambient assisted living systems, tools, and technologies in recent
years. Rashidi and Mihailidis [16] have reviewed the literature of ambient
assisted living. They mention about 20 ambient assisted living smart house
projects all over the world, especially in North America, Europe, and Japan.
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1.2 Context and Motivation

The Assistive Technology Group (ATG) is a multi-disciplinary group in Po-
litecnico di Milano. The main goal of ATG is to provide innovative ICT-based
and sustainable solutions addressing the problem of fragility, especially for
elderly and disabled people. These solutions aim at recovering the function-
ality of the person, promoting social integration and equal opportunities,
improving health conditions and in a nutshell, increasing the quality of life
and well-being of the person. Thanks to its multi-disciplinarity, ATG incor-
porates a various range of competences from ICT to design and management.
ATG has connections with enterprises and institutions such as non-profit para-
plegics and quadriplegics centers, nursing homes for the elderly and people
with mental disorders and seeks to provide low-cost and innovative answers
where there is a need with no commercial solution. Efficient and low power
wireless transmission, communication techniques with low cognitive impacts,
augmentative and alternative communication (AAC), computational linguis-
tics and natural language processing, and high accuracy indoor localization
are among the fields in which ATG is active. BRIDGe (Behavior dRift com-
pensation for autonomous and InDependent livinG) is an ambient assisted
living project that ATG has been recently working on.

The BRIDGe project is the result of a collaboration between the Assistive
Technology Group (ATG) of Politecnico di Milano, i.e., the technological
counterpart, and CRAiS (Resource Center for Autonomy and Social Inclusion
– Italian website: http://www.crais.eu), i.e., the social counterpart,
whose role has been the identification of the specific needs of each target user
(e.g., the possibility to recognize vocal commands with degraded speech) or,
possibly with the mediation of the caregiver/family, the identification of a set
of desired behavioral rules (e.g., in terms of eating hours, restrictions on the
use of appliances, etc.). In this collaboration, the technological counterpart
has identified the technological solutions and defined and/or configured the
BRIDGe services to answer specific needs. Examples of general services
supported by BRIDGe that can be personalized include home appliances and
sensors monitoring, notification of happenings and specific situations, and
identification of unusual behaviors. Chapter 2 details the aim, requirements,
architecture, and use cases of the BRIDGe ambient assisted living.
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1.3 Structure of the Dissertation

This work has been done in the context of BRIDGe ambient assisted living
system. The main goal of the BRIDGe project is to establish mutual reassur-
ance between the person living independently at his/her living place on one
side, and the family members and all the stakeholders in long-term informal
care of the person on the other side. In particular, the data collection and
processing for the recognition of changes in the fragile person’s behavior has
been the main interest of this work. It is worthy to remark that the research
has been carried out in synergistic collaboration with the ATG members. In
particular, a complementary research thread, concerning user interfaces for
AAL systems users (inhabitants as well as caregivers) was subject of another
Doctoral Thesis work.

A detailed description of the BRIDGe system architecture will be the sub-
ject of the following Chapter, providing the reader a broad picture concerning
the overall project. From the analysis of such project’s requirements and the
user’s necessities, emerged the lack of Indoor Human Localization (IHL) in
common AAL solutions.

In Chapters 3, 4, and 5 is described the part of this work devoted to the
improvement of indoor human localization. Chapter 3 mainly considers
2.4GHz related topics, analyzing the aspects of results precision and algo-
rithm computational load, applied to AAL indoor solutions. Moreover the
following Chapters (4 and 5) address two main issues of IHL: the limited
precision of IHL systems based on 2.4GHz RF signals, and the reliability of
the information provided by such a system. Indeed Chapter 4 concerns the
design of an IHL system based on a lower frequency (i.e. 125kHz) to avoid
the undesired 2.4GHz physical limitations in signal propagation. Chapter
5 instead focuses on possible strategies to detect and localize both system
faults (generated by devices malfunctioning) as well as the more interesting
human-made faults. In particular one of the critical aspects of IHL, when
assisting fragile people, is the possibility that the user is not collaborative
(forgets to wear the device, does not replace batteries, damages the hardware,
etc.): such piece of research proposes a possible solution opportunistically
leveraging in-place technology. As an outcome of using HA motion sensors,
Chapter 6 presents an improved modeling of such sensors to provide a more
effective characterization of their performances.

Chapter 7 instead introduces a possible solution to the generation of
reliable and useful HA datasets. The focus is the reproduction of human
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behavior (at the level of ADLs) employing a model based on both daily
routines and instantaneous needs of the person. The scope of such simulator
is the generation of synthetic home automation data in short time lapses,
possibly reproducing or introducing behavioral modifications. In Chapter 8
the dissertation focuses on the issues regarding the identification of human
activities. A proposed activity discovery algorithm is detailed: it enables the
unsupervised detection of changes in human ADLs based on HA data. Finally,
in the last Chapter the reader can find overall discussions and reflections about
the presented work outcomes and extension possibilities.
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2
Assistive Technologies for Fragility

2.1 AAL Related Work

The increasing number of elderly people and the rising cost of formal care
have been a driver for research in solutions to help independent life of the
elderly people especially at their homes where they prefer to live. There
has been an evolution of such solutions from smart homes for the older
adults [17, 18] to ambient assisted living [16]. The emphasis in former smart
home paradigm solutions used to be more on “hardware", i.e. deployment of
sensors, actuators, and assistive devices in the house of the person. On the
contrary, in the ambient assisted living paradigm (where the prediction of
future houses is called Intelligent Robotic House – IRH [17]) there is more
emphasis on “software", i.e. intelligence in terms of activity recognition,
proactivity, behaviour trend detection, etc. A natural categorization of the
works in the literature could be based on the specific domain of application
of the smart home or the ambient assisted living system. The following list
summarizes the application areas:

Assistance

• Home Control
• Physical Disabilities
◦ Elderly with mobility issues
◦ Visually impaired elderly

• Cognitive Disabilities
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◦ Dementia and Alzheimer’s
◦ Navigation and planning aids

• Robots
◦ General assistance
◦ Rehabilitation
◦ Social and emotional aspects

Monitoring

• Activities of Daily Living
• Health monitoring
• Fall detection

Home control is the very basic assistance that can be offered in a smart
home to the elderly people to improve their quality of life and level of
independence. There has been a lot of research concerning different modalities
of interaction to control the home appliances. Portet et al. [19] have designed
and evaluated a voice-based home control system. Starner et al. [20] have
presented a wearable device that recognizes the user hand gestures and that can
be used as an alternative way to perform home control especially for people
with motor and vision impairments. Finally, there has been much research on
multimodal interaction systems for home control. Valles et al. [21] present a
multimodal home control system that can be used by the elderly and disabled
people. The user can perform home control using mobile touch-based input
as well as voice commands.

Many smart home and ambient assisted living solutions aim at compensat-
ing elderly physical impairments, in particular, mobility, motor, and visual
ones. Blenkhorn [22] introduces a number of technologies to help the vi-
sually impaired people that could be adapted in an ambient assisted living
environment. Wheelsey [23], a robotic wheelchair, has been developed at
MIT Artificail Intelligence Laboratory to help people with mobility issues
to navigate in indoor environments. ALMA (Ageing without Losing Mo-
bility and Autonomy) is an ongoing European project in the context of
AAL Joint Programme aiming at assisting elderly and disabled people sup-
porting autonomous mobility and navigation. It comprises the following
services: localization, tracking, path planning and navigation, service search
and scheduling, autonomous wheelchair mobility, and interfacing with the
user [24].
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Cognitive impairments could also be obstacles to an independent life for
the elderly. There has been a huge amount of research on solutions to improve
the quality of life of the elderly suffering from dementia and Alzheimer’s
disease in their dwellings and nursing homes. For instance, Mihalidis et al. [25]
present a series of assistive devices based on context awareness principles for
elderly people with dementia. MEMOS [26] and MemoJog [27] are examples
of memory assistants developed for elderly people as cognitive aids. Petrie et
al. [28] have introduced MOBIC which is a travel aid for elderly and blind
people that helps with planning journeys.

Many smart home or ambient assisted living solutions are shaped around
robots and robotic assistance. Care-O-bot [29], implemented at Fraunhaufer
Institute, is a mobility, navigation, and manipulation aid to the elderly and
handicapped. Pamm [30] is another robotic system that is used both to
assist and monitor the elderly people at nursing facilities. Robotic systems
have also been exploited for rehabilitation. For instance, KARES [31], is a
rehabilitation system that is mounted on a wheelchair and is able to perform
some tasks in a semi-structured environment. More recently, robots are being
used as social and emotional supports as well. Kidd et al. [32] have presented
the results of their study regarding a sociable robot in a nursing home facility
and its positive effects on social interaction among the elderly.

The second broad category of applications concerns monitoring. Activities
of Daily Living monitoring concerns gathering data regarding the activities of
the person in his/her living environment in order to discover the habits and
patterns of activities in the daily living. For instance, Van Kasteren et al. [33]
introduce a Bayesian probabilistic approach to infer elderly activities from
sensor data in their residence. Rashidi and Cook [34] present their approach
to discover daily routines using data mining techniques in the context of an
assisted living project. Health monitoring is another more specialized form of
monitoring for the older adults. Rantz et al. [35] have conducted experiments
in an ageing in place community to show that their monitoring system is
able to give early indications of urinary infection in older adults. Tamura et
al. [36] have developed a health monitoring system that is unobtrusive and
collects health-related data from bath, toilet, and bed of the elderly person
in an automatic way. Finally, the aim of monitoring could be detection
of emergency situations such as fall in case of the elderly people. Various
methods have been exploited to detect falls and send an alert to call for help.
Zhuang et al. [37] have proposed an acoustic based fall detection in the home
environment. Mubashir et al. [38] have reviewed the literature of fall detection
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techniques.
In the recent years, there have been many assisted living projects all around

the world, especially in North America, Europe, and Japan: CASAS [39], a
smart home automating the control of devices and appliances; SOPRANO [40],
an AAL system designed with the involvement of the elderly and provid-
ing home control interfaces usable by them; Casattenta [41], which offers
functionalities for monitoring the inhabitants’ health and activities; Ger-
Home [42], which uses sensors and video-based recognition techniques to
understand user’s behavior.

Many of these projects are often quite specific, they focus only on some
technologies, and they are not interoperable. Moreover, they are not cus-
tomizable so to provide functionalities to the end user by taking into account
her specific needs and exploiting different services. Indeed, Chan et al. [18]
considered user needs, acceptability and satisfaction as a challenge in the
design of smart homes (and ambient assisted living systems). The point they
emphasize is the active involvement of the person him/her-self who could
explain his/her needs and preferences as well as the other stakeholders: the
family members, proximity and neighbourhood people, informal and formal
caregivers and organizations. It is obvious that if the need is not identified
correctly at an early stage in the design process, the developed system will not
be satisfactory in the end. Such situation can result in added cost incurred
in the future. Memon et al. [43] also suggest that adopting a user-centered
and participatory design approach with active involvement of the users in
the process will lead to better systems in terms of usability and accessibility.
The importance of user needs led to the adoption of a need-based approach
as an essential characteristic of the BRIDGe ambient assisted living system
proposed in this work. This need-based approach is discussed in more detail
and in a more formal manner in terms of a balanced need-based design process
in the following section.

2.2 Need-based Approach

In the scenario of elderly independent living, it is important to remember
that the users are not only the inhabitant(s) but also his/her beloved, the
relatives, and the friends. Thus the mission of the system is to fulfil the
needs on both sides: it must provide a significant aid, filling the fragility gap,
helping with the ADLs, and it must provide reliable information to the outer
world as needed. Following this approach the design starts from an analysis
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of these needs. Nonetheless it is not to neglect there is another point of view
that deals with the technical needs of the system (e.g., ease of installation,
maintenance, system life, obsolescence). It happens quite frequently that
those two broad fields and their constraints (i.e. the human needs and the
technological requirements) have conflicting interests when designing an AAL
system. The choices required to resolve them can be critical and have a great
impact on the outcome of the system [18].

It is essential to identify good policies and effective approaches, respecting
the needs of both the human and the technological sides. For sure the users’
needs are the core point of the system design [43]: failing to fulfill any of
them might result in a disastrous nonsuccess. Anyway, it is easy to understand
how the technological requirements are not something that can be avoided
or neglected. It can be thus derived that a proper approach to this problem
must consider both the areas – trying to define the system characteristics by
balancing the users’ acceptance and the technological feasibility. The resulting
overall design process depends equally on technological and user requirements,
meaning that obviously it is not possible to create a not feasible device in
order to fulfill a user request, and vice versa, to adopt a certain technology
ignoring a user request. It is possible on both sides to confront repeatedly
and try to find common ground: the users accepting some compromises, the
designer researching and trying to propose some technological innovation.

A balanced need-based design process (Fig. 2.1) has two main players
and two main grounds to confront on. Clearly the acting parts defining the
situation will be the users on one side, and the designers on the other: the
users provide needs and evaluate proposals, the designers accept constrains
and propose solutions. From the other perspective there are two levels of
interaction between the players: the target needs (i.e. what the system is
designed for, its mission) and the constraint needs (i.e. the limitations that
have to be respected). The process moves alternatively across them, from the
users to the designers and back, till it reaches a solution.

The starting point is surely the definition of the target needs, following
a users’ needs analysis paradigm. This, concerning the elderly independent
living, has to be done on both the users’ sides: on the inhabitant side and on
the family side. An efficient way to perform this analysis can be, involving
a social specialist (such as a social worker or a psychologist), to conduct a
three-way interview:

• Talk directly with the addressed person, dedicating attention to the
unfulfilled needs, the possible targets of the intervention, the person’s
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Figure 2.1: Balanced need-based design process schema.

willingness to experience AAL and monitoring, and the level of privacy
required;

• Interview with his/her family, relatives, caregivers, identifying the
needed information, the best way to provide it and again the privacy
requirements;

• Joint discussion with both sides together, to identify discrepancies and
resolve conflicts.

This policy possibly unveils hidden problems, different perspectives, per-
ceived situations, etc., with the support and interpretation of an expert. Most
of times such support is necessary since a wrong interpretation or a misleading
perception can frustrate the whole design procedure.

2.2.1 Inhabitant Interview

Starting from the elderly person’s issues, as already introduced in Section 1.1.3,
the core needs to be satisfied are related to the autonomous and safe accom-
plishment of ADLs. Certainly the first aspect to clarify is in which occasions
the inhabitant needs help. Once the target intervention needs have been
identified, it is important to consider the user’s acceptance and willingness.
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Not everybody has the same attitude toward being helped and/or monitored.
If the project design fails in complying with the restrictions provided by the
users, the system may even be useless, no matter how suited or helpful it
could have been if accepted.

Furthermore the costs of the project have to be accepted willingly: not
only economic costs (eventually sustained by welfare programs, etc.) but
also the cost in terms of invasiveness. This last aspect refers somehow to the
willingness question previously delineated, but considering also the physical
modification of the house: sensors, devices, appliances, machines have to be
placed inside the house, powered and connected in a network. These aspects
might encounter the opposition of the users, eventually due to the perception
of an extraneous presence inside the house, or an unnecessary alteration of
the building, or a not needed effort. When the position of the users is clear
about those aspects, the privacy is the remaining issue to face.

Being afraid that information is unnecessarily shared to undesired persons
is really common. This, most of the times, arises especially when the usage
of image and audio/video technologies is considered. Even if powerful tools,
cameras should be avoided most of times. This, linked to the fact that usually
cameras are not included in the smart home sensors, makes the absence of
image and video a common condition when fully respecting the users need.
Finally some other aspects might be investigated and analyzed from the users’
perspective, such as the aesthetics of the devices, the overall feeling about the
system presence and intervention, the willingness to interact actively with the
system, the necessary comprehension of the aims and purposes, etc.

2.2.2 Family and Caregivers Interview

When considering the family and caregivers, instead, the focus shifts on the
safety, security and awareness aspects. First of all, it is important to define the
information needed in detail – what should be gathered, processed, and what is
the perceived necessity to spread the data, who should receive the information
and in which manner it should be presented. Even if these questions seem far
from the users’ competences, it is still crucial to present and delineate to them
the mechanisms, the policies, the visualizations, maybe employing practical
examples and demonstrations. It is worthy to consider the fact that a system
designed to provide too few, or too much, or not understandable information
can be perceived as not suited, extraneous or useless and thus it might be
rejected by the users.

To respond to the security and the safety needs of the family, the way of
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providing the information must be accurately analyzed too. Probably one
of the most important aspects is the choice between active notification and
on-demand information request. For example, if the son of a woman who
suffers from apathy, wants to be aware of his mother’s habits, he might feel
the need of being warned actively if she is skipping a meal, or, on the contrary,
he might just want to be able to have a periodic summary of the last meals, or
even a snapshot about the meals (is she eating in that very moment?). The
choice has to be made by the users themselves, guided by an expert.

Finally, privacy is again perceived as a great concern. In this case the issue
arises because the private data about everyday life can be remotely visualized.
The users able to access such information have to be properly restricted,
meaning not only to defend the data from who should not visualize, but
also detailing them according to the user profile (caregiver, family member,
emergency personnel, etc.).

2.2.3 Joint Interview

Finally, the crossed interview should, with the aid of the social expert or a
psychologist, provide more elements about the constraint, the aim, and the
future usage of the system. It is indeed the opportunity to resolve conflicts,
whereas the inhabitant’s and the family’s needs or perspectives are not aligned.
In brief, this design step should define the aim(s) of the AAL project and the
intervention to be put in place.

2.2.4 Solution Proposal and Constraint Definition

It is the scope of this phase, carried out by designers and researchers, to
identify what are the possible solutions, if any is available or feasible, to
address the proposed requests. When features and limitations of each solution
are defined, the focus moves again to the users’ side. Indeed their opinion
is needed to define the fulfillment of the addressed target. If the solution
is not fitting, then the designers should try to identify alternatives. When
a proposed solution is accepted, the users can define the constraint needs,
moving to the second phase of the design. In this part of the process the
developers decide, depending on the constraints defined by the users, what
are the compliant technologies.
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2.2.5 Choice of the Technology

When technology is the design main question, it is possible to identify three
main non-functional domains that are important to consider: deployment,
maintenance and life expectancy.

The deployment of the system in the real working settings is one of the
main sources of technological issues. Especially with AAL systems, it might
happen that a certain technology requires some specific installation features
(e.g., optic fiber, a connection bus, low voltage power supply, batteries, etc.)
which are not available in everybody’s house, and thus must be supplied. To
better understand the extent of this issue one can think at the deployment
of wired domotic devices into an old building: wires have no space to run
next to the existent electric plant (or the law does not permit it), and it is
necessary to open new ways in old walls. So even if this technology can be
really effective, it is possible that the installation raises important concerns.

Maintenance might be another issue that cannot be neglected. In many
settings the testers and the developers have a clear idea of the working principle
and the characteristics of the device: this is not true about the elderly fragile
person. The AAL system most of times needs to be maintained by technicians
even for uncomplicated issues like changing batteries or restarting devices [43].
This is a key factor, together with the reliability of the system, especially
when considering the user’s perception (in case his/her system is checked
often, he/she might think it is faulty, not working or not reliable).

The system life expectancy is important meaning both the technological
and the market life. The installation of an AAL system concerns also the
long-term deployment of devices. The elderly person has no reason to want
his/her system changed because of obsolescence. That, indeed, can be another
issue related to technology. Choosing a winning technology is important as
identifying a functional one. In case the designers fail, their system might
become fixed and isolated, with no possibility to be extended, or to get
replaced its faulty obsolete devices with newer ones. Several factors have
to be considered while dealing with this question, like the diffusion of the
technology itself, its features, how it is currently (or planned to be) improved,
if it is fully proprietary, partially under producer license (but specifications are
open to the community), or if it is fully open. In these years the open-source
world has experienced an extreme popularity both in the hardware and in
the software domains. Some hints of this shift are becoming visible also
in the home automation world, where some producers have open standard
APIs to interface with their devices, or provide software and complementary
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hardware for open-source platforms like Raspberry Pi [44]. It is worthy
to notice how open-source can represent a great opportunity to keep the
technology alive and spread it to a large community. Last but not least, it is
important to consider the market dynamics related to the technology itself. If
a technology is available on the market through a company having risk factors
(like overwhelming competitors, or a too low budget, too narrow customer
share, etc.) it is possible that the risk is shared by the technology too. In the
research field, where projects have started facing these problems, these topics
are gaining more and more attention [45].

2.2.6 Overall Evaluation

Finally, in the last phase, the designers present the system proposals to the
users, highlighting advantages and limitations of each technological choice.
If the overall characteristics are acceptable by the user, then it is possible
to advance to further development and implementation phases. It is worth
remarking that any step across the design procedure is not one way only, but
the overall flow allows to repeat a phase if the outcome is not satisfactory.
This possibility to iterate across the procedure gives the chance to optimize
the solution, or to backtrack to a choice and follow another path.

2.2.7 Need Specific Design: Toward Configurable and Modular Design
for Real-World AAL Systems

Most of the Ambient Assisted Living (AAL) research effort aims at devel-
oping technologies, methods, devices, algorithms, procedures, etc., to build
tomorrow’s real world system, available in the market. However, before it
becomes a product ready to be sold, an AAL system must have an application
field broad enough to have a market share. In the design procedure for AAL
systems, it is clear how much the users’ needs influence the resulting charac-
teristics of such systems. Although, if the system has to be spread and used
by many customers, it is necessary that the design comprises and respects the
specific needs of each user. This may appear like a contradiction: on one hand
the customization prevents the spread of the device, while on the other hand
the generalization (which widens the market) makes the system less suited for
the specific user. This contrast can anyway be resolved by relying on system
modularity and configurability. If the AAL system is designed to be modular,
when deciding the solution to adopt, it is possible to choose among a variety
of modules with different approaches, technologies, etc. This also gives the
system the flexibility to be expanded or changed with a little effort as the
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Figure 2.2: Need Specific Design. From top to bottom: having a population to interview,
designers should identify common needs (open locks) and propose shared solutions (key); then
classes of constraints should be delineated, and resolved through modularity (combination of
tip and handle), or through configuration (different shapes). Leftmost individuals are dropouts,
having particular needs, to be satisfied by custom devices.

users’ needs change over time. Furthermore, configurability makes it possible
to modulate the system capabilities depending on the precise user needs.

A proper design process can be proposed, adopting a broad target sample of
elderly people, to identify a shared target need among them (Figure 2.2). Once
the need has been isolated and generalized, a module providing a solution
accepted by the largest part of them (possibly all) should be designed, tuning
the system characteristics through a proper configuration interface. This
procedure must follow the iterative (user versus designer) process delineated
AAL solutions. A graphic representation of these concepts can be found in
Figure 2.2.

2.3 Requirement Analysis

An AAL solution is a system integrating different components to provide a set
of user services, compliant with functional and non-functional requirements.
Among the latter ones, interoperability, usability, security, and accuracy
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are considered essential [43]. Since our proposed solution is designed to
satisfy mainly the needs of the final users (fragile people, relatives, caregivers,
etc.), also other requirements like personalization, adaptability, modularity,
dependability, privacy, and cost are taken into account. The basic set of
non-functional requirements, identified by social counterpart through user
interviews, includes:

• Minimum cost: the adopted technology (hardware and software) has
to consider the economical possibilities of the people according to the
paradigm: “a good but costly solution is not a solution at all"; also the
house adaptation should be minimal.

• Personalization and adaptability: each user expresses different needs and
the system must take into account his/her characteristics.

• Privacy: users’ permissions to access the collected data should be properly
defined.

• Security: the data and the system need to be protected against malicious
activities, potentially harmful events, etc.

• Usability: the system must be easy to learn and use by different user
categories: professional caregivers, families, and fragile people (even in
case they are not accustomed to technology).

Furthermore, the following requirements for the whole framework must
be taken into account:

• Modularity: the system must be able to easily integrate other subsystems
(e.g., Z-Wave actuators and sensors, different input/output interaction
modules).

• Interoperability: different integrated subsystems must be able to work
together even if they are based on different technologies.

• Dependability: the services offered to the user must be available and/or
reliable.

• Configurability: the system and its interfaces must be configurable for
each individual user.

• Accuracy: the information provided by user services must be a proper
representation of reality.
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2.4. The Bridge Project

As far as the functional requirements are concerned, the system must offer
all user services that have been identified by the social counterpart through a
deep analysis and discussion with the users (see Section 2.2). Few examples of
the user services designed along the development of the BRIDGe project are as
follows:

• Home Control (e.g., lighting/shutter control), possibly carried out with
different input modalities;

• Home Appliances Monitoring for user activity recognition and energy
consumption measurements purposes;

• Presence Detection, i.e. identification of presence of people in some
specific areas/rooms of the house;

• Localization and Status, i.e., identification of a more precise indoor
position of a specific user with his/her status (e.g., moving, sitting, fallen,
etc.);

• Event (and Status) Based Information Transmission to promptly inform
the caregiver/family about specific events/status: e.g., when a restricted
or prohibited area is violated, or no movement is detected in the house
after a predefined period of time or a fall is detected, then a message is
sent to the caregiver/family.

2.4 The Bridge Project

The basic infrastructure of the BRIDGe project is composed of a local and
a remote subsystem. The former is composed of devices, sensors, and a
local server all installed in the house. This server is a single-board low-
power consumption computer where a light-weight control and management
software is installed. The remote subsystem is based on more powerful
hardware for the long-term storage of data coming from the local subsystem,
for later analyses over a long period of time. Moreover, it enables remote
home control and can provide information to the caregiver(s) about the house
and the inhabitants status.

2.4.1 Local Subsystem Architecture

The local subsystem architecture is illustrated in Figure 2.3: it interconnects
the autonomous components of the smart home, to make them interoperable
and to provide the tools for the control and monitoring of the whole house.
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Figure 2.3: BRIDGe Local Subsystem Architecture. It interconnects the smart home’s au-
tonomous components,making them interoperable and providing the tools to control and
montor the whole house.

The House Services layer (at the bottom in Figure 2.3) comprises a set of
heterogeneous services used to compose the smart home and its extensions.
Examples of such services are detailed in Section 2.4.3.

The Technology Adaptation and the Service Abstraction layers create a com-
mon, abstract view of the different house services: the former concerns the
translation from a specific technology (e.g., Z-Wave, ZigBee) to a single target
technology: according to Internet of Things (IoT) paradigm [46], Internet
Protocol (IP) was chosen. The latter is used to provide a set of common ab-
stract interfaces for the underlying services: the result of this process is a set of
entities called “Abstract Service Objects" (ASOs) each representing a specific
functionality. For example, if a system is provided with ASOs representing
humidity, temperature and luminance sampling, in fact it can either comprise
a single multisensor device or include three separate devices, one for each
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measured quantity, even powered by different technologies. Therefore, for
each service, the two interface layers are implemented through a Technology
Adaptation Unit (TAU) and a Service Abstraction Unit (SAU). From a func-
tional point of view, TAU and SAU can be considered the two halves of a
service-specific Adaptation and Abstraction Module (AAM).

The Technology Adaptation Layer and the Service Abstraction Layer
together meet the interoperability requirement by translating different target
technologies (the house services) into uniform objects (the ASOs). The use
of AAMs satisfies the modularity requirement: a new functionality can be
easily added to the system by implementing its AAM without affecting the
rest of the system.

On top of these layers, the Application layer is responsible of implementing
the smart home functions using the ASOs and consists of the following
modules:

• The Messaging System lets the ASOs communicate among each other and
with the rest of the system.

• The Dwelling Control and Monitoring implements rule-based control
that defines the behavior of the actuators (e.g., switching on/off the
light) as a function of sensor values, conditions, and input commands
(e.g., buttons, motion sensors, etc.).

• The SystemDescription Container stores information such as the messages
history, the devices instantaneous statuses, their positions, the house
maps, the inhabitants’ profiles, etc.

• The Application Extensions Collector makes possible to add more func-
tionalities to the system through extension modules.

Messaging System

Information is exchanged among ASOs and system components through
messages. Remote Procedure Call (RPC) and Publish-Subscribe are the
two messaging patterns adopted for communication inside BRIDGe. The
Messaging System has the role of routing pieces of information from the
sender to the right receiver. Messages can be of three types: events, actions,
and logs. Events are generated from the ASOs as a result of user inputs (e.g.,
push buttons, incoming twitter messages) or changes in sensor statuses (e.g.,
motion sensor activation). Actions are messages directed towards ASOs,
requesting an action to be performed (e.g., switch on a light, send a text
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message). Finally, logs contain a set of data values to be stored for future
analysis.

Dwelling Control and Monitoring

The Dwelling Control and Monitoring is responsible for the management
of the Smart Home and is composed of two parts: the Event-Condition-
Action (ECA) Binder and the Ambient Reasoning System.

The ECA Binder is based on the Event-Condition-Action paradigm [47].
This part of the dwelling control is implemented as a set of rules defined as
“ON event IF condition(s) DO action(s)” ( i.e. binding them together). When
an event occurs, the corresponding set of rules is triggered: if the conditions
are satisfied then the action requests are generated. It is worth noting that if
no condition is specified, the actions are triggered directly by the event.

The Ambient Reasoning System implements advanced techniques using
Complex Event Processing (CEP) methods [48], provided through the Es-
per engine (http://www.espertech.com). These techniques aim at
detecting certain patterns in historical data saved into the Message Storage.

System Description Container

The System Description Container provides information regarding the
status of the system. It is composed of two parts: the Message Storage and
the Status Holder. The Message Storage records the messages and makes
them available to the application modules (e.g., Ambient Reasoning System
retrieves information for inhabitant(s) behavior analysis). Since the analysis
is performed on data related to a limited period of time (e.g., a few days),
there is no need for an extended and complex storage. The data in the
Message Storage are flushed periodically to a remote storage. The Status
Holder listens to all the messages passing through the messaging system and
maintains an instantaneous image of the overall status of the ASOs (e.g.,
sensors’ current values, the number of persons in the rooms). The System
Description Container stores also other specific information, such as the map
of the home, the placement and orientation of the sensors, etc.

Application Extensions Collector

The requirements of modularity, configurability and adaptability (Sec-
tion 2.3) are satisfied also thanks to Application Extensions. These indepen-
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Figure 2.4: BRIDGe Remote Subsystem Architecture

dent pluggable modules implement specific additional functionalities, to be
added whenever necessary, without affecting the rest of the system. Applica-
tion extensions have the possibility to interact with the other objects of the
Application Layer, and to read and write messages from/to the Messaging
System.

2.4.2 Remote Subsystem Architecture

The Remote Subsystem Architecture enables different kinds of users to inter-
act with the Bridge system remotely. It is composed of three main layers: User
Authorization and Profiling, User Interface, and Remote Service Provider.
Figure 2.4 illustrates the Remote Subsystem Architecture and its components.

The User Authorization and Profiling layer identifies the users authorized
to access the data of a given person/house, granting specific permissions
according to their role (security and privacy requirements). For example, a
relative may monitor the inhabitant status (at the granularity level agreed
with the involved parties), while a caregiver may be also enabled to interact
with the home automation system.

The User Interface is composed of specific views and a dashboard for moni-
toring and/or control purposes. Its components are designed according to the
user profile taking into consideration his/her abilities (usability requirement).

The Remote Service Provider is the layer underlying the User Interface that
actually provides the user services and is composed of the following three
components:

• The House Connector, whose main tasks are to periodically synchronize
the Message Storage (of the Local Subsystem) with the Long-term Data
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Storage, and to connect the User Interface with the dwelling for remote
control and monitoring purposes;

• The Long-term Data Storage, which is a remote database storing the data
periodically uploaded from the Message Storage of the Local Subsystem
for both the visualization and for behavioral analysis;

• The Data Stream Reasoner, which is responsible for the analysis of the
data coming in real time (requested through the House Connector).
Such data are compared to the historical data recorded in the Long-term
Data Storage in order to identify possible behavioral drifts.

2.4.3 House Services

This section presents four implemented house services providing: home
control, social media notification, vocal interaction, and indoor localization
services. It is important to notice that such services, even if developed based
on specific user’s needs, respond to necessities/requirements of many users.
They can be used as modules of the system, and possibly tuned or combined
with other modules to comply with the specific case. Image or video based
technologies have been not considered because from the interviews conducted
by the social counterpart a widespread adversity was noticed concerning the
installation of cameras in private spaces.

Z-Wave Sensors and Actuators

To support home automation (HA) features it is necessary to install sen-
sors, providing information about the home (e.g., temperature, humidity,
appliances status), and actuators, performing domotic actions (e.g., turn-
ing on the lights, rolling the shutters). Two main kinds of technologies
are available on the market: wireless and wired solutions. The former,
interestingly, provide home automation functionality with a minimal in-
stallation effort. Analyzing the literature [49], Z-Wave technology (http:
//www.z-wavealliance.org/) was chosen for its limited cost and the
high number of available device types. Devices are low consumption, guaran-
teeing a long battery lifetime (up to one year).

The technology adaptation, from Z-Wave to IP, is done by a RaZberry
controller: this is a commercial solution consisting of a Raspberry Pi (single-
board computer) with a RaZberry Daughter card (with a Z-Wave chip), and
the Z-Way software stack installed. The RaZberry controller provides a
way to get and set statuses of home automation devices, through HTTP

28

http://www.z-wavealliance.org/
http://www.z-wavealliance.org/


2.4. The Bridge Project

APIs. Each ASO in the corresponding service abstraction layer, represents the
atomic service provided by a single device (e.g., temperature sensor, humidity
sensor, binary switch).

Twitter

Twitter represents a messaging system, comparable to short text messages or e-
mail. Its strong points are its cost, diffusion, and accessibility. Indeed, Twitter
is free and can come as a Web page or a smartphone application, delivering
information to a set of addressees. The purpose of the BRIDGe platform is to
provide a support/commodity for elderly, disabled people and families not
requiring a robust data transmission. Moreover the current communication
mechanism is multi-platform and configurable depending on the user needs. It
can be also configured to implement a multi-trial “send-acknowledge” policy
on one or more communication channels. If no acknowledge is received
inside a specific interval of time, the system resends the message (the number
of trials and the time interval are configurable). It is worth noting that the
usage and potential benefits of social media for crisis communication and
emergency management has been the subject of some studies (e.g., [50, 51]).

The technology adaptation is implemented through APIs provided by
the Twitter team. This enables the ASO, representing a Twitter account, to
use both public posts and private messages. The usage of specific accounts
enables the creation of different addressees groups (e.g., relatives, caregivers)
while hashtags help to filter different types of messages (e.g., #info, #warn).
Twitter can implement, on one side, an outgoing communication channel
(triggered by a specific action message, creating a new post or a new private
message); on the other side, it can be a source of inputs, committing textual
events or commands to the messaging system. These messages, depending on
the configuration of the system, can trigger ECA Binder rules (as events or
conditions) or be processed by specific extension applications.

As far as privacy and data protection mechanisms are considered, no
personal data is stored or accessed through social media by BRIDGe system,
so that specific risk scenario cannot happen.

Beside this communication mechanism, the Bridge system can rely also
on other communication platforms, to correctly manage the needed level
of urgency and to increase the reliability of the system. Thanks to system
configurability, specific emergency services that usually need agreements
among the parties (and therefore are not currently included in the basic
framework) could be included as well.
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Vocal Command Interface

The Vocal Command Interface (VCI) is intended to be a customizable and
low cost house service based on freely available Google Speech Recognition
(GSR) APIs. Deployed on an Android powered mobile/wearable device as
well as a ubiquitous distributed microphones network, it provides a vocal
interaction channel for the inhabitants enabling them to perform some home
control. The following paragraph illustrates the general working principle of
the VCI.

Being continuously in the listening mode, the VCI is activated with a
personalizable vocal keyword. Activation requires no physical interaction
with the device making it accessible to users who cannot use or have difficulty
using their upper limbs. The following steps are carried out: the mobile
application or the ubiquitous microphones network catches the activation
keyword; this marks the onset of a potential vocal command interpretation
by the VCI; the vocal command is then sent to the application layer to be
analyzed and possibly mapped to desired actions.

Part of the target users could have degraded speech which greatly decreases
the VCI quality if not making it completely nonfunctional. Instead of using
dedicated speech recognition solutions (that increase the cost of the VCI), a
correction mechanism is exploited along with the GSR for users with mildly
degraded speech.

The correction mechanism consists in building equivalence sets for each
command keyword prior to application usage (learning stage). An equivalence
set contains all the words that are considered to be equivalent to the command
keyword when interpreted by the VCI. To build an equivalence set, the user
is asked to repeat the command keyword for a number of times based on
a convergence policy that stops the repetition when the growth of the set
becomes insignificant. Once the equivalence sets are built, the VCI consults
these sets when interpreting a potential command: if a recognized word is
found in one of the sets, the corresponding command keyword is chosen as
its substitute to build the final command. From a qualitative point of view, a
significant improvement has been observed using this correction mechanism
in case of mild speech degradation.

Indoor Human Localization and Status

The Indoor Human Localization (IHL) supports the localization of a specific
person in the house. It provides an important piece of information which
can be used in events or conditions inside the ECA Binder, or can be stored
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in the Long-term Data Storage to be analyzed by the Data Stream Reasoner.
The data produced by this service consist of a set of coordinates (usually
bidimensional on the house map plane, possibly including also the floor of
the building), and a confidence range (representing the limitations in the
accuracy of the system estimating the position).

The implementation of the IHL subsystem is based on LAURA [52], a
Radio-Frequency (RF) based IHL system. It relies on the Received Signal
Strength Indicator (RSSI) collected across a dynamic reshaping and auto-
building Wireless Sensors Network (WSN) over IEEE 802.15.4, composed of
anchors (fixed nodes in known positions) and one or more mobile devices
(worn by inhabitants). The algorithm exploits signal decay to estimate dis-
tances, leveraging a continuous system self-calibration. This enables LAURA
to be zero-configuration (needing only the anchors locations) and adaptive
to environment changes (humidity, furniture position, etc.). The results,
updated every second, have room-level precision (about 3m at 85%) [52].
LAURA ASOs provide IHL events for each person wearing a mobile de-
vice. The installation and maintenance are low cost, low effort, and low
impact. The mobile device is provided with a 2.4GHz transceiver and a
three-axial accelerometer. Running on rechargeable battery and being small
and lightweight, it is designed to be worn tied on a necklace, with a wristband,
or simply carried in a pocket.

Finally, it is worth remarking that the user’s position is a very important
information when dealing with behavioral drift recognition. In particular,
it can be used to extract the user’s trajectories, the distribution of the in-
habitant(s) presence over time, the walking speed, etc., which are quantities
potentially changing when the inhabitant modifies his/her behavior.

2.5 Discussion

The development of ICT solutions to support the needs of elderly and fragile
people will play, in the next years, a fundamental role in the sustainability of
welfare worldwide. In this Chapter it was presented the BRIDGe project, part
of the research done by the Assistive Technology Group (ATG) of Politecnico
di Milano, about the need for mutual reassurance of fragile people. BRIDGe
architecture and its house services satisfy both the requirements derived
from the target users and other those necessary to ensure continuity and
immunity to obsolescence. This project represents the canvas for the hereby
presented Doctoral Thesis work, whose research threads play a peculiar role
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in the overall system development. As highlighted in the introduction the
connection among these threads is the datum, whose information and content
are the bases for the IT intervention.
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3
Indoor Human Localization

Localizing the inhabitants of a Smart Home, most of times, is not a naive
task. First of all, the sensors commonly used for Home Automation do
not provide enough information for a precise localization, only some

presence or motion in specific areas. Furthermore, even if such information
has enough detail, it is usually impossible to identify the person, or at least
differentiate the inhabitants. These are the main reasons to introduce an
Indoor Localization System, especially when designed specifically for Smart
Home applications. Part of the Localization System detailed in this chapter
was based on LAURA – LocAlization and Ubiquitous monitoRing of pA-
tients – developed in the previous years at Politecnico di Milano. Such system
leverages a solid and widespread RF technology, over the 802.15.4 IEEE stan-
dard. A set of unobtrusive low-power devices, battery powered, deployed
in the environment dynamically and autonomously create and maintain an
RF network. Among those devices some are given to patients, while the
rest is statically placed in known locations. The strong point of LAURA is
such a structure, enabling to exploit a zero-configuration adaptive distance
estimation method. Such algorithm is able, leveraging the received power
of the exchanged signals among all the possible devices pairs, to compute
the distances of a patient with respect to the known-position devices. These
distances, through a multilateration procedure, can be used to infer the coor-
dinates in space, representing the patient position. In the following the reader
will find a detailed descriptions of the enhancements implemented for the
integration of LAURA in the BRIDGe system.
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3.1 Previous Works

Identifying, locating and tracking a target object within a specific environment
is nowadays quite a common task. This can be related to the necessity of
providing a specific service to a user. A sensorized environment, aware of
the position of the potential users, makes the provider able to provide a very
customized service, even without a specific contribution or request by the
users. The advantages can be several, but surely this can be truly important
for people who suffer from impairments, for elderly and in general for those
who need to be monitored or aided in their everyday life.

The most common and widespread localization technology, Global Posi-
tioning System (GPS), cannot be useful in home or (more generally) indoor
environment. Its main application remains in outdoor environment, since
it requires a line of sight from target to satellites: even in dense urban envi-
ronment its reliability decreases significantly. Nevertheless there is not an
alternative indoor localization technology as diffused and adopted as GPS.
Several system have been proposed, leveraging different approaches to the
problem.

One of the most general classification that can be performed, discriminates
among the technologies considering the physical quantity they are based
on [53]. From this perspective we can identify:

1. Radio Frequency (RF),

2. Photonics,

3. Acoustic Waves,

4. Magnetic Fields,

5. Mechanical Energy

6. Capacitance.

Often, different approaches are adopted together to compose an hybrid solu-
tion, with the aim of improving the estimation through data fusion techniques.

Depending on the physical quantity used by the localization system a
specific geometric problem can be addressed. The most common scenarios
can be grouped under four main domains:

Lateration is a category in which will be considered all methods based on
trilateration, hyperbolic lateration, triangulation and similar or hybrid
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approaches. Lateration approaches compute the position of the target
from its distance from a set of points, whose coordinates are already
known. Angulation methods refer to the calculation of the direction of
the line connecting the target to each point in a set of known locations.
These systems rely manly on RSSI (Received Signal Strength Indicator),
ToA (Time of Arrival), TDoA (Time Differences of Arrival), AoA (Angle
of Arrival) or DoA (Direction of Arrival).

Proximity refers to the result of the localization, since approaches in
this category do not return the actual coordinates of the target, but a
boolean flag (or a score) referred to the presence of the target in a specific
area (e.g. the action range of a sensor).

Scene Analysis refers to the monitoring of a specific portion of environ-
ment to discriminate not only the presence of the target, but also the
state of the environment around it.

Dead Reckoning is an approach giving a continuous update of the
position (sometimes accomplished by speed and acceleration) of the
target, given a previous position.

Surely one of the most interesting and populated category is the RF-based
indoor localization system [53]. In most cases we are referring to systems
composed by a fixed network and a mobile worn device, but few passive
approaches have been presented in last years too. The metrics that can be
sampled to estimate the target location in RF systems addresses a lateration
problem: RSSI, ToA, TDoA, AoA. In some settings, even if the measured
quantity is one of the previous, no lateration is performed, but just a proximity
information is given. In the following we will present few examples of RF-
based localization systems, based on Wi-Fi, Radio Frequency Identification
(RFID), ZigBee, Ultra-WideBand (UWB) or hybrid solutions.

SpotON (University of Washington, USA, 2000) is an indoor 3D Location
estimation technology based on multiple base stations measuring the signal
strength of RFID tags [54]. The system is based on AIR ID, a low cost
commercial product sold by RFIDeas. The RSS values are aggregated thanks
to an algorithm similar to triangulation. The authors mentioned that an object
can be localized with an accuracy of around 3m, but generally it depends on
the deployment of base stations. The measure process though requires from
10s to 20s.

Ubisense (Ubisense, UK, 2005) is a commercial location estimation system
based on UWB [55]. RF signals are exchanged between two types of active
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devices: one type are fixed in known locations, the other are those to be
tracked. The system uses both TDOA and AOA to estimate the position of
the targets. It can cover large areas and can manage an high number of users
at the same time. The system though can be challenging to install, due to the
deployment of a timing cable, necessary for each device, and has an high cost.

Radar (Microsoft, 2000) is probably the first example of positioning system
using Wi-Fi networks [56]. In an environment covered by WLAN (Wireless
Local Area Network), a mobile device collects RSSI measurements. The
system uses a fingerprinting algorithm to reconstruct the user position off-
line. The collected istantaneous data are compared with a radio map of the
environment. This information is stored in a static database, meaning that
environment changes (humidity, furniture placement, etc.) can significantly
affect the estimation. The reported accuracy is 4.3m, while the precision is
50% within 3m.

Ekahau (Ekahau Inc., USA, 2002) is another commercial positioning
system [57] using WLANs to track electronic devices such as PCs, PDAs
(Personal Digital Assistants), mobile phones equipped with wireless network
cards. The system is based on RSSI measurements referred to fixed access
points (AP) and does not require any extra infrastructure. The positioning is
estimated in two ways, either as client location (x,y) or as logical information
(roomwise). The system needs to be configured through a complex set of
tools, building a map of RF signal, AP location, rooms, position models etc..
Costs are moderate and the accuracy is 2-3m (precision is 50% within 2m).

A modern example is AeroScout (AeroScout Company, 2011). It still
leverages Wi-Fi signals [57], but sampling the TDOA in large environments
and RSSI for small ones. It works on a mixed network of AP and custom
tags. Its devices are low-consumption battery based tags, still using the
standard 802.11 WLAN. The leveraged algorithm is a mixture of lateration
and triangulation, leading to an accuracy below 5m.

Pinpoint (RFTechnologies, 2011) is a commercial proprietary localization
system, based on Wi-Fi and ZigBee. It uses fixed array antennas and mobile
motes. The mobile tag is interrogated with 2.4GHz signals, mixes the carrier
up to 5.8GHz, filters the result and replies to the interrogating antenna array
with a low power 5.8GHz signal. No further details about the methods are
available, while the system costs are high [57].

The Cricket localization system (MIT, USA, 2000) leverages the difference
in time propagation between RF and US (Ultra Sound) signals to estimate the
distance to a known emitter [58]. This enables the designers to implement
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a signal transmission protocol and a processing algorithm capable to ignore
the data affected by noise (e.g., multipath, reflections), thus obtaining a better
estimate than using RF or US independently. While the precision is good
(99% within 0.3m) the deployment costs are high.

A very similar approach is presented by Park et al. (Pusan National
University, Korea, 2008): their system leverages the time difference between
US and RF propagations to estimate the distance from a device with a known
position [59]. Furthermore, they include a signal integrity monitoring,
leveraging measurement redundancy. This allows them to identify situations
with inaccurate estimations and, in case, to send the user a feedback.

The positioning system reported by Do et Al. (Stanford University, USA,
2001) is leveraging three different technologies, by crossing information com-
ing from WLAN, GPS and cell towers [60]. The system is deployed on a
mobile terminal, where the data are collected, processed and the result is
available to the user. The aim is to locate the user seamlessly, in indoor or
outdoor environments, trying to rely on the most accurate measurements
available. The system also comprises a communication policy between the
terminal and the remote localization server, trying to minimize the requests
when a good localization can be provided by the terminal itself.

A similar approach was adopted also when designing the Skyhook sys-
tem (Skyhook, 2011), which fuses information from GPS, WLANs and cell
towers [57]. Anyway, the precision of the localization provided is low (10-
30m) making it more suitable for seamless urban tracking (when GPS is not
available) rather than indoor localization.

LAURA (Politecnico di Milano, Italy, 2012) is a localization system de-
signed for people tracking in indoor environments by Politecnico di Mi-
lano [52] [61]. It is based on a 2.4GHz WSN, with a specifically designed
addressing protocol. The system relies on a WSN based on the IEEE 802.15.4
standard, composed of anchor nodes, which are part of the infrastructure and
are statically deployed in the areas to be monitored, and client nodes attached
to people to be tracked. Originally developed by Lim et Al. (Lim, 2010), the
localization method relies on the RSSI between a mobile node of the WSN
and the other location-known fixed nodes (anchors). It takes advantage of
a dynamic and adaptive calibration by considering the RSS measurements
also among fixed anchors. The raw estimation is then processed through a
particle filter, which uses the given distances to solve the lateration problem,
to smooth the output and to avoid non consistent movements and non per-
mitted paths (wall crossing). The results achieved an average localization error
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lower than 2 m in 80% of the cases.

3.2 LAURA Localization System

LAURA (LocAlization and Ubiquitous monitoRing of pAtients for health
care support) is a localization system designed for humans tracking in indoor
environments [52] [61]. It is based on a 2.4GHz Wireless Sensor Network
(WSN), with a specifically designed addressing protocol. Localization relies on
RSSI between a mobile node and some location-known fixed anchors. It takes
advantage of a dynamic and adaptative calibration [62] by considering the RSS
measurements also among fixed devices, called anchors. The raw estimation
is then processed through a particle filter, which takes care of laterating the
distances, smoothing the output, avoiding non consistent accelerations and
non permitted paths (wall crossing).

3.2.1 Architecture

The LAURA system relies on a sensor network based on the IEEE 802.15.4
standard [63], composed of two types of nodes:

anchors which are part of the infrastructure and are statically deployed
in the areas to be monitored (built on MicaZ devices);

mobile devices, worn by patients in order to support localization, track-
ing, and patient supervision services (built on Shimmer devices).

The sensed information is collected at a control point through a Network
Architecture. The network is operated through the Hierarchical Addressing
Tree (HAT) routing protocol, which creates a tree-like routing/forwarding
topology among the network nodes (anchor and client nodes). The routing
tree is rooted at a Personal Area Network (PAN) coordinatorwhich collects
the traffic of the entire tree. The hierarchical routing tree is created and
maintained through dynamic association (deassociation) policies, which allow
sensors to retrieve (release) network addresses and join (leave) the routing
tree. The addressing method and these procedures will be further described in
Section 3.2.2. Connected to the PAN coordinator, there is the Localization
Server, a platform independent software that receives all the information and
deals with the localization.
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PAN Coordinator

Anchor nodesMobile nodes

Figure 3.1: LAURA IHL system architecture. The mesh network build by anchor nodes is
exploited by mobile nodes to communicate information to the PAN Coordinator and to gather
RF power signals emitted from known positions in space.

3.2.2 Network

LAURA system adopts a classical distance vector routing protocol that pro-
vides reliable paths, keeping the set up and maintenance of the routing topol-
ogy as light as possible. The protocol leverages periodic beaconing (every
200ms) among anchor nodes which is also used by the localization system
to enable inter-node RSSI measurements. Additionally, every anchor node
maintains a single-line routing table featuring: (i) the distance in hops from
the root node and (ii) the ID of the next hop on the path towards the root
node. When receiving a beacon from the PAN, each anchor node sets its own
distance to one and the PAN as next hop. This distance is then advertised
to the neighbors through the beaconing. As the beacon transmission goes
on, each anchor node chooses as next-hop to the PAN coordinator the node
corresponding to the shortest path to the root. In case two devices are received
with the same distance, the one with the highest RSSI is selected. Obsolete
entries pointing to no more active next hops are flushed from the routing
tables if the corresponding timer expires before receiving beacons from the
reference next hop. The periodic beaconing and the flush timer are also used
to enforce connectivity check onto the network topology. Mobile nodes do
not participate in the beaconing transmission process, but they only listen
to the beaconing to choose the best next hop to reach the root node. This
enables the mobile device to be always connected to the best reachable node
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across the network, even when the user is moving across it. Furthermore this
also allows the network to be created, reshaped and recovered without any
user intervention (i.e. zero configuration).

3.2.3 Measurements and Data Transmission

As already introduced, devices exploit the beaconing process to collect infor-
mation about the power of the signals emitted by surrounding nodes. This
signal emission, as previously mentioned, has a period of 200ms. Going
into details, each device keeps trace of the MAC address and the respective
RSSI measurements, for a limited number of devices. Such measurements
are kept over a tumbling a time window, and, at its end, median values are
computed. Time window length and maximum number of received devices
change depending on the type of node: for mobile nodes the window lasts 1s
and the limit is 5 anchors, for anchors values are 20s and 12 anchors (mobile
nodes do not send beaconing messages). In case more devices are reachable,
those with weaker signals are discarded. These data (MAC address and median
RSSI pairs) are packed into a message and sent through the network to the
PAN Coordinator and the Localization Server, where the computation takes
place.

3.2.4 Localization Technique

The physical principle on which the LAURA system is based is the decay
and absorption of RF signal as it travels away from its source. One of the
most common model representing this phenomenon can be described with
the following equation:

S = S0 − 10α log10

(
d

d0

)
+ ν , (3.1)

where S0 is the received signal measured between each couple of nodes at dis-
tance d0. The parameter α represents the power decay index (also known as
path loss exponent) and it is in the range [2 4] for indoor environments. The
noise term ν is typically modeled as a Gaussian random variableN (0, σν) rep-
resenting shadow-fading effects in complex multipath environments, whereas
the value of standard deviation σν depends on the characteristics of the specific
environment.

It is possible to approach the problem above from another point of view
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[62]. The signal dumping can be described by the equation:

F(D) = TS (3.2)

which directly relates the matrix of the distances D (symmetric, ideally with
zeros diagonal) between pairs of devices with the matrix of the received signals
S (signal emitted by the i-th device, received by the l-th) through a constant
matrix T and a linearization function F(·). This is equivalent to formulate
the localization problem in an N -dimensional Lipschitz embedding space,
choosing the proper F(·) function. In this setting each row ti of the matrix
T can be obtained solving a minimum squares problem. It is worth noting
that the matrix D is known, since the fixed devices are deployed in known
positions. Concerning the signals S it is possible to sample the exchanged
signal strength between anchor pairs, and thus to consider also S known.
Thus it is possible to obtain:

T = F (D)ST
(
SS−1

)
(3.3)

The matrix T gives a representation of the relation linking the distances and
the signals decay in the real world environment, in a specific time instant.
Changes in the obstacles positions, or in the humidity, or any other factor
affecting the signal propagation, are continuously taken into account, and
represented by the path-specific (from anchor to anchor) coefficients of the
matrix T. Thus, having an estimate of the matrix T and the array of the
signals received by an unknown j-th device ŝj , it is possible to estimate its
distance from the known anchors, through the following:

d̂j = F−1(Tŝj) (3.4)

The original authors of the method proposed two alternatives for F(·),
depending on the range of distances it applies to. A general policy they suggest
is to use F(x) = x in short range conditions, while F(x) = ln(x) otherwise.

Finally, to obtain an estimation of the receiver position x̂ from d̂, it is
necessary to implement lateration.

3.2.5 From RF Signals to Target Device Position Estimation

After depicting briefly the mathematical modelization and the relation be-
tween RSSI measurements, anchors locations and mobile device positioning,
in the following we will describe the working phases leading from RF signals
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Algorithm 1 Overall localization procedure. Variables are referred to the equation from the
following paragraphs and the background section

loop
Receive data < RSSI,MAC >i from device j
if j is anchor then

Execute Signal-to-Distance Calibration
else

Compute d̂j

if PF initialized then
Execute Device Position Estimation through PF

end if
if Resampling condition met then

Resample Particles
end if
if PF not initialized or PF bad conditioned then

Clear PF
(Re-)Estimate initial position through Gradient Descend
Initialize PF

end if
end if
return xj(τ)

end loop

measurements to estimate the position of a target mobile device. This descrip-
tion will mainly concern the processing performed by the Localization Server.
The following algorithm describes this process formally (Alg.1).

Inside the main loop, it is possible to identify to main asynchronous
working phases. The phases sequence and execution depends entirely on the
reception of information packages sent to the PAN Coordinator. Packages
contain the RF measurements collected and processed by each device at regular
intervals, as previously described. Depending on the device type, the server
will:

1. Perform System Calibration; represented by the update of the Signal-
to-Distance matrix T.

2. Compute the Device Position Estimation through the following steps:

(a) Distances Estimation; concerning the computation of distances
from known points, based on the RSSI measurements.

(b) Estimation Correction; applying strategies (such as weighting) to
reduce the impact of bad estimations.
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(c) Multilateration; the computation of a position in the space, min-
imizing the error with respect of the estimated distances and/or
other criteria.

(d) Position Refinition; data-filtering or other processing methods im-
proving the positioning, based on the lateration output.

Signal-to-(Log-)Distance Calibration

This step of the overall procedure concerns the System Calibration. The
implemented algorithm leverages the possibility to update adaptively the
relation between anchors distances and the corresponding RSSIs. This can
be achieved transmitting anchor-to-anchor signals and collecting the related
RSSI values. As previously mentioned, once every 20s every fixed device
communicates to the PAN coordinator the median of the RSSI measurements.
This happens in an asynchronous way, so that each collected set of values ŝnewj

contribute to the update of a column of S. Considering an autoregressive
update model, with an innovation constant (γ = 0.9) as it follows:

ŝij(τ) = γŝnewij + (1− γ)ŝij(τ − 1). (3.5)

Concerning the distances in D, they are fully known, as well as the devices
positions in the space. Nonetheless, along the diagonals of both D and S, it is
necessary to place constant values, approximating the the distance to (theoret-
ically 0) and the power received by (potentially equal to the transmitted) the
emitter itself. These parameters are called self-distance and self-power, and are
computed by placing two distinct devices on top of each other, measuring the
distance between them and the power received.
As already mentioned, to update the T matrix, it is necessary to solve Eq.(3.3).
In order to do so, Eq.(3.3) is solved through Singular Value Decomposition
of matrix S, considering just the 98% most significant resulting rows of the
decomposed matrices while dropping the rest. This reduces the possibility of
bad conditioned matrices, and neglects marginal information.

It might happen that a link between two anchors is not possible or has not
been established yet: in those cases the signal value is assumed to be -100dBm,
a small but non infinite/null value guaranteeing coherent results.

Distances Estimation: Computing d̂j

The estimation of d̂j is made directly through the Eq.(3.4).
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As stated in the previous section there are two alternatives for F(·), de-
pending on the range of distances it applies to. F−1(x) = x can be used in
short range conditions, while F−1(x) = exp(x) is advisable otherwise. It is
worth noting that since all non diagonal values of the S matrix are inizialized
to -100dBm, these values can still be considered when evaluating Eq.(3.4)
(e.g., in case of a pair of anchors that are not able to communicate). This
accordingly to the minimum receivable power which is -80dBm.

Particle Filter

The Particle Filter (PF) is the tool providing three steps in one: it minimizes
an error weighting the estimations based on their characteristics (Estimation
Correction), it provides a position in the space (Multilateration), it smooths
the output, reducing errors and jumps (Position Refinition).

The employed implementation exploits a set of M = 300 particles, each
of them representing the state variables:

zp(t) =
[
xp(t)

T

,vp(t)
T
]T
, (3.6)

where the position xp(t) and the speed vp(t) come from the motion model of
each particle. This model can be expressed as:{

xp(t) = xp(t− 1) + vp(t− 1)δt+ ξx ξx ∼ N (0, 1)

vp(t) = vp(t− 1) + ξv ξv ∼ N (0, 0.6) .
(3.7)

Moreover, each particle is not allowed to cross walls: this enables to reduce
undesired wall-crossing behavior, but introduces room-trapping.

The initialization of the PF is implemented averaging the two closest nodes
positions. Each particle, to obtain the mobile device position estimation, is
weighted through ωp(t), which depends on the device distance estimation d̂i:

ωp(t) = ω′p(t− 1) exp

(
−1

2

N∑
i=1

θi

(
‖xp(t)− xi‖

2
− d̂i

)2)
. (3.8)

This weighting penalizes the particles for which the the estimation error is
larger, making the particle contribution smaller. At the first PF iteration
these weights are initialized equally among the particles as 1/M .

Concerning the Sequential Importance Resampling, particles distribution
is evaluated by computing the overall sum of their weights. Indeed the weights
are related to the probability/accuracy of the particle contribution to the final
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estimation. If not enough particles have satisfying scores, the distribution
is severely skewed and thus it is resampled. This happens if the following
condition is met: {

M∑
p=1

ωp(t)

}−1
< M/2 (3.9)

Furthermore an empirical threshold has been computed to avoid particles to
be blocked inside rooms. The whole PF is re-initialized in case the following
is verified: {

M∑
p=1

ωp(t)

}−1
< 10−5 (3.10)

Finally, the overall weights are normalized so that:

ω′p(t) = ωp(t) ·

[
M∑
p=1

ωp(t)

]−1
. (3.11)

The final position estimate at time t is computed as the weighted mean of the
position of all the particles as:

x̂(t) =
M∑
p=1

ω′p (t)xp (t) . (3.12)

3.3 Evaluation Experiments

In order to improve LAURA, it was decided to evaluate its behavior and
performances in experimental conditions. This involved the installation of
the system in a new environment, testing sessions in specific settings and the
implementation of a simulator to generate large sets of data. Results showed
the system precision limitations are correlated to the signal propagation
variability.

3.3.1 Preliminary Tests

This subsection refers to the experiments and tests performed as we created
LAURA installations in a new and never tested environment. It concerns
accuracy tests, evaluating the error distribution varying the anchors density;
RF signal propagation test, concerning signal variability, noise and wall
absorption.
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Materials

The acquisitions have been carried on by deploying up to 23 fixed anchors
on a building floor of 455m2. Depending on the tests target the location of
devices and the extension of the localized environment were changed. An
example of the anchors locations is shown in Fig.3.2. The system parameter
adopted in all the acquisitions are listed in Tab.3.1.

Acquisition protocol

The mobile device was worn by a person, walking inside the building, follow-
ing a predefined path. At each turn the subject was required to stop for 10s,
turn to his right by steps of 90◦, waiting 10s after each turn and also before
walking to the next point. Only East-West, North-South (and vice-versa) path
were allowed. Time lapses from the beginning of the recording and between
each event were noted, in order to backtrace the real position of the subject
at each sampling instant (Fig.3.2). The subject was moving in a real world
environment, with all the other people in the building normally doing their
activities.

The recording comprises the following:

RSSI: the RSSI values received from each fixed or mobile device, coupled
with the timestamp related;

D: the sub-matrix of the known distances between the anchors;

S: the sub-matrix of the RSSI values among the anchors which reach the
mobile device;

d̂: the vector of the estimated distances to the reachable anchors;

Table 3.1: System Parameters

Parameter Value
ZigBee Channel 26
Transmission Power -3dBm
Sampling Frequency 1Hz
Beaconing period 200ms
Self Power -30dBm
Self Distance 0.04m
Number of Particles 400
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Figure 3.2: Testing Environment with devices density 0.07m−2. Anchors are depicted as circles,
with the corresponding ID label. The blue trajectory represents the user movements across the
tests.
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Figure 3.3: Localization performances varying the anchors density

epos: the estimated position of the point after the particle filtering.

The real-world instantaneous position of the subject was reconstructed by
considering the walking speed constant and timestamps at stop points. The
trajectory obtained was then sampled accordingly to the timestamps of the
arrival of each RSSI message from the mobile device, neglecting the network
propagation time.

Results

The acquisitions were repeated with different anchors densities: 0.04m−2,
0.07m−2 and 0.22m−2. To evaluate the system performances we exploited
the Empirical Cumulative Density Function of the localization error. Such
curve represents the cumulative probability of each error value reported in
the dataset: the steepest the curve, the better the performances. The behavior
of the system was as expected, returning better estimates for higher densities,
as visible from Fig.3.3.

Furthermore the relations among the distance from the PAN coordinator,
the localization error, the orientation and the movement of the target, were
investigated. In Fig.3.4 it is possible to compare them visually.
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Linear model
Poly1: curve(x) = p1*x + p2
Coefficients (with 95% confidence bounds):
p1 =    −0.03126 (−0.07506, 0.01254)
p2 =    3.371 (2.847, 3.895)

Figure 3.5: Lack of correlation between localization error and Distance from PAN Coordinator
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No evident relationship exists between the distance form the PAN coordi-
nator (and thus the number of the hops) and the localization error: in Fig.3.5
the localization error is compared to the PAN coordinator distance. In case of
an error generated by the communication delay along the network, the slope
of the linear interpolation is expected to be significantly greater than zero: in
the investigated case it is −3 · 10−2.

It is clear how the position and orientation changes affect severely the
estimation error. Even if the mobile node is not moving, the presence of
some abrupt changes in the localization error is evident. Some of these high-
valued spikes can be associated to PF re-initializations, by meaning either
that the lateration which guides the PF has failed or that it relies on RSSI
measurements severely affected by noise (diffraction/reflection/multipath).
In the following sections we will investigate the signal dynamics to better
understand their effects.

3.3.2 Advanced Tests: Interactions Between RF Signals and the Envi-
ronment

The preliminary tests showed that the technology and the methodology
exploited in were able to provide satisfying performances also in the new
testing environment. Nonetheless it became clear that the error and the
localization inaccuracies had a greater impact on the final estimation in certain
positions in the map. The following tests thus aimed to clarify those limits
and suggest possible approaches to mitigate them.

Transmitted Power and Visibility

As we move further form an RF source, the received signal decreases in
strength, proportionally to the inverse square of the distance d−2. Nonetheless
in indoor environment several other factors can affect the signal propagation.
Our interest is to understand what is the effect of these phenomena concerning
the maximum distance at which anchors are able to establish a link. This
because any point of the localized space must be covered by the signal of at
least three reference points for unambiguous lateration result and four to be
resilient to single node failure or missing signal.

To study the anchor coverage at different transmission power, we placed
two anchors close enough to establish a link. While moving the devices
apart, we recorded RSSIs, considering the worst value receivable for a stable
link -84dBm. Other settings were the same as in Tab.3.1. When reached the
threshold value we took note of the distance reached. After 10 measurements
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Fitted Curve

Fitted Curve = 

     General model:

     curve(x) = 10
(a*x+b)

     Coefficients (with 95% confidence bounds):
       a =     0.08507  (0.07216, 0.09798)
       b =       1.821  (1.716, 1.927)

Goodness of Fitting= 

           sse: 0.1246
       rsquare: 0.9992
           dfe: 2
    adjrsquare: 0.9988
          rmse: 0.2496

Figure 3.6: Curve fitting for Maximum Link Distance

for each power setting we tabled mean values as in Table 3.2. The resulting
measures describe an exponential curve. A fitting shows the results reported
in Figure 3.6

Signal Propagation

In order to investigate deeply the signal propagation and the effects of an
indoor environment on it we set a specific test in a controlled, smaller envi-
ronment. In an office room, with average furniture and two persons actively
working at their desks, we deployed four anchors transmitting at -10dBm, in a
square shape with side of 4.8m, approximately half of the maximum distance
at that power (see Tab. 3.2 and Fig. 3.7). We recorded the medians (over
20s-long windows) of power values exchanged every 200ms, along more than
15 minutes. The averages of the received RSSI values are shown in Tab. 3.3.

It was expected to obtain links with homogeneous intensity, stronger along

Table 3.2: Maximum Link Distance

Transmitted Power Maximum Distance (mean)
-25dBm 0.5m
-15dBm 3.75m
-10dBm 9.1m
-7dBm 16.9m

51



Chapter 3. Indoor Human Localization

−2 0 2 4 6

−2

−1

0

1

2

3

4

5

6

1

2 3

4

mobile

Figure 3.7: Devices positions for signals propagation test

Table 3.3: Received Power Averages in dBm. Emitters are along rows, receives along columns.
NA represent where link was not established.

Node ID 1 2 3 4
1 X -80 -78 -80
2 NA X -78 -76
3 -82 -77 X -76
4 -84 -76 NA X

Side [ -76 ; NA ]
Diagonal [ -76 ; -82 ]

the square sides rather then along diagonals. Although the obtained value
ranges are almost the same for all the pairs of devices, both 4.8m (side) and
6.7m (diagonal) apart. Furthermore in some configurations (2-1 and 4-3) the
devices of the couple cannot even reach each other in one direction while the
RSSI in the opposite direction (1-2 and 3-4) is higher.

Such results are showing clearly how the environment and the antenna
coupling can affect significantly the signal absorption. This highlights the fact
that most of the inaccuracy of the estimation comes from the inhomogeneity
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of the signal propagation.

Wall absorption

To test the contribution of walls a couple of devices, emitting at -15dBm, was
placed at 1m distance, in Line Of Sight (LOS) conditions or separated by a
wall. In any condition the alignment of devices were the same, in order to
maintain the same antenna coupling. Having a wall thickness of 0.1m, a LOS
condition and six different NLOS (Not LOS) conditions (see Tab.3.4) trials
were recorded, with 1Hz sampling frequency, each lasting approximately 1
minute.

As expected results depicted in Fig.3.8, show a significant worsening in
RSSI, due to wall absorption. To estimate the wall absorption let us consider
the shift of the median value: the LOS condition has a median of -78dBm,
while the NLOS loses 3dBm, having a median of -81dBm.

Nonetheless, the RSSI in presence of a wall can reach -87dBm or lower
values. This represents clearly that the effects of the wall presence regard also

Table 3.4: Distances between Wall and devices for NLOS tests

Trial ID Place Device A Device B
1 A 0m 0.9m
2 A 0.3m 0.6m
3 A 0.45m 0.45m
4 B 0m 0.9m
5 B 0.3m 0.60m
6 B 0.45m 0.45m
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Figure 3.8: Histograms for LOS-NLOS comparison. As visible, the RSSI in NLOS conditions
have a median shifted by -3dBm.

53



Chapter 3. Indoor Human Localization

Table 3.5: Transmission Power for the Heterogeneity test

Device ID 1 2 3 4 5 6 7 8 9
Emitted Power (dBm) -12 -42 -35 -16 -25 -37 -21 -44 -14

Device ID 10 11 12 13 14 15 16 17 18
Emitted Power (dBm) -16 -29 -39 -30 -23 -40 -27 -37 -35
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Figure 3.9: Empirical Cumulative Density Function for the Localization Error, with exponen-
tial or linear linearization F(·) functions for distance estimation, with Heterogeneous or
Homogeneous powers

the distribution of the values, which show an higher variability.

Heterogeneous Transmission Power

When designing the devices distribution and transmission power (to send
beaconing messages) it might be interesting to set different powers to different
devices. Indeed reducing the transmission power to lower levels avoids bad es-
timations (due to far range measurements; see Appendix), but the counterpart
is a reduction of the visibility range of the device. In some particular situations
it might be interesting to modulate the precision of the localization, by de-
ploying low-power anchors where high-precision is required and high-power
anchors to obtain wide range. In order to understand if the system is able to
work properly even with heterogeneous transmission powers we performed a
specific test. In a simulated environment we performed localization along a
path. The test was repeated twice: once with the usual value for self-power
(-30dBm at 0.04m) for all the anchors, then these values (equal to the emission
power), were substituted with random values (reported in Tab.3.5) between
-10dBm and -50dBm and the same path was evaluated.
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3.4. Improving the IHL system

The results demonstrate that it is possible to define specific power values
for each anchor without affecting the overall positioning precision (Figure.3.9).
This can be evinced by comparing the ECDFs: independently from the F(·)
function adopted, the homogeneous and the heterogeneous powers curves
don’t show significant differences. It is worth noting that lower transmission
powers and a more dense anchor deployment can increase the localization
precision in specific areas, but also rise the costs.

3.3.3 Discussion about Experiments Results

The preliminary tests performed depicted the following situation:

• The localization system provides performances coherent with respect to
the previous installations in other environment.

• No significant systematic error has been identified.

Further tests provided information about the signal propagation in indoor
environment:

• It was possible to identify a function describing the maximum visibility
distance, known the device emitting power.

• In average conditions the signals propagation showed an high variability,
both in LOS and in NLOS conditions. This was related to local environ-
ment characteristics, not depending on the devices orientation or their
distance.

• A reference value for wall absorption was defined, based on repeated
measurements.

• Finally, a simulation confirmed the possibility to set different and anchor-
specific transmission powers, without affecting the localization perfor-
mances, to provide location-specific precision.

3.4 Improving the IHL system

The tests performed clarified the localization results are affected mostly by the
signal propagation. Moreover the CEP of LAURA system is, in the suggested
installation conditions, compatible with room-level precision. This focused
the research effort toward the development of a lighter and more efficient
localization algorithm without significant precision losses. The intervention
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evaluated, as detailed in the following, concerns the precision improvement
obtained through a median filtering and the exploitation of a new lateration
algorithm. Moreover the installation of the system has been considered. The
aim of the installation analysis was to clarify the effect of the anchors density
on the system precision.

3.4.1 Position Refining: Median Filtering

Localization results showed a limited precision due to the high variability
of the signals, caused by noise and environment inhomogeneities. In order
to approach the problem we tested the application of a median filter to the
position value resulting form the PF. We implemented the approach by using
a temporal window (of size n : [(t− n), t]).

Comparing the ECDF curves for odd values n = [3, . . . , 15], results show
that in the experimental scenario it is possible to achieve an error reduction,
in particular the best window length is n = 7. This can also be evinced from
Fig.3.10 and Tab.3.6.
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Figure 3.10: ECDF curves comparison, changing the length of the window for the median value
computation.
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Table 3.6: ECDF results as localization error in meters. P represents the cumulative probability
(along y axis), n the samples used, bold values highlight best values.

n=3 n=5 n=7 n=9 n=11 n=13 n=15 PF raw
P = 0.25 1.57 1.37 1.25 1.33 1.47 1.32 1.38 1.80
P = 0.50 2.58 2.45 2.35 2.35 2.46 2.48 2.50 2.80
P = 0.75 3.85 3.58 3.40 3.40 3.40 3.47 3.69 3.99
P = 0.90 4.37 4.27 4.18 4.19 4.20 4.39 5.00 4.93

3.4.2 Introducing a Discrete Lateration Method

The research effort was devoted not only to the improvement of the localiza-
tion precision, but also to the reduction of the computational load required.
Indeed, in a setup of several identified targets to be tracked simultaneously,
the time required to perform the localization can rise significantly. To control
this complexity and the related load, affecting the final estimation as little as
possible, some methods other than Particle Filtering (PF) were evaluated.

Iteration Terminated (IT) gradient descent

It is natural to formulate the lateration problem as a least squares problem.
In particular, exploiting the weighted SSD of the distances from a generic x
point and the anchors, with respect to the distances estimated through the
localization d̂:

x̂ = argmin
x

1

2

N∑
i=1

θi(||x− xi||2 − d̂i)2; θi =
d̂−2i∑N
k=1 d̂

−2
k

. (3.13)

This minimization can be solved through gradient descend, taking as initial
guess the last available location estimation (in the very first estimation the av-
erage of the two closest anchors positions). Therefore, we defined empirically
k ≤ 20 as the iteration index and β = 0.5 as the descend rate:

x(k+1) = x(k) + β
N∑
i=1

θi

(
1− d̂i
‖x(k) − xi‖2

)(
x(k) − xi

)
(3.14)

The identified position at iteration k=20 is returned as the estimation value.
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Magnitude and Iteration Terminated (MIT) gradient descent

In case of very small displacements or particularly noisy data, the previous
method presents limited performances. In the case of small displacements the
computation continues without significant changes to the estimated position.
Instead, considering noisy data, a large amount of the overall displacement
is probably generated by the noise affecting the signal. In both situations,
imposing a stopping threshold, based on the correction magnitude, brings
benefits: in computation time and in accuracy respectively.

Given those observations, and the results of the simulations involving GD,
we imposed the following condition for the iterations to be continued:

||x̂(k) − x̂(k−1)|| ≥ ζ. (3.15)

Considering the empirically identified accuracy limit of the iteration ter-
minated gradient descend, we imposed a minimum correction magnitude
ζ=0.1m. Moreover, the iteration termination condition is kept along with
the new one. This assures the convergence of the method.

DIScrete Candidate Solutions grid (DISCS)

We propose another approach, which can be defined a discrete variant of those
presented in the previous paragraphs. Given the localization space L ⊂ R2, let
us define the set of points gk ∈ L, identified by the grid G. The distribution
of the points is arbitrary, in the following we will consider a square grid with
spacing δ. Furthermore, let F (x, ŝ) be a functional, whose minimum (or
maximum), identifies the best estimation for the position of the point x, based
on the measurements ŝ. Instead of considering the continuous position x, we
approximate its position, by evaluating the functional only in the gridpoints
gk:

argmin
gk∈G

F (gk) ≈ argmin
x∈L

F (x) (3.16)

This can be done only if the distributions of the points in G is dense
enough. If not, there is the possibility to identify a grid local minimum, bad
positioned with respect to the continuous minimum.

Applying the principles illustrated in the previous paragraph to the local-
ization problem, it is possible to obtain a fast position estimation. In the
following we will explain the application of the method to multilateration,
assuming to have a set of estimated distances d̂ between the target and known
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3.4. Improving the IHL system

points in the space (anchors). Given the i-th anchor, at position ai:

d̂i = ||ai − xr||+ ηi; (3.17)

where η is the error introduced through the estimation process, and xr is the
real position of the target. An immediate approach, usually solved through
gradient descent, identifies:

F (x, d̂) =
∑
i

[
||ai − x|| − d̂i

]2
, (3.18)

which represents the sum of squared errors (SSE) of the estimated distances.
The minimum of this function xm, in ideal conditions (ηi = 0), is the real
position of the target, as can be deducted by combining 3.18 and 3.17. In case
of noise it enables to identify a position that minimizes the error with respect
to the estimated distances d̂i.

Conventional approaches exploit 3.18, through iterative algorithms aiming
to approximate the minimum, since it is not possible to compute it through
an explicit formula. In our approach we avoid the iterative evaluation of
∇F (x), but simply compute the values of F (x) over the grid, selecting the
node of G showing the minimum:

xm ≈ gk; k = argmin
j

F (gj, d̂) (3.19)

It is worth noting that two crucial factors in this approach reduce signif-
icantly the complexity of the solution. First, since the position of the grid
points, is not changing (e.g., over time, or over iterations) it is possible to
avoid part of the computation, by evaluating the distances dki = ||gk − ai||
only once, making the results available at runtime. Second, it is not necessary
to consider the whole grid at once. This can be interpreted in two, non
alternative, ways: it is possible to consider only the region of the grid in
which it is reasonable to search the target, but it is also possible to exploit
different resolutions/subsampling of the grid based on the required accuracy.

Furthermore 3.18, can be extended, considering a weighted sum of the
squared errors:

F (gk, d̂) =
∑
i

w(i, k)
[
||ai − x|| − d̂i

]2
(3.20)

These weights can be defined based on known characteristics of the gridpoints,
the environment, etc. To make few examples, they can be related to the
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distances dki (giving more importance to closer anchors), or to specific a
priori (e.g., points in the middle of corridors are more likely) or empirical
knowledge (e.g., based on a probability map built obtained through collected
data).

Algorithm

The proposed method has been implemented as it follows. The starting
point is clearly the creation of the grid G, with spacing δ, followed by the
computation of the distances dki. This operation is performed only once,
before the execution of the localization, so that dki will be considered known
constants. Furthermore, as introduced in equation 3.20, weights based on dki
have been employed:

w(i, k) =
1

d2ik
(3.21)

Also these weights are conveniently computed in this preliminary phase.
Furthermore, depending on the localization space L and the localized

target, let us identify ρ, which is the a-priori known maximum displacement
between two positions adjacent in time. At the instant t = t0 the very first
measures sample d̂(t0) has to be processed. The grid G is regularly under-
sampled to GU , using as spacing ρ′ = mδ ≈ ρ,m ∈ N+. This it is done with
the aim of initializing the position for the first iteration, at an hypothetic
xm(t0 − 1) computed through equation 3.20:

xm(t0 − 1) = argmin
gk∈GU

∑
i

w(i, k)
[
dki − d̂(t0)i

]2
. (3.22)

The generic step at time t ≥ t0 begins with the identification of a portion
GL of the whole grid, representing the set of the gridpoints in a square area
with side 2ρ′, centered around the last estimation:

GL , {gk ∈ G : DCheb (gk,xm(t− 1)) ≤ ρ′} (3.23)

being DCheb the Chebyshev distance (i.e. the norm of the greater component
of the vectorial distance). This portion of the grid represents the local space
where, given the previous time instant estimation, it is reasonable to search
for a solution at current time. Moreover the target position x̂(t) is estimated
similarly to 3.22:

x̂(t) = argmin
gk∈GL

∑
i

w(i, k)
[
dki − d̂(t)i

]2
. (3.24)
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The overall process is subsumed in Alg.2.

Algorithm 2 DISCS Lateration algorithm. Variables are referred to the equations from the
text.

Generate G
Compute dki and w(i, k) Eq.(3.21)
loop

Receive estimation d̂(t)
if t = t0 then

Identify GU (ρ′)
Estimate xm(t0 − 1) Eq.(3.22)

end if
Identify GL(ρ′, x̂(t− 1)) Eq.(3.23)
Estimate x̂(t) Eq.(3.24)

end loop

Variants

The proposed algorithm can be tuned and modified in several ways, de-
pending on the computation needs. As an example the approach, in case
the range ρ cannot be defined, can be changed to consider hierarchic grids.
Identifying different resolution levels, it is possible to refine the coarser level
result, exploiting a finer sub-grid centered on the previous resolution level
result.

Furthermore, as briefly mentioned, the gridpoints positions and the grid
weights can be designed to represent significant a-priori knowledge. For
example, gridpoints in not reachable zones can be omitted, or their density
can vary depending on the required granularity in the specific area. Moreover,
whenever a semantic interpretation of the map is required, points can be
reduced to represent a sort of skeleton of the indoor rooms distribution as in
Voronoi-based techniques.

Lateration Methods Performances Evaluation

The proposed method was tested by comparing its performances with respect
to the other approaches. This evaluation was based on both precision results
and computational time required.

61



Chapter 3. Indoor Human Localization

Simulations Environment

To perform such tests, a simulation environment was implemented. It
comprises the map of the real-world building used in previous tests, virtually
instrumented with a set of numerous devices (N=88 anchors). The implemen-
tation reproduces the RF-RSS based localization system, leveraging the former
mentioned zero-configuration method. Multi-Wall RF signals propagation
model is implemented, generating power signals with an absorption path-loss
dependent on the number of met obstacles u, their absorption value γ, with
an additive Gaussian noise η, as follows:

s = s0 − 10α log10

(
d

d0

)
− u · γu + η (3.25)

The anchor-to-anchor signals S are supposed to be constant over time, and
thus are generated at first.

Simulations Results

Simulation were exploited to investigate the behavior of the introduced
algorithm with respect to the three competitors presented earlier. In particular,
the focus was to highlight the accuracy of the method, by evaluating the
distribution of the localization error, and the computation time needed,
varying the quality of the simulated signals and the amount of data.

The simulations exploited different settings of environmental signal error
(η1 ≈ N (0, 1), η2 ≈ N (0, 5), η3 ≈ N (0, 7), η4 ≈ N (0, 10) Eq.(3.25)). To
evaluate properly the algorithms we employed data generated with respect to
5 trajectories of 5000 samples each, spanning across the map, for a total of
25000 localized coordinates. The results (Fig.3.11) showed that the proposed
algorithm has noticeable performances. In particular its estimation is as good
as IT-gradient at low noise levels (Fig.3.11a), while, when noise is stronger,
it is still comparable to both MIT-gradient and IT-gradient ((Fig.3.11b)). PF
results show that the precision of this method seems to be limited with respect
to the rest of the algorithms.

Investigating algorithms execution times, we recoded the overall time
needed to obtain the position from the simulated signals. This enables a better
evaluation of the time needed to perform the whole localization process,
including the distances estimation procedure. Furthermore, as often happens
in distributed or low-power platforms, a forced single-core computation
was used. The results, visible in Fig.3.12a, clearly report that DISCS is the
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Figure 3.11: ECDFs obtained from simulations, with increasing noise.
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Figure 3.12: Computation time comparison

lightest method among those evaluated, requiring (on the testing machine)
less than 3s (in average) to localize 5000 points. Furthermore it is interesting
to notice how the MIT-gradient performances decay if the noise amount
increases. Indeed, in that method, the number of iterations needed to reach
the threshold magnitude for termination tends to grow as the noise imposed
becomes stronger.

Finally, it is possible to convert the already obtained data, to represent
the systems performances in terms of processed samples per second (sps),
as in Fig.3.12b. While the average result of PF is very low (only 13sps ca.),
gradient based algorithms show interesting capabilities, reaching up to 1.2ksps
ca. Nonetheless, DISCS outperforms the other methods, with a typical value
of 1.7ksps.

Real-world Experiments Results

Applying these methods to real data, i.e. those exploited also for median
filtering tests (Fig.3.10), results confirm the validity of the approach. Not only
the computation time is lower than PF, but the estimation error is smaller for
higher P-values.

Wall-crossing avoidance and placement heuristics

As briefly mentioned DISCS gives the possibility to evaluate the gridpoints
in a weighted manner, or considering weights that represent particular se-
mantics, or even to take into account only a subset of points responding to a
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Figure 3.13: ECDFs curves reporting results of the application of lateration methods to real-world
data.

particular condition.
Such property of the DISCS algorithm can be exploited to implement

wall-crossing avoidance. As it was implemented in PF, where particles were
not allowed to cross walls, also with DISCS it is possible to reject estimations
implying wall-crossing. Given the last position estimated, in place of Eq. 3.24
considering the whole grid GL, we can exclude those points on the other
side of a wall. To avoid instability or extreme effects, we suggest to limit the
effect, by reducing the points of at most the 50%. Furthermore it is possible
to discourage points too close to walls, diminishing their result relevance
accordingly. It is worth noting that precision marginally benefits from this
procedure (Figure 3.14), although the semantic of the results it is improved
(Figure 3.15).

3.5 Discussion

As emerged from the several analyses performed leveraging the 2.4 GHz WSN
for IHL, the precision of systems employing these devices and such carrier
frequency seems to be affected mostly by the error induced by unexpected
propagation phenomena. In the further chapters this problem will be ad-
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Figure 3.14: ECDF curves for real data, comparing raw and weighted DISCS. It is clear that the
application of weights represent a marginal improvement to the result of the DISCS method.

dressed following two different strategies. On one hand, changing the carrier
frequency and using a more robust one might improve the performances
significantly. Such approach will be detailed in Chapter 4. On the other hand,
if the localization is not reliable, then a system providing dependability should
improve the overall usage, at least making the user aware of malfunctions, as
detailed in Chapter 5.
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Figure 3.15: Comparison of the localized paths previous shown in Fig. 3.14: raw on top, weighted
below. Even if the precision shows only a marginal improvement, the semantic benefits
avoiding bad positioning.

67





4
Low-Frequency Based Indoor Human

Localization System

When considering the characteristics of a specific RF band to be used
in a system for Indoor Human Localization, among other factors
it is important to characterize the behavior of the RF waves in

the environment. In particular, not only the free-space (or LOS – Line Of
Sight) propagation model has to be identified, but also the signal behavior
when encountering obstacles. The radiation with frequency in the 2.4GHz
band have a twofold behavior when considering obstacles: it is severely
attenuated by water molecules, and it is highly reflected or refracted by
metallic structures. This anyway cannot be said for the whole RF spectrum:
lower frequencies are less affected by obstacles while are generally absorbed by
metallic structures. These two factors make lower frequencies in the 125kHz
band theoretically more suited for IHL. In this chapter it is reported the
design and implementation of a IHL system based on 125kHz RF.

4.1 Related Works

Even if quite promising, low frequencies such as 125kHz have not been deeply
employed for IHL. This can be explained mainly considering that most of
the 2.4GHz systems (that represent the most diffused carrier) are deployed
opportunistically: leveraging already-in-place devices, or low cost devices
developed for WSN, etc. This anyway reflects the fact that such frequency
is much more suited for transferring a high bitrate rather than providing a
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Chapter 4. Low-Frequency Based Indoor Human Localization System

stable signal propagation. Moreover it should be mentioned that usually when
requiring a high precision and accepting the installation of new hardware,
specifically for IHL, it appears that other technologies (such as UWB) are
very promising in terms of precision [57]. Nonetheless, their cost is still high,
making them less suited for the BRIDGe project and whenever low cost is a
requirement.

The low frequency signal characteristics inspired other works in the field
of localization. Reynolds [64] leveraged both RF signal amplitude and phase,
in an IHL system using 2MHz as carrier. The expected results were to achieve
sub-meter accuracy leveraging fixed transmitter, connected and synchronized
by means of wires. Even if they experienced unexpected interferences and
multipath effects, they achieved as best result a mean error for distance
estimation of -0.05m with a standard deviation of 0.71m.

Ohara et Al. [65] employed 125kHz transceivers to estimate distances.
They compared signal stability and robustness against obstacles with ZigBee
performances, obtaining encouraging results. Nonetheless the antenna radi-
ation pattern affected their estimations in far field (from 5m to 10m): final
results show a maximum error of 0.5m for ranges up to 5m, while for higher
distances it grows up to 3m.

Han et Al. [66] as well as Fortin-Simard et Al. [67] developed a system
based on RFIDs, leveraging proximity to perform localization. Even if their
approach does not rely on lateration, they achieve sub-meter precision.

4.2 System Design

The radio equipment used to develop a new IHL system leverages two different
frequencies: 125kHz and 2.4GHz. This enables to leverage the lower and more
stable frequency for distance estimation and the higher for data transmission.
Moreover the system is composed of two different devices: the mobile tags
and the fixed base stations.

4.2.1 Devices and Communication

Mobile tags are small battery-powered devices which can be carried by the
person to be localized. Since their activity is on both the frequency bands,
they are provided with two antennas. The same holds true for the transceiver
unit of the base stations. The communication among the devices is initialized
by a base station, which uses the 125kHz antenna to send a pulse to the
surrounding tags. Each tags interprets this pulse as an activation request,
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exiting from a low-consumption state and starting operations. Such set of
tasks includes the sampling of the incoming 125kHz signal, in order to
compute the corresponding RSSI, and the transmission of such information
using the 2.4GHz radio link.

The devices and the communication protocol have an important temporal
limitation, affecting the whole system development. Even if probably more
suited for tag distance estimation, the devices firmware is designed to avoid tag
collisions but does not manage collisions between concurrent 125kHz base
stations requests. This might lead to unexpected behaviors not acceptable for
the overall system reliability. Due to this characteristic, and to the fact that
the tag awakening procedure is not public, the base stations procedures will
not be overlapped under any circumstances.

The estimation of the communication-time was performed thanks to the
collection of experimental data. Several conditions were considered altogether:
from one device at close range to many device at large distance, measuring
the round trip time RTT. Given that a collision might frustrate the overall
localization process, or even produce malicious data, it is desirable to identify
the maximum RTT value, and to reserve an even longer time lapse for each
base station RSSI generation/collection procedure. As reported in Figure 4.1,
the results report that the upper bound of such communication time is . For
this reason the chosen base station reserved interval is 500ms.

4.2.2 Signal Propagation Model

Given the low frequency of the signal adopted for distance estimation, the
propagation models commonly employed for 2.4GHz systems are not suited.
Most of all, the simplest model of log-distance absorption, mentioned in
Section 3.2.4 (see Eq.3.1), is derived from free-space propagation and is not
suited whenever the wave-length is comparable to the distance at which the
path-loss is estimated. This fact makes necessary the identification of a new
model, describing the signal attenuation as distance grows. To such aim several
acquisitions have been carried out, collecting the RSSI received at specific
orientations and distance.

The preliminary experiments reported that RSSI values depend not only
on the distance, but also on devices antennas orientations as well as on the
presence of obstacles. As depicted in Figure 4.2 up to 4 RSSI points separate
the minimum value form the maximum, depending on the orientation of the
antennas. Moreover, considering obstacles the spread between the LOS and
NLOS considitions can be quantified in 2 RSSI points in the worst case, as
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Figure 4.1: Round Trip Time ECDF — 125kHz communication

visible in Figure 4.3.
Anyway, given the limited impact of orientation and obstacles and to keep

the preliminary implementation of the system prototype as simple as possible,
these issues have been considered marginal and thus not included in the model
for distance estimation. To derive such model RSSI values at 20 different
distances, with 3 base stations and 3 tags have been collected. In detail 200
measurements have been carried out for each combination of distance, tag,
and base station.

To fit such data it was employed a polynomial equation of the second order.
Even if not based on a specific theoretic principle, the experimental data
showed a distribution too simple to justify a more complex model. To obtain
the coefficients for such model a least squares minimization was performed,
achieving the following values:

d̂ = a2s
2 + a1s+ a0; a = [452.7, −23.03, 0.3155] (4.1)

where d̂ is the estimated distance and s the RSSI. In Figure 4.4 it is represented
the model function, as well as the data it was obtained from.
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Figure 4.2: RSSI values versus devices orientation

Figure 4.3: RSSI values versus obstacles presence
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Figure 4.4: RF signal propagation model for 125kHz

4.2.3 Multilateration

The implementation of the multilateration process was quite naive, given
that the development was in an exploratory phase. In detail, given that three
or more base stations can return an estimation of the tag distance at once,
an error minimization algorithm have been exploited. Thus, a Levemberg-
Marquardt descent of the SSE (Sum of Squared Errors) have been employed
as it follows:

SSE =
B∑
i

(
||xi − x̂|| − d̂i

)2
(4.2)

4.2.4 System Architecture

The design of the system architecture underwent a set of experimental tests to
clarify the constraints introduced by the devices. Even if in a IHL system the
advantages of having a continuous distance estimation and system calibration
(as detailed in Chapter 3), this on one hand requires communication among
base stations (not provided by 125kHz devices) and on the other it is more
suited when the RSSI sampling frequency is high. Both these conditions were
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naturally available for the 2.4GHz localization system presented in Chapter
3, but cannot be achieved using the low frequency devices.

The first constrain, as already mentioned in the previous sections, is the
time needed to complete a full tag-scan procedure (command acceptance,
125kHz pulse send, 2.4GHz responses, result forwarding). Indeed this forces
the introduction of a non-collision policy, the simplest of which is the block-
ing and sequential polling of the base stations. This ensures the absence of
collisions, but introduces a minimum period, whose duration has to be taken
into account.

The other main constraint is connected to the uncertainty introduced
when sending a 125kHz pulse toward a tag which has been already woken by
another pulse from another base-station, but still has not sent the 2.4GHz
response containing the RSSI measurement. In such a condition it is not
possible to predict if the device would respond to one, all, or none fo the
requests and whether the RSSI value is corrected or not. This forces the
system architecture to be designed to avoid such situation. It is worthy to
remark that this constraint is in competition with the previous one.

Given these conditions, the system is driven by a central unit, which polls
sets of base-stations and waits for the arrival of the results before passing
to the next base-stations set. This, given proper positioning and activation
pattern, permits to satisfy both the constraints. A possible geometric pattern
that minimizes the issues can be identified leveraging an equilateral triangles
space tessellation (Figure 4.5). Given tiles with side δ, equal to the range
of the base stations, the pattern that considers a base station in each vertex
permits to minimize the overlapping. Moreover, leveraging this, a period of
4 communications is enough to scan the whole space without collisions, as
depicted in Figure 4.5. Even if the tessellation with not rectangular tiles might
lead to the introduction of extra base stations to cover under-sampled areas
(where lateration have less than three measures to consider), the limitation of
the sampling period is more restrictive in order to let the system be useful.

4.3 Experimental Results

Two main localization tests have been performed to investigate the system
capabilities. In the first type the precision in static localization (positioning)
was tested, while the second set of tests aimed to the analysis of the error
when localizing a moving target (tracking).
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Figure 4.5: Space tessellation to optimize coverage and timing. Base stations are represented by
red markers, while blue circles represent the signal range. Activating simultaneously only those
devices with corresponding indexes, it is possible to scan the whole space in four time periods.

4.3.1 Positioning Tests

The presented low-frequency IHL system was implemented and tested in
a real-world environment. A testbed of 3.15m by 4.15m was set inside an
openspace office building, with furniture and other equipments. Three devices
were simultaneously localized, in static positions, along points over a regular
grid, with 0.25m spacing. Four base-stations were positioned in the corners
of such area, collecting RSSI 300 measures, with a 500ms period for each
tested position. Given the environment symmetry and the long time required
by experiments, the space was sampled only in significant areas, enabling an
interpolated reconstruction of the remaining.

The ECDF (Estimated Cumulative Density Function) of the positioning
error, as visible in Fig.4.6, reports that the 90% of localized points have an
error smaller than 0.5m, with a base-stations density of 0.33m−2. Comparing
such result with the 2.4GHz system presented in Chapter 3 (which 90%
localization error was 4m or smaller, with anchors density 0.28m−2), it
emerges the low-frequency system error is about one order of magnitude
smaller when considering static objects.
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Figure 4.6: 125kHz Localization Error ECDF

Moreover, when displaying the median localization error on a map, it is
possible to highlight how the overall precision is homogeneous (Fig.4.7,4.8).
However, close to the base-stations, the currently available experimental
results show a worsening of the localization accuracy, mostly due to saturation
effects.

4.3.2 Tracking Tests

To identify the impact of the communication timing between base station
and tags, it is needed to evaluate the capability of the system to deal with
moving objects. In particular it is inevitable that the time needed to collect
the RSSI information to estimate the distance will result in a two-fold error:
on one side the overall instantaneous error will be greater, on the other the
obtained position will be almost laying on the user path as if it represent a
past target location. The first contribution can be related to the fact that
the distances used for lateration are not coherent with the user’s position in
space-time. The resulting localization, which minimizes equally the square
error on all the estimated distances, is not considering the inherently higher
error of older measurements. The apparent time-shift is related to the fact of
not considering the time-related reliability of each distance estimation, it is
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Figure 4.9: Moving target trajectory: actual (blue) versus estimated (red). Markers are placed in
corresponding time points.

probable that the last and the first measures have a higher error, leading to a
resulting position closer to the central samples of this sort of time windowing.

The preliminary experiments were carried out in the same environment
of positioning tests, where a person carrying the device was asked to move
from one point to another, crossing the whole area, with a regular step. The
instantaneous position of the target user was then re-constructed based on
starting and arrival times, considering the speed constant. An example of
the results is represented in Figure 4.9: it is visible as the user moves in space
toward the end of the path, the localized position lingers close to the starting
point, to follow the real position of the target even in the end, where the user
stopped while the system returned few improving positions.

The overall results (Figure 4.10) show that the localization error increases,
with a large shift in distribution toward higher values. This is expected, and
can be explained by the above mentioned phenomena.
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Figure 4.10: Moving Target Localization Error ECDF

4.4 Discussion and Future Works

In this chapter the author presented a low-frequency localization system,
based on 125kHz carrier. The system leverages the RSSI of signals emitted by
fixed base-stations, collected by mobile battery-powered devices, to estimate
their distances from known points in the localization space. The experimental
results showed that in spite of a sensitivity (even if limited) to orientation
and obstacle the error both in distance estimation and positioning is almost
an order of magnitude smaller than the 2.4GHz-based IHL. Nonetheless
the employed hardware introduce significant limitations in terms of timings:
500ms for each base station measurement it is a significantly long time lapse if
we consider to track a person walking, even in indoor environment. Despite
the introduction of an optimized geometric distribution for the base-stations
positioning, the implemented version of the IHL system required up to two
seconds to obtain all the necessary measurements for lateration. Moreover,
severe signal saturation phenomena prevented the proficient usage of the
system where the target is too close to one of the base stations. For these
reasons, an improvement or a change of the devices is clearly advisable.

The overall results seem very promising, given that the localization error
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of both moving and not-moving target is one order of magnitude smaller with
respect to 2.4GHz based IHL system (see Chapter 3). Further tests ought
to be performed, in particular it would be interesting to evaluate a system
employing devices that require a negligible time for the RSSI data collection,
as well as tests with whole-floor extent, implementing wall crossing avoidance
heuristics.
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5
Fault Detection and Localization for Indoor

Human Tracking

Information about the person’s location and status, in an AAL system such
as BRIDGe, has a great importance since it is related to the person’s health,
his/her performed activity, etc. This chapter refers to Indoor Human

Tracking (IHT) systems for fragile people, where dependability features are
needed to provide mutual reassurance, and where often other sensors and
AAL systems are already deployed. The main idea is to exploit already-
in-place devices, as a source of redundant knowledge about the person’s
position. Crossing this information with the one from the IHT system
enables to identify faults in both systems. In particular with this work two
different approaches are detailed: a sharp model based and a probabilistic fault
localization method. As the reader might have already noticed, for sake of
clarity, in this Chapter the author will refer to IHT instead of IHL, so that
the person is tracked, while the fault localized.

While most of the design effort for dependability is usually devoted to
manage faults generated by components of the system (e.g., hardware or
software, technically named natural faults), in this work the focus is also on
those generated by the users, called human-made faults. Moreover, the system
is provided with a fault localization method. This, based on the system status
in case of inconsistency – and thus of fault – is able to point out the device not
operating in a correct manner, and the building area where the fault is having
place. In the following sections the method, the design and an implementation
of such IHT system, where natural and human-made faults can be detected, are
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described. Moreover another approach is proposed, leveraging an estimation
of the fault probability for each component, based only on runtime data.
These two approaches are finally compared, highlighting their peculiarities.

5.1 Previous Works

In order to improve the reliability of localization systems, different approaches
have been implemented. In this section the reader finds an introduction to
indoor human localization techniques retrievable in the literature, then the
approaches developed to improve reliability.

5.1.1 Indoor Humans Localization/Tracking

Even if in literature the commonly used term is localization, in this work
the term tracking was preferred, since fault localization has been used to
define the identification of the fault, as already mentioned. Nowadays several
technologies for IHT, based on various physical principles, are available.
Torres-Solis et al. [53] classify IHT systems based on the measured quantity:
photonic energy, sonic waves, mechanical energy, magnetic fields, atmospheric
pressure and radio frequency (RF) waves. This last physical quantity is widely
used, in cost-effective and flexible systems, by leveraging different methods.

Focusing on RF-based methodologies, the main sampled quantities, ob-
served to perform localization, are: Angle of Arrival, Time of Flight, Dif-
ferences in Time of Arrival, Received Signal Strength (RSS) [53, 57, 68].
Depending on the observed quantity it is possible to adopt a method based
on Lateration/Angulation (computing a precise position in space from three
or more measurements of distance/angle from known locations [57]) or on
Fingerprinting (defining specific areas in the environment and identifying the
target presence in one of them [57]). Looking at different technologies inside
the RF category, system can leverage Radio Frequency Identification (RFID),
Wireless Local Area Network (WLAN), Bluetooth, Wireless Sensor Netwok
(WSN), Ultra Wide Band (UWB), TV broadcasts (UHF) or mobile phone
communications (UMTS, GPRS, etc.) [57].

Sensor Fusion

Wireless RF technologies, presented in the previous section, rely on an uncon-
trolled and highly shared medium: many possible happenings (e.g., interfer-
ence, shadowing, multi-path) inevitably lead to inaccuracies and errors. The
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most diffused approach to increase the accuracy of localization, is to leverage
two or more physical quantities and combine them to obtain improvements
both in precision and reliability [57]. Nonetheless, even if leveraged in less
systems, Sensor Fusion can also provide a certain level of resilience to faults
affecting one of the measure systems.

Dead reckoning systems, usually based on the integration of acceleration
measurements coming from an IMU (Inertial Measurement Unit), are subject
to estimation error accumulation: in most of the proposed approaches the
system controls drift, either by considering other physical quantities such as
RF [69], atmospheric pressure [70]) or relying on a priori knowledge [71]
and landmark identification [72].

In other systems, RF and UltraSounds (US) are used together to improve
the final precision, or to overcome environmental issues. The Cricket local-
ization system [58] leverages the difference in time propagation between RF
and US signals to estimate the distance to a known emitter. This enables the
designers to implement a signal transmission protocol and a processing algo-
rithm capable to ignore the data affected by noise (e.g., multipath, reflections),
thus obtaining a better estimate than using RF or US independently.

A very similar approach is presented by YunFei et al. [59]: their system
leverages the time difference between US and RF propagations to estimate the
distance from a device with a known position. Furthermore, they include a
signal integrity monitoring, leveraging measurement redundancy. This allows
them to identify situations with inaccurate estimations and, in case, to send
the user a feedback.

The positioning system reported by Do et al. [60] is based on three different
technologies, crossing information coming from WLAN, GPS and cell towers.
The system is deployed on a mobile terminal, where the data are collected,
processed and the result is available to the user. The aim is to locate the user
seamlessly, in indoor or outdoor environments, trying to rely on the most
accurate measurements available. The system also comprises a communication
policy between the terminal and the remote localization server, trying to
minimize the requests when a good localization can be provided by the
terminal itself.

Dependability in human tracking

A dense literature has been developed about methods to exclude wrong
measurements thanks to redundancy, when dealing with localization and
lateration. Sturza developed a method in 1988 [73], and since then several
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techniques improved or leveraged those principles, but mainly in GPS (Global
Positioning System) applications and outdoor environments. Three conven-
tional versions of receiver autonomous integrity monitoring (RAIM) methods
are the chi-square test, the horizontal protection level test (HPL) and the
multi-hypothesis solution separation test (MHSS) [60].

Do et al. [60] used these techniques within an hybrid TV-GPS-WLAN
localization system, facing multi-faults conditions. The proposed solutions
are the variants of the three algorithm listed before, modified in order to
include an iterative fault detection and exclusion.

In indoor settings, anyway, there are few examples of works explicitly
devoted to dependability. YunFei et al. [59] use the same principle (of redun-
dancy) to identify faulty measurements. They keep trace of the estimation
precision, looking for biases in a specific precision parity matrix. This is used
not to exclude the measure from the estimation procedure, but to warn the
user that the measurements are not reliable.

5.2 System Definition and Modeling

Before going into methodology and implementation details it is necessary to
introduce some definitions.

5.2.1 Definitions

The model of the system and the concepts of Fault, Error, Failure refer to
the terminology proposed in Avižienis et al. [74]. This Chapter considers
an indoor system, comprising hardware, software and humans, interacting
with the environment. The system is composed of different components (e.g.,
sensors placed inside the indoor environment), characterized by a specific
behavior (e.g., they are activated when the person turns a switch on or when
the person enters a particular area); the system can be represented as a set
of states corresponding to the components’ behavior. Perceived by the users
(e.g., humans, other systems, etc.), the behavior represents the service the
system is providing.

Fault, Error, Failure

When an observer can identify a deviation from at least one state in the
system behavior with respect to the correct sequence of states, that deviation
is an error. It is worth noting that potentially many errors may not be
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observable and may not cause a service failure: this could be due, for example,
to temporary masking (the environment has not stimulated the system) or
to the application of a fault tolerance strategy. Any error has a cause, which
is called fault. A fault first causes an error in an internal service state (i.e. a
component of the system), but the observable state may not be immediately
affected. The error affects other system states, till the observable state is
reached and the system service fails. A system service failure occurs when the
delivered service deviates from the correct service, violating the functional
specifications. In this work it is excluded the possibility of service failures due
to inadequate or incomplete specifications, thus failures are caused by faults
only.

Moreover, it was assumed that the development phase is fault-less, thus the
dissertation will focus on operational faults (i.e. those occurring during the
system’s use phase). Furthermore, it is distinguished between natural faults,
caused by natural phenomena, and human-made faults, caused by human
actions.

5.2.2 System Structure

The system is composed by the following components:

IHT subsystem: this system estimates the target people’s positions in
the indoor environment.

Anonymous Interaction Detection (AID) subsystem: a system able
to provide localization events detected by ubiquitous (general purpose)
sensors placed inside the house.

Presence Detection (PD) subsystem: a system able to provide localiza-
tion events detected by presence sensors.

Fault Detection subsystem: Information gathered from the IHT, AID,
and PD subsystems are collected by the fault detection subsystem, which
is able to process them to detect when a fault condition is verified.

5.2.3 System Specification

The mission of the presented system architecture is to provide dependable
indoor tracking systems, able to correctly detect the position of one or more
persons inside a building.
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Functional Specifications

The system provides the target people’s positions within a predefined indoor
space, which may be either the whole building or a part of it.

Non-functional Specifications

The system implements a method for concurrent fault detection, i.e., it
evaluates its operational health during normal functionality, to detect a fault
when it occurs. It is worth noting that the system is only able to detect faults,
not to tolerate them. Thus, one can state that the system is self-checking (and
not fault-tolerant). Furthermore the fault is detected, but its source is not
generally identified.

Other Requirements and Hypotheses

The following conditions and hypotheses apply:

• The development phase is flawless and does not introduce any fault.

• The IHT subsystem should cover the whole predefined indoor space
where the persons are tracked.

• Users do not temper the system components, nor act purposefully when
their action causes a fault.

5.2.4 Components Modeling

When designing a self-checking system, a possible approach is to identify and
describe all the possible faults and errors. This process, though, provides only
a little flexibility and it is improbable for it to detect a fault not identified.
An alternative approach consists in designing a model-based self-checking
system. Indeed, as stated by Isermann [75], it is possible to detect a fault
by using the dependencies between different measurable signals; to this aim it
is necessary to build a model of the dependency itself. Given the measured
real-world quantities and a model, reproducing the expected system behavior,
it is possible to generate features (e.g., states, parameters or residuals coming
from the system model). If their values do not comply with the nominal
characteristics of the system, a fault is detected [75]. This approach enables to
build a description of the error, which is not only more flexible (being able to
detect faults in a more general way), but also, under certain conditions, more
synthetic. To exploit such advantages it was adopted a model based approach.
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The functionalities of the components of the system are therefore formally
described in the next subsections. The indoor environment is represented by
the home space H, as follows:

H ,
{
x ∈ R2 : x ∈ H̃,x /∈ W

}
(5.1)

where H̃ is the whole space inside the house perimeter and W ⊂ H̃ is the set
of unreachable positions, like, for examples, the walls.

IHT model

Given the environment, the IHT subsystem functionality can be described.
The human tracking system is supposed to provide the person position in
the home space H . The position x̂L detected by the IHT system in the home
environment is defined as:

x̂L = xp + ξ xp, x̂L ∈ H ⊂ R2 (5.2)

where xp is the actual position of the person and the measured values are
affected by an additive error ξ. Given the fact that there is an error, in the
model it is possible to replace the x̂L estimated by IHT system by the set
of points L ⊂ H, surrounding the result position x̂L within a maximum
distance δth, granting a certain precision (e.g., th=90%). Since within the
home space the person has some restrictions in the movements due to the
presence of walls, one can exclude from the set of points L both the points
belonging explicitly to walls and those that are behind a wall (corresponding
to another room or being outside the building), with respect to the estimated
position x̂L:

L ,
{
y ∈ H : ||y − x̂L|| ≤ δth,yx̂L ∩W = ∅

}
(5.3)

This not only excludes points belonging explicitly to walls, but also those
which are behind a wall, with respect to the estimated position x̂L (being px̂L
the segment representing that path). Given the set of points L, IHT system
fault can be modeled through the condition:

∀xp /∈ L⇒ FL (5.4)

which states that if the actual position of the person is not inside the result set
L, a fault FL is occurring.

Nonetheless, only an estimation of the person’s position is available, the
real world value xp is unknown in such a setting. If the aim is to provide
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dependability, it is necessary to gather independent measurements of xp,
for example, by deploying a second redundant IHT system. This, however,
means also doubling the costs. Instead of deploying a redundant IHT system,
one might leverage on other systems, possibly designed to provide different
services, but still able to provide the needed information about the person’s
position. The next two subsections describe the models of two possible
systems that can be exploited to provide dependability of the IHT system.

Anonymous Interaction Detection (AID) model

Potentially, any element of a smart home environment with which inhabitants
interact could be sensorized, so that a specific event can be recognized. This
information (e.g., the usage of an hair drier, or the weight on a chair sit,
the water tap opening/closing, the activity at a pc workstation, etc.) is not
necessarily related to the functionality of the sensorized system, but still
represents a localized event in time and space generated by a person. These
events are in other words related to the real world person’s position xp, which
is necessary to identify IHT systems faults.

Generalizing and abstracting from the specific sensing technology, it is
possible to identify a common model for these kinds of events. To keep
the generalization valid, it is necessary to accept the fact that the detected
interaction might not be related to a specific person, thus let us define the
detected presence as anonymous. First of all let us consider that each sensor
s ∈ S (S set of all sensors) has a known position in space xs ∈ H. Other
inherent characteristics of the sensor are the interaction range rs (i.e., the
maximum distance ||xp − xs|| at which the activation event can take place),
and a value vs, referred to the sensor (e.g., the power consumption of the
hair drier, the measured weight on the chair, the boolean status of the tap,
the activity performed at the pc workstation). This model can be finally
formalized by describing the sensor s activation area As as:

As , {∀y ∈ H, ||y − xs|| ≤ rs,yxs ∩W = ∅} (5.5)

which includes also the condition against walls-crossing, as defined for IHT.
Furthermore, called Vs, the set of all the possible values (eventually an

enumeration of discrete statuses or a range) of the sensor s and V s the set
of those that are correlated to a presence (dually V s is the set of values read
when no interaction has taken place), it emerges that:

∀s ∈ S, vs ∈ V s ⇒ xp ∈ As (5.6)
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Extending the single sensor case and considering a whole house, sensorized
with a set of sensors S, one can define the active area A ⊆ H for the whole
AID system:

A ,
{
As : s ∈ S, vs ∈ V s

}
(5.7)

Indeed it is necessary to consider also the possibility that a fault affects the
AID system. Focusing only on the information related to xr, it is possible to
define the fault of the AID system FA as:

∀xp ∈ H,∃s ∈ S : {As ∈ A,xp /∈ As} ⇒ FA (5.8)

which represents the condition in which the person is not in the activation
area of a triggered sensor.

Model Based Fault Detection

With such modeling, it is possible to recognize that an AID system can
provide an information similar to that one could obtain by duplicating the
IHT system. Thus, when an IHT and an AID systems are placed in the same
environment H, the person must stand in an area identified concordantly
by both the IHT and AID systems. The following relation can be therefore
defined:

∃s ∈ S : {As ∈ A ∧ (L ∩ As) = ∅} ⇒ (FL ∨ FA) (5.9)

It can be proven by contradiction: assume that no fault FL or FA has happened,
but that there is a sensor, whose active area does not intersect the localized
area. From (5.4) and (5.8) it can be stated that:

xp ∈ L ∧ xp ∈ As → xp ∈ (L ∩ As) (5.10)

But from (5.10) it issues immediately the impossible condition:

xp ∈ ∅ (5.11)

which proves the validity of (5.9).
Condition (5.9) provides an observable state for fault detection, which

implies that the system behavior has deviated from the expected one. It can
be defined as an error E:

E , {∃s ∈ S : As ∈ A ∧ (L ∩ As) = ∅} (5.12)

The previous definitions are given for single person in the indoor environ-
ment. By replicating the behavior of the components for a set of persons,
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the error equation can be extended to the case with more people p ∈ P to
track simultaneously inside the house: it is only necessary to consider all the
corresponding Lp areas and to extend 5.12 as follows:

E , {∃s ∈ S : {As ∈ A ∧ ∀p ∈ P, (Lp ∩ As) = ∅}} (5.13)

Sensors Limitations

The models and the fault detection method introduced in the previous para-
graphs have been designed to be as general as possible. Indeed, most of the
localization and home ubiquitous systems can fit in those model, although,
this brings also some drawbacks. Their outcome with respect to dependability
is that it is not possible to grant the fault-secureness property [74] i.e., it is
not possible to guarantee in any situation that if a fault occurs, it is always
identified. In the sequel the limitations that sensors introduce will be detailed
as well as an approach to mitigate their effects.

Natural interaction with home devices, appliances and interfaces, as pre-
sented in the AID modeling, is related to the person’s action in the environ-
ment. Obviously a person is not always interacting with the environment:
This forces us to accept the condition that a person can be (and be localized)
inside an area where no interaction takes place. This fact has a consequence
on the system properties, since it makes impossible to guarantee the fault-
secureness. For example if a fault of the IHT system occurs for the i-th target
person, as long as he/she does not interact with the AID system, no fault is
identified.

Another possibility is that the “faulty” i-th target actually moves (its real
world position xi, not x̂i), close to the j-th target, who actually “shadows” the
i-th target presence, by making the system consider any activation as made by
j, even if actually made by i. Even if this might seem to limit the significance
of the concurrent fault detection, it is important to remark that time period
between two AID system events depends on the persons’ activity and on the
sensors type and dissemination. The higher the sensors density and the finer
the granularity, the more precise is the spatial resolution of the events; the
more active the person is, the more frequent the interaction events are.

Presence Detection (PD) model

When needed, it is anyway possible to employ presence sensors. It is somehow
similar to an IHT duplication, but a Presence Detection (PD) system might
have a lower cost and/or other services/purposes. In that case the sensors are
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activated without any interaction, but just passively because of the persons
presence. For presence sensors, is therefore extended to:

∀s ∈ S,∀xp ∈ H xp ∈ As ⇔ vs ∈ V s (5.14)

In these conditions it is possible to consider not only (5.9), but also the dual
condition:

∃p ∈ P : {∀s ∈ S : As ∈ A ∨ (Lp ∩ As) = ∅} ⇒
⇒ (FL ∨ FA)

(5.15)

defining that any active area Lp should have an intersection with at least an
active sensor’s area As, otherwise FL or FA occurs. The corresponding error
formulation is:

E′ , {∃p ∈ P : {∀s ∈ S : As ∈ A ∨ (Lp ∩ As) = ∅}} (5.16)

Temporal Formulation

The formulation of the previous paragraphs has an instantaneous connotation.
In real world though, there are also issues related to sensors temporal dynam-
ics, which can affect significantly the behavior of the activation. This imposes
the modeling to introduce a temporal connotation to evaluate properly their
activation.

First of all not all the quantities are time-dependent. It is necessary to
introduce the time t:

Lp(t) ,
{
Lp|x̂p=x̂p(t)

}
A(t) ,

{
As : s ∈ S, vs(t) ∈ V s

} (5.17)

where x̂p(t) is the position of the p-th person estimated by the IHT system at
time t, and vs(t) is the value of the s-th sensor at time t.

Let us define the delay and the persistence of a sensor. The delay τd is the
time, since the stimulus beginning the sensor needs to activate, the persistence
τp is the time lapse during which the sensor remains active even without
stimulus (Figure (5.1)).

An emblematic example of the temporal issues is represented by PIR
sensors (Pyroelectric InfraRed sensors), but the principle can be applied to
any presence sensor with non-instantaneous timing. They are sensors s ∈ SP
triggering immediately for changes in position ẋp(t) ∈ As, but they deactivate
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Figure 5.1: Sensor delay τd and persistance τp representation.

after τp seconds since a person has stopped (in their area of activation) or has
left. Thus they have no delay, but persistence τp:

ẋp(t) 6= 0 t > t0 (a)
xp(t) ∈ As t0 ≤ t < t1 (b)
xp(t) /∈ As t ≥ t1 (c)

⇒

⇒

{
As ∈ A(τ) (t0 + τd) ≤ τ ≤ (t1 + τp)

As /∈ A(t1 + τ) τ > τp

(5.18)

which models a) the behavior of a person in movement; b) his/her behavior
inside the area of the s-th sensor from t0 to t1; c) the behavior after exiting
the sensor’s area.

Furthermore, to model a person stopping at time t2 (5.19.b-c), inside the
area As (5.19.a); one can add the following:

xp(t) ∈ As ∀t (a)
ẋp(t) 6= 0 t < t2 (b)
ẋp(t) = 0 t ≥ t2 (c)

⇒

⇒

{
As ∈ A(t2 + τ) 0 ≤ τ ≤ τp

As /∈ A(t2 + τ) τ > τp

(5.19)

Given (5.18-5.19) it is possible to state that, in an environment fully covered
by PIR sensors, a person is surely located inside the area of the last active
PIR sensor which contained him/her. Indeed if a person moves from an area
As to another, ẋp(t) is not null, activating the sensors. So, it is possible to
identify the time lapse passed since the sensor’s last active instant αs and the
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time interval since the last sensor activation ωs as:

αs(t) , (t− ta), ta = max{t′ : As ∈ A(t′)}
ωs(t) , (t− te), te = sup{t′ < ta : As /∈ A(t′)}

(5.20)

Further, the person’s p last PIR visited area Asp (with s ∈ SP ) is:

Asp(t) ,
⋂
s∈SP

{
As : s = argmin

s
αs(t) ∧

∧ s = argmin
s

ωs(t) ∧ As ∩ Lp(t) 6= ∅
} (5.21)

Finally, it is possible to state that, if the person p’s last active PIR area Asp(t)
and the current location area Lp(t) have no intersection, a fault has occurred:

∃p ∈ P : {Asp(t) ∩ Lp(t) = ∅} ⇒ (FL ∨ FA) (5.22)

Similarly to previously defined errors/faults, the error E′PIR can be identified
as:

E′PIR , {∃p ∈ P : Asp(t) ∩ Lp(t) = ∅} (5.23)

While, on the other hand, Equation (5.13) must be modified in order to
consider the sensor’s persistence:

EPIR , {∃s ∈ SP : As ∈ A(t)∧
∧ As ∩ Lp(t− τ) = ∅, 0 ≤ τ ≤ τp}

(5.24)

Formulations similar to this can be described for other sensors. Finally,
the overall fault condition can be subsumed as:

(EPIR ∨ E′PIR)⇒ (FL ∨ FA) (5.25)

5.2.5 Model-Based Fault Localization

The proposed method for consistency check and fault detection is providing a
general indication whether the system results are reliable or not. However,
in most of the cases, the natural intervention that the system owner wants
to put in place is to recover the fault. To this aim it is certainly crucial to
recognize which is the faulty device or which user is misusing the system.
The following section will detail the method employed to convey the sensors
information available and achieve Fault Localization (FL).
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As detailed in section 5.2.4 it is possible to formulate consistency condi-
tions, referring to the position estimated by the IHT system and the activation
status of AID/PD devices. Considering equations (5.23) and (5.24), it is not
only possible to infer if the overall system is faulty, but also to describe the
set of sensors or positions not respecting such conditions.

From this simple consideration it is possible to design a method to infer
the fault location. The initial condition for fault localization requires the
identification of two sets: Fs and Fp, defined as all the sensors that have not
satisfied consistency conditions expressed in equation (5.9) and all the persons
positions that have not satisfied equation (5.22) respectively. These two sets
cumulate over time all the inconsistencies, considering only the errors lasting
a given amount of time to avoid premature conclusions. It is reasonable to
assume that only one fault happens at a time, and that two faults have place
in two time instants apart enough to identify them separately. Under such
conditions, each error happening should be explainable by only one faulty
device, leading to the following statements:

P (FL) =
|Fs|

|Fp|+ |Fs|
; P (FA) =

|Fp|
|Fp|+ |Fs|

. (5.26)

Indeed, a fault in localization FL is identified by several AID/PD sensors,
reporting not consistent activations; conversely, a fault in home automation
FA is identified (possibly) by several IHT devices. It is worth noting that
in case of one device per set the condition in (5.26) is not sufficient for the
identification of the fault. In such situations, it is necessary to take into
account also the motion of the localized person, in the last available instants:
a forgotten sensor it is likely to show a certain position, not changing over
time. This information, moreover, enables the system to identify which
localization device has the highest probability to be fault-affected.

Given that the faulty device has been identified, its position can be retrieved
in two ways, depending if it belongs to AID/PD or IHT system. Concerning
the first case, a faulty AID/PD sensor is still in the position where it was
installed, so its localization is naive. Considering IHT fault, it is again possible
to leverage the redundancy of the infrastructure and identify the location of
the person not wearing the device, whose position is still identified by IHT.

5.2.6 Fault Observability

As introduced in the definition section, faults have two main phases of ex-
istence: in the first they have already happened, but their effects are not

96



5.3. Case Study

observable yet. Only when a specific situation occurs, the fault becomes
observable as an error. In technical terms, a fault remains masked, and it is
not detectable, until the output of the system remains compliant with the
specifications: no error can be observed. In many situations, the system
can be object of a self-test to verify if an error can be detected, but this is
not applicable to IHT. Indeed, it is not very reasonable to require the user
to move in a specific place periodically, to perform a kind of self-test. This
remark implies that, in the scenario of this work, it is necessary to wait for
the opportune situation for an error to be observable, and thus for a fault to
be detected.

5.3 Case Study

As presented in the former parts, the aim of this work is to provide a depend-
able localization system inside the home environment of fragile people, in
order to help them, to feel more secure and confident, and their family, to
feel reassured about their beloved. Moreover the BRIDGe project already
comprises an IHT system and an HA (Home Automation) system to be
leveraged in the implementation of a case study.

5.3.1 HA Sensor Choice

Z-wave [76] has a very large set of different functional devices (both sensors
and actuators) available for customers, providing different choices of manufac-
turers even for the same device type. To provide an implementation of two
sensor types Door/Window contact sensors and PIR (Pyroelectric InfraRed)
sensors were selected. The Door/Window contact sensor (or simply DWS),
has a very common design: it is based on a magnet, triggering a corresponding
reed switch inside the active component of the device. The presence of a per-
son can be inferred when the sensor status toggles. The PIR sensor detects the
motion of a human, without the need for a specific interaction. The detection
range is up to 5m, with a view angle of 360◦, when ceiling mounted, or up to
10m and an angle of 110◦, when wall mounted. These different mountings
are possible thanks to a replaceable lens, with two different shapes specifically
provided for each setting. Given those characteristics, its limited cost, and low
power consumption, the SP814 Motion Detector was the selected PIR sensor.
This sensor’s working principle is inherently not ideal, since its response
depend mostly on the user position, speed and direction. The returned PIR
variable (activity) becomes true as a person’s movement is detected, with
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a persistence of 10s. In Chapter 6 will be reported the activity carried out
to improve PIR characterization, detailing a stochastic model and reporting
experimental evaluations results.

5.3.2 Fault Detection Apparatus

The information collected from the two subsystems is numerical and has a
strong temporal connotation. Time is important both in absolute (instanta-
neously) and in term of sequence (of events). This kind of data stream is not
extraordinary complex, nor has the gigantic size that usually characterizes
Streams of Complex Event [48], still the processing engine needs a certain
flexibility to implement the introduced model. Furthermore, the approach
should be potentially applied or extended to more complex settings (e.g.,
higher sampling frequencies, devices and/or subsystems number, problem
complexity). To comply with all these requirements, among the available
Complex Event Processing (CEP) Systems Esper [77] was identified as a
proper candidate.

Esper

Esper is an open source event series analysis and event correlation engine [77],
able to recognize rich situations in event series and to trigger custom actions.
Esper is designed for high volume event processing, where millions of events
coming in would be impossible to record using classical database architectures.
Esper provides a rich Event Processing Language (EPL) to express filtering,
aggregation, and joins, possibly over sliding windows of multiple event series.
It also includes pattern semantics to express complex temporal causality
among events (followed-by relationship). One of the most interesting features
is the possibility to use Plain Old Java Objects (POJOs) almost anywhere
during the processing [77]. In current setting, POJOs were adopted to
represent the system model and EPL queries to implement the Fault Detection
apparatus.

5.3.3 Case Study Specific Requirements

In order to be modeled through the proposed method the case study system
must comply with the following requirements:

Known Sensorized Inhabitant(s): Any person inside the environment is
known since he/she wears an active localization device. The device is
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meant to be worn. Anyway, it is possible to remove it to avoid damages
(e.g., under the shower), keeping it in a range of 2m.

Device Coverage: IHT and PIR sensors must cover the whole accessible
area. Overlapping sensor areas are permitted.

Model Application: DWS are suitable for instantaneous error definition
(5.13), while to PIR sensors can be applied (5.23,5.24). The final error is
the logic and of all of them.

5.3.4 Faults Scenarios (FS)

It is possible to define separately Human-made Faults Scenarios (HFS) and
Natural Fault Scenarios (NFS). The most important HFS are: (a) the in-
habitant is not wearing the localization device; (b) the inhabitant damages
the device. NFS are related to devices and components wearing, etc., few
examples are: (c) A device (HA or IHT) is not reachable (e.g., out of the
WSN range); (d) A sensor (HA or IHT) is defective or malicious; (e) The
localization mobile device cannot reach enough anchors to perform a valid
localization; (f) A device (HA or IHT) runs out of power.

Furthermore both the IHT and the HA subsystems are able to provide
specific information used to detect simpler fault conditions:

EL1 An anchor device is not reachable anymore. Several faults can lead to
this condition (e.g., device out of power, hardware failure, significant RF
absorption increment), but still all of them can affect the estimation.

EL2 Not enough anchors are detected. Lateration with less than 3 measures
in a 2-D environment is an underdetermined problem, though the PF is
still able to return an unambiguous result. In that case the estimation is
not reliable and the situation is reported.

EL3 The user device is not reachable. This implies the not availability of
the information needed to perform the localization service, and thus no
localization at all, jeopardizing the system mission.

EZ1 Device has run out of power. It makes the device completely inactive,
resulting in no activation. The potential creation of a critical blind zone
is reported.

EZ2 Device is not reachable. No possibility to further investigate the cause
of the fault, but a warning similar to the previous one is activated.
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These more common (and simpler) errors are managed by the systems in a
different and more traditional way, and, being not related to the model based
methodology introduced with this work, they will not be further tested.

5.3.5 Limitations

Considering the application scenario, a home, it is worth to remark that
the users population is considered sparse enough to avoid excessive fault
masking. Indeed exploiting PIR sensors, it is possible to respect the privacy
of the user. Nonetheless they are characterized by a wide activation area
and the impossibility to identify even the number of detected humans: in
densely populated environment this would result in almost continuous sensors
activity, making impossible to extract any information. Anyway crowded and
densely populated environment do not belong to this case study, involving
home environment.

5.4 Experiments

To test the presented approach the whole system was implemented in a specific
indoor area. After the data collection the performances of the system were
evaluated.

5.4.1 Environment

The tests were held in some rooms of a Politecnico di Milano building in
Como. As illustrated in Figure 5.2, nineteen fixed LAURA anchors and 7
Z-wave devices were distributed along the walls of a portion of one floor. One
device was worn by a tester simulating the inhabitant, to track his movements.

LAURA Configuration

In order to setup LAURA, it was used the IEEE 802.15.4 2.4GHz frequency
band on channel 25, which is Wi-Fi free, preventing unwanted radio interfer-
ence between Wi-Fi devices and WSN nodes. Each device was configured to
transmit at a relative power of -7dBm. This power demonstrated to achieve
acceptable results in terms of accuracy and precision, preventing unstable
connections among nearby anchors.
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Figure 5.2: Testing environment and deployed sensors. In the map are visible the test areas and
rooms (colored ones), LAURA fixed devices (blue numbered dots) and Z-wave devices (labeled
with capital letters). PIRs (A-D) have corresponding colored activation areas.

Z-wave Configuration

Two different categories of Z-wave devices were installed in the environment.
In order to detect human presence, four PIRs were mounted in three rooms
and one corridor. Three DWSs were mounted on top of doors to monitor
their states. Data gathered through these sensors were transmitted to the HA
system.

The activation, which were stored on the Z-wave controller, were fetched
via an ad hoc developed module, named "LEO", through standard HTTP
calls over the Ethernet network. Aiming to be synchronized with LAURA,
sensors’ states were retrieved with a frequency of 1Hz.

Model Parameters

The model described in the previous sections can be adapted to the subsystem
by tuning a specific set of parameters. In current settings the localization
error of LAURA was studied, determining the value of δth=3m, which is
respected in the 84% of the estimations, as reported in Figure 5.3.

Concerning HA sensors, the values of maximum range provided by the
producers of each device were reduced to the 80%: wall mounted PIRs
had a maximum detection distance of 10m, thus ri∈P=8m, similarly ceiling
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Figure 5.3: Estimated Cumulative Density Function (ECDF) for LAURA localization error.
Tests performed to investigate the accuracy of the LAURA system resulted in the curve here
depicted. The reported valued of 3m bounds the 84% of the estimations.

mounted ones had a reported range of 5m, which were reduced to ri∈P=4m.
Considering doors, activation areas were assumed to be defined by a radius
ri∈D=1.5m.

5.4.2 Test Protocol

In order to obtain coherent and accurate data, both LAURA and the Z-wave
system had to be synchronized during acquisition period. Since the sampling
frequency is low, Network Time Protocol (NTP) was used to synchronize
clocks over the network, assuring a precision in the order of 100ms [78].

As illustrated in Figure 5.4, the trajectory for the path was polygonal,
connecting predefined points by rectilinear segments. The inhabitant walked
along the predefined path (designed to trigger the available sensors), with
a constant speed. The tester stopped at each corner, before changing the
direction: arrival and departure times at each point were recorded, in order to
reconstruct the instantaneous position of the person xp. Concerning other
environment elements, no constraint was defined, but changes were annotated.
Since PIRs have time limitations, as mentioned previously in (Sensor Types),
two lingering zones were added, where the tester remained still for a while in
order to be undetected by the PIRs, highlighted in Figure 5.4 by greater dots
(identified by numbers 1-13 and 6). Time and duration of each single activity
performed by the inhabitant and of any significant environment change, were
annotated. The average test duration was about 3min, the overall duration of
the tests was approximately 18min.
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Figure 5.4: Path followed by the testers during experimental acquisitions. The white areas
represent the sensorized space.
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Figure 5.5: Simulation Environment: This map reproduces the whole floor where the experiments
took place. The virtual sensorization is extended: red circles (labeled in black) represent
localization anchors, squares are door sensors, stars ceiling-mounted PIR sensors, arrows wall
mounted PIR sensors. Three virtual users trajectory are depicted: crosses (+) represent the real
position, tracks the position estimated by the IHT system.
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In order to model faults in the environment, two different policies were
applied: Forgotten Device: A fault case was simulated by forgetting the worn
device in a predefined location, while the tester continued its trajectory around
the environment, triggering PIRs and DWSs. Blinded PIR: A PIR sensor was
blinded in order not to detect the user, although it was active, charged and
present on the network.

5.4.3 Fault Detection Experimental Results

The first run of experiments were in fault-free conditions. The collected data
revealed no significant fault detection. As reported in Figure 5.6a, an initial
error condition is risen and few short-duration error are visible (see first line
in the figure). The initial fault is detected due to the HA system initialization:
no sensor has been activated yet.

While the short duration fault detections (e.g., around t=120s) are due
to tracking inaccuracies: comparing the estimated position and the actual
position. Since it was accepted p=84% defining δth, the estimated position
may exit the defined region. Anyway, in those cases, the fault is punctual
(up to 5s) and can be identified or neglected. Emulating the forgotten device
condition, the system result was the expected fault detection. In Figure 5.6b
as the user moves away from the device in position 6 (Figure 5.4) and activates
other sensors, the fault detection response is sharp and stable. Second, if a
sensor is blinded, the system result is again an evident fault condition. As
visible in Figure 5.6c PIR A was blinded (Figure 5.2): as the inhabitant enters
the room (path from 5 to 7 in Figure 5.4), the fault is detected. In this
conditions the fault detection is less sharp due to the same inaccuracies in
localization, as already explained for fault-free conditions.

5.4.4 Fault Detection Multiuser Simulation

Due to the lack of available sensors and devices, it was necessary to simulate
multiuser highly sensorized environment tests. The environment is the repro-
duction of the one chosen for the experiments, considering the whole floor
(ca. 450m2) and adding users, as visible in Figure 5.5. The reference persons’
positions have been generated thanks to a simple walk model, generating a
continuous smooth acceleration and deceleration profile (maximum speed
0.7m/s), with a smooth random steering policy. Collisions with walls are
avoided by re-computing steering when needed, while periodically the agent
lingers in a location (simulating the human behavior). The IHT subsystem
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(a) Fault-free conditions. The brief and instantaneous fault activations are due to IHT system inaccuracies,
which is concordant to the 84% precision threshold imposed.

0 20 40 60 80 100 120 140 160

C
D
A
B
F
E
G

Err

 

 

Time [s]

A
c
ti
v
a
ti
o
n

(b) Forgotten device. The device is left (X marker) in position 6 (Figure 5.4) along the trajectory.
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(c) Blind PIR sensor C. As the tester enters the room (leftmost X, point 5-7 in Figure 5.4) the Error is risen,
then dismissed, as he exits (rightmost X). Sensor’s C green activation, present in Fig.(5.6a-5.6b), here is
missing.

Figure 5.6: Real world experiments, user moving along the trajectory in Figure 5.4: Fault-free,
Forgotten Device, Blind PIR. Lines represent PIR sensors activity, circles interactions with
DWS, y axes letters refer to sensors as in Figure 5.2.
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service was replicated by generating RF signal with the following model (be-
ing d the distance and #w the number of walls crossed by the signal from the
emitter to the receiver):

S = S0 − (α log10 (d/d0) + γ(#w) + ε) (5.27)

and providing them to the LAURA system. The other parameters were α=3,
due to the indoor environment [52], and γ=3dBm, d0=0.04m, S0=-30dBm,
ε = ±2dBm, as inferred from experimental measurements. To make it applica-
ble to simulations, it was re-estimated the parameter δth=2m. Finally, the HA
system behavior was reproduced, having the reference position of the persons,
by implementing the sensors response, as presented by the manufacturers
(introduced in the Z-wave subsystem section). In simulated environment were
exploited PIR sensors and DWSs. Concerning the interaction with DWSs,
the agent entering the activation area of one of such devices had a uniform
probability (of the 20%) to interact with it, with a limit of two events (e.g.,
door opening and close).

Similarly to to real world experiments experiments, simulations were in
fault-free, in Blinded PIR and in Forgotten Device conditions. Three examples
of simulation results are shown in Figures 5.7a, 5.7b and 5.7c, displaying the
system behavior. The overall testing included 4500s of three simulated users
wandering simultaneously and pseudo-randomly in the environment. The
dataset was composed by 15 runs, lasting 5 minutes each, concerning fault-free
conditions, Blinded PIR and Forgotten Device in equal parts. Concerning
the Blinded PIR runs, faults were injected by making a PIR sensor always
off during the run. The sensor was chosen in order to generate a fault, thus
among those activated during the run. For each Forgotten Device run, instead,
the position of a random localized device was fixed after 100s, still letting the
agent trigger HA devices. The system performance was evaluated sample-by-
sample (at 1Hz), considering each available environment state containing an
observable fault, a positive trial. Considering only situations actually leading
to errors, the experiments included 1969 faulty samples. The produced results
are reported in Table 5.1: the system showed overall sensitivity of 91.4% and
specificity of 90.5%.

5.4.5 Fault Localization Experiments

Concerning Fault Localization (FL), the approach described in section 5.2.5
has been applied to the data coming from simulations. Following the same
policy used in the other experiment, three types of virtual experiments were
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(a) Fault-free conditions: few punctual faults are detected, due to localization inaccuracies.
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(b) Forgotten device: the leftmost user in Figure 5.5 leaves the localization device at 100s. As he triggers the
device 25 (X marker) the fault (top black line) is detected.
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(c) Blinded PIR sensor 25. When the rightmost user in Figure 5.5 enters the room (X marker), the fault is
detected (top line).

Figure 5.7: Simulation results examples: fault-free, forgotten device and blinded PIR conditions.
Three subjects are moving in the space, as showed in Figure 5.5. Lines represent PIR sensors
activity, circles interactions with DWS, y axis numbers refer to sensors as in Figure 5.5.
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Table 5.1: Simulation results. Test types: FF - fault free, FD - forgotten device, BS - blinded sensor;
Results: (TP) true positives, (FP) false positives, (TN) true negatives, (FN) false negatives (Se)
sensitivity, (Sp) specificity. The presence of faults during FF runs is due to localization results
showing an error larger the imposed precision threshold δth=2m.

TP FP TN FN Se Sp
FF 0 12 280 8 - 95.9
FF 2 11 287 0 100 96.3
FF 0 7 293 0 - 90.5
FF 0 12 287 1 - 90.5
FF 0 13 280 7 - 90.5
BS 141 9 147 3 97.9 94.2
BS 269 0 0 31 89.7 -
BS 292 0 0 8 97.3 -
BS 246 0 0 54 82.0 -
BS 298 0 0 2 99.3 -
FD 111 47 136 6 94.9 74.3
FD 114 29 139 18 86.4 82.7
FD 86 36 162 16 84.3 81.8
FD 126 33 139 2 98.4 80.8
FD 113 31 141 15 88.3 82.0
TOT 1798 240 2291 171 91.4 90.5

performed: fault-free, forgotten device and blinded sensor. Moreover, since the
FL method is provided with a refractiveness period of 5s, to avoid premature
decisions, its results are even less prone to false positive with respect to Fault
Detection (FD). The simulation outcomes as reported in Table 5.2, showed
that the presented fault localization method is performing adequately, being
able to identify correctly the faulty device in both IHT and HA subsystems.
The method presented an overall sensitivity of 85.4% and a specificity of
almost 100%.

5.5 Probabilistic Fault Detection and Localization

In section 5.2.5 a method for concurrent Model Based Fault Localization
was detailed. The experimental results proved the validity of the approach,
anyway in many occasions a continuous perception of the fault probability
might be more suited to describe the system status.

Through the following section another method for fault detection and
localization is described, based on the estimation of the fault probability of
the system components. This method was inspired by the work of Amati
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Table 5.2: Fault Localization results. Test types: FF - fault free, FD - forgotten device, BS - blinded
sensor; Results: (TP) true positives, (FP) false positives, (TN) true negatives, (FN) false negatives
(Se) sensitivity, (Sp) specificity.

TP FP TN FN Se Sp
FF 0 0 16800 0 - 100
FF 0 0 16800 0 - 100
FF 0 0 16800 0 - 100
FF 0 0 16800 0 - 100
FF 0 0 16800 0 - 100
BS 136 0 16657 7 95.1 100
BS 206 47 16453 94 68.7 99.7
BS 287 0 16500 13 95.7 100
BS 241 0 16500 59 80.0 100
BS 293 0 16500 7 97.7 100
FD 106 34 16649 11 90.6 99.8
FD 104 26 16642 28 78.8 99.8
FD 74 32 16666 28 72.6 99.8
FD 116 27 16645 12 90.6 99.8
FD 103 25 16647 25 80.5 99.9
TOT 1666 191 249859 284 85.4 99.9

et al. [79, 80], in which they make use of Bayesian Belief Network to model
the fault probability for each component and each test. This way, given
the outcome of a test involving more components and crossing different
tests outcomes it is possible to infer the fault probability of each of them.
Nonetheless, in the present work settings, it is not possible to design any test,
since the system is working as it performs fault detection and localization. The
proposed solution is to consider the person’s position as a test, stimulating
the system, and based on the system behavior over a period of time estimate
the fault probability of its components.

5.5.1 Method

The method developed for PFDL is based on fault probability estimation. As
already leveraged in the previous FL method, the data collected through IHT
and AID/PD systems carry information about errors and faults. In particular,
it is possible to define two separate conditions, modeling the faults of PD
and IHT devices respectively. Though AID devices can be considered while
estimating the probability of IHT faults, due to the fact the person’s presence
does not imply interaction with such devices, their fault cannot be identified
through IHT information. Both the estimators are based on the PD sensors
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activity and the persons’ position as localized by the IHT, over a sliding time
window.

PD devices faults can be identified only if a person is localized in their
area without their activation. Anyway, instead of such hypothesis, it is more
reasonable to take into account also the IHT uncertainty: to such aim w(t) is
a weighting factor representing the increasing probability for the sensor not
to activate as the person is localized further form its activation area. Moreover
let us define the stimulus for PD sensors such presence of a person, and in
particular the expected stimulus σs, i.e. when the sensor activation area As
overlaps any Lp area. In place of considering the instantaneous condition
of the system as previously, the following formulation considers the events
happened in a time window, with a length #samp. One can thus estimate the
probability of a sensor fault Fs in the time window as follows:

P (Fs∈S , t) =

∑
τ w(τ) (# {vs(τ) ∈ V s ∧ σs(t)})

#samp
. (5.28)

Such formulation considers the number of occurrences in which the sensor
did not activate (vs(τ) ∈ V s) even if it was expected to do (σs(t)).

Concerning IHT devices, their fault probability estimation relies on the
detection of unexpected activation of AID/PD devices, i.e. when the expected
stimulus is negative (σs(t)) but the sensor is still activating (vs(τ) ∈ V s).
Moreover, it is important to exclude the possibility for the AID/PD sensor to
be faulty, considering also its expected behavior (vs(τ) ∈ V s∧σs(t)). Anyway,
this is not enough to identify which tracked position is erroneous, since the
person can be identified only through the IHT device he/she wears and not
by AID/PD sensors. This means it is necessary to consider other quantities,
such as the tracked path of the person, to infer which device is faulty. Let us
first identify the overall probability of a IHT fault as follows:

P (FIHT, t) = 1− exp

(
−
∏
s∈S′

#
{
vs(τ) ∈ V s ∧ σs(t)

}
#
{
vs(τ) ∈ V s ∧ σs(t)

}) . (5.29)

It is worth noting that this formulation considers only a subset S ′ of AID/PD
sensors, since it focuses on the unexpectedly active sensors only. Finally, the
most probable faulty sensor can be identified by analyzing the variability of
the tracked position with respect to the other. In case of a forgotten device,
e.g., it is possible to identify the faulty sensor with:

P (Fp, t) = P (FIHT, t) ·
(

1− #movp
maxP (#mov)

)
; (5.30)
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Table 5.3: Probabilistic Fault Detection and Localization results. The reported values represent
the average estimated fault probability of faulty and not faulty devices.

Status FF BS FD TOT
Faulty 0% 56.17% 46.09% 53.06%

Not Faulty 1.56% 1.46% 1.37% 1.47%

where #mov represents the samples in which the tracked device position has
changed.

5.6 PFDL Experiments

The presented method was tested on the same dataset used for the previous
evaluations. Anyway, instead of having sharp fault/non-fault results, PFDL
has a smoother continuous response. As mentioned in the previous section
the method is meant to consider also the uncertainty of the fault detection
and localization. Given this difference, it is not immediate to identify the
appropriate the minimum probability associated with a faulty sensor, since
it is closely related to the required level of dependability. This is the main
motivation why the results of the tests are reported in terms of average fault
probability of faulty and not-faulty sensors. As visible in Table 5.3 the overall
average estimated fault probability of faulty devices is 53%, significantly higher
than the corresponding value for not faulty devices that is 1.47%.

5.6.1 Comparison of Fault Detection and Localization Methods

When comparing the results of the two proposed methods it appears clear
that the Model-Based method, having a very high specificity, identifies the
faulty device with an high accuracy as visible in Figure 5.8. Nonetheless in
case the wrong device it is identified as faulty, it is not possible to identify an
alternative answer. Moreover as already detailed, in many situations it cannot
detect the fault situation due to ambiguous configurations (section 5.2.4).
In the eventuality that more than one faulty device configuration lead to
the same perceived system status the probabilistic approach is more suitable,
providing several fault candidates. Therefore, when the system configuration
appears uncertain, the PFDL method provides scores resembling a faulty
condition. This behavior is not detectable in the Model-Based method, and
its presence might be leveraged to mitigate the fault masking issues.

These characteristics anyway do not represent absolute factors to prefer
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(a) (b) (c)

Figure 5.8: Fault Detection and Localization Methods Comparison. Columns represent the
same simulation under different tests: (a) Fault-free, (b) Blinded sensor, (c) Forgotten Device.
From top to bottom: HA sensors activations, Model-based, and Probabilistic methods. Along
horizontal axis time, vertical different sensors; darker tracks represents activations (in the first
row) or higher probability of fault (second and third rows).

one method over the other. It is more likely to evaluate both the approaches
depending on the specific application, deciding based on requirements and
results whether to prefer one of the two, or employ them both and implement
a consensus policy.

5.7 Discussion

In this Chapter it was presented the method, design and implementation of a
dependable IHT system, capable of concurrent fault detection and localiza-
tion. The obtained experimental results showed the validity of both presented
approaches, correctly reporting errors in fault-free and fault injected condi-
tions. In particular, results of multiuser simulations show the binary approach
correctly detecting faults, also in case of several targets. Both specificity and
sensitivity above 90% represent a satisfying performance. Nonetheless, if
the application requires it, system model parameters can be tuned to benefit
selectively sensitivity or specificity. Moreover the fault localization was tested,
obtaining results proving its high specificity and acceptable sensitivity.
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It is worth noting that both the proposed methods results can be tuned to
achieve particular requirements in terms of sensitivity or specificity. This can
be crucial when thinking of a real world implementation of such methods,
since some applications might require high sensibility (e.g., monitoring of
critical conditions) while, conversely, other must avoid false positives (e.g,
when the intervention has a high cost).

5.8 Future Work

Further tests must be carried out in controlled real-world environments,
with a higher number of sensors and in multiuser conditions. Moreover,
a larger experimental setup will enable more detailed evaluations of fault
stimulation and masking dynamics. It will be interesting to investigate the
system behavior also in an actual home environment, where a senior dweller
lives.

As introduced in Sensor Types section, the model can be extended to other
sensors. A further development of the work presented hereby can consider
complex patterns of both HA sensors activations and in trajectories of IHT
system. This will enrich the information, potentially extending faults even to
specific detectable behaviors of the inhabitant.

Another possibility deserving consideration is the chance to deploy (even
partially) the presented fault-detection and localization methods directly on
smarter sensors platform. Even if the the proposed methodology implementa-
tion relies on of-the-shelf devices, it is possible to design a distributed system,
where sensor devices have enough computation power to manage information
flow on a mesh network and compute their own fault probability, given the
results of the neighborhood. This might result quite far from the scope of this
work, focused on methodology, anyway such development might be truly
interesting.

Finally, the possibility to combine the two approaches should be evaluated.
In such way it could be possible to bring together the benefits of both methods,
improving the reliability of the overall system.
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6
Improved PIR Sensors Model for Indoor

People Activity Detection

Localization of persons, objects and events in indoor environment can be a
challenging target, as already detailed in previous sections. Moreover in many
cases the inhabitant presence detection is affected by precision and reliability
issues. In this Chapter the author focuses on AAL Smart Home monitoring,
in particular to the need of caregivers and family to know where and in which
condition the person is.

Methods proposed in the literature range from user location and biological
monitoring using wearable devices to the gathering of data from environ-
mental sensors. The cost of the system and the level of required cooperation
from the person are key factors. Other not negligible aspects are system
reliability and fault tolerance related to both devices and human. This part
of the dissertation addresses the problem of passive user activity detection
through wireless Pyroelectric InfraRed (PIR) devices, and it discusses two
main aspects: PIR stochastic characterization (focusing on real industrial
devices) and the effect of their placement.

6.1 Previous Works

Most of literature on PIR devices describe them through a very simple and
deterministic model where activation is “1” if a person crosses the sensible area
(detection range) of the sensor, otherwise it is “0” (one example is proposed by
Feng et Al. [81]). This model is inaccurate because it ignores factors such as
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the speed of movement of the person, the distance from the sensitive element,
the emission area of the person, and the period of insensitivity of the sensor.

In real physical devices, the activation value is a function of the room
temperature, the distance from the sensing element, the speed of the person to
be detected and the size of the emitting surface. In the work by Cornel [82]
it is explicitly reported that the parameters of such relationship can be only
roughly estimated due to the uncertainty condition of the system. The author
thus proposes an approach to identify the perceived distance experimentally
using fuzzy sets, as a function of the other parameters.

Furthermore, [83] reports a stochastic model where the probability P (p, si)
of sensor si detecting an event at point p in the environment is:

P (p, si) =

{
exp (−β||p,x(si)||α) ||p,x(si)|| ≤ r

0 otherwise
(6.1)

where β is derived from the physical characteristics of the sensor, 2 ≤ α ≤ 4
is the path-loss exponent (equal to 2 in free space), and ||·, ·|| is the Euclidean
distance between the sensor and the object.

The previous model, however, does not take into account other important
parameters like speed of the object. In this chapter these factors will be taken
into account designing a stochastic model, experimentally calibrated for the
detection of a moving person. In such modeling also speed, direction of
movement, and distance from the sensing element will be taken into account.

6.2 Model and Characterization of Single PIR

A Pyroelectric InfraRed (PIR) sensor is sensible to light radiation changes
(related to heat, emission and temperature) within its viewing range. This
sensor is a passive device that simply measures the changes in the InfraRed
(IR) levels emitted by surrounding objects and it is also called Passive Infrared
sensor. A PIR based motion detector device uses such pyroelectric sensor
for detecting human motion and it gives an output when it detects a person
moving within its viewing range.

A PIR sensor is characterized by a, so called, response degradation. This is
related to technological factors such as quality of the sensible element, Fresnel
lens manufacturing (which usually is employed to widen the view angle of
the device), period of inactivity, etc. Response degradation becomes thus a
function of direction of perceived movement (radial or tangential), speed of
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(a)

(b)

Figure 6.1: The geometric model of the ceiling-mounted sensor 6.1a and the wall mounted sensor
6.1a.

the moving object, distance from the sensor, room temperature, and surface
of the object. Given that focus sensors are those used to detect people in their
houses, the model can be independent from the emitting surface (moving
object are persons) as well as the room temperature (generally small range
of variation). The proposed PIR model is obtained as a combination of a
geometric model and a motion model. The geometric model is characterized
by the maximum detection angle, i.e., the angle of view, the discretization of
the detection angle into sectors, and the detection depth with its discretization
into traces. The motion model is characterized by the direction of the move-
ment, i.e., radial or tangential, and the user speed, modeled in four intervals
representing the average behavior of people during their daily life (i.e., slow
movement, slow, normal, and fast steps). Each elementary geometric area, i.e.,
sector, is characterized by a probability to detect a movement with respect to
the person’s direction and speed.

6.2.1 The PIR Geometric Model

Figure 6.1 depicts an example of a PIR sensor model which takes into account
the maximum angle of view (for ceiling-mounted sensors this is 360◦ and for
wall-mounted sensors it is a parameter provided by the producer), the angle
discretization (sectors) and the maximum detection distance from the sensing
element discretized over the distance (traces).
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(a) (b)

Figure 6.2: Wall mounted sensor model enriched by movement characteristics: 6.2a tangential
and 6.2b radial

The geometrical model is enriched considering the sensibility with respect
to the principal movement directions: radial and tangential. This will pro-
vide two sub-models for each sensor. Without losing generality, Figure 6.2
illustrates the two sub-models for a wall-mounted sensor for tangential and
radial directions in which the rectangles represent the characteristic areas of
sensibility.

Finally, Figure 6.3 depicts a planar view of the model where each row and
each column represents respectively a sector and the distance from the sensible
area. The motion model is computed for each of the cells of this planar view.

6.2.2 The PIR Motion Model

The PIR sensor has a sensibility function that varies based on movement speed
and direction. The proposed model considers 4 speed intervals (Table 1), and
computes the activation probabilities by series of experiments. Indeed, by
repeating the same movement (speed and direction) several times it is possible
to estimate activation probabilities for any cell in the planar geometric model,
obtaining 8 probabilistic models, i.e., one for each speed for each movement
direction. The combination of the geometric and motion models becomes the
functional model of the sensors; an example of such model for a wall-mounted
sensor is depicted in Figure 6.4.
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Figure 6.3: Schema of the planar geometric model.

Table 6.1: Person’s walking speed models

Name Speed [m/s]
min avg max

Slow Movement (SM) 0.2 0.3 0.4
Slow Walk (SW) 0.4 0.6 0.8
Normal Walk (NW) 0.8 1.2 1.6
Quick Walk (QW) 1.6 2.0 2.4

Figure 6.4: Sensor functional model for a wall-mounted detector (radial direction).
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β

C

Figure 6.5: Angle with respect to the movement trajectory calculated at point i.

6.3 PIR Sensitivity Estimation to Generic Motion

Based on the functional model of the sensor, a probabilistic model is extracted
for arbitrary movement in the single and a multiple sensors scenario.

6.3.1 Generic motion detection — 1 detector

The functional model of a sensor combines a geometric model and a motion
model. More general movement patterns could be modeled by considering
the fact that a generic movement direction can be always decomposed in two
components: the radial and tangential directions:

Pcs = Pρ(cs) (1− | sin(βc)|) + Pθ(cs) (sin(βc)) (6.2)

where Pcs is the probability of activation of the sensor in the c-th cell of
the sensor planar view with a person’s speed of s, Pρ(cs) and Pθ(cs) are the
radial and tangential probabilities at cell c, and βc is the angle between the
motion direction and crossed sector (Figure 6.5).
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(a) (b)

Figure 6.6: Probability of detection 6.6a along the central axis, and 6.6b at an angle of 45◦.
Color scale goes from 0 (blue) to 1 (red).

Figure 6.6 depicts an example in which the detection probabilities are
shown for a quick step movement (a) along the central axis, and (b) at an
angle of 45◦ with respect to the central sensor axis.

6.3.2 Generic motion detection — k detectors

In case of k interacting PIR sensors, the overall detection probability is
obtained by combining the contribution of each sensor according to the
following formula:

Pcs = 1−
k∏
j=1

(1− Pjcs) (6.3)

where Pcs is the detection probability in the cell c with subject speed s, while
Pjcs(j = 1..k) is the detection probability at the same speed in the same cell
for sensor j.

The example in Figure 6.7 depicts the detection probability for 3 sensors
for the four motion models, at an angle of 45◦ with respect to the central
sensor axis. The dotted lines represent the central axes of the PIRs. The
dimension of the room is 8m by 6m —sensor sensibility in the center is 8m—.
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Figure 6.7: Detection probability with 3 sensors at an angle of 45◦, for each motion model.
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6.4 Experimental Results

To evaluate the model we used the following figure of merit:

ε =
4∑
i=1

(
Ai,exp − Pi,mod

)
(6.4)

where each i represents the one of the four speed models, Ai exp is the exper-
imental average detection activity, and Pi mod is the detection probability
derived from the model. For the experimental data, given a point in the room,
we carried out a series of 25 measurements for the four speed models and
along 4 directions (0◦, 45◦, 90◦ and 135◦) for a total of 400 measures. Results
are reported in Table 2 and Table 3. xsi = (x1, x2, α) denotes the position of
each PIR sensor i, where (x1, x2) are the coordinates with respect to the origin
of the axis (0, 0) and α is the angle between the middle ray of the detector
and the horizontal axis. M(x1, x2) is the position of the measurement point.
L and W represent the length and the width of the room, respectively.

Figure 6.8 depicts the results of the model in a 9x6 m2 room with a sensor
placed at xs1 = (0, 3, 0◦), and a second one at xs2 = (9, 3, 180◦); the point is
in position x1=4.5m and x2=1.2m (M(4.5, 1.2)).

The approach was validated using a SP814-1 sensor from Everspring [84]
and FGMS-001 V2.4 from Fibaro [85]. The former was placed at the rec-
ommended height of 1.8 m: its viewing angle is 110◦ and the maximum
detection distance is 10m (8m was the used). The latter was mounted at the
recommended height of 2.4m: its viewing angle is 98◦ and its detection depth
is 7m. It is worth noting that, as reported in the tables, the model always
underestimates the real behavior of the system; thus, the proposed model is
suitable for a worst case analysis.

6.5 Discussion

Even if simple and low cost sensor PIR motion detectors represent an interest-
ing opportunity to track the motion of the house inhabitants. In particular
their ease of installation and limited maintenance make them particularly
suited for AAL applications. Nonetheless their characterization often requires
a more complex modeling, to design their placement properly in the indoor
environment. In this Chapter it was presented an improved modeling, taking
into account not only the geometry of the sensors field of view, but also their
sensitivity to motion. Such model parameters can be estimated empirically,
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Figure 6.8: Detection probability with 2 sensors at an angle of 90◦, for each motion model.

Table 6.2: Model validation – Sensor type Everspring – SP814-1 (wall mounted).

Experiment Settings
Error (ε)

L [m] W [m] xs1 xs2 M
9 6 (0, 3, 0◦ ) (9, 3, 180◦ ) (4.5,1.2) 0.033
6 5 (0, 2.5, 0◦ ) (6, 2.5, 180◦ ) (3.0,1.3) 0.052
7 4 (0, 1, 0◦ ) (7, 3, 180◦ ) (6.0,2.0) 2.540
6 2.5 (0, 0.5, 0◦ ) (6, 2, 180◦ ) (5.0,1.2) 0.709
5 5 (0, 4, 0◦ ) (4, 0, 90◦ ) (4.0,4.0) 0.587
8 5 (0, 3, 0◦ ) (6, 0, 90◦ ) (7.0,4.0) 0.218
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Table 6.3: Model validation – Sensor type FIBARO Motion Sensors (Multisensor).

Experiment Settings
Error (ε)

L [m] W [m] xs1 xs2 M
9 6 (0, 3, 0◦ ) (9, 3, 180◦ ) (4.5,1.2) -
6 5 (0, 2.5, 0◦ ) (6, 2.5, 180◦ ) (3.0,1.3) 0.038
7 4 (0, 1, 0◦ ) (7, 3, 180◦ ) (6.0,2.0) 1.590
6 2.5 (0, 0.5, 0◦ ) (6, 2, 180◦ ) (5.0,1.2) 0.280
5 5 (0, 4, 0◦ ) (4, 0, 90◦ ) (4.0,4.0) 0.125
8 5 (0, 3, 0◦ ) (6, 0, 90◦ ) (7.0,4.0) -

considering different target speeds and trajectory. The experimental results,
derived from testing two different devices, prove the validity of the presented
approach.
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7
SHARON: a Simulator of Human Activities,

Routines, and Needs

Smart technologies development is nowadays oriented toward intelligent
services for the dweller. Designing the Artificial Intelligence which plays
behind the scenes of such smart devices requires large datasets for several

reasons: training of machine learning algorithms, customization, testing,
validation, etc. Usually such tasks are carried out on real world data, requiring
devices purchase and installation, the identification of test users, protocol
definitions, and long acquisition times. To speed up the development and
reduce costs, a behavior simulator can digitally reproduce environments and
behaviors of the dwellers, in controlled conditions and in a short time. The
following sections will analyze the literature, detail the simulator model, and
evaluate its capability of emulate a dataset from the literature.

7.1 Previous Works

In recent years, the increase of computational power has enabled the devel-
opment of a great quantity of software able to simulate real-life aspects by
modeling the behavior of the ecosystem actors and the environment response.
In this section, the broad world of digital simulators will be discussed. In
particular the attention will be devoted to software that emulate domestic
environments, agent-based simulators and general-purpose simulators.
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7.1.1 Agent Based modeling and simulation (ABMS)

Agent-based modeling and simulation (ABMS) is a modeling approach that
has been gained more attention over the past 15 years. This trend is evidenced,
as mentioned in Macal et Al. work [86], by the increasing number of articles,
presentations, conferences, and Agent-based software. ABMS is becoming
widespread, according to Macal and North [86] is due to the following factors:

• Interdependency: ABMS makes possible to model parts of the system as
independent agents. In this way it is easier to manage interdependencies
within the whole model, as it happens with objects in object-oriented
programming;

• Modularity: Defining the behavior of each agent it is possible to simu-
late, as a whole, more complex systems than with monolithic approaches.
Splitting complexities over more agents, tends to produce more realistic
systems;

• Computational Power: Nowadays, computational power is advancing
rapidly permitting to compute large-scale microsimulation models which
were not plausible just a few years ago.

Agent Definition

Before going deeply in ABMS it is worthy to clarify what it is meant with
agent. Unfortunately, there is no universal agreement on the definition of
agent. According to Bonabeau et Al. in [87], an agent is an independent
component within a simulation or a model. A stricter definition, given by
Casti in [88] says that an element’s behavior must be both independent and
adaptive to be considered an agent. In other words, an agent is an elements
that can learn from the environment and dynamically change its behavior
with respect to the context. According to Jennings et Al. [89], the most
important characteristic for an agent is the autonomy in taking decisions.
Macal et Al. in [86], specify other characteristics necessary to an element as an
agent. An important requirement is the interaction capability with both the
environment and other agents. In other words, the behavior must depend both
on the state in which the agent is and on the context in which it is collocated.
Moreover, it needs goals able to influence its decisions. These decisions must
be taken with feedback systems in which a continue comparison with the
results suggests if a choice is good or not.
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Existing ABMS

In the literature, according to Macal et Al. in [90], it is possible to divide
ABMS platforms into two different families: General Tools and Specific Tools.

A General tool is an instrument able to simulate agents’ behavior but also
code environmental aspects. This group includes all the high level program-
ming languages such as Java, C++ or MATLAB. By implementing some
rules it is possible to realize both simple and complex systems. According
to Macal [90], General Tools include also Spreadsheets with macro program-
ming, such as MS Excel, probably the simplest approach to modeling. On the
other hand, the usage of MS Excel generally produces models with limited
agent diversity, restrict agent behaviors, and with a poor scalability compared
to the other approaches. As case of study, it is possible to cite the work made
by Bower and Bunn [91]. In this work, Excel has been used as ABMS tool to
successfully model and simulate bilateral market mechanisms for electricity
trading. However, according to this approach, the model needs to be suitable
with the environment.

NetLogo is a free and open source software under GPL license available
on Github [92], [93]. It is a programmable modeling environment for the
simulation of natural and social phenomena. It is particularly well suited for
modeling complex systems developing over time. It is written mostly in Scala,
a well scalable Object-Oriented language [94] while some parts are written
in Java. A simple example of work developed in NetLogo is the Wolf-Sheep
Predation model. In this model, two families of agents (wolves and sheep)
move randomly around the environment trying to survive, sheep eating
grass and avoiding wolves and wolves hunting sheep. Although NetLogo is
powerful software able to scale with large amounts of agents, it is not much
configurable and shows flaws when approaching complex models.

MASON: (Multi-Agent Simulator of Neighborhoods) is a free and open
source fast discrete-event multiagent library coded in Java, able to handle
both heavy custom-purpose simulations and lightweight simulation tasks.
MASON [95] contains also a model library and visualization tools in 2D
and 3D. It was designed to serve as the basis for a wide range of multi-agent
simulation tasks ranging from swarm robotics to machine learning to social
complexity environments. Its major lack is that it was born as branch of the
Repast project but its popularity and documentation is not well recognized.

Swarm [96] is a kernel and a library for the multi-agent simulation of
complex systems. It was developed in 1994, at the Santa Fe Institute with
a focus on artificial life applications and studies of complexity. It is the
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first ABMS software with hierarchical organization. A winning aspect of
this software is the conceptual division between the model coding part and
the testing part. In this way who conduce experiments on the model does
not need programming skills. SWARM includes also an important concept
of hierarchy in which each context, called swarm, can contain lower levels
of swarms which are integrated to the higher level. For all these reasons,
SWARM is considered the most powerful and flexible simulation platform.

Also if the long living time of this software could suggest its strength, it
still have some lacks. Indeed, it was designed before the emergence of Java as a
mature language. For this reason it has been implemented in Objective-C with
all its flaws, e.g. lack of strong typing and problems in data area protection
and requires a great experience with Objective-C and the knowledge of object
orientation paradigm. As consequence, a malevolent user can monitor and
control any simulation object, no matter how protected it is, also directly
from the graphical interface. Moreover, it has a very steep learning curve.

The Recursive Porous Agent Simulation Toolkit (Repast Simphony or
Repast S for short) [97] is a free, cross-platform and open source agent-based
modeling toolkit. It was developed at the University of Chicago’s Social
Science Research Computing Lab with a focus on agent based simulations
in social sciences. It is very similar to Swarm, both in philosophy and
appearance, providing some libraries for creating, running, displaying and
collecting data from simulations. Indeed, it was born as a Java re-coding of
Swarm. However, with respect to Swarm, Repast has a better learning curve
permitting also to inexperienced users to build complex models. Moreover,
Repast has, according to [98] the greatest functionality number of any ABMS
package. It supports also a 2D and a 3D view. Due to its features, it is very
used and its popularity, over recent years, is rising.

7.1.2 Smart Environments Simulators

eHome [99], is a project developed in Aachen, Germany. The research team
has implemented, via hardware, a set of advanced domotic services, such as
“music-follow-person" and the “comfort wake-up". The first one permits to
the dweller who decides to listen music or podcasts inside an environment
to move freely among rooms without turning the speakers on and off. The
system monitors the person’s position adjusting the volume and activated
speakers according to the room in which the user is located. While the
comfort-wake-up service computes the optimal wake-up time, considering
various static and dynamic factors. It analyzes data provided by the user, such
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as the first appointment of the day, usual breakfast time, scheduled showers
and traffic jams. As a result it tunes home appliances, such as the heating
system, the morning alarm or the coffee machine for the breakfast to be ready
at the right time. However, the installation inside real homes has an important
effort. Therefore, they decided to test the system with a software simulator,
substantially reducing test-time and costs. eHome is the 2D indoor simulator
designed to support this work. It is a point-and-click software: once started,
the user can select a person inside the environment and walk her/him around
rooms interacting with objects such as doors, chairs or appliances. According
to selected services, the system will properly perform the predefined activities.

Another interesting example is the simulator developed at the Chonman
National University [100], in Korea. The team has developed ISS (Interactive
Smart Home Simulator), a software able to reproduce a set of rules defined
behaviors on devices installed inside a digital home. Also in this case, the idea
to realize the simulator comes up to reduce costs of an hardware implementa-
tion of the system. The main goal of the project is a user’s tasks automation.
The system is able to reproduce a concrete study case as the following:

Currently, this is the autumn season, the most beautiful season in Korea.
When Mr. Lee arrives home and after certification, he enters home and
the light goes on. Also, the air conditioner is turned on and switched
to cooling mode. After changing his clothes, he sits on the sofa. At this
time, the context manager, detecting his sitting on the sofa, turns on
the TV to a channel based on his favorite. When he goes out to do
something, every appliance at home will be turned off.

The system’s behavior is based on a set of well-defined if-then-else rules by
which every object of the house can change its status. The user can not
directly interact with the system, a function called “Generate Event" extracts
randomly an event, such as “go to sleep", updating the status of the involved
subjects.

Siafu [101] is a large-scale ABMS, written in Java and provided with a
pleasant GUI. It makes possible to reproduce worlds and scenarios, designing
a modular world composed by three elements: agents, places and the context
therein. It is worth noting that agents are represented as state machines
in which the status change is triggered by context switches or by random
factors. In particular in complex contexts, simple random factors obstruct the
realization of complex human behaviors due to limitations imposed by state
machines. Moreover, Siafu makes possible to gather context data for each
agent, simplifying statistical analysis. Some implemented examples are the
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living simulation of few inhabitants in a city scenario or in smaller contexts
such as the working life in an office.

TATUS is an environmental 3D simulator developed at Trinity College,
in Dublin. This simulator is able to reproduce smart technological features,
such as the identification of people on entry and exit from a room or the
recognizing of behavioral patterns and intentions of those living and work-
ing in the space, providing services to authorized persons only. Generally
speaking, it reproduces via software the context-awareness capability of smart
devices within rooms. The context awareness is the property of pervasive
computing to deal with linking changes in the environment and computer
systems, which are otherwise static. Also the realization of TATUS comes
from the recurring problems involving costs and logistics when implementing
suitable test environments.

7.2 Real Life Datasets

Simulators and automated domotic systems need, often, a great quantity of
data to be tuned. However, gather data is generally a challenge. Bureaucratic
procedures, high hardware costs, very long timings in data gathering, high
costs of installation, upgrade and remove of the system, and possible faults are
issues that should not be underestimated. Many research groups have collected,
analyzed and published a series of data automation for different purposes. As
discussed by Alemdar et Al. [102] two Smart Home dataset categories can be
identified. The first group is composed by systems with an high impact and
influence on dwellers’ life. Indeed, they require the installation of more than
one hundred of sensors within smart environments. Generally, these projects
work on the human interaction with Smart environment and objects but
they do not provide any healthcare focus. Gator Tech Smart house [103],
Georgia Tech Aware home [104] and PlaceLab [105] are some examples of
this category. The second group is composed by low impact systems. In
these contexts few sensors are used focusing on human activity detection
and for health status monitoring. In Table 7.1 are summarized some data
collection projects and their modalities. As reported in Tab. 7.1, not all these
projects consider more than one dweller. Indeed, the people recognition is a
very complex topic if the system uses only common sensors. Experiments
duration show values from few hours to more than 12 months. This variance
is due to many aspects. First of all there is a budget limitation: involving
people in these projects has high costs. The same holds true when considering
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Table 7.1: Smart Home projects comparison
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ARAS Yes 2 months 20 27 1023-2177
CASAS Yes 12+ months 20-86 11-16 37-1513
Van Kastereen No 28 days 14 7 245
UvA No 2 months 14-21 10-16 200-344
Domus No 11,5 hours 78 0 (user feelings) NA
Mit No 2 weeks 77-84 13 176-278

the sensors number. Also if this system has a low impact on dwellers life,
it can be composed of an high number of sensors. Generally speaking, this
value depends on the size of the smart environment and, if applicable, on
the number of signals they want to recognize. Simple sensors data need to
be structured in complex cluster called activities. In this case, even if all
these project study human life, they consider different activities performed by
dwellers, a varying their number between 7 and 27. Domus needs a special
mention since they asked the actors to autonomously define their activities,
to analyze and categorize them offline. For what concern the number of
occurrences activities they are not proportional to the number of sensors
readings but to their annotation.

ARAS

ARAS (Activity Recognition with Ambient Sensing) is a project for the
automatic human ADLs recognition. The experiment consisted in two houses
instrumented with 20 sensors able to capture dweller’s actions and movements.
Within the results dwellers have provided a ground truth annotation of 27
different activities. For each house, ARAS’ staff has recorded a full month of
information containing sensor data and activity labels, resulting in a total of
two months data. Datasets are freely available on the project’s website [106].
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CASAS

The CASAS Smart Home is a project developed at the Washington State
University developed to provide an interdisciplinary research platform of
intelligent environments. One can identify two main goals towards the devel-
opment of this project. The first one is the maximization of the user’s comfort
recognizing, discovering and tracking the user’s activities for the automated
responses. The second one is to minimize costs, such as the maintenance and
the energy saving. Unfortunately, the level of energy consumption must be in-
extricably bound up with the targets of Smart Homes, due to new appliances
installed. Datasets are freely available on the project’s website [107].

Van Kastereen Dataset

T. Van Kastereen in [108], at the University of Amsterdam, has installed,
inside the real house of a 26 years old volunteer living alone, a set of 20
sensors. The aim of this project was to correctly annotate person’s ADLs
starting from a great amount of binary data. This experiment left 28 days,
providing more than 2000 sensor events. Once obtained data, they used two
different approaches (Conditional Random Fields and Hidden Markov Model)
to annotate obtained data. Also in this case datasets are freely available on the
project’s website [109].

A common weak point of the state of the art simulators is that most of
them rely on the user to decide the action performed by the agent in the
virtual environment. SHARON, on the contrary, only leaves the user to
configure a few aggregate parameters describing the agent behavior, while
taking care of generating the agent daily schedule of activities, based on a
defined profile.

7.3 Methods

SHARON is designed to reproduce the human behavior, extracting from an
input set of actions (ADLs) the most suited, based on the evaluation of their
score function in every instant of the virtual day. Each activity is further
composed of sub-tasks, that are executed by the simulated user who interacts
with the virtual environment sensors.

The set of needs N and of activities are configurable. In the present work
the following have been considered:

Hunger, as the need of feed oneself;

134



7.3. Methods

Tiredness, the necessity to sleep;

Stress, the necessity to relax;

Boredom, as the desire to have leisure time;

Loneliness, as the need for social activities;

Uncleanness, concerning personal hygiene;

Excretion, representing biological needs;

Moreover it was necessary to consider also house related factors such as Low
Stock andUntidiness. Each need n ∈ N is associated with a status σn ∈ [0, 1],
that is assumed to change linearly as the simulation evolves. Such formula
expresses the dependence on the spontaneous growth rate γn of such need and
the effect of the ongoing action ζ(a) as follows:

σn(t) = σn(t− 1) + γn + ζ(a). (7.1)

The result is saturated, so it is bound inside the range [0, 1]. Such need
status affect the ADL scoring through a linear function, representing the
urge to perform a certain activity given the related person’s needs. This is
implemented using a set of weights wn,a ∈ [0, 1] as follows:

N(a, σn(t)) , wn,a · σn(t). (7.2)

However needs do not fully represent human activities motivation. Many
actions are performed in a habitual or conventional time of the day. Examples
can be tea time, main meals, or night time sleep. Such time dependency
is modeled in this work by a function θa(t) which assumes a value in [0, 1]
for each simulation step in the day: the higher the value, the more likely
the activity in that time quantum. However, to avoid deterministic series of
events, the final likelihood Θ(a, t) is obtained through a probabilistic heuristic.
For each simulation step a random variable U{0, 1} is extracted:

u ≈ U{0, 1} ;

{
Θa(t) = θa(t) u > θa(t)

Θa(t) = 1 u ≤ θa(t)
(7.3)

Thus, at higher level, the ADL most likely to be performed is the highest
in a ranking identified by a metric driven by the time and needs factors hereby
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described. Considering the activity a ∈ ADL at time t, its score function
S(a, t) is defined as:

S(a, t) = α(a) ·
∑
n∈N

[ N(a, σn(t)) ] ·Θ(a, t) (7.4)

where α(a) represents a factor discouraging action change (i.e. 1 for the
ongoing activity a and 0.8 for all the others). The overall method for behavior
simulation can be formalized as in 3.

Algorithm 3 Overall SHARON algorithm, extracting the action a to be performed

loop
Update time instant t
for each Need n in N do
σn(t) = σn(t− 1) + γn + ζ(a)

end for
for each ADL ai do
if ai is active then
α(ai) = 1.0

else
α(ai) = 0.7

end if
for each Need n in N do
N(ai, σn(t)) += w(n,ai) · σn(t);

end for
Var rand = genRandom ∈ [0, 1]
if rand < θai(t) then

Θ(ai, t) = 1.0
else

Θ(ai, t) = θai
(t)

end if
S(ai, t) = α(ai) ·

∑
n∈N N(ai, σn(t)) ·Θ(ai, t)

end for
a = argmaxi(S(ai, t))

end loop

7.3.1 Parameters and Training

The proposed method for behavior simulation is based on set of parameters,
defined in the formerly explained equations.

ADL: the set of the performed/available actions;
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N : the set of needs, related to the defined set of ADLs;

wn,a: representing the cause relation linking needs and actions;

γn: the spontaneous growth rate for each need;

ζ(a): the effect of each action on specific needs;

θa(t): likelihood the user performs an ADL in a specific instant of the
day.

Obtaining these parameters values can be a challenging task. To perform
such quantities design two methods requiring a very limited effort can be
proposed:

Interview analysis: thanks to a synthetic interview of the subject it is
possible to gather a coarse estimation of the usually performed ADLs,
their time profile and the needs they satisfy. The collected information
anyway have a limited validity, since they are biased by the point of view
of the interviewed person.

Real data set / diary analysis: having the possibility to collect infor-
mation over a longer period of time it is possible to get more reliable
data. Two of the possibilities are recording data form a Smart Home
installation (if available), or requiring the dweller to precisely fill in a
diary. Quantitative values are extracted by analyzing the ADLs patterns
in such data.

7.4 Validation Metrics

One of the additive values of this work is its ability to reproduce humans’
habits given a well defined dataset. The validation methodology consists of
a set of statistical tests based on mathematical instruments. These test are
discussed and explained in this section.

As discussed in previous sections, human habits are described as a distri-
bution profile in which, for each minute, it is provided a likelihood of the
system to perform a determined ADL. The purpose of the validation is to rate
similarities between the distribution obtained during the simulation and the
one extracted from the ARAS dataset. In the literature it is possible to identify
numerous distances between statistical distributions. Many of them are not
true metrics because they violate one or more of the three requirements of a
metric, that of non-negativity, symmetry and triangular inequality. To the
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scope of this work, three different metrics have been employed to evaluate
the results of simulations.

7.4.1 Bhattacharyya distance

In statistics, the Bhattacharyya distance ( [110], [111]) is a measure of sim-
ilarity between two discrete probability distributions. It is related to the
Bhattacharyya coefficient, which is a statistical measure of the overlap of two
sets of samples. The name of the distance and the coefficient was given by
the Indian Statistical A. Bhattacharyya, who worked in 1930 at the Indian
Statistical Institute. This metric is widely used in many fields, such as the
extraction and the selection of features, image processing, phone clustering
and speech recognition. The Bhattacharyya coefficient is defined as:

BD =

1−

∑
i

√
{Pi ·Qi}√∑

j

Pj ·
∑
k

Qk



1
2

Where Pi and Qi are the two normalized histograms expressed as uni-
dimensional arrays. BD oscillates between 0 (perfect match) and 1 (total
mismatch).

7.4.2 Earth Mover Distance

The Earth Mover’s Distance (EMD) is a method to evaluate dissimilarity
between two distributions. Intuitively, given two distributions, one can be
seen as a mass of earth properly spread in space, the other as a set of holes in
that same space. Then, the EMD measures the least amount of work required
to fill the holes with earth. Within this reasoning, a unit of work corresponds
to carry a ground unit by a unit of distance from the ground.

Assuming a discrete domain, EMD can be computed by solving an instance
of the transportation problem, applying the so-called Hungarian algorithm
[112]. In particular, representing distributions as one-dimensional array of
discrete areas (called “bins”) the EMD can is computed by keeping track
of how much “earth” needs to be transported between adjacent bins. An
interesting characteristic of EMD is that its cross-bin distance is not affected
by single bin differences.
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EMD is often used in the computer vision field for the pattern recogni-
tion and to compare generic summaries or surrogates of data records called
signatures. EMD, in its multidimensional computation formulation, has
not found widespread application outside the computer vision community
due to its prohibitive computational costs. However, applying in the mono-
dimensional formulation, its complexity is affordable and can be formalized
as the following:

EMD0 = 0 (7.5)
EMDi+1 = (Ai+ EMDi)−Bi (7.6)

TotalDistance =
I∑
i=0

|EMDi| (7.7)

Where A and B represent the two discrete distributions, EMDi is the
partial EMD and “TotalDistance” is the final distance. EMD value is pro-
portional to the distance between profiles. Smaller is its value and better is
the obtained results. Its range has a lower bound 0 obtained when the two
distribution are identical while it has no an upper bound. Indeed, it depends
both by the cardinality and by the values of the two distribution.

7.4.3 Kullback-Leibler divergence

Kullback-Liebler divergence is a special case of a broader class of divergences
called f-divergences. This metric is a non-symmetric measure of the difference
between two probability distributions P and Q. P represents the original
distribution of data considered as reference, while is an approximation of P. In
detail, the Kullback-Leibler divergence of Q from P, denoted as KLD(P ||Q)
measures the information loss obtained when P approximates Q. To interpret
results it is possible to consider produced values as the entropy, higher it is
and broader are the differences. For discrete probability distributions it is
defined as:

KLD =
I∑
i=0

Pi · ln
Pi
Qi

(7.8)

7.5 Experimental Results

To validate the proficiency of the simulator to reproduce humans’ behavior, it
has been validated on the data set provided by ARAS [102]. Its dataset consists

139



Chapter 7. SHARON: a Simulator of Human Activities, Routines, and Needs

Simulated data
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Figure 7.1: Graphical representation of Bhattacharyya (left) and Earth Mover Distance (right)
for each ADL

of a detailed description of the activities performed by dwellers during 30 days.
Such data have been divided into two sets: training set (23 days) and validation
set (7 days). The training set was used to tune the system parameters and
generate 300 simulated days.

The distributions of the activities along the days (computed through his-
tograms with 1440 bins, one per minute), were extracted from the generated
data as well as from the training and validation datasets. Then, Bhattacharyya
Distance [113], Earth Mover’s Distance [114] and Kullback-Leibler Diver-
gence [115] between the simulation results and the validation set were com-
puted. As visible in Table 7.2 the performances of the simulator on the
habitual actions are good, considering all the three used metrics. Nonetheless
when computing the metrics also between the training and the validation sets,
it emerges that the validation set is a limited representation of less frequent
ADLs. It is thus possible to notice that the simulator behaves as expected,
since the metrics of the simulated data are very close to the validation data
ones (Figure 7.1).

Moreover, when comparing the profile of distribution histograms (along
the day) of an activity extracted from the simulated and ARAS real data,
it comes clear that the simulator is reproducing the routines with a good
approximation. In the following histograms the three sets distributions are
represented as it follows: the orange line represents the simulated profile, the
blue one the training set, and the gray one represents the test set.
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Breakfast ADL is quite well defined in the later morning. The computed
simulation covers well this trend reproducing three mayor peaks.

Lunch ADL is defined by two nearby peaks during the first afternoon. The
simulation is positioned within the same lapse of time. Test set, instead, has
not a well defined profile.
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Dinner ADL has a regular shape. Indeed it has only a thin peak centred in
1200 (8 P.M.). The simulation fits it very well. Test set indeed is composed
by two different peaks, one coincident with the training part (well defined)
and one a little earlier.

Snack ADL is quite a random activity. Indeed, excluding the sleeping period,
the dweller performs this ADL without showing any predominant trend.
The simulation follows well this distribution exploiting nightly meals. Also
the test set follows this trend but peaks do not coincide with the simulated
ones.
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Sleeping ADL has a very regular shape. Indeed, the training, the simulated
and the test sets overlap with high accuracy. However, the test set deserves
a couple of remarks. At around 270 (4.30 A.M.), the dweller uses to get up
and perform some other ADLs. This trend, even if less evident, is present in
the training data, but poorly reproduced by the simulated ones.

Watching TV ADL has 5 peaks distributed during the day. The simulation
follows quite good all these peaks, even if extracting such ADL with a higher
frequency.
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Shower ADL presents peaks distributed over the day. Simulation overlaps
quite well the original set by enhancing broadest peaks. Nonetheless the
modeling of the underlining need seems to be triggering such ADLs with a
slightly lower frequency.

Excretion ADL, as expected, has a quite random distribution. The simulation
shows good results, however nightly peaks are inhibited by the sleeping
activity.
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Other ADL has not a well defined profile. Indeed, one can distinguish
some nightly peaks and during days. Obtained simulation traces quite good
these trends with a relevant peak around 800 (1.30 P.M.). Test set is not
so significant with respect to the others peaks, indeed the most relevant
contribute is centered in 600 (10 A.M.).

Napping ADL consists of four isolated peaks. The nightly one is well
reproduced by the system. The later peak in the morning one (10 A.M.) is
very short but represented in all the three sets, in the test set has the highest
values. The latter two are well represented by the simulation and it is really
prominent in the test set.
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Internet ADL is well spread during day and a before going to sleep. Also
in this case the three sets overlap quite well. However, it is possible to
distinguish a time lapse in which the simulation acts in a slightly different
way: during the first afternoon the actor is meant to be hungry and thus
eating lunch or relaxing while watching TV. These differences can be caused
by limitations in the data modeling.

Going Out ADL is characterized by a broader contribute during the late
morning and during the afternoon. Simulation covers well these slopes
excluding the morning peak. Test set follows the quite good the global trend
but its peaks are slightly different positioned.
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Reading ADL is uniformly distributed during the day excluding areas around
870 (2 P.M.). These empty spaces are respected by all the data sets.

Laundry ADL along the data set, is not very well represented. Indeed, in 23
days it has been performed rarely. For this reason, the profile is composed by
few peaks distributed along the afternoon and the evening. The simulation
follows original data but the test set has no entries about this ADL, so the
metrics produce the worst results.
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Phone ADL has a quite random distribution during the day. An important
remark should be done on a peak in the simulation phase at 550 (9 A.M.).
Indeed, this discrepancy can be caused by the need influence which at that
time has high values. Also the test set has a quite random distribution with a
peak in the afternoon not well represented in the other data sets.

Music ADL is a quite rare activity. Indeed, there are only few peaks dis-
tributed along the whole day excluding the morning. Also in this case the
test set is not really representative of the whole data set.
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Cleaning ADL is characterized by a single peak and it is quite rare on the
analyzed time period. Moreover, within the 23 days set it has been performed
only during the afternoon in a short time lapse. The simulation presents the
same behavior but, similarly to laundry, no samples are available from the
test set.

7.6 Discussion and Future Works

In this Chapter it was proposed a quantitative method to reproduce behaviors
based on two main factors: the Time Dependency and the Personal Needs
evolution during the day. The relationship between the two is mathematically
described through a weight function, which computes a score, representing
the probability of such action to be performed in that moment. The resulting
method is employed by SHARON (Simulator of Human Activities, ROutines
and Needs), which can be employed to replicate humans ADLs routines. To
validate the presented method the ARAS dataset was used, considering 23
days as training and the latter 7 as validation. Then, based on the training
set, 300 days were simulated and their ADLs distribution was compared with
one extracted from validation set, using three different metrics. The obtained
results show a good match with the original distributions especially when
looking at the more regular ADLs.
SHARON is also available for download on the ATG website: http:\\atg.
deib.polimi.it

Concerning future developments, the research will focus on four main
aspects. First of all, SHARON needs to be validated on a more extended
dataset, comprising a longer lapse of time. In second instance, the implemen-
tation of the lower level smart home activations will be crucial, simulating the
smart environment with a greater level of detail -including also sensors values-.
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Indeed This will increase the possible uses of the system. Moreover it will
be interesting to consider multiple simultaneous actions to ensure realistic
simulations, introducing the ADLs overlapping (e.g. watch TV during a meal).
Finally an interest aspect will be multiple user simulation: human behavior is
characterized also by the interaction among multiple agents. Allowing people
to interact with other agents (other people or pets) the simulator realism will
increase considerably.
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Table 7.2: BD, EMD, and KLD computed between Simulated data and Validation set (S), and
between Training set and Valitation set (T). The lower the distances, the better the dataset is
represented; the smaller the difference between results S and T the closer the simulation is to
real data.

DATASET S T S T S T
METRIC BD EMD KLD

Breakfast 0.19 0.25 9.69 13.16 0.28 0.67
Lunch 0.50 0.47 22.54 24.59 4.67 4.87
Dinner 0.55 0.53 40.44 41.68 4.24 3.66
Snack 0.94 0.93 335.23 233.38 11.88 11.38

Sleeping 0.14 0.13 14.69 17.43 0.05 0.05
Watching TV 0.51 0.49 109.39 115.39 3.80 3.88

Shower 0.73 0.71 71.31 79.29 7.86 7.49
Toilet 0.80 0.78 104.63 138.55 8.91 9.14

Napping 0.60 0.74 254.12 419.23 7.21 8.70
Internet 0.42 0.42 38.68 43.67 2.56 2.60
Reading 0.85 0.85 177.24 140.83 10.07 9.95
Laundry 1 1 370.58 510.73 14.17 13.45
Phone 0.67 0.69 136.68 233.11 7.12 7.58
Music 1 1 314.33 427.16 13.57 13.63

Cleaning 1 1 490.8 473.72 14.62 13.99
Going Out 0.31 0.31 85.97 94.38 1.58 1.59

Other 0.82 0.79 124.38 127.76 9.34 9.13
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8
Detection of Activities through Home
Automation Sensors Data Clustering

Aiming to the detection of behavioral drifts, one of the core points is
to determine what such deviations are. Such task is challenging from
many different perspectives: how to represent the behavioral routine

information, to identify semantic domains, to define the detail level needed,
etc. A possible approach is the definition of an atomic quantity, an elementary
entity, which composes the behavior of a person, his or her routines. Such
entity can be identified in the set of the Activities of Daily Living (ADLs).
This can be a great advantage, since most of the repetitive tasks everyone of
us performs every day, respond to a set of common and essential needs, as
already introduced in Chapter 1.

Organizing the daily life of a person, even employing a finite and shared set
of activities can be still challenging. Especially if the starting point for such
description of the daily routine is represented by the sensor data collected in
the home environment. Indeed the identification of an ADL requires to be
temporally defined, described by a specific set of sensors readings, in a certain
area of the house, etc. This chapter describes a methodology developed to
discover ADLs instances along the daily life of a Smart Home inhabitant,
represent them, and associate them to specific semantic contexts.
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8.1 Previous Works

Several of the works previously cited when considering HA data simulation
have also a significant contribution in the Activity Recognition Research. The
ARAS project (Section 7.2), the CASAS project 7.2, and the work by Van
Kastereen 7.2. ARAS activity recognition, as reported by Alemdar et Al. [116]
is based on machine learning algorithms, in particular they report results
of Hidden Markov Model (HMM) and Time Windowed Neural Networks
(TWNN) methods. In detail, the overall results of Precision and Recall for
both methods are around 70%. CASAS activity discovery and recognition,
presented by Cook et Al., is instead based on a graph representation of events
and a pattern-based activity recognition. In particular, the identification of
novel activities based on a greedy Minimum Description Length algorithm,
while activity recognition is performed considering various algorithms based
on HMMs, Conditional Random Fields, Naive Bayes, or Support Vector
Machines. The overall Activity Recognition Accuracy settles between 60%
and 85%.

In the hereby presented work the chosen approach is oriented toward an
unsupervised method, not requiring a training dataset. This was defined with
a double aim: on one hand, to design a method with prompt applicability
whenever the inhabitant or the environment change; on the other, since
social partners are providing a contribution to the project, the semantics and
evaluation of the activity performed are competence of social professionals.

8.2 Challenges of Activity Recognition inHighly Sen-

sorized Environments

The representation of ADLs by employing home automation data is challeng-
ing in many aspects, but most of all it is possible to identify some unexpected
issues, common when working in high dimensionality environments. They
are often grouped under the name of Curse of Dimensionality: several works
in the literature have addressed the many aspects that it comprises. Moreover,
when dealing with Activity there are few other aspects increasing the com-
plexity of the analysis. In the following the more interesting issues for the
purposes of this work will be detailed.
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8.2.1 Curse of Dimensionality

The term was introduced in the 1960s [117], referring to the problems gener-
ated by high dimensionality in dynamic optimization. However the extent of
these issues is not limited to such field, but also concerns machine learning,
numerical analysis, databases, data mining, etc.

Distance Function

Proximity, distance, or neighborhood tend to lose meaning as dimension-
ality increases. This happens due to a loss of contrast of distances [118]. This
problem has been addressed in many circumstances, nonetheless a general
solution cannot be formulates. To the extent of this work, the definition of a
proper structure for data representation and thus the identification of a suited
distance, limiting the undesired effects, will represent an effective solution to
this aspect of the curse.

Space Exploration

In a space where the dimensions are as many as the sensors exploited, there
is a significant issue in exploring the whole space, whenever needed. In detail,
even if in case of binary sensors, since the status of a system with d sensors
might be defined as the combination of all the possible statuses of all the
sensors, the number of system statuses Ns grows exponentially: Ns ≈ 2d.

Generalization and Training

Given the high number of dimensions, in machine learning applications it
is quite common that the amount of relevant attributes is smaller than the
number of dimensions. This may be caused by two phenomena, the presence
of irrelevant or redundant attributes. As an example, it might happen that two
classes are separated in many of the dimensions, but not in those of irrelevant
attributes; or it might happen that two or more attribute are correlated (and
thus redundant), which causes the classes to be simultaneously split in the
related dimensions [118].

8.2.2 Time Scale and Multitasking

When dealing with human routine and activities there are few aspects in-
herently challenging. On one hand, the data related to human behavior is

155



Chapter 8. Detection of Activities through Home Automation Sensors Data

Clustering

inevitably time-dependent and periodic. Many periodicity influence the peo-
ple life: the circadian rhythm, the working routine, the weekly schedule, the
monthly habits, the seasons, etc. This complex cyclic nature induces many
concurrent time-scales, which de-facto augments the amount of data necessary
for an exhaustive analysis and requires to be properly addressed. The issue
of time scales is further complicated by the different levels of abstraction
one can watch at the ADLs: from atomic movements (e.g., closing the hand),
to minimal actions (grasping the fork), to complete ADLs (eating lunch), to
complex and general activities (having a meal). One of the possible policies is
to identify a detail level and to use it throughout homogeneously, admitting
the possibility to oversample or undersample.

Finally human activities several times do overlap, pause and restart, oborted,
etc. This makes inherently difficult to clarify and describe unequivocally
which activities are being performed, even if the person lives alone. This,
anyway can be mitigated when discovering activities, rather than trying to
retrieve templates already codified. In such a way it is indeed possible to detect
and recognize a sort of compound activity, which in fact is the composition
of the simultaneous ADLs performed.

8.3 Semantics for ADL Representation

ADLs, as already introduced, can be leveraged as atomic elements to represent
routines. This, anyway, does not solve many issues, but rather it moves the
challenge on how to relate the sensors data coming from the Smart House
and ADLs. In other words, the target is to relate the set of devices statuses in
a certain time instant with the ADL the inhabitant was performing.

In most of the world cultures houses are spaces for daily living, where
the inhabitants not only find shelter during the night time rest, but also
perform several ADLs. In particular in many countries and cultures the house
is organized in rooms or areas, devoted to specific activities and contexts:
hygiene ADLs are performed in the bathroom, meals are consumed in the
dining-room, leisure activities have place in living-room, etc. Moreover
appliances, furniture or tools are fundamental entities involved in some of the
ALDs: the activity performed by a person seated on the sofa, reading a book
or watching the TV is indeed different. Finally, there are different instances
of the same task which change their connotation depending on the time of
the day they are performed in. As an example the reader might think of two
instances of a meal: lunch and dinner differ mostly in the hours they happen.
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It emerged from such brief analysis that time, space, and activity-specific
tools are three core aspects when describing ADLs (and thus also when
identifying them). It is thus important not to lose those pieces of information
when handling the data, to leverage them when creating an ADL description.

8.4 Sensor Status Representation

The sensor space for the Smart Home data representation has ideally as many
dimensions as the number of sensors employed. Anyway this complexity
on one hand introduces difficulties in data processing and representation, on
the other extends the apparent scattering of the data points in their space. It
is thus advisable to identify a proper representation of the data, enabling to
minimize or at least reduce the information loss. Moreover when choosing
such representation it is important to consider that it will influence the
meaning and the applicability of a distance, similarly to how the topology of
an environment induces what is its most advantageous distance formulation
(e.g. Manhattan, Euclidean, Chebyshev, etc.).

8.4.1 Word-like

If one considers the situation of the house, in a certain time instant, as the
vector of the status of all the sensors. Ordering them so that for every
configuration the i-th values refers always to the same i-th sensor, results in
a string of symbols which resembles a word, whose length is the number of
the deployed sensors. Such representation is clearly containing the whole
information coming from the raw data without any loss. Anyway it is not well
suited when trying to identify the distance between a couple of configurations.
Indeed several formulations have been proposed, as few examples we can cite
Hamming distance, Jaccard index and similarity cosine [119].

All the three mentioned distances have a common lack: they are not
meant to consider the semantic difference between sensors, nor their real
position, nor the time instant their status refers to. This is induced by the
data representation itself, and it is clearly in contrast with what emerged from
the analysis about the ADL representation.

8.4.2 Image-like

The word-like representation showed how the information to be represented
is requiring a more exhaustive data structure. Considering that the topological
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position of the sensors in the house is itself a quantity of interest, which was
not considered in the previous representation, it is possible to derive a more
suitable model. Associating a set of coordinates representing the position
of each sensor (with a certain approximation) to the sensor value itself, it
is possible to compose something resembling an image. Indeed sensors data
values (binary or scaled in the [0 1] range) can be translated in intensity
gray-levels (properly weighted) while the position in the house is represented
by the pixel position. Weighting can determine the importance of a sensor,
especially when considering in task-specific tools. Moreover it is possible to
construct the image of the statuses over a time-window: counting the active
instants over the total amount of time it is possible to define a graylevel of a
pixel, or in case of non-binary sensors the average can be used. Such procedure
guarantees more significance of data, enriching the information carried and
permits to smooth short-duration transient configurations, not meaningful
when describing the ADL. This representation, through snapshots, appears to
be more promising in terms of amount of information transferred, as it will
emerge in the following sections.

8.5 Distance Between Snapshots

Given the simple but effective representation drawn in the previous section,
one of the core aspects concerns the distance between two configurations.
The ideal formulation addressing such a question should respect the following
constraints:

• being a metric, i.e. it must respect the following:

– non-negativity property

– coincidence axiom

– symmetry property

– triangular inequality

• relating smaller values to more similar snapshots, where the location of
sensors should be taken into account;

• considering time, in such a way that the closer in time, the smaller the
distance.
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8.5.1 IMage Euclidean Distance (IMED)

Indeed a good starting point to identify a metric having this properties
can be the Euclidean Distance of IMages (IMED) [120]. Such family of
metrics is commonly used in image processing to quantify the difference
between two images. Compared to other methods (such as Sum of Squared
Differences - SSD - or Mutual Information - MI -), it considers not only the
discrepancies in correspondent pixels in the image, but also the topological
distance between the pixels. Moreover it is applicable on images with different
sizes or resolutions.

In its general formulation, considering two images A,B with N and M
pixels respectively, and their i-th and j-th pixels ai, bj associated to positions
pi, pj , dIME can be written as:

d2IME(A,B) =
1

2πσ2

N∑
i

M∑
j

exp(−|pi − pj|2/2σ2)(ai − bi)(aj − bj). (8.1)

It is possible to identify in Eq.8.1 two main contributions: a term (exp(. . .))
representing a distance smoothed by a Gaussian function with variance σ2, and
a term ((ai − bi)(aj − bj)) carrying the differences in intensity between pixels
couples. Thus, applied to the image-like representation of HA snapshots,
the first term enables to represent the distance between two sensors, while
the second the difference in value or activation. This enables to differentiate
properly between small or broad, local or global snapshots discrepancies.

8.5.2 Environment-dependent Snapshots Distance

Concerning IMED the term related to distance between pixels it is import to
highlight that actually it represents the distance between two sensors. Indeed,
being in a HA environment, the distance between two sensors should not be
euclidean but it must take into account the presence of walls. Due to this, a
more suitable formulation of the distance between snapshots may consider
the length of the shortest path a person can walk from one sensor to the other.
In such a way two sensors on opposite sides of a wall do not appear close, but
separated by the distance that stands between the two rooms they are installed
in. Defining such distance as | · |wM it is possible to formulate, given the house
mapM, the new overall distance between snapshots dM as:

d2M(A,B) ,
1

2πσ2

N∑
i

M∑
j

exp(−|pi − pj|w/2σ2)(ai − bi)(aj − bj). (8.2)
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Nonetheless such representation is still lacking of the temporal connotation.
Given that such piece of information has a great importance, a further devel-
opment is necessary.

8.5.3 Spacetime Snapshot Distance

As introduced in the previous section, the information needed to fully rep-
resent the ADLs through HA sensors snapshots should also include time.
Indeed this temporal connotation is still not present in the distance formu-
lation aforementioned. It is worthy to clarify that the aim of introducing
time is not to create a spacetime manifold (such as a Minkowsky space), but
to define a distance on a spacetime where only snapshots are defined. In
particular, let a snapshot s , {S, ts} be identified by its image-like sensors
statuses representation S and the time instant it happens in ts; a possible
distance formulation between two snapshots a and b can be:

d2s(a, b) , d2M(A,B) + k2(tb − ta)2. (8.3)

Even if resembling the spacetime interval between two events, ds has a differ-
ent signature, which makes possible to respect the requirements of a metric.
Nonetheless the constant k still represent a sort of spacetime scaling factor,
having the dimensionality of a speed ([distance]/[time]). Likewise a speed,
a possible interpretation of k is a spontaneous growth rate of the distance
between two snapshots. To identify a value to be associated to such parameter,
it is possible to consider two different perspectives. Concerning the first, it is
possible to analyze the average ratio between the image-only distance dM and
the corresponding time lapse, as it follows:

k1 =
1

|S|
∑
a,b∈S

[
dM(a, b)

|tb − ta|

]
. (8.4)

This enables to reflect the (expected) distance generated by the status change
also as a the temporal contribution. The second perspective concerns sup (dM)
the maximum distance achievable using dM. Since such value is limited, one
can define the speed k as the minimum amount of time desirable tm, so that
two snapshots have a distance greater than sup (dM), no matter how similar
their image representations are. This can be summarized with the equation:

k2 =

sup
a,b∈S

(dM(a, b))

tm
. (8.5)
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Figure 8.1: ECDFs curve for image-only snapshot distance dM(·) (8.1a) and ds(·) (8.1b) for a set
of snapshots representing 24h of data. It is worth to notice how the time term introduction
shifts the distances, making the distribution of distances uniform with respect to time

The overall condition for the identification of the value of k can be thus as it
follows:

k =
k1 + k2

2
. (8.6)

To provide an example of the impact that the time term and the k constant
have on the distance between snapshots, it is possible to consider the following
condition. Given a set of snapshots of a smart home along 24 hours, it
is possible to represent their distances distribution through the Estimated
Cumulative Density Function (ECDF). If one uses the image-only distance
as in Eq.8.2, the result is expected to show a great amount of snapshots with
distance close to zero (derived from the night hours, where people sleep and
the house is almost still) and the rest of the data showing growing distances
(Fig. 8.1a). The same procedure, but using Eq.8.3 and the value of k obtained
with Eq.8.6, results in a shift of the distribution, making distances generally
grow and spread (Fig.8.1b).

8.6 Activity Discovery: Snapshots Clustering

Given the data representation described in the previous, and the distance
among those snapshots, the main target is activity discovery. This term refers
to the possibility, without previous knowledge, to study the HA data of a
person living in a Smart House by discovering the ADL instances along the
day. In particular this is not about identification of a specific activity or task,
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but rather the collection of all the homogeneous snapshots that may represent
a continuous instance of an ADL. This identification of sets in a set of data
can be solved thanks to clustering techniques.

Activity discovery is thus about identification of discontinuities in the
flow of snapshots, attempting to group them depending on the differences
among them. In particular the distance identified in the previous section, is
capable of determining the distance between two snapshots, which in fact
enables only to identify sets or groups, but not to explicitly order them in a
meaningful way. This happens also due to the fact that the dimensionality of
the data have been hidden in the representation through snapshots, masking
the sensor space in which they exist: couples of snapshots have meaningful
distances, but not positions along Cartesian axes.

8.6.1 DBSCAN

Given the fact that snapshots cannot be associated to positions in a Cartesian
space, it is still possible to group them in clusters. Indeed among the many
alternative algorithms in the state of the art, there is a family of techniques
based on the distance among points. Excluding also those algorithms requiring
points positions (e.g. K-means), the choice falls on the Density-Based spatial
clustering of applications with noise (DBSCAN) [121]. This algorithm, as
well as its extensions, has the peculiarity of identifying clusters depending on
the number of neighbors (closer than a given range) a point has. In detail the
DBSCAN algorithm can be detailed as in Alg.4

As reported in Alg.4 the clustering method requires two parameters: n
and ε. Concerning their design, a simple but effective procedure can be
drawn based on their meaning. In detail designing the minimum number of
neighbors for core points n, can be related to the minimum duration of an
activity instance. Actually such parameter should be wisely tuned considering
also the duration and the overlapping of the time window each snapshot refers
to.

Concerning ε, its design it’s less naive, since it states what is the maximum
distance between two snapshots belonging to the same activity. Such quantity
anyway depends on a great variety of factors: the number of the sensors
deployed, the usual number of sensors active in a snapshot, the dimension of
the space (i.e. the size of the house), the number of inhabitants, the value of
k identified for ds, etc. Moreover, given that snapshots cannot be associated
to coordinates, it is not even possible to study their distribution visually and
obtain such density value with an empirical rule. Nonetheless it is possible
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Algorithm 4 DBSCAN Algorithm

identified Clusters k = 0
for each point P ∈ dataset D do
if P is visited then

Skip to next P
end if
Mark P as visited
initialize N as ∀Q ∈ D distance d(P,Q) ≤ ε
if size of N < n then

mark P as noise
else
k++
Create new cluster Ck
Add P to Ck
for P ′ in N do
if P ′ is not visited then

Mark P ′ as visited
Define N ′ as ∀Q′ ∈ D : d(P ′, Q′) ≤ ε
if size of N ′ ≥ n then
N = N ∪N ′

end if
end if
Add P ′ to Ck

end for
end if

end for

to leverage the histograms representation: since ε is intended as a density, its
value will rule the sensitivity to snapshots distance changes when splitting
them in clusters. Reporting histograms of part of the distances matrix (the
diagonal band from -15 to +15) of few different days, it emerges that their
distribution is similar (Figure 8.2).

Given that these changes are limited in a time window (±15), the advisable
value for ε should be close to the mean of such distances: lower values will
identify shorter but more homogeneous clusters, higher larger and more
general clusters. Moreover, peaks seem to identify the expected distance
characterizing transitions: in order to detect such changes, a smaller ε value
should be adopted.

Finally it is worth mentioning that the storage but especially the access to
such data, querying for neighbors distance, can be resource demanding. In
particular if one thinks to store the distances in a matrix, the storage required
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Figure 8.2: Histogram representation of snapshots distances in four separate days
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will be growing as Θ(n2), while the needed information (distances in the
diagonal band) grows only as Θ(n). To improve storage performances but
also neighbors retrieval time, it is possible to consider a peculiar type of
Binary Trees: Ball-Trees [122]. Their characteristic is to store data points
depending on their reciprocal distances based on a given metric, and they
optimize the search for nearest neighbors within a given distance. Embedding
those data structures in the DBSCAN algorithm can result in a significant
improvement of performances.

8.6.2 Clusters and Snapshots Representation

After performing the clustering, the obtained sets of snapshots still have to be
represented. Deciding a proper representation of such set of data is not naive,
because of its dimensionality and its informational content, not immediate to
display.

The simplest way to depict clusters as well as sensors activity is not to
consider the snapshots image representations, but the sensors’ values only,
building a sort of map. This visualization (Figure 8.3) enables to highlight
only a little information, leaving the user the task of retrieving correlations,
analyzing the meaning, etc.

Part of such analysis can be aided by improving the visualization. Referring
again to the significant quantities identified in Sec. 8.3 a suitable representation
can be what is in Figure 8.4. In detail it depicts each sensor activation as a slice
of a pie-chart, making the overall representation a sort of distributed pie-chart.
Moreover the pie-slice position is significant, representing the time instant of
such specific snapshot inside the range of the cluster. This way it is possible to
identify visually where and how a cluster is localized, the amount of sensors
activations and their distribution in time. This representation can display one
cluster at a time, but the information detail and the semantic delivered are
much more meaningful.

8.6.3 Bag of Words Activity Labeling

Something similar to what the user does when given a cluster representation,
it can be also performed automatically. The only requirement is a set of
knowledge, representing de-facto all the concepts and ideas one wants to use
when describing a cluster of snapshots, an activity. Again what is needed
regards the temporal aspect (the time of the day), the spatial position (the
place of the house), and tools or objects in case applicable (e.g., food, water,
shower, etc.).
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Figure 8.3: Example of Simple Sensors-Data/Clusters/Ground-Truth Representation. Top rows,
from 0 to 19 represent sensors activity in snapshots (the colder the color, the more active), row
20 represents clusters (color coded), rows 21 and 22 users activities (color coded)

Figure 8.4: Enriched Cluster Representation
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A possible way to implement such description of clusters is thanks to a
Bag of Words (BoW) representation. In detail this method is based on the
definition of a set of keywords describing the knowledge domain applicable
to the specific situation. Then, based on a criteria, words are associated to the
entities to describe them. As simple example, given a set of geometric shapes
and the knowledge of {square, not square} and {blue, red, other color}, a blue
square will be described as such, a green square as “other color square", a
yellow circle as “other color not square". Returning to the snapshot clusters, it
is possible to define temporal keywords T , spatial keywords S, and descriptive
keywords D as it follows:

T : {morning, noon, afternoon, evening, night} (8.7)
S : {bedroom, kitchen, livingroom, bathroom, other} (8.8)

D : {food, shower,TV , bed} (8.9)

Such sets of words can be associated to specific sensors or temporal coordinates:
each snapshot can be described by a simplified BoW, while cumulating the
occurrences of each keyword inside a cluster it is possible to build also a
BoW representation for the cluster. In this BoW, keywords are associated
to a score, enabling to build a description only sorting them. An example
can be as follows: in case of a house that includes a fridge opening sensor
(associated to food,kitchen) and a motion sensor in the kitchen (kitchen), a
cluster corresponding to a midnight snack can be described as “night, kitchen,
food". Another example is depicted in Figure 8.4, where the map is coupled
with the text description and the corresponding scores.

Clearly BoW representation improves the semantics of clusters, using also
environment-dependent knowledge. This makes not immediate the composi-
tion of the sets T ,S, and D, and the clusters description case-dependent.

8.6.4 Clustering Evaluation: BCubed Metrics

To compare clustering results several possible metrics can be exploited. In
particular, there are many different quantities that one wants to keep trace of
when evaluating clustering. Such analysis has been carried on by Amigó et Al.
[123], whose work compared 14 evaluation metrics based on their capability
to properly respond to changes in four extrinsic constrains: homogeneity,
completeness, "Rag Bag", and "Size vs. Quantity". The results include that
BCubed metrics [124] are able to characterize correctly, with respect to all
the four constrains, the result of a clustering procedure.
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For completeness, the formulation of BCubed Precision (Pre), Recall (Rec)
and the resulting Van Rijsbergen’s function (F) [125] are reported in the
following, where the generic element is el ∈ N , its cluster cel and ground
truth label lel.

Pre =
1

|N |
∑
el∈N

|{k ∈ N : ck = cel ∧ lk = lel}|
|{j ∈ N : cj = cel}|

(8.10)

Rec =
1

|N |
∑
el∈N

|{k ∈ N : ck = cel ∧ lk = lel}|
|{j ∈ N : lj = lel}|

(8.11)

Fα(Pre,Rec) =
1

αPre−1 + (1− α)Rec−1
(8.12)

To the scope of this work only Fα(·, ·) with α = 0.5 has been used, thus
when referring to F(·, ·) it is simply omitted.

8.7 Experimental Results

The detailed method has been applied to two datasets, by ARAS and CASAS
projects. The preliminary evaluation of the method concerned the clustering
of such datasets, and the comparison of the sets obtained with the ground-
truth ADL labels included in the datasets. Such evaluation was carried out
employing BCubed metrics, detailed in the following section.

8.7.1 ARAS Dataset

Part of the preliminary experiments have been carried out on the smart
home dataset recorded in the ARAS project. Such dataset collects home
automation sensors aligned with ground truth labeling with a set of 27 ADLs.
The experiments lasted 30 days, involving two houses, each inhabited by two
persons. To the purposes of this work the data analysis aimed to cluster the
snapshots representation of the dataset, recognizing when at least one of the
two inhabitant changed the performed ADL. This way, the final desired result
was to obtain clusters of snapshots with homogeneous ground truth labeling.

Data snapshots were obtained subdividing the data in 60s-long windows,
overlapped in such a way that two successive snapshots are shifted by 20s.
Given that all the sensors have a binary status, each sensor active seconds
inside the window have been used as gray-level value, while the timestamp in
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seconds was used to identify the time the snapshot referred to. Concerning
the real-world distance representation, a scaled version of the house map
has been used, while their computation was performed implementing an A∗
research of the shortest path not crossing walls. Space-time mapping speed
was identified to be k ≈ 0.02s−1 (Eq. 8.6) for House A.

Applying the analysis described in the previous Sections, the data were
clustered employing DBSCAN algorithm. The parameters were designed so
that the minimum amount of points to build a cluster was 3 (n = 2), which
binds the minimum duration of a cluster to 1 minute; while the reference
density ε ≈ 7.

The result of the clustering showed encouraging results (Figures 8.5 and
8.6). Even if the method is completely non supervised, over the 30 days of
the dataset it reports a typical Pre = 0.85 and Rec = 0.54, with a resulting
F = 0.66. The high Pre, obtained by accepting a lower Rec, means that the
method privileges (smaller) but more homogeneous clusters rather than larger
ones, in which the possibility to have different ADLs mixed together is more
probable. Moreover different instances of the same activity are associated to
the same ground-truth label on the dataset, while each of them is detected as
a different clusters: this causes inevitably the Rec to be lower, but does not
mean the overall clustering quality is lower.

8.7.2 CASAS Dataset

CASAS project has a much broader extent with respect to ARAS. In particular
there is a great number of available datasets, reporting specific test as well as
everyday living , with or without ADL ground truth labeling. For this work
purposes a dataset of common life annotated with ADLs was used (Tulum,
130 days 2 inhabitants).

Data snapshots were obtained in the same way, and (just due to coinci-
dence) the value for space-time speed was identified to be k ≈ 0.02s−1 (Eq.
8.6). Concerning clustering parameters, n = 2 was kept identical to ARAS
(since the snapshots frequency was the same) while ε ≈ 5.

Concerning this second dataset the overall evaluation reported the follow-
ing median values: Pre = 0.83, Rec = 0.56, and F = 0.66 (Figures 8.7 and
8.8). This again reflects the tuning of the clustering method to privilege Pre
rather than Rec to obtain more homogeneous clusters, one for each ADL
instance.
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Figure 8.5: ARAS Dataset Clustering Results: Precision (Blue), Recall (Red), and resulting F()
(black).

8.7.3 SHARON Simulated Dataset

Leveraging the human behavior simulator presented in Chapter 7 it was
possible to generate synthetic Home Automation Sensors data. In particular
a situation of a single inhabitant, working at home, with a simple routine
has been simulated. The number of ADLs was 14, including different time
profiles for working days and weekends. Following ADL-specific patterns
an agent moves across the home environment to trigger suited sensors. The
virtual environment was shaped to reproduce House A from ARAS dataset,
resulting in a set of 60 days.

Given the virtual environment was the same, the space-time speed resulted
in the same value (k ≈ 0.02s−2). Moreover the parameters for DBSCAN
algorithm were optimized, maintaining the n = 2 minimum points number,
while having ε ≈ 4, most probably due to the presence of a single inhabitant.

The overall results for the synthetic data clustering confirmed the algo-
rithm performances, with median values of Pre = 0.96, Rec = 0.42, and
F = 0.58, as reported in Figures 8.9 and 8.10.
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Figure 8.6: Clustering Results Boxplot — ARAS Datasets
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Figure 8.7: CASAS Dataset Clustering Results: Precision (Blue), Recall (Red), and resulting F()
(black).
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Figure 8.8: Clustering Results Boxplot — CASAS Datasets
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Figure 8.9: SHARON Dataset Clustering Results: Precision (Blue), Recall (Red), and resulting
F() (black). It is noticeable how the weekly routine change affects the results.
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Figure 8.10: Clustering Results Boxplot — SHARON Datasets
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8.7.4 Bag of Words Representation

Before evaluating the association between clusters and their BoW representa-
tion it was worthy to consider also how ADLs (as annotated in the ground
truth of the dataset) are described by the set of keywords. Cumulating all the
keywords associated to each configuration along the whole 30-days ARAS
dataset, relating them to the corresponding annotated ADL (for each of the
two inhabitant) resulted in the matrix displayed in Figure 8.11. Given that the
data have four dimensions (i.e. the two inhabitants ADLs, the keyword and its
relative frequency) the representation is once again challenging. Nonetheless
it is still possible to notice that in some occasions the dataset annotation is
poor or not correct. As an example when the first inhabitant (along rows) is
Preparing Breakfast and the other (along columns) is Sleeping the contribution
of Toilet, Shower and Water is too high, probably meaning the ground truth
labeling in some occasions may be less-accurate.

Quantitative results of the associations between ADLs and clusters BoW
representation were generated through the procedure further described. Hav-
ing all the clusters for a day, for each of them was built the BoW representation.
Such BoW was associated then to all the snapshots belonging to such clus-
ter. Having all the snapshots split based on the ground truth labeling, it
is possible to build a color-coded matrix, similar to the one presented in
Figure 8.11, confronting each cluster and the corresponding ground truth
ADL. The results present a good alignment between BoW significance and
the corresponding performed ADL. In other words it is possible to consider
the BoW a minimalistic description of the ADL, as detailed as the sensors
characterization permits. It is noticeable that the set of keywords grouped is
rarely heterogeneous, only when the situation in facts is.

8.8 Learning Daily Routines

In the previous sections the detailed method was targeted at identifying con-
tinuous and homogeneous actions in the daily routine, using an unsupervised
technique. The question that will be addressed in this section is how could be
possible to keep track of habits changing, by meaning significant modifications
in the ADL routine.
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Figure 8.11: Bag of Words Representation of ARAS ground truth labeling. ADLs are displayed
along axes, while each square in the grid is composed by color-coded pixels (as detailed in the
right box), whose color and position represent a keyword and whose intensity represents its
frequency.
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Figure 8.12: Bag of Words Representation of ARAS Clustering – Day 13, each matrix represents
one inhabitant’s activities. ADLs are displayed along y-axis, while clusters on x-axis, each
square in the grid is composed by color-coded pixels (as detailed in Fig. 8.11 color box), whose
color and position represent a keyword and whose intensity represents its frequency. It is
interesting to notice the correspondence between the BoW representation of clusters containing
the same ADLs
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8.8.1 Snapshots Re-Clustering

A possible starting point can be to consider whether a clustering method,
similar to the previous, is also able to identify and cluster different instances
of the same activity, having place at the same time, but in another day.

In principle, instead of using a linear time sampling, it is possible to refer
each snapshot to the time of the day it happen, as if there was a periodicity in
the data. This last statement might seem naive, but actually if one says he has
lunch at noon, of course he’s not meaning that each and every day the precise
time he starts such ADL is 12:00. Nonetheless, the snapshots of two different
days’ lunches will be in a certain manner close both in time and sensors status
representation. Considering to cluster, with the method previously proposed,
data coming from different days can result in obtaining clusters containing
corresponding activities together.

To implement the such method it is only necessary to re-formulate the
distance among snapshots (Eq. 8.3) as:

d′2s (a, b) , d2M(A,B) + k2(tb − ta − δ)2. (8.13)

where δ is the time, in complete days, elapsed between snapshot a and b. This
method, though, requires to process a large amount of snapshots at once,
which in fact might represent a significant limit.

8.8.2 Experimental Results

Applying the algorithm detailed in the previous section to the ARAS dataset
resulted in several clusters comprising data across different days. In particular
the activities characterized by a longer duration or a simpler HA sensors
pattern, seem to have a higher correspondence (Figure 8.13).

Nonetheless, the method is not very effective, since most of the clusters are
day-specific, and the precision of the method as the number of days increases,
worsen significantly as reported in Table 8.1.
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Figure 8.13: Graphical representation of multiday re-clustering after three days. On the x axes the
ground truth ADL, on the y the cluster, identified by a growing ID. The color scale represents
the amount of snapshots from each cluster of the third day corresponding to the ADLs ground
truth activities. It is noticeable how only a few clusters from the previous days (before 130) are
containing also data coming from the third day.
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Table 8.1: Re-Clustering Evaluation Metrics - ARAS dataset. It appears evident that as days pass
the Recall increases as expected because activities instances are joined in the same cluster, but
the Precision decays in an unexpected and not acceptable manner.

Day Pre Rec F(·)
1 0.86 0.73 0.79
2 0.77 0.68 0.72
3 0.65 0.73 0.69
4 0.53 0.64 0.58
5 0.65 0.74 0.69
6 0.51 0.65 0.57
7 0.62 0.61 0.62
8 0.52 0.75 0.61
9 0.39 0.77 0.51
10 0.44 0.80 0.57

8.9 Discussion and Future works

The Activity Discovery method presented in this chapter, based on unsu-
pervised clustering of HA data, provided interesting results when proved on
both ARAS and CASAS datasets. In detail, instead of leveraging a training
session, the method relies only on the data characteristics, by representing
the HA sensors status in entities called snapshots. Designing a proper metric,
the distance among them is enough for identifying clusters of homogeneous
activities instances, based on snapshots density.

Experimental results showed satisfying precision and recall, especially
when compared to other works on the same datasets published in the literature.
Moreover the representation of activities through BoW provides an interesting
way to attach semantics to the identified sets of snapshots.

A preliminary work concerning the identification of a correspondence
between different instances of the same activity contained in different clusters,
returned limited results. A possible development should consider different
heuristics when confronting clusters. Another important question to be con-
sidered in future developments concerns the possibility to detect compound
situations where simultaneous actions have place in the same time.
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9
Conclusions and Future Works

In the presented Doctoral Thesis work, it was considered how technology
can positively play a role in the improvement of elderly and fragile peo-
ple conditions, especially regarding the questions of self-sustainability,

independent living, and mutual reassurance.
Indeed this work is included in the BRIDGe project, part of the research

done by the Assistive Technology Group (ATG) of Politecnico di Milano.
BRIDGe architecture and its house services satisfy both the requirements
derived from the target users and other those necessary to ensure continuity
and immunity to obsolescence. This Doctoral Thesis is included in such a
wider context and its developed research pieces represent components and
developments of the whole BRIDGe system.

A wide part of the interests of this work was oriented toward indoor
localization, which, in most of the cases is a missing functionality in AAL
systems and Smart Homes. Indeed in Chapter 3 one of the IHL systems,
developed by Politecnico di Milano, was evaluated and improved. Despite the
limited precision of the 2.4GHz system in estimating the signal propagation,
several improvements, reducing the complexity of the algorithms without
affecting the overall precision, have been achieved.

As emerged from the analyses performed on IHL using 2.4GHz WSNs, the
precision of systems employing these devices and such carrier frequency seems
to be affected mostly by the error induced by unexpected and unpredictable
propagation phenomena. In this work such problems have been addressed
following two different strategies. On one hand, changing the carrier fre-
quency and using a more robust one improves the performances significantly.
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Such approach was detailed in Chapter 4. On the other hand, if a 2.4GHz
localization is not reliable, then a system providing dependability should
improve the overall usage, at least making the user aware of malfunctions, as
detailed in Chapter 5.

Concerning the low-frequency based localization, the choice of 125kHz
carrier made possible to obtain more interesting results. Even if the litera-
ture about such frequency, as well as the suited devices availability is limited,
the final results were encouraging. In particular, the presented system lever-
ages the RSSI of signals emitted by fixed base-stations, collected by mobile
battery-powered devices, to estimate their distances from known points in
the localization space. Experimental results showed that in spite of a sensitiv-
ity (even if limited) to orientation and obstacles, the error both in distance
estimation and positioning, is almost an order of magnitude smaller than the
2.4GHz-based IHL. Although the employed hardware introduces significant
limitations in terms of timings: 500ms for each base station measurement it is
a significantly long time lapse if we consider to track a person walking, even
in indoor environment. Despite the introduction of an optimized geometric
distribution for the base-stations positioning, the implemented version of the
IHL system required up to two seconds to obtain all the necessary measure-
ments for lateration. Moreover, severe signal saturation phenomena prevented
the proficient usage of the system where the target is too close to one of the
base stations. For these reasons, an improvement or a change of the devices is
clearly advisable.

Further developments ought to be performed, in particular it would be
interesting to evaluate a system employing devices that require a negligible
time for the RSSI data collection. If an hardware change is not possible,
than the adoption of a Kalman inspired solution, not requiring synchronous
measurements, might contribute significantly to face timing issues. Finally
further tests with whole-floor extent, implementing wall crossing avoidance
heuristics should be performed.

In Chapter 5 were presented the method, the design and the implementa-
tion of a dependable IHT system, capable of concurrent fault detection and
localization. Two methods were detailed and tested, one leveraging a sharp
method, based on devices and systems models, the other providing a smooth
fault probability. The obtained experimental results showed the validity of
both presented approaches, correctly reporting errors in fault-free and fault
injected conditions. In particular, results of multiuser simulations show the
binary approach correctly detecting faults, also in case of several targets. Both
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specificity and sensitivity above 90% represent a satisfying performance.
Further tests will be carried out in controlled real-world environments,

with a higher number of sensors and in multiuser conditions. Moreover,
a larger experimental setup will enable more detailed evaluations of fault
stimulation and masking dynamics. It will be interesting to investigate the
system behavior also in an actual home environment, where a senior dweller
lives. Another possibility deserving consideration is the chance to deploy
(even partially) the presented fault-detection and localization methods directly
on sensors platform having more capabilities. Even if the the proposed
methodology implementation relies on of-the-shelf devices, it is possible to
design a distributed system, where sensor devices have enough computation
power to manage information flow on a mesh network and compute their
own fault probability, given the results of the neighborhood. This might
result quite far from the scope of this work, focused on methodology, anyway
such development might be truly interesting.

Chapter 6 considered the opportunity to track the motion of the house
inhabitants with PIR sensors. In particular their ease of installation and
limited maintenance make them particularly suited for AAL applications.
Nonetheless their characterization often requires a more complex modeling,
to design their placement properly in the indoor environment. With such
aim it was presented an improved modeling, taking into account not only
the geometry of the sensors field of view, but also their sensitivity to human
motion. Such model parameters can be estimated empirically, considering
different target speeds and trajectory. The experimental results, derived from
testing two different devices, prove the validity of the presented approach.

The latter part of this work was devoted to research concerning ADLs
and AAL. In Chapter 7 it was proposed a quantitative method to reproduce
human behaviors. The novelty of such technique is to leverage the balance of
two competitive factors, the Time Dependency and the Personal Needs, to
create an ADL scheduling. The relationship between the two contribution
is mathematically described through a weight function, which computes a
score, representing the probability actions to be performed in that moment.
The resulting software was called SHARON (Simulator of Human Activities,
ROutines and Needs), and was validated to reproduce human routines. The
ARAS dataset was used for validation. The obtained results showed a good
match with the original distributions especially when looking at the more
regular ADLs. Concerning future developments, SHARON will be validated
on a more extended dataset, comprising a longer lapse of time. In second
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instance, the implementation of the lower level smart home activations will
be crucial, simulating the smart environment with a greater level of detail.
Moreover it will be interesting to consider multiple simultaneous actions to
ensure realistic simulations, introducing the ADLs overlapping (e.g. watch
TV during a meal). Finally an interest aspect will be multiple user simulation:
human behavior is characterized also by the interaction among multiple
agents. Allowing people to interact with other agents (other people or pets)
the simulator realism will increase considerably.

The last Chapter of the dissertation is devoted to unsupervised clustering
of HA data for Activity Discovery. Such method was tested successfully,
providing interesting results on both ARAS and CASAS datasets. Moreover
positive results were obtained also on the data generated by SHARON: this
confirms the effectiveness of the Activity Discovery method as well as the
validity of the synthetic data. The novelty of such contribution is a method
that relies only on the data characteristics, by representing the HA sensors
status in entities called snapshots, without needing any previous training. The
distance designed specifically for those representation is enough for identifying
clusters of homogeneous activities instances. Experimental results showed
satisfying precision and recall, especially when compared to other works on
the same datasets published in the literature. Moreover the representation of
activities through BoW provides an interesting way to attach semantics to the
identified sets of snapshots. A preliminary work concerning the identification
of a correspondence between different instances of the same activity contained
in different clusters, returned limited results. A possible development should
consider different heuristics when confronting clusters. Another important
question to be considered in future developments concerns the possibility
to detect compound situations where simultaneous actions have place in the
same time.

The overall picture of the work hereby presented concerned the collection
of data, taking advantage of unobtrusive localization as well as HA sensors,
the generation of synthetic data, their processing to achieve dependability and
their analysis to discovery human activities and their change due to behavior
drifts. A great effort has been devoted to the development of the basis of the
BRIDGe project, thus to the data collection and processing. In particular the
contribution given to the reliable localization of house inhabitants, as well as
sensors characterization were significant for the project future installations.
Moreover the possibility to produce synthetic data for the development of AI
techniques useful for Ambient Intelligence and for the recognition of routines
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changes and behavioral drifts, such as the Activity Detection formerly detailed.
The counterpart of the activities hereby presented concerned the study of the
user interfaces for both the inhabitant and the remote caregiver, enabling the
interactive visualization of the data.

The possibility to employ the hereby proposed tools achieve the aim of an
independent, safe and self-confident ageing in place, makes the horizon of this
piece of research a step closer.
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