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Sommario

Dopo le elezioni Americane del 2016 e cresciuto esponenzialmente I'interesse
dell’intera communita accademica nei confronti della disinformazione, e di
come questa possa guidare o modi care I'opinione degli elettori al ne di
in uenzarne il voto.

Questo interesse ha portato alla pubblicazione di numerose analisi sui mo-
tivi, economici e politici, che portano alla creazione e alla condivisione di
disinformazione. D’altra parte, si e cercato di descriverne I’entita, di veri -
care se e ettivamente sia stata rilevante nella campagna americana o se ci
siano dei pro li piu vulnerabili e percio piu sensibili alla sua condivisione, 0
in ne se esistano evidenze di particolari attori che hanno coordinato e creato
intere campagne disinformative, per esempio i cosiddetti "troll russi®.

C’e ancora molto dibattito inoltre, su quali possano essere le migliori strate-
gie per frenare la di usione di notizie false. Infatti, se qualcuno intervenisse
regolamentando troppo, esiste un rischio di limitazione alla liberta di parola
e quindi di nascita di una vera e propria censura legalizzata. D’altra parte
se non si regolamenta esiste il rischio che le notizie false possano giocare un
ruolo nell’orientare I'elettorato.

Tenendo presente queste considerazioni, il nostro lavoro punta a capire e
caratterizzare la disinformazione nel contesto italiano, concentrandoci sulle
Elezioni Europee del 2019. Per farlo, indaghiamo la propagazione di con-
tenuti su Twitter prodotti da un insieme di siti che tipicamente condividono
notizie complottistiche, di propaganda o palesemente false. In primo luogo
forniamo una descrizione dei volumi delle loro interazioni e descriviamo le
narrative che hanno caratterizzato il dibattito dei portali selezionati.
Successivamente, tramite la creazione di una rete di di usione, individuiamo
quali sono i nodi principali fornendo suggerimenti per poter e cacemente
distruggere la rete, frenando la di usione di disinformazione.

In ne, mostriamo I'esistenza di collegamenti tra siti di disinformazione, por-
tali di informazione tradizionali e siti di notizie spazzatura europei, russi e
americani.
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Abstract

Since 2016 American elections, the interest of academia on misinformation
and how it could drive the opinion of voters has grown exponentially. Nu-
merous analyses have been published on the reasons, both economical and
political, that led to the creation and the share of disinformation. At the
same time, researchers tried to address its entity, or to verify how relevant
disinformation has been during the U.S. Presidential Elections, or also to
identify if there are vulnerable targets, or if there are evidences of particular
actors that created coordinated disinformation campaigns - such as the so
called "Russian trolls".

There’s still a lot of debate towards what could be the best strategies to
curb fake news spread. If on one hand you regulate too much, there is the
risk that limiting the freedom of speech may result in censorship. On the
other hand, if you do not regulate, there is the possibility that some actors
will sponsor their own agenda by producing false news.

Bearing this in mind, our work aims to understand and characterize disinfor-
mation in Italy, focusing on the 2019 European Elections. To do that, we in-
vestigate the propagation of content on Twitter produced by a set of website
that typically share conspiracy theories, propaganda or completely invented
fake news. First, we describe the volume of interactions, and the narratives
that characterized the disinformation websites we monitored. Next, we build
a di usion network, and we identify who are the most important nodes, giv-
ing highlights on how to destroy the di usion network and e ectively curbing
disinformation spread

We nally show the existence of links between disinformation websites, main-
stream outlets and European, Russian and American junk news websites.
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Chapter 1

Introduction

1.1 Context and Problem Statement

When taking decision, it is fundamental to have correct and accurate in-
formation. Imagine you want to buy a new house: you would like to know
exactly where it is, how big it is, how much it will cost you. Then you would
also like to have some opinions on how your neighbors are, how easily is to
access that zone, if the mayor plans to do some investments, and so on. You
would like to be fully-aware before taking your decision.
One of the most in uential decision we take is voting and we ground our de-
cision mostly on information we get. Having well documented and informed
citizens is most relevant in order to obtain a better democracy. Democ-
racy as we know it is at risk: the way we get information has dramatically
changed with the growth and the widespread of social medias.
We want live, fast and short news that we can easily consult using a smart-
phone. As reported by AGCOM 1, the Italian authority for communications
guarantees, even if online news are still perceived as less trusted then tradi-
tional outlets, the trend of getting information from the web has risen and
interestingly 41.8% of Italians consume newsvery day from internet.
In this scenario, a lot of inaccuracies are often published. Some are inevitable
as they appear also in online mainstream outlets, but some others are instead
peculiar of the new media; they are produced by malicious actors with the
objective of manipulating people's opinion. Misinformation has found a new
way to reach people: and it's broader and deeper than ever.

Since the rst suggestion that fake news might have played an impor-
tant role in 2016 U.S. presidential elections [1], awareness of citizens and
organization has risen a lot and a lot has been made so far. The European

'Report AGCOM 19/02/2018.
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Union, for example, started a very large campaign against disinformatior?,
with guidelines 3, events and platforms* where they verify statements (an
example is showed in gure 1.1) made by European politicians.

Figure 1.1: Example of news fact checking from a eufactcheck.eu. The rst one
reports a statement from the Italian Minister of Infrastructure and Transport Danilo
Toninelli which turned out to be mostly True. The second is a claim from Dutch
MEP Agnes Jongerius which was completely False.

ONGs as well become active and reported malicious accounts to social
media companies® who are starting to actively be part of the ecosystem of
tackling disinformation online © closing some pages that spread haté Still,

a lot more has be done to e ectively curb fake news spread.

Misinformation actually, is not new at all in history. It has always existed in
the form of propaganda , satire and alsohoaxes. For example, in 1835,
on the New York Sun a series of articles, known as the Great Moon Hoax
[1], pitched the existence of life of the Moon.

In recent years, the term fake news has been used to indicate broader
aspects of misinformation, and lately with a political purpose: whatever is
used as a news against a politician can be labelled as a fake news. For this
reason, a further focus on the terminology is needed.

2EU - Tackling online disinformation.

3EU - Code of Practice on disinformation.
“www.eufactcheck.eu.

5Avaaz report.

Facebook statement on disinformation.

"Facebook closes 23 Italian pages sharing fake news and hate.
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1.2

Terminology

Following Pierri [2] we provide a list of the de nitions from the literature,
which is by no means exhaustive. While there is common agreement that
these terms indicate deceptive information, it appears that an agreed and
precise de nition is still missing.

1.

10.

False news are articles that are considered potentially or intention-
ally misleading for the readers, as they are deliberately false. They
can represent fabricated information which mimics traditional news
content in form, but not in the intent or the organizational process.

Fake news are false news with a political connotation.

Misinformation is all kind of information that is inaccurate or mis-
leading, that is usually spread without harmful purpose.

Disinformation is instead, is false news consciously spread to pro-
mote a biased agenda, or to deceive people.

Hoaxes , which is a very common term in Italy attached improperly
to fake-news, is a kind of disinformation, morehumorous and mis-
chievous

Satirical news are written primary to entertain readers, but similarly
to hoaxes, they can be shared harmfully and they can be misunder-
stood. They are easily recognized by their humor, their absurdity and
irony.

Propaganda is de ned as information that tries to in uence emo-
tions, opinions and actions of the target audiences by means of decep-
tive, selectively omitted and one-sided messages. The main purpose is
to drive a particular political, ideological or religious agenda.

Click-bait is a very low kind of journalism which is intended to attract
tra ¢ and monetize via advertisement revenues.

. Junk news is a more broader term that indicates propaganda, hyper-

partisan or conspiratorial news and information referred more com-
monly to a publisher rather than a to a single article.

Rumors are claims that do not have origin from any news events.

The topic of disinformation therefore has many faces, and needs a deeper
investigation.
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1.3 Position of this work

In this work, we investigate the presence (and the in uence) of the phe-
nomenon of disinformation in Italy, focusing on the run-up 2019 European
Parliament elections, monitoring the period between the ' of January and

26" of May, the election day. In particular, we address the following research
guestions:

RQ1: What was the reach of disinformation which circulated on Twitter in
the run-up to European Parliament elections? How active and strong
was the community of users sharing disinformation?

RQ2: What were the most debated narratives of disinformation? How much
were they in uenced by national vs European-scale topics?

RQ3: Who were the most in uential spreaders of disinformation? Did they
exhibit precise political a liations? How could we dismantle the dis-
information network?

RQ4: Did disinformation outlets organize their deceptive strategies in a co-
ordinated manner? Can we identify inter-connections across di erent
countries?

Following these research questions, we show that a few outlets accounted
for most of the deceptive information circulating on Twitter, which was
driven by controversial and polarizing topics of debate such as immigration,
national safety and (ltalian) nationalism. Besides, we showed that few users
account for most of the disinformation spread, with political a liations to-
wards the Italian conservative and far-right political environment. We nally
conclude showing the existence of an intricate network of interconnections
between di erent disinformation outlets across Europe, U.S. and Russia,
which seemingly acted in a coordinated manner in the period before the
elections. Results presented in this work are also presented in [3], and are
currently under review for publication.

1.4 Outline

The thesis structure, after pitching the background and the related work,
follows the research questions:

Chapter 2 presents the background knowledge that has been used to
support the analysis.
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Chapter 3 describes the related work this thesis is based on.

Chapter 4 contains the description of the pipeline used to collect our
data, a brief description of the data set itself, including a comparison
with other social media.

Chapter 5 starts the investigation on the most relevant disinformation
outlets, trying to assess who were the main sources and what was their
reach[RQ1] .

Chapter 6 shows what were the most debated topic of disinformation,
and what was their impact [RQ2] .

Chapter 7 analyses the di usion network of tweets, highlighting polit-
ical a liations, and showing how robust it is [RQ3] .

Chapter 8 investigate the possibility of disinformation outlets to have
a sort of coordination [RQ4] .

Chapter 9 summarizes the work, discussing the results and proposes
future enhancements.
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Chapter 2

Background

This chapter contains all the techniques and methodologies that have been
used to ground this thesis.

2.1 Natural Language Processing

NLP is the eld of Arti cial Intelligence that tries to get computers to per-

form useful tasks involving human language [4]. It includes elds such as
speech and language processing, speech recognition and synthesis, compu-
tational linguistics and so on.

2.1.1 Regular expressions

Regular expressions are one of the most well-known tools of NLP and can
be used to extract strings that follow specic patterns from documents.
A regular expression (regexp) is a stringr de ned over the letters of the
terminal alphabet and that contains a few metasymbols, according to the
following cases, wheres and t are regexp:

ﬁ
1
(7]

—

—

_‘
I

(s:t) =(st)

r=(s)*
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2.1.2 Tf-Idf

A way to understand how much a wordt is important in a document d
having a set of documents, igf-idf . Tf stands for term frequency and it
is de ned as follows:

o= 1 +log,count(t,d) if count(t,d) > O
td = .
otherwise
Idf instead meansinverse document frequency  and it is a way to

assign to more rare words a more important weight. It is de ned as follow:

. N
idf ¢ = log 19 &

Tf-idf then considers the weight, or the "importance” of a word t in
document d, wy.qg combining thus the tf with idf:

Wtd = tf t:d |d:t

2.1.3 Part of Speech tagging

It is commonly attributed to Dionysius Thrax of Alexandria (c. 100 B. C.)
the rst description of modern linguistic vocabulary. It also included the
description of part of speech tagging:  noun, verb, pronoun, preposition,
adverb, conjunction, participle and article. POS tagging is very useful,
because it can reveal a lot about a word and its neighbors. There are di er-
ent approaches mainly divided inrule based techniques and statistical
based techniques [4].

Given a sentence, POS tagging tries to assign to eaclord its own tag,
by maximizing the probability that a certain word has a particular tag. We
then want to nd f*l‘ which is the sequence of tagd::::it, that maximizes
the probability P (t1::thjwi::wyg). In other words:

7 = argmax P (t7jw}) (2.1)
tn

1
To make the formula operational, Bayes Rule can be used:

7 = argmax P (w}jt])P(t]) (2.2)
t]

The rst term P(w7jt]) is called likelihood and the secondP (t7) prior.
The formula can be further simpli ed by making Markov and Independence
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assumptions. The rst says that the probability of a state depends only
on the k-th previous states. This creates a k-th order Markov model. The
second says that the probability of a wordw, depends only on its POS tag
tn. The formula becomes:
Y
f] = arg max P(wijti)P(tijti kot i) (2.3)
1 =1
It's important to note that mainly rst and second order Markov model
are used.
Methods then, di er for how the prior - also called transition probability
- is estimated. N-grams often uses thélaximum likelihood estimation(MLE)
principle. If we consider a second order Markov model, givefr (tn 2tn 1tn)
the number of occurrences of the trigramt, »t, 1t, in the corpus, and
F(tn 2tn 1) the number of occurrences of the bigramt, »t, 1, then the
transition probability is estimated in this way:

F(tn 2tn 1tn)

P(tnjtn oth l)= F(tn ot 1)

(2.4)

This approach has some limitations: it is hard to understand if a trigram
with zero probability is simply incorrect, or rare. Therefore some smoothing
techniques are applied to take care of this issue.

In our work, we use a probabilistic tree tagger that exploits decision trees
[5]. This approach in contrast, estimates the transition probability using a
binary decision tree performing overall better reaching a 96:3% accuracy.

2.1.4 Sentiment Analysis

Sentiment Analysis is the computational study of people's opinions, ap-
praisals, attitudes and emotions toward entities [6]. A typical application of
this technique is to understand a customer opinion towards a product in an
automated way. There are two main techniques to do sentiment analysis:

Classi cation based on Supervised Learning . The problem could
be formulated as a supervised learning problem with three classes (pos-
itive, neutral and negative).

Classi cation based on Unsupervised Learning . Another ap-
proach is to identify a priori words and phrases that are dominating
indicators for sentiment classi cation and exploit them for the classi-
cation task.



10 Chapter 2. Background

Both of the techniques could also exploits some typical NLP features
such astf-idf, POS tagging syntax dependencyand so on.

2.2 Network analysis

2.2.1 Network de nition

A network or a graph (mathematically) is a collection of vertices (or

nodes) connected by edges. Formally: giver’V the set of vertices and
E ff xygj(x;y) 2 V2~ x 6 yg the set of edgesG = (V;E) is a graph.

There are di erent ways to represent a network, one of the most used is
using anadjacency matrix . The adjacency matrix A of a simple graph is
the matrix with elements g; such that:

% = 1, ifiand | are connected by an edge
! 0; otherwise

Weighted Networks

In some networks, there might be some edges more important than others.
It is possible to attach a label to the edge that indicates the weight of that
edge.

Directed Networks

A directed network (also called DiGraph), is a network in which each
edge has a direction, pointing from one node to another.

2.2.2 Multipartite Networks

In the case where vertices belong to some sort of group, the network is
called Multipartite network or k-partite graph , where k is the number
of partitions. To represent the graph it is used a rectangularincidence
matrix , where givenn the number of nodes in the network andg the number
of groups, the incidence matrixB isag n matrix having elements by; such
that:

b = 1, if vertex j belongs to group i
j =

0; otherwise
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2.2.3 Centrality metrics

Most of the ideas of centrality in networks come from the study of social
networks and in particular from social sciences. The focus is to nd the
most important nodes in the network, but "what is importance?"

Degree centrality

One of the simplest metrics isDegree Centrality , which is the number
of edges connected to a node. In Directed networks, nodes can have both
In-Degree and Out-Degree , where the former is the number of incoming
edges and the latter is the number of outgoing edges.

Taking as an example a social media context, this metric supposes that
people with many connections (highest degree) are more in uential than
others. Another classical example from the academic world, takes into con-
sideration a set of papers and builds a citation network from this set. The
more a paper is important, the higher its in-degree will be. is considering the
number of citation of a paper, which is the in-degree in a citation network.

Strength

Considering Weighted Directed graphs, nodes have bothn-Strength  and
Out-Strength , where the former is the sum of the weights belonging to
incoming edges, and the latter is the sum of the weights of all outgoing
edges. TheStrength of the node is then the sum between in-strength and
out-strength.

PageRank

PageRank centrality become very famous since it was used in the rst
Google's search engine implementation [7]. It takes in consideration both
the count and the quality of links in a page to estimate the importance of a
website in a network, assuming that the most important websites will likely
be the ones that receive more links from other websites. PageRank also
tries to intuitively model random walk on graphs, in its simplest version it
corresponds to the probability distribution of a random walk over a graph.

Betweenness

Betweenness is a dierent concept of centrality [8]. It exploits the idea
that, considering all the shortest paths that links two node, a node impor-
tance increase considering all the shortest paths it belongs to. Formally,
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betweenness is de ned as the sum of the ratio between the number of mini-
mum paths passing through a node, and all the minimum paths linking the
two nodes, for all pairs of nodes.

X st(V)

g(v) = (2.5)

s6v6t st
Where v,s,t are vertices, ¢ is the minimum path between the vertex v

and t, and g(v) is the betweenness of a vertex.

K-core

K-core is de ned as the maximum subset of nodes such that each node is
connected to at least k others in the subset [9]. It is very on of the most
used centrality metrics since it is very easy to compute.

2.2.4 Network robustness

The process of taking a vertex and removing it from a graph is called per-
colation [10].

A network is robust if it can resist failures and perturbations. A well-
known method to test the robustness of a network is percolation. By select-
ing some nodes and removing them from the network randomly you could
test if the network still works, or how much it is still connected. In general,
some metrics could also be used to understand what are the best nodes you
can disconnect to eliminate the maximum number of edges.

2.2.5 Community detection

Another studied problem in networks is community detection. The goal is to
partition a network into groups of highly connected vertices. This partition
could be interesting as it could reveal more information on nodes themselves
thanks to their connections. The quality of the partition is often measured
using a scalar value callednodularity [12] that has values between -1 and
+1 and that measures the density of links inside a community, compared
to the others. In particular, considering weighted networks, modularity is
de ned as:

1 X kiki

T, M m

(G:q) (2.6)

In the equation, Aj is the weight of an edge between vertex to vertex
i ki= i Al is the sum of weights of all edges from, ¢ is the community
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Figure 2.1: Community detection applied to a network, courtesy of Becatti et at al.
[11]

to Whiclg vertex i is assigned, the (u;v) is 1 if u = v and 0 otherwise, while
-1

m=3 jAj. Sadly, using this kind of modularity only fails for very large
networks. Blodel et al. [13] proposed a faster way to calculate communities
for very large networks. In the rst step, they assign communities to all
nodes, having as many nodes as communities. Then, for each nodethey
consider its neighboursj and evaluate the gain of modularity by eventual
removal of nodei from its community, nally placing it in the community
where the gain is maximized. The process continues until all nodes cannot
have further improvements, reaching a local maximum. Note that the out-
put of the program depends on how the nodes are considered. The gain
modularity is calculated in this way:

i N+ 2Kiin I:’tot"'ki ? i i ?

_ in tot i 27
Q 2m 2m 2m 2m 2m (2.7)

P
where , is the sum of weights of the links insideC, ; is the sum
of weights of the links incident to nodes inC, k; is the sum of the weights of
the links incident to node i, ki, is the sum of the weights of the links from
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i to nodes inC and m is the sum of all weights in the network. A similar
expression is used to compute the change of modularity whenis removed
from the community.

In the second phase of the algorithm, a new network where nodes are
the community, links between communities are the sum of weighted links
from nodes belonging from one community to the others, considering also
self-loops. The rst phase of the algorithm is then reapplied to the new
network, obtaining a lower number of communities. The steps are iterated
until the number of communities is stable.

An example of how the output of the algorithm might be is showed in
gure 2.1.

2.3 Topic modeling

The task of nding latent semantic structures in documents is called topic
modeling . Those semantic structures are calledopics while the statisti-
cal methods to nd them are called topic models . A lot of di erent topic
models have been proposed and many are constantly being improved [14][15].
Models in the area can be divided into two big categoriesparametric and
non parametric . In the former approach, the number of topics is a hyper
parameter that needs to be tuned, while in the latter, no hyper parameter
is needed because those methods can estimate the most probable number
of topics. Currently the most widespread and used topic model is Latent
Dirichlet Analysis (LDA) [16], and also some extensions such as probabilistic
LDA (pLDA) are available. Another common parametric algorithm is La-
tent Semantic Analysis (LSA) [17][18]. The most promising non parametric
topic model is Hierarchical Dirichlet Process (HDP) [19].

2.3.1 Latent Dirichlet Allocation (LDA)

The main idea of LDA is that each document is a probability distribution
over latent topics, and that each topic is de ned by a distribution over words
[16]. LDA also makes the assumption that the similar topics will use similar
words. To better understand how LDA works, let's look at gure 2.2.

The bigger rectangle, M, represents the documents, while the smaller
rectangle N represents the words. The position of parameter is relevant: it
means where the parameter applies whether at document level or at word
level. Focusing on the parameters:

is the parameter of the Dirichlet prior on the per-document topic
distribution. Tuning this parameter in uences on the number of topics
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Figure 2.2: Graphical representation of LDA model

to which a document refers to. Having a high means having a mix
of topics in the same document, while having a low results in few
topics in the same document.

is the parameter of the Dirichlet prior on the per-topic word distri-
bution. High beta means that each topic will contain a high mixture
of words, while low indicates that each topic will contain a lower
mixture of words.

m IS the topic distribution for document m.

Zm:n IS used to indicate a particular topic for the n  th word in the
m  th document.

Wm:n IS @ particular word.

Given as input the number of topics K, the algorithm rst assigns to
each word in a document randomly a topic. Then for each documend, it
assumes that all the topics, except the one taken in consideration, are true,
calculating two proportions:

1. Proportion of words assigned to a topic t which isp = ( tjd)
2. Proportion of assignments to topic t from the word w p = (wijt)

Proportions are then multiplied and the topic with the highest value is
assigned to word w. The algorithm continues until no more assignments are
made.

Since the rst step is random, LDA is not deterministic.
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2.3.2 Latent Semantic Analysis (LSA)

LSA [17] is another example of parametric topic model. It creates a word-
document matrix which describes the occurrences of terms in a document.
It then exploits SVD to reduce the number of rows (words) preserving the

similarity between columns (documents). Columns are then compared using
a cosine similarity, and very similar columns creates a topic.

2.3.3 Topic Coherence

It is quite di cult to evaluate topic models performance. Topic coherence
are a set of metrics that try to assess the interpretability, from a human
perspective, of generated topics [20].

The two most used coherence metrics [21] are the UCI measure [22] and
the Umass measure [23]. Both measures are computed by summing the
pairwise distributional similarity scores over words assigned to each selected
topic t. The coherence of a topic T is then de ned as follows:

X
coherencdt) = score(Vi;Vj; ) (2.8)
(viyvj)2Vv

Where V is the set of words assigned to topic t, is a smoothing factor and
viandy; are words in the topic's vocabulary. Both metrics di er on how the
score function is computed, in particular:

The Cyc) metric de nes a word pair's score to be the pointwise mutual
information (PMI) between two words from an external corpus:

p(vi; V) +

score(vi; v; ) = log P(v)P(V})

(2.9)

The Cymass Metric de nes the score to be based on document co-
occurrence:

D(vi;vj) +
D(vj)
Where D (x;y) counts the co-occurrences of x and y in a document,
and D (x) is simply the count of occurrences of a word in a document.

score(vi;v;; ) = log (2.10)

It is important to note that while the Cyc, is an extrinsic measure
which means it is based on co-occurrences from a di erent corpus such as
for example Wikipedia, the Cymass Since it's evaluated on the co-occurrences
over the original corpus it's an intrinsic measure
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2.4 Mann-Kendall statistical test

The Mann-Kendall statistical test [24] [25] it's a way to assent statistically if
there is an upward or downward trend over time on some variable of interest.
It is a non-parametric test, thus it does not make any assumptions on data
distribution. The null hypothesis Hg is that no monotonic trend is present
and it is tested against the alternative hypothesisH, that there is either an
upward or downward monotonic trend. These trends can be also non linear.

2.5 Main technologies

Developing Framework

We used as developing framework Python 3.5.2 due to its popularity and
its richness in terms of libraries and documentation.

Beautiful Soup

We rst tried to use some other tools that were reliable on scraping American
news such as Newspaper3k but we realized that the library failed crawling
Italian news. Then, we decided to implement manually a crawler for the 20
most shared websites, usingirlrequest to download the full html page and
then parsing them using Beautiful Soup 3.

Postgresq|

To store data collected using Hoaxy and to store the articles scraped, we
relied on postgresql 4, an open source relational database.

Dandelion API

In order to perform sentiment analysis, we relied on Dandelion API's ser-
vice®. They claim to perform semantic text analysis and thus they are able
to provide accurate sentiment on short phrases such as reviews or tweets.

1python's homepage.
2Documentation of newspaper3k.
3Beautiful Soup documentation.
“PostgreSQL.

5Dandelion homepage.
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Wordcloud

Wordclouds is a visual representation of words, where most important words
are bigger than less important ones. To make our owns, we relied on the
python's module Wordcloud®.

Gephi

To represent visually our networks, and to apply some algorithms (like k-
core decomposition and community Leuvain detection), we used a tool called
Gephi .

Networkx

The module Networkx 8, was used to build the network and to apply to it
some analysis related to the centrality metrics and to the Network disman-
tling.

Matplotlib

Matplotlib ° is a widely used Python 2D plotting library.

Seaborn

Searborn?? is a Python data-visualization library built on top of Matplotlib,
that has more plots types than matplotlib and that is able to make them
look a bit prettier.

Botometer API

Botometer ! is a joint project of the Network Science Institute (IUNI) and
the Center for Complex Networks and Systems Research (CNetS) at Indiana
University. Botometer's o er a service that tries to classify twitter accounts
as automatic non-human entities (bots) with respect to real human users.

SWordcloud documentation.
"Gephi's homepage.
8Networkx documentation.
“Matplotlib homepage.
0seaborn homepage.

1 Botometer homepage.
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Gensim

A very useful tool for topic modelling in Python is Gensim 2, where there
are already implemented and ready-to-use algoritmhs such as LDA,LSA and
tf-idf.

pyLDAvis

A handy module for python's LDA exploration, is pyLDAvis 3. It o ers
an intuitive and interactive interface, where the user can manually explore
each topic seeing what words were more important than others and therefore
better understanding what is the name of the topic.

Netvizz

In order to get data from Facebook, we exploited a popular application
called Netvizz 4, which will stop working on the 4th of September, that
was able to get permission from Facebook's API to automatically download
content from Facebook public pages.

Mann-Kendall Test module

To perform the Mann-Kendall Test for trend, we relied on the homonim
python module ® which already implements the functions needed.

12Gensim homepage.
13 pyLDAvis documentation.
1 Netvizz installation page.
S mkt documentation.
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Chapter 3

Related Work

Most of the research interest towards disinformation and fake news started
in 2016 st with the so called "Brexit" campaign and exploded with the
2016 U.S. presidential elections. In this chapter, we rst give a de nition of
social media and what is their relation with disinformation spread. We then
give a broader overview on research topics in the area of disinformation. We
nally shift our focus to the 2016 U.S. Presidential election, reporting the
most important contributions related to our work.

3.1 Social media and disinformation

In order to better understand what is the link between social media and
disinformation, we rst state what social media are. Kaplan and Haenlein
[26] de ne them as "a group of Internet-based applications that build on
the ideological and technological foundations of Web 2.0, and that allow the
creation and exchange of User Generated Content (UCG)". In their work,
they make a classi cation of social media with respect to how much they
involve self-presentation or self-disclosure and on how much the media itself
is rich or not. It turns out that the possibility of users to generate content
is what makes social media so successful.

Types of UCG can be posts where they share opinions, images, videos
and so on. One of the most important is news, either shared from some
sources attaching a link or created from users themselves who report events
often in real-time.

A recent report in fact, showed that nearly two Americans out of three
consume news on social media In Italy the situation is similar, with 70%

!Report Pew Journalism Center.
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of the population retrieving news from Internet 2 - with an increasing trend.

Getting information online purely by the feed of social media could be
dangerous in terms of information quality.

Garrett [27] highlighted in fact, that if on one hand Internet exposes
people to get di erent perspectives from their own, on the other, they are
more likely to choose a news that is aligned with their opinion. Pariser [28]
also argued that the two phenomena could be linked together. The diversity
of point of views, in fact, would have stressed the possibility of people that
share the same opinion to formecho chambers or Iter bubbles  where
they would be isolated from contrary beliefs.

These are two of the three main factors that helped disinformation spread
in social media.

Alongside these two factors (echo chambers and lter bubbles), social
media allow the management of an account using bots. Humanity has been
always look for the creation of an intelligent machine, able to understand
and answer questions in a human natural language way. Considering one of
the rst example was ELIZA [29], systems such chat bots have nowadays
made a lot of progress and they are able to interact with users, answering
a lot of questions. Social bots (such as chat bots) can have a benign or
useful purpose automating publication of contents, helping users in some
tasks (augmented bots) or even providing information in real time. Some
others instead, that do the same tasks, can have a malicious purpose and
thus it is important to detect them [30]. They could for example, in the
early moments of a post or an hashtag, share it and boost its ranking in any
human social feed.

Even if the success of fake news can't be explained by social bots them-
selves, [31], it has been shown that they contribute with di erent strategies
in the earlier life of disinformation articles making them reach a broader
audience in a faster and deeper way [31][32].

3.2 ldentifying fake news

In the literature, there are a lot of techniques to detect false news, and
according to Pierri [2], the problem has been usually formulated as a binary
classi cation task. The main research contributions can be divided in:

Content based. Techniques that focus on detecting false news using
the title or the body of an article.

2Report AGCOM 19/02/2018.
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Context based. Methods that exploit information obtained by users
social interactions such as shares, likes and so on.

Content and context based. Approaches that use both content
and context features.

Network based. This procedure is looked as the most promising one,
and focuses on creating and studying di usion cascades, assuming that
false information in general spreads signi cantly faster, deeper, farther

and broader than the truth [31].

In general, most of the datasets are built using a consolidated technique
which labels disinformation based on their source [33][34][35].

3.3 Disinformation

In this section, most of the literature concerning the social impact of disin-
formation is presented.

We remind that disinformation , is any "false information that is spread
deliberately to deceive people” [2].

US Politics

Since 2016 U.S. presidential elections, concern on circulation of "fake-news
has risen. Silverman [36] showed that in the days before the elections, top
fake news stories outperformed top news from mainstream outlets by en-
gagement ( gure 3.1) and that most Americans believed them [37]. Some
commentators even suggested that if it wasn't for disinformation, Trump
wouldn't have won the elections [38]. Although a lot has been written in
the news, the very rst analysis that gave a theoretical and empirical back-
ground to properly frame this debate was from Alcott and Gentzkow [1].
After an important introduction on the economics of fake news, they col-
lected false articles from fact checking portals® 4 and from BuzzFeed® and
they showed that the articles collected tended to favor Donal Trump. Still,
they concluded that it is hard to evaluate the e ectiveness of these stories,
and therefore it's impossible to determine if Trump wouldn't have won if it
wasn't for fake news.

3www.snopes.com .
“www.politifact.com .
®buzzfeednews.com
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Figure 3.1: Picture by BuzzFeedNews

The spread of fake news online

Del Vicario et al. [39] focus on how Italian conspiratorial theories  and
scienti ¢ theories  cascades compete. By collecting data using Facebook
Graph APl © - which at that time had not the restrictions it has today

- they were able to build a dataset of conspiracy theories and scientic
theories spread on Facebook, relying on debunking groups. They showed
that although both consumers of science news and conspiratorial theories
have similar consumption patterns, their cascades - in terms of lifetime -
di er greatly suggesting that science news is usually assimilated quickly and
that after a while they become less and less interesting; conspiracy theories
instead have a longer assimilation time but as time passes, their size increases
as shown in gure 3.2.

Vosoughi et al. [31], instead of considering conspiratorial theories, fo-
cused onrumor cascades and showed how they compete compared to
mainstream news. After characterizing their depth (from the rst tweet
to the last retweet), their size (the number of unique users involved in the

8Facebook Graph API documentation.
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Figure 3.2: How science and conspiratorial cascades compete by DelVicario et al.
[39]

rumor cascade), and their breadth (the maximum number of unique users in-
volved in a single hop) they showed that "false news spreads farther, faster,
deeper and more broadly than the truth". They also rstly assessed the

impact of social bots in disinformation spread, showing that the veracity of

disinformation is mainly due to humans.

Fake news on Twitter during the 2016 U.S. presidential election

More recently, Grinberg et al. [33], associated public voter registration
records to Twitter accounts, and labelling sources constructed by fact check-
ers, journalist and academia were able to describe both the relevance in
terms of volume of disinformation compared to mainstream outlets and typ-
ical political a liation of users sharing misinformation. They estimated the
composition of each person's news feed by randomly sampling tweets posted
by their followees, calling them "exposures". They showed that 50% of
exposures to political URLs were from fake news sources. Still,:6% of
disinformation outlets was responsible to 50% of the volume of fake content
exposures and that 10% of individuals accounted for 80% of the false con-
tent exposures. They concluded that a conservative, older person is more
likely to be engaged in fake political news.
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Hoaxy

Shao et al. introducedHoaxy [35], a platform to collect online disinforma-
tion and its related fact-checking e orts 7. The platform uses di erent tech-
nologies ( such as social media api, crawlers and RSS ) to monitor news from
social medias and from chosen websites which usually spread misinformation
and well known fact-checking websites such as snopes.com, politifact.com,
factcheck.org and so on. Their main analysis was conducted on Twitter, col-
lecting tweets that contained URLs belonging to the early mentioned lists.
From the analysis they showed that the volume of fake news is 10 times
bigger than the volume of fact checkers, and that exists a lag of 10-20 hours
from fake news to fact checking sharing.

Another work from Shao et al.[32], using data collected from Hoaxy from
mid-May 2016 to March 2017, tried to infer the role of bots in low-credibility
content spread. Using Botometer[40], they assigned a score to users: high
scores are users that are more likely to be bots, low scores are users that are
less likely to be bots. They identi ed di erent strategies bot used to spread
news:

1. Being very active in the rst seconds after the publishing of an arti-
cle. They made the conjecture that this helps exposing more users,
increasing the chances that an article will become viral.

2. Mentioning very popular accounts and attaching a fake content in the
tweet. They thought this is done to help the credibility of the news
shared.

They nally concluded that few accounts were responsible for a large share
of misinformation. These accounts were shown to be likely bots and that
their contribution was relevant in the early moments of the false news life.
Their analysis complemented the work done by [31], arguing that surely bots
alone didn't entirely explained success of fake news, but also humans were
engaged in the sharing of fake news.

Hui et al. [41] introduced a new way to analyze data coming from Hoaxy,
considering the di usion Network. In the network, two nodes are linked if
one node retweeted the other, the edge is directed and if follows the ow of
information (from retweeted to retweeting) and is weighted by the number of
retweets. Using a majority rule, they then categorized "claim” edges (those
edges that are linked where sharing news from a misinformation source),
and "facts" edges (those edges coming from fact-checking websites).

"Hoaxy's platform
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Figure 3.3: Main core of hoaxy

In another work Shao et al. [42], using data collected from their plat-
form Hoaxy, compared misinformation spread with fact-checking, highlight-
ing what were the characteristics of the core of their di usion network and
that it is possible to reduce the overall number of misinformation. They
showed that the fact checkers accounted for only 8% of the total tweet
volume and that when analysing the main k-core fact checkers almost dis-
appear. Then, they used di erent centrality metrics to identify the top-10
users for each centrality and manually inferred their partisanship, if they
were humans or bot, if the account was a personal account or belonged to
an organization. Lastly, they tried to curb disinformation spread, evaluat-
ing the robustness of the network. They showed that the e ciency of the
network is greatly impaired by disconnecting only 10 accounts.

3.4 How to curb disinformation spread

In their conclusion, Shao et al. [42], using a network dismantling technique
showed the possibility of e ectively disrupt the spread of false-news. Accord-
ing to the authors, social media shouldn't fully automate this process, but
using it as a tool to review more e ciently users, in order to nd accounts
that does not follow platforms' terms of service. In another labour, Lazer
et al. [43], points out the necessity of a multidisciplinary e ort to address
fake news. Looking at the past, U.S. news media failure of the 20th century
allowed the rise of journalistic practices and norms that "served well" creat-
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ing an overall credible information system. They pointed two main paths to
stem disinformation. Acknowledging that sometimes fact checking can be
counterproductive, the rst is then empower people through education by
injecting into primary and secondary schools critical-information skills. The
second path that has to be followed according to them, is to involve social
media companies into actively take care of malicious accounts or content.
They suggested for example to promote quality information, or to provide
customers with signals of the quality of the information they consume.

3.5 European context

Europe itself is not spared from disinformation at all. There is in fact a
lot of material coming from the COMPROP group at Oxford's university

in the form of data memos 8. Their methodology is in general to select

a set of hashtags related to the current election (such as main candidates,
the name of the elections, or main parties), download tweets containing the
selected hashtags and evaluate how much each one of them was discussed.
They then consider tweets containing URLs, and they manually labelled
most of the sources. Label used are categorizied under "big" sections such
as "Professional News Content", "Professional Political Content”, "Divisive

& Cospiratorial Content", "Other Political News & Information”, "Other" -

which are social medias or websites where you can buy items and any sources
not belonging to the other labels. In their last work [44], they provided an
overview of their ndings of an analysis conducted from 5 April to 20 April
2019 (the methodology where they describe hashtags and source's categories
can be foundhere), for the countries: Italy, Germany, France, Poland, Spain
and Sweden. They showed that less than 4% of sources circulating on Twit-
ter were "Junk News" or "Russia" (labels inside the category "Divisive &
Cospiratorial Content), with users sharing overall far more links to main-
stream outlets (34%) and that on Facebook, a single junk news story "can
hugely outperform even the best, most important professionally produced
stories, drawing" four times its share. They also noted that the most shared
junk news stories are aboutpopulist themes such as anti-immigration and
Islamophobic sentiment, with a few of them also promoting Eurosceptiscism
or mentioning directly European leaders. In Italy, as showed in gure 3.4,

it is interesting to note that the ratio between "Junk News"(JN) and "Pro-
fessional News" (PN) is very high - second only to Poland - namely 38.9%
of sources shared were "PN" and 8.7% "JN".

8COMPROP homepage.
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Figure 3.4: Ratio between Junk news and professional news in Europe, courtesy of
[44]

3.6 Italian disinformation

So far to our knowledge, there has been little work in the literature that
speci cally address the Italian disinformation context. A recent work from
EU Disinformation lab [45], monitors 171 stories that have been considered
misleading, satirical, misleading or conspiratorial and evaluates how they
propagate on twitter.

In the context of Italian Political Elections in 2018 instead, and in par-
ticular in the new media political coverage [46], the disinformation is treated
"collaterally” as a matter of fact, highlighting its presence, but not investi-
gating its sources. Anyway, it has been pointed out that "explicitly partisan
and hyper-partisan sources catalyzed a signi cant share of the social media
interactions performed by the online audience in the lead up of the election”,
polarizing the discussion towards controversial topics such as immigration
and the lack of an e ective welfare.
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3.7 ltalian political context

After the Political elections held the 4" of March 2018, a new landscape for
Italian politics was born: the two populist forces ("Movimento 5 Stelle" and
"Lega Nord"), boosted their presence in the Italian Parliament and after a
couple of months they decided to create a new government based on a con-
tract, naming Giuseppe Conte as Prime Minister, "lawyers of italians". They
shared a lot of ideas in common. For example, they presented themselves
as new, anti-establishment forces, they claimed the necessity of a "rediscus-
sion" of Treaties with the European Union, and together they called for a
less stricter regulations on vaccines. Where they disagreed in some positions,
they were able to make a deal. The strength of the government re ected on
social media: both leaders were very active during and after the elections.
In particular Matteo Salvini, more than any other politician in the world,
has been testing the relationship between clicks and consensus using social
media °to bring his supporters closer to him, making them feeling as ifhe

is one of them taking sel es with them, posting on socials photos of his
meals or of him at the beach. His language has humanized far-right rhetoric
and made public discourse rougher and more aggressive, increasing also the
hate speech via social® After 15 months as the Vice Prime Minister of the
government, Salvini's relentless campaigning | while Interior Minister |
helped his party double its standing in opinion polls, clearly outpacing any
other party. The "Lega" in fact, placed rst at the Italian European Elec-
tion in May, with 34% of votes. In parallel, "Movimento 5 Stelle" struggled

to maintain their consensus and some of their voters became supporters of
"Lega". Even if their network of interactions is overall bigger than the one
of "Lega", the popularity of Matteo Salvini's social pages overtakes by a
lot the pages of the most in uential leaders of "M5S". The oppositions, in
particular "Partito Democratico” saw primaries in March, electing a new
Secretary with the hard task to reorganize the party against the populist.
"Forza Italia", a center-right party, is in crisis. After losing to Lega in 2018,

it lost even more consensus after the European Election and a lot of deputies
moved to "Lega". Who is gaining more and more consensus is "Giorgia Mel-
oni", leader of "Fratelli D'ltalia", a right-party, also thanks to her usage of
social media. We observe that, even if there are some similarities between
Trump and Matteo Salvini, the Italian political context is very di erent from

the U.S.

9The New Populist Playbook
®Hate speech: si confermano rom e immigrazione i temi che generano maggiori
polemiche.
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3.8 Position of this work

The aim of this work is to replicate most of the analysis made in U.S. and
across other countries, in Italy during the European Electoral campaign
and, given the two di erent political context, compare the two results. In
particular we rst address the disinformation reach on Twitter, and how
active the community of users that shared disinformation was. We next focus
on the narratives of the debate, looking if there was any major topic. We
then focus on the disinformation network: trying to look if there were some
particular users responsible for most of the disinformation, and describing
who these users are. We nally conclude investigating the presence of a
coordinated network across di erent countries.
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Chapter 4

Data Collection

In this chapter we present how the data has been collected and a brief de-
scription of the dataset. The approach used to gather the data is similar
to the one used in Hoaxy [35]. Leveraging on Twitter Streaming API, we
collected tweets containing an explicit Uniform Resource Locator(URL) as-
sociated with news articles shared on a set of Italian disinformation websites
list we created. We considered the period before the Italian European Elec-
tion, starting our analysis on the 7" of January and using data until the 26"
of May, the day for the European Elections in Italy. In the chapter we rst
describe in more details what were the steps to create our data collection
and in particular the list of fact checking and claim website monitored and
how the data has been collected. We next report the entities collected, fo-
cusing on tweets, users and articles. We nally conclude with a comparison
on how two sources are active on twitter and on Facebook.

4.1 Dataset creation
In order to create the dataset we followed these steps:
1. We built a list of fact checking and claim websites.
2. We gathered tweets with URLs belonging to these lists.

3. We identi ed unique articles.

In the following sections, each step will be described.

4.1.1 Claim and fact checking websites

We rst created a list of websites that typically share deceptive content, re-
lying on famous Italian debunking websites, namely'pagellapolitica.it"
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"butac.it" , "bufale.net” and "lavoce.info" , which have blacklists where
they collect unreliable domains of portals that typically share hoaxes or fake
news. We call the list of unreliable domainsclaim websites because they
usually share claims, or disinformation; the second list of the aforemen-
tioned debunking websites is calledfact-checking . Table 4.1 reports all
the websites we monitored. Label "C" stands for claim websites, "F" for
fact checking websites.

Figure 4.1: Weekly time series of the data collected with highlights of main events
covered by disinformation.

Since some claim websites during the observation period became inactive,
and new ones appeared, we had to keep the lists updated and check every
now and then the activity of the websites. Table 4.1 shows also when a
certain website was added. We remark that - compared to fact-checkers
(that are 4) - claim websites are more numerous (62). This is probably due
to the fact that is very hard to verify a news completely, grounding and
sourcing every statement. Instead, it's very easy to create a website out of
the blue and write totally fake articles as reported from Allcott [1].

4.1.2 Twitter API

To collect tweets, we relied on the Twitter API, and in particular on the mod-
ule tweepy for python. As suggested by the Twitter API ! itself, in order to
nd useful tweets for our analysis, we used only the domains as a query of

1Twitter Developer Guide.
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Website domain Type | Date Website Type | Date
accademiadellaliberta.blogspot.com| C 15/3 altrarealta.blogspot.com C 15/3
aurorasito.wordpress.com C 15/3 compressamente.blogspot.com C 15/3
freeondarevolution.wordpress.com C 15/3 ilsapereepotere2.blogspot.com C 15/3
laveritadininconaco.altervista.org C 15/3 madreterra.myblog.it C 15/3
neovitruvian.wordpress.com C 15/3 olivieromannucci.blogspot.com C 15/3
pianetax.wordpress.com C 15/3 terrarealtime.blogspot.com C 15/3
corrieredelcorsaro.it (e} 15/3 siamonapoletani.org C 15/3
ilfattoquotidaino.it C 15/3 conoscenzealcon ne.it C 15/3
5stellenews.com C 711 breaknotizie.com C 711
bufale.net F 71 butac.it F 711
disinformazione.it C 15/3 ecplanet.org C 15/3

loso aelogos.it C 15/3 hackthematrix.it C 15/3
ilpuntosulmistero.it C 15/3 libreidee.org C 15/3
liberamenteservo.com C 15/3 nibiru2012.it C 15/3
pandoratv.it C 15/3 tmcrew.org C 15/3
tankerenemy.com C 15/3 ununiverso.it C 15/3
ilprimatonazionale.it C 715 skytg24news.it C 715
daily-screen.com (e} 9/1 adessobasta.org C 9/1
byoblu.com C 71 catenaumana.it C 9/1
comedonchisciotte.org (e} 711 direttanews24.com C 711
essere-informati.it C 7/1 il-giornale.info C 7/1
ilmessangero.it C 9/1 il-quotidiano.info C 71
ilvostropensiero.it C 9/1 informarexresistere.fr C 711
informazionelibera.eu C 711 interagisco.net C 711
italianosveglia.com C 711 jedanews.it C 711
lavoce.info F 711 lettoquotidiano.it C 9/1

lonesto.it C 711 mag24.es C 9/1
mondodiannunci.com C 9/1 notiziarioromacapitale.blogspot.com C 9/1
pagellapolitica.it F 7/1 saper-link-news.com C 17/1
silenziefalsita.it C 17/1 skynew.it C 9/1
sostenitori.info (e} 17/1 tg24-ore.com C 17/1
tuttiicriminidegliimmigrati.com C 17/1 voxnews.info C 17/1
webtg24.com C 17/1 zapping2017.myblog.it C 9/1

Table 4.1: List of 'C' domains and 'F' domains, namely "claim" and "fact check-
ers". "Date" indicates when the domain was added in our analysis.
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the service, dropping any "www", "https" and so on. The nal query looked
like: "skynew24 com OR byoblu com OR voxnews info OR ".. Know-
ing that some twitter accounts have the same of the website we were mon-
itoring, for example byoblu?, we also collected some tweets that mentioned
those accounts, that were sharing a URL (not necessarily coming from the
sources we were observing). We called the sources of those tweets "Nite"
and we later decided to remove them from our analysis. In the next sec-
tions, we will consider the dataset as a whole rst and then we'll neglect
debunking and "No_site" sources, focusing on the data set containing only
claim tweets. We report in gure 4.1 the time series corresponding to the
weekly volume of tweets we collected and the main events corresponding
to the peaks we observed in our time-series. There are also some negative
peaks, where the machine we used to collect tweets crashed.

4.1.3 Url canonicalization

In the previous work [35], they used url canonicalization to handle duplicate
articles. We preferred to take a di erent approach. Using crawlers we built
for most of the websites ( 20), we crawled article's title and content and
used those two elements and the site name as primary keys to nd di erent
urls that were mentioning the same articles.

The di erence between their approach and ours is that they [35] take
into account modi cations of the same articles, continuously crawling the
disinformation outlets and thus they might also discard some articles that
have been deleted. We decided to discard url canonicalization since we
considered our method more reliable. In fact, we rst downloaded the full
html page of the url that appears in the tweet using urlopen , in order to
obtain a page of the article if that page is removed (which happens very
often). When we nally nished to collect all our tweets (after the election
day), we crawled again the title and the content of the articles, discarding
articles that had 0-length content and keeping the old ones. In this way we
ensured the collection of consistent articles, updated in case of modi cations
and present in case of deletion, with still the possibility to discriminate them
using titles and content as keys.

The crawlers were built using rst the module urlopen to download the
html page and then BeautifulSoap to parse the html. Most of the websites
were di erent and in order to retrieve the correct title and content, ad-hoc
functions were implemented.

2Byoblu's twitter account.
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Tweet type Number of elements
Tweet 103401
Retweet 265088
Quote 61996
Reply 7198
Mention 317718

Table 4.2: Di erent types of tweets for the whole dataset.

4.2 Description of the dataset

In this section, we describe the entities of our dataset, giving an idea of the
size of our problem.

The total number of tweets we collected was437683, 23000 related
to fact check and 414000 related to claim websites.

42.1 Tweets

Up until now we used the term tweet considering all the types of tweets.
Actually a tweet can indeed be a tweet, but also a reply, a mention or a
retweet:

A retweet it's a repost or a forward of a post of another user called
tweet .

A quote is a retweet with additional text from the user.
A reply it's when a user directly comment a tweet of another user.

A mention it's a particular tweet where the owner of the tweet men-
tions another user by adding a @ before the user's screen name.

In table 4.2 we show how the number of tweets, mentions, retweets and
replies are distributed in our dataset.

Similar to other ndings [42], we can see that fact-checking tweets ac-
counts for only the 5:5% of our data. We decided to consider in our analysis
only the "claim" websites, dropping the "fact" tweets and to keep only
tweets with url pointing to our disinformation websites, therefore dropping
the "No _site" sources.
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4.2.2 Users

A total of 35000 users were actively involved in our analysis. Dropping
"No _site" tweets, 23000 user shared news actively from claim websites,
10000 from fact checking websites and 2000 from both claim and fact

checking websites.

Using Twitter API, and in particular the tweepy module for python,
we retrieved the "Twitter Pro le" object and we analyzed the creation date,
more details are available in section 5.3.

Figure 4.2: User features description

Figure 4.3: Boxplot of users followers  Figure 4.4: Boxplot of users friends

Figure 4.5: Boxplot of users statuses Figure 4.6: Boxplot of pro les lifetime

From gure 4.2 we can notice that the average user has created it's pro le
more than 5 years ago, did around 800 statuses, follows 500 users and is
followed by 200 users.

We overall report 21124 active accounts, 20 of which are also veri ed,
800 deleted, 124 protected and 112 suspended accounts. Veri ed accounts
( "accounts that are of public interests” 2 such vips,artists, politicians...)
were altogether involved in 5761 tweets, only 18 of which in an "active"
way, i.e. a veri ed account actually authored the tweet.

3Twitter veri ed accounts description.
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4.2.3 Articles

We collected a total of 27740 articles, 24000 of claims and less then

4000 of fact checking. As mentioned before, one problem we had to handle
was article duplicates. One user could share an article from the sources
itself having then a so called "canonical url", or use for example some other
redirect links having di erent urls referring to the same articles. For these
reasons, Shao [42] used url canonization. Since we believe url canonization
was unreliable for cases in which the url itself could be packed using url
shortener tools, we decided to follow a di erent approach and to crawl only
once articles with the same url (so if the article was edited we don't have
any di erent text in our database) and to use as key of our database articles'
text, title and website. In this way we were able to nd di erent urls that
pointed to the same article having a total of 17000 unique claim articles.
In some cases, user mentioned only the website (so instead of an article they
were mentioning the homepage, ex. "byoblu.com”). We are not considering
these on our articles descriptive statistics, but we kept the tweets for other
analysis. In chapter 6 we will further characterize the topic and the sources
of these articles.

Figure 4.7: Shares comparison between Twitter(red) and Facebook(blue) for two
disinformation outlets, namely "byoblu"(left) and "silenziefalsita.it"(right).
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4.3 Comparison with other social media

According to Reuters 4, twitter is the 6™ social media used for sharing
news in ltaly. For this reason, we tried to evaluate the di erent reach of
disinformation for both Twitter and Facebook, collecting data regarding two
disinformation outlets , "byoblu.com" and "silenziefalsita.it" , which have an
associated page, and that belong to the top 3 most shared and engaged
misinformation outlets.

We relied on netvizz to gather statistics on Facebook's daily shares of
posts of the two aforementioned outlets. We then compared it with the
tra c we observed from Twitter. We found that there is a huge discrep-
ancy: gure 4.7 shows that the number of shares of Twitter(red) and Face-
book(blue) for two disinformation outlets, namely "byoblu”(left) and "silen-
zZiefalsita.it"(right), between 07/01/2019 and 27/05/201, is hugely in favor
of Facebook. These results are consistent with the Reuters report and with
other ndings, suggesting that most of the Italian disinformation is spread
mainly on Facebook.

“Reuters Institute Digital News Report 2019.



Chapter 5

Disinformation reach and
users activity

In this chapter we answer to RQ1: What was the reach of disinformation
which circulated on Twitter in the run-up to European Parliament elections?
How active and strong was the community of users sharing disinformation?
To do that, we rst give a description of the activity of the content published
from our disinformation sources, in terms of engagement and in terms of
number of shared tweets. We then look to see if we can nd a trend of
news consumption towards the European election and we nally evaluate
the activity of the users community sharing disinformation.

5.1 Sources of disinformation

To better understand the reach of disinformation, we rst computed the
distribution of the number of articles and tweets per sources.

From gure 5.1 we see that the most active websites, in terms of pro-
duction of articles shared, arevoxnews.info , tuttiicriminidegliimmi-
grati.com and skynew.it . But some articles have been shared more than
others, and if we look at gure 5.2 we can see thatvoxnews.info still re-
mains the most shared, but it is followed by ilprimatonazionale.it and
byoblu.com .

Voxnews.info , with 20k tweets (over 50% than the total volume)
and 6k unique articles (1/3 of the total number) is the most active disin-
formation website in our database. It spreads disinformation on di erent
topics: from immigration to health-care and conspiratorial theories. We
were not able to to understand who is behind the website. They also have
a ctitious fact checking service, to deceive the unaware reader, quoting
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Figure 5.1: Distribution of the total number of shared articles

Figure 5.2: Distribution of the total number of shared tweets

very often misinformation sources and mainstream outlets. In the latter
case, they usually manipulate the mainstream content by just taking a little
portion of what is written decontextualizing it.

Skynew.it was very active at the beginning of our monitoring, but then
stopped in the middle of March. Nevertheless, new websites with simi-
lar names and literally the same webpages (layout, style, font) appeared
and also stopped publishing articles after a while - namely skytg24news.it,
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| Title | Shares |

1 Blitz dei Ros: certi cati falsi agli stranieri per farli votare PD 2558
2 Matteo Salvini, frena tutti: \Non cambio idea sui migranti, i porti restano chiusi" 1845
3 Pii della met degli account Twitter che seguono Boldrini e Saviano sono falsi 1740
4 Modena, nordafricano ch fuoco a sede vigili: due morti e tre feriti gravi 1487
5 CI STANNO DISARTICOLANDO, SAR A UNA GUERRA LUNGA E DURA 1303
6 \Ha favorito le banche": Finalmente indagato Mario Monti, il vero traditore... 1213
7 1l Piano B per un'ltalia fuori dall'Euro, in diretta streaming su Byoblu. Di ondi il contagio. 1198
8 ORA E' UFFICIALE, IL NAUFRAGIO DEI 117 MORTI ERA UNA BUFALA 1143
9 Macron: \L' Italia si merita tutti gli immigrati, percle era un Paese fascista" 1108
10 Adam confessa: \None stato Ramy a telefonare, Niccob il vero eroe" 981

Table 5.1: Top ten most shared articles in our dataset.

tg24.skynew.it and catenaumana.it. These websites were linked to a twitter
account called "CatenaUmana".

Tuttiicriminidegliimmigrati.com instead claims to be a news aggre-
gator, which, quoting from their website, collects 40% of the news auto-
matically using a software, 30% using volunteers and the remaining from
readers and from data shared from the police. Of course, most of the news
are inaccurate or completely made up so we think this is a "nice" (actually
terrible) example of propaganda anti-immigration.

llprimatonazionale.it  is a websites that call itselfquotidiano sovranista
("a sovranist newspaper"), close to "Casa pound", a (former) far-right ital-
ian party.

Byoblu.com is Caludio Messora's website, an "independent journalist
that spread independent information” who has also been the communication
advisor for "Movimento 5 Stelle” ("5 stars movement").

Most shared articles

We in particular digged into the ten most shared articles, shown in Table
5.1, revealing that some of them are completely false (6, 8, 9, 10), some are
misleading (1, 3), propaganda (2), and one is even true (4).

The most shared article (1) for example, it's taken from an old news
published by Salerno today?! in 2015, and it's meant to mislead the reader
of the tweet that does not open the article into believing that either PD let
immigrants vote in their last primary elections - held the 3™ of March - or
into the EU elections.

The second most shared article (2) is actually a "True" article. As
stated in sections 9.2 in fact , one of the main limits of this analysis is the

YEboli, falsi certi cati agli stranieri per farli votare al Pd: blitz dei Ros.
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assumption that all claim articles are false. We also report that this article
was shared bymatteosalvinimi - the o cial account of the Leader of Lega
party - and this is probably the reason it had so many shares. We remark
anyway that, the outlet still typically share disinformation, as reported by
pagellapolitica , and that inside the body there are grammatical errors (for
example repetitions of "merito" or the incorrect use of a verb "invitare" ..
"di" instead "invitare".. "a") and that a particular polarized language is
used ("buonista"), showing that the article still belongs propaganda , as
de ned in the introduction 1.2.

For what concerns the third (article 3), it is partially true: in fact the
system of Audit ? used to evaluate the users is considered reliable, but it
points out the lack of activity of the followers and not them being a bot; so
the news would be that most of the accounts that follow Boldrini and Saviano
are not very active. We also point out that the article has a partisanship in
the language and its political targets.

As pointed out in some debunking articles instead, news number 6 is
totally fake 2, as it is fake news number 8, number 9° and number 106.

The last two articles are from byoblu (5, 7) and they long videos shar-
ing euro-sceptical content. We already stated that byoblu is a well-known
disinformation spreader in the previous section.

Tweets per week

In gure 5.3 we show the most active websites per week. From the gure
we see again the huge activity of the already mentioned voxnews.info, ilpri-
matonazionale.it and byoblu.com. We also highlight the even if we started
collecting tweets from ilprimatonazionale.it during the second week of May,
it is very active and has a comparable volume of tweets to voxnews.

5.2 Daily engagement
We also checked theengagement of each websites per week, de ning en-

gagement as the ratio between the number of shares and the number of
articles published per day:

2 Audit's homepage.

3No, Mario Monti none indagato per aver favorito le banche.

4 Il naufragio dei 117 mortie una bufala . Maccle,e questa la bufalal

®Notizia falsa: Macron: \L'ltalia merita tutti i migranti percte era un Paese fascista".
®La disinformazione e la veria sulla telefonata al 112 di Adam e Rami.
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Figure 5.3: Sources share of tweets per week

numberofshares
numberofarticles

engagement= (5.1)

From the gure 5.4 we can see that "byoblu.com" has remarkable spikes
of engagement, with respect to a small number of total tweets compared
to the other outlets, whereasmag24.es increased its activity during May.
This might be for two di erent reasons:

1. With the approach of the elections, they increased their activity suc-
cessfully trying to share propaganda.

2. Their Facebook pages were closed thanks to Avaaz Repoft

With the approach of the election, we were interested to understand
if there were some particular trends. For this analysis we didn't consider
"ilprimatonazionale.it" as it was added in the last may of data collection.
Focusing on the other top 10 sources, we performed a Mann-Kendall test
to identify the presence or absence of a monotonic upward or downward
trend in the time-series of daily shared tweets and of daily engagement.
Taking in consideration the Bonferroni's correction, the test was rejected at

= 0:005. For both daily shared tweet and daily engagement, we found an
upward trend only for "byoblu.com", whereas the remaining disinformation

"The report where Avaaz successfully tracked a lot of di erent disinformation sources
and managed to make Facebook close those pages can be found here.



46 Chapter 5. Disinformation reach and users activity

Figure 5.4: Daily engagement per top-10 websites.

sources are either stationary or monotonically decreasing. Since this outlet
strongly supports euro-skeptical positions (both towards Euro and EU), we
suggest that in the run-up to the European elections its agenda became
slightly more captivating for its social audience.

5.3 User investigation

As already mentioned in section 4.2.2, we leveraged on Twitter API, and
in particular on the tweepy module for python, to retrieve the "Twitter
Pro le" object. We used as query the "screen_name” of each user that
appeared in our collection. We then analyzed their activity, their types and
some features related to their pro le.

User analysis

In order to model the activity of the users, we rst computed the distri-
bution of number of shared tweets per number of users, observing that a
restricted amount of users were responsible for the spreading of most of the
disinformation we collected.

In fact, 20% ( 4k) of our users accounted for less than 90% ( 33)
of the total tweets as shown in gure 5.5. This is similar to other ndings
[33][42][47]. Among these users, by manually looking into their prole's
description and screen name, we identi ed accounts o cially associated to
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Figure 5.5: Users tweets volume cumulative distribution

18 di erent outlets that overall shared alone 8310 tweets.
We also decided to distinguish users into ve di erent classes of activity
i.e. the number of actively shared tweets containing a URL to claim websites:

Rare . Users that shared only one tweet. ( 9:5k users)

Low . Users that shared more than 1 tweet, but less than 10 ( 8k
users).

Medium . Users that shared more than 10 tweets, but less than 100
( 3k users).

High . Users that shared more than 100 tweets, but less than 1000
( 500 users).

Extreme . Users that shared more than 1000 tweets (20 users).

From these classes, we can notice that one users over ve shared more
than 10 claim articles in ve months. In gure 5.6, we can see the to-
tal volume of tweets according to activity of the users. In the inner cake,
lighter colors show users that were created within 6 months from the election
day. These accounts respectively for the 18% (Rare), 06% (Low ), 2:04%
(Medium) and 2:98% (High) of total tweets. We can note that "High" and
"Extreme" users account for half of the misinformation tweets.

Account types

As already stated in section 4.2.2, we overall report21124 active (20 of
which are also veri ed), 800 deleted, 124 protected and 112 suspended
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Figure 5.6: Total volume of tweets according to activity of the users.

accounts. Veried accounts were altogether involved in 5761 tweets, only
18 of which in an "active" way, i.e. a veried account actually authored
the tweet. We observed that they were mostly called in with the intent to
mislead their followers, adding deceptive content on top of quoted statuses
or replies.

Retweeting rate

We follow our analysis looking at the distribution of the numbers of users
with respect to their re-tweeting activity de ned as:

NumRetweets(user)

Retweeting(user) = .
9( ) Numlnteractions (user)

(5.2)

where the NumRetweets(user) is the number of retweets of a certain user
in our collection, and the Numinteractions(user) is the number of all shares
of the same user in our dataset.

We noticed from gure 5.7 that the Retweeting rate is strongly bimodal,
and users that typically share disinformation are mostly "retweeters". More
than 60% of the accounts show a re-tweeting activity larger than 095%
while less than 30% have a re-tweeting activity smaller than @005%. This is
similar to other ndings and suggests that few accounts are responsible for
conveying in the rst place disinformation to Twitter, and then the rest of
the community propagates it.
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Figure 5.7: Retweeting rate

User pro le features distribution

Next, we focused on the feature distribution obtained using the Twitter
API, namely the number of followers, the number of friends (aka the users
an account follows), the length of their timeline (aka the number of tweets,
retweets, quotes or replies a user did in its lifetime) and the creation date as
shown in gure 4.2. We also computed, from the creation date, the age of
the account in months with respect to the European election day, as shown
in gure 5.8.

Figure 5.8: Violin plot with the average lifetime of accounts in months

We observed two things: rst that in general pro les that share misin-
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formation are quite "old" with an average of 5 years ( gure 4.6) with more
than one thousand authored statuses; second that in the last 20 months a
lot of new accounts were created ( gure 5.8), in particular almost a thou-
sand registered during the collection period. Compared to the others, those
recently created users show similar features distributions.

Looking again at gure 5.6, we can see that most of the recent account are
either medium or highly active. Interestingly, some of them show abnormal
activities having produced more than 1k tweets (in general, not coming
from our collection) in their small lifetime.

Focusing on these users, we performed a Mann-Kendall test to the time
series of daily tweets shared by such users (see 5.9), assessing the presence
of a monotonically increasing trend (at a signi cance level = 0.05). The
main referenced source of disinformation is "voxnews.info" with more than
60% ( 12k tweets) of the total number of shared stories.

Figure 5.9: Daily time series of tweets created by recent users

Such activity is quite suspicious and suggests the presence of "cyber-
troops" (bots, cyborgs or trolls) that either attempted to drive public opin-
ion in light of up-coming elections via so-called "astrotur ng" campaigns
[48], or simply redirected tra c as to generate online revenue through ad-
vertising [1] and should be further investigated.
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Disinformation Narratives

This chapter gives an answer to the second research questioRQ2: What
were the most debated narratives of disinformation? How much were they
in uenced by national vs European-scale topics?

Before answering the research question, we performed a data exploration
of our articles in order to get a more precise idea of what we should nd
from our analysis. We already showed what were the most popular articles
in Table 5.1, our focus is now on topics and words. We tackled the problem
of identifying the most debated narratives using rstly LDA and LSA, which
are well known topic modelling techniques. Unsatis ed by the results, we
opted for a keyword approach, selecting them among the most used words
in articles. We also considered rst tweet's hashtags, looking for particular
ones that supported a speci c parties, and then pro le hashtags, retrieved
from pro les of users belonging to our dataset, to nally identify any political
a liation of the users in our dataset. We conclude the chapter with a section
that assesses the hate speech of the debate.

6.1 Description of the data

If the chapter will mostly perform topic analysis, in this section we rst
Itered the stopwords (like articles, conjunctions..) as they don't add par-
ticular meaning to a sentence. We next looked at what were the most used
words in our dataset's article, by weighting each word for the number of
times the article was shared, and nally we created the word clouds shown
in gure 6.1. On the left (gure 6.1a), it is showed the word cloud of the
titles. It is interesting to observe news titles more than news bodies, because
they are what a user reads rst when he surfs on the web, and they are able
to catch its attention or even deceive its perceptions. In this case, since
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(a) Wordcloud of article titles (b) Wordcloud of article bodies

Figure 6.1: Wordcloud of articles

they're twitter cascades, the article is even shared and debated. As we can
already see the most frequent keyword was "video", proving that a remark-
able fraction of disinformation was shared as multimedia content. The next
one is "Salvini" and then "immigrati" (which means immigrants) showing
that the politics of the government and the immigrant crisis were the most
used words to catch users attention. Looking then at the word cloud of the
article bodies 6.1b we can see that the focus shifts more on italy and Italians
(so to "sovranism"). In the next sections we will give a more grounded base
to our statements, showing rst the preprocessing techniques used, and then
showing the results for each method chosen.

6.2 Preprocessing

In order to execute both LDA and LSA algorithms, we cleaned our data do-
ing some preprocessing: we rst removed all the punctuation (",",".",...), we
next lowered all the words and nally used TreeTagger to do POS-tagging
and lemmatization of each word. We also tested each model with and with-
out tf-idf, or using a certain parts of speech with respect to others. Results

will be discussed in the next sessions.

6.3 LDA

We used LDA [16] on articles, trying to nd what were the topics of the dis-
cussions for disinformation. Since LDA needs in input the number of topics,
we used the Coherence metri€, discussed in chapter 2.3.3 to evaluate what
could be the best number of topics.

We tested the model using di erent parameters: either the text or the
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titles of the articles, either the "nouns" or the "verbs" or both or all words,
either with tf-idf or without.

In general, according to the coherence metric considered, using only
"nouns" was the best choice because "nouns" embed most of the meaning;
words appearing in titles resulted in a better coherence score antd-idf did
not improve the understandability nor the coherence score of the topics
relevantly.

Figure 6.2: Plot of the C, measure respect to the number of topics for LDA(blue)
and LSA(red).

From gure 6.2 we can see that the best number of topic is number 10:
a bigger number would result in a lot of words in di erent topics (therefore
hard to interpret) and a smaller would have a lower topic coherence. Still,
exploiting the pyVis module [49], we were able to visualize each topic's
word and to tune the relevance of each word with respect to the topic. We
realized that the "topics” didn't make sense at all: most of the words were
in fact synonyms put in di erent topics: for example immigration-related
words (such as "profugo”, "immigrato”, "clandestino”, "immigrazione" ...)
appeared most of the topics found.

Instead of using the topic coherence, we decided to tune manually the
number of topics, exploiting the visualization tool and tested all the possible
number of topics (from 2 to 15) until we were satis ed.Exploring all the
models for di erent number of topics, we still were not satis ed at all by the
topics we found because they either contained synonyms, overlapping each
other, or they were too speci c, reporting news instead of a topic. We overall
had di culties to understand properly what kind of topic those words were
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referring to.
We then decided to try other approaches.

6.4 LSA

The next algorithm used was LSA [17]. We performed the same preprocess-
ing we did with LDA and explained in section 6.2. We then evaluated again
our model using the coherence score. We found similar results compared to
LDA (as shown in gure 6.2), with LSA having a better coherence with few
topics, and LDA with a lot of topics. Since topics did not make sense again,
we decided to move to a keyword-based technique.

6.5 Keyword approach

We then decided to change again our approach using a keyword one.

By considering the most 500 frequent words (some are shown in gure
6.1) that appeared in article titles and taking into account the most relevant
events occurred in the observation period, we employed two volunteers to
manually compile a list of keywords associated to manually compile a list
of keywords associated with the following four topics: Politics/Government
(PG), Immigration/Refugees (IR), Crime/Society (CS), Europe/Foreign (EF).
The list is presented in table 6.1.

In particular, PG refers to main political parties and state government
(e.g. "salvini", "pd", "m5s", "conte") as well as the main political themes
of debate (e.g. "reddito", "banche", "decreto"). IR includes references to
immigration, refugees and hospitality (e.g. "immigrati”, "profughi”, "ong",
"porti") whereas CS includes terms mostly referring to crime, minorities
and national security (e.g. "rom", "ma a", "polizia”). Finally EF contains
direct references to European elections and foreign countries (e.g. "euro",
"macron”, "onu"). It is worth mentioning that the most frequent keyword
was again "video" (which does not belong to any speci ¢ topics), proving
that a remarkable fraction of disinformation was shared as multimedia con-
tent. Any articles that did not contain any keywords from the categories
just described, was considered belonging to "OTHER".

We then computed the relative presence of each topic in each article,
using a plurality voting rule, and accordingly assessed their distribution
across tweets over the sampling period.

In gure 6.3 it is showed the distribution of the dierent topic over
the collection period. We can observe that the debate was quite stable
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Governo/politica Immigrazione Europa/Esteri Crimini/Societa Altro
salvini immigrati euro rom video
italia profughi europa milano anni

pd clandestini ue casa contro
italiani profugo fusaro bergoglio foto
m5s ong diego morti vuole
italiana porti meluzzi ma a pw
italiano migranti libia bambini vogliono
milioni africani macron roma parla
lega immigrato soros donne byoblu
sinistra islamici francia bruciato via
casapound imam francesi confessa niccob
maio seawatch gilet falsi casal
soldi nigeriani gialli bus vero
guerra nigeriana europee choc u ciale
cittadinanza nigeriano germania gli bufala
prima islamica tedesca case anti
raggi africano mondo chiesa sta
governo stranieri notre famiglia grazie
renzi chiusi dame magistrato casarini
zingaretti sea francese polizia farli

Table 6.1:

Top twenty keywords associated with each topic.

Figure 6.3: Distribution of the di erent topic over the collection period.
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on controversial topics such immigration, refugees, crime and government
whereas interest on European election was quite low in the period, with a
spike in January, corresponding to the quarrel between France and lItaly,
in particular on news invented about Macron and CFA franc. We then
performed Mann-Kendall test to nd the presence of any monotonic trends
in the daily distribution of di erent topics; we rejected the test for alpha =
0:05=5 = 0:01 for IR and EF whereas we accepted it for the remaining topics,
detecting the presence of an upward monotonic trend in CS and PG, and a
downward monotonic trend in OTHER.

In the observation period, the disinformation agenda was well settled
on main topics supported by Italian leading parties, namely "Lega" and
"Movimento 5 Stelle”, since 2018 general elections; this suggests that they
might have pro ted from and directly exploited hoaxes and misleading re-
ports as to support their populist and sovranist views (whereas "Partito
Democratico" appeared among main targets of misinformation campaigns);
this phenomena has empirical evidence widely reported elsewhere [46].

However, after the election day, the electoral outcome con rmed the de-
creasing trend of "Movimento 5 Stelle" (17.1%) consensus in favor of "Lega"
(34.3%). Di erently from Italian 2018 politics [46] we see that the main cited
leader is Matteo Salvini, leader of "Lega” party. This is consistent with a
recent report on online hate speect, which has shown that his activity (and
reception) on Twitter and Facebook is 5 times higher than Luigi Di Maio
(leader of "Movimento 5 Stelle"); not surprisingly, his main agenda focuses
(negatively) on immigration, refugees and Islam (which generated most of
online interactions in 2018 [46]), which are also the main objects of hate
speech and debate in online conversations of Italian political representatives
overall.

It appears that in Italy, mainstream news didn't cover too much the
European topics before in the months before the elections, focusing on the
national debate 2. This fact was observed also in other European countries
according to FactCheckEU, observing that disinformation struggled to dom-
inate online conversations mainly because European elections are extremely
un-polarised and not very interesting compared to national elections.

We believe in conclusion that this might have a ected the agenda-setting
of disinformation outlets, which are in general susceptible to traditional
media coverage [50], thus explaining the focus on di erent targets in their
deceptive strategies.

'Report Amnesty International on hate speech during Italian European Elections.
2"Elezioni Europee ma poca europa”, Repubblica.
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6.6 Hashtag usage

We also analysed both the hashtags that appeared in the tweets and hashtags
that appeared in the user pro le description.

Figure 6.4: Top 10 hashtags for unique users (orange) and Tweets(blue)

Tweets hashtags

Among the most relevant hashtags shared along with tweets - in terms of
number of tweets and unique users who used them (see gure 6.4) - a few
indicate main political parties (cf. "m5s", "pd", "lega") and others convey
supporting messages for precise factions, mostly "Lega" (cf. "salvininon-
mollare”, "26maggiovotolega”). Interestingly, we manually checked if there
were some political a liations with the usage of "m5s", "pd" and "lega",
nding that generally "m5s", "lega" hashtags, were used to support the
government, while "pd" was generally used to denigrate the "Partito Demo-
cratico" party. In particular, a lot of the tweets were about the possibility
to "cheat" during the primary elections of PD held the 3™ of March, by
voting more than one time.

Other hashtags instead, manifested active engagement in public debates
which ignited on polarizing and controversial topics (such as immigrants hos-
pitality, vaccines, the Romani community and George Soros). We also found
explicit references to (former) far-right party "CasaPound" and the associ-
ated "Altaforte" publishing house, as well as some disinformation websites
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(with a remarkable polarization on "criminiimmigrati* which was shared
more than 5000 times by only a few hundred accounts).

Pro le hashtags

Figure 6.5: Most recurrent hashtags in pro les

By leveraging again on Twitter's API, we also extracted hashtags directly
embedded in the pro le description of users collected in our data. After
collecting each user pro le description, in order to retrieve each hashtag, we
used the following regular expression:

(ZA\s)[#{1H(\w+)

We provide a wordcloud of the hashtags found in gure 6.5. The majority
of them expresses extreme positions in matter of Europe and immigration:
beside explicit references to "Lega” and "Movimento 5 Stelle”, we primarily
notice euro-skeptical (cf. "italexit", "noue"), anti-Islam (cf. "noislam") and
anti-immigration positions (cf. "noiussoli”, "chiudiamo i porti") and, sur-
prisingly enough, also a few (alleged) Trump followers (cf. "maga" - which
means Make America Great Again - and "kag" - "Keep America Great").
The latter nding is odd but somehow re ects the vicinity of Matteo Salvini
and Donald Trump on several political matters (such as refugees and na-
tional security). On the other hand, we also notice "facciamorete”, which

started as a Twitter grassroots anti-fascist and anti-racist movement that
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was born on December 2018, as a reaction to the recent policies in matter
of immigration and national security of actual Italian establishment, but as
reported from an article of Open?, the risk of the manipulation the hashtag
only to create new fake accounts or trolls is very high.

6.7 Assessing the hate speech

Figure 6.6: Sentiment analysis on article titles

According to Amnesty International ° Italian European election cam-
paign saw nearly 115% of comments on Facebook or Twitter related to
politician's posts, on hate speech speci cally used to insult and discriminate
immigrants, religious minorities, women and ONGs. Using Dandelion API,
6 we performed semantic sentiment analysis on our articles titles - we could
not perform it on tweets due to the platforms' rate limit and we could not
perform it on the content due to the fact that the platform limits the length
of the "sentence" to analyze. We noted from gure 6.6 that in general, most
of the article titles tends to have a negative sentiment (  48%) as shown
in the gure in red. Examples of these titles are: "Salvini non va da Fazio:
\Sei un comunista con il Rolex". E lui gli risponde cos", "Inghilterra, la
FA Cup bandisce lo champagne: per non urtare i giocatori musulmani”, "Di
Maio infuriato con la Raggi: ‘Aiuti i romani non i rom™. A lot of articles

3La rete Twitter pu grande d'ltalia: i dati dell'hashtag #FacciamoRete.
4Gli errori del #facciamorete.

®Report on ltalian's hate speech.

5Dandelion homepage.
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still have a neutral sentiment ( 41%). Example of these articles are: "A
caccia di bellezza: il teatro greco di Taormina”, "A che punto siamo col
federalismo di erenziato", "In 2 mila a Milano per ricordare Sergio Ramelli
{ FOTQO". Very few articles are instead considered "positive" by Dandelion
API( 11%) and are shown in blue. Articles that are considered positive are
for example: "Briatore loda Salvini: 'Ottimo lavoro su immigrazione™, "Ca-
narie, paradiso europeo: benzina ad 1 euro, sigarette a 2 e IVA al 7%", "Ecco
cosa succede quando si massaggia questo punto dell'orecchio.Fantastico!".
From these results, we note that compared to the Amnesty ndings,
disinformation articles tend to be very negative, raising indignation and
hate speech. We still nd that the targets of these "campaign of hate" are
mostly immigrants.



Chapter 7

Di usion Network analysis

In this chapter we look for an answer toRQ3: Who were the most in uential
spreaders of disinformation? Did they exhibit precise political a liations?
How could we dismantle the disinformation network?

In particular, the chapter starts d escribing the typologies of tweets and
how we they are considered in order to create a di usion network. Next
section digs deeper in the analysis of the network, describing who were the
most in uential and most important actors in the spread of disinformation
and looking if it's possible to associate them to a precise political party.
The last section of the chapter evaluates the robustness of the network: if
a network is very robust, it's hard to avoid disinformation spread. On the
other hand, a very weak network would o er an interesting solution to curb
disinformation spread.

7.1 Data description

From the data gathered using the methodology described in chapter 4, dur-
ing the period from 7" of January to 26" of May which, removing the
"fact-checking" websites, we obtained the dataset described in table 7.1.

Number of tweets collected| Type of tweets
All types 414468
Tweet 96897
Retweet 253076
Quote 59481
Reply 5014

Table 7.1: Dataset description considering only claims

61
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From the dataset, we built a di usion network  according to Hoaxy's
methodology [42] , which basically creates a network that follows the infor-
mation ow.

Network creation

As already said, there are di erent types of tweets

Tweet : a tweet is a post from an author. If it is alone, the author is
considered as a single node of the network.

Retweet : a retweet is a hew post that shares the content of another
post and can add some content. When a uselb retweets a tweet from
user a, we built an edge froma to b.

Reply : a reply is a new tweet starting with screen_name When a
user b replies to a tweet from usera, we built an edge froma to b.

Quote : a quote is retweet that includes new text.If a userb quotes a
tweet from user a, we built an edge froma to b.

Mention : when a userb mentions another usera, we built an edge
from bto a.

From these, we were able to create a new grap® =< N;E > whereN
is the set of usersE is the set of edges before de ned.

7.2 Analysis

The graph just de ned, is called di usion network . Our di usion network
has more than 20k nodes and more than 100k edges.

Most important users

In order to analyze the di usion network we rst nd the main k-core using
the k-core decomposition algorithm, a recursive algorithm that, given a k-
core, extracts thek + 1 core by removing all the nodes with degreek. The
last non empty graph it's called indeed the main k-core.

The number of nodes in the main k-core were 218, while the number of
edges 8538 ank = 48. The main k-core it is shown in gure 7.1, and the
colors corresponds to the output of the Louvain modularity's algorithm able
to nd communities and they will be described deeper in the next sections.
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Figure 7.1: Main k-core of the disinformation network.

We next exploited other centrality measures such aPegree , Strength
Betweenness and PageRank . These metrics embed di erent meanings.

In particular, the In-Degree of a nodea is the number of users that
a has quoted, replied to, or retweeted plus the number of other nodes that
have mentioneda. We could say that if you have a high in-degree you're
usually interacting a lot with other people's tweets.

In parallel, the Out-Degree of a nodea is the number of users that
have replied, retweeted or quoted nodea plus the number of other nodes
that have been mentioned bya. We could say that the higher your out-
degree the more your posts are being shared over twitter, which means that
to higher out-degrees usually correspond more famous users.

The Degree of a node is the sum of the in-degree and out-degree. It
basically embeds both of the features explained earlier.
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Rank In-Strength Out-Strength Betweenness PageRank

1 napolinordsud Filomen30847137 IlPrimatoN lIPrimatoN

2 RobertoPer1964 POPOLOdITWITTER matteosalvinimi  matteosalvinimi
3 razorblack66 laperlaneranera Filomen30847137 Sostenitoril

4 polizianuovanaz byoblu byoblu armidmar

5 Giulia46489464 lIPrimatoN a _meluzzi Conox_it

6 geokawa |petra _romano AdryWebber lauraboldrini
7 Gianmar26145917 araldoiustitia  claudioerpiu pdnetwork

8 pasqualedimaria maxronchi razorblack66 libreidee

9 il _brigante07 Fabio38437290 armidmar byoblu

10 AngelaAnpoche claudioerpiu Sostenitoril Pontifex _it

Table 7.2: Top ten users according to dierent centrality measures. The cross
indicates nodes that do not belong to the main k-corekE48) of the network.

Strengths (in and out) of a node considers the number of interactions
of a node rather than the number of users to which the node has been
interacting with and in particular In-Strength of a nodea represents the
number of interactions a did (in terms of quotes, replies retweets) plus the
number of times it has been mentioned. Similarly to in-degree to higher
in-strengths correspond higher "active" interactions to users. Similarly, the
Out-Strength  of a nodea is the number of interactions with nodea plus the
number of other nodes that have been mentioned by. Again, analogously
to out-degree, we could say that the higher your out-strength the more you
are famous. Even though it's harder to see in social media applications the
meaning of PageRank and Betweenness they are still considered as a very
strong centrality metrics for networks: the rst used originally to rank web
pages in search engine queries while the second quanti es the probability of
a node to act as a bridge (so as a must-go path) between two other nodes.

Table 7.2 shows the top-10 users according to di erent the di erent cen-
trality measures; the cross indicates nodes that do not belong to the main
k-core of the network but are found by the corresponding centrality metric.
We note that, despite their di erent concepts, the majority of nodes with
highest values of In-Strength, Out-Strength and Betweenness belongs also
to the main k-core of the network; the same does not hold for users which
have a large PageRank centrality value, in fact six nodes out of ten does not
belong to the k-core.

A few users strike the eye:

1. matteosalvinimi is Matteo Salvini, actual leader of the far-right wing
"Lega" party and vice-prime minister of the Italian Parliament; he is
not an active spreader of disinformation, being responsible for just one



7.2. Analysis 65

(true) story coming from disinformation outlet "lettoquotidiano.com”
(available here), which was shared over 1800 times. He is gener-
ally passively involved in deceptive strategies of malicious users who
attempt to "lure" his followers by attaching disinformation links in
replies/retweets/mentions to his account. This technique - reach fol-
lowers exploiting famous accounts - is very common in the social media
environment.

2. a_meluzzi is Alessandro Meluzzi, a former representative of centre-
right wing "Forza Italia” party (a liated to Silvio Berlusconi); he is
a well-known supporter of conspiracy theories [45] and a very active
user in the disinformation network, with approximately 400 deceptive
stories shared overall.

3. Accounts associated to disinformation outlets, namelyllPrimatoN
with "ilprimatonazionale.it”, byoblu with "byoblu.com”, libreidee
with "libreidee.org”, Sostenitoril  with "sostenitori.info" and Conox_it
with "conoscenzealcon ne.it".

A manual inspection revealed that most of the in uential users are indeed
actively involved in the spread of disinformation, with the only exception
of matteosalvinimi  who is rather manipulated by other users, via men-
tions/retweets/replies, as to mislead his huge community of followers (more
than 2 millions). The story shared by Matteo Salvini underlines a major
issue with disinformation outlets identi ed in this analysis: they often pub-
lish simple true and factual news as to bait users and expose them to other
harmful and misleading content present on the same website.

Besides, we identi ed a few in uential users who represented the target
of several disinformation campaigns:

1. lauraboldrini is Laura Boldrini, representative of left-wing "Liberi
e Uguali" party and actual member of the Italian Parliament; in the
last few years she has been repetitively a target of fake news.

2. pdnetwork is the account of the centre-left "Partito Democratico”
party; as the former ruling party it has been severely attacked in the
propaganda of both actual ruling parties ("Lega" and "Movimento 5
Stelle™).

3. Pontifex_it is the account of Papa Francesco; due to his recent state-
ments in favor of immigration he has become another target of Italian
far-right online hateful speech.
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We also report a suspended accountpplizianuovanaz ), a protected one
(Giulia46489464 ) and a deleted user pasqualedimaria ).

We then identi ed di erent communities using Louvain modularity-
based algorithm [13], on the whole di usion network and we investigated
these communities of users in the main K-core (see gure 7.1), and we no-
ticed systematic interactions between distinct accounts. We manually in-

spected usernames, most frequent hashtags and referenced sources, deriving

the following qualitative characterizations:

1.

the Green community corresponds to "Lega" party o cial accounts:
matteosalvinimi  and legasalvini . We also noticed the presence of
a third account, noipersalvini , belonging to the same community
but not appearing in the core.

the Red community represents Italian far-right supporters, with sev-
eral representatives of CasaPound (former) party (including his secre-
tary distefanoTW who does not appear in the core), who obviously re-
fer to "ilprimatonazionale.it" news outlet. Most frequent hashtags are
"#M5S" (18), "#CasaPound" (14) and "#rom" (11). Most referenced
sources are "ilprimatonazionale.it" (19649), "voxnews.info" (2539) and
"skynew.it" (839).

the Yellow community is strongly associated with two disinformation
outlets, namely "silenziefalsita.it" ( SilenzieFalsita ) and "jedanews.it"
(jedasupport ); the latter was one of the pages identi ed in Avaaz re-
port! and deleted by Facebook. Most frequent hashtags are "#ottoe-
mezzo" (7), "#M5S" (6) and "#DiMaio" (6). Most referenced sources
are "silenziefalsita.it" (7371), "voxnews.info" (2322) and "jedanews.it"
(1824).

the Orange community is associated to the euro-skeptical and con-
spiratory outlet "byoblu.com" ( byoblu), and it also features Anto-
nio Maria Rinaldi (a_rinaldi ), a well-known euro-skeptic economist
who has just been elected with "Lega" in the European Parliament.
Most frequent hashtags are "#Soros" (8), "#SalonedelLibro" (8) and
"#vaccini" (7). Most referenced sources are "byoblu.com" (13857),
"ilprimatonazionale.it" (4695) and "comedonchisciotte.org" (2547).

the Purple community corresponds to the community associated to
"tuttiicriminidegliimmigrati.com” ( TuttlCrimin ) disinformation out-
let. Most frequent hashtags are "#Criminilmmigrati" (2923), "#26mag-

! Avaaz report
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giovotoLega” (9), "#PD" (8) and "#portichiusi” (8). Most referenced
sources are "tuttiicriminidegliimmigrati.com” (3609), "skynew.it" (1200)
and "voxnews.info" (381).

6. the remainingBlue (Filomen30847137), Light-blue (araldoiustitia )
and Brown communities (petra_romano) represent di erent groups of
very active "loose cannons” who do not exhibit a clear a liation. Most
frequent hashtags are altogether "#Criminilmmigrati" (368), "#por-
tichiusi” (319), "#SalviniNonMollare" (292). Most referenced sources
are altogether "voxnews.info" (125127), "ilprimatonazionale.it" (4701)
and "skynew.it" (4114).

For what concerns hashtags, we notice that they are not largely em-
ployed when directly sharing disinformation news, with a few exceptions be-
ing "#Criminilmmigrati", "#portichiusi” and "#SalviniNonMollare™: the
rst one is practically associated to the corresponding outlet ("tuttiicrim-
inidegliimmigrati.com”) where hoaxes and factual news about immigrants
committing crimes are published on a daily basis; the other two ("#por-
tichiusi" stands for "closed docks", whereas the other means "Salvini do not
give up") are two traditional slogans associated with Matteo Salvini and his
erce position against immigration; we also nd some direct references to
main political parties. As previously highlighted, hashtags mostly relate to
controversial topics and matters of debate which have in amed the political
discussion during the run up to European elections.

For what concerns sources of disinformation, we observe that the global
trend prevails also in the core, with "voxnews.info" and "ilprimatonazionale.it"
holding the highest number of tweets among several communities; nonethe-
less, we observe a polarization of other communities w.r.t speci ¢ sources,
e.g. Purple mainly engage with "silenziefalsita.it" and "jedanews.it", Pink
with "tuttiicriminidegliimmigrati.com" and Sky-blue with "byoblu.com".

Investigating bot activity

Eventually, we employed Botometer algorithm [40] as to detect the presence
of social bots among users in the main core of the network. The algorithm
uses more than 1k features, and group them in 6 di erent classesNetwork
User, Friends , Temporal , Content , Sentiment . We set a threshold of
50% on the Complete Automation Probability (CAP) - i.e. the probability

of an account to be completely automated - which, according to the authors,
is a more conservative measures that takes into account an estimate of the
overall presence of bots on the network; besides, we computed the CAP value
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based on the language independent features only (which are grouped in the
classes called network, users, friends and temporal), as the model considered
also some features conceived for English-language users. We only detected
two bot-like accounts, namely simonemassetti and jedanews, respectively
with probabilities 58% and 64%, that belong to the same Purple community.

A manual check con rmed that the former habitually shares random news
content (also mainstream news) in an automatic avour whereas the latter

is the o cial spammer account of "jedanews.it" disinformation outlet. We
noticed also that after some time, twitter suspendedsimonemassetti and
that jedanews account was deleted.

7.3 Network robustness

In the previous section, we used some centrality to nd out who were the
most important nodes in our network. In addition to these ( Sin, Sout.
betweennessand P ageRank) we also considered thesinoy Which is the in
strength of a node not taking in consideration the weight of each edge, which
would be the si, in an unweighted network, and Sguinotw Which is the out
strength of a node considering only the number of outgoing edges. Then,
similar to Shao et al. [42], we exploit these metrics in an automatic fashion,
to evaluate the robustness of the network eliminating the most important
nodes, and nally measuring the impact on tweet's volume and on number
of interactions i.e. the number of edges.

Dismantling the disinformation network

We rst rank nodes in decreasing order with respect to each metric and
k-core. Then, we remove each node one by one while tracking the resulting
amount of edges and tweets in the network. In gure 7.4 we show our results.

We can observe that with respect to edge dismantling (shown in gure
7.2), betwenness, out, out not weight initially perform similarly, but at some
point removing nodes considering their out strength non weighted degree
turns out to be the best strategy, allowing to remove 80% of the edges, by
just removing 100 users (0.4% of users). Considering the tweet volume (as
shown in gure 7.3), we see no relevant distinction between the metrics, but
it looks like the in strength is the most e ective with less users. By removing
100 users, we can eliminate 20% of tweets.

The results are impressive, in particular if we consider the edges disman-
tling, and shows how few users are responsible for most of the disinformation,
and in particular of the network connection. By just removing these users
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Figure 7.2: Dismantling analysis for edges

Figure 7.3: Dismantling analysis for tweets

Figure 7.4: Results of di erent network dismantling strategies w.r.t to remaining
edges in the network (top) and shared tweets (bottom). The x-axis (log scale) in-
dicates the number of disconnected nodes and the y-axis the fraction of remaining
edges (tweets) in the network.
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we could curb the spread of disinformation by a lot.

Concerns on censorship

We nally raise a fundamental issue: is the social media ( in this case Twit-
ter, but it could be any) motivated enough to limit disinformation spread?
Indeed, as Berinsky pointed out [51], platforms business model rely on mon-
etizing our attention. The con ict of interests is evident: if platforms curb
disinformation, they could lose revenues. They also claim that acting in in a
stricter way would cause (motivated) complains on both freedom of speech
and users privacy. For these reasons, should a third party agents (such as
governments or European Union) intervene making laws to protect citizens?
How much should they intervene? If you regulate too little, you're not ef-
fectively curbing the disinformation spread. But if you regulate too much,
risks of censorship are very high.



Chapter 8

Coordinated disinformation
strategy

This chapter presents the methodology used and the results found answering
the RQ4: Did disinformation outlets organize their deceptive strategies in
a coordinated manner? Can we identify inter-connections across di erent
countries?

In the next sections, we rst describe the method used to nd links be-
tween disinformation outlets, and then we describe our ndings. We nally
check if our results show a trend towards American or Russian outlets.

8.1 Network creation

In our data, we didn't only scrape information from the article's web pages
such titles and content, but we also downloaded their Hypertext Markup
Language (HTML). From the HTML we considered all the Hypertext refer-
ences containing a URL that did not point to the same domain. In order to
get them, we relied on theBeautifulSoup module, identifying rst all the
<a>tags, extracting their url attribute, and verifying then that it pointed
to a di erent domain.

Interestingly, we noted that almost all articles had a hyperlink in their
body pointing to external sources(99%).

We then built a network, where nodes were website domain, and edges
were urls that pointed from one node to another. In particular, considering
a URL https:/b/article found in an article page with url https:/a/article ,
the nodes area and b and there's and edge froma to b. The result is a
directed and weighted graph where the weight of an edge is the number of
twitter URL inside our data collection that have hyperlinks from the URL's
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