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Abstract

Controller Area Network (CAN) is an attractive alternative in the automotive and au-
tomation industries due to its ease in use, low cost and provided reduction in wiring
complexity. Robert Bosch developed it for communication between various digital de-
vices inside an automobile where heavy electrical interference and mechanical vibrations
are present. CAN is a serial bus communications protocol developed by Bosch in the
early 1980s. Thereafter, CAN was standardized as ISO-11898 and ISO-11519, establish-
ing itself as the standard protocol for in-vehicle networking in the auto industry. By
networking the electronics in vehicles with CAN, however, they could be controlled from
a central point, the Engine Control Unit (ECU), thus increasing functionality, adding
modularity, and making diagnostic processes more efficient. This project is design and
implementation of a prototype driver used for successful real time data transmission and
reception. The project is implemented to perform simple CAN protocol operation of

sending and receiving of 8 bytes of data.



Sommario

Controller Area Network (CAN) e una valida alternativa nel settore automobilistico e
dell’automazione grazie alla sua facilita d’uso, al basso costo e alla riduzione della com-
plessita del cablaggio. Robert Bosch lo ha sviluppato per la comunicazione tra vari
dispositivi digitali all’interno di un’automobile dove sono presenti forti interferenze elet-
triche e vibrazioni meccaniche. CAN e un protocollo di comunicazione seriale sviluppato
da Bosch all’inizio degli anni ’80. Successivamente, CAN e stato standardizzato come
ISO-11898 e ISO-11519, affermandosi come protocollo standard per le reti di bordo nel
settore automobilistico. Collegando in rete ’elettronica nei veicoli con CAN, viene reso
possibile il controllo centralizzato da parte dell’unita di controllo del motore (ECU), au-
mentando cosi le funzionalita, pur mantenendo la modularita e facilitando la diagnostica.
Questa tesi consiste nella progettazione e nell'implementazione di un prototipo di driver
utilizzato per la trasmissione e la ricezione di dati in tempo reale. Il driver sviluppato
consente di eseguire le operazioni di base del protocollo CAN, in particolare 'invio e

ricezione di messaggi fino a 8 byte di dimensione.
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OSI Open System Interconnection

SRR Substitute Remote Request

IDE Identifier Extension Flag

EDL Extended data Length

BRS Bit Rate Switch

ESI Error State Indicator

ACK Acknowledge

EOF End Of Frame

NBR Nominal Bit rate

ARM Advanced RISC Machine

IEEE 'Institute of Electrical and Electronics Engineers
RISCReduced Instruction Set Computing
APB ARM Peripheral Bus

AHB ARM High Performance Bus

AXI Advanced eXtensible Interface
GPL General Public License

FIFO First In First Out



Contents

[1__Introduction| 11
(1.1 Inside the Embedded System|. . . . . . . . .. ... ... ... .. .. .. 11
1.2 Networks in Embedded systems| . . . . . . ... ... ... ... ..... 12
(1.3 How To Choose The Communication protocol| . . . . . . ... ... ... 13

2__CAN Controller Area Networkl 15
2.1 Introduction| . . . . . . . . .. L 15
2.2 CAN Technical Characteristicsf. . . . . . .. .. .. ... ... ... 16

221 Multi-master] . . ... ... oo 16
[2.2.2  Message Transmission| . . . . . . . . ... ... ... ... .. .. 16
2.2.3 Flexibility| . . . . .. . ... 17
2.2.4 Speed| . . ... 17
225 Remotedatal . . .. . ... .o 17
2.2.6  Error Handlingl . . . . . ... ... ... ... ... ..., 17
227 Connectiond . . . . . . . .. 17
2.3 ISO Layers|. . . . . . . . . . 18
[2.3.1 Physical Layer{. . . . . . ... ... ... ... ... ... ... 18
[2.3.2  Data Link Layer| . . . . ... ... ... ... ... ..., 19
2.4 CAN Operation Mechanism| . . . . ... ... ... .. ... ....... 20
2.5 Message Transfer| . . . . . .. . . ... o 21
[2.5.1 Types of Frames| . . . . ... . .. ... ... ... .. ... 21
2.5.2 Data Framel . . . . . ..o 0o 21
[2.5.3 Arbitration phase| . . . . . ... o000 24
[2.5.4  Message Broadcast| . . . . .. ... ... 00000 24
[2.6 Data Synchronization|. . . . . . . . ... ... Lo 24
2.7 FError detection| . . . . . . .. ... 25
2.8 Bit Timingl . . . . . . . 25
.81 Nominal Bit Ratel . . . .. .. .. ... 0o 26



Chapter 0 — CONTENTS

[3 Project Environment| 27
8.1 Hardwarel . . . . . . . . . . . 27
[3.2  Supplementary Hardware|. . . . . . . .. ... ... .. ... ... ... 28

[3.2.1  Microchip CAN analyzer| . . . . . . ... ... . ... ... .... 28
28

28

29

29

29

29

29

31

31

31

32

32

32

[4.2.3  Transceiver delay compensation| . . . . . . . . ... ... ... .. 33
[4.2.4  Restricted operation mode| . . . . . . . . ... ... L. 33
[4.2.5  Bus monitoring mode|. . . . . ... ... 33
(4.3 Message RAM[. . . . . .. ... 34
[4.3.1 Configuration| . . . . . . ... ... ... 34
432 RxHandled . . ... ... ... .o 34
[4.3.3  Acceptance Filters| . . . . ... ... 00000 36
434 Tx Handler . . ... ... o 37

[> Implementation| 39

DI OVEIrVIEWl. . . . . o o o o e 39
BIT G . . . o oo 39
FI2 PuTTy|. . . .. . . 40

(.2 CAN Library| . . . . . . . . . 40

[>.3  CAN peripheral Initialization| . . . . .. ... ... ... ... ... ... 40
[5.3.1 Module Clock Setup| . . . ... ... ... ... ... ....... 41
B32 Porfd. . . . . . 41
[5.3.3 RAM Segments| . . . . . ... ..o 41
[5.3.4 ID Filtering| . . . . . . ... ... 41
[5.3.5 Interrupts| . . . . . ... 41




Chapter 0 — CONTENTS

(5.5 Algorithm of Receiving using interrupt| . . . . . .. ... ... ... ...
5.5.1 Receiving Flow Chart|. . . . . . .. ... ... ... ... .....
[5.6 Interrupt Service Routine| . . . . . . ... .. ... L.
[5.6.1 Interrupt flow chart|. . . . . . . . .. .. ... L.

6 Testing and Result|

[6.1 Setup project environment| . . . . . . ... ...

0 Ol . e e e e
[6.2.1 Loop Back mode| . . . . . .. ... ... ... ... ...

[A Can Library|
[A.1 Main.cpp|. . . . . . . . .
[A2 candriverhl . . . . . . ..

A34 FDCANIRQHandIo . . « o o oo e
A35 FDCANTIRQIMD| . -« « o o oo e




List of Figures

2.1 CANwiringl . . . . . . . . . . . e 16
[2.2  Advantage of CAN Networkl . . . . . . .. .. ... .. ... ... .... 16
2.3 SO OSImodell . . ... . . o 18
R4 CANPinOutl . . ... ... . 19
[2.5 Schematic of CAN Logic Levels . . . . . ... ... ... ... ... ... 19
[2.6  The layered [50 11898:1993 standard Architecture| . . . . . . .. .. .. 20
2.7 _Architecture of Data and Remote framel . . . . . . ... ... ... ... 22
2.8 Architecture of CAN and CANFDI. . . . .. .. ... ... . 23
2.9 CAN Bit Time Segments| . . . . .. ... ... ... ... ... ...... 26
3.1 STM32H7x3I-EVAL board (top view)|. . . . . . . ... .. ... .. ... 27
(3.2 Microchip CAN BUS Analyzer Tool . . . . . . ... ... ... ... ... 28
4.1  CAN Module Subsystem| . . . . ... ... ... ... ... ........ 32
[4.2  Transceiver delay measurement| . . . . . . .. ... ... ... ... ... 33
4.3 Message RAM configuration| . . . . . . .. ... ... ... ... ... 34
(.1 Code Compilation through Git[. . . . . . ... ... .. ... ... .... 39
(5.2 Pul'ly sottware configuration| . . . . . . . . . ... ... ... ... ... 40
[H.3 Initialization FExecution flow] . . . . . . . . . ... oo oL 42
(b4 Transmission Execution flowl . . . . . . .. . ..o 43
(5.5 Receiving Execution flow| . . . . . . . ... ... 0L 44
H.6 ISR FExecution flow] . . . . . . . . .. oo 45
6.1 Testing environment|{ . . . . . . ... ... .. ... .. 46
6.2 Test Tresultl. . . .. .. . o 48
6.3 Test2resultl. . . . . . . . . 48
[6.4 Hardware setup in Microchip CAN analyzerf . . . . . . . ... ... ... 49
[6.5 Microchip transmitted message] . . . . . . . ... ... ... ... 50
6.6 CAN Rx message displayed on Pul'ly| . . .. ... ... ... ... ... 50




List of Tables

2.1 Bus logic in arbitration phase| . . . . . . ... ... 0L 24
4.1  Rx FIFO element in the RAM segment| . . . . . . . ... ... ... ... 35
[4.2  Extended ID filter element in the RAM segment| . . . . . . ... ... .. 37
4.3 Tx FIFO element in the RAM segment| . . . . . .. ... ... ... ... 38

10



Chapter 1
Introduction

An embedded system is a microprocessor based system that is built to control a function
or range of functions and is not designed to be programmed by the end user in the same
way that a PC is. With a PC, this is exactly what a user can do; one minute the PC
is word processor and next it’s a games machine simply by changing the software. An
embedded system is designed to perform on particular task albeit with choices and dif-
ferent options. The last point is important because it differentiates itself from the world
of the PC where the end user does reprogram it whenever a different software package
is bought and run. However, PCs have provided an easily accessible source of hardware
and software for embedded systems and it should be no surprise that they form the basis

of many embedded systems][1] .

1.1 Inside the Embedded System

Processor

The main criterion for the processor is: can it provide the processing power needed
to perform the tasks within the system. While processor performance is essential and
forms the first gating criterion, there are others such as cost; this should be system cost
and not just the cost of the processor in isolation, power consumption, software tools and
component availability and so on.
Memory

Memory is an important part of any embedded system design and is heavily influenced
by the software design, and in turn may dictate how the software is designed, written
and developed. It provides storage for the software that it will run. With RAM being
more expensive than ROM and non-volatile, many embedded systems and in particular,

micro-controllers, have small amounts of RAM compared to the ROM that is available
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Chapter 1 — Introduction

for the program.
Peripherals

An embedded system has to communicate with the outside world and this is done by
peripherals. Input peripherals are usually associated with sensors that measure the ex-
ternal environment and thus effectively control the output operations that the embedded
system performs. Our work is confined in this area of embedded systems. Specially, there
are different data communication protocols used to transfer the data from one device to
another device in the network of embedded systems and devices. In this thesis work we
studied three different protocols and developed hardware and software for the protocols
on micro-controller (Freescale 68HCS12) platform.
Software

The software component within an embedded system often encompasses the tech-
nology that adds value to the system and defines what it does and how well it does it.
Embedded software consists of different components: initialization and configuration, op-
erating system or run time environment, application software, error handling and debug.
Algorithms

Algorithms are the key constituents of the software that makes an embedded system
behave in the way that it does. They can range from mathematical processing through to
models of the external environment which are used to interpret information from external
sensors and thus generate control signals. With the digital technology in use today such
as MP3 and DVD players, the algorithms that digitally encode the analogue data defined
by standard bodies.

1.2 Networks in Embedded systems

There are several reasons to build network based embedded systems. When the processing
tasks are physically distributed, it may be necessary to put some of the computing power
near where the events occur. Data reduction is another important reason for distributed
processing. It may be possible to perform some initial signal processing on captured data
to reduce its volume. Reducing the data on separate processor may significantly reduce
the load on the processor that makes use of that data. Modularity is another motivation
for network based design. When a large system is assembled out of existing components,
those components may use a network port as clean interface that does not interface with
the internal operation of the component in ways that using the microprocessors in one part
of the network can be used to probe components in another part of network. Distributed
embedded system design is another example of hardware/software co- design, since we

must design the network topology as well as the software running on the network nodes.
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Chapter 1 — Introduction

Several interconnect networks have been developed especially for distributed embedded
computing such as [2C bus is used in micro-controller-based systems. The Controller Area
Network (CAN) bus was developed for automotive electronics[2]. It provides megabit
rates and can handle large numbers of devices. Ethernet and variations of standard

Ethernet are used for a variety of control applications.

1.3 How To Choose The Communication protocol

1. Maximum and minimum speed of data transfer or baud rate of the communication
protocol.

2. Data security or corruption of data due to electromagnetic interference (EMI) in the
PCB or in the system. So protocol should be immune to EMI.

3. Size of data: chunk of data that can be transferred on the protocol for each frame.
Protocols supports 8 bit, 16 bit and 32 bit data transfers

4. Distance between the nodes in the network. Efficient performance can be achieved by
restricting the distance between nodes. For example 12C will give best performance if we
restrict the distance between nodes is 10 to 12 feet.

5. Number of nodes or devices in the network matters when it is very complex systems
like Automobiles or Space craft. Designer expects protocol standards should support
more number of devices.

6. Good error handling mechanisms.

Real time systems in automotive and real time systems need a protocol which supports
unlimited number of nodes (some thousands of nodes), very high baud rate, efficient error
handling system. I?C communication or SPI does not satisfy above requirements. So
under the leadership of BOSCH, Society of Automotive Engineers (SAE) was founded
in 1994 to define the protocol standards especially for the Automotive. SAE came out
with SAE J1850 BDLC (Byte data link communication) protocol in 1995, which satisfied
the above requirements. In 1999, SAE came out with famous protocol called Controller
Area Network (CAN), which is upgraded version of the J1850. Data transfer through
CAN was successful previously. Our contribution is, we have implemented CAN driver
with 29 bit identifier, which leads to connecting the devices on the network, more than
11 bit identifier mode. CAN based networks used separate controller and transceiver
connected to micro-controller. Our work is implementation of a driver for transmitting
and receiving CAN messages and communicating among the network using this protocol
based on a Real Time OS called Miosix that we will talk about it later. The successful

implementation of CAN leads to decentralization of control systems in Automotive and

13



Chapter 1 — Introduction

Industrial control systems. Devices in the network, which receives the data, are capable
of taking decisions. These decisions can include sending of information for a controller
in communication to other devices that can carry out a wished function LCD Controller
to display the received data. CAN is protocol of serial communication that allows the
control of systems distributed in real time with high level of safety. This protocol was
developed in the early nineties in order to decentralize vehicles control systems because
their characteristics CAN are being used currently in different areas like Automotive,

Industrial Control and medical instrumentation.
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Chapter 2

CAN Controller Area Network

2.1 Introduction

The Automotive industry is using CAN due to the massive enlarge of the number of
applications, but also because of its proven reliability and robustness, CAN is now also
being used in many other industrial control applications. CAN fulfils the communication
needs of a wide range of applications, from high-speed networks to low-cost multiplex
wiring. For example, in automotive electronics, engine control units, sensors and actua-
tors, door modules may be connected using CAN, with bit-rates that can reach 1 Mbit/s.
At the same time, it is cost effective to build CAN into vehicle body electronics reducing
the amount of wiring Fig2.2] Because only one line of wiring can carry up to 30 nodes
max of 40 meters bus length[3]. The intention of the CAN specification is to achieve com-
patibility between any two CAN implementations. Compatibility, however, has different
aspects with respect to, for example, electrical features and the interpretation of data to

be transferred.

Can is a half duplex communication protocol. It is mainly constructed by two wires
which is far superior to common serial communication protocols like RS232 when relat-
ing to reliability and and functionality. However CAN protocols cost more than RS232
protocols.

CAN networks can be used as an integrated communication system for microcon-
trollers and also can be used like an open communication system for intelligent devices.
Some users, for example in the field of medical engineering, is restricted with safety re-

quirements as a result of that CAN bus here can be one of the perfect solutions.

The greatest advantage of Controller Area Network lies in the reduced amount of

15
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Figure 2.1: CAN wiring

wiring combined with an ingenious prevention of message collision (meaning no data will

be lost during message transmission).

Node Node
#1 #1
N \
Node Node Node Node
#2 #3 #2 #3
|
/
Node Node Node Node
#4 #5 #4 #5
Without CAN With CAN

Figure 2.2: Advantage of CAN Network

2.2 CAN Technical Characteristics

2.2.1 Multi-master

When the bus is free, all of the units connected to it can start sending a message (multi-
masters). The unit that first started sending a message to the bus is granted the right to
send. If multiple units start sending a message at the same time, the unit that is sending
a message whose ID has the highest priority is granted the right to send (CSMA/BA)[4].

2.2.2 Message Transmission

In CAN protocol all messages are transmitted in predetermined format. Any connected

node can start transmitting a new message when the bus is free only. If two or more
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Chapter 2 — CAN Controller Area Network

nodes start transmitting a message concurrently, their priority is resolved by an identifier
(hereafter the ID). The ID does not indicate the destination to the destination of the
message, but rather indicates the priority of messages in which order the bus is accessed.
If two or more nodes start a message concurrently, A phase named arbitration phase
takes action, the identifiers of the transmitting nodes is being compared during this
phase in a bitwise mechanism. The lower the decimal value of the identifier the higher
the probability to take the access to the bus, while the others stops until the bus is free

again and can work only in receive operation for now.

2.2.3 Flexibility

The nodes connected to the bus have no identifying information like an address. There-
fore, when a module is added to or removed from the bus, there is no need to change the

software, hardware, or application layer of any other unit connected to the bus.

2.2.4 Speed

Any communication speed can be tuned according to size of a network. Within one
network, all nodes must have the same communication speed. If any unit with a different
communication speed is connected to the network, it will generate an error, hindering

communication in the network.

2.2.5 Remote data

Data transmission from other nodes can be requested by sending a "remote frame” to

those nodes.

2.2.6 Error Handling

All nodes can detect an error (error detection function). The node that has detected an
error immediately notifies all other nodes of the error simultaneously (error notification
function). If a node detects an error while transmitting a message, it forcibly terminates
message transmission and broadcast the error through network using error frame. It
then repeats re-transmission until the message is transmitted normally (error recovery

function).

2.2.7 Connections

The CAN bus allows multiple nodes to be connected at the same time. There are no

logical limits to the number of connectable units. However, the number of nodes that
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Chapter 2 — CAN Controller Area Network

can actually be connected to a bus is limited by cable specification, capacitance, speed,
and many other parameters. A greater number of nodes can be connected by reducing
the communication speed. Conversely, if the number of connectable nodes decreases with

the increase of communication speed.

2.3 ISO Layers

As described in the official Bosch specification document, the main protocol features
covers only the Physical and Data link layers. The CAN protocol has been standardized
by ISO, so that there are several ISO standards for CAN such as [SO11898 and ISO11519-
2. ISO11898 is a standard for high-speed CAN communication and ISO11519, instead,

is a standard for low-speed CAN communication with maximum speed 125 kbps.

The Seven Layers of OSI

5 User .
Transmit Receive

Cela [ Appiication Layer | Cas

Figure 2.3: 1SO
OSI model

Session Layer

——— Physical Link ———

2.3.1 Physical Layer

The Physical Layer is the basic hardware required for a CAN network. It is reliable layer
to get the 1 and 0 signals into electric pulses and across the network. It defines electrical
levels and signal schemes on the bus, the termination and other things.Physical layer
is responsible for bit timing, bit encoding, and synchronization procedures.The physical
defined by the ISO 11783 standard is unshielded differential twisted quad cable as shown
in Fig[2.1]

Two conductor lines, CAN_H and CAN_L, are used as the communication lines. The
other two lines,V+ and V-, are used to provide power to the terminating biased circuits.
These terminating biased circuits provide an equivalent resistance of 120 ohms at each
end of the CAN bus and suppress any electrical signal reflections (ISO 11898). The
CAN bus is unique among communication protocols because the voltage levels referring
to logic one and logic zero are measured between two signals of positive voltage, rather
than one positive signal and a common ground. During a recessive bus time (logic one),
both CAN_H and CAN_L are 2.5 volts. During a dominant bus time (logic zero), CAN_H

18
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Pin Description

1 Reserved

2 CANL CANL bus pin

3 v+ Optional 3.3-V or 5-V power supply for
transceivers and digital isolators if required

4 Reserved

5 CAN_SHLD | Optional shield

6 V- Ground retumn path/ 0V

7 CANH CANH bus pin

8 Reserved

9 v+ Optional 3.3-V or 5-V power supply for

transceivers and digital isolators if required

Figure 2.4: CAN Pin Out

is 3.5 volts and CAN_L is 1.5 volts (Figure [2.5). This creates a dominant differential
voltage of 2 volts (Equation 1).

Vaig = CAN_H - CAN_L (1)

AN
35V - — CAN High
= J
©
=
@
2,5v 4| VDIFF
(4b]
(@)]
8
o \
1,5V e e oo - = v
CAN Low
Time (1)

Figure 2.5: Schematic of CAN Logic Levels

2.3.2 Data Link Layer

The Data-link layer is responsible for transferring messages from a node to the network
without errors. It is responsible for bit stuffing and checksums, and, after sending a mes-
sage, waits for acknowledgment from the receivers|5]. There are two sublayers that are
particularly relevant in this layer: Logical Link Control (LLC) and Medium Access Con-
trol (MAC) sublayers[5], Figure The LLC sublayer provides all the services for the
transmission of a stream of bits from a source to a destination. In particular, it defines
services for data transfer and for remote data request, conditions upon which received

messages should be accepted, including message filtering and mechanisms for recovery
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management and flow management (overload notification). The MAC sublayer is respon-
sible for message framing, arbitration of the communication medium, acknowledgment

management, error detection and signalling.

DSP
Application Layer %
n Controller
Logic Link Control
Data-Link Embedded L . P
Layer Medium Access Control CAN embedded or
t
- - - Controller R
Physical Signaling
Physical ,} $
Laver Physical Medium Attachment t Electrical
y CAN specifications:
; fransceivers,
Medium Dependant Interface Transceiver connectors, cable
CAN BusLine

Figure 2.6: The layered ISO 11898:1993 standard Architecture

2.4 CAN Operation Mechanism

As mentioned before the can bus is a level differential operation between two wires of
communication. This technique used to decide the level of the bus|6]. The differential
is done between two logical signals. the dominant bit which is represented by 0 logic,
while the other one is the recessive bit is logic 1. On a single bus, any node is allowed to
transmit and receive data simultaneously. However, it may be happen that two or more
nodes are transmitting. At this point we enter the arbitration phase that is mentioned
before to decided which node will win the arbitration and consequently the bus and start
transmitting its message|7]. When a node start transmitting (bus is active) no other
attempts of transmission from the other nodes will take action. So the node must wait
for an idle bus (for at least the length of an interframe spacing). The arbitration phase
is Nondestructive; no interference from other nodes while transmission. The priority of a
message identifier is inversely related to the decimal value of the identifier. The higher the
priority the low decimal value (high number of recessive bits) of the identifier. Start of the
message is done by sending a start bit added before the arbitration field. In some case,
2 or more nodes have the same arbitration field and that will lead to a collision between
them, but this not happening due to industrial standardization of identifiers. Example of
that is CANopen, each node takes a unique ID from 1 to 127[8|. These nodes will remain

synchronized for the duration of the packet or until one of them backs off. The other nodes
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Chapter 2 — CAN Controller Area Network

will cease transmitting and must wait until the bus becomes idle again before attempting
to re-transmit their messages after the current message is completed. In this second
attempt, the next highest value arbitration field will take control of the bus. All nodes
transmit a single dominant bit when starting a message. The highest priority message
always gets through, but at the expense of the lower-priority messages. Thus, CAN’s
real-time properties are analogous to the properties of a preemptive real-time kernel on a
single processor. In both cases, the goal is to ensure that the highest-priority work gets
completed as soon as possible. The CAN standard does not indicate the meaning of those
bits, but the many higher-level protocols that sit on top of CAN do define them. For
example, the J1939 standard allows one portion of the bits to be a destination address
("PDU 17) compared to a message intended for broadcast ("PDU 2”)[9], since the CAN
protocol itself specifies a source address for all packets, but doesn’t mandate a destination
address. This is quite reasonable since much of the traffic on an automotive bus consists

of broadcasts of measured information, which is not destined for one specific node.

2.5 Message Transfer

2.5.1 Types of Frames

The data and the remote frames come in two frame formats: standard and extended.
The standard format has a 11-bit ID (CAN 1.0, 2.0A (standard CAN)) and the extended
format has a 29-bit ID (2.0B (extended CAN)). Frame types, roles and user settings of

each frame are in these list[10].

e Data frame: the frame is used by the transmit node to send a message to the receive
node. User setting necessary.

e Remote frame: the frame is used by the receive node to request transmission of a
message that has the same ID from the transmit node. User setting necessary.

e Error frame: when an error is detected, this frame is used to notify other nodes of
the detected error.

e Overload frame: it is used by the receive node to notify that it has not been
prepared to receive frames yet.

e Interframe space: used to separate a data or remote frame from a preceding frame.

2.5.2 Data Frame

The architecture of the data and the remote frame are exactly the same. A data frame

has higher priority than a remote frame. Each data and remote frame starts with a Start

Of Frame (SOF) field and end with an End Of Frame (EOF) field. The figure gives
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architecture of data and remote frames.For the scope of my thesis, i will use this type of

frames only for transmission and reception, which will reflect on a specific configuration

of the frame (see Appendix |A.3.2)).

Classical CAN | Header | Protected payload Trailer
- SOF : Data field (up to 8 byte) o ACK field
: Arbitration field - CRC field e EOF :
: Control field o (IMF)
CAN FD8 Header Protected | Trailer
payload
- SOF : Control  ACK field
- Arbitration field : field EOF"-.
- Control field  : Data field  (IMF)
: . CRC field
CAN FD64 Header Protected payload Trailer
SOF Control field ACK field
Arbitration field Data field (up to 64 byte) EOF
Control field CRC fieid {INMF)

Figure 2.7: Architecture of Data and Remote frame

Frame Fields

e SOF field (1 bit) — Indicates the beginning of the frame. A single dominant bit
represents a start of a frame. It is also used for data transfer synchronization.
e Arbitration field (11 or 29 bits)
— Identifier: This field contains a message ID for each frame which is either
11 (standard ID) or 29 (Extended ID) bits. Low decimal Value gives higher
priority.
— RTR bit (classical CAN) : Remote Transmission Request. Dominant for Data
frame and recessive for remote frame.
— SRR (Extended format) : The 11 bit ID have a higher priority so it will
dominate the bus always. Then the SRR bit is to replace the RTR bit. It
prevents a 29 bit RTR message from having a higher priority than a non RTR

message. Transmitted as recessive.

e Control field
— Classical CAN

* Consist of 6 bits

* Standard format : 2 reserved bits plus data length code(4 bits).

« Extended format : 1 reserved bit and IDE(identifier extension) bit, plus
the data length code(4bits).
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Figure 2.8: Architecture of CAN and CANFD

— CAN FD
* Consists of 9 bits standard and 8 bits Extended
* Standard Format : IDE, EDL,r0, BRS, ESI and 4 bits DL.C
*x Extended format : EDL, r0, BRS, ESI and 4 bits DLC
o CRC field
— CRC field (16 bits standard and 22 bits extended)
— The CRC field consists of (15 or 21) bits the CRC frame check Sequence and
a CRC Delimiter bit to provide processing time for the CRC sequence.
e ACk field (2 bits) : 2 bits consists of 1 acknowledgement bit and 1 delimiter bit
e EOF field (7 bits) — Indicates the end of the frame. A seven bit continuous recessive

bit represents the end of frame.
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2.5.3 Arbitration phase

In a single communication protocol, when two or more nodes request access to the bus
then the bus arbitration phase start. Usually bus access will be given to a node with
a high priority. This technique reduces bus data collision, When a dominant bit and
recessive bit request access for the bus, the dominant bit is given the access as it is
considered as the high priority[11]. So the bus arbitration on CAN network follows an
AND gate logic as shown in table

Nodel Node2  Bus Logic

dominant dominant dominant

dominant recessive dominant

recessive  dominant dominant

recessive  recessive  recessive

Table 2.1: Bus logic in arbitration phase

2.5.4 Message Broadcast

CAN is a broadcasting communication protocol, in which the message is transmitted on
the bus and then received by every other node. CAN nodes checks for frame consistency
and acknowledge it back. If the transmission node didn’t receive the ACK it transmit an
error message. Also the transmission node resend the message again if the receiving node
couldn’t decode the whole bus informed about the error and the message is retransmitted

again.

2.6 Data Synchronization

Each node in the CAN network will have different oscillators running at different fre-
quencies, so to make all the nodes work synchronously while transferring data, the CAN
protocol uses the falling edge of the SOF bit (transition from recessive to dominant bus
level).A bit stuffing technique used to overcome the transfer of large bit blocks, in which
allowing only 5 consecutive bits of the same polarity between the SOF and Data field.
This is done by inserting a complementary bit of opposite polarity at the transmitter
end and at the receiver end the filtering should be performed to get rid of the stuffed

bit.Applied only in data and remote frames.
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2.7 Error detection

The CAN protocol error detection mechanisms are very reliable and error resistance. It
also implements fault confinement mechanisms for proper function of the network. For
serving these kind of errors, CAN protocol is supplied with two counters, a transmit error

counter and a receive error counter|12].

Error Detection Mechanisms

e Bit monitoring — Transmitter compares each bit that is transmitted on to the bus
with the data it is transmitting and reports an error if there is change in the data
transmitted.

e Checksum check — Every data and remote frame has a 15-bit standard or 21-bit
Extended CRC filed which carries the checksum of the frame and is used to detect
errors at the receiver.

e Bit stuffing — CAN protocol allows only 5 consecutive bits of same polarity (5 1’s
or 5 0’s). The bus takes it as an error frame as the first 6 bits of the error frame
are dominant bits|13].

e Frame check - Each transmitting and receiving node checks for the consistency of
the frames.

e Acknowledge check - Each receiving node transmits frame consistency acknowledge
to the transmitting node.

e Node Error states

— Error active state — Every node after reset starts with this state in which it
transmits an error flag (6 consecutive dominant bits) whenever it receives an
error frame.

— Error passive state — A node enters into this state when a receive error counter
or transmit error counter value is equal to or greater than 127.

— Bus off state — A node enters into this state when a transmit error counter

value increases more than 255[14].

2.8 Bit Timing

The CAN bit time is constructed by non-overlapping segments. Each of these segments
are consist of multiple integer units called Time Quanta (TQ)[15]. The Nominal Bit Rate
(NBR) is defined in the CAN specification as the number of bits per second transmitted

by an ideal transmitter with no resynchronization and can be described with the equation:
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Figure 2.9: CAN Bit Time Segments

2.8.1 Nominal Bit Rate

The nominal bit rate (NBR) is programmed according to the desired speed of the CAN

communication protocol. It consists of 4 time segments.

SYNC_SEG

From its name it is used to synchronize the node connected to the bus. its value is fixed
at 1 TQ.

PROP_SEG, PHASE SEG1 and PHASE SEG2

The propagation segment duty is to compensate the delay time within the physical layer.
The Phase segments 1 and 2 are used to compensate the edge phase errors on the bus.
According to the project hardware specs the the propagation segment (PROP_SEG) and
the phase segment 1 (PHASE_SEG1) are calculated together as Bit time segment 1(BS1).
The value of the BS1 takes value from 0 to 255. The PHASE_SEG?2 is changed to be BS2
and takes value from 0 to 127[16].

Sample Point

It is a point in the CAN bit time frame at which it reads the level of the bus and the decide
is it dominant or recessive. it is located between the BS1 and BS2. The sample point is
a percentage determined from the beginning of the bit time. In the Automotive sector

the nominal percentage of sampling is around 87.5% for CANopen and DeviceNet[17]
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Project Environment

3.1 Hardware

The main hardware used here is STM32H753xI-Eval Board. STM32H753xI devices are
based on the high-performance Arm@®) Cortex M7 32-bit RISC core operating at up to
480 MHz. The Cortex M7 core features a floating point unit (FPU) which supports Arm
double-precision (IEEE 754 compliant) and single-precision data processing instructions
and data types. STM32H753xI devices support a full set of DSP instructions and a
memory protection unit (MPU) to enhance application security. STM32H753xI devices
incorporate high-speed embedded memories with a dual-bank Flash memory of 2 Mbytes,
up to 1 Mbyte of RAM (including 192 Kbytes of TCM RAM, up to 864 Kbytes of user
SRAM and 4 Kbytes of backup SRAM), as well as an extensive range of enhanced 1/Os
and peripherals connected to APB buses, AHB buses, 2x32-bit multi-AHB bus matrix

and a multi layer AXI interconnect supporting internal and external memory access.

Figure 3.1: STM32H7x3I-EVAL board (top view)
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3.2 Supplementary Hardware

3.2.1 Microchip CAN analyzer

Figure 3.2: Microchip CAN BUS Analyzer Tool

The CAN BUS Analyzer Tool is a simple to use low cost CAN bus monitor which
can be used to develop and debug a high speed CAN network. The tool supports CAN
2.0b and ISO11898-2 and a broad range of functions which allow it to be used across
various market segments including automotive, industrial, medical and marine. The
toolkit comes with all the hardware and software required to connect a CAN network to
a PC. The Graphical User Interface makes it easy to quickly observe and interpret bus

traffic.

3.3 Software

3.3.1 Misosix

Miosix is an OS kernel designed to run on 32bit microcontrollers. It supports both a
single process, multiple threads application model where applications are statically linked
with the kernel, and an experimental multiprocess environment with memory protection
that allows loading applications at runtime. It focuses on C,C++ support including
their libraries and architecture dependent code. Supports STM32, EFM32, LPC2000

Microcontrollers.
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3.3.2 Git

Git is an open-source versioning control system designed to make easy controls for every-
thing for small, medium or very large projects fastly and efficiently. Downloading Miosix

Toolchain on Windows needs installing git before.

3.3.3 Perl

Perl is a highly capable, feature-rich, general purpose programming language with over
30 years of development. Perl is cross platform programming language from portables
to mainframes and is suitable for both rapid prototyping and large scale development

projects.Also it is a scripting language used when compiling the kernel.

3.3.4 STLink drivers

The ST-LINK flashing and debugging tool is integrated on the STM32H7x3I-EVAL Eval-
uation board. It is an in-circuit debugger and programmer for the STM8 and STM32
microcontroller families. Before connecting the STM32H7x3I-EVAL Evaluation board to
a Windows PC through a USB, a driver for the ST-LINK/V2-1 must be installed. It is

available at the http://www.st.com website.

3.3.5 PuTTY

PuTTY is a free software and open-source terminal emulator, serial console and network
file transfer application. It supports several network protocols, including SCP, SSH,
Telnet, rlogin, and raw socket connection. It can also connect to a serial port. The
name "PuTTY” has no definitive meaning. PuTTY was originally written for Microsoft
Windows, but it has been ported to various other operating systems. Official ports are
available for some Unix-like platforms, with work-in-progress ports to Classic Mac OS and
unofficial ports have been contributed to platforms such as Symbian, Windows Mobile
and Windows Phone.

3.3.6 Microchip CAN Bus analyzer Software

The CAN BUS Analyzer is desktop GUI for the transmission and receiving CAN mes-
sages, which provides the user with a graphical interface to configure the tool and analyze
a CAN network. It has the following software tool features:

e Trace: Monitor the CAN bus traffic.

e Transmit: Transmit single shot, periodic, or periodic messages with a limited repeat
onto the CAN bus.
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e Log File Setup: Save CAN bus traffic.
e Hardware Setup: Configure the CAN BUS Analyzer for the CAN network.
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FD CAN Module

4.1 Overview

The controller area network (CAN) subsystem (see Figure [4.1) consists of two CAN
modules, that can be connected separately to different networks. Both FDCAN1 and
FDCAN2 are compliant with ISO 11898-1: 2015 (CAN protocol specification version 2.0
part A, B) and CAN FD protocol specification version 1.0[16].

Message RAM of size of 10Kbytes is designed to embed the module sections like filters,
receive FIFOs, transmit event FIFOs, transmit buffers (and triggers for TTCAN). This
message RAM is shared between the FDCAN1 and FDCAN2 modules. Each module
RAM section has its max number of elements to work with. For example the used RX

FIFO 0 here is can store up to 64 elements of received messages(here i used to receive in

3 elements see Appendix [A.3.1]).

4.1.1 Module features

e CAN FD with max. 64 data bytes supported.
e CAN error logging.

e AUTOSAR and J1939 support.

e Improved acceptance filtering.

e Two configurable receive FIFOs.

e Up to 64 Rx buffers and Up to 32 Tx buffers.
e Programmable loop-back test mode.

e Maskable module interrupts.

e Two clock domains: APB bus interface and CAN core kernel clock.
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Figure 4.1: CAN Module Subsystem

4.2 Operating Modes

4.2.1 Initialization mode

FD CAN module can work in Initialization mode, Normal mode, idle or sleep mode. After
resetting the hardware the Software initialization is started. In this mode the peripheral
main parameters must be configured. Starting from choosing the CAN operating standard
(classical CAN or CANFD), RX and TX FIFOs allocations, Set the bit timing to adjust
the operating bit rate. After finishing the initialization and clearing the corresponding

bit. The controller synchronous it self on the bus with 11 consecutive bits(recessive)[16].

4.2.2 Normal mode

After Initialization controller can enter the normal mode operation. In this mode you
have various possibilities and features that you can choose from. For Example, choosing
between classical CAN and CANFD operation, operate in a restricted mode to receive
data frames only or may be BUS monitoring mode that can be used in analysing the
traffic. Normal modes also support a testing mode including the external loop back
mode, where you can capture the TX signal on TX Pin and the internal loop back mode,

where the controller is not affecting the system while running.
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4.2.3 Transceiver delay compensation

At the sample point, the transmitter is controlling weather the sampling happened cor-
rectly to the transmitted bit or not. This technique is used to look for the problems
that may happen to the physical layer. Also, it detects the error frames from other units
connected on the bus when the delay is greater than the BS1. Moreover, a delay happens
to the transmitter own bits that would set some upper and lower limits to the data bit
time transceiver loop delay. So, to compensate this delay, Secondary sample point is
introduced to check at this position the transmitted bits. After that, the result is stored
until the next sample point. A counter is started when the transmitter starts to drive its
CAN_Tx pin with the dominant res bit after the FDF bit[16]. The counter is stopped
when the dominant level is seen at the CAN_Rx pin as shown in Fig.

Transmitter
delay

ESI

FDF Res. | BRS |

Arbitration phase | Data phase

| DLC

Arbitration|phase Data phase
Y i
Delay
m_ttcan_cclk — L.
Delay counter »
+ ——®= S5P position
TDCR.TDCO L
Delay comp ion offset

MS41483V1

Figure 4.2: Transceiver delay measurement

4.2.4 Restricted operation mode

The restricted mode is one of the debugging modes. In restricted operation mode the
node is able to receive data and remote frames and to give acknowledge to valid frames,
but it does not send data frames, remote frames, active error frames, or overload frames.
When the Tx Handler was not able to read a message from the Message RAM in time. In
this case message transmission is aborted. The operation mode is switched into Restricted

Operation Mode.

4.2.5 Bus monitoring mode

In bus monitoring mode the FDCAN is able to receive valid data frames and valid remote
frames, but cannot start a transmission. In this mode, the module stays off the BUS and

doesn’t interfere with the Network communications at all. It just sits on the BUS and
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can be configured to sniff everything that is on the network.It sends only recessive bits
on the CAN bus.One of its advantages it can be used to analyze the traffic on a CAN

bus without affecting it by the transmission of dominant bits.

4.3 Message RAM

4.3.1 Configuration

The Controller is supported with a RAM memory for do perform the module main op-
erations such as receiving, transmitting, and filtering. Instead for using specific registers
to perform this tasks like some old microcontrollers approach, it is now replaced with
a block of RAM memory that you can store these kind of data while transmitting and
receiving. The RAM memory is 10 Kbytes 32 bit width memory. The configuration of the
memory can be done to hold up to 2560 words of control and data bits see Fig[d.3] The
Sections of the memory can be assigned disorderly without any restrictions. Moreover,
sections allocation is not necessarily to be assigned, you can choose whatever is needed

according to every application.

Start address
SIDFC.FLSSA 11-bit filter 0-128 elements / 0-128 words
XIDFC.FLESA 29-bit filter 0-64 elements / 0-128 words
RXFOC.FOSA Rx FIFOO 0-64 elements / 0-1152 words =
[
>
RXF1C.F1SA Rx FIFO 1 0-64 elements / 0-1152 words N
<2}
o
s
RXBC.RBSA Rx buffer 0-64 elements / 0-1152 words o
a
w
TXEFC.EFSA | Tx event FIFO 0-32 elements / 0-64 words
TXBC.TBSA Tx buffers 0-32 elements / 0-576 words
TMC.TMSA | Trigger memory 0-64 elements / 0-128 words
32 bits
MS41464V2

Figure 4.3: Message RAM configuration

4.3.2 Rx Handler

The Rx handler controls the acceptance filtering, storing of received messages to its
configured section. the received message firstly pass through a filtering phase specified

for each allocated memory space, weather it is a receiving FIFO or buffer.
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Rx FIFO

The two Rx FIFOs 0 and one allocated in the RAM memory can hold CAN message
up to 64 message. A configuration registers is responsible to the number of messages
that can be received. After the message is received and passes the filtering process, it is
transferred to the configured RX FIFO section. In case a message is received while the
corresponding Rx FIFO is full, this message is treated according to the RX FIFO modes

of operation.

RX FIFO modes

e Overwrite mode : When an Rx FIFO full condition is signaled, the next message
accepted for the FIFO will overwrite the oldest FIFO message. Put and get index
are both incremented by one. This is the chosen operating mode of RX FIFO for
the receiving part done in this project see Appendix

e Blocking mode : This is the default operation mode for the Rx FIFOs. Blocking
mode is the default operation mode. No message can be received when the RX
FIFO is full. You must first read out one message so the new one can be stored.

Any new message will be discarded if it is received while the FIFO is full.

RX FIFO Element

Rx FIFO element represent the and operate as the received data registers in old architec-
tures. The RX FIFO element is a reflect of CAN Frame format but in vertical order. Each
subsection of the element contains part of the received message form the bus. Rx FIFO
can store up to 64 messages. The subsection width is 32 bit. For Example, starting from
the first subsection, it can be accessed to retrieve the the type of the identifier;standard
or extended; from the XTD bit position. Also the the whole identifier is stored in the
least significant 28 bits. The structure of a Rx buffer / FIFO element is shown in Table
4.1

Bit |31 24‘23 15‘15 5‘7 0
RO | ESI | XTD | RTR | ID[28:0]

R1 | ANMF FIDX[6:0] Res. | FDF | BRS |DLC[3:D] RXTS[15:0]

R2 DB3[7:0] DB2[7:0] DBA[7:0] DBO[7:0]
R3 DB7[7:0] DB6[7:0] DB5[7:0] DB4[7:0]
Rn DBm[7:0] DBm-1[7:0] DBm-27:0] | DBm-3(7:0]

Table 4.1: Rx FIFO element in the RAM segment
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4.3.3 Acceptance Filters

There are two sets of acceptance filters for standard identifiers and extended identifiers.
These filters can be assigned to the receiving allocated section of different FIFOs and
buffers. The CAN Acceptance filter Mask element compare the incoming message ID with
configured set of IDs. Acceptance filtering stops at the first matching element.When a
match happen between the filter ID and received CAN message ID, this CAN frame is then
accepted by the CAN controller and transferred into the allocated section. Oppositely,
this frame is dropped is not matched. Filters are checked in sequence starting from

element #0, execution stops when matching filter element.

Filter Configurations

e Range filter : In this type of acceptance filter you ca configure Up to 128 filter ele-
ments for the standard id and up to 64 elements for the extended id. As mentioned
before the the filtering process is sequential in execution, so it will pass through
the all of these ID starting from first one. When a match happen it will stop there
and accept the message. But if no matching takes place it will continue to the last
ID an then discard the message.The last filtering ID;for the example an extended
ID filter must be ;= the first ID value, and that’s how it came the range between
two values. All these happens per one element of Acceptance filtering.

e Dedicated filters for one or two IDs. A filter element that can store up to 2 IDs only
to filter specific messages. The Dedicated 1D filter is the used filter configuration
in this project see Appendix [A.3.1]

e (lassical bit mask filter. Form its name it use single bits masking of the received
ID. There are two cases, first is when the bits of masking are 1’s, matching happens
only when identical value between received ID and filter ID. Second case is matching

of all IDs when the mask bits are 0’s.

Filter element configuration

e Each filter element can be configured for acceptance or rejection.
e Each filter element can be enabled /disabled individually
e Asshown in Table[4.2)the values of the extended ID filter(29 bits); Range, Dedicated

or bit mask; is stored in the least 28 significant bits of the filtering element.
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Bit 31 30 29 28 0
Fo EFEC[2:0) EFID1[28:0]
F1 EFTI[1:0] Reserved EFID2[28:0]

Table 4.2: Extended ID filter element in the RAM segment

4.3.4 Tx Handler

The Tx handler takes care of the transmission message for the FIFOs or the buffers of
the transmission RAM section allocated. The transmission is based on or takes action
when a request of transmitting has happened. It transfers the message corresponding to
the transmission request to the can controller. Also, it updates the Tx memory indices.

Firstly a priority scans to the pending requests when request pending registers is updated.

Tx FIFO

The Tx FIFO is configured to store the transmission message frames. The messages are
referenced with a get index which incremented after every successful transmission and
until the Tx FIFO is empty. The transmission order is dependent on the order of stored
messages when they have the same ID. The FIFO fill level is indicating the number of
free elements to do transmission and it is calculated from the get and put indices. So,
when the fill level is 0 or when the get and put indices reach the same value, no more

transmission requests can be added.

Tx FIFO Features

e Event Handling : After a message is transmitted, the message ID and a timestamp
are stored in an Event FIFO element. Its main advantage is to separate the transmit
status information from the transmit message. This features allows the immediate
usage of the Tx buffer after the transmission is successful that will lead to dynamic
and robust transmission. To avoid a Tx event FIFO overflow, the Tx event FIFO
watermark can be used.

e Acknowledge Handling : Writing to the FIFO acknowledge index will set the FIFO
get index to the FIFO acknowledge index plus one and thereby updates the FIFO
fill level.

Tx FIFO element

The Tx section element can be configured to the different types of TX buffers. The
dedicated Tx buffers have the priority order if they chose to operate with the Tx FIFO
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for example. Like the RX FIFO element, the Tx buffer used to store all the CAN message
frame fields, starting from the type of the identifier, type of the frame, the message ID,
etc. Up to 32 Tx FIFO elements can be allocated during the initialization phase of the
CAN controller. The element size can be configured for the storage of CAN FD messages

with up to 64 bytes data field.

Bit |31 24‘23 16‘15 s‘? 0
To | ESI ‘ XTD | RTR ‘ ID[28:0]

T MMI7:0] EFC ‘ Res. ‘ FDF ‘ BPS ‘ DLC[3:0] Reserved

T2 DB3[7:0] DB2[7:0] DB1[7:0] | DBO[7:0]
3 DB7[7:0] DB6[7:0] DB5[7:0] | DBA4[7:0]
n DBm[7:0] DBm-1[7:0] DBm-2[7:0] | DBm-3{7:0]

Table 4.3: Tx FIFO element in the RAM segment
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Implementation

5.1 Overview

The main program, called main.cpp,it allows the communication on CAN bus between
different nodes. For this project has been realized the C++ class, called Message, which
allows to store the information received from the CAN bus. The CAN protocol Commu-
nication prototype is declared in can-driver.h file which grants the communication with
CAN bus based on interrupt in receiving the messages from the bus. The CAN driver
will support 4 Speeds (125 Kbps, 250 Kbps, 500 Kpbs, 1 Mbps).

5.1.1 Git

The project code is compiled based on Miosix Kernel and through the git software. After
the completion of the development process, we can now open a git command line window
in the same folder containing our code files and Misoix kernel. Then, type the command
_ and type m After the compilation is successful, we can now flash the code
using the ST-LINK driver, This can be easily done by copying main.bin file produced to
the Board driver directly.

MINGWE:/d/New folder/can-driver l=lE

Figure 5.1: Code Compilation through Git
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5.1.2 PuTTy

After flashing the code, PuTTy function takes place. PuTTy is used to open serial
communication terminal between the Stm32h753i board and the computer through the
UART. From the shown figure we configured the communication to be serial and choosing
the COM port number with baud rate equal to 115200 baud.

PuTTY Configuratio s e S

Category:

Basic options for your PuTTY session

Specify the destination you want to connect to

jalling Speed
COM16 "1152DD |

Connection type:

él--Window () Raw (O Telnet ) Rlogin () S5H I
,:EEE?ETE Load, save or delete a stored session I

Figure 5.2: PuTTy software configuration

5.2 CAN Library

In can-driver.cpp, an Initialization function canDriverInit in which will be used to ini-
tialize all the parameters of the can module as designed file there are the function used
for the communication with the CAN bus between the stm32h53-1 Eval Board and the
Microchip CAN Analyzer. The function canDriverReceive reads data from the queue and
store the received values in local variable for further processing before releasing. Another
function canDriverSend aims to transmit the CAN message from its internal RAM seg-
ment TX FIFO 0 after storing it manually to the CAN bus. A C++ class named Message
used to retrieve the received CAN message fields. An interrupt service routine for receiv-
ing CAN Message in Rx FIFO 0 and then putting it in queue so it can be retrieved by

canDriverReceive function.

5.3 CAN peripheral Initialization

In this phase, the CAN controller is initialized upon some design parameters depending
on the project requirements. To start initialization and preparing the controller, An
initialization bit must be set first then to configure the target controller registers another
configuration bit is set which is cleared automatically when initialization bit is cleared.
The following are the design parameters of the CAN controller see Appendix
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5.3.1 Module Clock Setup

e Enable Clock Gating for the FDCAN module on the ABP bus
e Enable the system Oscillator PLL1 From RCC clock register.
e Select pll-1_q_clk as operating FDCAN clock

5.3.2 Ports

Choose the Alternate functions for Port A11 and A12
Port A11 represent FDCAN1_Tx port
Port A12 represent FDCAN1_Rx port
Enable Port D3 as CAN enable bit which is active low

The Port Enable and choosing its function is done using Miosix GPIO interface see
Appendix [A.3.1] The mapping between the CAN Pins and the target ports is done also
by Miosix.

5.3.3 RAM Segments

e 3 elements Rx FIFO 0 operating in Overwriting mode.
Choose the RX FIFO 0 segment start address.

3 elements Tx FIFO 0.

Choose the TX FIFO 0 segment start address.

1 element Acceptance filter.

Choose the Acceptance filter segment start address.

5.3.4 ID Filtering

e Enable the global acceptance filter for non matching Extended-ID messages.
e 1 element extended ID acceptance filter.

e Operation mode Dual filter.

5.3.5 Interrupts

e Enable new message interrupt for Rx FIFO 0
e Enable Interrupt Line 0
e Set Enable bit for the FDCAN peripheral in the interrupt controller
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5.3.6 Initialization flow chart

o D
+

-Enable Gate Clocking
-Enable PLL1 Oscillator
-Set CAN clock

.

Configure Pin 11&12 of
Port A to work as Tx and

Rx of CAN Module

L

-Set INIT bit for
intialization

-Enable Configuration

1.

Allocate RXFIFO 0O, TX
FIFO, EXT ID filter and
Set their operation

mode

L

Input CAN speed

v

Set Prescaler to tune
CAN speed

L

-Enable new Message
Interrupt

-Enable Interrupt Line O

v

Clear INIT bit to finish
initailization

v
e D

Figure 5.3: Initialization Execution flow
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5.4 Algorithm of Transmission using polling

e Set pointer to the Transmission segment (FIFO,Buffer,Event).

e Pass the length of the data, data payload and the identifier to be transmitted.

e Start accessing the Tx segment to fill it with the required passed data and to
construct the CAN frame.

e Add transmission Request corresponding to the target element.

e Wait transmission to be occurred.
e Clear the transmission Add Request bit of the CAN bus for the next transmission.

5.4.1 Transmission flow chart

- Message ID
- Message data
- Data Length

Abort
Transmission

Is FIFO elemnt

available?

Start Filling FIFO
element with CAN

frame fields

o

Add Transmission
Request

crrosponding to
the transmission

element

v

Return data size

End

Figure 5.4: Transmission Execution flow
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5.5 Algorithm of Receiving using interrupt

e No New message arrived module stay idle.

If Message Received, get the Rx message from the queue.

Retrieve the message payload.

Return the Id and Length of the message

5.5.1 Receiving Flow Chart

=D
I

Get Rx message
for the RX geue

v

Store the
message data
bytes

v

Return Message
Data length, ID

-
C

Figure 5.5: Receiving Execution flow
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5.6 Interrupt Service Routine

In the initialization phase we enabled the interrupt for the new message received on the

bus.

The CAN controller has 2 interrupt lines, interrupt line 0 and interrupt line 1.

Interrupt line 0 is enabled to handle the receive message signal. Then we enabled the
peripheral FDCAN interrupt form NVIC register. At the end of the ISR the retrieved
RX message is putted to a queue early declared in the CAN library -

The ISR is executed as the following:

Check for new message.

Initialize the Get Index and set its value from the corresponding registers.
Retrieve the message fields (ID, DLC, data payload).

Acknowledge and increment the Get Index.

Clear new message iterrupt status

Put the Rx message to a queue.

5.6.1 Interrupt flow chart

New Message

received?

Read Rx FIFO O
Get Index

L

Retreive received
CAN frame

L

Acknowledge
And Increment Get

Index

L

Put the Rx
Message into the
Rx geue

Figure 5.6: ISR Execution flow
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Chapter 6

Testing and Result

6.1 Setup project environment

MICROCHIP CAN
ANALYZER

STM32H753I
EVAL -BORAD

Figure 6.1: Testing environment

As shown in Fig, The project will be tested in 2 versions of the software. The
first with one will be the loop back mode, where we will not use the CAN bus but the
Tx and Rx pins will be connected directly without affecting the CAN system. Also the
Baud rate here will be useless as it will no need for bit timing in this case.

The Second version of the software will be a connection between two nodes on the
CAN bus. The first node will be the CAN peripheral on the Stm32h753i-eval board
and the second node will be the Microchip CAN Analyzer. In this Software version we

will test Sending function with polling technique and the receiving Function with thee
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interrupt technique. The bit timing here is a must because the baud rate between the
two nodes must be set.

First we setup the required software stated in Chapter4. Second the ST-Link cable
for flashing the program after compiling in the git software, Now we connect the CAN
analyzer to the computer and the then connect it with development board on the CAN
bus. Then setup the UART connection for the PuTTy terminal with serial connection

on one of the COM ports and 115200 baud rate. Every thing is ready now for testing.

6.2 Testing

The most exciting part about this project is when it comes to the point where two CAN
nodes communicate with each other. I started off with writing a simple program that
sent messages using internal loop back mode and then external loop back mode for signal
analysis. From there on, I extended the program to also receive and transmit CAN
messages from the microchip CAN analyzer using polling technique. At the end now the

peripheral is working with interrupt on receiving.

6.2.1 Loop Back mode

The operation mode now is set to be in Test mode operation. From the peripheral con-
trol Register FDCAN_CCCR, we set bit 7 to enter the test mode. After that, we enable
the loop back from FDCAN_TEST register. The loop back test is very useful to see the

internal hardware is fully functioning.

The First case is the transmission of 8 characters. The function _ is
called the parameters is passed to it as the following:

e TX Message = [a,b,c,d,e,f,g,h]

e Id = Ox11.

e DLC = 8 bytes.

Using polling technique we will check for the new message by calling the receive
function. When the message is in the RAM, it is retrieved from the RAM allocated
segment Rx FIFO 0.

47



Chapter 6 — Testing and Result

Figure 6.2: Test 1 result

Result : form the above figure the we can see the that the message is received correctly.
The DLC value (8bytes) is stored in the Tx FIFO underlined with yellow line. Below is
the received value returned from the receive function, the ID which is 0x11 and the length

of the message payload is 8(bytes). and the the value of the payload itself {a,b,c,d,e.f,g h}.

Second Case is to send 8 numbers e.g.1,2,3,4,5,6,7,8 and stick with the same ID. This
test shows the accurate operation of the receive function _

Figure 6.3: Test 2 result

From the above figures, it shows that the transmission and receiving algorithms is
working perfectly in the loop back testing mode. The first 8 characters was received and
stored correctly, and when we change the value of the payload, it still receiving the exact
transmitted value. This proves the functionality of the designed algorithm to read data
from the FIFO effectively.

This test is very good for debugging purposes only, because it doesn’t use a real node
for testing. As a result of that we can’t relay on this way to check the operation of the
CAN module, and we must implement a real CAN network between two nodes or more

to make sure of the operation of the algorithm.
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6.2.2 Normal mode

In this section we will present the second and last version of the software. The Ap-
plication is to use previously implemented functions but in different way. The func-
tion |CARDEIVEEREEEIVE| will be reconstructed to just get the received message from the
queue. Here the ISR will take place and constructed to perform the old receiving func-
tion task.This way of execution of the ISR is based on the Miosix OS. When the message
is captured correctly, it will be putted in a queue called - This queue is pre-
declared in the can_driver.cpp file as a queue of Message class with 8 bytes of data. The
receiving function will be Mutex locked to guard its resources, and these are some used

features of Miosix kernel that is included in this project.

The Test will be done as the following, a CAN message will be sent form the Microchip
CAN analyzer. The interrupt signal must be triggered and the message is received and
the payload is stored in a local variable. The message fields to be transmitted is:

e TX Message = [A,B,C,D,E,F,G,H]

e Speed = 125 Kbps.

e Id = O0xAB.

e DLC = 8 bytes.

After setup the connection and download microchip software, we now must setup the

hardware baud rate from the below Fig. For the other node a member of an enum
class is passed to the _ function with the same value to set the bit timing.

.
£3\ CAN BUS Analyzer i SRR

File  View Tools Setup Help

Hardware Setup =]

CAM Bitrate Control
STATUS: MNA

125 Kbps - ]

Set

CAN Made Control
STATUS: MA

MNormal Mode A ]

Set

Bus Termination Control
STATUS: MA

on -]

Set

3

Tool Disconnected | CAN BUS Speed | !I

Figure 6.4: Hardware setup in Microchip CAN analyzer
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Now we prepare the Transmission message in the microchip CAN analyzer.

CAN BUS Analyzer

File View Tools Setup Help

Transmit

FORMAT DD DLc DATAG DATA1 DATAZ DATA3 DATA4 DATAS DATAG DATA7 PERIOD (msec)  REPEAT TRANSMIT
Hex  [=|ab 3 a1 2 3 24 a5 6 17 8 0 0 [ send |
0 0 [ send |

4

[Hex
[Hex

0 0 | Send |

]

Figure 6.5: Microchip transmitted message

After opening a serial session from the PuTTy terminal software. between the Eval-

Board and the computer, we now can see the result.

AM MEM

Figure 6.6: CAN Rx message displayed on PuTTy

The above figure shows the received message from the can analyzer. The Id of the
message set to be 0xAB and a 8 bytes transmitted in hex format representing the capital
characters of 8 alphabet letters. the transmission is repeated periodically for 3 times to
validate the work mechanism of the RX FIFO with Get Index. As you observe there is
a 3 yellow arrow lines indicate the increment of the Get Index and how the algorithm
increment it to move directly to the next element in the RAM receive segment. Since the

receiving algorithm is tested in the loopback mode, this test was meant only for interrupt

working functionality.
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Chapter 7

Conclusion

7.1 Conclusion

This thesis describes about implementing the CAN bus on Stm32H753I-Eval board. The
operation of the CAN protocol has been tested perfectly between the Stm32H7531 and
the CAN analyzer enables the exchange of information between the two interfaces. As
the CAN protocol is compatible with many of the devices it can be implemented in
any of the embedded systems for real time transmission of data with less number of
interconnections and large number of devices to communicate. Miosix kernel provide
a very easy way to interface the GPIO peripherals, that reduced the code foot print.
Moreover, the queue provided by Miosix allow the developer to benefiting from many
services like for example interrupt management. Mutex service supported by Miosix

helped in managing the receive section resources.

7.2 Future Work

Using the CAN drive is introducing a lot of varieties in controlling the communications
between nodes. CAN have the high baud rate of synchronous communication and don’t
need clock signals like Asynchronous communication, this leads to high flexibility in
adding nodes easily. The project can be extended to increase the number of Tx&Rx
FIFO elements to hold a lot of messages reaching from many different nodes. This is
very advantageous in Automotive sector, as the one automobile can contain a lot of
sensors; like LIDARs, Auto Brake, antilock and many others. The new ADAS(Advanced
driver-assistance systems) system requires a very high baud rate(up to 8 Mbits/s) to
support data collection from different sensors, which will enhance the real time embedded

environments.
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Appendix A

Can Library

A.1 Main.cpp

#include <cstdio>
#include "miosix.h"

#include "can_driver.h"

using namespace std;

using namespace miosix;

using ledl = Gpio<GPIOF_BASE ,10>;

void threadl (void )
{
for(;;) {
ledl::high();
Thread::sleep (500) ;
ledl::1low();
Thread::sleep (500) ;

int main ()
{
printf ("Testing\n");

unsigned char TxMSg([l={’1’,’2’,°3’,°4°,°5",

unsigned int id = O;

)67’;7)’787};

int TxMsgSize = sizeof (TxMSg)/sizeof (TxMSg[0]);

canDriverInit (CanSpeed:: SPEED_125Kbps) ;

ledl::mode (Mode: : OUTPUT) ;
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Thread::create (&threadl ,4096) ;

while (1)
{

canDriverSend (id++, TxMSg , TxMsgSize) ;
Thread::sleep (100); =*/

char recvmsg[8];
auto result=canDriverReceive(recvmsg,bsizeof (recvmsg));
int size=get<0>(result);

unsigned int id=get<1>(result);

printf ("size=%d id=%d\n",size,id);
if (size>=0)
{

memDump (recvmsg ,size) ;

canDriverSend (id+1,recvmsg,size) ;

A.2 can-driver.h

#define FDCAN_ELEMENT_MASK_EXTID ((uint32_t)O0x1FFFFFFFU) /* Extended
Identifierx*/

#define FDCAN_ELEMENT_MASK_XTD ((uint32_t)0x40000000U) /* Extended
Identifierx*/

#define FDCAN_ELEMENT_MASK_STDID ((uint32_t)0x1FFC0000U) /* Standard

Identifier */
#define FDCAN_ELEMENT_MASK_DLC ((uint32_t)0x000F0000U) /#* Data Length
Code */
#define FDCAN_RXFOS_FOFL_Pos (0U)
#define FDCAN_RXFOS_FOFL_Msk (0x7FU << FDCAN_RXFOS_FOFL_Pos)
/*1< 0x0000007F */
#define FDCAN_RXFOS_FOFL FDCAN_RXFOS_FOFL_Msk

#pragma once

#include <tuple>

enum class CanSpeed

{
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15
16

17

18

19| } ;
20

21

292 /**
23 *
24| %k
25 */
26| Voi
27

28 /**
29 *
30 *
31 *
32 *
33k
34 *
35|k
36 */
37/ int
38

39| /**
40| *
11 *
12 *
43| *
44| *
15 *
46 */

SPEED_1Mbps ,

SPEED_500Kbps ,
SPEED_250Kbps ,
SPEED_125Kbps ,

Initializes the CAN driver

\param speed the CAN speed

d canDriverInit(CanSpeed bitRate) ;

Send a message through the CAN bus.

Blocking function, retuns after the message has been sent
Function can be called by multiple threads

\param address CAN address

\param message pointer to an array with the bytes of the message
\param size size of message

\return the number of bytes sent, or a negative number in case of

errors

canDriverSend (unsigned int id, const void *message, int size);

Receive a message from the CAN bus.

Blocking function, retuns after the message has been received
Function can be called by multiple threads

\param message pointer to an array with the bytes of the message
\param size size of message

\return the number of bytes received, or a negative number in case

of errors

47| std::tuple<int, unsigned int> canDriverReceive(void #*message, int size)

)

A.

3 can-driver.cpp

i|#include "can_driver.h"

2(#include <cstdio>

3l#include <algorithm>

4/ #include <miosix.h>
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5| #include "kernel/scheduler/scheduler.h"

6|#include "kernel/sync.h"

slusing namespace std;

9lusing namespace miosix;

11| class Message

120 {

13| public:

14 unsigned char canMessage [8];
15 unsigned int id;

16 unsigned char len;

17|}

19| static Mutex rxMutex;

20l static Queue<Message ,8> rxQueue;

22{using cantx = Gpio<GPIOA_BASE ,11>;
23l using canrx = Gpio<GPIOA_BASE ,12>;
Gpio<GPIOD_BASE ,3>;

24| using canEn

A.3.1 canDriverlnit

1|void canDriverInit(CanSpeed bitRate)

2| {

FastInterruptDisableLock dLock;
5 RCC->APB1HENR |= RCC_APB1HENR_FDCANEN; //enable clock

7 /* setup the clock of the FDCAN module with PLL1_gq
8 1- enable PLL 1 oscillator from RCC->CR register
9 2- Select pll-1_q_clk as FDCAN clock x*/

10 RCC->CR |=RCC_CR_PLL10N;

11 RCC->D2CCIP1R [=(1<<28);

12

13 RCC_SYNC () ;

14

15 cantx::mode (Mode:: ALTERNATE) ;

16 cantx::alternateFunction (9) ;
17 canrx::mode (Mode:: ALTERNATE) ;
18 canrx::alternateFunction (9);
19 canEn::mode (Mode: : OUTPUT) ;

20 canEn::low () ;
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//Initialize the CAN module INIT bit is set configuration
FDCAN1->CCCR |= FDCAN_CCCR_INIT;

// wait until intialization begains
while ( FDCAN_CCCR_INIT == O0);

//CCE bit enabled to start config. cleared when INIT is cleared
FDCAN1->CCCR |= FDCAN_CCCR_CCE;

FDCAN_CCU->CCFG = (0<<16) | FDCANCCU_CCFG_BCC;

//FDOE cleared to operate as classical CAN
FDCAN1->CCCR &= ~ (FDCAN_CCCR_FDOE);

//FDCAN global filter for accepting non matching ext-ID message
store it in RX FIFO O

FDCAN1->GFC &=~ (FDCAN_GFC_ANFE) ;

FDCAN1->GFC |=(3<<FDCAN_GFC_ANFE) ;

//Reset register to configure
FDCAN1->XIDFC &=0x00000000;

//1 element ext-ID filter , Ext-ID Filter start address 0x4000
FDCAN1->XIDFC |=(1<<FDCAN_XIDFC_LSE_Pos) | (0x0);

//reset register to configure

FDCAN1->RXFOC &=(0x00000000) ;

//overwriting mode, fifo 3 elemnts, start address 0x4000 BO004

FDCAN1->RXFOC |=(1<<31) | (3<<16) | (1<<14) | (0x404);
FDCAN1->RXESC &=0x00000000 ; // reset RX data field
FDCAN1->TXESC &=0x00000000; // reset TX data field
FDCAN1->RXESC &=0x00000000; // 8 byte RX data field
FDCAN1->TXESC &=0x00000000 ; // 8 byte TX data field

// register reset for configuration

FDCAN1->TXBC &=0x00000000;
FDCAN1->TXBC &="(1<<30); // TX FIFO mode
// assign 3 FIFO elements , TX FIFO start address 0x4000 B404

FDCAN1->TXBC |= (3<<24) | (2<<14) | (0x804);
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/*Enable test mode for internal loop backx*/
//FDCAN1->CCCR |= FDCAN_CCCR_TEST;
//FDCAN1->CCCR |= FDCAN_CCCR_MON;

/*Enable loop back */
//FDCAN1->TEST |=FDCAN_TEST_LBCK;

int BRP = 0;
switch(bitRate){
case CanSpeed::SPEED_1Mbps:

BRP = 2;

break;

case CanSpeed::SPEED_500Kbps:
BRP = 4;

break;

case CanSpeed::SPEED_250Kbps:
BRP = 8;

break;

case CanSpeed::SPEED_125Kbps:
BRP = 16;

break;

}

/* set Nominal Bit Timming register so that sample point is at about
87.5% bit time from bit start for 1Mbit/s, BRP = 2, TSEG1 = 19,
TSEG2 =5, SJW = 9 => 1 CAN bit = 40 TQ, sample at 80% */

FDCAN1->NBTP = 0x00000000 ; // register reset value
FDCAN1->NBTP |= ((10-1)<<25) | ((BRP-1)<<16) | ((39-1)<<8) | ((10-1)
<<0) ;

// new message interrupt Enable RX FIFO O
FDCAN1->IE |= FDCAN_IE_RFONE;
FDCAN1->ILE |= FDCAN_ILE_EINTO;

//filter element configuration in RAM

unsigned int volatile * EX_filter_element = (unsigned int *) O
x4000ACO00;
*EX_filter_element++ = 0x20000001; // store message in RX FIFO 0 ,

EX_filter_identifierl Ob0 & 0x0000001

*EX_filter_element = 0x40000001; // filter type :dual ID filter |,
EX_filter_identifier2 ObO & 0x0000001

FDCAN1->CCCR &= ~“(FDCAN_CCCR_INIT);

NVIC_EnableIRQ(FDCAN1_ITO_IRQn);
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105] +

)

A.3.2 canDriverSend

int canDriverSend(unsigned int id, const void #*message, int size)

{

const char *msg=reinterpret_cast<const char #*>(message);

// check if fifo is full or not
if ((FDCAN1->TXFQS & (1<<21)) !'= 0) return -1;

// Accessing Tx FIFO in RAM at address 0x4000B404
unsigned int volatile * Tx_FIFO = (unsigned int *) 0x4000B404;
*Tx_FIFO = 0x00000000;

*Tx_FIFO = 0x40000000 | id; // ESI=0, XTD=1,RTR =0
Tx_FIFO0++;
*Tx_FIF0 = (size<<16); // no of Data Bytes, No bit rate switching

, FDF = 0, Classic CAN Tx, don’t store fifo event
Tx_FIFO++;

uint32_t i = 0;
int remaining=size;

while (remaining >=4)

{
*Tx_FIF0 = ((msgl[i+3] << 24) |
(msg[i+2] << 16) |
(msgl[i+1] << 8) |
msg [1+0]) ;
i+=4;
remaining -=4;
Tx_FIFO++;
}

switch(remaining)

{
case 1: *Tx_FIFO0 = msgl[i];
break;
case 2: *Tx_FIFO0 = msgl[i] | (msgl[i+1] << 8);
break;
case 3: *Tx_FIFO0 = msgli] | (msgli+1] << 8) | (msgl[i+2] << 16);
break;
}
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FDCAN1->TXBTIE |=0x7; // enable interrupt for first
3 FIFO elements

FDCAN1->TXBAR &=0x00000000; //reset TXBAR

FDCAN1->TXBAR [=0x1; //add transmission request

for TX FIFO first element (0), start transmission

return size;

A.3.3 canDriverReceive

tuple<int, unsigned int> canDriverReceive(void *message, int size)
{
Message RxMsg;
char *msg=reinterpret_cast<char *>(message) ;
{
Lock<Mutex> 1l(rxMutex) ;

rxQueue .get (RxMsg) ;

for(int i = 0; i < min<int>(RxMsg.len, size); i++)
{
msg[i] = RxMsg.canMessagel[il];
}
return make_tuple (RxMsg.len<=size 7 RxMsg.len : -1, RxMsg.id);

A.3.4 FDCAN_IRQHandler

void __attribute__ ((naked)) FDCAN1_ITO_IRQHandler () {
saveContext () ;
asm volatile("bl _Zl8FDCAN1_ITO_IRQImp1V”);

restoreContext () ;

A.3.5 FDCAN IRQImp

void __attribute__ ((used)) FDCAN1_ITO_IRQImpl() {
if (FDCAN1->IR & FDCAN_IR_RFON) {
Message RxMsg;
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// Fill message fields

uint32_t GetIndex = 0;

uint8_t *pData;

GetIndex = ((FDCAN1->RXFOS & FDCAN_RXFOS_FO0GI) >> 8);

//Accessing Rx FIFO in RAM at address 0x4000 BO004
unsigned int volatile * Rx_FIFoOSA = (unsigned int *) 0x4000B004;
Rx_FIFoOSA += (GetIndex * 16)/sizeof (unsigned int);
/* Retrieve Identifier x*/
if (((*Rx_FIFoOSA && FDCAN_ELEMENT_MASK_XTD) >>30) == 1){
RxMsg.id = *Rx_FIFoOSA & FDCAN_ELEMENT_MASK_EXTID;
telsed{
RxMsg.id = ((*Rx_FIFoOSA & FDCAN_ELEMENT_MASK_STDID) >>18);
}
Rx_FIFoOSA++;
/* Retrieve DATA Lengthx*/
RxMsg.len = (*Rx_FIFoOSA & FDCAN_ELEMENT_MASK_DLC) >>16;
Rx_FIFoOSA++;
/* Retrieve Rx payload x*/
pData = (uint8_t *)Rx_FIFo0SA;

for(int 1 = 0; i < RxMsg.len; i++)
{

RxMsg.canMessage [i] = #*pData++;
}

/*Acknoledge and increment GetIndexx*/
FDCAN1->RXFOA = GetIndex;
FDCAN1->IR = FDCAN_IR_RFON; //TODO: here is good?

bool hppw=false;
rxQueue . IRQput (RxMsg , hppw) ;
if (hppw) Scheduler::IRQfindNextThread () ;

60




Bibliography

[1] S. Heath, Embedded system design 2nd edition. Newnes, 2003, 1SBN: 0 7506 5546
1.

[2] G. R. Andrei and S. V. Alexandru, “On the communication network inside
vehicles”, in
2015 7th International Conference on Electronics, Computers and Al, 2015,
WW-13-WW-18.

[3] S. Corrigan, “Controller area network physical layer requirements”, p. 5, 2008.

DOIL: http://www.ti.com/1it/an/s11a270/s11a270.pdf.

[4] B. Fijalkowski,

Controller Area Networking. In:Automotive Mechatronics: Operational and Practical Issues,

ser. Intelligent Systems, Control and Automation: Science and Engineering.
Springer, Dordrecht, 2010, vol. 47, 1SBN: 978-94-007-0408-4.

[5] P.Zhang, “Advanced industrial control technology”, in. Elsevier Inc, 2010, ch. 10,
p. 368, 1SBN: 13: 978 1 4377 7807 6.

6] H.F.Othman, Y. R. Aji, F. T. Fakhreddin, and A. R. Al-Ali, “Controller area
networks: Evolution and applications”, in
2006 2nd International Conference on Information Communication Technologies,
vol. 2, 2006, pp. 3088-3093.

[7] H. Chen and J. Tian, “Research on the controller area network”, in
2009 International Conference on Networking and Digital Society, vol. 2, 2009,
pp- 251-254.

[8] O. Pfeiffer and C. Keydel, “Challenges of canopen node id assignment, avoiding
duplicates”, in 2013 1st international Mobile Machine Control conference (MMC),
2013, pp. 7-13.

[9] J1939 introduction, https://www.kvaser.com/about-can/higher-layer-
protocols/j1939-introduction/, Accessed: 2020-04-07.

[10] R. B. GmbH, “Can specification 2.0”, 1991.

61


https://doi.org/http://www.ti.com/lit/an/slla270/slla270.pdf
https://www.kvaser.com/about-can/higher-layer-protocols/j1939-introduction/
https://www.kvaser.com/about-can/higher-layer-protocols/j1939-introduction/

Chapter A — BIBLIOGRAPHY

[11] R. Bosch, “Can with flexible data-rate specification version 1.0”, 2012.

[12] Can error detection and fault confinement, https://embedclogic.com/can-

protocol/can-error-detection-and-fault-confinement/, Accessed:
2020-04-07.

[13] T. R. Jena, A. K. Swain, and K. Maha-
patra, “A novel bit stuffing technique for controller area network (can) protocol”, in
2014 International Conference on Advances in Energy Conversion Technologies (ICAECT),
2014, pp. 113-117.

[14] Can bus error handling, https://www.kvaser.com/about-can/the-can-

protocol/can-error-handling/|, Accessed: 2020-04-07.

[15] G. Jinyan and H. Yueli, “The design and realization of can bit timing logic”, in
2010 Asia Pacific Conference on Postgraduate Research in Microelectronics and Electronics,

2010, pp. 333-337

[16] ST, “Rm0433 reference manual for stm32h753i value line advanced arm(®)-based
32-bit mcus”, 2019.

[17]  Can bit time calculation, http://www.bittiming.can-wiki.info/, Accessed:
2020-04-07.

[18] Can physical layer and termination guide, https://www.ni.com/it-

it /innovations/white-papers/09/can-physical-layer-and-termination-guide.html,
Accessed: 2020-04-07.

[19] G. Cena, I. C. Bertolotti, T. Hu, and A. Valenzano, “Effect of jitter-reducing
encoders on can error detection mechanisms”, in
2014 10th IEEE Workshop on Factory Communication Systems (WFCS 2014),
2014, pp. 1-10.

[20] A. A. Salunkhe, P. P. Kamble, and R. Jadhav, “Design and implementation of can
bus protocol for monitoring vehicle parameters”, in
2016 IEEE International Conference on Recent Trends in Electronics, ICT, 2016,
pp. 301-304.

[21] Li Ran, Wu Junfeng, Wang Haiying, and Li Gechen, “Design method of can bus
network communication structure for electric vehicle”, in

International Forum on Strategic Technology 2010, 2010, pp. 326-329.

[22] S. Yang, D. Tang, and X. Shi, “Testing system for can bus-oriented embedded
software”, in
2014 IEEE/ACIS 13th International Conference on Computer and Information Science(ICIS),
2014, pp. 379-384.

62


https://embedclogic.com/can-protocol/can-error-detection-and-fault-confinement/
https://embedclogic.com/can-protocol/can-error-detection-and-fault-confinement/
https://www.kvaser.com/about-can/the-can-protocol/can-error-handling/
https://www.kvaser.com/about-can/the-can-protocol/can-error-handling/
http://www.bittiming.can-wiki.info/

	Introduction
	Inside the Embedded System
	Networks in Embedded systems
	How To Choose The Communication protocol

	CAN Controller Area Network
	Introduction
	CAN Technical Characteristics
	Multi-master
	Message Transmission
	Flexibility
	Speed
	Remote data
	Error Handling
	Connections

	ISO Layers
	Physical Layer
	Data Link Layer

	CAN Operation Mechanism
	Message Transfer
	Types of Frames
	Data Frame
	Arbitration phase
	Message Broadcast

	Data Synchronization
	Error detection
	Bit Timing
	Nominal Bit Rate


	Project Environment
	Hardware
	Supplementary Hardware
	Microchip CAN analyzer

	Software
	Misosix
	Git
	Perl
	STLink drivers
	PuTTY
	Microchip CAN Bus analyzer Software


	FD CAN Module
	Overview
	Module features

	Operating Modes
	Initialization mode
	Normal mode
	Transceiver delay compensation
	Restricted operation mode
	Bus monitoring mode

	Message RAM
	Configuration
	Rx Handler
	Acceptance Filters
	Tx Handler


	Implementation
	Overview
	Git
	PuTTy

	CAN Library
	CAN peripheral Initialization
	Module Clock Setup
	Ports
	RAM Segments
	ID Filtering
	Interrupts
	Initialization flow chart

	Algorithm of Transmission using polling
	Transmission flow chart 

	Algorithm of Receiving using interrupt
	Receiving Flow Chart

	Interrupt Service Routine
	Interrupt flow chart


	Testing and Result
	Setup project environment
	Testing
	Loop Back mode
	Normal mode


	Conclusion
	Conclusion
	Future Work

	Can Library
	Main.cpp
	can-driver.h
	can-driver.cpp
	canDriverInit
	canDriverSend
	canDriverReceive
	FDCAN_IRQHandler
	FDCAN_IRQImp



