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1. Introduction & Background
As LLMs are deployed with real-world con-
sequences, alignment, the process of shaping
model behavior to reflect human intentions, has
become a fundamental requirement for trustwor-
thy AI [8]. The stakes are highest in dual-use
settings, where the same knowledge is benign in
one context yet dangerous in another: explain-
ing a pathogen’s mechanism can protect pub-
lic health or enable bioterrorism. This harm
is severe and irreversible, and hazardous knowl-
edge is inseparable from legitimate scientific ex-
pertise [9]. Fine-tuning is the primary mecha-
nism for implanting or removing such capabili-
ties, but it normally requires updating billions of
parameters, a huge computational and memory
cost. Parameter-Efficient Fine-Tuning (PEFT)
via Low-Rank Adaptation (LoRA) [4] reduces
this overhead by orders of magnitude, mak-
ing adaptation feasible on standard consumer
hardware through low-rank matrix injection into
frozen Transformer layers. Growing privacy con-
cerns and strict data-sharing regulations have
driven the rise of collaborative paradigms such
as Federated Learning (FL) [6], where clients
train a shared model while raw data never leaves
local devices. Applying FL to LLMs, however, is

hindered by the scale of parameters exchanged
at every round; PEFT mitigates this barrier by
shrinking that footprint, making FL practical
even for billion-parameter models.
Existing safety defenses often intervene only
after training: machine unlearning [12] and
circuit-breaking [13] surgically remove or sup-
press hazardous capabilities only once they have
already been absorbed into model weights, re-
quiring extra computation. Deep Ignorance [7]
instead intervenes earlier, at the pretraining
data stage, using a Risk Estimator [11] classi-
fier, a Masked Language Model (MLM) [10], to
filter hazardous content before it ever reaches
the model. However, this filtering step presup-
poses server-side access to the data, which the
federated setting forbids by design, a constraint
we term the blind server problem.
This work bridges this gap and tries to find novel
solutions beyond simple data selection. Our an-
swer relocates data assessment entirely to the
client, where raw data is locally accessible, and
couples risk-aware local training with safety
enforcement in the aggregation space, where
the server is permitted to operate, guided by
a standardized per-sample risk signal computed
client-side.
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Figure 1: Methodology Overview.

2. Goals and Research Ques-
tions

The goal of this thesis is to design a secure, de-
centralized fine-tuning framework that prevents
the acquisition of dual-use capabilities without
violating the privacy constraints of a federated
server. To this end, the research systemat-
ically investigates: (i) the viability of proac-
tive data-filtering within a Parameter-Efficient
(QLoRA) regime; (ii) the replicability of such
data-filtering safety properties within a Fed-
erated Learning framework; (iii) the develop-
ment of risk-aware, weight-space interventions
to achieve safety-robustness beyond data selec-
tion; and (iv) the resulting trade-off between risk
mitigation (safety) and general reasoning capa-
bilities (utility) of the model.

3. Proposed Methodology
We structure the work as a four-module pipeline
(Fig. 1), where each module gates the transition
to the next.

3.1. Module 1 – Centralized Baseline
Verification

The pipeline opens on a single node and pro-
ceeds through three sequential steps, exactly as

depicted in Fig. 1.
(1) Preprocessing. A Risk Estima-
tor assigns a continuous threat probability
Pthreat(x) ∈ [0, 1] to every training sample. (2)
QLoRA Fine-Tuning. The network’s param-
eters are mathematically decomposed as Θ =
Θ0 ⊕ Φ, where Θ0 represents the strictly frozen
pre-trained base weights, and Φ denotes the
trainable low-rank PEFT adapters. The adap-
tation is performed via QLoRA [2] on controlled
dataset compositions (Safe-only, Mixed, Threat-
only). (3) Evaluation. The adapted model is
evaluated along two axes: a Risk score, quanti-
fying the residual presence of the targeted haz-
ardous capability (lower is better), and a Util-
ity score, quantifying the preservation of general
reasoning capabilities (higher is better). This
module verifies that data-filtering safety survives
a low-rank, 4-bit-quantized regime before tra-
sitioning to federated training.

3.2. Module 2 – Federated Transition
The same three steps are now replicated across
federated network. Each client executes:
(1) Preprocessing. The local Risk Estima-
tor classifies and filters data. (2) Local Fine-
Tuning. Each client adapts the global model
locally via QLoRA, computing a weight up-
date ∆Φk. (3) Communication. Only the
lightweight LoRA adapter deltas ∆Φk are trans-
mitted to the server. (4) Aggregation. The
server applies FedAvg:

∆Φglobal =

K∑
k=1

nk

N
∆Φk (1)

where nk/N is each client’s share of total sam-
ples. The updated global adapter is then broad-
cast back to all clients, and steps (2)–(4) repeat
for a total T communication rounds. (5) Eval-
uation verifies that the safety pattern survives
decentralization. This module fixes two refer-
ence baselines: FedAvg (M0), with no inter-
ventions, and Data Selection (M1), i.e. Deep
Ignorance [7] filtering applied at the edge.

3.3. Module 3 – Safety-Aware Aggre-
gation Test

This is the core contribution of the thesis. Data
filtering is removed from the pipeline: each client
now emits only a Risk Signal (step 1a in Fig. 1),
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alongside its adapter update. The server con-
sumes this signal inside a Safety-Aware Aggre-
gation Mechanism. The honest execution of the
Risk Estimator is an explicit trust assumption.
Three different solutions are studied.

Dynamic Weighted Aggregation (M2). A
risk score wk encodes each client’s data compo-
sition, so the global update is now:

∆Φglobal =

K∑
k=1

wk ∆Φk (2)

This weight is computed directly from the
client’s local data composition during the cur-
rent round, where NS,k and NT,k denote the
number of safe and hazardous samples processed
by client k, weighted respectively by the fixed
coefficients 0.8 and 0.2 to reflect their relative
trust.

wk =
0.8NS,k + 0.2NT,k

Ntot,k
(3)

Consequently, each client’s update is directly
scaled according to its underlying data type dis-
tribution: clients with more hazardous data ex-
ert proportionally less influence.

Task Vector Aggregation (M3). Each
client trains two adapters on data partitioned by
the Risk Estimator: a safe adapter Φsafe,k and
a threat adapter Φthreat,k. After global aggre-
gation via FedAvg, the server negates the haz-
ardous direction scaled by α:

Φt+1 = Φsafe_global − α (Φthreat_global − Φt)

(4)
Subtracting Φt prevents exponential accumula-
tion across rounds, targeting only the newly ac-
quired hazardous delta ∆Φthreat_global.

Risk-Aware Projection for Federated
Learning, RAP-FL (M4). While M2 and
M3 apply their interventions uniformly to the
entire adapter, via scalar weighting or full vec-
tor negation, RAP-FL operates at a finer geo-
metric granularity: it identifies the specific di-
rection in parameter space encoding hazardous
knowledge, then surgically removes only that
component while salvaging any entangled benign
knowledge.

Mathematical formulation. Let ∆ΦU
k (util-

ity update) and ∆ΦR
k (risk update) be produced

by client k using Pthreat(x), the classifier prob-
ability score estimating how hazardous a sam-
ple is, as a soft weight during optimization. The
server aggregates them into global direction ten-
sors weighted by dataset share ak = nk/N :

GU =
∑

k ak ∆ΦU
k , GR =

∑
k ak ∆ΦR

k (5)

The orthogonal projection of any adapter up-
date V onto the hazardous direction GR is:

ProjGR(V ) =
⟨V, GR⟩F
∥GR∥2F

GR (6)

Subtracting this component (scaled by λ, µ ∈
[0, 1]) yields cleaned updates ∆̃Φ

U

k and ∆̃Φ
R

k .
Because dual-use data entangles benign and haz-
ardous knowledge in the same samples, the resid-
ual Rk of ∆̃Φ

R

k aligned with the utility direc-
tion GU is salvaged rather than discarded. The
global model update is:

Φt+1 = Φt +
∑

k ak ∆̃Φ
U

k + γ
∑

k ak Rk (7)

where γ ∈ [0, 1] governs the salvage rate. This
per-step geometric decomposition is what pre-
vents catastrophic forgetting: benign parameter
sub-spaces are never corrupted by the surgical
removal of hazardous directions.

3.4. Module 4 – Evaluation
All five strategies (M0–M4) are compared head-
to-head on the safety-utility trade-off (Fig. 1,
right panel). The evaluation framework is
Multiple-Choice Question Answering (MCQA),
probing the model’s latent knowledge [1] directly
from output probabilities for replicability and
consistency.

4. Experimental Setup & Re-
sults

4.1. Setup
All experiments use deep-ignorance-
pretraining-stage-unfiltered [7], a 6.9B-
parameter decoder-only model trained on 500B
unfiltered tokens, an ideal baseline encoding
dual-use knowledge prior to any alignment.
Adapters target all linear layers with r = 16
(33.5M trainable parameters, ≈0.49% of the
network), quantized to 4-bit NF4 (QLoRA [2]).
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Training data is drawn from Camel Biol-
ogy and Camel Chemistry, two dense dual-
use scientific corpora, then labeled by a fine-
tuned ModernBERT [11] classifier, inherited
from Deep Ignorance [7], acting as the Risk Es-
timator (using a threshold τ=0.8, above which
samples are flagged as hazardous). We simulate
a K = 2 federated network where each client
holds exactly 6,016 samples, tested across three
fixed-heterogeneity scenarios:
• S1 (Extreme Asymmetry): One client

holds 100% safe data, the other 100% threat
data.

• S2 (Mixed Homogeneous): Both clients
hold a 50/50 safe/threat split.

• S3 (Mixed Heterogeneous): Clients hold
60/40 and 30/70 safe/threat splits.

Evaluation is performed via MCQA on two pri-
mary benchmarks:
• WMDP [5]: Measures hazardous knowledge

retention (lower is safer).
• MMLU-Bio / MMLU-NoBio [3]: Mea-

sures general-domain utility (higher is better).

4.2. Results
Figure 2 reports WMDP and MMLU-Bio aver-
age accuracy across all five training epochs and
three federated scenarios, over two seeds.

Standard Baselines. FedAvg (M0) fails
systematically: blind aggregation of malicious
adapter updates escalates WMDP from the pre-
trained baseline of 33.6% to ∼40.3% on average
across scenarios. Data Selection (M1) per-
forms acceptably in S1 (WMDP≈ 34.0%), where
the compromised client can be fully excluded,
but at the cost of data starvation: MMLU-Bio
falls to 37.8%, well below baseline utility. Crit-
ically, in the realistic scenario S3, M1 fails on
both axes simultaneously, WMDP remains ele-
vated at 37.7% while MMLU-Bio degrades fur-
ther to 38.0%, providing no meaningful advan-
tage over undefended FedAvg. This results is
unexpected, a possible justification can be the
different data distributions create aggregation
noise.

Limits of Safety-Aware Strategies. Dy-
namic Weighted Aggregation (M2) exhibits
severe topology dependence. In S1, where
safe and hazardous data are cleanly partitioned

across clients, it suppresses the threat well
(WMDP≈ 33.6%, MMLU-Bio≈ 40.5%). How-
ever, once threat samples are entangled within
local datasets (S2, S3), per-batch risk scores av-
erage out and the dampening mechanism col-
lapses: in S3, WMDP escalates to 41.7%, nearly
as high as undefended FedAvg, rendering M2
unsafe for any realistic scenario deployment.
Task Vector Aggregation (M3) represents
the opposite failure mode: geometrically pow-
erful but non-surgical. In S1, aggressive nega-
tion of the threat vector drives WMDP below
baseline (32.8%), yet simultaneously causes se-
vere catastrophic forgetting, collapsing MMLU-
Bio to just 35.0%. In S3, vector extraction un-
der heterogeneous distributions causes the de-
fense to be less effective: it fails to suppress the
threat (WMDP climbs to 38.6%) while it main-
tains good utility gains compared to unhindered
training (MMLU-Bio ≈ 41.3%).

RAP-FL: Scenario-Agnostic Consistency.
RAP-FL (M4) is the only method that
achieves a consistent safety-utility balance
across all three scenarios. Its key strength is
not an absolute best score on any single met-
ric, but rather a remarkably stable operat-
ing point: WMDP terminal accuracy varies
only between 34.2% and 34.5% across S1, S2,
and S3. No other method comes close to this
level of scenario-agnosticism. O This stabil-
ity is a direct consequence of the per-step geo-
metric projection (Eq. 6): at each aggregation
round, hazardous directions are surgically re-
moved from the adapter space while the residual
benign knowledge is actively salvaged (Eq. 7)
keeping MMLU ≈ 3% above the pretrained
model, mitigating the catastrophic forgetting
that can afflicts M1 and M3 in most scenarios,
and without relying on the data-partitioning as-
sumptions that cause M2 to collapse. Table 1
summarizes terminal-epoch performance aver-
aged across both experimental seeds.

5. Conclusions
This work demonstrates that decentralizing
LLM training is not incompatible with proac-
tive safety. By relocating the safety enforcement
paradigm from the data space into the aggrega-
tion space, and by decomposing adapter updates
via orthogonal projection in the LoRA weight
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Figure 2: WMDP (Threat) and MMLU-Bio (Utility) accuracy across the three federated scenarios (S1–
S3) over five training epochs. Each row corresponds to one scenario; left plots show threat suppression,
right plots show utility preservation.

Average terminal-epoch performance (S3
– Realistic)

Method WMDP ↓ MMLU-Bio ↑

Pretrained Baseline 33.6% 36.3%
FedAvg (M0) 39.5% 44.0%
Data Selection (M1) 37.7% 38.0%
Dyn. Weighting (M2) 41.7% 43.9%
Task Vector (M3) 38.6% 41.3%
RAP-FL (M4) 34.2% 39.1%

Table 1: Comparison of terminal-epoch accu-
racy in the highly heterogeneous scenario (S3),
averaged across two seeds. RAP-FL achieves
best threat-utility trade-off.

space, RAP-FL provides a robust, scenario-
agnostic blueprint for federated fine-tuning of
open-weight LLMs.
The results are unambiguous: standard FedAvg,
as expected, and edge-side filtering both fail in
realistic scenarios, while aggressive weight-space
methods such as Task Vector Negation can com-
promise general utility through catastrophic for-
getting and are highly dependent on the un-
derlying data distribution. RAP-FL uniquely
achieves the optimal safety-utility trade-off, em-
pirically proving that the dual-use risk of haz-
ardous knowledge can be suppressed, without
discarding the benign knowledge that occupies
the same parameter subspace.
The central limitation is the trust assump-
tion: our methods guarantees hold only if the
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Risk Estimator is a certified, non-forgeable en-
tity. Future work should eliminate this assump-
tion through Trusted Execution Environments
(TEEs) or cryptographic proofs, and validate
RAP-FL at scale (K ≥ 100) with secure aggre-
gation protocols, establishing the next pillar of
safe, privacy-preserving AI.
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