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Abstract 

Companies and governments around the world have recently begun to understand the 

revolutionary scope of blockchain and distributed ledger technologies. Among its capabilities, 

that of reducing costs and time, improving the efficiency of many processes and strengthening 

relationships of trust between different actors have led many companies to examine how best 

to introduce this technology into their business model.  This interest has been reflected in an 

upcoming stream of research by academics and researchers. However, being a technology still 

in its early stages, the existing literature focuses mainly on technical aspects and how specific 

sectors are influenced by it. Few empirical studies have been conducted and there is no research 

analysing the technology from a broader perspective.  

The objective of this thesis is to fill the gap in the current literature, providing insights from an 

empirical study of all those projects that exploit Distributed Ledgers Technologies. The analysis 

consists of a census of 1291 projects of companies and governments around the world. Each 

project has been analyzed and surveyed through a framework built ad hoc to provide a complete 

and more practical overview of what are the current use cases. 

The work is divided into three parts, a first part that analyzes the technology in all its aspects, a 

second part consisting of an analysis of the current scientific literature and a last part consisting 

of the description and analysis of the results obtained from the census carried out. 
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Abstract (Italian version) 

Le aziende e i governi di tutto il mondo hanno iniziato già da qualche tempo a comprendere la 

portata rivoluzionaria delle tecnologie blockchain e distributed ledger. Tra le sue capacità, quella 

di ridurre costi e tempi, di migliorare l’efficienza di molti processi e di rafforzare i rapporti di 

fiducia tra diversi attori hanno portato molte aziende a esaminare come introdurre questa 

tecnologia al meglio nel proprio business model.  Questo interesse si è riflesso in un imminente 

filone di ricerca da parte di accademici e ricercatori. 

Tuttavia, essendo una tecnologia ancora nelle prime fasi, la letteratura esistente si concentra 

principalmente sugli aspetti tecnici e su come specifici settori sono influenzati da essa. Sono stati 

effettuati pochi studi empirici e non ci sono ricerche che la analizzino da una prospettiva più 

ampia. L'obiettivo di questa tesi è quello di colmare il vuoto della letteratura attuale, fornendo 

spunti da uno studio empirico di tutti quei progetti che sfruttano le tecnologie Distributed 

Ledgers. L’analisi si compone di un censimento di 1291 progetti di aziende e governi di tutto il 

mondo. Ogni progetto è stato analizzato e censito tramite un framework costruito ad hoc per 

fornire una panoramica completa e più pratica di quelle che sono le attuali destinazioni d’uso. 

L’elaborato è diviso in tre parti, una prima parte che analizza la tecnologia in tutti i suoi aspetti, 

una seconda composta da un’analisi dell’attuale letteratura scientifica e un’ultima parte 

composta dalla descrizione e dall’analisi dei risultati ottenuti dal censimento svolto.  
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Executive summary 

In our increasingly interconnected world, great attention and great hype has been reserved for 

Blockchain and Distributed Ledger Technologies in recent years. It is thanks to the enormous 

growth in value that the Bitcoin cryptocurrency has achieved in recent years, combined with its 

greater utilisation, that this new technology, its disruptive potential and its challenges have 

begun to be studied.   

Academics, practitioners, companies and governments around the world are conducting studies 

and experiments to understand how to fully exploit the potential of this new technology. In 

recent years, in fact, the real potential has been understood,  projects that exploit its properties 

grow enormously in almost all areas and in the same way, governments around the planet are 

testing how to integrate it into their processes.  

This trend is also confirmed by the survey that every year Deloitte proposes to 1500 senior 

executives, in 2020 the respondents who answered yes to the question "My organization will 

lose a competitive advantage if we don't adopt blockchain technology" are 83%, a much higher 

number than in 2018 when the percentage was 63% (Deloitte, 2020). 

Therefore, the objective of this paper is to provide insights into the state of the art of blockchain 

technology by identifying ongoing applications in different sectors. Moving beyond the hype, we 

aim to offer a more practical understanding of how blockchain technology is and will disrupt the 

current business processes. 

 

Literature review and research questions  

A review of scholarly research on blockchain technology in the business literature has been 

conducted to investigate the current knowledge about Blockchain and Distributed Ledger 

Technologies and to outline what is missing and which are the themes that have not yet been 

discussed. 

The sector most analysed is the financial sector, as it offers important insights into how this 

technology can improve business processes and speculative opportunities related to the use of 

Bitcoin cryptocurrency. The most widely used concept is Fintech (Financial Technology), the 
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"innovation that aims to compete with traditional financial methods in the delivery of financial 

services" (C.W. Lin, 2006). Some of the topics covered are equity crowdfunding, real-time 

accounting, smart identities and private securities (Ashta & Biot-Paquerot, 2018; Cai, 2018). The 

second area covered in terms of the amount of documents is how technology impacts other 

areas of business such as business models and innovations. In these papers, the opportunities 

provided by technology to innovate companies' business models are analysed. 

The number of studies is growing rapidly, but most of them focus mainly on technological 

aspects and how specific sectors are influenced by technology (Feng, Wang 2019, Zhao et al. 

2018, Brilliantova 2018).   Despite this, empirical studies are very few, in fact there is no research 

based on practical experience and real projects, just as there are no studies that analyse 

technology from a broader perspective and investigate how it affects the value creation.  

The aim of this paper is to provide insights based on an empirical research, aiming to fill the 

current gaps in the literature. Below are presented the research questions: 

RQ:  What are the business processes most impacted by blockchain technology?  

What are the purposes and reasons behind the decision to adopt blockchain technology in 
current projects? 

How has the approach to the type of platforms used changed over time, do companies 
prefer to develop their own platform or to use an existing one?  

 

Research methodology 

In order to answer the research questions that were raised and at the same time to have a more 

concrete vision of the current state of the art, a census of all corporate and government projects 

related to blockchain from 2016 has been elaborated. The census analyses the major projects of 

established companies from around the world that are not startups. From January 1, 2016 to 

October 31, 2020 the news included are 1291 and they were chosen by monitoring the main 

sites and newspapers related to the blockchain field, the main ones are: coindesk.com, 

ledgerinsights.com, cointelegraph.com and cryptonomist.ch. 

Each project has been classified according to the framework that is described in detail in 

paragraph 5, below are summarized all the variables used. 
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- Project type: it takes into account the number of companies participating in the 

projects 

- Type of news: it refers to the content of the published news, whether a new project 

is announced, a new participant joined an existing platform or a new step in the 

development phases of the development has been done. 

- News state: it indicates at what stage of development the analysed project is. 

- Sector: it considers the sector in which the company promoting the project 

operates. 

- Process impacted: it wants to summarize which business process is impacted by the 

adoption of Blockchain technology. 

- Usefulness of blockchain: it is a variable that has been inserted to investigate the 

purpose for which the technology is used. 

- Service provision: in this variable the taxonomy presented by Weking et al. 2019 is 

used to understand the impact on the business models. 

- Incentives: is a set of variables that aim at summarizing the benefits brought by the 

adoption of the technology.  

- Platform and protocol used: these are more technical variable to understand which 

platform and protocol are used in the analysed case. 

- Properties: is a set of variables that have been inserted to monitor what are the 

exploited properties of the technology. 

All the classifications used in each variable derive either from the experience of the researchers 

of the observatory or from classifications presented in the literature. 

A classification method used in the census and at the basis of this research, is the one developed 

by Weking et al. 2019 in the paper "The impact of blockchain technology on business models" 

in which the impacts of blockchain are analysed, these include five different archetypal patterns 

as main configurations: 

- Blockchain for Business Integration: it represents business models that provide the 

integration of blockchain solutions into existing value networks. In this case it is used 

to ensure interoperability and transparency of data. 
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- Blockchain as Multi-Sided Platform: the second pattern concerns those solutions 

that allow to offer and sell complementary services and products without the need 

for intermediaries and regulations. 

- Blockchain for Security: it concerns solutions that offer and guarantee greater 

security in the management of data and information. These solutions can be applied 

to all non-physical goods such as data, ownership certificates, digital identities and 

many others. 

- Blockchain Technology as Offering: this pattern does not concern specific solutions 

but entire infrastructures. Providers offer environments in which companies can 

develop their own projects and applications tailored to their needs. 

- Blockchain for monetary value transfer: the last pattern concerns projects related 

to cryptocurrencies and digital currencies. The benefits are linked to a reduction in 

transaction costs due to the elimination of an actor in the payment process, the 

intermediary. 

 

It is important to note that some filters have been applied to this study in order to have greater 

information integrity and to exclude the possibility that incorrect information could alter the 

data. For this reason: 

- All the news about projects that failed has been removed from the census.  

- For each project surveyed in the past, an analysis has been carried out to understand 

if changes or advances in the development phases have occurred. In this case, news 

about new phases was searched and the study was updated.        

Moreover, of the 1291 news inserted, not all of them refer to a new project, in order not to 

weaken the sample, if there were more news related to the same project, only the one related 

to the last phase has been considered. 

In the actual analysis, therefore, of the 1291 news, 1177 projects have been considered in the 

analysis.   
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Findings 

Diffusion of innovation: number of cases and geographical distribution 

The first analysis carried out concerns the number of projects surveyed and their geographical 

distribution. The results confirm the growing interest of companies and governments towards 

this new technology. The growth in recent years has been sharp, from "only" 60 cases in 2016 

to 428 in 2019, with an increase of 613%. 2020, being still ongoing, has not been considered in 

the temporal analysis, but if the first 10 months are compared with the respective ones of the 

previous years it is possible to analyse that the positive trend is confirmed also this year.  

It seems that 2020 will follow the trend of 2018, keeping the number around 300 cases but 

below the results of 2019. The reason for this decline is probably due to the Covid-19 pandemic 

that slowed down the development of projects already underway and postponed 

announcements of new platforms. It is interesting to note, however, that although the global 

emergency has delayed the development of some platforms, there are many projects created 

to offer support in this time of crisis. 

 

Regarding the geographical distribution, an analysis was carried out to understand which was 

the most active continent. Since the beginning of this research (2016), the most active area has 

been Asia, in the first 3 years it has always been in first place but, if in the first years the gap with 

the second in the ranking, Europe, was marked, in 2019 the difference in the number of projects 
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was only 12 cases. The figures for 2020 even show a reduction in the gap, with Asia in first place 

with 67 cases compared to 62 on the European continent.  

Below is presented a map that summarizes the geographical distribution of 2019, please note 

that projects born from the collaboration of different countries have been grouped in the 

subcategory "world". 

 

The data also confirm the vanguard of our country in the blockchain field. In fact, in 2019 Italy 

was confirmed as one the most active European country and the sixth country in the world. 

 

Process impacted 

To answer the first research question, each project was analysed in depth to understand what 

process was most impacted by the adoption of blockchain technology. The objective is to 

understand how companies and governments are deciding to adopt the technology, what are 

the business processes most impacted by blockchain and what are the benefits and purposes 

for which blockchain is used. 

 

Figure I: Geographical distribution in 2019 (base: 428 cases) 
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The graph summarizes for each year the most impacted processes. It is interesting to note that 

in 2016, the first year of this research, the process related to payments was in first place, 

representing 35% of the total but already in 2017, although representing a large number of 

projects (17.3%), was overtaken by processes such as Data & document management (23.3%) 

and Tracking & supply chain management (22.2%). These results, combined with those obtained 

in the analysis of the sectors involved, allow us to understand that, even if the sector that has 

always exploited DLTs the most is the financial sector, the processes for which they are exploited 

are not simply linked to the world of payments (Fintech, cryptocurrency...) but also to more 

"marginal" processes such as the sharing of data and documents. This last process is the one 

that has seen the greatest growth, growing from 10 cases in 2016 to 159 in 2019. The processes 

with the highest growth are: 

- Data & Document Management 

- Tracking & Supply chain management 

- Identity 
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 Chart 2: Processes impacted (base: 1077 cases) 
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Usefulness of blockchain and benefits 

In addition to trying to understand what the most impacted business processes are, a further 

objective of this research was to investigate what are the motivations and benefits that led 

companies to decide to adopt blockchain technology.  To do this the census framework has been 

adapted from the one used in the last years and new variables have been included. 

 

 

 

 

 

 

 

 

As is possible to see from the graph the first purpose of use is to share data and documents, the 

technology is used as an infrastructure to exchange information in a secure and transparent 
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way. Interestingly, of the total number of cases surveyed, those that exploit blockchain for 

purposes related to payments, represent only 11%. The initial purpose for which the technology 

was invented is in fact ranked fifth, outdated by projects that exploit blockchain for traceability, 

efficiency and security of transactions. Traceability cases are growing strongly, they represent 

the 16%. The increasing attention of consumers to environmental sustainability and 

transparency of the supply chain has led to the development of a series of platforms that aim to 

record all the events ensuring safety and certification of processes and procedures.  

A series of other variables permitted us to investigate more deeply and from a more practical 

point of view what are the benefits offered by blockchain technology and what are the real 

motivations that drove companies and governments to decide for adoption.  The variables used 

refer to Weking et al. 2019, in their paper they propose a categorization of the incentives 

provided by blockchain technology. Their categorization has been tested in several cases and 

adapted in order to be able to fully define all of them. The variables inserted were dis-

intermediation, cost optimization, transaction cost optimization, time reduction, security 

enhancement and data verification. To every project has been assigned true (1) if the news 

referred to the variable in consideration or 0 otherwise. 

 

 

 

 

 

 

 

 

 

The main benefits, as visible in the graph, are data traceability and security enhancement. As 

many as 88% of projects claim to use blockchain technology for data verification and tracking, 

77% use the properties of the technology to increase the security of their processes and to 
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ensure a risk-free environment for consumers and employees. While the majority of projects 

use the properties to ensure data security and tracking, the other benefits are significantly 

lower. The benefits of increased efficiency, time reduction and cost optimization were reported 

in 37% and 30% of cases, respectively. 

 

Platforms and protocols used 

The analysis of incentives shows that the main objectives are related to security and 

transparency instead of disintermediation and reduction of transaction costs, companies are 

using Blockchain differently from the objective for which it was invented. This is also confirmed 

by the data relating to the analysis of the platforms used, 73% of projects use a permissioned 

private network, companies and governments are deciding to opt for platforms where they can 

still have control over the identities of the participants and they can decide autonomously to 

whom to entrust the validation of new blocks. 

The results furthermore show that companies prefer to develop their own platform from 

scratch, building it from scratch so that it best suits their needs. 64% of projects concern new 

platforms, "only" 36% concern the use of existing platforms. It is interesting to note, however, 

that the trend is reversing, in fact, through a time analysis it’s possible to see that in recent years 

the number of companies that decided to build a new platform are decreasing rapidly. This is 

due to the great development of platforms that, through their modularity, allow you to adapt 

the existing platform to your needs. Among the major ones we find Hyperledger, Ethereum and 

Corda. 
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Discussion and conclusions 

From the results obtained it is possible to understand that the most impacted business processes 

are no longer linked to the world of digital payments as it was until 2016, but to processes 

related to Data and document management, which exploit the properties of blockchain 

technology to gain secure access and sharing of reliable, clean and traceable data to improve 

and facilitate business decisions, to Tracking & Supply Chain Management, which aim to record 

any type of information related to the product and processes in progress that help to manage 

the supply chain more efficiently, and processes related to identity, which use a distributed 

registry to create a secure digital identity management system capable of reducing levels of 

bureaucracy, increase the speed of processes and ensure interoperability between different 

systems. 

This study has also allowed us to understand that the motivations that have driven companies 

and governments to develop projects are related to the greater security and efficiency offered 

by an infrastructure of this type. The main benefits include sharing data and documents, 

authentication of information and traceability of products. 

In terms of the type of platforms used, this study was able to demonstrate that the trend 

towards developing a platform from scratch has been reversed. In fact, the results show that 

since 2017, companies that decide to take advantage of the increasingly advanced modularity 

of existing platforms have grown enormously, reaching 42% in 2019.     
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The objective of this thesis was to try to fill the gap in the current literature, providing insights 

from a practical and concrete analysis of all those projects that exploit distributed ledgers 

technologies. In particular, it wants to investigate how such technology can provide benefits and 

revolutionize traditional business models. 

The analysis confirms the great interest from companies but also from governments and central 

banks. As seen above, the number of cases surveyed continues to grow year after year, 

compared to the beginning of this research (2016) the number of projects has increased by 

613%. The results also confirm that the most active geographical area is Asia but in second place 

we find Europe and, the gap between the two is reducing over time. Contrary to what one might 

think, Italy too, always seen as a backward country from the point of view of digital 

transformation, plays a fundamental role and is at the top of the rankings, just below countries 

such as Japan, the United Kingdom and Russia. 

The results of this analysis seem to confirm the overcoming of those doubts related to the 

promises of this technology, the cases surveyed in 2020 allow us to understand that something 

more concrete is happening. It seems that the distributed technologies are now seen as an 

integral part of innovation. 

Almost all major global players have decided to adopt the technology, many of them have 

projects already operational while some of them are evaluating and studying how best to use it. 

Goldman Sachs, JP Morgan, Ikea, PayPal are just a few names but companies and governments 

around the world have understood that the digital revolution also passes through distributed 

technologies. 

Despite this, the enormous potential has not yet been expressed, there are still many 

organizations and companies that have understood the revolutionary scope of this technology 

but they have not yet been able to understand how it can bring concrete and practical benefits 

to their organization. This paper aims to make greater understanding of the reasons for the 

decision to adopt blockchain technology and provide concrete ideas for future uses. 

Although much slower than expected, one thing is clear, a digital revolution is underway and it 

is up to each company to decide whether to take part or not. 
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1 Introduction and objective of research  

"In twenty years, it will either be gone or it will be a universal event". This is what Satoshi 

Nakamoto, a pseudonym behind which the inventor of Bitcoin hides, declared on January 17, 

2009. He was aware of the revolutionary significance of his creation, a new virtual and 

decentralized currency, free from the control of central authorities and bodies. He was so much 

convinced that he included in the first part of the Bitcoin chain the title of the English newspaper 

"The Times" of that January 3 "Chancellor on brink of second bailout for banks". 

More than ten years after that statement, most computer scientists, scholars and economists 

agree that we are facing socially and economically revolutionary technologies with all the 

characteristics to have an impact in many areas, from the financial sector to the public sector. 

The successes of Bitcoin are evident, the evaluation exceeded $ 19.000 at the end of 2017, 

thousands of new cryptocurrencies, a term used to define a digital currency, have been created 

and large companies have promoted projects aimed at using this technology to model the cost 

structure, improve processes and offer new services.  

This paper will analyze, through a census carried out in collaboration with the "Blockchain and 

distributed ledgers observatory" of Politecnico di Milano, the main corporate and government 

projects that use blockchain to investigate the current state of the technology and understand 

how it is used, what are the processes most affected and what are the concrete benefits that 

this new tool is able to provide.  

The work is divided into three parts, a first part that analyzes the technology as a whole, how it 

works, what are its main properties and tries to explain in a simple way its technical 

characteristics. A second part in which is carried out an analysis of the current state of the 

scientific literature to understand which topics have not yet been addressed and a third part 

that describes the census carried out, the framework used and analyzes the results obtained, 

trying to answer the research questions. 
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2 Blockchain technology 

2.1 What is a blockchain?  

Blockchain and other Distributed Ledger Technologies (DLTs) are technologies that exploit a 

shared register, a database that instead of residing on a single central server is decentralized 

and distributed over several nodes of the network. The information can represent data of any 

kind: currencies, contracts, certificates, the sale of goods and services or any type of asset that 

can be transformed into digital form.  

To be clear in terminology, blockchain is only one part of a larger family called Distributed Ledger 

Technologies (DLT), a new logic of decentralization and distribution of data and information 

where there is no longer a single copy of a register but the ledger is shared among all participants 

of the network. The registry no longer physically resides on a single server but is located on 

multiple computers at the same time. The data is entered, shared and synchronized by a 

distributed network of nodes. No one has the possibility to "override" other participants and 

modify the registry without their permission because the validation process goes through a rigid 

consensus procedure.  

Blockchain technology is a DLT subset that uses cryptographic techniques to share data within a 

"chain of blocks". 

Like the accounting ledger, it is a collection of transactions that are carried out among users of 

a network. It involves a chain of interlinked blocks, each of which collects a set of transactions. 

It is so called because of the way transactions are entered and verified. Here an example: a 

transaction between Alice and Luca is hypothesized, which could represent the exchange of 

money, the signing of a contract or a simple sharing of protected information. The transaction 

is transmitted to the blockchain network that will validate it through a set of rules defined as 

consensus algorithm. Once validated, this exchange of information will be included with other 

transactions within a "block" and added to the "chain". 

The whole process ensures that each block is created and irrefutably linked to the previous one. 

This guarantees the immutability of the chain and makes it impossible to modify it. 
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As in a ledger, transactions are constantly shared and synchronized between all nodes in the 

network.  

As noted in the figure, each participant has a copy of the blockchain that will be synchronized 

each time a block is added. 

Implementation details will be provided in the following chapters.  

2.2 Features  

The purpose of this complicated architecture is to make it difficult to modify the structure and 

the data within it. 

In fact, a system of this type is able to guarantee everyone the possibility to verify and have total 

transparency on actions and transactions because they are recorded in immutable and shared 

archives that have the characteristic of being immune from corruption. The technology is based 

on four fundamental features: 

- Decentralization 

- Tamper-resistance 

- Transparency 

- Security 

 

Figure II: Distributed technology 
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2.2.1 Decentralization 

Unlike current databases, in Distributed Ledger Technologies there is not a single repository 

containing all the information, the register is decentralized, there are several copies distributed 

on different nodes of the network. There is no central entity that controls the system, each 

participant collaborates for the proper functioning of the network, validating and adding 

transactions to the blockchain.  

Consequently, it replaces the role of intermediaries or third parties we currently refer to when 

a transaction takes place (banks, notaries...). Trust in a system like this is based on a set of rules 

that defines the consensus mechanism, the process that define how information are verified 

and added to the chain. 

The aspect for which blockchain has gained great popularity lies in its ability to ideally lead to a 

world without intermediaries. In the Bitcoin white paper published in 2009, a year following one 

of the biggest financial crisis that led to the loss of people's trust in financial institutions, we read 

"I developed a completely decentralized system, without central servers or intermediaries 

because everything is based on cryptographic evidence instead of trust" (Nakamoto, 2009). 

The fact that there is no central entity allows the system to be extremely resilient and secure. 

There is no single breaking point, so the network is more difficult to attack than the traditional 

structures. To do so, it would be necessary to have the computational power to take control of 

the majority of nodes (51% attack). This would only be possible if the majority of miners, those 

whose goal is to add new blocks to the blockchain, agreed and took control of the system. The 

possibility that this will happen is very remote and will become increasingly difficult as networks 

grow. Despite this, past attacks like the one in 2016 to Ethereum, one of the most developed 

and used blockchain, testify that in digital reality nothing can be considered as an invincible 

protocol.   

   

2.2.2 Tamper-resistance 

A second important feature of the blockchain is the tamper-resistance. In fact, it is extremely 

difficult to change or delete the transaction record entered in the network. In order to make a 

change, as seen above, you must receive an approval from the other nodes in the network. Any 
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change made to the record is visible to anyone, so it is impossible to enter one without it being 

noticed.  

The only way to be able to modify the register is through the re-proposal and re-authorization 

by the whole network. 

The way it is designed and the various validation and encryption processes guarantee the 

immutability of the register and ensure that there is only one version that records all 

transactions since the creation of the blockchain. It is important to note that tamper-resistant 

does not mean immutable or unchangeable, despite its decentralized nature this technology is 

not immune to attacks but still ensures great security. 

In the past, some cases of attacks and large thefts of money have led users and industry 

professionals to question themself about the security of the technology. One of the most famous 

was the hack of "Ethereum DAO" (Decentralized Autonomous Organization), an organization 

built on the blockchain Ethereum. In June 2016, a hacker noticed a bug in the source code and 

was able to steal $50 million of ethereum. Some users even noticed the scam in progress and 

tried in every way to stop it but they were unable to get the votes needed to change the chain 

in such a short time. 

That case generated a great debate on security in blockchain networks, until that attack there 

was a great expectation about computer security of this new paradigm for information 

management, but it is clear that to ensure great security, it is still necessary to protect the 

infrastructure and the environment on which the code is executed. 

 

2.2.3 Security 

The question that arises is: how is it possible that this new technology is safe if there is no central 

authority that defines rules and sanctions? The answer lies precisely in the concept of 

decentralization of the ledger. If previously there was only one ledger managed and updated by 

the authority now, each participant in the network has a version of the ledger, and each of them 

can view, examine and if respecting a system of rules, can modify it. 
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It is kept track of every single transaction and when a new information is entered, the nodes 

update at the same time. This guarantees a constant and anonymous control of the truthfulness 

of the data according to the different types of consensus rules that will be analyzed later.  

Security is given by the fact that, once a block is added to the blockchain, tampering it by 

including or excluding certain transactions requires a great investment of time and money. 

By using a time marker called Timestamp, each transaction is associated with a string of 

characters that publicly certifies the date and time when it took place. This allows the different 

parties to verify by whom and when a particular transaction was made and it allows that an 

operation, once executed, will not be altered or cancelled. Moreover, as is now practice in the 

digital field, encryption is used, a technique that makes a message incomprehensible to those 

who are not authorized to read it. In the case of blockchain is used not to hide information but 

to make the system secure and to not allow tampering. 

 

2.2.4  Transparency 

Another key property is transparency. Indeed, all transactions are visible and verifiable by all 

participants or, in particular types of blockchain, only by some.  

On the public register are "annotated" all transactions in an orderly and sequential manner, so 

you always know the complete history of all transactions. This property allows to increase the 

trust and security of users but could also create privacy issues. Full data transparency creates 

problems when some personal information is not wanted to be publicly available. Currently, it 

is a much-discussed problem, we have not yet been able to find a satisfying trade-off between 

transparency and privacy, especially in public and open blockchain networks. A proposed 

solution is to save sensitive and confidential data "off-chain" or in other databases. This could 

solve another problem, the enormous storage space needed by a blockchain solution. It will not 

be necessary to store all the data in the chain, the ones not necessary to the functioning of the 

blockchain will be saved outside of it, limiting the space needed and improving performances. 

Security will be guaranteed through cryptography and data will be linked through a hash 

reference, a system that will be analyzed later, so private information can be seen only if you 

have permissions. 
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2.3 Types of blockchain  

As previously described, blockchain technology is part of a broader family called "Distributed 

ledger technologies", a new logic of decentralization and distribution of data and information 

where there is no longer a single database and governance is built around a new concept of trust 

between all parties.  

There are various types of Distributed ledger technologies with different architectures and 

functionalities. They are distinguished according to who can read, validate and execute 

transactions. 

When anyone can access and read information we are talking about public platforms. Instead, 

if the access to information is restricted to users authorized by a central authority, the platform 

will be considered private or closed. 

A second categorization depends on who has the ability to send and validate transactions. If 

anyone can do it, the platform is defined permissionless, otherwise, if you need to be authorized 

to make a transaction, the platform is considered permissioned. 

 

 

 

 

 

 

 

 

 

 

 

Figure III: Types of blockchains 
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In general, as described in the figure, there are four large types: 

- Public permissionless platforms 

- Public permissioned platforms 

- Private permissioned platforms 

- Private permissionless platforms 

In the following figures white dots will be used to represent the validator nodes, those 

participants able to validate transactions and participate in the consensus mechanism, in black 

nodes the users able to make transactions but that are not authorized to participate in the 

consensus mechanism validating information. And a circle will be used to indicate who can 

access the transaction log, nodes inside can do it, nodes outside cannot do it. 

 

- Public permissionless blockchains 

In this type of blockchain, anyone can actively participate in the 

functioning and maintenance of the network. The only requirement 

is an internet connection, all the users participate in the validation 

through the consensus protocol and, instead of the existence of third 

parties to ensure the accuracy and truthfulness of the information, 

there are various mechanisms defined consensus algorithms that 

provide transparency and security.  

Examples of these platforms are Bitcoin, Litecoin, Ethereum. 

 

 

 

 

 

 

 

Figure IV: Public permissioned 
blockchains 
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- Public permissioned blockchain 

The difference from the previous ones lies in the fact that only a 

small number of nodes can participate in the consensus mechanism. 

These nodes are called "validator nodes". The information remains 

visible to everyone, anyone can make transactions, but only these 

last nodes are able to validate them.   

Companies around the world are opting for this type of platform, in 

fact it allows them to have much of the benefits of blockchain 

technology while maintaining control over the activities carried out 

by all participants. They can enter restrictions and configure the 

network as they want, tailoring the structure to their needs.  

Example of a platform of this type: Ripple 

 

- Private permissioned platforms  

This type of platform restricts the ability to make 

transactions and to view the transaction record to 

authorized persons only. The network owner has full 

control, it decides who can participate in the system 

and who can participate in the consensus mechanism. 

The central authority supervises the correct 

functioning of the network and it knows the identities 

of the main participants. The security is maximum, 

knowing the validator nodes, only trusted nodes are 

able to validate the information. 

Examples of these platforms are: Hyperledger and Rubix 

 

Figure V: Public permissioned 
blockchains 

Figure VI: Private permissioned blockchains 
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- Private permissionless platforms 

It is not a very common type. These are platforms 

where the visualization and the possibility to make 

transactions is restricted to authorized users even if the 

consensus mechanism is open to all. These platforms 

allow companies to collaborate without the need to 

share information publicly. The functionality of the 

public part resides only in the verification of data and 

events. 

Examples of platforms like these are: LTO networks and 

Holochain. 

 

- Consortium blockchains 

Actually, there is also an additional type of blockchain that combines elements of private and 

public platforms. These are the blockchain consortiums, instead of a public system where 

anyone can validate the information or a private one where a central authority makes decisions, 

a consortium provides that the governance of the platform is entrusted to a set of organizations. 

They are also called semi-private platforms because they guarantee the control of private 

platforms but also benefit from the characteristics of public ones.  

Platforms of this type are often used between companies working in the same sector and need 

a common environment for transactions and data storage. 

 

It is impossible to define which is the best type, according to each context, there are advantages 

and disadvantages. 

Let's see what the advantages of private platforms are compared to public platforms: 

- The nature of private platforms provides more security, it enables participants to have 

more confidence in other members as only trusted third parties are invited to join the 

network. 

Figure VII: Private permissionless blockchains 
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- The reliability of all members allows for a less robust consensus mechanism than public 

ones. This allows to have different consensus protocols, which can guarantee a faster 

validation speed. 

- The company that manages the network can simply change the rules and modify the 

information saved on the shared registry. 

- Errors and inaccuracies can be corrected through manual operations. 

- They guarantee more privacy, the information is not public and visible to anyone. 

Following the latest measures and regulations in this field many companies have 

decided to opt for these platforms. 

On the other hand, public platforms also provide advantages. As described in his paper in 2009, 

Satoki Nakamoto's goal behind the invention of Bitcoin was to create a peer-to-peer network 

without central authorities. The features of a public platform protect users from the network 

provider, no single individual or organization is able to prevail over others by gaining control of 

the information. As explained above security and trust are guaranteed by consensus 

mechanisms, a user must not place trust in a central body but in the blockchain itself and in the 

mechanisms of cryptography and consensus. 

 

2.4 Cryptography 

We talked about great security of blockchain technology, but what guarantees it?  The strength 

of blockchain lies in the fact that the data, i.e. transactions, are not hidden but public and shared, 

but what ensures that they are not tampered? The answer to this question is: cryptography. 

Cryptography, from the Greek "secret writing", refers to that technique of making a message 

incomprehensible to those who are not authorized to read it. It is a technique widely used in all 

the computer field, from payments to the simple exchange of messages on messaging 

applications. In the case of blockchain, it is used not so much to hide data but to make the system 

secure and make it impossible to tamper. There are two cryptographic schemes used: hash 

functions and digital signatures.  

A hash function is an algorithm that takes a string of arbitrary length and returns a string of fixed 

length. The main properties of this algorithm are three: 

- Consistency: the same hash must be associated with the same messages. 
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- Non-invertibility: the function must not be invertible; it must be impossible to go back to 

the original message starting from the hash. 

- Uniqueness: the probability that two different messages are associated to the same hash 

must be almost zero. 

Changing even one character of the original message would change its hash. As mentioned 

above the blocks of a blockchain are linked by hash, each block contains the hash of the previous 

block and a change within it would change its hash and would invalidate all subsequent ones 

since they would no longer match.  

As a source of additional security, in blockchain technologies are used asymmetric key 

algorithms or public key algorithms, they require that each agent is in possession of a related 

key pair: a public key 𝐾𝑃 and a corresponding private key  𝐾𝑃𝑅.  

The goal is to encrypt the outgoing message and be able to decrypt and understand the received 

message. Everything that is encrypted with one of the two keys can be decrypted with the other 

key of the pair. So, anything that is encrypted with the 𝐾𝑃 key can only be decrypted by 𝐾𝑃𝑅 of 

the same agent. An important property of key pairs is that it must not be possible in any way to 

trace one of the two keys back to the other. 

That said, the public key can be distributed while the private key must remain secret and the 

agent must keep it properly. 

Since it is impossible, for the property mentioned above, that you can trace the related key 

knowing only one, the security of the second is not undermined.  

Asymmetric encryption is used for two purposes: to guarantee confidentiality and authenticity. 

In the first case the sender encrypts the message with the recipient's public key, so that only the 

recipient, thanks to his private key, can decipher and read it. In the second case, the one that 

affects the Blockchain field, the message is encrypted by the sender with the private key in his 

possession and the recipient can verify its authenticity by decrypting it with the sender's public 

key. 

Each blockchain platform has its own characteristics, in the next chapters, so to be clearer, we 

will refer to the Bitcoin network.  
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Here an example: 

the algorithm used by Bitcoin to generate the key pair is the ECDSA (Elliptic Curve Digital 

Signature Algorithm), a digital signature algorithm. A digital signature is a mathematical scheme 

that is used to demonstrate the authenticity of a message or digital document. A valid digital 

signature gives the recipient a reason to believe that the message was created by a known 

sender and that the message has not been altered during the transit. So, with digital signatures 

in Bitcoin you want to get three things: 

- authorization to spend: whoever has the private key can use it to spend their funds. 

- non-repudiation: the parties involved in a given exchange cannot deny having taken 

part in it. 

- non-modifiability: once a transaction or part of it is signed, it cannot be modified 

without invalidating it. 

 

2.5 Mining and Consensus  

Once defined an overview of the network architecture, we now move on to describe the basic 

concepts of the blockchain that makes the idea of decentralization possible. 

With the term mining, in computer language we refer to that process that allows to achieve 

various goals, including adding new currency to the network. The choice of the term is associated 

with the metaphor of a miner who struggles to extract precious minerals. In the same way a 

miner, before being able to introduce new currency, must face expensive and complicated 

computational calculations provided by a consensus algorithm, the Proof of Work (PoW). The 

reward is issued and assigned to the miner who manages to add a new block to the blockchain. 

The mining mechanism, not only has this purpose though, it also aims to provide two 

fundamental properties of the blockchain, decentralization and security.  

The transactions that are carried out by network users and are waiting for to be inserted in the 

blockchain, are temporarily included in the so-called transaction pool or memory pool. The work 

of the miner consists of looking for new transactions that need to be inserted in the blockchain 

and create a new block. On average, a new block is expected to be created every 10 minutes. 
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2.5.1 Miner’s awards 

Miners receive two types of rewards for the work they do, the block reward for adding the block 

to the network and the fees contained in each transaction of the extracted block. The block 

reward follows a law that halves every four years, precisely every 210,000 blocks. The rewards 

obtained from the block reward therefore decrease exponentially by simulating the returns 

obtained from the extraction of precious metals that are in finite quantity. The total number of 

bitcoins expected is 21 million and the last satoshi (one millionth of bitcoin) is expected to be 

extracted in 2140. In figure is represented the graph of the bitcoins extracted to date 

(06/11/2020).  

 

As you can see from the graph the bitcoins extracted are already almost 19 million and probably 

the forecast will not be respected, but nothing bad will happen. When the total number of coins 

is reached, the miners will only earn from the fees that users pay to make transactions, losing 

the block’s rewards. Today the fees represent a low percentage of the block reward, but as the 

number of transactions per block increases, their value will increase too.  Fees are not 

mandatory but if a user does not include them, their transaction will probably not be validated. 

This is because the miners, when they have to form a block, they look in the memory pool, which 

as mentioned above is the memory that contains all the transactions to be validated, and they 

give precedence to transactions with higher fees in order to obtain higher gains. Fees also act as 

a security mechanism, protecting the network from those attacks defined Denial of Service 

Figure VIII: Total circulating bitcoin (source: blockchain.com) 
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(DoS), attacks that aim to "tilt" the network, making it momentarily inaccessible. Through fees, 

flooding the network with transactions would be very expensive for attackers.  

Another concept behind the security and decentralization of blockchain technology is the 

concept of distributed consensus. 

We talked about this earlier but let's go into more detail. 

 

2.5.2 Distributed consensus 

Distributed consensus is one of the most important and revolutionary aspects of blockchain 

technology. It is the mechanism that allows continuous and secure update of the register. It 

allows the validation of new information to be entered and aims to protect the network from 

attacks and malicious people. 

Achieving consensus in a network of nodes means to ensure that nodes converge on a common 

value and "give permission" to enter that value within the blockchain. 

Being the process "distributed", the task of control and validation no longer belongs to a 

centralized institution, but it is in the hands of a large number of nodes. Those who participate 

in the process are the miners and their intervention, as explained above, is paid through the 

issuance of cryptocurrency. Through this mechanism the security of blockchain networks has 

been increased but not all problems have been solved, the main one was theorized in 1982 by 

mathematicians Leslie Lamport, Marshall Pease and Robert Shostak with the metaphor of 

Byzantine generals. 

2.5.3 The Byzantine fault 

The problem of Byzantine generals consists of a group of army generals leading a series of troops 

camped outside an enemy city. Imagine the scenario in which the different divisions can 

communicate with each other only through messengers. After days of watching the enemy, they 

have to decide together how to proceed, attacking or retreating.  However, some generals may 

turn out to be traitors and may try to prevent loyal generals from adopting the same plan of 

action, sending the army into defeat. The three mathematicians have proven that the problem 

cannot be solved if the traitor generals are more than a third.  
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The theorized problem can be used to describe some similar situations that may occur in any 

distributed network. How is it possible to reach the consensus of all the generals if some of them 

are not loyal and some errors may occur (the messenger is captured, the message is altered...)?  

Let's analyze some situations that may occur.  

Suppose a traitorous general tells two generals to attack and two others to retreat. Taking as a 

reference the Bitcoin network, the problem for which different information is sent to different 

nodes is defined as double spending attack. 

2.5.4 Double spending and sybil attack 

It consists in trying to spend several times the same currency or, with the same amount to buy 

different goods, here is an example. The actors are Luca, the attacker and Alice, a merchant. 

Luca wants to buy a product from Alice with a value of 1 BTC and makes a transaction (T1) to get 

the product. Once T1 has been transmitted to the network, a miner validates the transaction 

and creates a block by spreading it to the network. Alice, convinced that she has received the 

amount, sends the product to Luca. In that moment Luca starts the double spending attack and 

he creates a second transaction (T2) in which he sends to another trader the same bitcoin he 

had sent to Alice. 

A node controlled by him creates a block in which T2 is present and spreads it in the network. If 

the longest chain that is formed in the net, the one constituted by more blocks, contains the 

block in which T2 is present instead of the one in which T1 is present, Luca will have obtained 

the product for free.  

Figure IX: Double spending attack 
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Both blocks, the one containing T1 and the one containing T2 cannot coexist in the blockchain, 

the most recent transaction of the two would not be accepted because the currency would 

already be spent in the oldest transaction. There must be a guarantee that the same "monetary" 

digital asset cannot be used multiple times for multiple transactions, like any currency that move 

from the owner to someone else explicit the change of ownership. 

From the problem of the Byzantine generals it is possible to obtain also another attack 

configuration; think about the case in which a general makes to send numerous messages to 

another general through various messengers, as in the figure, in order to obtain greater 

consensus.   

The general does not know the principals and will be more inclined to believe the truthfulness 

of the information. The attack is called Sybil Attack and inherits the name from the Sibyls, 

immortal mythological beings who lived in different parts of the world and at different times 

had different identities. In a network system type like blockchain you could use different 

network addresses to impersonate different nodes. 

The solution to these types of attacks is provided by Satoshi Nakamoto in the white paper of the 

Bitcoin project and his intuition is the basis of the success of his cryptocurrency. The mechanism 

invented to solve these problems and, in particular, to allow the decentralization of information 

is called Proof of Work. 

 

Figure X: Sybil Attack 
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2.5.5 Proof of work 

The idea of Nakamoto, who actually elaborated Adam Back's idea in 1997, is the following: every 

message exchanged by generals must be associated with the solution of a problem that is 

difficult to solve but very simple to verify. The classic example is the Rubik's cube game, which 

requires effort and time to be solved but a glance is enough to verify its correctness. In order to 

send a message, a general must first solve a difficult problem and then attach the solution that 

will be easily verified by the recipient of the message. In this way it is very expensive for a node 

(the generals) to send numerous malicious messages through the network (the messengers). 

But how is it performed within a computer network like Bitcoin? 

The problems to solve consist of cryptographic puzzles, problems that require you to perform 

"tasks", usually computational calculations. The problem is designed to put all the nodes in 

competition, anyone can try to solve it. Only the one who will get the solution will be able to 

validate the block by presenting the proof of work that certifies the work done. The PoW 

therefore consists of a mathematical competition whose participants, the miners, compete for 

rewards and doing so they contribute to the realization of the blockchain. The difficulty of the 

problem varies exponentially and it is studied that a miner, before being able to find the solution, 

takes on average 10 minutes. In the event that the computing power of the miners grows and 

thus reduce the time to solve the puzzle, the target is adjusted by increasing the difficulty and 

restoring the average time of 10 minutes to find the solution. Usually, this happens every about 

two weeks, precisely every 2016 blocks. The difficulty of the problem is measured in TeraHash 

per second and over the years it has grown significantly. In the early years, it was possible to 

extract blocks even with a simple home computer, but today it is necessary to use specialized 

and expensive machines. In a public network like Bitcoin anyone can participate in the "mining", 

although the odds of winning the Proof of Work are directly proportional to the computing 

capacity available, with this mechanism it’s possible to get a democratic system of random 

election of who will have to do the mining of next block and this ensures, along with the fact 

that the blockchain is public, the property of decentralization.  

Regarding the problem of double spending, Nakamoto also talks about how with PoW you can 

implement a timestamping system to avoid the problem. 

A timestamping server acts by assigning a sequence of characters (hashes) that uniquely, 

indelibly and immutably identify a date and time when a certain event occurred. It proves that 
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the data of a transaction must have existed on a certain date and time. To ensure a time 

sequence, each timestamp also includes the previous timestamp, forming a chain. In this way 

an order is assigned to the transactions and a double spending attack is impossible. Resuming 

the figure shown above, here is what a blockchain looks like now that all components have been 

presented: 

The block is composed of the list of transactions together with the proof of work that certifies 

its authenticity. The hash in the header allows you to tie the different blocks and form the chain. 

Security is guaranteed by the fact that once a block is inserted in the blockchain, to tamper it 

excluding or including certain transactions, it would be necessary to re-do the PoW of that block 

and all subsequent to it as it would invalidate all subsequent nodes, all extremely onerous 

operations. The chances of success are minimal and the necessary computational capacity would 

require huge electricity costs. 

2.5.6 Problems related to the proof of work 

The computational power required to extract a block is increasing every day due to the 

continuous increase in the difficulty of cryptographic puzzles in order to meet the 10 minutes 

mining time. The problem that arises concerns the energy consumption of the entire network. 

Although it is impossible to determine the exact consumption related to mining activities, the 

University of Cambridge has created the CBECI (Cambridge Bitcoin Estimate Index), a tool that 

can calculate in real time an estimation of the range of electricity consumed. According to the 

research by BlockchainAnalytics.pro, the average annual electricity consumption for 2019 was 

around 43 Terawatts, more than the total consumption in New Zealand and it is growing strongly 

compared to previous years. In 2017 it was only about 5 TWh. 

 

Figure XI: How blockchain works 
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From this data, it is clear that this consensus algorithm is extremely expensive and involves huge 

power consumption, further aggravating our environmental impact. Despite this, today it 

remains the most widely used consensus algorithm. 

2.5.7 Proof of stake 

To overcome the problems arising from the use of PoW, alternative methods to reach consensus 

have been invented, one of which is the Proof of Stake, a more ecological and user-friendly 

algorithm. It was proposed for the first time in 2011 by a user of the specialized Bitcointalk 

forum. The idea was to revolutionize the voting mechanism of the blocks, in PoW the miners 

express their vote through their computational power, in Proof of stake instead the validators 

vote by putting as a guarantee (stake) part of the currency owned. It is no longer a question of 

calculation capacity, but it is a question of the amount of money possessed and in particular the 

willingness to put it into play. The end result is the same, validate transactions and add blocks 

to the blockchain but in this case validators are forced to block a certain amount of money that, 

if the intention is malicious, they will lose. This mechanism also ensures security, preventing 

malicious attacks that would risk losing capital. An attack to a network would be very expensive, 

it is assumed even more expensive than an attack to the PoW. 

The process of choice of the validator, as said before, is based on the amount of currency owned 

but not only. If so, only the richest users would participate in the validation process and earn 

fees. Various methods have been searched for to face this problem. The proposed solution takes 

into account not only the amount of money but also its "seniority", the period of time in which 

the currency was owned without being spent. The elaborated concept is that of the Coin age, a 

number obtained from the multiplication of the amount of money owned and its seniority.  

The higher this number the more likely you are to create a block and grab the reward. In doing 

so, anyone can participate in the consensus process, even those who are unable to offer large 

sums, resulting in a higher level of decentralization compared to the Proof of Work.  

Critics are present on both sides, in PoS they believe that it is not a complete algorithm because 

it does not allow to manage the initial distribution of cryptocurrencies. In fact, with this method 

validators do not receive block rewards, but only transaction fees as a reward. The networks 

that use this algorithm did not adopt it from the beginning but had to change the consensus 

algorithm on the run. For greater clarity, here is a table that summarizes the main characteristics 

of the two major consensus algorithms: 



 

 
33 

 

 

 

 

 

 

 

 

2.5.8 Proof-of-Authority 

In 2017, the co-founder of Ethereum, Gavin Wood, proposed an additional consensus algorithm, 

the Proof of authority. According to him, PoS improved the performance of PoW but was still 

not efficient enough in terms of speed and scalability. Proof of Authority is similar to the PoS 

concept where, however, validators instead of exploiting the currency owned by users, exploit 

their identity and reputation. The network relies only on a few validators, pre-approved users 

who verify transactions and create new blocks. Each one of them puts their reputation at stake 

because everyone has to reveal their identity and follow a strict set of rules. Efficiency is 

guaranteed by the limited number of validators, the validation process is greatly simplified.  

The community perceived the ingeniousness of this new method but expressed great criticism, 

mainly claiming that the limited number of validators would make lose the main property of 

blockchain, decentralization. That is why the PoA consensus is seen as a solution for private 

networks rather than public blockchains. 

2.5.9 Fork 

Another problem that may occur is due to network latency times. As we have seen, the average 

time to extract a block in the Bitcoin network is 10 minutes, what could happen is a temporary 

network inconsistency called fork. It happens when different blocks arrive at different nodes at 

the same times. If two miners manage to solve the PoW at a short time distance from each 

other, it may happen that some nodes of the network receive block X first and some block Y first. 

But how is this problem solved?  

What is done is simply the temporary creation of multiple blockchains. A node that receives the 

block X adds it to its blockchain, if shortly after it receives the equal node Y, not knowing which 

Proof of Work Proof of Stake 

Mining capacity depends on 
computational power 

Validating capacity depends on the stake 

Miners receive block rewards + 
transaction fees 

Validators do not receive block rewards, 
only the transaction fees 

For an attack, hackers need at least 51% 
of the computational power of the 
network 

For an attack, hackers need to own at 
least 51% of the total amount of currency 
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of the two is the "original" one it creates a second blockchain in which instead of inserting X it 

inserts Y. At this point the dispute begins, what is the correct chain? Everything is resolved 

through the computational power of the miners, in fact all will continue with the extraction of a 

new block to add to the chain. The competition will end when one group of miners succeeds in 

transmitting a new block to the network before the other group. Consequently, the winning 

group (X or Y) will allow to define which is the correct chain. 

 

Soft fork and hard fork 

There is another scenario in which forks could be formed, a change in the consensus algorithm. 

The developers of the network may decide that, due to detected problems or poor efficiency, 

the consensus mechanism should be updated or completely modified. This can be done through 

forks, and the methods are 2, called soft forks and hard forks. A soft fork occurs when the 

changes made do not add new rules, they only generate restrictions. As a result, a block based 

on new rules is also accepted by outdated nodes, while a block based on old rules is rejected by 

updated nodes. What happens is a temporary bifurcation of the blockchain, with in one branch 

the chain with the old rules while in the other the new ones. If the majority of nodes decide to 

consider as the main chain the one composed of the new rules, an update will be made on the 

protocol. The figure shows a case of soft fork: 

Figure XII: Fork scenario 
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In the case of hard fork, on the other hand, the proposed modifications are not backward 

compatible, therefore two independent blockchains are formed. Unlike a soft fork, nodes that 

accept the new rules will no longer be able to accept the old ones. 

Hard fork situations occur less frequently and they are used when changes to the rules of 

consensus are important. Here is what happens during such a case: 

 

2.6 Blockchain evolution 

We have seen and known the main types of blockchain, how the consensus mechanism works 

and what ensures the security of such technology. In this section, it is analyzed how blockchain 

has evolved over time. Since its birth, this technology has been a topic much discussed and 

always linked to the growth of the best-known cryptocurrency, the bitcoin. Over time the 

Figure XIII: Soft fork scenario 

Figure XIV: Hard fork scenario 
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technology has grown and continues to demonstrate its enormous future potential. 3 

generations of blockchain can be distinguished (Zhao et al., 2016): 

2.6.1 Blockchain 1.0: currencies 

The first idea of cryptocurrency belongs to the American developer Harold Finley who created 

the first concept of cryptocurrency in 2005. Despite his idea caused great interest in computer 

technology, Blockchain did not take off until the end of 2008 when Nakamoto published his 

white paper on the Bitcoin project, defining the actual birth of a decentralized currency and 

starting the first era of blockchain.  

The efficiency and transparency of such a system allowed, although slowly in the early years, an 

increase in its popularity. Bitcoin began to exist when Nakamoto mined the first block, which at 

the time had a reward of 50 bitcoins (if we consider the current value, September 2020, it would 

be worth about 175.000 euros). The receiver of the first transaction was Hal Finley, on January 

12, 2009. That event marked the beginning of the first era of blockchain technology, the era of 

direct exchange of value on the internet, without the need for an intermediary. 

Following the launch of the bitcoin many other cryptocurrencies were created, in particular the 

most important was Ethereum, created by the Russian visionary Vitalik Buterin in 2013. His goal 

was to solve the main problems related to Bitcoin, the difficult scalability and even then, the 

large electricity consumption. But not only that, the main reason was another. Buterin tried to 

convince the bitcoin community to add a new functionality for the creation of decentralized 

applications. Not finding support from other users, he began to develop its own platform based 

on the blockchain and with a scripting functionality, called smart contract. A smart contract is 

''a computerized transaction protocol that executes the terms of a contract'' (Szabo, 1984). They 

define, as a traditional contract, the conditions and penalties of a contract. They will be analyzed 

in more detail in the next chapters but the development of this feature marks the transition to 

blockchain 2.0. 

2.6.2 Blockchain 2.0: smart contracts 

To the virtualization of the currency of the era 1.0 is added the possibility of transfer not only of 

value, but of any assets. The blockchain is no longer used as the technology behind the 

cryptocurrency but also as a tool to automate economic contracts, taking advantage of the 

programmability of smart contracts. There are those who think that the real revolution in 
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Blockchain technology is linked precisely to these autonomous computer programs able to 

automate everyday actions and exchange everything transparently and without the need for an 

intermediary. The opportunities were immediately enormous, allowing in fact, thanks to the 

theoretical abolition of the intermediary, to significantly reduce the costs of verification, 

transaction and control. As we will see later in the analysis of use cases, smart contracts have 

opened a series of possibilities also to governments and public sectors, making the expansion of 

technology possible in most sectors. 

 

2.6.3 Blockchain 3.0: decentralized applications (DApps) 

The next era is related to the applications that can be developed on the blockchain. These 

applications are called Decentralized Applications because, unlike normal applications, they 

exist and run on a network of computers instead of a single computer. Control, as with 

cryptocurrency, is not in the hands of a single authority but is distributed among all network 

users.  

In this era, the blockchain is no longer considered simply as new technology but also as a new 

paradigm capable of reducing costs and increasing the efficiency of any activity. The main idea 

of Nakamoto of 2008 is now ready to evolve in several innovative facets, revolutionizing how 

blockchain can be used. Many new projects are attracting a lot of attention, governments and 

central banks have started to develop projects and as we will see later, there are many 

applications and they are growing very fast. 

 

2.7 Applications and tools 

In this section, it is analyzed which applications and tools are most used in the projects examined 

in this study. We have already mentioned most of them but let's analyze them in more detail.  

When we talk about applications, we refer to solutions that are based on distributed ledger 

platforms and that use certain features (for example, programmability or immutability of the 

register). Here are the main ones: 
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- Cryptocurrency: as already seen they are the first tool for which Blockchain technology 

was used. They are virtual currencies, only available online and not available in paper 

form. They work independently through the systems we have seen previously and they 

are independent from traditional banking and government systems. Digital currencies 

are controlled and managed by a peer-to-peer network, i.e. distributed. There are over 

1000 of them available online but their adoption, due to the need for regulation by 

governments and central banks, and above all their great volatility of value, is 

proceeding slowly.  Projects that use cryptocurrency as a form of value exchange are 

growing in recent years. The great interest derived from the very fast growth in the value 

of bitcoin has generated an increase in its use. As a result, large companies are adding 

the possibility to make payments and value exchanges via cryptocurrency. 

- Stablecoin: they are particular types of tools that have been developed to overcome the 

main problem related to cryptocurrency: volatility.  As we can see in the figure, the 

history of the bitcoin value, it seems to be on a roller coaster. 

 

Stablecoins are digital assets that benefit from the same properties as cryptocurrency 

but whose value is linked to another form of exchange considered stable. Their value 

is stabilized with respect to the price of a reference asset that can be a real currency 

like the dollar or the euro, an asset like oil or any other real asset. They combine the 

advantages of cryptocurrencies and the stability and the guarantees of the traditional 

mechanisms. 

Figure XV: Bitcoin price (source Coindesk.com) 
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- Timestamping: they are solutions that use the distributed ledgers to certify the exact 

date of a certain event or document. It consists of applying a digital signature, composed 

of an alphanumeric code that will then be shared on the blockchain. The attachment of 

this timestamp allows to establish the existence of a certain document and verify that it 

has not been modified over time. The digital signature is composed of two components, 

the document hash and the timestamp. The hash guarantees immutability, in fact if the 

document will be modified or altered even by a single character, its hash would change. 

The timestamp gives the exact time when this document was signed. The sum of the 

two components therefore allows to demonstrate that the document existed exactly in 

that form at a given time. 

- Smart contracts: they are solutions that take advantage of the programmability of smart 

contracts to perform actions when certain events occur. They are computer programs 

proposed in 1994, almost 15 years before Bitcoin, by Nick Szabo. They were defined by 

him as "computerized transaction protocols that execute terms of a contract".  

They allow transactions and agreements between different parties, without the need 

for the intervention of an intermediary, a central entity or body. They have the 

characteristic of being able to execute themselves automatically if certain conditions 

should occur.   

Figure XVI: How timestamping works 
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Executing a smart contract guarantees a series of new properties: 

• Immutability: the program cannot be modified or tampered after the 

deployment 

• Availability: the data associated to the code are always available 

• Atomicity: an operation runs completely or fails without influencing the state 

• Immorality: the code and the data related cannot be removed 

• Provenance: the code can only be executed by trackable external calls 

 

Here is an example of a smart contract: let's assume the situation where someone have 

to buy a computer in installments. By stipulating a smart contract between the buyer 

and the electronics store, it’s possible to insert a clause so that, if the buyer does not 

pay an installment of the financing, it will be possible to prevent the computer from 

working. Let us assume that after a few months the buyer is unable to pay the 

installment for that month. When that condition occurs, the blockchain automatically 

performs the clause. Through a software, the seller is able to block the computer and 

prevent its functioning. 

If the functionalities of smart contracts are included in the blockchain, it is clear that all 

the main properties of a structure of this type are further strengthened. The certainty 

of execution of these contracts guarantees the possibility of finding an agreement in the 

absence of trust and ensures transparency and immutability of information. 

- Decentralized applications (DApp): they are decentralized applications, similar to 

traditional apps, that exploit a distributed network and all guaranteed properties 

instead of residing on a single central server.  One of the most developed trends is the 

"decentralized finance" (DeFi), a set of applications that use Blockchain technology to 

create and exchange, in the absence of intermediaries, financial products.  

- Token: they are "digital information recorded on a distributed register and 

representative of some form of law: ownership of an asset, access to a service, receipt 

of payment, and so on". (blog.osservatori.net). Leaving the computer world for a 

moment, the clearest example are the chips of a casino. They are objects representative 

of a value that replace real money and can be exchanged and played inside the casino. 

As you can imagine, it’s possible to "tokenize" assets, products, services and much more. 

In the computer field the token is represented virtually and can be managed and 

exchanged securely on blockchain platforms.  
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Depending on what is associated, there are various types of tokens, the first difference 

to understand is that between fungible and non-fungible tokens: 

▪ Fungible token: they refer to assets or properties and represent units 

that are all identical and easily exchangeable. They are divisible into 

smaller parts, an example are the stablecoins, they represent a certain 

amount, they can be exchanged and their value is the same for all. 

▪ Non fungible token: it is a token that represents a unique asset, it is the 

digital representation of a real asset. They are not interchangeable with 

each other and are not divisible into sub-parts. An example can be the 

birth certificate of a person. 

Fungible tokens can be further classified into three sub-categories: 

▪ Security tokens: they are digital assets (for example financial 

securities), as traditional security, they may not be connected to a real 

asset (options and features). They are real investments, buying a 

security token associated with a stock you will acquire exactly the same 

rights as when you buy it on the traditional market. 

▪ Asset token: they represent the ownership rights over any type of asset, 

both financial and non-financial. An example could be the certificate of 

ownership of a property, a digital representation of that certificate is 

associated to the real asset and it  can still be exchanged (in case of sale 

of the property it will pass to the new owner). 

▪ Utility token: they provide a future right to receive goods or services.  

One type of use is the Initial Coin Offering, whose concept is similar to 

the Initial Public Offering but instead of offering stocks of the company, 

utilities tokens that represent future rights to receive services or 

products are issued. A car sharing company that makes a public offer, 

for example, may offer tokens representing a number of hours in which 

it will be possible to use the service for free in the future.   

The possibility to "tokenize" assets and exchange them safely online has opened great 

opportunities, in the following paragraphs we will analyze the main projects that 

companies are carrying out.   
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3 Literature review 

In this chapter, it is analyzed the current knowledge on Blockchain and Distributed Ledger 

Technologies. The objective of this section is to define at what point the academic researches 

are on this topic and try to understand what has not yet been covered, defining where the 

research questions of this paper originated. 

A review of scholarly research on blockchain technology in the business literature has been 

conducted. The research was carried out by analyzing the main academic papers of the last five 

years present on the main academic publication platforms (Scopus.com, researchgate.net...) 

using as keywords "Blockchain", "Blockchain Applications", "Distributed ledgers" and 

"Blockchain use cases".   

The number of studies is growing rapidly but most of them deal with specific and technical 

aspects of the technology, only few of them analyze it from a broader perspective. The literature 

also shows us how much it is a topic that, due to its young age and its difficulty, is still poorly 

standardized and subjective. As presented in the paper "Blockchain as a disruptive technology 

for business: A systematic review" (J. Frizzo-Barker, Chow-White et al. 2020) it is interesting to 

observe how many different definitions of Blockchain there are in the literature. 

Here are the results of their analysis:  

Figure XVII: Definitions of blockchain cited in the literature (source: Frizzo-Barker 2020) 
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The reason for this variety of definitions is, in addition to being an early stage technology, the 

lack of references in what is considered the paper that sanctions the birth of the technology, the 

Bitcoin white paper. In fact, in that document Nakamoto does not refer to words like 

"blockchain" or "distributed ledgers". Instead of providing a definition, he refers to the 

technology as "an electronic coin as a chain of digital signatures”. (Nakamoto, 2009) If even what 

is considered the inventor of Blockchain technology did not provide an exact definition, it is clear 

that since that time researchers have tried to come to a common definition. But this variety of 

definitions, found by analyzing more than 150 papers demonstrates the confusion that is 

present regarding the topic in the academic field, confusion that is even worse outside of it. The 

authors of the cited paper have also analyzed which areas and topics are most studied in order 

to have a complete view of the literature.    

As can be seen in the figure, the most discussed sector is the banking and finance sector where 

current speculative opportunities and how technology can improve business processes are 

analyzed. As we will see in the census of projects launched and announced, the financial sector 

is the one most involved in the adoption of Blockchain technology. World leaders and major 

companies such as J.P Morgan, Visa, Goldman Sachs and many others are actively involved in 

transforming their processes by leveraging the properties of the technology. The most widely 

used concept is Fintech (Financial Technology), the "innovation that aims to compete with 

traditional financial methods in the delivery of financial services" (C.W. Lin, 2006). Some of the 
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topics covered are equity crowdfunding, real-time accounting, smart identities and private 

securities (Ashta & Biot-Paquerot, 2018; Cai, 2018). The second area covered in terms of the 

number of documents that deal with it is how technology impacts other areas of business such 

as business models and innovations. In these papers, the opportunities provided by blockchain 

technology to innovate companies' business models are analyzed. A very interesting paper is 

"The impact of blockchain technology on business models" (Weking et al. 2019). As can be 

understood from the title, the authors analyze the impact that technology has on the different 

components of the business model. It is interesting the result of their research; they propose in 

fact 5 different archetypal patterns as main configurations and for each of them they analyze 

the benefits offered. 

Here they are summarized: 

- Blockchain for Business Integration: the first pattern represents business models that 

provide the integration of blockchain solutions into existing value networks. In this case, 

it is used to ensure interoperability and transparency of data. Under this category are 

grouped the platforms that allow the sharing of data and information between different 

actors. The properties of immutability allow them to be stored in complete security. The 

goal is to integrate all business systems and ensure that they are able to communicate 

with each other. An example of this pattern is Modum, a blockchain platform that offers 

real-time product monitoring services throughout the supply chain via IoT sensors. The 

acquired data is entered into the distributed database and each member is able to 

access it. 

- Blockchain as Multi-Sided Platform: the second pattern concerns those solutions that 

allow to offer and sell complementary services and products. These are environments 

and marketplaces where it’s possible to offer assets without the need for intermediaries 

and regulations. Platforms of this type allow unthinkable exchanges, where users can 

make transactions without the need for central authorities. An example of this category 

is Power Ledger, a platform that allows users to exchange self-generating electricity 

without the need to go through traditional energy suppliers. 

- Blockchain for Security: the third pattern concerns solutions that offer and guarantee 

greater security in information management. The underlying technology is the one 

explained above, cryptography. These solutions can be applied to all non-physical goods 

such as data, ownership certificates, digital identities and many others. A Blockchain 
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type structure is ideal for sharing these information and documents, if a change will be 

made, all participants would be notified. 

- Blockchain Technology as Offering: this pattern does not concern specific solutions but 

entire infrastructures. Providers offer environments in which they can develop their 

own projects and applications. Generally, they offer APIs (Application Programming 

Interfaces) to make development easier without the need to know the subject deeply. 

An example is Tezos, a blockchain infrastructure that can be used to develop 

decentralized applications. 

- Blockchain for monetary value transfer: the last pattern concerns projects related to 

cryptocurrencies and digital currencies. Recently many companies have captured the 

advantages of using them and have included them as a payment method within their 

platforms. The benefits are linked to a reduction in transaction costs due to the 

elimination of an actor in the payment process, the intermediary. An example is 

MakerDAO, a platform that allows the exchange of stablecoins, thus limiting the lack of 

price stability of cryptocurrency. 

As we can see, the 5 patterns reveal that the technology completely modifies the business 

models of the companies that have adopted it or that will decide to adopt it in the future. But it 

has also offered the possibility to create completely new business models able to exploit its 

properties and provide new value proposition. 

The literature on blockchain technology focuses mainly on its technological aspects (Wang and 

Kogan 2018; Eyal and Sirer 2018; Tschorsch 2016) and does not deal in depth with the 

implications and benefits it could bring to business processes. But according to the scholars what 

are the main benefits related to blockchain? 

Figure XIX: Archetypal patterns (source: Weking et al. 2019) 
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Quoting the paper "Blockchain as a disruptive technology for business" (Frizzo-Barker et al. 

2019), below are presented the commented classification of the main benefits of blockchain 

technology. 

The main benefit is its trust-free, cited in 50% of the studies analyzed. Transparency and 

encrypted transactions make it unnecessary to trust a middleman, since all transactions are 

managed by secure and continuously verified networks. We have seen that this benefit is not 

only linked to the transfer of money, but is also applicable, thanks to the development of smart 

contracts, to other contexts. Blockchain can facilitate government functions such as the voting 

processes (Zhao et al., 2016), it can allow small investors to participate and be involved in the 

corporate governance and can protect the rights of artists and musicians through certificates of 

ownership. In addition, its decentralized structure is a source of benefits for 46% of the papers. 

Its protocol and the way it is designed provide integrity and security by ensuring strong network 

reliability and resilience. The point of failure is no longer just one as in traditional structures, to 

make non-operational a blockchain network it would be necessary to attack a large number of 

nodes. This reliability provides the possibility, for example, to companies to become public 

without the need for a bank syndicate, to small businesses to integrate and process payments 

over the Internet without the need to go through any banking infrastructure. 

Studies cite as benefits the potential increase in efficiency (24%) and the decrease in transaction 

costs (19%). "One of the most compelling and progressive benefits blockchain provides is 

lowered transaction costs for remittances, which are a lifeline for millions of people around the 

world, especially in rural areas and across the global south" (Larios-Hernández, 2017).  Through 

blockchain it is possible to reduce the time and costs needed to carry out transactions, exchange 

data and documents. Cong, Du, Vasarhelyi (2018) defined decentralized data management as a 

paradigm shift, revolutionizing the concept of data ownership, which until now was a valuable 

asset that companies wanted to keep their own. 

With regard to the financial benefits, 15% of the studies have been mentioned them, in 

particular Ante, Sandner, and Fiedler (2018) investigated the benefits and problems related to 

ICOs, Initial Coin Offering, a particular type of fundraising that consists of distributing tokens in 

exchange for cryptocurrency. They were a much discussed tool, some projects in the past have 

been able to raise billions of funds but many were the scams.  
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A much discussed topic was also privacy (12%) and data ownership (8%) as benefits of 

blockchain. With the constant increase in interest from users of how their personal data are 

managed by websites, social networks and e-commerces. In particular, as a result of the 

Cambridge Analytica scandal, the largest known data leak in Facebook history, users are 

demanding greater transparency about what and how companies acquire and manage personal 

information. Through Blockchain is possible to transparently manage transaction data and 

personal information. The structure in fact allows to share publicly on the distributed registry, 

the information relating to transactions and to keep the data relating to the sender and the 

receiver private. "The power of Blockchain lies in the ability to make information both 

anonymous and transparent" (Ivashchenko, 2016). 

 

Taxonomy of blockchain-based applications 

Since its birth, researchers have also tried to classify the various applications that exploit the 

technology. Most authors classify them in financial and non-financial applications (Crosby et al., 

2016) and the distinction is related to whether or not cryptocurrency is used. Others classify 

them according to the versions of blockchain used (i.e., 1.0, 2.0 and 3.0) (Swan, 2015; Zhao et 

al., 2016). But even in this case there is no single classification, a common way to classify them.  

An interesting categorization was made by Casino et al, 2018 using a rigorous statistical 

methodology based on an in-depth analysis of all available literature. The classification identified 

by them is shown below: 

- Financial applications: in this category are grouped all applications related to the 

financial world. Securities, derivative transactions, flat currencies are some of them but 

also digital payments, loan management and general banking services. As we will see in 

the following paragraphs, all major banks are opting for the use and adoption of 

blockchain technology within their processes. Among them Barclays and Goldman Sachs 

that have decided to join the R3 Corda project, Santander and Unicredit that participate 

in the Global Payments Steering Group (GPSG) project (Ripple, 2016) and Citibank that 

developed the “Nasdaq-Citi platform” that enables functionalities such as relationship 

management and investments for private companies.   

Other financial-oriented areas may include bond trading, claims processing, syndicated 

bank loans and over-the-counter market. 
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- Integrity verification: is a field that is growing a lot in recent years. Blockchain integrity 

verification applications collect data and information related to production and the 

entire life cycle of a product/service. Possible applications are intellectual property 

management, traceability, authentication and insurance. A subset of applications is 

copyright management, a set of applications whose objective is to protect the 

intellectual property of professionals by linking content and works to their creators. 

Among the best known Ascribe (Ascribe, 2014) and Mediachain (Labs, 2016) that use 

the Bitcoin network for the management and transfer of ownership of digital assets. But 

also Everledger (Lomas, 2015) and Blockverify (Blockverify, 2015) that leverage 

blockchain to authenticate products to avoid bank and insurance fraud or to ensure 

transparency throughout the supply chain. 

In the insurance industry, the focus on applications to manage processes such as claims 

processing, payments, asset transfers, and reinsurance is growing enormously. For 

example, a consortium of European insurance companies has launched B3i (Cognizant, 

2017), a project to understand how blockchain can be used and what benefits it can 

bring to the insurance industry. 

- Governance: “Blockchain-enabled applications might change the way governments at 

local or state level operate by disintermediating transactions and record keeping” 

(Reijers et al., 2016). The properties of the technology offer great opportunities in the 

government field. In particular, blockchain can be used as a method to provide all the 

services that are offered today but in a decentralized and more efficient way. Examples 

of applications are registration ad exchange of legal documents, marriage registration, 

identity control, taxes and voting management. Governments around the world are 

looking for opportunities related to public sector adoption to reduce costs and 

bureaucracy, increase efficiency and authenticate important documents. Blockchain can 

also be used to verify the identity of users and citizens. The World Citizen project 

(McMillan, 2014), uPort and Sovrin are some examples of decentralized identity 

verification services.  

- Healthcare management: in this category are grouped all the applications related to 

projects in the health sector. The opportunities that blockchain offers are many, from 

the management of medical records to the fight against counterfeit medicines to what 

is called precision medicine. Electronic patient record management (EHR) is probably the 

area with the greatest potential for growth. The topic is addressed in many studies (Liu, 
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2016; Angraal et al., 2017; Hoy, 2017; Kuo et al., 2017; Baxendale, 2016) and all authors 

agree on the multiple benefits offered. Distributed management provides more 

security, information can be updated more efficiently and quickly. Through a structure 

of this type it is possible to create a single database that still guarantees privacy. 

- Privacy and security: it groups together all applications for the transparent 

management of sensitive data and information. Privacy and security-oriented 

applications that rely on blockchain technology can be found in the literature (Tang et 

al., 2018; Chanson et al., 2017; Anjum et al., 2017).  

- Business and industrial applications: in the last category are included all the industrial 

applications that rely on blockchain technology. A subcategory of these applications is 

Supply chain management, in which blockchain promises to ensure greater 

transparency and accountability. In particular, blockchain-based applications impact 

three areas of the supply chain: visibility, optimization, and demand (IBM Corporation, 

2016). The uses are many, the technology can be used to identify counterfeit products, 

to link direct buyers by eliminating intermediaries, to eliminate the large amount of 

paper documents and to facilitate product tracking throughout the supply chain. 

 

3.1 Gaps in literature and research questions 

As already mentioned, the current literature focuses mainly on technological aspects and how 

specific sectors are influenced by the technology. The papers that analyze how blockchain is able 

to influence and improve business processes are many. Feng, Wang 2019 analyze for example 

the agri-food sector and how technology could improve product traceability along the supply 

chain, Liang, Zhao et al. 2018, do the same for the healthcare sector, they analyze how a 

distributed architecture can improve the sharing of data and medical records and Brilliantova 

2018 in his research discusses the emergence of blockchain technology in the energy sector, 

how this is contributing to the global energy transformation. Despite this, empirical studies are 

very few, there is no research based on practical experience and real projects. There are no 

studies that analyze the technology as a whole and how it affects business value. More data-

driven researches are needed to provide more concreteness to this field. 

Companies struggle to perceive and understand how the blockchain can create value for their 

business model.  
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These shortcomings have inspired the questions that this paper aims to answer: 

-      What are the business processes most impacted by blockchain technology? 

-   What are the purposes and reasons behind the decision to adopt blockchain 

technology in current projects? 

-   How has the approach to the type of platforms used changed over time, do 

companies prefer to develop their own platform or to use an existing one? 

To answer these questions, in collaboration with the Observatory Blockchain & Distributed 

ledgers of the Politecnico di Milano, an analysis of the main corporate and governmental 

projects started in 2016 and always in continuous evolution, was carried out. 

 

3.2 Future research directions  

As technology is growing and evolving, there is still a gap to fill in promised and actual business 

value, future research will try to fill this gap. In particular, empirical and real use cases will be 

investigated, the benefits and the reasons of failures will be analyzed through both quantitative 

and qualitative researches. Great importance, in my opinion, will be given to the decisional and 

organizational implications arising from the adoption of the technology, Mori (2016) had argued 

that only 20% of barriers to adoption are technological barriers, the remaining 80% are 

attributable to organizational practices. There is a need for research that studies the technology 

on a social, ethical and economic level.   

Nevertheless, research will continue to be carried out in order to analyze the area already so 

much discussed about regulations and legislation, the main barrier nowadays. 
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4 Research methodology 

In this section the methodology adopted to answer the research questions is presented.  

In order to have a more concrete vision of the actual state of the art, the Blockchain and 

distributed ledgers Observatory has been carrying out a census of all corporate and government 

projects related to blockchain for years. The main use cases of established companies that are 

not startups are analyzed. The census began in early 2016 and I contributed to the listing and 

compilation from February to October 2020 by adding 266 new projects. The inserted cases 

were chosen by monitoring the main sites and newspapers related to the blockchain world, the 

main ones are: coindesk.com, ledgerinsights.com, cointelegraph.com, cryptonomist.ch and the 

official sites of the big companies where the new project was promoted.  

Each project has been categorized using the framework described below.  

Here are all the variables used to have a complete view and to be able to take into account the 

most important information of each news. 

4.1 Census description 

Let's examine in detail all the variables considered. 

Date 

It indicates the exact date when the project news was published online. 

Project type 

This variable takes into account the number of companies participating in the project, the 

subcategories inserted are 3: 

- Single company: if the project is carried out by only one company, without the participation 

of other parties. In this category also government projects have been considered "single 

company".  

- Consortium: the project is developed in collaboration with several companies, for simplicity, 

even a joint venture has been considered a chain project. 

- By sector: the project is aimed at influencing an entire sector. 
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Type of news  

The variable "news type" refers to the content of the published news, i.e. the announcement of 

a new project, the adhesion of new participants to the project or the introduction of a new 

service on an already existing platform.  

The categories used are: 

- New project: the news announces the development of a new project. 

- New participant: it is announced that new companies have decided to participate and 

collaborate in a project already under development or already operational. 

- New phase: the news announces that there are developments in the launch of a certain 

project. It could announce for example that a platform has passed the testing phase and has 

been made operational to users. 

- New market: it is announced that a particular project has been launched, or anyway will be 

launched in the future in a new market, different from the initial one. 

- New application/service: a new feature has been introduced within an already active 

project. 

 

News state 

It indicates at what stage of development the analyzed project is. 4 different categories have 

been chosen: 

- Announcement: the project was simply announced and is in the early stages of 

development. Through a press release is announced that the company is starting a project 

that involves the use of blockchain technology. No reference is made to technical 

specificities as the type of infrastructure and protocol adopted. 

- Proof of concept: indicates the second phase of development, is the phase in which the 

project begins to take shape, often this phase is associated with the sharing of the white 

paper or a document in which the developer company informs the public about the choices 

made, the benefits that the platform will bring and technical details.  

- Pilot: is the phase in which the project is tested in a controlled environment. It is the testing 

phase aimed at determining if problems and unforeseen issues emerge, if everything is 
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working and to receive the first feedbacks from participants. A cost-benefit analysis is also 

carried out to verify what is assumed in the design phase. 

- Operating project: the project has passed all the phases of design and control and has 

become operational. Now it is available to the public and in the future, it will be further 

made available to a greater number of users through expansion both in new 

countries/markets and with the participation of new companies. 

 

Phase 

This variable has been included to take into account those news that referred to the same 

project. The difficulties of implementation mean that the development and launch time of a 

project is long, often years. The phase variable allows you to understand each step, from the 

announcement to the moment the project becomes operational. 

 

Sector 

This variable takes into account the sector in which the company promoting the project 

operates, the categories used are, when it was possible, those of NACE REV2, the statistical 

classification of economic activities in the European Community. From the French 

"Nomenclature statistique des activités économiques", it is a system that standardizes the 

names and codes related to each sector.  

The objective was to have a classification as complete as possible and refer to the names used 

in the official Nace Rev 2 document. Not always, the categories used are those of that document. 

In fact, it tends to be as generic as possible, grouping different sectors. An example is the sector 

"financial and insurance activities", to have a greater completeness it has been decided to 

consider the two sectors as separate, financial activities and insurance. 

Here is the description of the fields entered: 

- Agri-food: groups all those companies that deal with food products. From raw material 

producers to distributors and retailers.  

- Air transport: it includes activities related to the transport of passengers by air.   
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- Art and entertainment activities: "This section includes a wide range of activities to meet 

various cultural, entertainment and recreational interests of the general public, including 

live performances, operation of museum sites, gambling, sports and recreation activities" 

(Nace Rev2).  

- Communication and information services: it includes the production and dissemination of 

information and cultural material. It also includes data transmission and 

telecommunications. 

- Consumer goods: under this category are grouped all those companies that deal with both 

wholesale and retail sales of any type of product or service.  

- Electric power generation, transmission and distribution: "This section includes the activity 

of providing electric power, natural gas, steam, hot water and the like through a permanent 

infrastructure (network) of lines, mains and pipes. This section therefore includes the 

operation of electric and gas utilities, which generate, control and distribute electric power 

or gas (Nace Rev2). 

- Financial activities: "This section includes financial service activities, reinsurance and 

pension funding activities and activities to support financial services" (Nace Rev2). 

- Government: under this category there are all government projects without distinction of 

sector or field. 

- Healthcare: "This section includes the provision of health and social work activities. 

Activities includes a wide range of activities, starting from health care provided by trained 

medical professionals in hospitals and other facilities, over residential care activities that still 

involve a degree of health care activities to social work activities without any involvement 

of health care professionals (Nace Rev2). 

- Insurance: it concerns all the activities related to the insurance sector 

- Luxury: similar to consumer goods, it differs in the type of product/service offered, in this 

case only luxury products or services. 

- Manufacture of motor vehicles: it groups together all activities related to the production 

and sale of motor vehicles and motorcycles. 

- Mining activities: concerns all activities related to the extraction, processing and marketing 

of solid minerals, liquids and gases.  

- Other: it groups all the projects that can’t be classified in the categories presented 

- Real estate activities: it groups all activities related to the management of real estate, sales, 

rentals and similar activities. 
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- Technology: this section includes all companies whose goal is to develop and produce 

technological products or offer infrastructure as a service. 

- Transport and storage: it includes companies dedicated to the transport and management 

of goods. Includes postal and logistics activities. 

 

Process impacted 

This variable wants to summarize which business process is impacted by the use of the 

blockchain, it has been inserted to understand which activities are most affected by the 

technology. To understand how companies and governments are using technology to improve 

their efficiency and find new sources of profit. 

Here are the categories used to summarize the different processes: 

- Advertising management: management of activities related to promotion and advertising 

communications with your set of target customers. 

- Capital markets: all activities related to financial markets and the exchange of debt and 

securities. 

- Data & document management: management of virtual data and documents, involves all 

those activities and platforms whose objective is to manage and exchange important 

documents securely and transparently, ensuring that they are not modified or altered. 

- Identity: processes related to verifying a person's online identity. In this variable the process 

is kept as generic as possible, in the next variable "Process 2" the specific process is 

investigated in more depth.  

- Payments: all those activities related to the exchange of value. It does not concern only the 

exchange of cryptocurrencies, but it groups all the instruments that allow to exchange value 

(stablecoin, letters of credit...). 

- Property registry: it concerns projects whose goal is to digitize cadastral registers, taking 

advantage of the blockchain to make them transparent and more secure. 

- Rewarding activities: these are linked to projects that allow companies to reward their 

clients for participation in certain programs (loyalty programs, community points, etc.). 

- Supply chain finance: "Supply chain finance (SCF) is a term describing a set of technology-

based solutions that aim to lower financing costs and improve business efficiency for buyers 

and sellers linked in a sales transaction. SCF methodologies work by automating transactions 
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and tracking invoice approval and settlement processes, from initiation to completion". 

(Investopedia, 2020) 

- Tracking & Supply chain management: it groups together all activities related to product 

management and traceability along the supply chain. For example, real-time tracking 

monitoring and traceability projects have been included in this category.  

- Voting: it concerns all those projects, both governmental and corporate, related to online 

voting processes, made secure through blockchain technology. 

Process 2  

It is a variable that enters more into the specifics and goes into the details of the process carried 

out. The variable "process" aims to describe generically the impacted process while this allows 

to understand exactly what is the exact process affected. 

 

Usefulness of blockchain 

It is a variable that has been inserted to investigate the purpose for which the technology is 

used. It aims to help us understand why companies have chosen to use a distributed technology 

instead of a traditional one. 

Here is a summary of all the categories entered: 

- Authenticating goods: timestamping and immutability properties are used to authenticate 

products. With the increase in the production and sale of counterfeit products, which over 

time are becoming more and more accurate and difficult to distinguish from the originals, it 

was decided to exploit the technology using a virtual representation of the product called 

"digital twin" that cannot be modified. A study carried out by Certilogo1 in 2019 on 1500 

participants shows that 83% of respondents doubted, at least once in their lives, the 

originality of a product purchased online. Percentage that rises to 95% for Chinese 

respondents. Many projects have emerged in recent years to overcome this problem and 

ensure greater safety for consumers. But not only that, in addition to ensuring originality 

through blockchain it’s possible to  know the entire history of a product, in case of secondary 

market, you can know the previous owners and all the information you want to associate 

 
1 Certilogo (2019) Making Blockchain Real.  Available at: 
https://brands.certilogo.com/hubfs/Downloadable%20Content/Making%20Blockchain%20Real.pdf 

https://brands.certilogo.com/hubfs/Downloadable%20Content/Making%20Blockchain%20Real.pdf
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with that product, such as maintenance work, current value and much more. But how is it 

possible to associate a digital version to a real product? It is clear that Blockchain technology 

alone cannot guarantee the authenticity of an asset. The real innovation lies in being able 

to associate the real world with the virtual world, building a digital image of a product. it’s 

possible to  do this through what have been called crypto anchors, a term coined by IBM 

researchers. Here is their definition "Crypto-anchors are tamper-proof digital fingerprints, 

to be embedded into products, or parts of products, and linked to the blockchain. These 

fingerprints can take many forms such as tiny computers or optical codes, but when they 

are tied to a blockchain, they represent a powerful means of proving a product's 

authenticity. (IBM researchers, 2018) The point of connection between online and offline as 

understood by the definition can be of various types, small NFC chips (Near field 

communication) inserted directly into the product and QR codes printed on labels are some 

of the most used. 

- Authenticating info: the same concept can be applied to data and information. Through the 

timestamping mechanism seen above it is possible to authenticate and make unmodifiable 

any type of information and document. The extremely secure cryptographic algorithms and 

a distributed network structure make it possible to exchange and share them. 

- Sharing of data/documents: this category is linked to the previous one, but the main 

objective is the safe and transparent sharing of information and documents. In this case, 

blockchain is used to exchange data, the aim is to use its properties to create a network 

infrastructure that makes the sharing faster and more secure while providing protection 

against unauthorized access or attack attempts. The fields of application are many but the 

most discussed is the medical sector. Through blockchain it is possible to share sensitive 

personal information with authorized individuals allowing for example the sharing of 

medical records between patients and doctors. One might wonder how privacy can be 

guaranteed in a network that bases its basis on data transparency but, as explained above, 

the problem does not exist because personal information is not saved publicly on the 

distributed registry but is saved off-chain in not distributed databases.    

- Copyright management: through the authentication of a certain product or information it 

is possible to protect the properties of authors and to fight a widespread phenomenon, the 

illegal streaming and downloading of works by authors and artists. All content is easily 

available online and is increasingly easy to use for free by violating copyright. As described 

in Ma's paper, Jiang, Gao 2018, the economic losses related to this phenomenon are 
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enormous. In their study they propose a solution to this problem using blockchain 

technology: “we proposed a blockchain-based scheme for digital rights management 

(named DRM Chain), which supports the right content serves the right users in a right way, 

the DRM Chain can provide trusted and high-level credible content protection and 

conditional traceability of violation content service. In the proposed DRM Chain, we use two 

isolated blockchain application interfaces (BAI) to respectively store plain and cipher 

summary information of original and DRM-protected digital content, and considering large 

capacity of digital content such as image, audio or video, we proposed external flexible 

storage of plain/cipher digital content and creates hash ID of the content itself and links with 

the blockchain”. 

- Digital currency: it concerns the activities related to the use of any virtual currency, under 

this category are grouped the projects that exploit both cryptocurrencies and stablecoin for 

the exchange of value.   

- Efficiency/security of transactions: in this case blockchain is used to provide security and 

efficiency to transactions. Its properties are used to have faster and more secure 

communications and transactions.  

- Engagement: it concerns projects related to activities related to the creation of solid and 

lasting relationships with its clients. The purpose of technology is to create a direct channel 

between companies and consumers in order to foster interaction. 

- Payments: in this case the use of technology aims to facilitate and simplify the processes of 

payment and value transfer. It aims to improve the efficiency of some payment methods, 

especially international ones, reducing the necessary steps and the related bureaucracy. 

- Peer-to-peer network: blockchain is used to take advantage of its distributed architecture 

and create a non-centralized network. In such a network there are no privileged participants, 

but all nodes are at the same level. 

- Traceability: the reason why blockchain is used lies in its ability to provide real-time data 

about the positioning of a given product along the supply chain. It allows you to know the 

individual steps taken by the product and its history. With the growing public interest in the 

transparency of the production chain and, above all, in the sustainability and social 

responsibility of companies, the blockchain is used to inform the end consumer about the 

origin of what they are buying. 
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Service provision   

This variable takes up the archetypal patterns presented by Weking et al. 2019 and associates 

to each project one of these to understand how the business models of the companies that have 

decided to adopt blockchain are modified. The subcategories entered are: 

- Platform/marketplace: the technology is used by creating from scratch a platform or by 

exploiting an existing one. Projects that are surveyed under this category want to exploit the 

properties of blockchain in order to offer and sell complementary services and products. 

- Interoperability: it groups all the news related to projects whose objective is to allow the 

interoperability of different systems, applications or platforms. Interoperability “is the 

ability of different information systems, devices and applications (systems) to access, 

exchange, integrate and cooperatively use data in a coordinated manner, within and across 

organizational, regional and national boundaries, to provide timely and seamless portability 

of information and optimize the health of individuals and populations globally”( 

https://www.himss.org/). 

- Authentication: this macrogroup contains projects aimed at authenticating information and 

products. All projects related to identity and information authentication have been included.   

- Transfer of value: it brings together news related to projects whose goal is to use blockchain 

technology for value transfer. Projects that exploit cryptocurrency, stablecoin and other 

methods of money exchange have been included. 

 

Incentives 

This set of variables wants to summarize what are the benefits brought by the adoption of the 

technology. The possible incentives have been summarized in 6 sub-variables and each project 

has been analyzed in detail to investigate even more deeply the reasons that led companies to 

make this choice. The Boolean variables have been used to assign 1 (true) if yes, 0 (false) if not. 

Below are the benefits inserted and managed with Boolean variables: 

- Intermediation improvement 

- Cost optimization 

- Transaction cost optimization 

- Time reduction 
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- Security enhancement 

- Data traceability and verification 

Cost VS revenue     

A further distinction made during the design of the census format is that between projects aimed 

at improving business efficiency or those whose objective was the creation of new revenues. 

This variable can assume two values, “Cost” if the analyzed project has as its purpose the 

reduction of costs and “Revenue” if instead the objective is the creation of added value.  

With the insertion of this variable it is wanted to investigate why companies and governments 

have decided to adopt the technology. Is it just an attempt to improve efficiency or a new tool 

to promote the growth and expansion of the company? 

 

Application governance 

The variable "application governance" investigates who has the management and control of the 

application. It is intended to take into account who has the decision-making power on 

procedures, the possibility of writing information and validation of the same. The projects have 

been grouped under 4 categories: 

- Single company: the control and management of the application is in the hands of a single 

company. These are private networks in which a distributed architecture is exploited, but 

you still want to have an entity that supervises the participants and defines authorizations 

and precise rules. 

- Joint venture: the management is in the hands of two companies, not just one. It often 

happens that the company that decided to develop the project does not have the necessary 

skills for the management of the application, so it uses the skills of another company to be 

helped in the control tasks. 

- Consortium: in this case the control is distributed among various entities, the participants 

in the project are more than two and none of them is privileged over the others, they are all 

on the same level and the governance of the application is distributed among them. 

- DAO (Decentralized Autonomous Organization): control is distributed among all individual 

participants in the network. It is a system based on open-source codes in which, through 

smart contract, all processes and internal mechanisms are automated.   
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Platform Governance  

Unlike the previous variable that studies the governance of the application built on a blockchain 

platform, this variable investigates the governance of the network infrastructure, the platform. 

Again, four categories have been included to group each project under: 

- Single company: the control and management of the platform are in the hands of a single 

company, the one that has decided to adopt the technology and has created an ad hoc 

infrastructure for its project. This company is responsible for both the governance of the 

application and the platform. 

- Joint venture: in addition to the company that developed the project, in this case the 

governance of the platform is shared with another entity, often an external company that 

took care of the technical part of the project. The platform was created in collaboration and 

the management is done jointly. 

- IT Provider: This category groups the projects of companies that have decided to rely on 

specialized companies for the management of the platform on which the application has 

been realized. Often not having staff with the necessary skills, the company delegates or 

otherwise exploits an already existing platform. 

- Consortium: the governance of the platform is shared between several companies. 

 

Platform 

The variables under the group "platform" want to allow to understand which platform has been 

used for the development of the project, the name and if it is an already existing or specially 

created platform. As seen above, there are various types of blockchain and in this section we 

want to classify the different structures adopted.  

The variables are: 

- Platform: "Existing" if the project uses an existing platform and "Proprietary" if a new 

platform is designed. 

- Platform Name: reports, if existing, the name of the platform. 

- Permissioned/permissionless: reports the type of network adopted for the authorization to 

validate the information. 
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- Private/public: it reports the type of network adopted for what concerns the authorization 

to the access to the information. 

 

Protocol 

The protocol variables determine which protocol is used for that particular project. Protocol is 

defined as the "set of rules that determine how data is exchanged and transmitted. The rules 

may concern register structure, network access, consent algorithm, cryptographic rules, 

programmability level, incentives, etc.". (Blockchain & distributed ledger observatory, 2020). 

The two variables inserted are: 

- Protocol: in which is inserted, as for the platform, “Existing” if it is an existing protocol or 

“new” if it is not. 

- Protocol name: where possible, the exact name of the protocol used is entered. 

 

Token 

In this variable is inserted: 

- 0: if the project does not require the use of tokens. 

- Fungible: if the news is related to projects that exploit fungible tokens. 

- Non fungible: if the news is related to projects that exploit non fungible tokens. 

- Non fungible + fungible: if both are exploited. 

In addition, the variable "token type" has been inserted to keep track of which token has been 

used. The types inserted are those described in chapter 2.7 “Application & tools”: 

- Utility token 

- Security token 

- Asset token 
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Properties 

In the group of variables "Properties" three variables have been inserted regarding the 

properties exploited by each single project.  

They are: 

- Cryptocurrency: Boolean variables are used to define whether or not cryptocurrency is 

used. 

- Programmability: a scale from 0 to 2 has been inserted, 0 if the solution does not offer 

programmability, 1 as an intermediate value and 2 if great programmability is possible. 

- Timestamping: always a scale from 0 to 2 to determine if and how much the timestamping 

property is used. 

 

Participants 

In this variable are inserted the names of all the companies involved in the analyzed project.  

 

Providers 

The names of the companies that provided the expertise and the competences to develop the 

project are included. 

 

Nationality of the project 

It indicates the country where the project was developed. If it was not possible to define an 

exact country because the project concerned the involvement of more than one country, the 

continent was included or "world" if it was intended to be developed globally. In this variable 

was included the country where it was developed and where the initial investment was made, 

not the country where the project will be used. If an Italian company, for example, is the 

developer of a project for the traceability and control of the first phases of coffee cultivation in 

Brazil, the nationality of the project is Italian while the geographical area "Brazil" will be included 

in the next variable Geographical area. 
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Geographical area 

It differs from the project's nationality because it indicates where the project is active and is 

used. As seen in the example, the country where the project was developed and the country 

where it is exploited do not always coincide. These two variables aim to take this difference into 

account. 

In the next page is possible to find a scheme that summarize the framework of the census and 

all the variables considered. 
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5 Census Analysis 

In this section, an analysis of the census is carried out. The objective is to understand the most 

important trends related to the adoption of Blockchain and DLT technologies and try to answer 

the research questions described above.   

It is important to note that some filters have been applied to this study in order to have greater 

information integrity and to exclude the possibility that incorrect information could alter the 

data. For this reason: 

- All the news about projects that failed has been removed from the census. An example is 

the project related to the Telegram Open Network (TON) platform, once declared the 

abandonment of its development, the whole history of the news that dealt with it has been 

eliminated. 

- For each project surveyed in the past, an analysis has been carried out to understand if 

changes or advances in the development phases have occurred. In this case, news about 

new phases was searched and the study was updated.        

- Regarding the cases analysed in 2020, this paper is written in November and takes into 

account the projects until October 31. The analysis regarding the number of cases was 

carried out by making a comparison between the different years, in the case of 2020 the 

yearly trend analysis was not carried out, only a comparison with the first ten months of 

previous years was made. 

 

Moreover, of the 1291 news inserted, not all of them refer to a new project, in order not to 

weaken the sample, if there were more news related to the same project, only the one related 

to the last phase has been considered. 

In the actual analysis, therefore, of the 1291 news, 1177 projects have been extrapolated.   
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5.1 Overview 

The research of the Observatory blockchain and distributed ledger technologies related to the 

analysis of projects and use cases of blockchain technology began in 2016 and over the years 

has become more and more accurate and collects a very large sample of cases. To date 

(November 2020) the news analysed are 1291 and the methodology used is that described in 

paragraph 4. 

 

5.2 Diffusion of innovation: number of cases and geographical 

distribution 

Analysing the number of cases entered during the last few years we can immediately notice the 

growing interest of companies and governments towards distributed technologies. In 2016 the 

projects analysed were "only" 60, while in 2019 the cases recorded were 428, a growth of 613%. 

But let's see in more detail what has been the growth over the years.   

As can be seen in Graph 1, growth and interest have increased considerably in recent years. 

After the sharp increase between 2016 and 2017 of 182%, growth has slowed down. There was 

a +77% in 2018 and +44% in 2019 with a total of 428 cases recorded. 
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The positive trend seemed to promise continued growth in the future, but let's see what is 

happening in 2020. As explained in the methodology paragraph, the year 2020 is not considered 

in the analysis but it is interesting to make a comparison of the first 10 months of the year with 

the same period of previous years.  

After the large number of projects announced and developed in 2019 it seems that 2020 will 

follow the trend of 2018, keeping the number around 300 cases. The reason for this decline is 

probably due to the Covid-19 pandemic that slowed down the development of projects already 

underway and postponed announcements of new platforms. It is interesting to note, however, 

that although the global emergency situation has delayed the development of some platforms, 

there are many projects created to offer support in this time of crisis. The Covid-19 pandemic 

has in fact brought to light the limitations of the current health system and supply chains. Several 

projects have been developed to improve the efficiency of all processes related to the 

traceability of drugs and donations, the creation of platforms for the management of data of 

positive subjects and the support of vaccine research.  

The areas in which blockchain technology has been most exploited are medical data 

management and supply chain management related to the supply of protective devices and 

medicines. Among the most important projects we can find the "Coronavirus Data Hub" 

platform developed by the U.S. Health Department to track Covid-19 hospitalization data, 

"Corona tracker", a web app that tracks symptoms via built-in health surveys to reduce hospital 
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overload and "COVID-19 Credentials Initiative (CCI)" that is working on an "immunity passport" 

to help stop the spread of COVID-19 without compromising the privacy of users. 

Geographical distribution 

Since the beginning of this research (2016), the most active area has been Asia, which has always 

been the most innovative and inclined to digital transformation. In second place we find Europe, 

with a number of cases that does not go far from the first in the ranking. In 2019 there were 116 

cases recorded compared to 124 in Asia and this confirms the enormous attention of European 

countries towards Blockchain and DLT technologies. The figures for 2020 even show an 

overtaking in the number of registered cases, with Europe in first place with 84 cases compared 

to 67 on the Asian continent.  

Please note that: 

- the nationality of the project was taken into account, not the geographical area where the 

platform is operational. 

- projects born from the collaboration of different countries have been grouped in the 

subcategory "world". 

Here is the detailed geographical distribution in the various continents: 

Figure XXI: Geographical distribution 2019 (base: 428 cases) 
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With regard to Italy, in 2019 there were 12 cases registered with a 200% increase compared to 

the previous year. Although not complete, the data for 2020 show a great growth, the news 

about Italian projects are 22, which to date, end of October, represents a further +83% 

compared to 2019. 

Referring to 2019, in addition to the 92 cases (21%) classified "world", the most active countries 

are the United States with 12% of cases, South Korea with 7% and China with 6% of total cases. 

Italy is in 6th place with 3%, demonstrating himself one the most active European country in 

2019 in the blockchain field. 

 

5.3 Industries 

The classification used was NACE REV 2, the statistical classification of economic activities of the 

European Commission.    
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Chart 8: Sectors distribution (base: 1177 cases) 
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In the figure it is possible to observe the percentage distribution of the different sectors in the 

three years from 2016 to 2019. 

The majority of cases are related to the financial and insurance sectors, demonstrating that, 

since its creation, blockchain technology has been associated with the financial world, 

cryptocurrency and all those operations that involve a large exchange of value. In 2016, these 

projects accounted for 78% of the total, but it is interesting to note that, in the following years, 

the potential of the technology in other sectors has begun to be understood. In 2017, the 

percentage was 52%, in 2018 38% and in 2019 33%. Particular attention must be paid to 

government projects, which grew from 12% in 2016 to 20% in 2019. Other major growth sectors 

are the agri-food sector, which grew from 1,5% in 2016 to 11% in 2019, and the transport and 

storage sector which, although with slower growth, accounts for about 7% of the total news in 

2019. As can be seen the trend has reversed, although representing the majority of projects, the 

financial sector is the only one with decreasing numbers but not due to the reduction of projects 

related to this sector but rather to the great growth of the others. From the point of view of a 

technology closely linked to the banking world, we have moved on to an awareness that a 

distributed logic can bring benefits in all sectors. Focusing on the results of 2019, from the graph 

it is possible to see the emergence of areas to which it was never thought possible to associate 

blockchain technology. 
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Companies in the luxury sector, for example, have realized that technology can provide great 

benefits and offer solutions to problems that until now were considered difficult to solve. Louis 

Vuitton and Dior have developed a platform to combat counterfeit products while at the same 

time being able to ensure transparency throughout the supply chain, Alrosa, the largest diamond 

extractor decided to join the "Tracr" platform to provide a digital certificate of each of its 

precious stones and for the same reason the Swiss watch manufacturer Bretling decided to 

adopt blockchain. A fast-growing subcategory is "Other" under which are grouped all the news 

related to areas not relevant enough to be considered in the study. If up to 2017 it represented 

less than 0.5%, at the end of 2019 it represents 5.5%, showing that there are many sectors 

involved. As time passes and this subcategory grows, new areas will be included in future 

analysis. 

It is interesting to carry out the same analysis considering only projects that are in a 

development phase, thus eliminating projects in the announcement phase and verify whether 

the results are the same or not.  

At first sight is possible to see that the category “Other” has disappeared. All those projects were 

in the announcement phase. The first three position are the same, “Financial activities” has even 

a higher percentage, 31% instead of 29% while the results of “government” and “agri-food” are 

pretty much the same. 

Chart 10: Sector distribution in 2019 (base: 115 cases – announcements not considered) 
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5.4 Type of news and number of actors involved 

The news inserted in the census represent projects of all types, projects simply announced of 

which no technical details are yet public, projects under development and projects related to 

platforms already operational. In this section is analysed the distribution over the years and how 

many actors are involved in the development of these platforms. As explained in the 

methodology section the subcategories included to evaluate the progress of a project are 

announcement, proof of concept, pilot and operational project. Instead, as regards the number 

of actors involved, in the variable "Project type" has been inserted "single company" if the 

project has been developed by a single company, "Consortium" if the development has taken 

place through the collaboration of two or more companies and "by sector" if it is a platform 

whose goal is to revolutionize an entire sector. 

The majority of companies (69%) decided to opt for a new platform developed internally or to 

take advantage of an existing platform by adapting it to their needs. 27% decided to work with 

other companies to combine expertise and costs and develop a project that satisfied all 

stakeholders. "Only" 4% of the news concerns sector projects, news related to projects that 

involve many companies and aim at digitizing some processes.  

From the results obtained, it is possible to understand that the preference of companies and 

governments is to develop projects internally to have full control of the information,  and thus 

have the guarantee of being able to verify the identities of the participants in the network. In 
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Chart 11: Actors involved (base: 533 cases) 
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the next sections, we will analyse the choice of the type of platform used to understand if 

companies have decided to opt for platforms whose control is greater, the permissioned, or if 

they are preferring those in which are fully exploited all the properties of blockchain technology, 

where there is no privileged entity, those permissionless. 

 

5.5 Process impacted 

In this chapter we try to answer the first research question of this paper: "What are the business 

processes most impacted by blockchain technology? This question aims to understand how 

companies are deciding to adopt the technology, what are the business processes most 

impacted by blockchain technology and what are the benefits and purposes for which blockchain 

is used. 

From the graph it is interesting to note that in the first year of the census the most impacted 

process was the one related to payments, in 2016 represented 35% of total projects, but already 

in 2017, although representing a large number of projects (17.3%), was overtaken by processes 

such as Data & document management (23.3%) and Tracking & supply chain management 

(22.2%). These results, combined with those obtained in the analysis of the sectors presented 

above, allow us to understand that, even if the sector that has always exploited DLTs the most 
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Chart 12: Processes impacted (base: 1077 cases) 
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is the financial sector, the processes for which they are exploited are not simply linked to the 

world of payments (Fintech, cryptocurrency...) but also to more "marginal" processes such as 

the sharing of important data and documents. This last process is the one that has seen the 

greatest growth from 2017 to today, growing from 10 cases in 2016 to 159 in 2019. The 

processes with the highest growth are: 

- Data & Document Management 

- Tracking & Supply chain management 

- Identity  

But let's try to understand what is the reason for this increase in each of them. 

5.5.1 Data & Document Management 

It groups all those projects related to data and document sharing. The data management process 

is about gaining secure access to reliable, clean and traceable data to improve and facilitate 

business decisions. But not only that, governments and governments can benefit from 

blockchain properties to protect trusted records and simplify interactions with citizens by 

digitizing information and managing them in a secure infrastructure. 

Let's see what are the main benefits offered by a distributed structure. 

 

Chart 13: Processes most impacted, year distribution (base: 533 cases) 
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Benefits of Blockchain for Data Management 

1. Data security: due to the high number of data breaches in recent years, individuals and 

companies are questioning the security of current computer systems and the use of personal 

data.  One of the best known is the 2017 attack on Equifax, a multinational consumer credit 

reporting agency, in which the personal information of 150 million users was stolen. But 

many organizations, governments and multinationals have also been attacked in the last 

decade. Although high security mechanisms such as encryption are useful against external 

attacks, it has become clear that they cannot provide comprehensive protection. One of the 

reasons for the growth of this technology is the ability to provide an additional level of 

security over traditional systems. Among the methods, one of the most used is the Keyless 

Signature Infrastructure (KSI), “a globally distributed system for providing timestamping and 

server-supported digital signature services to protect data” (Buldas, Kroonmaa, 2020) 

2. Data quality: as seen above, an information before being added to a block must be analysed 

and validated. This process represents an extra layer of verification. Gartner, the leading 

research and advisory company, has predicted that blockchain technology will improve the 

quality of data by 50 percent by 2023. The prediction is based on the capability of the smart 

contracts to check and normalize data. 

3. Real-Time Data Analysis: in a data-driven era, running analysis in real-time, monitoring what 

is happening in any time is a great competitive advantage to any organization. In addition to 

improving security, real-time data analysis can help organizations in other ways, it can 

ensure a more effective use of resources, more accurate matching of supply and demand, 

but it can also be used to build more accurate and modifiable forecasting models. 

4. Data Sharing: the last benefit offered concerns the solution to a common problem, the 

saving of data in different databases not able to communicate with each other. Often, 

governments and large organizations collect a large amount of data that, however, is saved 

on different servers and that, even if collected by the same organization, cannot be used by 

different business units. This can be avoided by building a central database that anyone can 

access. But the problem that arises is a security problem, the point of failure is only one, and 

a large amount of sensitive data saved in one location is very tempting for hackers. The 

decentralized structure of a blockchain network can provide a solution to this problem, 

providing a secure environment where to save data making possible their sharing and 

access.  
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5.5.2 Tracking & Supply Chain Management 

One of the processes in which the adoption of blockchain technology is growing strongly is that 

of tracking and supply chain management. The supply chains of all sectors are becoming 

increasingly complex, the actors involved are many, customer needs continue to grow and the 

number of intermediaries is increasing. The growth in the number of cases included in the study 

confirms the awareness that blockchain technology is a very useful tool for greater efficiency 

and cost reduction. Traditional supply chains still use different paper documents and databases 

that often lead to delays, errors and increased costs. Current supply chain participants need to 

have a unified visibility of data, while being able to independently verify transactions and 

updates related to production and transport.   

Using blockchain can record any type of information related to the product and processes in 

progress, price, date, location, certifications and any other data that can help manage the supply 

chain efficiently. 

In particular, the areas where technology can create value are: 

- Replace slow and manual processes. Although today's supply chains leverage 

information technology and are able to handle large amounts of data, some processes, 

particularly those at the lower levels of the chain, are still slow and rely on paper 

documents.  

- Ensure product traceability. A single, decentralized network structure provides real-time 

information on product location and history. Traceability adds value by reducing the 

high costs of quality issues, such as recalls, the loss of revenues due to counterfeits and 

black market and providing the transparency that today's consumers demand. 

- Reducing supply-chain IT transaction costs. A decentralized structure removes the need 

to have and maintain a large number of different databases with different protocols and 

modalities.  

- The sector that most is adopting blockchain solutions is the food industry. Through 

blockchain it is possible to guarantee transparency and a high level of security but also 

reduce the economic loss and product waste. In fact “Using blockchain-based 

traceability system can obtain the reliable data of each stage in traceability chain, which 

contributes to more accurate shelf life of food products leading to the reduced 

economic loss and food waste” (Risius and Spohrer, 2017).  
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But how does the Blockchain create value in supply chain? 

An interesting subdivision of the value creation was provided by the Blockchain Observatory and 

distributed ledgers. The categories proposed are: 

- Data visibility: blockchain is used to show users data and information in a safe and 

transparent way. In this category are grouped all the traceability projects through which a 

company informs its consumers about the origin and history of the product.  

- Data coordination: technology is used to share data between multiple entities. The process 

is established and governed outside of it, blockchain has the sole task of providing an 

infrastructure to share information. 

- Trustable process: blockchain is used as a tool to ensure collaborations and relationships in 

the absence of trust. The technology represents a new way to build a relationship of "trust" 

no longer based on the guarantee and control of a central body but rather on mechanisms 

of consensus and validation of information. 

Among the most important projects we find Tradelens, a platform developed by IBM and Maersk 

that “provides seamless, secure sharing of real-time, actionable supply chain information, 

encompassing shipping milestones, cargo details, trade documents, and sensor readings so that 

all stakeholders can mitigate problems through predictability and exception handling” 

(Tradelens), Food trust, “a collaborative network of growers, processors, wholesalers, 

distributors, manufacturers, retailers, and others, enhancing visibility and accountability across 

the food supply chain” (IBM) and Partchain, a project developed by BMW for tracking 

automotive parts. 

 

5.5.3 Identity 

Another fast-growing process is the control and authentication of digital identities of people, 

objects or companies. Many of the traditional systems are still paper-based, fragmented and 

exclusive. When digitized, these systems often suffer from a lack of interoperability with other 

databases and have always been honeypots for hackers. Just think that since 2017 more than 

500 million personal details - such as data, credit card numbers - have been leaked, hacked or 

stolen from companies. 

All sectors suffer from the problems related to current identity management systems: 
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- Government: the lack of interoperability between different systems means that the 

necessary bureaucracy increases processes' times and costs. 

- Education: it has been estimated that only in the United States two hundred thousand fake 

academic certificates are sold each year. It is clear that the resulting problems are many, 

hiring unqualified staff, damage to reputation and brand for universities and hiring 

companies. 

- Healthcare: the lack of interoperability between the different actors (doctors, hospitals, 

pharmacies, clinics, insurance companies ...) leads to inefficiencies and delays. 

- Banking: the current systems of access to online accounts via login and password, although 

secure, always expose users to greater risks. 

 

The reason for the continued growth and development of projects related to digital identity is 

the ability of blockchain technology to be able to solve current problems such as inaccessibility, 

data insecurity and fraudulent identities. 

Through the blockchain infrastructure it is possible to create a secure digital identity 

management system capable of reducing levels of bureaucracy, increase the speed of processes 

and ensure interoperability between different systems.  A distributed registry allows all 

participants to have the same source of truth about what credentials are valid, who validated 

that information, but without revealing this information. 

The actors present in an identity management system through blockchain are three, owners, 

issuers and verifiers. 

The identity issuers are governments or trusted third parties who have the authority to release 

personal credentials for a user (the owner). By issuing these credentials, the issuers certifies the 

validity of the information. Once the identity is certified, the owner may save this information 

in his or her identity wallet and may use it in the future as proof of his or her identity to a third 

party (the verifier). 

The validation mechanism is based, and depends entirely, on the reputation and reliability of 

the issuer. In fact, the verifying parties do not verify the information present on the blockchain 

but instead they use the breach to verify the validity and reliability of the attesting party 

(Government...). For example, when a citizen presents proof of his driving license, instead of 

verifying the actual authenticity of the license number, the verifying party investigates the 
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validity of the signature of the entity that has attested and verified those credentials and then 

decide whether it trusts or not. 

The power of blockchain technology lies in the ability to establish trust between different parties 

and ensure the authenticity of data and information without actually save any personal data on 

the registry distributed. The real revolution is the ability to provide greater security and greater 

privacy at the same time. 

In fact, on the blockchain are not saved personal data but only the references and the associated 

attestation of a user's verified credential. In this way it is possible to prevent attacks by attackers 

who have only the references and the associated attestation of a user's verified credentials. 

 

The future of identity management with blockchain 

The opportunities generated by an identity management system on blockchain are many but 

the development of ideas and solutions continues with great speed. In particular, through the 

mechanism just explained, it is possible to ensure a single distributed register that can offer a 

reduction in costs, time and offer interoperability. Surely an excellent innovation for private 

contexts and platforms, companies and governments can take advantage of this infrastructure 

to have greater control over the identities and information of their citizens and employees. But 

as far as public networks are concerned, a mechanism of this kind loses one of the main 

properties of this technology, decentralization. A central body is needed whose task is to 

authenticate identities and carry out a control function; disintermediation is no longer 

guaranteed, so that all users are on the same level, without privileged subjects. 

For this reason, now are presented two new methods of identity management that represent 

the future in the field of blockchain technology.   

 

Decentralized Digital Identity (DID) 

DIDs represent a new method used to verify digital identities. The real innovation lies in the 

control function that is no longer entrusted to a central body but to the identity owner. Power 

and responsibility are once again in the hands of the user, leaving him the control and protection 
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of his information. All this is made possible by the decentralized structure of a blockchain 

network and its ability to create trust through the consensus algorithm. 

Among the many projects stands out that of Microsoft titled the Identity Overlay Network (ION), 

whose goal is “to create a decentralized identity ecosystem where millions of organizations, 

billions of people, and countless devices can securely interact over an interoperable system built 

on standards and open source components” (Buchner). 

 

 

As shown in the figure in this model, the user allows service providers to share their data with 

each other. 

 

Self-Sovereign Identity (SSI) 

The third identity management model is the Self Sovereign Identity. “Self-sovereign identity (SSI) 

is a term used to describe the digital movement that recognizes an individual should own and 

control their identity without the intervening administrative authorities. SSI allows people to 

Figure XXII: Decentralized identity 
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interact in the digital world with the same freedom and capacity for trust as they do in the offline 

world” (Sovrin, 2018).  

It is a model in which the user has full control of their own information, custody is no longer 

delegated to third parties, everyone is now in control of their own identity. The concept is similar 

to the wallet we use, containing all our documents and information, which we present when we 

want to prove our identity or related information. During a check in the car, when we apply for 

our driver's license, we simply take it out of the wallet and use it to show our information 

(validity, name, address...). Through the self-sovereign identity, it is possible to do the same 

thing, freedom and autonomy are the same. Each individual digitally controls all the elements 

that prove his identity and shows them to those who request them.  

The most used network is Sovrin, “a global public utility for self-sovereign identity that allows 

enterprises and developers to deliver privacy, security, and ownership solutions to people, 

organizations, and things” (Sovrin, 2018). 

 

 

 

 

 

 

 

 

 

 

Figure XXIII: Self-sovereign identity 
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5.6 Sector VS process 

By carrying out a joint analysis of sectors and processes it is possible to better understand which 

processes are most affected within each individual sector analysed and vice versa to understand 

for each process its distribution in the various sectors.  

Each column in the graph represents one of the sectors considered in the census and for each 

of these bars the colours represents the different processes. This graph is useful to understand 

the distribution of processes for each sector. As it is possible to see, the colour most present are 

the green and the gray, the ones related to data & document management and tracking and 

supply chain management. For tracking and supply chain management the sectors in which is 

most present are the agri-food sector, in which it represents more than 95% of the projects and, 

obviously, transport and storage in which it represents more than 80%. It’s also interesting to 

observe that we can find both of the processes in almost all the sectors, demonstrating that the 

blockchain technology can offer different benefits and tools in each sector. 
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5.7 Usefulness of blockchain and benefits 

We have analysed which processes are most impacted and which are the most growing, but 

what are the reasons why it was decided to adopt blockchain technology? What are the actual 

benefits of adoption? 

To answer these questions, we have included in the structure of the census a number of 

variables that help us to do so. In particular "Usefulness of blockchain" and "Service provision" 

are two variables used to investigate the reasons why it was decided to adopt the technology, 

the first exploits a categorization born from the experience of the researchers of the observatory 

while the second uses the archetypal patterns proposed by Weking et al, 2019. The other 

variables used concern the concrete and practical reasons such as cost reduction, time 

reduction, increased security, disintermediation and data verification. Here are the results 

obtained: 

 Regarding the purpose of use, in first place, with 27% of the total number of projects surveyed, 

we find the sharing of data and documents, the technology is used as an infrastructure to 

exchange information in a secure and transparent way. With 21% we find the set of projects 

that use technology to authenticate information. This category includes notarization platforms, 
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digital identity authentication platforms and projects that aim to exploit the immutability of the 

registry to store sensitive information. 

Interestingly, of the total number of cases surveyed, those that exploit blockchain for purposes 

related to payments, represent only 11%. The initial purpose for which the technology was 

invented is in fact ranked fifth, outdated by projects that exploit blockchain for traceability, 

efficiency and security of transactions. 

Traceability cases represent 15.6% of the total, as seen above are growing strongly, the 

increasing attention of consumers to environmental sustainability and transparency of the 

supply chain has led to the development of a series of platforms that aim to record all the events 

ensuring safety and certification of processes and procedures. 

With 14.6% we find a category defined by us as "efficiency and transaction security", it groups 

all projects that exploit blockchain technology simply as an additional security method. The aim 

is to exploit its properties to improve communication and transactions between multiple 

subjects, often in these projects the goal is to digitize a system today very complex and full of 

bureaucracy, which requires authorizations and checks by various subjects. Using a distributed 

registry, it is possible to improve the efficiency of these projects without losing the great security 

they need. 

Even if with a lower percentage is not less important the category related to digital currencies 

(6.4%), to underline is the great interest of central banks around the world towards the Central 

Bank Digital Currency (CBDC), "a new form of digital central bank money that can be 

distinguished from reserves or settlement balances held by commercial banks at central banks". 

(Bank for International Settlements, 2018)     

Although no country in the world has yet launched its CBDC, there are many countries that are 

testing and studying its feasibility and benefits. These include Japan, China, Thailand, Sweden, 

Lithuania and France. 

As far as the five archetypal patterns are concerned, the distribution of the cases surveyed is as 

follows: 
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The majority of cases are placed within the three main categories, authentication, 

platform/marketplace and transfer of value. Only 2% represent interoperability projects, whose 

objective is to make communication between different systems possible. 

Most projects (46%) use technology to create new environments to exchange products, data 

and information. 29% represent cases related to the authentication of data, documents and 

products and 23% the transfer of value, a category that does not include only traditional forms 

of payment but all these processes involving the exchange of value. 

 

Incentives 

Let's now see from a more practical point of view what are the benefits offered by blockchain 

technology and what are the real motivations that drove companies and governments to decide 

for adoption.  

The variables inserted, as seen above, are dis-intermediation, cost optimization, transaction cost 

optimization, time reduction, security enhancement and data verification. To every project has 

been assigned true (1) if the news or however official documents of the project referred to the 

variable in consideration or 0 otherwise. 
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Chart 16: Service provision (base: 533 cases – announcements not considered) 
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The main benefits, as visible in the graph, are data traceability and verification and security 

enhancement. As many as 88% of projects claim to use blockchain technology for data 

verification and tracking. 77% use the properties of the technology to increase the security of 

their processes and to ensure a risk-free environment for consumers and employees.  

While the majority of projects use the properties to ensure data security and tracking, the other 

benefits are significantly lower. The benefits of increased efficiency, time reduction and cost 

optimization were reported in 37% and 30% of cases, respectively.   

Only 18% of the projects aim to exploit one of the main reasons that led to the invention of the 

technology, the elimination of an intermediary. This confirms the little interest of companies 

and governments towards permissionless platforms, where it is impossible to have a privileged 

control over the network. The real reasons for the growth of adoption of the blockchain are 

related to the possibility of ensuring more security and transparency of information. 

A further analysis has been carried out to understand if the objective of the project was to 

reduce costs or if the main purpose was an increase in revenues. 98% of cases exploit the 

technology for an overall cost reduction, less than 2% of projects use it to create new business 

opportunities. 
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Chart 17: Incentives (base: 533 cases – announcements not considered) 
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5.8 Platforms and protocols 

The analysis of incentives shows that the main objectives are related to security and 

transparency instead of disintermediation and reduction of transaction costs, we are now 

analysing in detail the type of platforms most used to better understand which are preferred 

and which are the most important. 

Starting from the analysis of the type of platform used, we remember that there are four main 

types. Obtained from the combination of two variables, public/private that defines who 

regulates data access and permissioned/permissionless that defines who has the power to 

validate new information. 

 

As far as access to data is concerned, private platforms are preferred (71%), companies and 

governments decide to opt for platforms where they can still have control over the identities of 

the participants, they can decide autonomously to whom to entrust the validation of new blocks. 

Moreover, through the design of a new private platform they can build a fully customized 

solution, developed to fully meet their needs. As visible in graph, the private solutions surpass 

by far the public ones (29%), even if the basic infrastructure is the same, it is evident that 

companies have started to understand the power of this new technology but they are not yet 

willing, and in my opinion they never will, to make some of their information completely public.  
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Chart 18: Private/public blockchains (base: 411 cases – “n.a.” not considered) 

73%

27%

Private

Public

71%

29%

Private

Public



 

 
89 

 

In 21% of projects it is not possible to classify the type of platform used because the project is 

at an early stage and the type of platform has not yet been made public or it has not yet been 

decided what solution to adopt. 

In the first phase, the one in which the project is announced almost half of the projects (45%) 

did not declare which platform was used, but this percentage drops drastically with the progress 

of the development phases. 

As far as the validation process is concerned, the results of the census show a clear preference 

for permissioned platforms. 
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Chart 19: Private/public platform for each phase of development (base: 411 cases 
– “n.a.” not considered) 
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As shown in the graph, each year the percentage of permissioned networks is more than 70% of 

the total. It is worth noting the results for 2020, lower than the percentages of previous years, 

87% in 2017, 75% in 2019. Going into more detail, the percentage of "n.a." for the 2020 is higher 

than in previous years and analysing the number of cases it’s possible to understand the reason 

for this result. In fact, in 2020 the projects located in the initial phase are 97, 38% of the total of 

that year. As explained above, often we do not know the technical details in these early stages. 

But let’s now analyse which are the main platforms used and what distinguishes them. 

 

5.9 Analysis of the most important blockchain platforms 

It is interesting to try to understand what distinguishes the main blockchain platforms and their 

individual features. Let's look at the main ones in detail. 

 

5.9.1 Ethereum 

It is an open-source platform launched by Vitalik Buterin in 2015 as an alternative platform to 

Bitcoin. The intent of its founder was to provide every user with the ability to create 

decentralized applications and write smart contracts. “Ethereum does this by building what is 

essentially the ultimate abstract foundational layer: a blockchain with a built-in Turing-complete 

programming language, allowing anyone to write smart contracts and decentralized applications 

where they can create their own arbitrary rules for ownership, transaction formats and state 

transition functions”. (Ethereum 2015) The success of this platform is its customization and 

programmability. Anyone can use it to create tailor-made applications and perform operations 

at will. 

Referring to the published white paper, the main principles behind this network are: 

- Simplicity: it is designed to be easy to understand and to be used even by the less 

experienced. An average developer should be able to fully exploit the full potential of 

the network. Updates are made only if they do not add complexity, or if they did, it 

would be to offer substantial improvements. 
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- Universality: “a fundamental part of Ethereum's design philosophy is that Ethereum 

does not have "features". Instead, Ethereum provides an internal Turing-complete 

scripting language, which a programmer can use to construct any smart contract or 

transaction type that can be mathematically defined. Want to invent your own financial 

derivative? With Ethereum, you can. Want to make your own currency? Set it up as an 

Ethereum contract. Want to set up a full-scale Daemon or Skynet? You may need to 

have a few thousand interlocking contracts, and be sure to feed them generously, to do 

that, but nothing is stopping you with Ethereum at your fingertips” (Ethereum, 2015). 

- Modularity: the parts of the protocol have been designed to be as modular and separate 

as possible. The goal is to create an environment in which, if minor changes are made 

to the protocol, the applications built up to that point would continue to run without 

the need for further update. 

- Agility: the platform is always looking for improvements and is ready to adapt if new 

changes are discovered that would advance it. Even if structural changes are made with 

great caution so as not to alter the simplicity, one of the other fundamental properties, 

if they should favour scalability or security, they will always be exploited. 

- Non-discrimination and non-censorship: the protocol does not impose any form of 

censorship, limiting certain uses. Any type of application is allowed on the platform, the 

only reason why blocks and limitations are imposed is the non-payment of the per-

computational-step transaction fee. 

 

The platform is managed through accounts, each user is given an account to exchange value and 

information. Like all the main platforms Ethereum has its own cryptocurrency called Ether (ETH) 

that in addition to being used as currency is also used by application developers to pay the fees 

to the network. 

In general, there are three types of applications that can be written on Ethereum. The first are 

financial ones such as sub-currencies, saving wallets and financial derivates. The second 

category concerns semi-financial applications, in which even if money is involved, the focus falls 

on the non-monetary part. Finally, the third category concerns non-financial applications such 

as voting and decentralized governance applications. 
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Financial derivatives and Stable-Value Currencies 

The most common and easiest applications to develop are financial applications. The most 

complicated part is the need to tie the value of cryptocurrencies and real world to have a 

valuable reference. As seen previously one of the main problems related to cryptocurrencies is 

their volatility. The most common solutions to this problem are the stablecoins, tokens whose 

value is associated to specific real assets that determine their value. 

 

Token 

Through tokens it’s possible to  digitally represent virtually anything, coins, shares of a company, 

coupons and much more. To do it on Ethereum, as defined in its main properties, is extremely 

easy. The key point to understand how they work is that a currency, or token system, 

fundamentally is a database with one operation: subtract X units from A and give X units to B, 

with the provision that (1) A had at least X units before the transaction and (2) the transaction 

is approved by A.  

Its simplicity even allows you to create new cryptocurrency without the need to implement long 

and complex lines of code. 

 

Identity and Reputation Systems 

The power of smart contracts also allows you to verify the identity of users and create reputation 

systems. The contract is very simple and takes advantage of the immutability of the blockchain, 

it is a database within the Ethereum network where it’s possible to add information but not 

modify or delete it. An example could be an email authentication system, each address is 

uniquely associated with an identity that will be forever.  

 

Decentralized File Storage 

A further possibility through Ethereum is to be able to build decentralized databases. Users can 

make unused space, hard drives and computing power available to other users in return for 

payment. This is done by dividing the amount of data to be shared by small encrypted units to 
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ensure privacy and store them in the available memories. In this way, the responsibility is not 

left completely to unknown subjects, who could delete the files, but it is distributed secretly on 

many computers and even if someone delete the files, it would only delete a small part of the 

message. A smart contract is in charge of continuously monitoring the existence of the units, 

checking that they are always in the memory of someone and that the guaranteed payment is 

always made. 

 

Decentralized Autonomous Organizations (DAO) 

The platform also allows the development of autonomous decentralized applications. These are 

completely autonomous applications in which there is no leader, all participants have the same 

rights and obligations. They are managed through computer programs, code lines and smart 

contracts whose task is to replace the traditional management and control systems of any 

traditional organization. A DAO works exactly like a traditional company, but unlike it, it has no 

hierarchical scale or bureaucratic levels. It is able to function without any human intervention, 

the interests of individual members and those of the organization are aligned through economic 

mechanisms including game theory. 

 

5.9.2 Corda 

Corda is an open-source platform developed by the American company R3 in 2016 in 

collaboration with over 300 companies. It was born as a platform for the development of 

financial applications but over time has proven to be usable in many other areas. Like other 

blockchain platforms “it enables any organization or individual on this open network to transact 

directly with any other. Uniquely, this architecture is designed to model and automate real-

world transactions in a legally enforceable manner and do so across an open network on which 

multiple applications can execute and seamlessly interoperate. It does so whilst placing identity, 

transaction finality, privacy and open governance at its core” (Corda white paper 2016) 

Unlike other platforms, however, transactions between users do not make them publicly 

available, “a transaction between a group of parties is visible only to them, and to those whose 

own view of the ledger in the future may depend on verifying the validity of this transaction. 

This contrasts with platforms based on global broadcast but also with platforms with an 
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approach to privacy that depends on partitioning data into coarse-grained confidential contracts 

or channels”. 

The vision of R3 is to develop an environment in which real entities can legally enforceable 

contracts, and transfer value without technological constraints or loss of privacy. It is designed 

to model and automate transactions in an open network where various applications can be built 

and interoperated without any problems.  

The platform is permissioned and allows the exchange between identifiable entities with 

regulations regarding privacy and originality of information. 

 

End-State Principles 

The main principles of the platform are: 

- Inclusion: users are able to discover and communicate mind freeing with others, making 

transactions in a single open single network. 

- Assured identity: The network guarantees the reliability of the participants, verifying their 

identity. 

- Privacy: only the users really involved, not all participants in the network, have access to the 

transaction details. 

- Shared logic: all contracts and transactions (not details) are shared on the blockchain, are 

then available to all participants.  

- Legal footing: all agreements entered on the register have legal value and can be referred 

to us in a dispute.  

- Authoritative: everything recorded on the blockchain is considered authoritative and not a 

simple reproduction of data stored elsewhere. 

- Immutability: facts recorded on the register are immutable and unchangeable, in case of 

error a complicated control process is necessary to verify the reason for the changes. 

- Open. The system is open: open source, participation, development, governance and 

standards to ensure the platform balances the needs of its diverse user-base in a transparent 

fashion. 

While architectural characteristics are: 
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- Scalability: the network will scale to support billions of transactions daily across industries. 

- Longevity: different updates of Corda will be able to coexist on the same network and 

applications will continue to run on later versions. 

- Security: the environment provides great security through cryptographic algorithms.  

- Stability: the network will evolve carefully, all new updates are carefully studied and 

managed in a transparent way. 

- Interoperability: the platform is designed to ensure interoperability between different 

applications. The protocols and languages used are the standard ones and also the interfaces 

allow to maximize interoperability.   

 

5.9.3 Hyperledger 

Hyperledger is a project that brings together various open source platforms, founded in 2015 by 

the Linux Foundation has received development support from large companies such as IBM, 

Intel and Sap Ariba.  “Hyperledger is an open source community focused on developing a suite 

of stable frameworks, tools and libraries for enterprise-grade blockchain deployments. It serves 

as a neutral home for various distributed ledger frameworks including Hyperledger Fabric, 

Sawtooth, Indy, as well as tools like Hyperledger Caliper and libraries like Hyperledger Ursa”. 

(Hyperledger, 2015) 

The platform brings together in a single environment users, developers and vendors from 

different sectors and aims to create a context in which different distributed databases and 

blockchains can interoperate and communicate with each other. As described by the founders, 

the idea behind the creation of this new platform is the thought that in the future the use of 

blockchain technology will grow enormously and consequently also the number of distributed 

databases that may need to communicate with each other.   

For this reason, Hyperledger is based on an open standard and is as modular as possible. The 

developer who wants to create an application has many choices and each functionality is 

independent of others, according to their needs he decides which one to include and which not. 

For example, it is possible to determine which consensus algorithm to use, if one is very reliable 

but not as efficient as the proof of work, or if one is less reliable but much faster. The belief is 

that despite the blockchain is a very powerful tool, it is not one-size-fits-all. 
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"Every enterprise needs special features and modifications to help a blockchain achieve its 

intended purpose. Since different organizations have different needs, there will never be one 

single, standard blockchain. Instead, we expect to see many blockchains with different features 

that provide a wide range of solutions across many industries". The platform is defined by its 

developers as a "greenhouse" in which to incubate new ideas and benefit from the collaboration 

of all its participants, increasing productivity and making it easier to develop new applications. 

The strength is its modularity, it guarantees great versatility and can be used for a wide range of 

processes and industries. It is even possible, through a set of API (Access programming interface) 

to use applications not developed using Hyperledger. In fact, its ease of use allows the exchange 

of information between external applications and Hyperledger modules.  

Great attention is paid to privacy, the platform has been designed to ensure confidentiality and 

privacy to its users. It is a permissioned platform and in addition to ensuring the authenticity of 

users, who are required to authenticate their identity, Hyperledger Fabric offers a variety of 

confidentiality mechanisms to accommodate varying degrees of managing privacy, depending 

on the use case. 

 

Hyperledger Design Philosophy 

As we have seen Hyperledger is an ideal platform for the whole spectrum of use cases, it is easily 

adaptable to every context and every sector. Each project, although each one is different from 

the others, follows the same design philosophy. In fact, every case must be: 

- Modular: all frameworks developed in Hyperledger can be modified and reused at will. The 

modular approach allows developers to experiment with various components to see which 

one fits best for their purpose and each component can be modified without impacting the 

rest of the system. The functional modules cover all the main areas of a blockchain network, 

consensus algorithm, smart contract, policy, encryption and identity. 

- Highly secure: like all blockchain platforms, security is a very important property also for 

Hyperledger. The transactions for which you decide to use the technology often involve 

exchanges of high value or sensitive data. Consequently, from the first moment blockchain 

networks have always been a honeypot to hacker attacks. Hyperledger projects embrace 

security by design and follow the best practices, all the protocols, algorithms and 
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cryptography are reviewed and audited by security experts, as well as the wider open source 

community, on a regular basis. 

- Interoperable: "At Hyperledger, we believe that most smart contracts and applications 

should be portable across many different blockchain networks. This high degree of 

interoperability will help meet the increased adoption of blockchain and distributed ledger 

technologies". 

- Cryptocurrency-agnostic: Hyperledger was born as a platform for the development of 

applications, it does not use cryptocurrency-agnostic and tokens, it is not their purpose. The 

main purpose is not the management of virtual coins but the creation of software for 

business processes. The creation of tokens, that could represent currency, is however 

possible, even if they are not necessary to the network to operate.  

- Complete with APIs (Application Programming Interface): all Hyperledger projects are 

supported by rich and easy-to-use APIs that support interoperability with other systems. But 

not only that, as seen above they also allow external clients and applications to interface 

quickly and easily with Hyperledger's core distributed ledger infrastructure. 

 

Hyperledger Frameworks      

Hyperledger is dived in five main frameworks, let's analyses the main components of each of 

them:  

- Hyperledger Fabric: is a platform for the development of distributed ledgers solutions "with 

a modular architecture that delivers high degrees of confidentiality, flexibility, resiliency, 

and scalability". It is the most important framework, it allows the development of 

applications that can be tailored to different use cases and trust models. Its components are 

"plug and play", i.e. very simple to use and ready to use without having to make changes to 

be used. It allows the programming of contracts and applications without requiring a 

domain-specific programming language and its operation does not depend on its own 

cryptocurrency. This is its strength, simplicity, unlike all other platforms that require a 

specific programming language, Fabric supports all major languages, greatly reducing the 

skills needed to be used. 

Furthermore, with Fabric it’s possible to create channels that allow you to create a separate 

set of transactions. This is useful when you want to make information accessible only to a 
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specific group of users, not to the whole network. Think about a company that wants to 

offer discounts only to some customers, through Fabric you can create a channel where 

only some participants can access the distributed registry. 

- Hyperledger Burrow: "it provides a modular blockchain client with a permissioned 

smart contract interpreter developed partly to the specifications of the Ethereum 

Virtual Machine (EVM). In short, Burrow is a permissionable smart contract machine". 

This framework allows great access control through the use of smart contract, it 

provides various levels of authorization for access to information and is very useful for 

all those projects that want to make the data accessible only to some participants. 

- Hyperledger Indy: is a framework developed solely for decentralized identity. It 

provides tools, reusable components and libraries for creating and using independent 

digital identities rooted on blockchains or other distributed ledgers. Its goal is the 

creation of a common database that can be used as a source of authentic and reliable 

information. Its main features are: 

▪ Self-sovereignty: Indy stores identity artifacts on a ledger with 

distributed ownership. Only the owner of the information can modify 

or delete it from the database.  

▪ Privacy: the primary objective is to preserve privacy. It allows saving 

information off-chain, they are not available to all participants but only 

some details are shared publicly. 

▪ Verifiable claims: identity claims can resemble familiar credentials such 

as birth certificates, passports, driver's licenses, and so on.  

 

- Hyperledger Iroha: is a framework developed to be simple and easy to incorporate into 

infrastructure projects that require distributed ledger technology. It is similar to Fabric 

and Sawthooth but the difference lies in the goal of providing features and modules to 

create applications for end users. 

- Hyperledger Sawtooth: is a platform for the creation and distribution of distributed 

ledgers. The goal of this framework is to create a secure environment in which 

companies can operate. It aims to exploit the distribution of information making, 

through smart contract, safe it to use. It is modular and each organization can decide 

independently which applications and which functions to use. In Sawtooth there are 
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many technological innovations that make it very interesting. The most significant are 

the dynamic consensus that allows to change consensus algorithm in a very simple and 

fast way, the compatibility with Ethereum contracts and the possibility to create private 

transactions. 

 

5.10 Platform distribution 

Let's see which of these platforms was chosen the most in the projects surveyed and which 

others appeared the most. For simplicity, platforms that appeared less than 5 times were 

grouped in the "other" category. 

The first analysis that was carried out concerns the property of the platform, through a variable 

inserted it was possible to understand if the analysed project used an already existing platform 

or if the company involved preferred to develop its own platform. 

66% of companies prefer to develop their own platform rather than use an existing one. But 

there are many companies that decide to exploit existing platforms, 34% of projects use the 

properties of the networks seen above to build and adapt the platform to their needs through 

their modularity. However, analysing the distribution during the different years it’s possible to 

see that the trend is reversing. In fact, the number of companies that decided to build a new 

platform are decreasing rapidly.  
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Chart 21: Platform used (base: 474 cases – “n.a.” not considered) 
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Here are the most used platforms: 

The main ones are those shown above, together they represent 41% of the total. 

As for the protocols used the results obtained are different, if for the platform companies prefer 

to build an ad-hoc one, 68% of the projects decide to adopt an already existing protocol, only 

8% of the cases opt for their own protocol. A protocol is the set of rules that defines how data 
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Chart 23: Platform most used (base: 398 cases) 
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are exchanged and transmitted within the network. Creating one from scratch involves a lot of 

work and requires a lot of expertise. For this reason, companies and governments prefer to use 

existing and consolidated protocols. 

 

5.11 Applications and tools used 

Referring to the applications and tools presented in Chapter 3.7, an analysis of the census was 

carried out to better understand which of these tools is being used the most. The categories 

inserted are token, cryptocurrency, programmability and timestamp.  

For each news we wanted to take into account these variables to get a complete view and 

understand which properties of blockchain technology are used most.  

Starting from one of the most revolutionary concepts, tokenization, the process that allows to 

create a bridge between the real world and the digital world, let’s analyse the results obtained. 

The data obtained do not seem to confirm what we said above, the percentage of projects using 

tokens represents only 21% of the total. 

Analysing which are the sectors in which tokens are used, only two of those entered exceed 

10%, the financial activities and the government sector. 
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From these results it would seem that the enormous potential of these instruments outside the 

financial world has not yet been understood. The tokenization process is associated with the 

process of replacing items of value (such as money, stocks, etc.) with tokens that reflect these 

values. But the potentialities are many and linked not only to the financial world. The only other 

"sector" that slowly seems to have understood it is the governmental one. In fact, through 

tokens it is possible to simplify, improve and increase the security of some processes. Examples 

are the digitization of licenses carried out by the government of New South Wales, Australia and 

the digitization of academic certificates carried out by many institutions such as Nicosia 

University (Cyprus), the government of Kenya but also two high schools in Rome and Crotone. 
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Chart 25: Sectors that use more tokens (base: 291 cases) 
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As for the other tools here is a graph that summarizes the results obtained: 

 

Once again, the thesis is confirmed that the vision of blockchain only connected to 

cryptocurrency is now outdated. Projects that take advantage of technology to use and 

exchange virtual coins represent only 12%. While it is clear that the motivations that drove 

governments and companies to make the choice to adopt this technology are related to security 

and programmability.  As many as 93% of projects use timestamping, a process that allows to 

certify the exact date of a certain event or document, and over 64% use smart contracts to 

exploit their programmability.  
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6 Discussion and conclusions 

From the results obtained it is possible to understand that the most impacted business processes 

are no longer linked to the world of digital payments as it was until 2016, but to processes 

related to Data and document management, which exploit the properties of blockchain 

technology to gain secure access and sharing of reliable, clean and traceable data to improve 

and facilitate business decisions, to Tracking & Supply Chain Management, which aim to record 

any type of information related to the product and processes in progress that help to manage 

the supply chain more efficiently, and processes related to identity, which use a distributed 

registry to create a secure digital identity management system capable of reducing levels of 

bureaucracy, increase the speed of processes and ensure interoperability between different 

systems. 

This study has also allowed us to understand that the motivations that have driven companies 

and governments to develop projects are related to the greater security and efficiency offered 

by an infrastructure of this type. The main benefits include sharing data and documents, 

authentication of information and traceability of products. 

In terms of the type of platforms used, this study was able to demonstrate that the trend 

towards developing a platform from scratch has been reversed. In fact, the results show that 

since 2017, companies that decide to take advantage of the increasingly advanced modularity 

of existing platforms have grown enormously, reaching 42% in 2019.     

The objective of this thesis was to try to fill the gap in the current literature, providing insights 

from a practical and concrete analysis of all those projects that exploit distributed ledgers 

technologies. In particular, it wants to investigate how such technology can provide benefits and 

revolutionize traditional business models. 

The research was carried out in collaboration with "Blockchain and Distributed Ledger 

Observatory" from Politecnico di Milano. The project selection activities and the construction of 

the framework necessary to analyse them were carried out together. The final result is a census 

composed of 1291 news that will be continuously updated in the future to have an increasingly 

complete vision and to monitor the main projects developed worldwide. 

The analysis confirms the great interest from companies but also from governments and central 

banks. As seen above, the number of cases surveyed continues to grow year after year, 

compared to the beginning of this research (2016) the number of projects has increased by 
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613%. The results also confirm that the most active geographical area is Asia but in second place 

we find Europe and, the gap between the two is reducing over time. Contrary to what one might 

think, Italy too, always seen as a backward country from the point of view of digital 

transformation, plays a fundamental role and is at the top of the rankings, just below countries 

such as Japan, the United Kingdom and Russia. 

From a technology closely linked to the financial world and digital currencies, in recent years the 

potential has been understood in many other sectors. Starting from revolutionizing entire 

banking processes such as digital payments, bond trading and identity management, the 

properties of the technology, although not as fast as we thought, are used to provide benefits 

in areas such as luxury, communications and energy. 

The results of this analysis seem to confirm the overcoming of those doubts related to the 

promises of this technology, the cases surveyed in 2020 allow us to understand that something 

more concrete is happening. It seems that the distributed technologies are now seen as an 

integral part of innovation. This is also confirmed by the annual survey conducted by Deloitte 

and proposed to a sample of 1,488 senior executives in 14 countries. In 2020 the percentage of 

respondents who consider technology as "critical and in our top-five strategic priorities" is 55%, 

compared to 52% in 2019 and 43% in 2018.  But even the answer to the question: "My 

organization or project will lose a competitive advantage if we don't adopt blockchain 

technology" confirms this. In fact, 83% of respondents answered yes, far exceeding the result of 

2018 (63%). 

Almost all major global players have decided to adopt the technology, many of them have 

projects already operational while some are evaluating and studying how best to use it. Goldman 

Sachs, JP Morgan, Ikea, PayPal are just a few names but companies and governments around 

the world have understood that the digital revolution also passes through distributed 

technologies. 

2020 is a very important year for this development, the first central bank digital currency has 

been officially launched by the state of The Bahamas and all major states are carrying out studies 

and testing their digital currency, Germany has decided to rely on Blockchain to decentralize its 

energy system, PayPal , leader in digital payments has finally decided to include cryptocurrency 

within its platform and Spunta, the Italian project involving more than one hundred Italian and 

European banks, has finally become operational. 
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Despite this, the enormous potential has not yet been expressed, there are still many 

organizations and companies that have understood the revolutionary scope of this technology 

but have not yet been able to understand how it can bring concrete and practical benefits to 

their organization. This paper aims to make greater understanding of the reasons for the 

decision to adopt blockchain technology and provide concrete ideas for future uses. 

Although much slower than expected, one thing is clear, a digital revolution is underway and it 

is up to each company to decide whether to take part or not. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
107 

 

7 References 

- Angraal, S., Krumholz, H.M., Schulz, W.L., 2017. Blockchain technology: Applications in health 

care, Circulation: Cardiovascular Quality and Outcomes 10(9). 

- Anjum, A., Sporny, M., Sill, A., 2017. Blockchain standards for compliance and trust. IEEE Cloud 

Comput. 4 (4), 84–90. 

- Ante, L., Sandner, P., & Fiedler, I. (2018). Blockchain-based ICOs: Pure hype or the dawn of a new 

era of startup financing? Journal of Risk and Financial Management, 11(4), 80.        

https://doi.org/10.3390/jrfm11040080  

- Ashta, A., & Biot-Paquerot, G. (2018). FinTech evolution: Strategic value management issues in 

a fast-changing industry. Strategic Change, 27(4), 301–311. https://doi.org/10.1002/jsc.2203. 

- Baliga, A. (2017). Understanding Blockchain Consensus Models. [online] Available at: 

https://pdfs.semanticscholar.org/da8a/37b10bc1521a4d3de925d7ebc44bb606d740.pdf 

- Baxendale, G., 2016. Can blockchain revolutionise EPRs? ITNOW 58 (1), 38–39. 

- Bank for International Settlements (2018). Central bank digital currencies - Available at: 

https://www.bis.org/cpmi/publ/d174.pdf 

- Briner, R. B., Denyer, D., & Rousseau, D. M. (2009). Evidence-based management: Concept 

cleanup time? The Academy of Management Perspectives, 23(4), 19–32. 

- Brown (2018). The Corda Platform: An Introduction - Available at: 

https://www.corda.net/content/corda-platform-whitepaper.pdf 

- Buldas, Kroonmaa, Laanoja (2018). Keyless Signatures’ Infrastructure: How to Build Global 

Distributed Hash-Trees - Available at: https://eprint.iacr.org/2013/834.pdf 

- Buterin, V. (2014). Ethereum white paper: A next-generation smart contract and decentralized 

application platform. available at 

https://www.weusecoins.com/assets/pdf/library/Ethereum_white_paper_a_next_generation

_smart_contract_and_decentralized_application_platform-vitalik-buterin.pdf  

- Cai, C. W. (2018). Disruption of financial intermediation by FinTech: A review on crowdfunding 

and blockchain. Accounting and Finance, 58(4), 965–992. https://doi.org/10.1111/acfi.12405. 

- Casino, Dasaklis, Patsakis (2018). A systematic literature review of blockchain-based 

applications: Current status, classification and open issues. Telematics and Informatics 36 (2019) 

55–81 



 

 
108 

 

- Certilogo (2019). Making blockchain real. LVMH and the future of authentic luxury. Available at: 

https://brands.certilogo.com/hubfs/Downloadable%20Content/Making%20Blockchain%20Rea

l.pdf 

- Chanson, M., Fleisch, E., Bogner, A., Wortmann, F., 2017. Blockchain as a privacy enabler: An 

odometer fraud prevention system. In: UbiComp/ISWC 2017 – Adjunct Proceedings of the 2017 

ACM International Joint Conference on Pervasive and Ubiquitous Computing and Proceedings 

of the 2017 ACM International Symposium on Wearable Computers. 

- Cong, Y., Du, H., & Vasarhelyi, M. A. (2018). Technological disruption in accounting and auditing. 

Journal of Emerging Technologies in Accounting, 15(2), 1–10. https://doi.org/10.2308/jeta-

10640 

- Crosby, M., Pattanayak, P., Verma, S., & Kalyanaraman, V. (2016). Blockchain technology: 

Beyond bitcoin. Applied Innovation, 2, 6–10. 

- Crosby, M., Pattanayak, P., Verma, S., Kalyanaraman, V., 2016. Blockchain technology: beyond 

bitcoin. Appl. Innovation 2, 6–10. 

- Deloitte (2016). Blockchain applications in insurance. Turning a buzzword into a breakthrough 

for health and life insurers. 

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/financial-services/us-fsi-

blockchain-in-insurance-ebook.pdf. 

- Deloitte (2016). Over the horizon. Blockchain and the future of financial infrastructure., Report. 

- Deloitte (2016). What is blockchain. Retrieved on February 17, 2017 from 

https://www2.deloitte.com/content/dam/Deloitte/uk/Documenst/Innovation/deloitte-uk-

what-is-blockchain-2016.pdf 

- Deloitte (2019). Deloitte's 2019 Global blockchain survey – Available at:  

https://www2.deloitte.com/content/dam/Deloitte/se/Documents/risk/DI_2019-global-

blockchain-survey.pdf  

- ethereum (2019). ethereum/wiki. [online] GitHub. Available at: 

https://github.com/ethereum/wiki/wiki/White-Paper#alternative-blockchain-applications. 

- ethereum.org.(2015). Ethereum. [online] Available at: https://www.ethereum.org/beginners/. 

- Eyal, I., & Sirer, E. G. (2018). Majority is not enough: Bitcoin mining is vulnerable. 

Communications of the ACM, 61(7), 95–102. 

- Feng, Wang, Duan, Zhang (2019) Applying blockchain technology to improve agri-food 

traceability: A review of development methods, benefits and challenges. Journal of Cleaner 

Production 260 (2020) 121031 



 

 
109 

 

- Frizzo-Barker, Chow-White, R. Adams (2019). Blockchain as a disruptive technology for business: 

A systematic review. International Journal of Information Management 51 (2020) 102029 

- Gisolfi, D. (2019). Self-sovereign identity: Why blockchain? - Blockchain Pulse: IBM Blockchain 

Blog. [online] Blockchain Pulse: IBM Blockchain Blog. Available at: 

https://www.ibm.com/blogs/blockchain/2018/06/self-sovereign-identity-why-blockchain/. 

- Hoy, M.B., 2017. An introduction to the blockchain and its implications for libraries and 

medicine. Med. Ref. Services Q. 36 (3), 273–279. 

- Hyperledger.com. About Hyperledger - Available at: https://www.hyperledger.org/about 

- Investopedia (2020). Supply chain finance - https://www.investopedia.com/terms/s/supply-

chain-finance.asp 

- Ivashchenko, A. I. (2016). Using cryptocurrency in the activities of Ukrainian small and medium 

enterprises in order to improve their investment attractiveness. Problems of Economy, (3), 267–

273. 

- Joint research center (2019). Blockchain Now And Tomorrow: Assessing Multidimensional 

Impacts Of Distributed Ledger Technologies  

- Kuo, T.T., Kim, H.E., Ohno-Machado, L., 2017. Blockchain distributed ledger technologies for 

biomedical and health care applications. J. Am. Med. Inform. Assoc. 24 (6), 1211–1220. 

- Larios-Hernández, G. J. (2017). Blockchain entrepreneurship opportunity in the practices of the 

unbanked. Business Horizons, 60(6), 865–874. https://doi.org/10.1016/j.bushor.2017.07.012  

- Liu, P.T.S., 2016. Medical record system using blockchain, big data and tokenization. In: Lecture 

Notes in Computer Science (including subseries Lecture Notes in Artificial Intelligence and 

Lecture Notes in Bioinformatics), vol. 9977 LNCS, pp. 254–261. 

- Ma, Jiang, Gao (2018). Blockchain for digital rights management - Future Generation Computer 

Systems Volume 89, December 2018, Pages 746-764 

- Mori, T. (2016). Financial technology: Blockchain and securities settlement. Journal of Securities 

Operations & Custody, 8(3), 208–217. 

- Nakamoto, S. (2008). Bitcoin: A peer-to-peer electronic cash system 

- Network Digital360 (2020). “Blockchain: cos’è, come funziona e gli ambiti applicativi in Italia”, 

https://www.blockchain4innovation.it/esperti/blockchain-perche-e-cosi-importante/  

- Network Digital360 (2020). “Nel mondo dei token: gli sviluppi della token-economy e delle 

applicazioni decentralizzate”, https://www.blockchain4innovation.it/esperti/nel-mondo-dei-

token-gli-sviluppi-della-token-economy-e-delle-applicazioni-decentralizzate/ 



 

 
110 

 

- OECD Statistics Directorate (2019a). OECD Glossary of Statistical Terms - Government sector 

Definition. [online] Oecd.org. Available at: https://stats.oecd.org/glossary/detail.asp?ID=1139. 

- Portale, V., Vella, G. and Fracassi, J. (2018). Internet of Value: Blockchain & Distributed Ledger - 

Politecnico di Milano School of Management. [online] Politecnico di Milano School of 

Management. Available at: https://www.som.polimi.it/en/research/research-lines/internet-of-

value-blockchain-distributed-ledger/. 

- Reijers, W., O’Brolchain, F., Haynes, P., 2016. Governance in blockchain technologies & social 

contract theories. Ledger 1, 134–151. 

- Risius, M., Spohrer, K., 2017. A blockchain research framework. Bus. Inf. Syst. Eng. 59 (6), 

385e409. https://doi.org/10.1007/s12599-017-0506-0. 

- Sovrin (2018). What is self-sovereign Identity? - Available at:  https://sovrin.org/faq/what-is-

self-sovereign-identity/ 

- Swan, M. (2015). Blockchain: Blueprint for a new economy. O’Reilly Media, Inc. 

- Tang, C.M., Zhang, Y.L., Yu, X., 2018. Design of vehicle networking data exchange system based 

on BlockChain. J. Tianjin Polytech. Univ. 37 (2), 84–88. 

- Techopedia.com. (2019). What is Cryptocurrency? - Definition from Techopedia. [online] 

Available at: https://www.techopedia.com/definition/27531/cryptocurrency. 

- Wang, Y., & Kogan, A. (2018). Designing confidentiality-preserving blockchain-based transaction 

processing systems. International Journal of Accounting Information Systems, 30, 1–18 

- Weking, Mandalenakis, Hein, Hermes (2019). The impact of blockchain technology on business 

models – a taxonomy and archetypal patterns. Electronic Markets. 

https://doi.org/10.1007/s12525-019-00386-3 

- Zhao, J. L., Fan, S., & Yan, J. (2016). Overview of business innovations and research opportunities 

in blockchain and introduction to the special issue. Financial Innovation, 2(1), 1. 

 

 

 


