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Chapter 1

Introduction

Digital forensics is becoming more and more challenging due to the tremendous
increase in computing devices and computer-enabled paradigm, providing new chal-
lenges to the distributed processing of digital data.

The increasing utilization of cloud services in their day-to-day operations by or-
ganizations, and the heightened emergence of smart device utilization means that
digital forensic investigations involving such systems would involve more complex
digital evidence acquisition and analysis.

Internet of Things (IoT) is the most evident field in which this challenge has become
and still is becoming always more evident. The challenge is to precisely analyse large
volumes of data in timely manner and collect forensic evidences related to crimes
being investigated, while detecting the presence of IoT activity.

1.1 IoT background

The Internet of Things (IoT) is a concept coined to cover the interconnected in-
frastructure and utilities that are increasingly occurring. IoT is the interconnection
of uniquely identifiable embedded computing devices within the existing Internet
infrastructure. Such computing devices can be placed in any device, from smart
meters and devices like video cameras, TVs or speakers, to remote sensors for gas
and oil utilities. The key issue is the fundamental problem with the interconnection
of all of these devices of the IoT world.

The ToT doesn’t replace the ICT or operational technology networks; rather, it
enhances these networks and relies on them in many ways. Recognizing all these
aspects working together, cyber security and physical security solutions must also
work together with a coordinated focus on threats. Also, considering the current
amount of IoT devices and that this number is further increasing, particular at-
tention must be paid to transportation, storage, access, and processing of the huge
amount of data generated by these devices. Processing large quantities of IoT data
will proportionately increase workloads of data centres, leaving providers facing
new security, capacity and analytics challenges. Handling this data conveniently is
a critical challenge, as the overall application performance is highly dependent on
the properties of the data management service.

The IoT represents the seamless merging of the real and digital world, with new
devices being created that store and pass around data. As a forensic analyst this
has many consequences. On the one hand, one must find new ways to retrieve and
secure this data making sure that there has been no tampering with the evidence.
On the other hand, sometimes it could be useful to be able to collect and use the
data for incriminate someone or providing an alibi for a crime that they may have

11



12 CHAPTER 1. INTRODUCTION

or may have not committed.

1.2 Digital forensics and IoT forensics

The discipline of digital forensics is a branch of the traditional forensic science
concerning the uncovering and interpretation of electronic data. Digital forensics
professionals deal with the identification, collection, recovery, analysis and preser-
vation of digital evidences found on various type of electronic devices.

The IoT forensics could be perceived as a subdivision of the digital forensics; anyway,
while the digital forensics discipline has long been in both academia and industry,
the world of IoT forensics is a relatively new and unexplored area. The purpose
of IoT forensics is similar to the one of digital forensics, so to identify and extract
digital information in a legal and forensically sound manner. Besides from a partic-
ular IoT device, forensics data could be gathered from the internal network (e.g., a
router) or from the cloud. What follows is a subdivision of the IoT forensics into
three categories: IoT device level, network forensics and cloud forensics (Figure.

loT Forensics Evidence source
Clovd PuhlcilciulPLiv.:te
Forensics anc fybr!
Cloud systems
N " 1 Home and industrial
eiwo!' networks, PANs, MANs,
Forensics BANs, WANs, LANS;, etc
I@j_ loTware,
loT
Device Level heat controllers, smart
iv'(e gve E locks, cars, drones,
QLEn3ICS :l medical implants, etc.

Figure 1.1: IoT forensics levels

As it can be seen in Figure the fundamental difference between digital and
IoT forensics can be seen in terms of evidence sources: while in digital forensics
the usual objects of examination are computers, smartphones, tablets, servers or
gateways, in IoT forensics the source of evidence is much more wide-ranging, includ-
ing infant or patient monitoring systems, smart speakers, smart cameras, in-vehicle
infotainment systems, traffic lights and even medical implants in humans or animals.

1.3 The importance of IoT forensics
There are may reasons why IoT forensics is needed.
o Extensive attack surface Just like machine-to-machine technology, IoT

devices are particularly vulnerable to cyber-attacks types of communications.
This is associated with the large number of terminals and embedded hardware
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which increases its attack surface and puts it at higher risk.

ToT devices with public interface are exposed to a greater risk level, since they
can bring a malware to the private network from a less secure public space.
Commonly seen incidents includes identify theft and data leakage, accessing
and using the internet connected printers, node tampering, commandeering of
cloud-based CCTV units, SQL injections, phishing, insurance related frauds,
cyberbullying, ransomware and malware targeting specific appliances such as
VoIP devices and smart vehicles.

Moreover, cyber attacks could also have a large-scale nature and affect global
enterprises or create chaos in stock marke.

e New cyber-physical security threats By using the power of IoT tech-
nology, virtual crimes can step across the limit of cyberspace and threaten
humans life. For example, a smart lock can be programmed to unlock if
a particular device is detected by the wireless network of a building, which
could allow a criminal to access someone’s home or office. Another example
of possibly lethal scenario is the one in which a smart lock is reprogrammed
to lock when a fire or a gas leak is detected. And these situations could be
both the result of an intentional attack or consequence of a malfunction of the
system.

e Digital traces A digital trace is a piece of information (stored on smart-

phones or IoT devices) which is able to prove or disprove certain hypothesis,
therefore helping the forensic professionals to find answers and reconstruct a
crime scene.
For example, digital traces may give information about when a smart home
alarm was disabled and a certain door was opened, or by looking at the in-
formation gathered from a smoke detector it could be possible to determine
the exact moment a fire took place, or again wearable devices lime smart-
watches or fitness trackers can be used to identify a person via their biometric
information.

1.4 Where 10T forensics is needed the most

The ToT market has and will continue to experience an exponential growth over the
years.

As shown in Figure[I.2] the IoT market is grown from 157.05 billions USD in 2016
to 337.05 billions USD in 2019 and will grow up to 711.72 billions USD in 2026
(prediction according to a market study report made on 2019).

Cloud service providers have seen this as an opportunity to establish new busi-
ness models; as a consequence, the forensics-as-a-service (FaaS) paradigm has started.
However, securing the whole IoT infrastructure is not an easy task. Indeed, IoT
communications consist of endless number of protocols, device capabilities and stan-
dards; therefore, IoT security relies upon securing each and every layer of the pro-
tocol stack in Figure |1.3

Accordingly, IoT security and forensics tools are in high demand, and this applies
to all the IoT-based domains like healthcare, smart home applications, industrial
machines, supply chain and inventory management, smart grid, surveillance and
smart cities.

The most appealing IoT domain for attackers are for sure industries, since they
rely on sensitive data for real-time decision making. Therefore, the most important
fields in which IoT forensics expertize are needed are:

e IoT forensics for smart cities and vehicle automation Smart cities
are cyber-physical ecosystems that optimize the usage of conventional city
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Figure 1.2: Global IoT market size (2016-2026)

infrastructure, therefore offering novel and convenient digital services to their
citizens. One of the most important and effective attraction of smart cities is
an intelligent transportation system, more precisely the so-called Autonomous
Automated Vehicles (AAVs): equipped with sensors for Vehicle-to-Vehicle
(V2V) and Vehicle-to-Infrastructure (V2I) communications, smart cars and
buses can provide to passengers, drivers or agencies the necessary information
for efficient and safe city traffic.

In this scenario, especially interesting from a forensic point of view is the
vehicle infotainment system, since it stores a vast amount of user related data
(navigation history, call logs, contact list, ...): a forensics professional could
use such information to identify liabilities in traffic accidents or cyber attacks.
Moreover, in case of accident, they could examine the sensor records from the
neighboring cars.

IoT forensics for smart home/office Smart building applications support
personalization by controlling over the living or working environment. A
system formed by sensors and actuators aim at enhancing the comfort of
the residents, even without their intervention.

Common IoT devices for smart home/office are air conditioners, floor heating
systems, refrigerators, washing machines, lights, smart locks, speakers, cloud
cameras. All of these devices can be controlled over the internet for saving
water or energy or other resources or just to check what is happening in the
home/office.

Here, particularly interesting for the forensics professional is understanding
how such devices can be used for retrieving information on a user’s life. For
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Figure 1.3: IoT layered architecture

example: is it possible to know who is using a smart speaker? Or is it possible
to understand what is happening in the Field of View (FoV) of a camera?
Answering to these questions could prove that someone specifically was inside
a hose/office and that something particular was happening,.

e 10T forensics for healthcare This is probably the most most vulnerable to
major security attacks because of the cross-organization nature of IoT appli-
cations in this field as well as their heterogeneity, fragmentation and expanded
attack surface.

Consider for example a fitness tracker: a malicious actor could target one and
use the gathered data for illicit financial gains by selling it, for instance, to
insurance company or blackmailing the owner of the compromised device.
Also, wearables like fitness bracelets have gained importance since they are
designed for passively collecting data in background, thus providing a lot of
information on a user’s daily activity, and this information can be very im-
portant from a forensic point of view.

1.5 Aim of this thesis

The aim of this thesis project is exploiting a particular application of the IoT foren-
sics world, the one related to the utilization of smart cloud cameras.

The aim of such devices is very simple and clear: they allow a user to check what’s
happening in the FoV of the camera just by using an app on their smartphone or
tablet.

Of course, the proprietary of a camera can access to the full, complete and decrypted
video stream transmitted by the camera since their smartphone/tablet is associated
with the camera itself. But what if another user that may have or may have not
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access to the decrypted video stream wants to check weather they can guess what’s
happening in the FoV of the camera using some machine learning (ML) algorithm?
This is the question to which this work wants to answer.

This question is very interesting from a forensic point of view since a positive answer
would imply the possibility to reconstruct with a certain accuracy the events that
have happened in the room of a house, or in a office, or in whatever place in which
an IP camera is placed for security reasons. Therefore, it’s possible to use these
data as evidence to support a certain thesis.

However, even if this looks very positive from a forensic point of view, it may sound
worrying from a privacy point of view. Indeed, if it’s possible for a forensic profes-
sional to retrieve such information, it may also be possible for an attacker to infer
information that they can use for malicious purposes.

1.6 Structure of this work

In order to answer the central question that guides this work, this report will follow
the following steps.

First of all, in Chapter [2] I will provide a brief description of some related works
and the main differences between those works and this thesis project.

Then, in Chapter [3]I will describe the main reason why it can be thought that it’s
actually possible to say with a certain level of accuracy what is happening in front
of a camera, that is the way video traffic is encoded.

Chapter ] will then describe the cameras that have been used for the whole duration
of the experiment and the system that has been built for collecting the data used
to train and test different ML algorithms.

What will follow is, in Chapter [5| the description of the features that have been
used as input for the ML algorithms and why such features have been chosen; also,
T’ll explained which activities I have tried to identify, how data have been actually
collected and how the features have been extracted.

At this point, in Chapter []I will provide results about the accuracy of different ML
algorithms.

Finally, in Chapters[7]I will respectively describe a possible approach used for a live
analysis of the traffic sent by some camera with all the classification phases so to
try to actually use what has theoretically been proved and the possible integrations
of the this part of the work.

At the very end, in Chapter |8 I will derive some conclusions and briefly talk about
some possible future works.



Chapter 2

Related works

In this chapter, I will briefly describe some of the works that have inspired this
thesis project.

The starting point is a paper from 2015 redacted by Chris Wampler, Selcuk
Uluagac, and Raheem Beyah whose title is “Information Leakage in Encrypted IP
Video Traffic”. In this research, the authors show that information leakage is ac-
tually happening in video over IP traffic. In particular, they demonstrate that, by
looking at some properties of the encrypted payloads of such a traffic, it’s possible
to detect motion and scene changes.

The experiments of this work are performed using different codes and cameras,
therefore establishing a basis for detectability of events via packet timing.

On top of this work, other researches and experiments have been performed to
check how this information leakage can be used to obtain some useful knowledge.

In particular, the work from 2016 by Hong Li, Yunhua He, Limin Sun, Xiuzhen
Cheng and Jiguo Yu titled ”Side-Channel Information Leakage of Encrypted Video
Stream in Video Surveillance Systems” shows how to use the side-channel to re-
trieve knowledge on a user’s basic activities of daily living just by looking at traffic
size data of an encrypted video stream using the properties of difference coding
techniques like MPEG-4 and H.264.

The results are validated using two commercial cameras for data collection. Data
are captured and processed as time series data so to obtain a different capture file
for each single time an activity has been performed. Finally, two machine learn-
ing approaches (K-NN classification and DBSCAN clustering) have been applied to
check the level of accuracy with which activity identification can be performed.
This research tried to distinguish between for daily activities: dressing, hair-styling,
moving and eating.

A more deep research were conducted in 2020 by Maria Stoyanova, Yannis
Nikoloudakis, Spyridon Panagiotakis, Evangelos Pallis, and Evangelos K. Markakis;
results are reported in a work with title ”User Behavior Classification in Encrypted
Cloud Camera Traffic”.

Here, the authors performed a work that is similar to the previous one in the sense
that they both aim at reconstructing a user’s daily routine, but here the focus is on
distinguishing between more activities (dressing, reading, sweeping, opening/closing
a door, drinking, sporting, watching TV, walking, combing hair) and on trying a lot
of classification algorithms (Decision Tree, Gradient Boosting GT, K-NN, Logistic
Regression, Perceptron, Random Forest, Multi-layer Perceptron, AlexNet) to ver-
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ify how different machine learning classifiers behaves when it comes to distinguish
among a lot of activities.

Here, results were validated using two commercial cameras (not the same of the
previous work).

All of the works mentioned above have the purpose of using the properties of
difference coding to retrieve information about a user’s habits, but up to know the
aim was academic, with the focus of the privacy issues that may be the consequences
of the results of the works. But, is there a field in which this knowledge can be used
for non malicious purposes?

The answer is yes: one of the possible fields in which having a way of understanding
what have happened in the room of a house, or in an office, or in whatever place can
be determinant is the forensic field. For the forensic professional, the possibility of
obtaining some evidences from IoT devices such as IP cameras can be determinant
in supporting a thesis.

This IoT forensics world is new and not so explored: there is a number of works and
papers talking about its peculiarities with respect to traditional digital forensics,
about the reasons why the development of the research in the IoT forensics world is
important and about which are the main fields in which this new discipline is needed
the most. An example is the a paper from 2020 redacted by Maria Stoyanova, Yannis
Nikoloudakis, Spyridon Panagiotakis, Evangelos Pallis, and Evangelos K. Markakis
having title A Survey on the Internet of Things (IoT) Forensics: Challenges, Ap-
proaches, and Open Issues”.

All of the works mentioned above have have inspired this work in the sense that
the results at the basis of this research and the results I have tried to obtained are
strictly related to the ones of those previous jobs.

Anyway, there are many peculiarities in my jobs that makes it distinguishable from
research already done:

e First of all, the perspective is different. In all the three papers I have reported,

the eye is the one of an attacker who wants to infer information on a user’s
daily habits and behavior, so the focus is on the privacy implications of the
results.
Vice versa, this work uses a forensic approach: the aim is the one of under-
standing whether it’s possible to obtain evidences that can be used by the
forensic professional for supporting a certain thesis. Of course, the informa-
tion we want to obtain are the same, but their scope and how they are used
is completely different.

e Another fundamental difference is the approach used to analyze the collected
data.
In the previous works,data were first preprocessed to make activity segmen-
tation, that is, a different capture file was created for each time interval in
which an activity was detected (starting and ending instants of an activity are
identified looking at the transmission rate of a camera); then, features were
extracted on the whole capture corresponding to an activity and finally the
classifiers were trained.
In this research, there is no activity segmentation procedure so to be able to
identify also when nothing is happening; therefore, features aren’t extracted
on the whole capture file but looking at small time windows of it. This way,
we might be able to reconstruct the events that have took place in the FoV
of a camera with more granularity (which depends on the length of the time
window over which features are extracted).
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e Finally, this work contains an identification phase that hasn’t been carried
out in any of the above mentioned papers: the identification of the camera
that is transmitting. Indeed, those papers have performed activity identifica-
tion separately for different cameras, but they haven’t faced the problem of
checking whether the same information used to distinguish between different
activities can be used to distinguish between different cameras or not.
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Chapter 3

Video encoding and
information leakage

In this chapter, I will first describe how video streams are encoded and why and then
how the properties of this encoding technique can be used to answer the question
that guides this work.

3.1 The problem of the bandwidth

What we call a video is nothing more than a sequence of images in time. The
number of images that are visualized in ones second is a metric called frame per
second (fps): of course, the higher the number of fps of a video, the more fluid the
vide is.

Each frame composing the video is made of pixels The number of pixels of an image
defines how big the image is; indeed, the dimensions of an image is given in number
of pixels.

Then, each pixel is simply a colored dot, so for each pixel of an image it must be
defined how it’s colored. A simple way of coding the color information of a pixel is
through the RGB coding: each pixel is assigned with three numbers representing
respectively the amount of red, green and blue in the pixel itself and the actual
color is the linear sum of these three quantities. Usually, for each color it’s used a
resolution of 8 bits, that is, it’s possible to distinguish between 256 levels of red,
green and blue; therefore, for each pixel we need 24 bits to define its color.

Given all af this information, if we have a video in which each frame has height H
and width W pixels and for which the frame rate is F, the requested bandwidth is
B = H « W % F x 24 bits per second (bps). For the video resolution that nowadays
are requested, this number is really huge. For example, a 4K video has H = 2160,
W = 3840 and F = 24, which results in B =~ 4.78 = 10° = 4.78 Gbps. If we
consider that the fastest rate we can achieve using a normal internet connection in
our house in bounded at 1 Gbps, we immediately realize that transmitting always
all the information of a video stream is impossible.

3.2 Difference coding

In oder to solve the problem of the bandwidth and allowing the transmission of
video streams over the network without too many problems, a solution is encoding
the video stream in a way that we don’t always transmit a full image, but only the
difference between two images. This kind of encoding is called difference coding.
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There is a variety of difference coding algorithms and as long as the output format
is obeyed each algorithm can be implemented in a variety of ways. What all of them
have in common if that they organize a sequence of frame in a so called Group of
Pictures (GoP). Within a GoP, a frame can be one of three types: an I frame, a P
frame or a B frame. An I frame is a frame that is actually not encoded, which means
it carries a whole picture, while P frames and B frames carries encoded information,
in particular they are built by looking at the difference between the current P or B
frame and other frame(s) (which one(s) can vary depending on the actual encoding
algorithm) in the same GoP. Figure shows a possible structure of a GoP with
the relation between I, P and B frames.

By proceeding in this way, it’s possible to save a lot of bandwidth since a full image
(that is, an I frame) is transmitted only once in a while; the rest of the transmission
consists in P and B frames, which are significantly smaller that I frames in terms
of bytes.

Group of Pictures (GOP)
/\

y

Time

Figure 3.1: Possible structure of a Group of Pictures

3.3 Difference coding techniques and information
leakages

At this point, it’s clear that the strength of difference coding is that it allows to save
a lot of bandwidth by transmitting only sometimes a whole image and by encoding
the rest of the frames by looking at the different pixels between the current frame
and another one.

This base property of the difference coding approach is also what I will use in this
work for recognizing an activity that has took place in the FoV of a camera.

Let us now put ourselves in the perspective of an observer that has no access to
the decrypted video stream of a smart cloud camera, that is we know there’s such a
camera that is transmitting a video stream (also, let us suppose we know its MAC
address), but we can only observe its encrypted traffic (this can be done using a
packet analyzer like Wireshark). The point is that, even if we cannot see explicitly
the data contained in the packet (since they are encrypted), we still have access to
some statistics about the video traffic such as the dimension of the packets and the
inter-arrival time. Note that the level at which this information can be retrieved
depends on if the observer is the proprietary of the network on which packets are
analyzed or not: in the first case it’s possible to access the information up to the
application level, while in the second only up to the MAC level.

Now, if we remember how difference coding works, we can easily understand that
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we can actually use the statistics we have to infer some information about what’s
happening in the FoV of a camera. Suppose for example that nothing is happening:
since a camera is not moving, then, the differences among frames will be so small
that the transmission will essentially consists in an I frame once in a while and then
a series of very short P and/or B frames. Vice versa, if something is happening in
the FoV of the camera, then there will be more pixels assuming different values over
time, so the P and B frames will be larger.

This is the idea at the base of the whole work: different activities carried out in
the FoV of the camera will produce encoded video streams with different statistics;
therefore, we can use those statistics to retrieve some information and try to guess
which activity is being performed in the FoV of the camera.

3.4 Information leakage: monitor mode and non
monitor mode

As stated in the previous section, an observer who doesn’t have access to the de-
crypted video stream but only to some outline information on it, can still retrieve
some knowledge on the happenings the the FoV of a camera, and this knowledge
can be obtained at two different levels: application or MAC.

There are two main reasons why it’s interesting to check the actual knowledge that
can be obtained by both the layers:

e First of all, at different layers an observer has access to different information,
so it’s of interest to verify if different information leads to the same conclusions
about something happening the the FoV of a camera or to different ones.

e From a purely forensic point of view, evidences can in principle be found
at different levels depending on the role of the observer with respect to the
system. For example, if the observer is also the proprietary of the router
through which the cameras send their traffic to the internet, then it can obtain
information up to the application layer; vice versa, if the observer is completely
external (that is, it has no access to the router to which the cameras are
connected), it can only reach the information up to the MAC layer.
Therefore, it’s forensically really interesting to understand how evidences can
be retrieved both at application and MAC layers.

3.5 Practical examples of information leakage

Here, T just put some images that support what has been stated in the previous
section.

The images consist in graphs of the traffic size and of the inter-arrival time of the
video stream of the three cameras that I have used in the whole work (one by Teckin,
one by Tapo and one by Ezviz; more details and specifications in the next chapter).
In the graphs of the traffic size, I have considered:

e In non monitor mode, the length of the IP header plus the length of the header
of the transport layer protocol and the actual length of the payload from the
application level.

e In monitor mode, I have directly considered the length of the payload at MAC
layer (since its the best we can do).

Each graph shows what happens for a single camera when there is an alternation of
no activity and a some activity in the Fov of the camera (namely, someone moving
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slowly, someone moving rapidly and a light event). Moreover, for each activity I
report the graph resulting if data are collected both at application level and at
MAC level; for consistency, data collection had happened simultaneously for the
two versions and for all the cameras.

Also, the curves are smoothed using a moving average filter with no overlapping in
which the dimension of the window was found by considering the average number
of packets in each window of 0.75 seconds (this time window has been chosen em-
pirically).

As we can see, the graphs are the proof of what has been stated before: different
activities in the FoV of the cameras produce video streams with different shapes
and therefore different statistics; as a consequence, it has to be possible to retrieve
some kind of information.

In particular, there are some things that can be noticed:

e All the traffic size graphs present almost periodic peaks: the positions in time
of these peaks correspond to the instants in which one or more I frames have
been sent.

e In the time intervals between two peaks, the traffic size curves almost show
two different behaviors: either a series of very short packets sent (that is, the
curves are low in the y-axis), or longer packets are sent (so, the traffic size is
high on the y-axis). These two different behaviors correspond respectively to
the intervals in which there was nothing happening in the FoV of a camera
or, vice versa, something was happening. Moreover, the actual dimension
of the traffic size depends on the activity performed: the more eventful the
happenings in the FoV, the more different pixels from a frame to another one,
the more information to encode, the larger the traffic size. So, the graphs
corresponding the the Movement fast activity will in general present a larger
traffic size with respect to the ones of the Movement slow activity.

e If we also look at the graphs corresponding to the inter-arrival time trying
to find a relation with the ones showing the traffic sizes, we can notice that
in the intervals in which the traffic size increases, the inter-arrival time de-
creases. This means that, depending on the events in the FoV of a camera,
the more the information to be encoded and sent, the higher the rate (larger
packets and shorter inter-packet times) the cameras are sending this informa-
tion to the internet. Therefore, looking at the rate could be a clever idea for
understanding what’s happening in the FoV of a camera.

e Another thing that can be noticed is that, if we fix an activity in the FoV of
the cameras, the curves are not the same for different cameras: they have the
same behavior (increasing traffic sizes and decreasing inter-arrival times when
something happens), but not the exact same shape. This fact suggests that an
activity identification classifier should be different for different cameras. Also,
we may ask another question: since different cameras produce different curves
for the traffic size and/or the inter arrival time, is it possible to use some
statistics to identify also the camera that is transmitting? This is another
question I'll answer in this work.

e All of the characteristics that I have just mentioned are much more evident
in the graphs corresponding to the captures performed in non monitor mode
than in monitor mode. This is something expected, since in non monitor mode
the information we have on the nature of the packets are much more explicit
(because we have access to all the layers up to the application layer). The
implication of this is that, probably, the results we are going to obtain for the
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two modes, monitor and non monitor, should be such that the ones in non

monitor mode have to be at least as good as the ones in monitor mode.
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Figure 3.2: Teckin - movement slow - non monitor mode

Teckin - Movement slow - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 121)

e P e
AR P / 1
/ } a | WWA\ Y W,
J " »/""'}H / Y / ""’“\/‘l
/ \ / / |
W v/ \
\ i | S W AI\
s N T S
s 1/ 1%
7 v
0 5 10 15 20 25 30
time [s]
™
AN
i/ ™
J " " A
n / \ P SN
\ " [Pan, ; ! .
N, N, ™ N AN
o | N R “ A
\ Y n
oyt 1\"»‘"'4 \“W‘J \ {
0 5 10 15 20 25 30
time [s]

Figure 3.3: Teckin - movement slow - monitor mode
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Tapo - Movement slow - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 68)
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Figure 3.4: Tapo - movement slow - non monitor mode

Tapo - Movement slow - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 232)
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Ezviz - Movement slow - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 79)
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Figure 3.6: Ezviz - movement slow - non monitor mode

Ezviz - Movement slow - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 215)
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27



28

1200

1000

Bytes (B
@
8
8

600

0.040
0.035
0.030

 0.025

g 0.020

~ 0015
0.010
0.005
0.000

0.035
0.030
0.025

@ 0.020

o

£ o015

0,010

0.005

0.000

CHAPTER 3. VIDEO ENCODING AND INFORMATION LEAKAGE

Teckin - Movement fast - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 50)
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Figure 3.8: Teckin - movement fast - non monitor mode

Teckin - Movement fast - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 116)
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Tapo - Movement fast - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 74)
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Figure 3.10: Tapo - movement fast - non monitor mode

Tapo - Movement fast - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 219)
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Figure 3.11: Tapo - movement fast - monitor mode
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Ezviz - Movement fast - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 76)
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Ezviz - Movement fast - Monitor mode - Traffic size vs inter arrival time (moving average filter, win = 219)
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Figure 3.13: Ezviz - movement fast - monitor mode
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Chapter 4

Cameras specifications and
system used

In this chapter, I provide a description of the main characteristics and features of

the cameras that I have used for the whole work.

Also, T describe the system that I have programmed and built for capturing the

data.

4.1 Teckin camera

The first camera is branded Teckin; the specific model is the T'C100.

This is a Wi-Fi indoor camera with a resolution of 1080p (FHD). Its main feature

are:

App control The camera is fully usable through the Teckin app for smart-
phones and tablets.

Live view Using the app, it’s possible to have a live view of the FoV of the
camera.

Night vision Allows to have a better visibility in low light conditions.

Two way audio The camera is provided with a microphone and a speaker,
so that it’s possible both to ear from the application the noises around the
camera and to speak on the phone and ear from the camera what has been
said. The usage of input/output audio can be enabled and disabled from the

app.

Cloud storage An additional service that allows the user to record videos
and store them in the cloud.

Motion detecion This is a very important feature for this work: it’s the
capability of the camera to understand if something is happening in its FoV.
In case of movement, the camera sends a notification to the smartphone as-
sociated with it, so that the proprietary can check what’s happening. Also,
in case there is an active plan for the cloud storage, the video of what’s hap-
pening can be recorded and stored to the cloud for playback.

This feature can be activated and deactivated by the user; moreover, it’s
possible to tune the sensitivity of the camera to the movement using three
levels (low, medium or high sensitivity; from low to high sensitivity, the cam-
era tends to record videos for smaller movements); finally, it’s also possible
schedule when to keep this functionality active.
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4.2 Tapo camera

Another camera I have used is the TP-link Tapo C100.
The resolution of this camera is again 1920x1080p (FHD). Other features:

App control Possibility of controlling and setting the camera through an
app.

Live view Using the app, it’s possible to check the view of the camera.

Night vision Provides a visual distance of 30 ft (about 9 meters) in conditions
of total darkness.

Two way audio The camera comes with built in microphone and speaker
that can both be enabled and disabled by the user.

Local storage The camera is provided with a Micro-SD card slot for allowing
local video storage.

Privacy mode If enabled streaming and recording functions are temporarily
disabled to protect the user’s privacy.

Motion detection This cam has the capability of understanding when there
is movement in its FoV too. As for the Teckin camera, this feature can be
enabled and disabled by the user whenever they want and the sensitivity of
the camera to the movement is tunable (with the small difference that for this
camera the tuning is continuous, not on only three levels). In case of enabled
feature and movement detection, the camera sends a notification to the user
so that they can check what’s happening; a video can be recorded and stored
on the Micro-SD (if present). Additionally, for this camera it’s possible to
choose the region of its FoV where it has to check for movements.

4.3 Ezviz camera

The last camera is the Fzviz C6N.
It has a resolution of 1920x1080p (FHD) and it comes with many features:

App control

Live view

Night vision Up to 33 ft (about 10 meters).

Two way audio Built in microphone and speaker.

Local storage There’s a slot for a Micro-SD card up to 258 GB.

Cloud storage Possibility of activation of a cloud plan for video storage.
Sleep mode When enabled, the device stops monitoring and recording.

Motion detection This feature can be activated or deactivated by the user.
The sensitivity of the camera to the movement can be tuned using seven
levels. The area over which to detect movement can be adjusted too. In case
of movement, a notification is sent to the user, a video is recorded and stored
locally (if Micro-SD is installed) and/or on the cloud (if a cloud storage plan
is active) and an audio warning is prompt by the camera (the intensity of the
tone is tunable on three levels: silent, soft and intensive)
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e Pan and tilt rotation The camera has a motorized pan and tilt for a 360°
visual coverage. The rotation can be controlled by the user or automated,
that is the camera uses its motion detection feature to follow any movement
it detects.

4.4 One more device: Raspberry Pi

At this point, we have the cameras, but we need to connect them to a Wi-Fi router
to have them ready to be used.

Actually, connecting them directly to the router may not be the optimal choice. In
fact, in order to collect the data sent and received by the cameras at application
level, we need to have a device able to capture the packets exchanged, and a com-
mercial Wi-Fi router, which is not programmable, doesn’t necessarily have such a
feature.

For this reason, it’s better to use a programmable piece of hardware that can be
used as an access point (so it must have a Wi-Fi interface). The device that I have
used is then a Raspberry Pi 3 model B, that is a small programmable computer
provided with:

e Quad Core 1.2GHz Broadcom BCM2837 64bit CPU.

e 1GB RAM.

e BCM43438 wireless LAN and Bluetooth Low Energy (BLE) on board.
e 100 Base Ethernet port.

e 40-pin extended GPIO.

e Four USB 2.0 ports.

e Four Pole stereo output and composite video port.

e Full size HDMI.

e (CSI camera port for connecting a Raspberry Pi camera.

e DSI display port for connecting a Raspberry Pi touchscreen display.
e Micro SD port for loading your operating system and storing data.

e Micro USB power source up to 2.5A.

4.5 Programming the Raspberry Pi

The peripheral that have been used for the purposes of this work are the power
supply port (of course), the Micro-SD slot, the Ethernet LAN port and the Wi-Fi
interface.

The first thing that I have done is installing the operating system (OS) on the
Micro-SD card. In order to do this, I have downloaded from the Raspberry website
the version 2021-01-11-raspios-buster-armhf-full.img, which contains the OS and
some recommended files. Also, I have added a file with the name ssh and with
no extension: its purpose is providing the raspberry with the instruction that are
needed for letting the user connecting to the Raspberry itself using an ssh connec-
tion. At this point, the Micro-SD must be inserted into the Raspberry, which has
to be powered on and connected to the router via LAN cable (this way, it gets an
IP address by the router and the ssh connection can be established). Once found
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the IP address of the Raspberry (which can be found on the configuration page of
the router, reachable through the IP address of the router), we have to establish
the connection, which can be done using the terminal and typing the command ssh
pi@<ip>, where ip is the IP address of the Raspberry.

Now, the OS must be launched. This can be done by typing in the terminal window
in which we have just established the connection with the Raspberry the following
commands in this order:

1. Sudo apt-get update
2. Sudo apt-get upgrade

3. Sudo shutdown -r now

The last command is just for rebooting the Raspberry after having launched
and upgraded the OS.

At this point, the Raspberry is active, but still it cannot act as an access point:
to do this, we have to do some additional work on it.
Since the raspberry was shut down for rebooting, the ssh connection has teared
down: first thing to do is establishing it again. At this point, we have to do the
following:

1. Installing the hostapd access point software package:
sudo apt install hostapd

2. Enable the wireless access point service and set it to start when the Raspberry
Pi boots:

2.1 sudo systemctl unmask hostapd

2.2 sudo systemctl enable hostapd

3. Add a bridge network device (called br0 in this case) by creating a file using
the following command:

sudo nano /etc/systemd/network/bridge-br0.netdev

4. Bridge the Ethernet network with the wireless network:

4.1 Add the built in Ethernet interface (eth0) as a bridge member by creating
the following file:

sudo nano /etc/systemd/network/br0-member-eth0.network

4.2 Enable the systemd-networkd service to create and populate the bridge
when the Raspberry Pi boots:

sudo systemctl enable systemd-networkd

5. Block the eth0 and wlan0 interfaces from being processed by the DHCP client
on the Raspberry:

5.1 Create the following file:
sudo nano /etc/dhcped.conf

5.2 Add the following line above the first line interface zzz (almost at the
beginning):
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denyinterfaces wlan0 eth0

5.3 Add the following line at the end of the file: interface bro
6. Ensure Wi-Fi radio is not blocked: sudo rfkill unblock wlan
7. Configure the access point software:

7.1 Create the hostapd configuration file:
sudo nano /etc/hostapd/hostapd.conf

7.2 Add all the information needed to the configuration file just created
(Figure shows a sample of its structure). Apart from the trivial
and free to choose information like the ssid and password of the Wi-Fi
network, an important thing to set is the bandwidth of the network (if
work at 2.4 GHz or 5 GHz) and the channel to use. For this work, I have
chosen to use the 2.4 GHz bandwidth and the 7" channel.

8. Restart the Raspberry to check that the wireless access point is automatically
available:

sudo systemctl reboot

country_code=GB
interface=wlan@
bridge=bre@
ssid=NameOfNetwork
hw_mode=g
channel=7
macaddr_acl=0

auth_algs=1

ignore_broadcast_ssid=0

wpa=2
wpa_passphrase=AardvarkBadgerHedgehog
wpa_key_mgmt=WPA-PSK
wpa_pairwise=TKIP

rsn_pairwise=CCMP

Figure 4.1: Sample of AP software configuration file for the Raspberry

At this point, it should be possible to connect to the Wi-Fi network of the Rasp-
berry, which is a twin network of the one of the router to which the Raspberry is
connected.

One last thing to do is installing the tools we’ll need for capturing packets. The
one I have chosen to use is tepdump; to install it just run sudo apt-get install tepdump
on the terminal page on which we have previously established the ssh connection
with the Raspberry.

4.6 Packet analyzer for PC

In order to collect data in monitor mode together with the capture on the Rasp-
berry, the best thing is using a computer with a Wireless interface which is then
able to capture packets from the surrounding environment.

In this case, the choice I took for sniffing packets is using the packet analyzer Wire-
shark. This program can be easily downloaded from the internet and then installed
just by following the instructions. Once ready, since we want to use it for capturing
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in monitor mode, we have to enable it. This can be easily done by opening the
capture option window directly from inside the opening Wireshark page, find for
the Wi-Fi interface and look for the column called Monitor mode: once there, just
tick the option.

Another utility that is very useful to use is the Airtool. This tool is available for Mac
computers and allows the user to choose to which Wi-Fi channel to be synchronized
(both on the 2.4 GHz and the 5 GHz bands) on and on which Wi-Fi channel (again
on both the bands) the user wants to capture packets.

Airtool is directly connected to Wireshark, meaning that when it’s used for captur-
ing packets, once chosen the channel on which to sniff, it automatically launches
Wireshark as packet analyzer so that the captured packets are shown there for later
analysis.

4.7 Mounting the system

Now we have all the pieces ready to mount the system for data collection.

What we have to do is simply turning on the Raspberry and connect it to the
router via LAN cable (so to make the Raspberry Wi-Fi network work), turning on
the cameras, follow the instructions on the apps to connect them to the WLAN of
the Raspberrhy, and we are ready.

In fact, the cameras now work since connected to the internet and we can use
directly the Raspberry to capture the packets on it. Additionally, we can also use
a computer with installed a packet analyzer like Wireshark for capturing packets
in monitor mode (so accessing up to the MAC level) while the Raspberry captures
the same packets but up to the application level using the tcpdump tool. This way,
we can analyze what is happening at both the levels and see if the results change
depending on which information we have access to.

In Figure there’s a scheme of the whole system.

Figure 4.2: Scheme of the system for data collection



Chapter 5

Data collection and feature
extraction

At this point, we have the system ready for collecting the data we need for the
purposes of this work. What we have to do is (in this order):

1. Deciding which activities we want to try to identify.
2. Collecting the data.

3. Extract the feature from the data.

5.1 Activities to be identified

The first thing to do is deciding what we would like to understand about what’s
happening in the FoV of a camera.

The literature suggests that it should be possible to distinguish among several ac-
tivities like walking around, sporting, hairstyling, turning on/off a light, eating,
watching TV and a lot more. Anyway, those studies were performed with a lot of
volunteers that were available to actually do such activities in front of a cameras for
very many times. In this work, for practical reasons, there was a single volunteer
(me) available for collecting the data that were needed, so the number of activities
I have decided to try to distinguish among are four:

e No activity Simply, nothing is happening in the FoV of a camera.

e Movement slow Someone is moving quietly and slowly in front of the camera.
This is like a normal situation in which someone is walking around normally
in a room.

e Movement fast Now, there still is someone moving around in the FoV of
a camera, but their movement is more frenetic, as if they were in a hurry or
trying to do something suspicious.

e Light event A light is turned on or off in the room where the camera is
placed.

The choice of these four activities was of course also dictated by the starting
point of this thesis: the forensic interest. Indeed, even if they are not so specific, they
can be used to reconstruct (with a certain level of accuracy) the events happening
in the room where the camera is placed and therefore to prove or disprove a thesis.
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For example: its more likely for a thief entering a house to move more frenetically
than for the proprietary. So, a situation in which we have a sequence of Movement
fast events alternated with No activity events may be used to support the thesis
that someone was committing some kind of crime (like a robbery). Vice versa, a
person moving quietly is more likely that they are not doing nothing suspicious.

5.2 Data collection

Of course, in order to train the classifiers and test their accuracy, we need a lot of
data, that must be collected.

In order to do this, the first thing to do is setting up the system, which means
turning on the Raspberry, connecting it to the router and power on the cameras.
At this point, we have to connect to the Raspberry (that is, opening an ssh con-
nection with it) and prepare the command to be used for capturing packets. Since
I have chosen to used tcpdump as tool, the command is the following:

sudo tepdump -1 wlan0 -w <path_to_folder>:
The syntax is the following:

e The key work sudo is used to lauch the command tcpdump with root privileges.

e The option -7 is used to choose the interface on which to sniff. It must be
followed by the name of the interface, that is wlan0 in this case.

e The option -w is used to specify that we want the captured file to be saved at
a specific location in the file system; where is specified in the <path_to_folder>
parameters, whose last part must be the name of the file to be saved with its
extension. In this case, the extension is .pcapng, that is readable by Wireshark
as a packet captures for later analysis.

Once the command is ready, we have to launch it, but still we cannot start per-
forming activities and collecting data: before, we have to use Airtool for capturing
also in monitor mode.

To do this, we must know the channel on which the cameras are transmitting. This
is an easy task since we have programmed the Raspberry to work on the 2.4 GHz
bandwidth and on the 7" channel, so we just have to choose these parameters. In
case we do not have these information, there are two options: the first is trying
more channels until when we don’t find the correct one, the second is using the Air-
tool option for switching periodically the channel on which to capture. The second
option is clearly faster, but it also gives us less information since only once in a
while we will capture from the single channel we are really interested in. Therefore,
even if more time consuming, it would be better to spend some time looking for the
channel on which a camera is transmitting, provided that we have enough time to
make attempts to retrieve this information (in fact, if the camera doesn’t transmit
for enough time, we may not find the channel within the time the transmission
lasts).

Once we have retrieved also the information on the Wi-Fi channel used, we are
ready: we launch tcpdump on the Raspberry, then we go into Airtool and choose
the channel on which to capture and, once Wireshark is opened, we can proceed
performing activities in front of the camera.

For each activity, the data collection consisted in spending 30 minutes performing
that activity, so:

e No activity Just let the camera frame the same still image for half an hour.
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e Movement slow Walking slowly (so, just walking) in the FoV of the camera.

e Movement fast Running or doing some unusual and frenetic movement in
front of the camera.

e Light event Turning on off the light of the room in which the camera is
placed (that is completely dark when the light is off) at regular interval of
2 seconds (the reason of the choice of this interval will be clear when I will
explain how features have been extracted from the captures).

An important observation that needs to be done is that these data have been
captured with the audio on the cameras turned off (both in input and output), so
to capture information on the video traffic only. This is very important to keep in
mind since (later in this work), I will describe what changes if audio is turned on.
When the 30 minutes expired, the captures had to be stopped, which means first
of all stopping the Wireshark capture on the computer, save it and then stop the
tcpdump command on the Raspberry.

Note that the order in which these commands (both at the beginning and at the end
of the data collection phase) is not invertible. In fact, when we launch the monitor
mode capture on the computer, its Wi-Fi interface cannot anymore used to send
commands since it’s busy at looking at the Wi-Fi channel, which means we cannot
launch tcpdump on the Raspberry. The same holds for the end of the captures:
if we don’t stop the capture on the computer, its Wi-Fi interface cannot exit the
monitor mode and therefore it wouldn’t be possible to stop the tcpdump command
on the Raspberry.

One last thing to do is, since the feature extraction happens all on the computer,
sending the captures made on the Raspberry to the computer itself. This can be
easily done using the scp (which stands for secure copy) command on the terminal.
Just open another terminal window and type:

scp pi@<raspberry_ip_address>: <path_to_file_on_remote_client>
<path_to_file_on_computer>

Once captured the data for each one of the four activity both in monitor mode
(on the computer) and non monitor mode (on the Raspberry) for all the three
cameras, we are ready for extracting features from them.

5.3 Choice of the features

At this point, before moving to the feature extraction procedure, we have to define
the statistics we may be interested in for our purposes.

Remember that the starting point of this analysis was the information leakage as
a result of the difference coding techniques for encoding video traffic: depending
on how many different pixels there are between two consecutive frame (or more in
general between the I frame of a GoP and each the P and/or B frames of the same
GoP), the packet corresponding to a frame will be longer or shorter. Moreover, as
we can see from the graph in the Section [3.5] also the inter-arrival time is subject
to some modifications in correspondence of the instants in which there is an event
in the FoV of a camera. Finally, if we put together the information on the packet
size and on the inter-arrival time, we can also derive information on how the rate
at which packets are sent/received is different.

All of this suggests that the statistics we have to define are related to the packet
size, the inter-arrival time and the rate. Here follows Table in which there is
the list of all the features that are used and a brief description of it; a more detailed
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description of some of the features will also follow the table. (Note that for uplink
we mean the packets sent by the camera and with downlin the ones received by it).

Activity The label of the activity corresponding to the current capture file
Avg UL _rate Average rate for uplink packets
Avg DL _rate Average rate for downlink packets
Ratio_avg_UL_DL_rate Ratio between the average uplink and downlink rate
Var_UL _rate Variance of the uplink rate
Var_DL _rate Variance of the downlink rate

Skew_UL _rate

Skewness of the uplink rate

Skew_DL_rate

Skewness of the downlink rate

Kurt_UL_rate

Kurtosis of the uplink rate

Kurt_DL_rate

Kurtosis of the downlink rate

Avg_UL_iat Average inter-arrival time for uplink packets
Avg DL_iat Average inter-arrival time for downlink packets
Var_UL._iat Variance of the uplink inter-arrival time
Var_DL_iat Variance of the downlink inter-arrival time
Skew_UL_iat Skewness of the uplink inter-arrival time
Skew_DL_iat Skewness of the downlink inter-arrival time

Kurt_UL_iat
Kurt_DL_iat
Avg UL_pkt_len
Avg DL_pkt_len
Var_UL_pkt_len
Var_DL_pkt_len
Skew_UL_pkt_len
Skew_DL_pkt_len
Kurt_UL_pkt_len
Kurt_DL_pkt_len
Num_UL_pkt
Num_DL_pkt
Pdf_UL_pkt_len
Pdf_ DL _pkt_len

Kurtosis of the uplink inter-arrival time
Kurtosis of the downlink inter-arrival time
Average uplink packet length
Average downlink packet length
Variance of the uplink packet length
Variance of the downlink packet length
Skewness of the uplink packet length
Skewness of the downlink packet length
Kurtosis of the uplink packet length
Kurtosis of the downlink packet length
Number of uplink packets sent
Number of downlink packets sent
Distribution of uplink packet length
Distribution of downlink packet length

Table 5.1: Table of features used

As we can see, the statistics can be divided indeed into three groups: the one
related to the rate, the ones related to the inter-arrival time and the ones related
to the packet length. For each one of these three categories, I have computed the
average, the variance, the skewness and the kurtosis.

Some of the features deserves some additional comment:

e Average UL/DL rate These rates have been computed as the average of the

instantaneous rate, which in turn has been computed as the ratio between the
length of a packet and the time intervening between when the previous packet
had been received and the time at which the current packet has arrived.
A countermeasure had to be taken for packets whose inter-arrival time was
shorter than one microsecond (that is the time resolution of Wireshark). In
fact, this situation would result in having two packets with the same arrival
time, so inter arrival time equal to zero and infinite rate, which has no physical
sense. Therefore, to avoid this error, if the inter-arrival time was zero, it was
forced to be one microsecond.

e UL and DL packet length distribution These two features consist in a
list in which the i*" element contains the number of packets whose length is
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between 100x(i—1) and 100%¢ bytes, with the last element of the interval (that
is exactly 100 * i) excluded. Each list has 17 elements; in fact, I have noticed
that it’s common to have packets whose length is at most 1700 bytes and only
very rarely there was a longer packet. For this reason, a packet longer that
the threshold 1700 bytes was considered as an outlier and skipped.

5.4 Time window for feature extraction

Now, what has to be defined is the time window over which the features correspond-
ing to a certain capture file are extracted.
The value of the time window I have chosen is the result of two observations:

1. We have understand that the I frames are useless for our purposes since what
we are interested in are the differences between two frames of the video, and
this information is encoded into the P and B frames. Therefore, the influence
of one of the I frames (since we have noticed that there could be more than
one) of each GoP must be cancelled. This can be done by considering a time
window in which there is always at least one I frame and by summing the
volume of all the packets in that time window.

2. By looking at the graph in Section we can notice that there is always a
peak about every 2 seconds.

Therefore, 2 seconds is the time window I will consider for extracting the fea-
tures.

5.5 Feature extraction procedure

The feature extraction procedure consists in the scan of all the packets of each
capture in order to compute some statistics on the traffic exchanged between the
camera and the access point (so the Raspberry).

The procedure is similar for the two modes, monitor and non monitor; only the
filters used to detect the packets to be considered are different (since at MAC layer
and application layer the information that we have are quite different).

First of all, the program performing feature extraction is written in Python program-
ming language, since it provides nice and easy to use libraries both for analyzing a
.pcapng capture file and for storing the features regarding a capture in a .csv file.
Those libraries (respectively the pyshark and pandas libraries) have to imported at
the beginning of the program.

Then, the feature extraction procedure assumes that we know the MAC addresses
of the cameras that we are considering. Indeed, we are still in the training phase,
so taking this assumption is reasonable. The know MAC addresses of all the cams
are stored in a list that will be called MAC_CAMS.

At this point, we have to declare the variables that are needed. For each one of the
three cameras, I have declared the following variables:

e A dictionary for storing the features. Actually, each one of this variable is
handled as a nested dictionary in which the outer key (that is the key iden-
tifying a dictionary within the nested dictionary) is the index of the window
over which the features have been computer, while the inner keys are the
names of the features (of course, each one has its value assigned).

e Two lists, one for the uplink and one for the downlink, in which the i*” element
is the time at which the i*" packet was sent/received.
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e Two lists, one for the uplink and one for the downlink, in which the i*” element

is the length of the i*" packet sent/received.

e Two lists, one for the uplink and one for the downlink, in which the i*” element
‘th

is the inter-arrival time of the ¢*" packet sent/received.

Also, I need a variable that work as index for understanding when we are chang-
ing window for computing the features over the current window itself; I'll call it
win_indez. Now, what we have to do is opening the capture file (which is done by
storing in a variable the result of a call to the function pyshark.FileCapture which
in turn needs as argument the path to the capture file to open) and scan one by
one all the packets belonging to it.

Now, we need to consider the possibility that a captured packet may be malformed
and therefor unreadable. To avoid errors each time this happens, I have used a
try-except statement: in case some error was generated because of the presence of
a malformed packet, the except command just impose to go to next packet using a
continue command.

At this point, we need to distinguish between the procedure used in monitor mode
and in non monitor mode.

e Non monitor mode In this case, we have access to all the layers of each
packet up to the application level. Of course, we are only interested in data
packets (since video traffic is generated at application layer from the cameras),
so what we have to do is looking for the packets sent/received by the MAC
address of one of the cameras and that comes from the application layer. The
procedure is then, for each non malformed packet:

1. Extract source and destination MAC address.
2. Extract the highest layer of the packet.

3. Check if the source/destination MAC address belongs the the list of
known MACs and that its highest layer is one among the following:
DATA, HTTP, HTTPS, TLS, TCP, UDP, ‘WS.MALFORMED. These
protocols are the ones that have been identified by inspection directly
on the capture file to be packets generated or received by the cameras.
Note that I have included also the " WS.MALFORMED protocol. Actu-
ally, this stands for packets whose application layer data is malformed,
not for completely malformed packets which are discarded at the begin-
ning. The reason why this protocol is included is that what we care is
that, even if application data is malformed, the information on the length
of that data is still present and consistent, and since the length it’s all
what we care (together with the arrival time), we are good like this.

If a packet is sent/received by one of the cameras and its a data packet, then
we have to check if its arrival time is within the current time window of 2
seconds or not.

1. If it’s within the window, then we just have to update the lists corre-
sponding to the traffic size (UL if the packet is sent by the cam, DL if it’s
received by it), and the arrival time (same distinction between UL and
DL) so to compute the inter-arrival time and update the corresponding
list. For the volume of a packet, I have chosen to consider its length as
the sum of the length of the IP header, the transport layer header and
the data layer payload; the reason is that in this way we have consistent
information with the analysis performed in monitor mode since what we
are doing is equivalent ti consider the length of the payload at MAC
level.
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2. If the arrival time of the packet is such that it belongs to the next window,
then we have to use the lists corresponding to the UL and DL traffic size
and inter-arrival time to compute the features for the window that we are
leaving. Once computed, the lists for the previous window are cleared
and updated with the traffic size and inter-arrival time of the last packet,
the window index is increased and the process restarts. This until when
all the packets of the capture file have been analyzed.

e Monitor mode Now, we have the information only up to the MAC layer.
Again, we are interested in the data packets sent or received by one of the
cameras, but the packets that are identified as data packets at MAC layer may
be control packets coming from the IP or transport layer. For this reason, I
only consider the data packets whose length is above a certain threshold that
I've set to 28 bytes. This is a quite low threshold, but it’s the one that
guarantees that no short data packet (at application layer) is lost; in fact, in
order to come from the application layer, a packet must be long at least as
the IPv4 header (that is 20 bytes) and the shorter header between the UDP
and TCP one, so as the UDP one (that is 8 bytes).

At this point, what we have to do is the following:

1. At MAC layer, we may have up to four addresses (source, transmitter,
destination and receiver address) for each packet. What we want is con-
sidering as packets sent by a camera the ones whose source or transmitter
address is the one of the camera we know it’s transmitting and as packets
received by the camera the ones whose destination or receiver address is
the one of the camera. So what we have to do is trying to extract for
each packet all of the addresses it has in its header (note that not all of
these addresses are always present in a packet).

2. Now, we have to check if the source or the transmitter or the destination
or the receiver address belongs to the MAC_-CAMS (note: actually, we
only check if the valid addresses belong to the MAC_CAMS list).

3. Also, the packet must be a data packet. This means that we have to
extract its type and subtype values. The values in these fields are encoded
as numbers, in particular the data packets are all the ones that have
type = 2, while for the subtype it has to be 0 < subtype < 3 or 8 <
subtype < 11. If the two conditions are both true, then we have found a
data (or QoS data) packet.

4. Finally, the length of the payload must be at least long 28 bytes (for the
reasons explained above).

Once we have found a data packet, the procedure is exactly the same followed
in the non monitor mode: check the arrival time of the packet and depending
on if belongs to the current window or to the next one just update the lists
or compute the statistics.

Some important observations have to be done:

e For each camera and both in monitor and non monitor mode we have consid-
ered the data packets sent and received by a camera. Note that, since video
traffic is only exiting the cameras, the traffic incoming in a camera is almost
always consisting in ACKs. This is true both for TCP or TLS packets, but
also for UDP ones (in this case, the ACKs are generated at application level
and sent via UDP protocol). This means that in general the uplink direction
is the one in which we will observe more variance of the features.
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e It may happen that within a window there are no data packets (regardless of
the mode of the analysis). In this case, a natural computation the features
is impossible, just because the lists that should be used are empty. The
countermeasure I have adopted is using a dummy value to identify windows
in which there was no data sent; this value is -1. So, each time a feature has a
value equal to -1, it means that there was no sufficient data for computing that
feature over a certain window; therefore, that window must not be considered
by the classifiers.

e Note that, for how we have considered the volume of the packets in non
monitor mode, the information on the traffic size of the packets is the same
for both the modes. But still, the actual knowledge that we have in monitor
mode is less than the one we have in non monitor mode; indeed, in monitor
mode we are for sure considering the packets that we are considering in non
monitor mode, but also a lot of other packets that at MAC layer appears as
being data packets but only because they come from one of the upper layers
(so also IP and transport layer). So, in non monitor mode we have more
guarantees on the nature of the packets we are analyzing.

e Sometimes, some packets appeared as badly encoded, that is, the program
scanning the capture file is not able to decode a packet and read it, generating
an error that makes the program stop in any case (the packet is not read at all,
meaning that it’s not identified as malformed and therefore it’s not skipped but
it stops the execution of the program). When this happens, the only solution
is opening the capture file and filtering out the packet that has generated the
error; this has to be done for all the packets that may cause such an event.

5.6 Saving the dataset

Once the feature extraction procedure is finished, that is, the packets of a capture
have all being scanned, we have to convert the dictionaries in which the features
have been stored into datasets and store them.

The data structure that I have chosen for saving the datasets is the Pandas Dataframe:
a nested dictionary like the ones we have built can be easily transformed into such
a data structure by using the function pandas.DataFrame, which takes as input
the dictionary and gives as output a pandas dataframe. Actually, we also have to
transpose the resulting dataset (otherwise its lines would be the features and its
columns the window index, but we want the exact contrary).

Once obtained the pandas dataframe, we just have to save it as a .csv file. This is
done by applying the function to_scv to the dataset that we have just created; the
argument it needs is the path to the folder where we want to store the dataset (the
last part of the path must be the name of the file with the .csv extension).



Chapter 6

Camera and activity
classification: results

Now, we have all the datasets ready for the classification phase.
In this Chapter, I will describe how data have been preprocessed, the classifiers I
have used for camera and activity identification and the results I have obtained.

6.1 Environment for data classification

For this part of the work, I have used Jupyter lab. The reason of the choice is that
this framework provides a nice and easy way of using Python notebooks (.ipynb)
files), which are very useful in this case since they allows to run pieces of code
separately and looking at the results as soon as they are ready rather than all the
end of the processing.

To launch Jupyter lab, just open a terminal window in the folder where the files to
be used are located and then use the command Jupyter lab: this will open like an
internet page, but it’s a local one in which it’s possible to select the kernel we want
to use (Python in this case).

6.2 Data preprocessing

There are some common operations that have to be done on all the datasets in
order to have them ready for the classification phase.

1. The first thing thing we need to do is removing all the rows that contains
inconsistent values. Remembering how we have coded the presence of mean-
ingless value during the dataset preparation phase (that is, the value of the
feature having no sense is -1), we just have to check that for each row and for
each column there are no values equal to -1; in case there is one or more, we
just delete the corresponding row.

This can be easily done just by using the drop function on the variable in
which the dataframe containing the data is stored.
At this point, there are only meaningful values in our dataset.

2. The next thing to do is removing the meaningless columns that may have been
created by the program when the nested dictionary containing the features
had been transformed into a pandas dataframe. In case there are some, these
ones simply contains primary keys corresponding to the window index we
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have used, they are located on the left side of the dataset and they are called
Unnamed: 0, Unnamed: 0.1 and so on.

Finally, there is another important thing to adjust, and it’s relative to the
features describing the packet length distribution in uplink and downlink.
The fact is that these are read as list (actually, this is not automatic; how to
make this happen will be described later on) when we open the dataset, but
the classifiers are not made for working with features that are list. So, we
have to transform these lists so to obtain a single feature for each element of
the list. The procedure to do this is following;

e Create as many supplementary lists as the number of elements of the
packet length distribution features (so 34 lists, 17 for the uplink and 17
for the downlink). The i** list for the uplink/downlink will contain all
the i*" element of the packet length distribution feature for all the rows.

e Loop on all the rows of the datasets and consider the packet length
distribution feature: for each row, we have to place in the i*" element of
the feature in UL/DL in the i list of the UL/DL.

e At the end of the process, the i*" supplementary list for the UL/DL will
contain the i*" element of the UL/DL packet length distribution of all
the rows of the dataset.

e Create a new feature for each supplementary list and remove the old
UL/DL packet length distribution features.

Finally, we have to merge the single datasets; which ones have to be merged
depends on the classification that is being performed, so this information will
be given later on, directly in the sections of interest.

Regarding the results

At this point, everything is ready for proceeding with the classification procedures.
Before going on, I want to give a brief description of what will follow, so that results
can be checked more directly:

Section describes the general structure of the classification procedure, so
how the train and test procedure is performed.

Section describes the classifiers I have tested in the experiments.

Section describes the metrics that have been used to measure the perfor-
mances of the classification.

Section describes the extra preprocessing needed for performing the clas-
sification of the camera that is transmitting and the performance of the clas-
sification both in non monitor and monitor mode.

Section [6.9] describes the performance of the tested classifiers for the single
cameras and for both the non monitor (Sections [6.9.1} [6.9.3| and [6.9.5) and
monitor (Sections [6.9.2] [6.9.4] and [6.9.6) modes.

Sections reports the performance of the classification by using a single
big classifier for all the cameras.

Section [6.12] consists in the reportage of the results of the classification pro-
cedure with the audio feature of the cameras activated both in input and
output.
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6.4 Structure of the classification procedure

The train and test procedure is performed by using a stratified 10-fold cross-
validation. This means that the dataset is split in 10 portions and that the the
train and test is performed 10 times: each time, nine of the parts in which we have
split the dataset are used for to train the model and the remaining one is used for
the test; of course, the test set changes each time, and the final performances are
provided as an average of the ten attempts.

The train and test sets for the cross-validation procedure are created using the
train_test_split function from the sklearn python library. This needs as arguments:

e The target variable It’s the feature target of the classification, the one we
want to check wether it can be guessed or not and with which accuracy. This
variable is the name of the camera for the camera classification procedures
and the activity for the activity classification procedures.

e The input variables The attributes used to guess the target one, so all the
ones that are not the target one (all the features extracted from the captures).

e The test set size The dimension of the test set with respect to the dimen-
sion of the whole dataset, so it must be a number between 0 and 1. In my
experiments, I have chosen to set this number to 1/3.

e A random state This is an integer seed used for obtaining reproducible
results.

e A shuffle flag If set to True, the dataset is shuffled before splitting.

The outputs of the function are sets used for training and testing the classifiers.
At this point, we are ready to test the performances of different classifiers.

6.5 Classifiers used

In order to have a consistent idea of the level of precision that can be obtained, I
have tried to use a lot of classifiers.

What is following is a list of all the ones I have tried with the parameters I have
used to set them:

e Naive-Bayes classifier I have used the Gaussian Naive-Bayes variant: this
follows a normal distribution, so to support continuous data too.

e K-NN classifier The K parameter has been set to 5, so the classifier classifies
an example though majority voting among the labels of the 5 nearest neighbors
of the example itself. The nearest neighbors are found by using the KDTree
algorithm.

e Decision tree classifier Here, the criterion according to which a new branch
is added to the tree is the best split according to the Gini index parameter.
Performances have then been tested using different maz_depth for the tree.
In the results, I report the performances using maz_depth=3 for the activity
classifier and maz_depth=None for the camera classifier.

e Bagging classifier I have tried to use this ensemble classifier in two different
flavours and in both the cases with the parameters n_nestimators=50 (so 50
base classfiers of two different types):

1. Using Decision Tree classifiers with maxz_depth=3
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2. Using K-NN classifiers with K=10 and KDTree as neighbor computation
algorithm.

e Random forest classifier Again, I have used 50 Decision Tree classifiers
base, each one with maz_depth=3 and using the paramet oob_score=True, so
the performance are evaluated using the out of the bag score.

e Extremely randomized tree classifier Just like the Random Forest clas-
sifiers, with the difference that bootstrapping is not performed and the split
is randomized at each level of the tree. Parameters are maz_depth=3 and
n_nestimators=>50.

e Adaboost classifier Application of the Adaboost procedure to 50 base De-
cision Tree classifiers, each one with maxz_depth=3

e Support Vector machine classifier All parameters are left as the default
ones; the most important is the decision_function_shape parameter, which is
set by default on the value ovr, so the approach is one-vs-rest.

6.6 Classification metrics

Here, we are dealing with a multi-label classification procedure. Indeed, the classi-
fiers have to distinguish among three cameras (for the camera classification proce-
dure) and four activities for each camera.

In this cases, the best way of evaluating the performance of a classifier is by pass-
ing though the confusion matrices. In order to explain how a confusion matrix is
built, let us suppose we’re dealing with a binary classification problems in which the
two classes a classifier has to distinguish are Yes and No: in this case, a confusion
matrix is a 2x2 matrix on which we find on the rows the true classes and on the
columns the predicted ones. For a better understanding of how a confusion matrix
work, consider Figure[6.1} The values in its entries are:

e TP (True Positive) is the number (or the percentage) of examples whose
true class is Yes that have been classified as Yes.

e FP (False Positive) is the number (or the percentage) of examples whose
true class is No that have been classified as Yes.

e FN (False Negative) is the number (or the percentage) of examples whose
true class is Yes that have been classified as No.

e TN (True Negative) is the number (or the percentage) of examples whose
true class is No that have been classified as No.

Sticking to a binary classification problem, the main metrics that can be com-
puted by looking at the confusion matrix are:

e Accuracy Returns the ratio between the number of examples correctly clas-
sified (TP and TN) and the total number of examples, so in equation:

TP+TN

A pr—
CuraY = T p Y FP+ FN + TN

(6.1)

Therefore, this is a measure of how many examples the classifiers have cor-
rectly classified with respect to the total number of examples.
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PREDICTED CLASS

Yes No

LR Yes TP Itll*ue FN faILIse
CLASS positives  negatives

FP false TN true
positives  negatives

No

Figure 6.1: General structure of a confusion matrix

e Precision It’s the number of positive examples (class Yes) that have been
correctly classified with respect to the total number of examples classified as
positive:

TP

Precision = TP+ FP (6.2)

e Recall It’s the number of positive examples (class Yes) that have been cor-
rectly classified with respect to the total real number of positive examples:

TP
recitsion TP + FN (6 3)

e Fl-score This is an hybrid metric that keeps into account both the precision
and the recall metrics by making a sort of geometrical average between them:

2 % Precision x Recall
F1-— = 6.4
seore Precision + Recall (6-4)

The structure of a confusion matrix can be simply extended to a multi-label
classification problem (so one in which there are more than two labels the classifiers
have to distinguish). If we suppose that the general class i occupies the i** row (the
true class) and the i*" column (the predicted class) of the matrix, we have that:

e The numbers on the diagonal of the matrix (so the ones in positions [i,4]) are
the absolute number (or the percentage) of the elements of class i correctly
classified (so as belonging to class 7).

e The number in the general position [¢, j] contains the absolute number (or the
percentage) of examples whose real class is ¢ but that have been classified as
class j (so committing a classification error).

By considering this generalization for the confusion matrix, we can easily under-
stand also how the metrics described above can be generalized and used to under-
stand how good a classifier is for our multi-label camera and activity classification
problems.
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6.7 Camera classification

As we have noticed in Section different cameras produce different traffic size
and/or inter-arrival time patterns for the the same activity. Therefore, it’s inter-
esting for the purposes of this work understanding if it is possible using the same
features that will be used to perform activity identification to perform also camera
classification.

In order to do this, we first need some further preprocessing:

e Since we want to use all the data we have to try to identify a camera, we have
to consider the datasets corresponding to the four different activities for each
camera and merge them, so to obtain 3 datasets, one for each camera.

e In order to distinguish among cameras, a classifiers needs an example to be
provided with a feature that says from which camera this example has been
collected. So, for each of the three datasets just built, we have to add a column
(that is, a feature) in which it’s written the brand of the camera.

e For the purpose of classifying a camera, the activity feature related to each
example is useless, so it can be dropped.

At this point, the data is ready to be used as input for the classifiers.
In the following Sections and I report the confusion matrices result-
ing from the camera classification of the different classifiers used with the related
performance metrics respectively in non monitor and monitor mode.

6.7.1 Non monitor mode

NaiveBayes k-NN(5)
Accuracy (CV) 0.331 0.002 Accuracy (CV) 0.648 0.015
Accuracy (Test) 0.317 Accuracy (Test) 0.642
Precision 0.317 Precision 0.642
Recall 0.353 Recall 0.638
F1 0.231 F1 0.636
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Figure 6.2: Camera classifica- Figure 6.3: Camera classification
tion - Non monitor mode - Naive - Non monitor mode - K-NN clas-
Bayes classifier sifier
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Decision Tree

Accuracy (CV) 0.999 0.001
Accuracy (Test) 0.998
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Figure 6.4: Camera classification
- Non monitor mode - Decision
Tree classifier

Bagging (kNN)

Accuracy (CV) 0.672 0.011
Accuracy (Test) 0.677
Precision 0.677
Recall 0.668
F1 0.668
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Figure 6.6: Camera classification
- Non monitor mode - Bagging
(KNN) classifier

Bagging(Tree)
Accuracy (CV) 0.998 0.001
Accuracy (Test) 0.998
Precision 0.998
Recall 0.998
F1 0.998
10
Teckin 08
3 06
2 Eaviz
v
[ 04
Bpo 02
00

c M 9
3 g &
o

&

Predicted label

Figure 6.5: Camera classification
- Non monitor mode - Bagging
(tree) classifier

Random Forest
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Figure 6.7: Camera classification
- Non monitor mode - Random
Forest classifier
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Extremely Randomized Trees

Accuracy (CV) 0.995 0.003
Accuracy (Test) 0.998
Precision 0.998
Recall 0.998
F1 0.998

10

Teckin

Ezviz

Tue label

Tapo

00

Ezviz
TBpo

g
2
b
@

Predicted label

Figure 6.8: Camera classification
- Non monitor mode - Extremely
Randomized Trees classifier

Support vector machines

Accuracy (CV) 0.358 0.012
Accuracy (Test) 0.483
Precision 0.483
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Figure 6.10: Camera classifica-
tion - Non monitor mode - Sup-
port Vector Machine classifier

Ada Boost
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Figure 6.9: Camera classification
- Non monitor mode - Adaboost
classifier
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6.7.2 Monitor mode

NaiveBayes

Accuracy (CV) 0.440 0.056

Accuracy (Test) 0.683
Precision 0.683
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Figure 6.11: Camera classifica-

tion - Monitor mode
Bayes classifier
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Figure 6.13: Camera classifica-
tion - Monitor mode - Decision

Tree classifier
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k-NN(5)
Accuracy (CV) 0.679 0.015
Accuracy (Test) 0.685
Precision 0.685
Recall 0.670
F1 0.673
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Figure 6.12: Camera classifica-
tion - Monitor mode - K-NN clas-
sifier
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Figure 6.14: Camera classifica-
tion - Monitor mode - Bagging
(tree) classifier
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Bagging (kNN) Random Forest
Accuracy (CV) 0.692 0.013 Accuracy (CV) 0.998 0.001
Accuracy (Test) 0.693 Accuracy (Test) 0.999
Precision 0.693 Precision 0.999
Recall 0.680 Recall 0.999
F1 0.683 F1 0.999
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Figure 6.15: Camera classifica- Figure 6.16: Camera classifica-
tion - Monitor mode - Bagging tion - Monitor mode - Random
(KNN) classifier Forest classifier
Extremely Randomized Trees Ada Boost
Accuracy (CV) 0.994 0.002 Accuracy (CV) ©.999 0.001
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Figure 6.17: Camera classifica- Figure 6.18: Camera classifica-
tion - Monitor mode - Extremely tion - Monitor mode - Adaboost

Randomized Trees classifier classifier
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Support vector machines

Accuracy (CV) 0.692 0.015
Accuracy (Test) 0.700
Precision 0.700
Recall 0.684
F1 0.685

Ezviz

Tue label

N s
8 @ g
w &

Predicted label

Figure 6.19: Camera classifica-
tion - Monitor mode - Support
Vector Machine classifier

6.8 Comment on camera classification results

Looking at the confusion matrices and at the corresponding performance figures
of the two previous sections, we can notice really encouraging results: apart from
K-NN and Naive-Bayes, all the other classifiers present an accuracy really close
to 1 both in non monitor and monitor mode. As a consequence, we can say that
the shape of the traffic sent and received by different cameras is so characteristic
that it’s almost always possible to understand which camera is transmitting using a
proper classifier and the chose features; moreover, this can be done independently
on the position of the observer, internal or external, with respect to the system.

6.9 Activity classification for single cameras

In the following sections, I will provide the results obtained by performing activity
classification on the single cameras (so, for each camera the classifiers will be trained
with the data collected only from the camera under analysis, no data from other
cameras) by showing the confusion matrices and the related performances of the
different classifiers. In particular:

e Sections m and describe the results for the Teckin camera respectively
in non monitor and monitor mode.

e Sections and describe the results for the Tapo camera respectively
in non monitor and monitor mode.

e Sections and describe the results for the Ezviz camera respectively

in non monitor and monitor mode.
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6.9.1 Teckin camera - Non monitor mode

NaiveBayes k-NN(5)
Accuracy (CV) 0.262 0.006 Accuracy (CV) 0.656 0.009
Accuracy (Test) 0.439 Accuracy (Test) 0.634
Precision 0.439 Precision 0.634
Recall 0.256 Recall 0.632
F1 0.114 F1 0.632
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Figure 6.20: Teckin - Activity Figure 6.21: Teckin - Activity
classification - Non monitor mode classification - Non monitor mode
- Naive Bayes classifier - K-NN classifier

Decision Tree Bagging(Tree)
Accuracy (CV) 0.970 0.007 Accuracy (CV) 0.982 0.007
Accuracy (Test) 0.956 Accuracy (Test) 0.979
Precision 0.956 Precision 0.979
Recall 0.956 Recall 0.978
F1 0.956 F1 0.978
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Figure 6.22: Teckin - Activity Figure 6.23: Teckin - Activity
classification - Non monitor mode classification - Non monitor mode
- Decision Tree classifier - Bagging (tree) classifier
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Bagging(kNN)

Accuracy (CV) 0.665 0.028
Accuracy (Test) 0.645
Precision 0.645
Recall 0.657
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Figure 6.24: Teckin - Activity
classification - Non monitor mode
- Bagging (KNN) classifier

Extremely Randomized Trees
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Accuracy (Test) 0.961
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Figure 6.26: Teckin - Activity
classification - Non monitor mode
- Extremely Randomized Trees
classifier

Random Forest

Accuracy (CV) 0.978 0.009
Accuracy (Test) 0.971
Precision 0.971
Recall 0.970
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Figure 6.25: Teckin - Activity
classification - Non monitor mode
- Random Forest classifier

Ada Boost

Accuracy (CV) 0.989 0.004
Accuracy (Test) 0.992
Precision 0.992
Recall 0.992
F1 0.992
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Figure 6.27: Teckin - Activity
classification - Non monitor mode
- Adaboost classifier
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Support vector machines

Accuracy (CV) 0.477 0.011
Accuracy (Test) 0.308
Precision 0.308
Recall 0.469
F1 0.346
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6.9.2 Teckin camera - Monitor mode

NaiveBayes k-NN(5)
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Figure 6.29: Teckin - Activity Figure 6.30: Teckin - Activity
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Decision Tree Bagging(Tree)
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Figure 6.33: Teckin - Activity Figure 6.34: Teckin - Activity
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Extremely Randomized Trees
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Figure 6.35: Teckin - Activ-
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- Extremely Randomized Trees
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Figure 6.36: Teckin - Activity
classification - Monitor mode -
Adaboost classifier

Support vector machines
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Figure 6.37: Teckin - Activity
classification - Monitor mode -
Support Vector Machine classifier
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6.9.3 Tapo camera - Non monitor mode

NaiveBayes K-NN(5)

Accuracy (CV) 0.265 0.009
Accuracy (Test) 0.248
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Recall 0.260
F1 0.130

Accuracy (CV) 0.650 0.024
Accuracy (Test) 0.667
Precision 0.667
Recall 0.655
F1 0.659

Light { 0.058 0 00034 o Light 08
5 Movement fast| 0023 0 0 06 _ Movement fast 06
F Movement siow | 0058 o 00032 04 & o

= Movement_slow
02 02
No_activity { 00035 v S No_activity
£ % z z o % o0
g H 5 H g F
I B I
= 2 8 3
Predicted label Predicted Iafel

Figure 6.38: Tapo - Activity clas- Figure 6.39: Tapo - Activity clas-
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Figure 6.40: Tapo - Activity clas- Figure 6.41: Tapo - Activity clas-
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Bagging (kNN)
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Figure 6.42: Tapo - Activity clas-

sification - Non monitor mode -
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Figure 6.44: Tapo - Activity clas-
sification - Non monitor mode
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Figure 6.43: Tapo - Activity clas-
sification - Non monitor mode -
Random Forest classifier
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Figure 6.45: Tapo - Activity clas-
sification - Non monitor mode -
Adaboost classifier
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Support vector machines
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Figure 6.46: Tapo - Activity clas-

sification - Non monitor mode -
Support Vector Machine classifier

6.9.4 Tapo camera - Monitor mode

NaiveBayes k-NN(5)
Accuracy (CV) 0.473 0.026 Accuracy (CV) 0.469 0.021
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Figure 6.47: Tapo - Activity clas- Figure 6.48: Tapo - Activity clas-
sification - Monitor mode - Naive sification - Monitor mode - K-NN

Bayes classifier classifier
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Decision Tree Bagging(Tree)
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Figure 6.49: Tapo - Activity clas- Figure 6.50: Tapo - Activity clas-
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Figure 6.51: Tapo - Activity clas- Figure 6.52: Tapo - Activity clas-
sification - Monitor mode - Bag- sification - Monitor mode - Ran-
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Extremely Randomized Trees
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Figure 6.53: Tapo - Activity clas-
sification - Monitor mode - Ex-
tremely Randomized Trees clas-

sifier

Support vector machines
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Figure 6.55: Tapo - Activity clas-
sification - Monitor mode - Sup-

port Vector Machine classifier
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6.9.5 Ezviz camera - Non monitor mode
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Figure 6.56: Ezviz - Activity clas- Figure 6.57: Ezviz - Activity clas-
sification - Non monitor mode - sification - Non monitor mode -
Naive Bayes classifier K-NN classifier
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Figure 6.58: Ezviz - Activity clas- Figure 6.59: Ezviz - Activity clas-
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Bagging (kNN)
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Figure 6.60: Ezviz - Activity clas-
sification - Non monitor mode -
Bagging (KNN) classifier
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Figure 6.61: Ezviz - Activity clas-
sification - Non monitor mode -

Random Forest classifier
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Figure 6.63: Ezviz - Activity clas-
sification - Non monitor mode -
Adaboost classifier
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Support vector machines
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Figure 6.64: Ezviz - Activity clas-
sification - Non monitor mode -
Support Vector Machine classifier

6.9.6 Ezviz camera - Monitor mode

NaiveBayes k-NN(5)
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Figure 6.65: Ezviz - Activity clas- Figure 6.66: Ezviz - Activity clas-
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Decision Tree Bagging(Tree)
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Figure 6.67: Ezviz - Activity clas- Figure 6.68: Ezviz - Activity clas-
sification - Monitor mode - Deci- sification - Monitor mode - Bag-
sion Tree classifier ging (tree) classifier
Bagging (kNN) Random Forest
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Figure 6.69: Ezviz - Activity clas- Figure 6.70: Ezviz - Activity clas-
sification - Monitor mode - Bag- sification - Monitor mode - Ran-

ging (KNN) classifier dom Forest classifier
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Extremely Randomized Trees
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Figure 6.71: Ezviz - Activity clas-
sification - Monitor mode - Ex-
tremely Randomized Trees clas-
sifier

Figure 6.72: Ezviz - Activity clas-
sification - Monitor mode - Ad-
aboost classifier
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Figure 6.73: Ezviz - Activity clas-
sification - Monitor mode - Sup-
port Vector Machine classifier

6.10 General comments on activity classification

As it can be noticed by looking at the confusion matrices in the previous sections,
the quality of the performance figures is strictly dependent on the classifiers that
it’s used. In general, the ones with the highest performance are Decision Trees,
Random Forests and Adaboost, while the worst are the Naive-Bayes and the K-NN
classifiers.

This suggests that, for practical applications, the best choice should be using one of
the best three. Actually, in order to avoid the problem of overfitting that may arise
using Decision trees (that are in generale very subject to overfitting), it’s better to
use one between Random Forest and Adaboost.
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Moreover, the results for the Teckin and Tapo camera are much better than the
ones for the Ezviz camera. Actually, this is something we could expect. If we go
back to the images in Section [3.5] we can see that the traffic size pattern for all
the activities for the Ezviz camera is less defined that the one for the other two
cameras, meaning that there is less difference between the traffic when there is no
activity and when something is happening in the FoV of the camera and, given that
something is indeed happening, the graphs are very similar. This means that there
is less variance in the features of the traffic of the Ezviz camera than for the Teckin
and Tapo.

Finally, as expected, the performances of the classifications in monitor and non
monitor mode are almost the same. This is good, since it means that, forensically
speaking, is in principle possible to retrieve the same information (se, the same
evidences) both from the inside and from the outside of the system.

6.11 Activity classification for all the cameras

A question that one may ask is: what if we don’t have a classifier trained for a
specific camera but we need to make a classification of some activity in the FoV
of it? Is it still possible to use the knowledge that we have to perform activity
classification?

In order to try answering this question, I have trained and tested different classifiers
using as dataset one resulting from the merge of all the datasets of all the cameras.
Sections[6.11.1]and [6.11.2]shows the results respectively in non monitor and monitor
mode.

Commenting the results that follows, we can notice that the performance are not
bad, but not as good as the ones obtained by using for each camera its own activity
classifier. Indeed, this degradation of the performance is expected since we have
already noticed many times that different cameras produce different traffic patterns,
so each one should have its proper classifiers.

6.11.1 Non monitor mode

NaiveBayes KN (5)

Accuracy (CV) 0.246 0.003
Accuracy (Test) 0.253
Precision 0.253
Recall 0.252
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Figure 6.74: Activity classifica- Figure 6.75: Activity classifica-
tion - Non monitor mode - Naive tion - Non monitor mode - K-NN

Bayes classifier classifier
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Decision Tree Bagging(Tree)
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Extremely Randomized Trees
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6.11.2 Monitor mode
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Support vector machines
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6.12 Turning on input and output audio: what
changes?

All the cameras that have been used are provided with built in microphone and
speaker so that it’s possible to ear the noises in the room where a camera is placed
and to ear from the camera someone that is talking to the application of the camera
on their phone.

Of course, when the two-way audio feature is enabled on a camera, in addition to
the video stream there is the audio data stream sent and/or received by the camera.
Therefore, the question arises: can we use the classifiers trained using only video
data to classify an activity happening in the FoV of a camera when the audio is
active?

To answer this question, we need to do some additional things:

1. First, for each camera, we need to save the classifier(s) we want to use for
classifying the data obtained with the audio enabled (in this case, I have
made the test using the Random Forest classifier).

2. Then, we need to collected new data by keeping the audio feature enabled
and performing the same activities but with some audio too. This has been
done by playing a song in background in the room where the camera is placed
(note that this way only the uplink traffic will be subject to some variations).

3. At this point, we need to process the new capture files so to extract the features
from them, apply to them the same preprocessing described in Section [6.2]and
proceed with the classification.

Sections [6.12.1] and [6.12.2] we can see, respectively in non monitor and monitor
mode, how the accuracy of the classificarion gets worse when the audio is enabled
for all the cameras. This degradation is due to the additional audio traffic (which
cannot be distinguished by the video traffic from the outside) causes an increase in
the transmission rate that tends to confuse the classifiers.




6.12. TURNING ON INPUT AND OUTPUT AUDIO: WHAT CHANGES? 81

6.12.1 Non monitor mode
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6.12.2 Monitor mode

Random forest: Random forest:
Accuracy =  0.445 Accuracy =  0.317

Light
9 08 Light 0 0 0086 08
_ Movement_fast 06 _ Movement fast 0 0.026 0.026 06
2 3 -
2 2
v v
5 04 H 04
Movement_slow Movement_slow 0 0 0059
02 02
No_activity No_activity 0 0 037
00 00
M M M > M >
£ % H z % z 2
L - SF 2
& o ! g
g 2 8 £ o g
S Y I T
¥ - S
= 2 2 é
Predicted label Predicted label

Figure 6.95: Teckin - Activity Figure 6.96: Tapo - Activity clas-
classification with audio - Moni- sification with audio - Monitor
tor mode mode

Random forest:
Accuracy =  0.230

06
Light
05
— Movement fast 04
F
-}
v 03
=
Movement_slow
02
01
No_activity
00
M o >
£ & H £
3 o il £
€ = ]
@ g )
B E 2
2 17
g 3
= =
Predicted label

Figure 6.97: Ezviz - Activity clas-
sification with audio - Monitor
mode



Chapter 7

Practical usage of
classification: a live analysis
approach

At this point, we have understood that, in theory, we can indeed understand with a
certain level of accuracy (which depends on the classifier we are using) two things:

1. Given that one of the cameras we have been able to collect data from is
transmitting, which model between the known ones is indeed transmitting.

2. Once understood which camera is sending/receiving traffic, which activity
(again, between the known ones) is being performed in the FoV of the camera.

Now, the matter is: given the accuracy with which we can perform these two
classifications, can we implement a mechanism that does this classification auto-
matically? Of course, the answer yes, or at least we can try.

7.1 Assumptions and implications

Before going on, we need to clarify some points.

Remember that we have trained the classifiers in a supervised way, that is, we
have fed them with some data and we have them let understand how to use the
information contained in the data to distinguish between three different models
of cameras and four different activities for each of the cameras. This implies two
things:

e Our live analysis will work only when the camera that is transmitting /receiving
is one among the known ones, where this means that we are supposing we know
the possible MAC addresses that may be transmitting/receiving traffic. This
is quite a strong assumption, since it could be rare for the forensic profes-
sional to have such a specific information as the MAC address of a device.
In fact, in order to have this knowledge , the forensic professional should be
the proprietary of the network: if they are external (so being able to retrieve
information up to the MAC layer), it’s unlikely they would know the address
of the transmitting device.

e We also suppose that there is a single cam transmitting, which may in principle
not be true especially in an urban environment where many places might be
using an IP camera.
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e Since we have trained our models to distinguish between four activities, the
maximum granularity with which we can reconstruct a user’s activity is the
one of these four activities.

These implications are quite strong, in the sense that they may limit the possi-
bilities of a camera and activity classifier in the real world. Anyway, for the purposes
of this research project, a controlled environment like the one just described in more
than sufficient. Moreover, it’s not difficult (at least in principle) to extend this work
so to prepare it for the open world.

7.2 Saving the models

Of course, in order to perform the classification outside of the train and test phase,
we need to save the models that we want to use.

For having better and more trained models, what I have done is training different
models using all the data that I have.

Once trained, the models have been saved using the Pickle python library.

The models I have saved for performing the live analysis are the ones that have
shown the best performances in the test phase, so Decision Trees, Random Forests
and Adaboost. For the Decision Trees, in order to proactively try to avoid overfitting
problems, I have tried to use trees with different depths, in particular I have used
trees with depth equal to 3, 4, 5 and None.

7.3 Structure of the live analysis

The program performing the live analysis of the traffic of a camera can be summa-
rized as follows:

1. Importing the libraries needed, the most important ones are sklearn, pikle and
pandas.

2. Declaration of the constants, so of all the known MAC addresses and of the
time window for feature extraction.

3. Declaration of the variables needed for performing the feature extraction pro-
cedure. Such variables are indeed of the same type described in Section [5.5
with the difference that instead having one variable for each camera we have
a single variable for the kind (features, inter arrival time, traffic size).

4. Importation of the classifiers that we need, so the one for the camera classifi-
cation and the three ones for the activity classification (one for each camera).

5. Data collection procedure: the user is asked for how long they want to sniff
the Wi-Fi channel in seconds (note: the program doesn’t allow to select also
the Wi-Fi channel on which to sniff, so the user must be sure they are already
synchronized to the one they're interested in). The channel is then observed
for a time equal to the one specified by the user, and this is done by making a
system call to tshark, which is another tool that can be used to make captures.
The system call is like the following:

'sudo tshark -Ini ° + interface + ’ -a duration:” + sniff-time + *-w ’ + cap-_file
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Here, sudo is used to tun the command with root privileges, -Ini + interface
is used to specify the interface on which to sniff, -a duration: + sniff_-time
fixes the the stopping condition for the command after sniff time seconds
(the value is the one specified by the user) and -w + cap_file states that the
file will be saved in the position specified by cap_file.

Note that the command tshark produces a capture in monitor mode; if we
want work in non monitor mode, we just have to use the command tcpdump
as described in Section

6. Once the capture is over, we proceed with the feature extraction procedure,
performed the exact same way described in Section At the end, the
dataset is saved and preprocessed as described in Section [6.2

7. Now, there is the classification phase: each line of the dataset is analyzed
and, if there are no meaningless values (that is, values equal to -1), the row is
passed to the camera classifier and then to the activity classifier of the camera
that is the output of the camera classification phase.

The output of the classification is written in a text (.tzt) file according to this
format:

Time: [Time window] —> Camera: [Camera] —> Activity: [Activity]

The Time window value within square brackets indicates the time in seconds
from the beginning of the capture to which the prediction is referred; the following
values of the Camera and Activity between square brackets are the ones predicted
respectively by the camera and the activity classifiers.

7.4 Results

The program for the live analysis has been tested only in monitor mode. This
because, in order to try it in non monitor mode, it would be necessary to run it on
the Raspberry and not on the laptop.

The results obtained in monitor mode were not as good as we could expect looking
at the theoretical performance of the classification in test phase.

While the camera classification was almost never wrong (for this, it’s been always
used the Decision Tree classifier), the activity identification created some problems
and sometimes the classification output was not right. This may be due to some
overfitting issues in the Decision Trees used.

If we want to try to forecast what would happen in non monitor mode, since it must
work at least as well as in monitor mode, we can say that the camera classification
would probably be correct, but we cannot make accurate prediction on the activity
identification.

7.5 Removing assumptions: hypothesis on gener-
alization

As described earlier, the live analysis I have performed comes with as assumption
the knowledge of the MAC addresses of the cameras that may be transmitting, and
it’s been already commented how strong this assumption is.

Actually, it is in principle possible to remove this assumption. In fact, it’s known
that, given a MAC address, the first three couples of figures of the address itself
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are related to the vendor of the device. This is an information that can be used:
for instance, we can produce a file containing all addresses of all the vendors of IP
cameras (or at least of the ones we have the classifiers ready for performing activity
identification) and check if the source/destination MAC address of some packets
belongs to the file.

Of course, since we are in a supervised learning framework, in order to perform both
camera and activity classification, we need to train the classifiers, which implies the
collection of a lot of data.

Regarding the assumption on the single camera that is transmitting, this is not
difficult at all to remove. In case a MAC address of a vendor of IP cameras is
transmitting/receiving, just check if it was already revealed or not: if not, it’s
sufficient to declare a new variable for extracting its features.

Finally, if we want to distinguish among more activities, just collect data and train
the classifiers.
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Conclusions

In this work, we have deeply explored the world of IP smart cloud cameras.

We have started by understanding how they work, how they encode data for the
transmission and that these have some properties that we could use to obtain some
evidences for forensics purposes.

Then, we have successfully tried to actually retrieve some knowledge using the
properties of differential video encoding and found an effective strategy that can
be used to find such knowledge, passing from building a system for collecting data
from scratch, moving to the actual collection of data and finally to the choice of the
statistics of the input/output traffic in which the information we were looking for
may be hidden.

Finally, we have seen which ML algorithm may be the best in order to distinguish
among some cameras and activities and we have designed and implemented an algo-
rithm for performing camera and activity classification live; also, we have discussed
how the implemented algorithm can be extended to deal with real world scenarios.

At this point, there still is one question left: is it always possible to perform
the classifications we have performed? The answer is no: there are cameras on
the market whose transmission is specifically designed to avoid the possibility of
inferring the information we may be forensically speaking interested in.

More specifically, these cameras are designed to transmit packets all of the same
dimension and at time intervals that are kept as more constant as possible. As a
consequence, the features related to the traffic size cannot be directly used (since
the variance of those features would be null, making the features useless) and the
ones related to the inter-arrival time and, consequently, to the rate, would have a
very low variance, making the classification very hard if not impossible with high
accuracy.

An example of camera that implement these functionalities is the Amazon Blink
cameras. In Figure we can indeed see that in the traffic size there are no peaks
identifying the presence of I frames nor intervals in which the traffic size is larger
or smaller:it’s just constant, so not allowing us to retrieve any information.
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Blink camera - Non monitor mode - Traffic size vs inter arrival time (moving average filter, win = 47)
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Anyway, the number of commercial cameras that performs a kind of traffic shap-
ing as the Blink camera is low on the market, and the ones that actually do this
are much more expensive than the ones that don’t (the price of the Blink camera
system is more that the double than any of the other camera we have used.

8.1 Future works

If we look at the results of this work, we may say that it might be clever to develop a
more complex system that can be used to perform camera and activity classification.
Here, more complex means that it would be interesting to:

1. Expand the work to more cameras.
2. Expand the work to more activities.

3. Try to use other approaches for classification, such as deep learning algorithms
or artificial intelligences.

Expanding this work to more cameras and/or activities requires to collect new
data, so a lot of time. Vice versa, the implementation of other approaches for per-
forming this type of classification requires the development of new algorithms.

Anyway, there could be a problem: as I have shown, it’s not always possible
to perform the classifications of this work since some cameras already implement
traffic shaping techniques to prevent an observer from inferring the information I
have demonstrated that can be obtained with this work. Nowadays, the cameras
implementing this features are a few and more expensive than the average, but
in the future it may happen that, with the development of the technologies, this
technology may become the average one, therefore making impossible to perform
camera and activity classification.

So, the final question one has to answer is: is it worth to spend time in collecting
data and training classifiers even if in some years this kind of work may become
useless?
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8.2 Final conclusions

In conclusion, we can state that the development of the IoT forensics discipline
in the world of IP smart cloud cameras is worthy (at least for now): even if it’s
expensive from the point of view of the time needed to collect data for training the
classifiers needed, the level of accuracy we have reached is an incentive for spending
this time so to allow the forensic professionals having new evidences for supporting
their thesis and, possibly, help in a faithful reconstruction of the events.
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