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1. Introduction
In modern computing paradigms, Graphics
Processing Units (GPUs) have transitioned
from specialized graphics hardware to power-
ful general-purpose accelerators. They underpin
critical modern tasks, including deep learning in-
ference and training, scientific simulations, and
large-scale data processing. This shift has been
vastly accelerated by modern software environ-
ments and hardware extensions [8].
Concurrently, the high monetary cost of cutting-
edge hardware has led cloud service providers,
multi-user research workstations, and shared
clusters to adopt multi-tenant resource sharing
models. In these standard bare-metal environ-
ments, multiple independent user applications
run concurrently on the same physical device,
relying on the hardware scheduler and driver
layers to interleave execution contexts. How-
ever, this native co-location introduces an inher-
ent trade-off between execution efficiency and
strict tenant isolation. Co-scheduled applica-
tions inevitably contend for microarchitectural
hardware pipelines, creating a substantial attack
surface for microarchitectural side-channel infor-
mation leakage [7].
While CPU-based side-channel analysis repre-

sents a thoroughly mapped field [10, 11], GPU
security exploration is still evolving. Prior works
on GPU side and covert channels often focused
on on-chip networks [1], translation lookaside
buffers under rigid isolation models [12], multi-
GPU cache hierarchies [2], or uncore compo-
nents [6]. Crucially, previous research over-
looks how distinct signals from different hard-
ware pipelines can be integrated to increase fin-
gerprinting resolution.
This summary introduces TEXAS (TEXture
and ASync Pipeline Side Channels), a novel
contention-based side-channel framework. Op-
erating entirely from unprivileged user-space
code within a native bare-metal execution en-
vironment, TEXAS targets two independent,
hardware-isolated GPU memory pathways: the
Texture Units (TEX) pipeline and the mod-
ern asynchronous global-to-shared memory copy
(Async) pipeline. By deploying a hierarchical
dual-stream classification architecture, TEXAS
fuses these complementary latency patterns
to accurately fingerprint co-resident workloads,
identify architectural deep learning structures,
and track execution dynamics across different
generations of NVIDIA hardware architectures.
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2. The TEXAS Attack Frame-
work

2.1. Threat Model
The framework operates under a non-privileged
bare-metal co-location scenario. The attacker is
assumed to run standard, unprivileged user-level
CUDA applications on the target machine, shar-
ing the physical GPU simultaneously with a vic-
tim process via the native driver runtime. The
attacker lacks explicit permission to access the
victim’s memory footprint, execution instruc-
tions, or file structures. The attack remains
completely passive, observing only the localized
latency variations resulting from raw microarchi-
tectural pipeline resource contention under stan-
dard concurrent execution scheduling.

2.2. Spy Kernels Architecture
To map the execution fingerprint of the target
GPU, TEXAS deploys two specialized, indepen-
dent measurement routines designed to target
specific execution pipelines.

TEX Spy Kernel The TEX spy kernel tar-
gets the specialized texture units and their ded-
icated cache. The tracking algorithm leverages
continuous, highly dense texture-fetching opera-
tions designed to stress the pipeline’s maximum
bandwidth. To prevent accidental caching hits
from giving false timing results, the spy enforces
pseudo-random memory indexing using a Linear
Feedback Shift Register (LFSR). The memory
allocation covers a 1 MB texture buffer space
(218 indexing entries), which intentionally ex-
ceeds typical streaming multiprocessor (SM) L1
texture cache sizes to measure higher-level con-
tention variances across the shared GPU mem-
ory fabric.

Async Spy Kernel The Async spy kernel fo-
cuses specifically on the hardware asynchronous
data copy engine (accessed via the CUDA
cp.async instruction) introduced in modern ar-
chitectures [9]. This engine bypasses the reg-
ister file, copying blocks directly from global
memory to shared memory. The spy kernel sets
up a large global memory arena along with iso-
lated shared memory blocks inside the execu-
tion threads. During active runtime, it issues
a non-blocking sequence of asynchronous data

transactions, followed immediately by hardware
synchronization barriers. Competing global-to-
shared memory transfers from a co-resident vic-
tim strain the underlying data buses, resulting
in measurable execution latency fluctuations at
the synchronization boundaries.

2.3. Sequential Execution and Fea-
ture Fusion

A core constraint of the TEXAS design is that
the TEX and Async spy kernels are executed
sequentially rather than simultaneously. If exe-
cuted concurrently, the memory traffic from one
spy kernel would inevitably distort the latency
metrics of the other, introducing mutual inter-
ference and noise into the collected measure-
ments. Consequently, the framework conducts
two separate sampling phases alongside the vic-
tim’s workload to capture isolated, clean time-
series traces for each pathway.
Each raw trace is segmented into fixed-length
windows of 256 measurements with a stride of
16 samples. Each window is independently stan-
dardized via Z-score normalization, making the
model invariant to absolute latency baselines
while preserving the structural signal shape. To
prevent data leakage, the train and validation
splits are partitioned at the CSV file level: win-
dows from independent execution runs are re-
served exclusively as a held-out inference set.
The two window sequences are then processed by
a dual-stream BiLSTM classifier. Each stream
consists of two stacked Bidirectional LSTM lay-
ers with a hidden size of 64 units per direction,
producing a 128 dimensional feature vector from
the last timestep. The two feature vectors are
concatenated into a 256 dimensional joint repre-
sentation and passed through a fusion block —
comprising a fully connected layer, Batch Nor-
malization, and Dropout (p = 0.3) — before
the final classification head. The two branches
share no weights, allowing each to specialize
independently on its respective pipeline signal.
The network is trained with the Adam optimizer
(η = 10−3) under Cross-Entropy loss, with early
stopping based on validation F1 (patience of 15
epochs).
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3. Experimental Evaluation
and Results

3.1. Experimental Setup
The experimental validation was conducted in
native, multi-process bare-metal environments
across three distinct generations of NVIDIA
hardware architectures: an NVIDIA RTX 3050
(Ampere Architecture), an NVIDIA RTX 4070
(Ada Lovelace Architecture), and an NVIDIA
RTX 5070 (Blackwell Architecture). The test
suite comprised 30 deep learning topologies and
workloads across 5 core industrial categories:
Convolutional Neural Networks (CNNs), Trans-
formers, Recurrent Neural Networks (RNNs),
Generative Diffusion Models and Cryptocur-
rency Mining Algorithms. For the profiling val-
idation phase, high-resolution latency records
were systematically collected across these target
environments.

3.2. Hierarchical Classification Per-
formance

The dual-stream network uses a Bidirectional
Long Short-Term Memory (BiLSTM) backbone
to handle the fused time-series sequences. Clas-
sification operates hierarchically, first identify-
ing the coarse workload category before drilling
down into model family variations and specific
model instances.

Category-Level Fingerprinting At the
root level, the dual-stream classifier effectively
isolates macro-level execution footprints under
cross-process resource contention. On the refer-
ence RTX 4070 platform, the classifier achieves
a weighted F1 score of 0.94 across five core
categories (CNN, Transformer, RNN, Diffusion,
and Mining), as shown in Figure 1. This
result outperforms both single-stream baselines:
the TEX-only classifier reaches F1 ≈ 0.93 on
four categories, while the Async-only classifier
reaches only F1 ≈ 0.70, confirming that fusing
complementary signals from two independent
pipelines yields higher discriminative power
than either source alone.

Model-Level Fingerprinting Once the gen-
eral category is identified, dedicated dual-stream
BiLSTM classifiers distinguish fine grained
topologies within each domain. Table 1 summa-

rizes the weighted F1 scores for each classifier on
the RTX 4070.

Table 1: Model-level weighted F1 scores on the
RTX 4070.

Category Classifier F1
CNN DenseNet vs. MobileNet 0.93
CNN DenseNet-121/169/201 0.63
Transformer Family-level (BERT/DeepSeek/Gemma/GPT-2) 0.89
Transformer DeepSeek model-level 0.74
Transformer Gemma model-level 0.82
RNN GRU vs. LSTM 0.96
Diffusion SD v1.5 vs. tiny-sd 0.63
Mining Category-level only (uniform saturation)

The highest model-level F1 is achieved for
RNN (0.96), where GRU and LSTM produce
markedly different contention patterns. The
lowest scores (0.63) appear for the DenseNet
variant classifier and the Diffusion classifier: the
three DenseNet variants differ only in depth,
producing gradual rather than sharp contention
differences, while Stable Diffusion and tiny-
sd share the same transformer-based attention
backbone, making their pipeline footprints diffi-
cult to separate. Mining workloads completely
saturate GPU resources regardless of the spe-
cific hashing algorithm, producing a uniform
contention footprint with insufficient intra-class
variance for model-level discrimination; they are
therefore retained exclusively for category-level
classification.

3.3. Cross-GPU Architecture Gener-
alization

To test the portability of the attack, the frame-
work was evaluated across the hardware gener-
ations under native runtime execution. Since
absolute latency values depend on the spe-
cific microarchitecture, classifiers were retrained
from scratch on data collected from each target
GPU. At the category level, both the RTX 3050
and RTX 5070 achieve a weighted F1 score
of 0.91 on four categories (CNN, Transformer,
RNN, and Diffusion), confirming architecture-
independent discriminative power. The slight
gap with respect to the RTX 4070 (0.94) is
partly attributable to the exclusion of Mining,
which is among the easiest categories to classify.
At the model level, retrained classifiers maintain
stable performance across hardware configura-
tions, as summarized in Table 2.
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Figure 1: Training metrics and confusion matrix for the dual-stream BiLSTM classifier evaluated on
all five workload categories on the RTX 4070.

Table 2: Model-Level Classification Across GPU
Hardware Generations

Classifier Target RTX 4070 RTX 3050 RTX 5070
Transformer Family 0.89 0.98 0.81
DenseNet vs. MobileNet 0.93 0.82 0.93
GRU vs. LSTM 0.96 0.93 0.89
SD v1.5 vs. tiny-sd 0.63 0.76 0.81

3.4. CNN Structural Parameter Re-
gression

For the CNN domain, TEXAS utilizes a regres-
sion head over the collected timing traces to ex-
tract structural layer dimensions. The categor-
ical Softmax layer is replaced with a linear ac-
tivation head optimized via Mean Squared Er-
ror (MSE) loss. The network successfully pre-
dicts internal hyperparameters, specifically esti-
mating the exact number of convolutional and
pooling layers. On DenseNet-121 traces (whose
true value is 120 convolutional layers), the mean
prediction ranges between approximately 80 and
107 layers depending on the execution phase and
dataset, yielding a mean absolute error of 27.9
layers (Figure 2). A similar experiment for pool-
ing layer count achieves a mean absolute error
of 1.6 pooling layers (where the true value is
5), proving that general architectural complex-
ity leaks through resource contention.

4. Countermeasures
Mitigating the TEXAS framework requires eval-
uating software-level and hardware-enforced de-
fense strategies inspired by traditional side-
channel mitigation concepts:
1. Timer Restriction: Since the attack re-

lies on microsecond-level timing differences,
restricting or coarsening unprivileged user-
space access to the high-resolution hardware
cycle counter (clock64()) would significantly
hinder information extraction [5].

2. Resource Partitioning and QoS En-
forcements: Implementing explicit cache
Quality of Service (QoS) guarantees or strict
microarchitectural channel partitioning —
similar to CPU cache allocation strategies
[3, 4] — would isolate the texture caching lay-
ers and data transfer paths across concurrent
processes.

3. Noise Injection and Jitter: Injecting ran-
domized execution delays into the comple-
tion routines of the texture cache fabric or
asynchronous copy pipelines breaks the cor-
relation between victim execution states and
observed spy latencies, lowering the side-
channel signal-to-noise ratio.
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Figure 2: Distribution of predicted convolutional layer counts for DenseNet-121 across different datasets
and execution phases.

5. Conclusions
This thesis has introduced TEXAS, a
contention-based side-channel framework
targeting the Texture and Asynchronous
memory pipelines of modern NVIDIA GPUs.
Operating entirely within unprivileged user
spaces in bare-metal deployments, the work
demonstrates that fusing independent microar-
chitectural signals provides substantially higher
fingerprinting resolution than single-pipeline
approaches.
The practical security implications are con-
crete: an unprivileged attacker sharing a re-
search server or workstation can determine with
high confidence which category of workload the
victim is running, and in many cases identify the
specific model family or architecture. This con-
stitutes a realistic threat to the intellectual prop-
erty of proprietary models deployed in shared
environments, where model identity and struc-
tural complexity are typically considered confi-
dential.
The hierarchical framework reliably identifies di-

verse execution workloads across multiple hard-
ware generations, emphasizing the need for ro-
bust microarchitectural isolation mechanisms.
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