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Abstract

Modern antivirus software heavily relies on static analysis, particularly signature-based
detection, to efficiently identify malware. However, commercial antivirus engines typically
operate as black-box systems, making their internal detection logic and specific signature
patterns inaccessible for analysis. This thesis proposes DAMANI (Deep leArning Models
for Antivirus mimicking and sigNature extractIon), a framework designed to approximate
antivirus behavior and extract representative malicious byte patterns using deep learning
techniques.

The framework operates in two stages. First, a supervised 2D-CNN is trained to mimic the
decision boundaries of a target antivirus engine, achieving high accuracy in replicating
both correct classifications and errors. Subsequently, a Convolutional Autoencoder is
employed to generate sparse binary masks that isolate the specific byte sequences most
responsible for triggering a malicious classification.

The framework is evaluated on three distinct antivirus engines: Microsoft Defender, Cla-
mAV, and Avast Premium Security. Experimental results demonstrate that the extracted
signatures are both effective, triggering detection when isolated from the original file, and
necessary, as their removal significantly reduces the maliciousness score. A comparative
analysis against ClamAV’s open-source database confirms that the extracted patterns pos-
sess a high degree of similarity to real-world signatures used in production environments.

This framework provides deep insights into the behavior of antivirus engines, identifying
the representative byte patterns that are essential for their detection logic. Ultimately, by
characterizing the static detection patterns of black-box software, this research enables a
comparative analysis of the decision logic used by different vendors.

Keywords: Malware Detection, Antivirus Mimicking, Deep Learning, Convolutional
Neural Networks, Autoencoders, Signature Extraction





Abstract in lingua italiana

I software antivirus moderni si basano fortemente sull’analisi statica, in particolare sul
rilevamento basato su firme, per identificare in modo efficiente i file malevoli. Tuttavia, gli
antivirus commerciali operano tipicamente come sistemi black-box, rendendo inaccessibili
all’analisi sia la logica interna di rilevamento sia gli specifici pattern di firma utilizzati.
Questa tesi propone DAMANI (Deep leArning Models for Antivirus mimicking and sigNa-
ture extractIon), un framework progettato per replicare il comportamento degli antivirus
ed estrarre pattern rappresentativi di file malevoli mediante tecniche di deep learning.

Il framework opera in due fasi: in primo luogo, una CNN bidimensionale supervisionata
viene addestrata per imitare i criteri decisionali di un motore antivirus target, ottenendo
un’accuratezza elevata nella replica sia delle classificazioni corrette sia degli errori e, suc-
cessivamente, viene impiegato un autoencoder convoluzionale per generare maschere bi-
narie sparse, che isolano le specifiche sequenze di byte maggiormente responsabili della
classificazione malevola.

Il framework è stato valutato su tre distinti antivirus: Microsoft Defender, ClamAV e
Avast Premium Security. I risultati sperimentali dimostrano che le firme estratte sono sia
efficaci, poiché attivano il rilevamento anche quando isolate dal file originale, sia neces-
sarie, in quanto la loro rimozione riduce significativamente il punteggio di malevolenza.
Un’analisi comparativa con il database open-source di ClamAV conferma che i pattern
estratti presentano un elevato grado di similarità con le firme utilizzate in ambienti reali.

Il framework fornisce una comprensione approfondita del comportamento degli antivirus,
identificando i pattern di byte rappresentativi che risultano essenziali per la loro logica
di rilevamento. Caratterizzando i pattern di rilevamento statico di software black-box,
questa ricerca consente un’analisi comparativa della logica decisionale adottata da diversi
vendor.

Parole chiave: Rilevamento di Malware, Emulazione di Antivirus, Deep Learning, Reti
Neurali Convoluzionali, Autoencoder, Estrazione di Firme
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1| Introduction

Malware detection traditionally relies on signature-based mechanisms, where specific byte
patterns or code fragments are used to identify known malicious software. Despite the
evolution toward heuristic, behavior-based detection and the usage of machine learning,
static signature-based analysis still plays a central role in many antivirus engines due to
its efficiency and scalability. However, the exact nature of these signatures and the byte-
level patterns effectively used in practice remain largely opaque, as commercial antivirus
solutions do not expose their internal detection rules.

This thesis focuses on the problem of extracting representative static detection patterns
from antivirus engines. The objective is to approximate and analyze the signature-like
logic used by existing antivirus software. The core research question is whether it is
possible to reconstruct, using deep-learning techniques, the byte sequences that most
strongly influence an antivirus decision.

State-of-the-art machine learning and deep learning approaches for malware analysis pri-
marily focus on classification performance [27, 50], robustness against adversarial at-
tacks [74], or feature extraction techniques [12, 66]. These work demonstrate strong
detection capabilities for certain architectures, such as Convolutional Neural Networks.
However, these approaches aim at improving malware detection accuracy and do not ex-
tract and interpret the detection logic of real-world antivirus. Consequently, the problem
of signature extraction from black-box antivirus engines remains mostly unexplored.

To address this gap, this thesis proposes DAMANI, a framework designed to approxi-
mate antivirus decision boundaries and extract meaningful byte-level detection patterns.
The approach treats antivirus engines as black-box classifiers and leverages a deep neu-
ral network to mimic their behavior. Specifically, Portable Executable (PE) binaries are
converted into fixed-size RGB images and then used to train a Two-Dimensional Convolu-
tional Neural Network that reproduces the outputs of the antivirus. The objective of this
stage is not to detect malware per se, but to replicate the decisions of the targeted en-
gine. Once the mimicking model is trained, a Convolutional Autoencoder is employed to
identify the minimal regions of the input representation that are sufficient to preserve the
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malicious classification. By optimizing a mask under multiple constraints, the model iso-
lates compact byte sequences that act as signature-like patterns. These extracted regions
are then post-processed, aggregated, and analyzed across malware families and across
different antivirus engines.

Experimental validation demonstrates that the extracted signatures are linked to the
mimicked antivirus decisions. Malware samples containing only the extracted regions
remain classified as malicious, while removing those regions significantly decreases the
maliciousness score. Additional cross-engine analysis highlights both shared and engine-
specific patterns, suggesting partial convergence in static detection strategies.

The main contributions of this thesis can be summarized as follows:

• DAMANI, a framework that offers:

– An antivirus mimicking model capable of approximating antivirus decision logic
using deep learning;

– An autoencoder-based mask optimization strategy to isolate compact byte-level
regions responsible for malicious classification.

• An analysis on information extracted by DAMANI on three well-known antivirus
engines:

– A cross-antivirus comparative methodology to analyze common static detection
patterns;

– An experimental validation demonstrating the relevance and reliability of the
extracted signatures.
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2| Background

In this chapter, we provide an overview of some pivotal topics in the thesis. We introduce
concepts such as malware, antivirus software, machine learning, deep learning, and deep
learning algorithms, such as convolutional neural networks, and autoencoders.

2.1. Malware

Malware are pieces of software that are designed to damage systems, gain unauthorized
access to computers, steal data, spy, and other malicious actions, when executed on a
computer. Over the years, they evolved into complex and adaptive programs, and are
able to evade basic security mechanisms [24].

Malware are divided in categories with respect to what they do on the host system [20, 24].
Among the most common malware families, the five that are used in this work are:

• Viruses: these software are “attached” to a non-malicious file, and their objective
is to spread fast on various systems, in order to damage them.

• Worms: a more advanced version of viruses, with the key difference being that
a worm is a standalone program. Their main characteristic is the high speed of
diffusion among devices.

• Trojans: as the name suggests, they are programs that pretend to be something
you may want to download, like a free game, a system update, or a “cracked” version
of expensive software.

• Backdoors: these are malware that are installed usually by other malware, such
as trojans or worms, in order to gain secretly access to the system.

• Scarewares: these are more of a “social attack”, since they rely on social engi-
neering techniques [24] to manipulate users through fear-inducing messages. They
arrive on a computer, for example, as an urgent email or pop-up, presenting false or
exaggerated security warnings, such as claims of system infections or critical vulner-
abilities, in order to pressure the user into taking specific actions. For example, they
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could trick people to delete some useful system files, thinking they are malicious,
just to make them brake their own system, or they could pressure the user into
downloading additional software or provide sensitive information.

Each family is characterized by different infection vectors and different malicious goals.
Malware of the same family share common structural, behavioral and functional char-
acteristics. These similarities arise from employment of the same attack technique, the
frequent code reuse, and the automated malware generation, frequently used by hack-
ers [19]. For this reason, malware detection systems usually rely on the identification of
recurring patterns, such as signatures, that are known pieces of malicious code [18]. Since
malware detection methods evolved, also malware authors needed to start using more
complex techniques to evade detection [24, 52], including:

• Polymorphism: the malware modifies its code structure across different instances,
preserving the functionality while producing distinct variants of the same malware;

• Packing: the malware payload is compressed or encrypted when not running, re-
ducing the effectiveness of static analysis;

• Obfuscation: the code of the malware is transformed to make it more difficult to
analyze or understand, for example altering control flow, renaming symbols, and
inserting NOP (No Operation) instructions.

2.2. Portable Executables

Different operating systems rely on distinct executable formats, such as ELF on Unix
systems, Mach-O on macOS, and Portable Executable (PE) on Microsoft Windows. Since
Windows is the most used operating system on personal computers [3, 48], it remains
a primary target for attackers [56]. For example, in a Surfshark Antivirus report of
2025, it is shown that of the 479K malware cases recorded, the 87% (419K) were on
Windows [4]. For this reason, in this thesis we focus on the PE format, predominant in
the Windows ecosystem. The PE format defines the structure of executable files, including
headers, sections, and metadata required by the operating system loader. From a security
perspective, the PE format provides a rich source of features for static analysis: detectors
can inspect file structure, metadata, and not just byte-level patterns [56]. The PE format,
however, also introduces a large attack surface: malware authors can manipulate headers,
reorder sections, inject padding bytes, or modify non-essential fields without affecting
program execution [48]. This dual nature makes PE files a central object of study in
malware detection research [48].
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2.3. Antivirus

An antivirus is a software designed to detect and prevent malware infections on different
kind of devices, such as personal computers. There are two main types of analysis that
can be done by an antivirus: static and dynamic [24, 58].

Static analysis is done without executing the program, and includes techniques such as
signature-based detection, heuristic analysis, and code reachability. This kind of analysis
is faster, but weaker in detecting malicious code that has been obfuscated or new types
of malware (zero-days) [24].

Dynamic analysis’ most used techniques are behavioral monitoring and sandboxing, much
slower and resource-consuming than static ones, because the program needs to be exe-
cuted, but this kind of analysis is more precise [24].

Traditionally, antivirus operate primally through static analysis. However, modern and
advanced engines combine both static and dynamic detection techniques, becoming hy-
brid systems [24]. To balance accuracy and performance, usually antivirus use dynamic
analysis only in certain situations, for example when static analysis’ result is uncertain,
or the user requests explicitly the analysis of a specific file [18].

In this thesis, an important concept is the signature-based detection. This kind of detec-
tion is a foundational element of antivirus systems, due to its efficiency [18]. A signature
is a pattern associated with a known malware, and can be a sequence of malicious bytes,
a structural characteristic of a file, a rule that describes known properties of malicious
code (such as the YARA rules [9]). The signature-based detection has low computa-
tional cost and high precision for known threats, since every signature can be searched
rapidly across large volume of files [11, 24]. However, this approach has some well-known
limitations: signatures are sensitive to syntactic changes, even a small modification to
a malware sample may invalidate the contained signature, making it undetectable. In
malware detection, robustness is particularly important due to the adversarial nature of
the domain, since malware samples can often be syntactically altered without affecting
their malicious behavior [26]. As a result, a detection system may achieve high accuracy
on a certain dataset, while remaining fragile to minor input changes.

To improve the generality of our analysis, this thesis considers three antivirus engines:
Microsoft Defender [55], ClamAV [22], and Avast Premium Security [14]. These systems
were selected to represent different deployment contexts within the antivirus ecosystem.

• Microsoft Defender is a widely deployed antivirus solution, since it is integrated



6 2| Background

into the widespread Windows operating system, for free. Is a black-box antivirus,
therefore its internal detection mechanisms are not accessible for direct inspection,
the analysis is limited to observable inputs and outputs. It represents a modern
protection platform that combines not only static and dynamic analysis, but also
machine learning and cloud-based intelligence [54].

• ClamAV is an open-source antivirus engine based mainly on signature match-
ing [18]. It was developed for Unix operating systems, and [23] shows how Unix-
based systems are the majority among those regularly tested and supported. Due
to its transparency, it provides a useful reference point for studying static signature-
based detection mechanisms.

• Avast Premium Security is a commercial antivirus solution that employs an hy-
brid detection approach, combining both static and dynamic analysis, and machine
learning [13]. It was selected as a representative commercial antivirus because its
engine is deployed across multiple other products (such as Norton and AVG [18], all
owned by the Gen Digital Inc. company [28, 29]). As a result, observations made on
Avast are likely to reflect properties of a wider class of commercial antivirus engines
rather than a single product.

By considering multiple antivirus engines, in this thesis we reduce vendor-specific bias and
focus on general properties of detection systems rather than the behavior of individual
products.

2.4. Machine Learning

Machine learning is a subfield of artificial intelligence centered on the development of
mathematical models and algorithms that allow systems to learn patterns from data and
consequentially make autonomous decisions. These models optimize their internal param-
eters (denoted as weights) to improve performance on a given metric by iteratively process-
ing training data [32]. This capability allows for the processing of high-dimensional data
(where each dimension is denoted as feature) where traditional algorithmic approaches
would be computationally or logically infeasible. There are different learning paradigms,
depending on the kind of samples used for training and the goal of the model [32, 35]:

• Supervised learning: relies on labeled datasets to learn how to produce the correct
expected outcome. This family of models is employed in problems such as:

– Classification: assign a label (class) to each sample in the dataset;
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– Regression: assign a value, or a set of values, to each sample in the dataset.

• Unsupervised learning: learns from unlabeled data to find regularities in samples
with similar characteristics;

• Reinforcement learning: focuses on learning optimal decision-making strategies
through interaction with an environment.

In this thesis, we used both classification and unsupervised learning.

To train and evaluate machine learning models, datasets are typically divided into distinct
subsets with specific roles [32]:

• Training set: this set is used to learn the model parameters, by optimizing the
chosen objective function;

• Validation set: this set is employed during development to tune hyperparameters
and to monitor model behavior, in order to improve generalization;

• Test set: this set is reserved for the final evaluation and provides an unbiased
estimate of the model’s performance on previously unseen data.

When a set of samples is provided, it needs to be divided within these three sets. Usually
70% of the samples are used in the training set, 15% in the validation set, and 15% in the
test set. This separation ensures a reliable evaluation of the model’s ability to generalize
to unseen real-world data.

2.5. Deep Learning

Deep learning is a subfield of machine learning based on artificial neural networks [32].
Deep learning models are characterized by the presence of multiple layers of nonlinear
transformations, which allow the network to progressively extract higher-level and more
abstract features from the input data [45]. Lower layers typically capture simple, local
patterns, while deeper layers combine these patterns into more complex representations.
Unlike machine learning models, deep learning ones autonomously extract features directly
from data.

2.5.1. Artificial Neural Networks

Artificial Neural Networks (ANNs) are a class of machine learning models inspired by the
structure of the human brain. They are composed of interconnected computational units,
called neurons, that are organized into multiple layers. Each neuron computes a weighted
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Figure 2.1: 2D-CNN typical structure

sum of its inputs and produces an output by applying a nonlinear activation function.
The output of each layer is propagated as input to the subsequent layer, allowing the
network to learn increasingly complex representations of the data. Neural networks are
designed to approximate a target function by adjusting their weights during the training
process [36].

Training consists of minimizing a loss function that quantifies the discrepancy between
the predicted outputs and the corresponding target values (called labels). This loss serves
as a measure of how well the network fits the training data. The optimization of the
loss function is typically performed using gradient-based methods, such as gradient de-
scent, which iteratively update the network parameters by moving in the direction that
minimizes the loss function [61].

A major drawback of neural networks is their limited explainability. In many cases, the
internal decision-making process of a trained model is not directly interpretable: given an
output prediction, it is often difficult to determine how specific input features contributed
to that result. This lack of transparency makes neural networks commonly referred to as
black-box models [33].

To mitigate this limitation, some explainability techniques have been proposed. Among
them, Gradient-weighted Class Activation Mapping (Grad-CAM) [63] provides visual ex-
planations by highlighting the regions of the input that most strongly influence a model’s
prediction.
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Figure 2.2: Common activation functions

Two-Dimensional Convolutional Neural Networks

Two-Dimensional Convolutional Neural Networks (2D-CNNs) are supervised deep learn-
ing models designed to process structured grid data, such as images, by exploiting spatial
relationships between input elements [44]. For this reason, they have become the stan-
dard architecture for image-based learning tasks. Unlike fully connected neural networks,
2D-CNNs preserve spatial information through convolutional layers. These layers apply
learnable filters that slide across the input, generating feature maps that capture local
patterns while sharing weights across spatial locations [43]. This design significantly re-
duces the number of trainable parameters and improves computational efficiency. A visual
representation of a 2D-CNN is provided in Figure 2.1.

Feature extraction in CNNs follows a hierarchical process: early layers learn low-level
patterns, while deeper layers progressively combine them into higher-level representa-
tions. Pooling layers are commonly interleaved with convolutional layers to reduce spatial
dimensionality while retaining the most informative features [75]. For example, max-
pooling aggregates local regions by selecting the maximum activation value. After the
convolutional and pooling stages, the resulting feature representations are processed by
fully connected layers, which perform the final classification task.

Non-linear activation functions are essential to model expressiveness. Some commonly
used activation functions are ReLU (Rectified Linear Unit) [31] and Sigmoid, that can
be seen in Figure 2.2. ReLU is widely used in hidden layers due to its simplicity and
effectiveness, while Sigmoid is commonly employed in the final layer of binary classification
tasks to produce outputs in [0, 1].
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Figure 2.3: Standard autoencoder structure

CNN performance can be further improved through transfer learning, where models that
have been pre-trained on large datasets are adapted to specific tasks [57]. This approach
uses the generality of learned representations and reduces training requirements.

Autoencoders

An autoencoder is a specific class of neural network designed to learn efficient repre-
sentations of data in an unsupervised way [38]. A visual representation of a 2D-CNN
is provided in Figure 2.3. The architecture of an autoencoder is characterized by its
symmetrical structure, that consists of two components:

• Encoder: this module maps the high-dimensional input data into a lower-dimensional
representation: the latent space. During this phase, the network is forced to priori-
tize the most relevant features of the data, while discarding redundant information
or noise;

• Decoder: this module tries to map the latent representation back into the original
input space. The objective is to produce a reconstruction that is as close as possible
to the original input.

The performance of an autoencoder is measured by a reconstruction loss function, which
calculates the difference between the original input and the reconstructed output. Since
the system uses the input itself as the target for learning, it does not require external
labels.
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A widely used variant is the Convolutional Autoencoder (CAE), which replaces fully
connected layers with convolutional and deconvolutional layers [51]. Convolutional au-
toencoders are particularly effective when the input data has a spatial structure, such
as images or two-dimensional representations of binary data. By using convolutional op-
erations and weight sharing, CAEs preserve spatial locality and learn more robust and
meaningful feature representations. In this thesis, we used a Convolutional autoencoder
that is also Cross-Domain (or Domain Translator) [40]. A Cross-Domain autoencoder
learns to extract the underlying features from one domain and “re-renders” them in the
format of another domain. In this setup, the latent space behaves as a bridge between
the two domains: the encoder is trained to map the data from Domain A to the latent
space, and the decoder is trained to generate an output in Domain B from the latent
representation.





13

3| Motivation

This chapter motivates the need for a systematic analysis of antivirus detection behavior.
It introduces the problem addressed in this thesis, reviews related research in this field,
and outlines the goals and challenges of the proposed approach.

3.1. Problem Statement

Modern antivirus software relies on a combination of static and dynamic analysis tech-
niques to detect malicious software [15]. Among these, static detection mechanisms often
employ signature-based approaches to efficiently identify known malware pattern [21].
While effective, such mechanisms may be sensitive to syntactic variations in the binaries.

In this thesis we investigate whether it is possible to approximate or extract representative
malicious sequences of bytes (called signatures) used by different antivirus software for
detection. First, we leverage a deep learning model to mimic the antivirus behavior. Then,
we employ another deep learning model to extract the patterns of bytes seen as malicious
instructions. Finally, we perform studies on the extracted bytes, analyzing whether there
are common patterns used by different antivirus engines.

Understanding these patterns is important for several reasons: first of all, it allows re-
searchers to assess the robustness of static detection mechanisms against minor syntactic
transformations, and secondly, it provides insights about different antivirus engines that
rely on similar detection logic. If detection depends on fragile patterns and the author
of the malware has the ability to extract these patterns even partially, small modifica-
tions to malicious software can be applied to disrupt such patterns, potentially leading to
false negatives and posing security risks [11]. For this reason, studying the characteristics
of antivirus detection patterns is essential to evaluate the resilience of current malware
detection approaches. Moreover, a comparative analysis across multiple antivirus en-
gines enables a deeper understanding of similarities among different detection techniques.
Lastly, this work aims to support the development of more robust antivirus systems.
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3.2. State of the Art

The application of machine learning and deep learning techniques to malware detection
has been widely explored in recent years. Existing research can be categorized according
to the type of learning models adopted.

3.2.1. Machine Learning and Deep Learning approaches

Early studies such as Static Malware Detection & Subterfuge [27] and Analyzing Machine
Learning Algorithms for Antivirus Applications [50] investigate the effectiveness of ma-
chine learning models in comparison to traditional antivirus engines. These works show
that learning-based classifiers can outperform signature-based antivirus solutions, partic-
ularly in adversarial settings. However, they primarily focus on detection accuracy and
do not provide insights into the internal decision patterns learned by the models or their
relationship with antivirus detection mechanisms.

Several works rely on handcrafted static features extracted from malware samples. For
instance, An Android Malware Detection Approach Based on Static Feature Analysis [65]
proposes the use of API call sequences combined with classical classifiers such as Sup-
port Vector Machines (SVM), k-Nearest Neighbors (KNN), and Naive Bayes (NB). These
approaches highlight the feasibility of static analysis without executing the sample, but
they heavily depend on domain-specific feature engineering and often struggle to gen-
eralize across platforms or malware families. Similarly, Machine Learning With Feature
Selection Using Principal Component Analysis for Malware Detection: A Case Study [73]
explores the use of metadata-based features combined with Principal Component Analysis
(PCA) and Artificial Neural Networks (ANNs). While dimensionality reduction improves
computational efficiency and classification performance, the approach remains constrained
by the quality and completeness of manually selected features.

More recent studies use deep learning architectures to overcome the limitations of feature
engineering. Malware Analysis and Detection Using Machine Learning Algorithms [10]
demonstrates that among various learning models, Convolutional Neural Networks (CNNs)
achieve superior performance by automatically learning useful features from data. CNN-
based approaches have been successfully applied to binary representations, opcode se-
quences, and image-like encodings of executables, showing strong detection capabilities.
For example, Malware Detection by Eating a Whole EXE [59] operates directly on ex-
ecutable binaries and demonstrates that neural networks can be trained on raw byte
sequences achieving competitive performance while preserving complete binary infor-
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mation. Other approaches based on One-Dimensional Convolutional Neural Networks
(1D-CNNs) further confirm that binary-level analysis can yield highly accurate and effi-
cient classifiers for distinguishing malicious and benign samples [64, 69]. Another promi-
nent research direction involves transforming malware binaries into image representations.
By mapping binary values into two-dimensional pixel matrices, malware samples can be
treated as images and analyzed using Two-Dimensional Convolutional Neural Networks
(2D-CNNs) [34]. Survey studies highlight that this representation enables the applica-
tion of transfer learning, achieving classification accuracies exceeding 98% on benchmark
datasets [17]. Works such as Malware Detection with Malware Images Using Deep Learn-
ing Techniques [37] show also that CNN-based models are more robust than recurrent
architectures against adversarial manipulations.

Other deep learning architectures have also been explored in the literature. For instance,
Malware Classification on Malimg Using MobileNet and LSTM for Efficient Detection [16]
integrates the computational efficiency of MobileNet with Long Short-Term Memory
(LSTM) [39] networks. Sequence-based methods have also been applied in specialized
contexts such as ransomware detection, where LSTM networks are combined with file
entropy analysis [42].

Additional studies investigate the use of ANNs and Transformer-based models coupled
with binary data analysis [62], or autoencoder-based approaches [71], used to model benign
and malicious distributions by minimizing reconstruction error. By using grayscale image
representations and dimensionality reduction, autoencoders have demonstrated promising
results.

In the end, works such as Machine Learning Aided Malware Detection for Secure and
Smart Manufacturing [60] and Comparison of Malware Detection Techniques Using Ma-
chine Learning Algorithms [67] confirm the effectiveness of deep learning models across
different application domains.

It is noteworthy that all these studies are primarily focused on detection performance
rather than interpretability or cross-system analysis.

3.2.2. Adversarial approaches

Another different branch of research investigates adversarial techniques to evade both
machine learning-based detectors and antivirus systems. Practical Attacks on Machine
Learning: A Case Study on Adversarial Windows Malware [25] demonstrates that Portable
Executable (PE) files can be adversarially manipulated while preserving their malicious
functionality. Tarallo: Evading Behavioral Malware Detectors in the Problem Space [26]
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shows that adversarial modifications can be performed without alterations to the malware
logic, highlighting that even comprehensive detection systems can be evaded through care-
fully designed transformations.

Several studies focus specifically on generating adversarial samples against deep learning-
based detectors: GAMBD: Generating Adversarial Malware against MalConv [47] and
MalPatch: Evading DNN-Based Malware Detection with Adversarial Patches [72] target
convolutional models by introducing perturbations that exploit architectural weaknesses.

In parallel, research has explored robustness-oriented defences: Enhanced DNNs for Mal-
ware Classification with GAN-Based Adversarial Training [74] proposes the use of Gener-
ative Adversarial Networks (GANs) to model adversarial perturbations as noise added to
raw bit sequences. By filtering such perturbations during training, the proposed approach
improves classifier resilience against adversarial attacks.

3.2.3. Static characteristics approaches

Beyond machine learning and deep learning methods, several works explore malware detec-
tion through information-theoretic and structural properties of executable files. Compar-
ing Files Using Structural Entropy [66] proposes the use of entropy profiles to characterize
the internal organization of binaries, enabling similarity comparisons without relying on
explicit signatures. By modeling how information is distributed across file sections, this
approach captures global structural patterns. Similarly, in Detecting Malware with In-
formation Complexity [12] malware’s information complexity is measured to distinguish
malicious from benign software. Rather than focusing on specific instructions or API
calls, this line of research assumes that malware exhibits distinctive complexity patterns
due to packing, obfuscation, or encryption, making these metrics effective indicators of
malicious behaviour.

While these approaches capture high-level structural properties, they rely on handcrafted
metrics and cannot extract detection patterns.

3.2.4. Learning-based antivirus mimicking

Mimicking Anti-Viruses with Machine Learning and Entropy Profiles [53] explicitly inves-
tigates the feasibility of modeling antivirus detection behaviour using machine learning.
By learning entropy-based representations extracted using antivirus decisions, this work
demonstrates that it is possible to approximate antivirus classification boundaries without
accessing internal signatures. This approach is more aligned with the objectives of this
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thesis, as it shifts the focus from malware detection alone to the analysis and imitation
of antivirus detection mechanisms. However, the mimicked model is employed to search
for misclassified malware, without extracting useful information from the antivirus.

The work that mostly inspired our thesis is presented in the thesis by Di Gloria [30], which
investigates the feasibility of mimicking antivirus detection behaviour using a 2D-CNN.
In this approach, a the CNN is trained to mimic an antivirus engine treated as a black
box. An autoencoder is then employed to generate synthetic samples that are classified
as false positives, and in the end these samples are used to iteratively retrain the classifier
as in a GAN. While this work demonstrates the effectiveness of combining supervised and
unsupervised learning to improve detection robustness, its primary focus lies in attacking
the antivirus with false positives and then enhancing classification performance of the
model. In contrast, our thesis still uses a model for antivirus mimicking, but with a
different objective: rather than generating synthetic samples to refine the classifier, the
autoencoder is used to identify and isolate the most informative or malicious regions of
the input representation. These extracted patterns are then analyzed across multiple
antivirus engines to study similarities and differences in their detection behaviour.

3.2.5. Limitations of existing approaches

Despite the substantial progress in machine learning-based malware detection, most ex-
isting works share common limitations. First, the majority of studies aim at maximizing
classification accuracy, treating antivirus engines only as oracles, and not as subjects of
analysis. Second, detection models are typically trained and evaluated against a single
labelling source, without considering differences across multiple antivirus engines. Fi-
nally, limited attention has been given to understanding or extracting detection patterns,
especially in a comparative cross-engine setting.

Similarly, since deep learning-based malware detection systems are still vulnerable to
adversarial attacks, research is still focused on robust learning strategies. Already existing
deep learning approaches work well at malware classification, but they primarily focus
on detection accuracy, while rarely addressing the interpretability of learned features or
their relationship with antivirus detection mechanisms. Even in adversarial research, the
primary focus is on attack generation and improving classifier robustness, rather than on
analyzing model outputs.

This research gap further motivates the need for approaches that aim to model and inter-
pret antivirus detection behaviour, rather than only optimizing evasion or classification
performance.
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3.3. Goals and Challenges

3.3.1. Goals

The primary goal of this thesis is to fill a gap in existing research by investigating whether
black-box antivirus software can be characterized by representative static detection pat-
terns, using deep learning techniques. Specifically, we aim to:

• Model antivirus detection behavior using a 2D-CNN;

• Approximate detection patterns using an autoencoder;

• Do the same for more antivirus engines;

• Identify common or recurring patterns;

3.3.2. Challenges

Addressing these goals is inherently challenging due to the opaque nature of modern an-
tivirus software. The majority of antivirus engines are closed-source systems that combine
multiple detection techniques, including signatures, heuristics, machine learning models,
code reachability analysis, and dynamic analysis. As a result, the exact contribution of
each component to a detection decision is unknown.

Furthermore, antivirus products operate as black-box systems, exposing only input-output
behavior. This requires extensive experiments to validate whether the extracted patterns
can meaningfully reflect the detection mechanisms.

Finally, the results evaluation across multiple antivirus engines ensures the validity and
generality of the framework. This is challenging due to the heterogeneous behavior of
different antivirus products, which required distinct procedures for data labeling, testing,
and result collection. In practice, interacting with multiple antivirus engines involved
implementing separate workflows and evaluation pipelines tailored to each system, signif-
icantly increasing the complexity of the experimental setup.



19

4| Approach

This chapter describes the methodological approach adopted in this thesis to extract,
analyze and compare antivirus detection patterns. Starting from the problem formulation
introduced in the previous chapter, we present the overall pipeline used to approximate
antivirus behavior and to extract representative malicious patterns from PE files. Here, we
focus on the design choice and the logic behind each component, while the implementation
is discussed in the next chapter.

4.1. Approach Overview

In this thesis we proposes DAMANI, a framework to extract static detection patterns
used by an antivirus. The core idea is to treat antivirus engines as black-box classifiers
and approximate their behavior using a supervised deep-learning model, and then use an
unsupervised deep-learning model to extract from the mimicking model the most malicious
byte sequences. A Two-Dimensional Convolutional Neural Network (2D-CNN) is trained
on antivirus outputs to mimic its detection decisions, using both malicious and benign
PE binaries converted into RGB images.

Given the trained model, an autoencoder is then employed to identify and extract the
byte-level regions (denoted as signatures for brevity) that most strongly influence the
malicious classification of the 2D-CNN, and consequently of the mimicked antivirus. The
autoencoder is trained on malware belonging to a single family, to better overfit the results
on the characteristics of that specific malware family.

We apply this framework on three antivirus, and for each one of them we extract mali-
cious byte sequences of five different malware families. After collecting all the extracted
malicious signatures, we analyze and compare them to investigate commonalities in the
static detection logic of different antivirus software and extract some statistics.

The proposed approach is structured into the following logical steps:

• Step 1 - Antivirus Selection & Dataset Collection
We carefully select three different antivirus engines to represent different detection
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technologies and design philosophies, ensuring a broad evaluation of current indus-
try standards. We collect malware software from two online public repositories:
MalwareBazaar and VirusShare, while goodware software were collected from Soft-
onic, a popular software distribution platform. We select from these collections only
32-bit PE files and removed any duplicates.

• Step 2 - Labels Extraction
The filtered 32-bit PE files are subjected to scanning by each selected antivirus
engine, to obtain ground-truth detection labels. These labels represent the specific
classification logic of each antivirus, and are essential for supervising the training of
our mimicking model, allowing it to learn the classification criterion of each antivirus
software.

• Step 3 - Malware Family Clustering
Using the labels provided by the public repositories, we categorize the samples into
distinct malware families.

• Step 4 - DAMANI: Binary-to-Image Conversion
The analyzed binaries are converted into RGB images of a fixed-dimension, com-
patible with the input dimension of the 2D-CNN model. This representation still
preserves local byte- level patterns.

• Step 5 - DAMANI: Dataset Splitting
The images are divided in three datasets: one for training, one for evaluation and
one for testing. To do this, malware binaries are divided in families, to best balance
these datasets.

• Step 6 - DAMANI: Antivirus Mimicking
A 2D-CNN is trained to approximate the decision boundaries of the antivirus engine
based on the transformed representations and the labels provided by the antivirus.
The network learns to emulate the internal detection logic of the antivirus without
requiring access to source code or signature database.

• Step 7 - DAMANI: Signature Extraction
An autoencoder is trained on a specific malware family. After the training, it is
used to identify the byte sequences of the input sample that mostly contribute to
malicious classifications. This step is repeated for the five most present malware
families.
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• Step 8 - DAMANI: Signature Post-Processing
All extracted sequences are post-processed, aggregating similar patterns to obtain
representative signature-like byte sequences.

• Step 9 - Repeat for Other AVs
Steps 2-8 are repeated for the other two antivirus engines.

• Step 10 - Signature Analysis
The extracted signatures are analyzed and compared to collect some statistics.

In Figure 4.1 we provide a high-level diagram that illustrates the overall pipeline and the
input/output relationships of each step.
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Figure 4.1: Block Diagram
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4.2. Approach Details

In this section we expand the logical steps introduced in the previous section, clarifying
the role of each phase in the overall pipeline and providing a detailed description of the
DAMANI framework.

4.2.1. Antivirus Selection and Dataset Collection

The first phase of our work consisted in selecting a set of antivirus engines and building
a dataset of both malicious and benign Portable Executable (PE) files. We selected three
different antivirus products in order to capture heterogeneous detection strategies and
design philosophies, and to reduce vendor-specific bias in the extracted signatures. Using
multiple engines allows us not only to extract signatures from a single detector with our
framework, but also to compare the extracted patterns across different vendors.

The three antivirus we selected are Windows Defender [55], ClamaAV [22], and Avast Pre-
mium Security [14]. We choose Windows Defender as a representation of a free antivirus.
ClamAV was instead selected due to its transparency: since the signatures database is
accessible, we used it to prove the goodness of extracted signatures. Lastly, we used Avast
Premium Security as a representation of commercial antivirus: it is the most represen-
tative software of this family due to the usage of its detection engine in other antivirus
from the same company (such as Norton and AVG).

Malware samples were collected from two public repositories, MalwareBazaar [49] and
VirusShare [70], which provide a wide range of real-world malicious binaries captured in
the wild. Benign software (goodware) was instead collected from Softonic [6], a popular
and well-known software distribution platform. We downloaded some archives and then
post-processed the obtained files: we retained only 32-bit PE files to guarantee architec-
tural consistency, and we removed eventual duplicates using hash-based comparison, to
avoid biasing the models with identical samples. This filtering process ensures a consis-
tent and homogeneous dataset suitable for the pipeline. In the end, our dataset contained
288,197 binary files, out of which 170,926 are malware and 117,271 are goodware.

4.2.2. Labels Extraction

Once the dataset is built, each binary is scanned by the selected antivirus engine in order
to obtain detection labels. To do this, we had to use a different interaction mechanisms
for every antivirus (such as daemons, user interface, and command line interface). The
antivirus is treated as a black-box classifier: for every input file, it outputs a decision



24 4| Approach

(malicious or not). These labels are used to train the mimicking model. By learning from
the antivirus outputs rather than from correct manually assigned labels, the framework
aims at replicating the actual decision boundaries adopted by each engine in its detection
process: if the antivirus makes a wrong evaluation of a software, the model needs to
perform the same misclassification. These labels are saved in a CSV file that will be used to
divide the dataset in three smaller datasets. This step is repeated independently for each
antivirus, producing three labeled datasets that reflect the behavior of the corresponding
antivirus engine.

4.2.3. Malware Family Clustering

We divide the malware in ten malware families: worm, virus, scareware, trojan, email,
ransomware, rootkit, botnet, backdoor, and hacktool. This is useful for one of the next
steps: the dataset splitting, where is fundamental to balance all kind of malware in the
three datasets. Among these families, we select the five families that contain the largest
number of samples to train the signature extraction model. These families are: virus,
trojan, backdoor, scareware and worm.

4.2.4. Binary-to-Image Conversion

To exploit convolutional architectures, PE binaries are transformed into RGB images,
saved in PNG format to avoid lossy compression. Each 3-byte sequence of a binary
file is mapped into a pixel, preserving local spatial relationships between neighboring
bytes. Consecutive bytes are arranged row-wise to form a two-dimensional matrix, and
then grouped into three channels to obtain an RGB representation. Files are padded and
resized to match the input dimension required by the 2D-CNN model, that is 224×224×3.
Although the representation changes the data structure, it still preserves local byte-level
patterns that can be efficiently processed by convolutional filters. This transformation
allows the network to learn from the images the malicious patterns of the binary.

4.2.5. Dataset Splitting

For the mimicking model, the labelled dataset is divided into three subsets: training
set, validation set, and test set. To reduce bias and improve generalization, malware are
splitted taking into account their family, to ensure that samples from the same family are
uniformly divided among every subset. We used 70% of the binaries for training, 15%
for validation and other 15% for testing. The training set is used to learn the model
parameters, the validation set to tune hyperparameters and prevent overfitting with the
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Figure 4.2: Convolutional Neural Network architecture

early stopping, and the test set to evaluate the performance of the mimicking model on
previously unseen samples, better representing real-world scenarios. In this step the CSV
file provided in previous step is divided into three different CSV files, one for every subset.
For the signature extraction model, we isolated samples correctly identified as malware,
and we created a triplet of training, validation, and test sets for each family, in order to
analyze specific binary family separately. In the test sets, we included also false negatives
and true positives, in order to compute relevant statistics that can be seen in Chapter 6.

4.2.6. Antivirus Mimicking

A Two-Dimensional Convolutional Neural Network is trained to mimic the behavior of
each antivirus engine. As a starting architecture, we adopted EfficientNet-B0 [68] ini-
tialized with ImageNet pre-trained weights, which provides an effective trade-off between
accuracy and computational cost. This choice was also motivated by previous work on an-
tivirus mimicking [30], where the same architecture demonstrated strong performance in
approximating antivirus decision boundaries. Using an already validated design allowed
us to build upon a stable and well-performing baseline.

The architecture of the 2D-CNN is shown in Figure 4.2. The input of the network consists
of the RGB image representation of binaries, while the target labels are the corresponding
outputs provided by the antivirus, given to the model in three CSV files. Given an
input image (a), the output feature maps of EfficientNet-B0 (b) are aggregated using
both Global Average Pooling and Global Max Pooling (c). This representation is then
normalized regularized using Batch Normalization and Dropout respectively. Follows a
fully connected layer (d) with ReLU activation and L2 weight regularization, to penalize
large weights and improve generalization. The final classification layer consists of a single



26 4| Approach

neuron with sigmoid activation (e), producing a maliciousness score in the range [0, 1]. A
threshold of 0.5 is adopted: values above the threshold are classified as malicious, while
lower values are classified as benign. The model is trained using the Binary Cross-Entropy
loss function. Optimization is performed using the Adam optimizer, which efficiently
adapts learning rates during gradient descent. Training is performed for 30 epochs, with
early stopping based on validation loss to prevent overfitting.

The objective of this phase is not to directly detect malware, but to reproduce as accu-
rately as possible the decisions of the antivirus, effectively creating a mimicking model
of the engine capable of predicting the antivirus output. This mimicking model becomes
the basis for the signature extraction step.

4.2.7. Signature Extraction

To extract representative malicious byte-level patterns, we employ a Convolutional Au-
toencoder (CAE) integrated with the previously trained 2D-CNN. Unlike a standard au-
toencoder used only for reconstruction, this model is optimized to generate sparse masks
that preserve the malicious semantics learned by the antivirus mimicking model.

Every autoencoder is trained in an unsupervised manner on malware samples belonging
to a single malware family at a time, allowing it to focus on structural properties and
patterns that characterize that specific family.

The encoder receives as input batches of RGB images, that represent True Positive mal-
ware samples, and progressively compresses them through a sequence of convolutional
layers, performing spatial downsampling. Each block consists of a convolutional layer
followed by a LeakyReLU activation and Batch Normalization. The number of filters
increases across layers, allowing the encoder to capture increasingly abstract spatial fea-
tures. The resulting feature maps are flattened and projected into a compact latent space
of fixed dimension, which represents a compressed encoding of the malware structure.

The decoder mirrors the encoder architecture. Starting from the latent representation,
a fully connected layer reshapes the vector back into a spatial volume, which is then
progressively upsampled using transposed convolutions. Each upsampling block applies
Conv2DTranspose, LeakyReLU, and Batch Normalization. A final convolution with sig-
moid activation reconstructs a mask with values in the range [0, 1], representing the rel-
evance of each byte. A visual representation of the autoencoder structure can be seen in
Figure 4.3.

The output of the autoencoder is discretized using a Straight-Through Estimator (Round-



4| Approach 27

Input Output

Lantent
Space

Encoder Decoder

Figure 4.3: Convolutional Autoencoder architecture

STE) to obtain a binary mask. The RoundSTE layer applies a rounding function to the
output of the autoencoder, forcing each output value to be either 0 or 1. During stochastic
gradient descent, the round function is replaced with a similar, but differentiable func-
tion, in order to improve training convergence. The resulting binary mask is applied to
the original malware, using the AND operator, to isolate the most malicious bytes. The
masked malware is then reprocessed into RGB format and fed into the mimicking model.

The 2D-CNN output provides a feedback that guides the autoencoder to maximize the
maliciousness score, while minimizing both the number of ones in the mask and the
residual malicious content outside the extracted signatures. In this way, the autoencoder
is not just reconstructing the input, but is learning to extract minimal sequences of bytes
that are sufficient to trigger a malicious classification. After 15 epochs, the autoencoder is
able to highlight which bytes sequences contribute the most to the malicious classification
produced by the 2D-CNN that mimics the antivirus. These sequences are candidate
signatures fragments used by the original antivirus engine. For each antivirus, this process
is repeated for the five malware families selected in step 3.

4.2.8. Signature Post-Processing

The highlighted regions obtained from the autoencoder are post-processed to extract con-
tiguous byte sequences. Since the obtained bytes sequences can be short and fragmented,
we used a smoothing procedure to obtain more representative and consistent signature-like
sequences.
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4.2.9. Repeat for Other AVs

The entire process of labeling, 2D-CNN training, and autoencoder training is repeated
independently for each selected antivirus engine. This design allows the framework to
isolate the detection logic of each engine and later compare the extracted signatures
across vendors. By keeping the pipeline identical for all antivirus products, differences in
extracted patterns can be attributed to the engines’ detection strategies rather than to
variations in pre-processing or model configuration.

4.2.10. Signature Analysis

The resulting signatures are analyzed statistically to investigate commonalities among
antivirus engines. This analysis provides insight into how different vendors implement
static detection and whether shared byte-level patterns exist across engines. In addition,
in our work we also perform a semantic analysis of the extracted signatures: the most
frequent and representative byte sequences shared across antivirus engines are decompiled
in order to inspect the underlying assembly instructions. This step allows a higher-level
understanding of the code semantics captured by antivirus detection logic, providing
further insight into what kind of operations and structures are targeted by detection
mechanisms.
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This chapter describes the practical implementation of the approach introduced in the
previous chapter. Here, we focus on how each component has been concretely realized.

The goal of this chapter is to provide enough technical detail to ensure reproducibility and
to clarify the engineering choices behind the proposed pipeline. In particular, we describe
the software environment, the construction of the dataset, the DAMANI framework, and
the final analysis.

5.1. System Details

The proposed framework was implemented in Python (3.13.2), leveraging several widely
adopted machine learning and data processing libraries. Deep learning models were devel-
oped using TensorFlow (2.20.0) and Keras (3.10.0), while NumPy (2.1.3) was employed for
numerical operations and image manipulation. A virtual environment was used to enable
consistent experimental conditions across runs. All random seeds were fixed to ensure re-
producibility of the experiments, and trained models were saved using Keras checkpoints
to allow later reuse during the autoencoder optimization phase. All experiments were con-
ducted in an isolated virtualized environment to ensure both safety and reproducibility.
In particular, two virtual machines were employed: a Windows 10 Virtual Machine (VM)
on VirtualBox [8] was used to execute and interact with the Windows Defender and Avast
Premium Security antivirus software, since they cannot be used on a Linux OS. This
environment was responsible for malware scanning, label extraction, but also data pre-
processing (such as binary-to-image conversion, and dataset splitting). Secondly, a Linux
Virtual Machine was used for interacting with ClamAV software, training autoencoders,
and signature post-processing and analysis. Virtualization ensured isolation from the host
system, preventing accidental execution of malware outside the controlled sandbox. For
the most computationally intensive phase, that is the training of the 2D-CNN mimicking
models, Google Colab [1] was employed. Colab provides access to GPU-accelerated hard-
ware, significantly reducing training time compared to local execution. CNN models were
trained in this environment using NVIDIA GPU (T4 GPU), enabling faster convergence
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and efficient experimentation with different hyperparameters.

5.2. Dataset Collection

We collected raw binaries from MalwareBazaar [49], VirusShare [70], and Softonic [6],
downloading different ZIP archives. After decompression, every file was checked by a
Python program that, using the pefile library, retains only 32-bit Portable Executable
files. After this, the program calculates the SHA-256 hash, using the hashlib Python
library, and saves it in a file, if not already present, otherwise it is removed. We choose
to retain only 32-bit PE files in order to maintain a homogeneous representation across
the dataset, and to not bias the 2D-CNN model with the 32 and 64-bit differences. Every
file was renamed with the SHA-256 value and, for malware, the family label already
given by MalwareBazaar and VirusShare. To do this, we used the Windows 10 VM
on VirtualBox, to prevent infections that could happen with the malware software. We
had to deactivate Windows Defender in order to prevent unwanted file deletion that is
automatically provided by the software.

def is_pe_file(filepath):
try:

pe=pefile.PE(filepath)

pe.close()

return True

except pefile.PEFormatError:

return False

def calculate_sha256(path):

sha256 = hashlib.sha256()

with open(path, "rb") as f:

for chunk in iter(lambda: f.read(8192), b""):

sha256.update(chunk)

return sha256.hexdigest()

directory="malware"

for file in os.listdir(directory):

src_path = os.path.join(directory, file)

dst_path = os.path.join("not_valid", file)

if not is_pe_file(file):

shutil.move(src_path, dst_path)

else:
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hash_hex = calculate_sha256(src_path)

# existent_hash is an array of hashes extracted from a TXT file

if hash_hex not in existent_hash:

existent_hash.add(hash_hex)

else:

shutil.move(src_path, dst_path)

5.3. Labels Extraction

Once the dataset was built, we scanned each binary using every antivirus engine, in
order to obtain detection labels. For each AV software, a CSV file is created (called
“labels.csv”). This file contains an entry for every file (both goodware and malware),
the entry is formatted as “filename,label”, with label that is equal to “Goodware” or
“Malware”.

• Defender: we implemented a Python program that scans one binary file at a time
(calling MpCmdRun.exe with subprocess Python library) and analyzes the output of
that command: if the string “threats found” is present, then the file is malicious
for Defender, otherwise, if the string “no threats” is present, the file was not
revealed as malicious. For each file, the program adds a line in the CSV file;

• ClamAV: we wrote a Python program that uses the library pyclamd to interface
with the daemon of ClamAV (clamd.ctl). We used the command contscan_file()

that scans all binary files and returns an array with the names of malicious files.
After parsing the output, the program creates the CSV file;

• Avast Premium Security: we activated the free-trial of 30 days and used the
provided Graphic User Interface to analyze the folder where all binaries where con-
tained, flagging the option to write all malicious files’ names on a TXT file. Given
this file, we create the complete CSV, adding an entry for non-malicious files too.

In the end, each entry in the dataset is therefore associated with the corresponding an-
tivirus decision, which is later used for the mimicking model. This abstraction layer allows
the procedure to remain independent from the specific antivirus implementation, making
it possible to extend the pipeline to additional engines with minimal modifications.

5.4. Malware Family Clustering

To enable both family-specific signature extraction and three balanced datasets for train-
ing, validation, and testing, malware samples are grouped into families. Malware’s family
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Family Malware
Worm 8356
Virus 15669
Scareware 12960
Trojan 112709
Email 3033
Ransomware 2346
Rootkit 245
Botnet 665
Backdoor 12216
Hacktool 2727

Table 5.1: Distribution of malware in families

information were derived from the labels provided by the public repositories. Only fami-
lies with a sufficient number of samples were retained to ensure stable training, these ten
families are: worm, virus, scareware, trojan, email, ransomware, rootkit, botnet, back-
door, and hacktool. In Table 5.1 we show the division of the 170926 malware into these
ten families.

After identifying the families, we use a Python program that, given the “labels.csv”
file, parses the filenames of all True Positive malware and creates another labels’ CSV
file, “parsed.csv”, where the labels of malware (both True Positive and False Negative)
also include the name of the family (e.g. “Malware-Trojan” or “Goodware-Trojan”). We
use this file for the dataset splitting.

5.5. Binary-to-Image Conversion

We use a Python program that reads each binary file and converts it into a tensor. Then,
the dimension of the file is used to calculate the minimum width needed to obtain a squared
image of 3 layers, without truncating the original file. For this reason a padding of zeroes
is usually needed. The byte stream is then reshaped into a two-dimensional matrix and
mapped to RGB channels. The resulting image is resized, using bilinear interpolation, to a
fixed resolution compatible with EfficientNet-B0 input format (224×224×3). Finally, the
image is saved in PNG format to preserve information without introducing additional loss.

def RGBLayer(tensor):
pixel_array = tf.cast(tensor, tf.float32)

width = get_width(tf.shape(pixel_array)[0])
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(a) Goodware (b) Malware-Worm (c) Malware-Virus

(d) Malware-Scareware (e) Malware-Trojan (f) Malware-Backdoor

Figure 5.1: Output of the Binary-to-Image Conversion for a goodware and 5 malware,
selected from the largest malware families.

height = width

pad_dim = width * height * 3 - tf.shape(pixel_array)[0]

pixel_array = tf.pad(pixel_array, [[0, pad_dim]])

pixel_matrix = tf.reshape(pixel_array, (width, height, 3))

image = tf.image.resize(pixel_matrix, [224, 224])

return image

We provide some output examples of the process, both for a goodware and for malware
from the largest families in Figure 5.1.

Since the training of the mimicking CNN model is done on Google Colab, we had to divide
all images into folders of maximum 9999 files (because folders with a larger number of
files are difficult to manage on Google Drive). Then, we zipped all these folders and saved
them on Google Drive.

5.6. Dataset Splitting

We wrote a Python program that, given the file “parsed.csv”, divides all malware families
and goodware in three datasets: training, validation and testing, containing 70%, 15% and
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15% of all files respectively. These datasets are used for the antivirus mimicking phase.
In the division, we balanced True Positives, False Negatives, True Negatives, and False
Positives; and we paid attention to balance each malware family among True Positives and
False Negatives across the datasets. For the signature extraction phase, instead, we only
employed malware samples from the largest five families, in order to have enough data
for each malware family throughout the whole training pipeline. We selected the samples
correctly identified as malicious by the antivirus, but filtering out files that exceeded the
input dimensions of the autoencoder’s input (300B × 300B = 90KB). For every family,
we created the training, validation and test datasets, with the same percentages as those
for the mimicking model.

5.7. Antivirus Mimicking

The goal of this phase is not to build a generic malware detector, but to approximate as
closely as possible the decision logic of each antivirus engine by treating it as a black-box
classifier. For this reason, a Two-Dimensional Convolutional Neural Network (2D-CNN)
is trained to mimic the outputs produced by the antivirus. The input of the network
consists of the RGB image representation of PE binaries, while the target labels are the
ones in the CSV file obtained directly from the antivirus scans, “labels.csv”. Each
antivirus engine therefore produces its own labeled dataset and its own mimicking model.
The adopted architecture is based on EfficientNet-B0, selected as a backbone CNN due
to its strong performance-efficiency tradeoff and its ability to extract hierarchical spatial
features from image-like representations. The structure of the mimicking CNN model is
composed by the following layers.

• Input layer with dimensions 224× 224× 3 (image representation of the samples);

• EfficientNetB0 layer, with trainable option set to true in order to perform both
transfer learning and fine tuning. The output activation map has dimensions 7 ×
7× 1280;

• GlobalAveragePooling2D and GlobalMaxPooling2D layers, with their output con-
catenated, yielding 1280 + 1280 = 2560 neurons;

• BatchNormalization and 25% Dropout layers to reduce overfitting and improve gen-
eralization;

• Dense layer with 512 neurons, ReLU activation and L2 kernel regularizer with weight
10−3. The kernel regularizer introduces a term in the final loss proportional to the
sum of the squares of each neuron’s weights, reducing overfitting;
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• A second set of BatchNormalization and 25% Dropout layers;

• Output layer with a single neuron and sigmoid activation.

As loss function to be minimized, we employed Binary Cross-Entropy (BCE) with label
smoothing ϵ = 0.1:

BCEsmooth(ytrue, ypred) = − [(ytrue(1− ϵ) + ϵ(1− ytrue)) log(ypred))+

+(1− ytrue(1− ϵ) + ϵ(1− ytrue)) log(1− ypred))]

As training optimizer, we employed Adam [41] with learning rate α = 10−3. As train-
ing callbacks, we employed EarlyStopping and ReduceLROnPlateau to improve training
convegence.

We report the Python script employed to build and compile the mimicking CNN model.

def build_model(input_shape):
inputs = tf.keras.Input(shape=input_shape)

base_model = tf.keras.applications.efficientnet.EfficientNetB0(

input_tensor=inputs, include_top=False, weights="imagenet"

)

base_model.trainable = True

avg_pool = keras.layers.GlobalAveragePooling2D()(base_model.output)

max_pool = keras.layers.GlobalMaxPooling2D()(base_model.output)

x = tf.keras.layers.Concatenate()([avg_pool, max_pool])

x = keras.layers.BatchNormalization()(x)

x = keras.layers.Dropout(0.25)(x)

x = keras.layers.Dense(512, activation="relu",

kernel_regularizer=tf.keras.regularizers.l2(0.001)

)(x)

x = keras.layers.BatchNormalization()(x)

x = keras.layers.Dropout(0.25)(x)

out = tf.keras.layers.Dense(1, activation=tf.keras.activations.sigmoid)(x)

model = tf.keras.Model(inputs, out)

model.compile(

loss=tf.keras.losses.BinaryCrossentropy(label_smoothing=0.1),

optimizer=tfk.optimizers.Adam(1e-3), metrics=["accuracy"]

)

return model

During training, the model is periodically saved at the end of each epoch using a check-
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pointing strategy. This approach prevents the loss of progress in case of unexpected
interruptions, such as system disconnections, session timeouts, or exhaustion of computa-
tional resources. By storing intermediate versions of the network, training can be safely
resumed without restarting from scratch. This mechanism is particularly important when
training models that require long execution times. The model is saved in a .keras file
instead of the legacy .h5 format. The .keras format is the modern serialization standard
of Keras and is designed to provide better forward compatibility, improved security, and
more reliable model restoration across different framework versions [7]. It preserves not
only the network architecture and weights, but also the optimizer state, loss functions,
and training configuration in a more robust way.

5.8. Signature Extraction

Having established a CNN model as a reliable baseline for antivirus mimicking, we now
leverage it to isolate specific malicious regions within the binary. We describe our signature
extraction model in two stages. The first stage introduces a Convolutional Autoencoder
designed to perform dimensionality reduction and localizing malicious byte patterns. Tak-
ing the malware as input, the network compresses the data into a low-dimensional latent
space. The decoder then reconstructs this representation into a “soft” mask with contin-
uous entries in the interval [0, 1]. This mask represents a probability map, indicating the
likelihood of specific pixel regions contributing to the malicious nature of the file.

The second stage establishes the training loop that refines the autoencoder. Here, the
generated soft mask is rounded to enforce decision boundaries. This binary mask is
applied to the original image via element-wise multiplication, filtering out non-essential
data and isolating the selected signatures. The resulting masked image is then forwarded
to the antivirus mimicking model, that assigns a score based on the malware detection
criterion learned from the specific antivirus. This downstream model provides the gradient
feedback necessary to train the autoencoder.

5.8.1. Convolutional Autoencoder

In this stage, we build the mask-generating autoencoder, which processes the initial mal-
ware. By compressing the input into a low-dimensional latent space, the network forces
an abstraction of the binary’s structure. The decoder then reconstructs this latent vector
into a continuous soft mask with values in the interval [0, 1].

The autoencoder is composed by the following layers.



5| Implementation 37

• Input: Raw binary file reshaped on a 2D grid;

• Encoder: A sequence of three blocks, each consisting of:

– 3 × 3 Conv2D layer with strides = 2 and increasing filter counts to reduce
spatial dimensions;

– LeakyReLU activation function;

– BatchNormalization to improve model generalization;

These blocks are followed by a Flatten layer to produce the latent feature vector.

• Decoder: A Dense layer and a Reshape layer to recover an initial spatial structure,
followed by three blocks containing:

– 3 × 3 Conv2DTranspose with strides = 2 and decreasing filter counts to
recover the original spatial dimensions;

– LeakyReLU activation function;

– BatchNormalization layer;

The decoder concludes with a sigmoid activation layer to normalize the output
entries to the range [0, 1].

• Autoencoder: the encoder and decoder are sequentially connected to form the
complete architecture.

We report the Python script employed to build the autoencoder.

def build_autoencoder(width, height, depth, filters=(8, 16, 32), latentDim=32):
# Encoder

input_layer = tf.keras.layers.Input(shape=(width, height, depth))

x=input_layer

for f in filters:

x = tf.keras.layers.Conv2D(f, (3, 3), strides=2, padding="same")(x)

x = tf.keras.layers.LeakyReLU(alpha=0.2)(x)

x = tf.keras.layers.BatchNormalization(axis=-1)(x)

volumeSize = tf.keras.backend.int_shape(x)

x = tf.keras.layers.Flatten()(x)

latent = tf.keras.layers.Dense(latentDim)(x)

encoder = tf.keras.Model(input_layer, latent)

# Decoder

latentInputs = tf.keras.layers.Input(shape=(latentDim,))
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x = tf.keras.layers.Dense(np.prod(volumeSize[1:]))(latentInputs)

x = tf.keras.layers.Reshape(

(volumeSize[1], volumeSize[2], volumeSize[3])

)(x)

for f in filters[::-1]:

x = tf.keras.layers.Conv2DTranspose(

f, (3, 3), strides=2, padding="same"

)(x)

x = tf.keras.layers.LeakyReLU(alpha=0.2)(x)

x = tf.keras.layers.BatchNormalization(axis=-1)(x)

x = tf.keras.layers.Conv2DTranspose(depth, (3, 3), padding="same")(x)

outputs = tf.keras.layers.Conv2D(

depth, (3, 3), activation="sigmoid", padding="same

)(x)

decoder = tf.keras.Model(latentInputs, outputs)

# Autoencoder

autoencoder = Model(input_layer, decoder(encoder(input_layer)))

return autoencoder

5.8.2. Training Pipeline

We now describe the training pipeline, where the generated soft mask is rounded and
applied element-wise to the original malware. The masked malware is forwarded to the
pre-trained antivirus mimicking model, which acts as a static oracle to validate the mali-
ciousness of the retained bytes. Through this feedback loop, the autoencoder is optimized
to isolate malicious signatures.

The pipeline starts by rounding the autoencoder’s output to perform signature extraction.
While the autoencoder generates a “soft” mask with continuous values between [0, 1], a
signature is strictly binary: a byte is either part of the malicious code (1) or it is not (0).
To fix this, a custom RoundSTE layer forces the continuous values into strict integers of 0 or
1. Since a standard rounding operation blocks the learning process (because its derivative
is zero, preventing backpropagation), this layer uses a technique called Straight-Through
Estimator during training. This approximates the gradient using a sharp sigmoid function,
allowing the network to update its weights even though the output is being rounded.

@tf.custom_gradient
def round_ste(x):

y = tf.round(x)
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(a) Trojan (b) Worm (c) Scareware (d) Backdoor (e) Virus

(f) Trojan (g) Worm (h) Scareware (i) Backdoor (j) Virus

Figure 5.2: Images of masked malware extracted from the autoencoder.

def grad(dy):

sharpness=20.0

sigmoid = tf.sigmoid(sharpness*(x-0.50))

grad_sigmoid = sharpness * sigmoid * (1.0 - sigmoid)

return dy * grad_sigmoid

return y, grad

class RoundSTE(tf.keras.layers.Layer):

def call(self, input_val):

return round_ste(input_val)

Next, a preprocLayer handles the actual filtering of the data. This layer takes the binary
mask and the original malware bytes, and performs an element-wise multiplication: any
byte aligned with a mask value of 0 is turned into a 0, while bytes aligned with a mask
value of 1 are kept. This step hides the parts of the file that the autoencoder considers
irrelevant, leaving only the selected signature bytes visible.

The filtered binary data is then converted into an image format using a custom RGBLayer.
This layer works in the exact same way of the program used for the Binary-to-Image
conversion, to maintain coherence for the input data that are fed into the mimicking
model.

Finally, we integrate these individual components into a unified training framework. After
the malware is processed by the autoencoder and rounded by the RoundSTE layer, the
architecture uses two parallel evaluation branches to guide the learning process. In the
primary branch, the generated mask is applied to the malware, converted to an image,
and forwarded to the CNN mimicking model. Since this model remains frozen during
training, it functions as a static oracle, providing a probability score that quantifies the
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maliciousness of the signatures. Simultaneously, a secondary “inverted” branch applies the
logical complement of the mask (1 − mask) to the input. This mechanism evaluates the
content excluded by the autoencoder, verifying that the discarded bytes do not contribute
to the malicious classification.

The output of the model is composed by the rounded binary mask returned by the au-
toencoder, and the mimicking model’s scores for both the masked malware (that is, the
selected signatures) and its inverse (that is, the bytes not selected by the binary mask).

def build_model(input_shape):
# Inputs

malware = tf.keras.Input(shape=input_shape)

lengths = tf.keras.layers.Input(shape=(), dtype=tf.int32)

# Autoencoder

output_autoencoder = build_autoencoder(300,300,1)(malware)

# Mask and inverted mask

mask = RoundSTE(name = "round_layer")(output_autoencoder)

masked_malware = preprocLayer()([mask,malware])

masked_inverse_malware = preprocLayer()([1.0 - mask,malware])

# Conversion to RGB image

image_rgb = RGBLayer()((masked_malware,lengths))

inverted_image_rgb = RGBLayer()((masked_inverse_malware,lengths))

# Antivirus mimicking oracle

mimicking_model = tf.keras.models.load_model("mimicking_model.keras")

for l in mimicking_model.layers:

l.trainable = False

preproc_input =

tf.keras.applications.efficientnet.preprocess_input(image_rgb)↪→

preproc_inverted_input =

tf.keras.applications.efficientnet.preprocess_input(inverted_image_rgb)↪→

prediction_cnn = mimicking_model(

preproc_input, training=False, name="prediction_cnn"

)

prediction_cnn_inverted = mimicking_model(

preproc_inverted_input, training=False, name="prediction_cnn_inverted"

)
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# Final model

model = tf.keras.Model(

[malware,lengths],

[mask, prediction_cnn, prediction_cnn_inverted]

)

return model

5.8.3. Loss Function Design

We now move to the design of the loss function. Since this is a multi-objective optimization
problem, we must balance three goals: we need to minimize the number of the extracted
bytes, while ensuring that the signatures retain a high maliciousness score and that the
removed bytes (selected by the inverted mask) result in a low maliciousness score.

To achieve the first objective (signature sparsity) we employ a Mean Squared Error (MSE)
loss calculated between the generated binary mask and a target tensor of all zeros. By
minimizing this term, we penalize the model for every byte it chooses to retain, pressuring
the autoencoder to discard any feature that is not strictly necessary for the classification:

Lsparsity(mask) =
1

N

N∑
i=0

mask2
i (5.1)

For the remaining two objectives, we found that standard loss functions like Binary Cross-
Entropy (BCE) are insufficient for forcing the maliciousness score of the selected signautres
to be sufficiently high. Therefore, we design a custom loss function, Lmimic, which replaces
standard BCE. The rationale behind this design is to create a non-linear objective that
heavily penalizes uncertainty. It combines a standard logarithmic term with a shifted
sigmoid function centered at 0.65 with a high sharpness factor (15.0). This steep slope
incentivizes the model to push its predictions above 0.65 when the target is malicious
(signature branch) and below 0.35 when the target is benign (inverted branch), preventing
the model from converging to low-confidence regions.

Considering ypred to be the output of the mimicking oracle, ytrue = 1 for the selected
signatures, ytrue = 0 for the excluded bytes, and letting p̂ = ytrueypred+(1−ytrue)(1−ypred),
the custom loss Lmimic is:

Lmimic(ytrue, ypred) = −1

2

(
ln(p̂)− 4

(
1

1 + e−15(p̂−0.65)
− 1

))
(5.2)
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(a) Function (b) Negative first order derivative

Figure 5.3: Comparison of function values and negative first order derivative between our
custom loss Lmimic and Binary Cross-Entropy when ytrue = 1.

Figure 5.3 compares Lmimic against Binary Cross-Entropy when ytrue = 1 (meaning that
the prediction should be maximized). As it can be seen, our custom loss provides a high
gradient for values larger than 0.5, forcing the model to take strong decisions. In this
way, we force the autoencoder at the beginning of the training pipeline to only provide
significant signatures, and we avoid cases where the autoencoder proposes suboptimal
signatures and the maliciousness score is slightly above 50%.

The final loss function is a linear combination of these terms, applied to the respective
outputs of the model:

Ltotal = λ1Lsparsity(mask) + λ2Lmimic(1, ŷsig) + λ3Lmimic(0, ŷinv) (5.3)

Here, ŷsig represents the prediction for the isolated signature (target 1), and ŷinv represents
the prediction for the removed bytes (target 0). The optimal values for the weights
λ1, λ2, and λ3 are selected through an exhaustive hyperparameter tuning search to ensure
the best trade-off between signature sparsity and detection capability.

Some examples of images of masked malware are given in Figure 5.2.

5.9. Signature Post-Processing

After the autoencoder produces a binary mask highlighting the regions of the input that
mostly contribute to malicious classification, an additional post-processing phase is re-
quired to transform these raw outputs into meaningful, stable, and analyzable signature-
like byte sequences. This phase is implemented through a dedicated pipeline that refines
the masks, extracts contiguous byte patterns and validates the resulting signatures, as we
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present in next chapter. The autoencoder outputs a mask where each position corresponds
to a byte in the original malware sample and takes value 1 if the byte is considered rele-
vant, and 0 otherwise. However, raw masks may contain fragmented regions. To mitigate
this issue, a sliding window smoothing procedure is applied. For each mask, overlapping
windows of increasing size are scanned and converted into continuous regions when the
majority of values inside the window are active. In particular, for each window of size
w, if at least half of the elements are equal to 1 and both boundary elements are ac-
tive, the whole window is set to 1. This sliding window mechanism to enforce spatial
consistency and reduce fragmentation in the extracted regions. A critical parameter of
this process is the window size, which has a trade-off: if the window is too small, the
resulting signatures tend to be noisy and fragmented; if it is too large, the mask becomes
overly coarse, including irrelevant bytes and reducing interpretability. For this reason, the
window size was not chosen arbitrarily, but determined through a heuristic optimization
procedure. Multiple candidate window sizes were evaluated, and for each configuration
three quantities were measured:

• Malware preservation score (means_mw): the average output of the CNN mimick-
ing model when the extracted masks are applied to malware samples. This value
estimates how much maliciousness is retained after masking;

• Goodware suppression score (means_gw): the average output of the CNN the negated
new mask is applied to the malware, so only bytes not contained in the extracted
signatures are kept. A low value indicates that the excluded bytes do not trigger
malicious classification;

• Average signature length (len_sig): the mean size of the extracted byte sequences,
used to control the compactness of the resulting patterns.

For each window size w, these quantities are combined into a single heuristic score:
score(w) = means_mw(w) + (1 − means_gw(w)) + λlen_sig(w) where λ is a weight-
ing factor that balances discriminative power against signature length. We chose its value
empirically.

The first term encourages the window to preserve malicious classification, the second
penalizes configurations that leave out malicious bytes, and the third promotes signatures
that are sufficiently compact. The window size that maximizes this heuristic score is
selected as the optimal configuration for post-processing. This procedure ensures that
the chosen window size reflects a compromise between faithfulness to the autoencoder’s
output and interpretability of the extracted signatures.
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Once the masks are refined, the next step consists of extracting the actual byte sequences
from the original malware binaries. For each sample, the mask is aligned with the original
byte stream to obtain the masked malware, and all signatures are saved on a file. Not all
extracted sequences are meaningful, therefore a filter is applied: sequences shorter than 4
bytes and trivial patterns (e.g., sequences composed entirely of zero bytes) are discarded.
We choose 4 byte as the minimum signature length because even antivirus engines do
not use shorter signatures, as we understood by analyzing the signatures extracted from
ClamAV database. Each segment that is kept is written in a file, forming a set of signatures
for each malware sample.

5.10. Signature Analysis

The processed signatures can now be compared across different samples of the same
family and for the same antivirus to make statistics. A duplicate detection procedure
is applied across all extracted signature files, and each unique signature is mapped to
the set of malware samples in which it appears. Signatures are sorted by frequency and
stored together with the list of files in which they occur. This allows the identification of
most recurrent byte patterns across multiple malware instances: these are the potentially
candidate signatures of that antivirus engine. After extracting most recurrent signatures
for every antivirus and for every family, we do some analysis by searching signatures
extracted simultaneously from different engines.

The extracted signatures are further analyzed through decompilation in order to inspect
the underlying executable code. This phase employs the pefile module for handling
PE files and the capstone Python library for binary disassembly. The process begins
by reading the original PE file to locate the extracted signature within the file. Then,
both the exact signature and the context are disassembled. Evaluating the context is
fundamental to determine whether the signature’s bytes belong to executable code or
ASCII data (strings). This analysis allows us to visualize the semantic information present
in extracted signatures.
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This chapter presents the experimental evaluation of the proposed DAMANI framework.
The objective of the experiments is not just to measure classification accuracy of CNN
mimicking models, but to assess whether the extracted byte-level signatures are related
to the antivirus decisions approximated by the mimicking models. The evaluation aims to
verify the functional role of extracted patterns in triggering malicious classifications. To
this end, we designed a set of experiments to test the effect of signatures when isolated,
removed, or injected into different binaries. After this validation phase, we present an
analysis of the signatures extracted by DAMANI. We compare signatures extracted from
different antivirus engines and present some examples of disassembled malicious byte
patterns.

6.1. Evaluation Goals

The experimental evaluation is designed to address the following main goals:

• Mimicking Accuracy: verify that the mimicking model accurately replicates the
behavior of each antivirus software, not only performing malware classification but
also applying the same classification criterion employed by the mimicked antivirus;

• Signature Effectiveness: verify that the extracted signatures are sufficient to
preserve malicious classification when isolated from the rest of the malware sample;

• Signature Necessity: verify that removing the extracted signatures from malware
significantly reduces the malicious score, showing that these regions are necessary
for the mimicked antivirus decision;

• Real-World Consistency: verify that the extracted signatures reflect the behavior
of real antivirus engines and their false positives and false negatives, demonstrat-
ing that the framework performs antivirus mimicking rather than generic malware
detection.

Together, these goals assess the reliability and interpretability of the extracted patterns.
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Figure 6.1: Confusion matrices and accuracy values of CNNs of all antivirus engines on
the entire test set.
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6.2. Mimicking Accuracy

The first experiment evaluates the ability of the mimicking model of replicating the deci-
sions of each antivirus software.

Test 1 - Accuracy on whole test set. Figure 6.1 reports the confusion matrices
and accuracy values obtained for each mimicking model across the considered antivirus
engines, when applied to the whole test set. As it can be seen, the accuracy is high across
all the datasets, between 93% and 95%, with both malware and goodware classifications
matching the labels assigned by the antivirus in the vast majority of cases.

Test 2 - Accuracy on misclassified samples. To verify that the model effectively
performs antivirus mimicking and not only generic malware classification, we performed an
evaluation of the final model using the antivirus’ False Positives (FP) and False Negatives
(FN). False Positives include the goodware samples that are misclassified by the antivirus
as malware, while False Negatives include the malware samples misclassified as goodware.
These samples are fed to the CNN to assess whether the network reproduces the same
misclassification behavior of the antivirus. The results of this test are shown in Figure 6.2:
the high accuracy on FP and FN subsets, between 84% and 89%, indicates that the CNN
has learned the antivirus decision boundaries, instead of simply distinguishing malware
from benign files.

Outcome interpretation. These results quantify how closely the CNN approximates
the behavior of the original antivirus classifiers, reflecting the classification criterion of
each antivirus.

6.3. Signature Effectiveness

The second experiment evaluates whether the extracted signatures are sufficient to trigger
malicious classification. The validation process has been performed starting from a CNN
mimicking model because, as it can be experimentally verified, any input obtained by
applying small modifications to binary files leads to undefined behavior in the actual
antivirus. We discuss this phenomenon in Appendix A.

Test 1 - Malware with only signatures. For each malware sample, all bytes outside
the extracted signature regions are set to zero, while signature bytes are preserved. The
modified binaries are converted into RGB images and fed to the trained CNN mimicking
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Figure 6.2: Confusion matrices and accuracy values of CNNs of all antivirus engines on
samples misclassified by the antivirus.
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Table 6.1: Percentage of masked malware (extracted signatures) classified as malware.

Defender ClamAV Avast

Backdoor 90.83% 100.0% 93.10%

Worm 86.62% 100.0% 99.19%

Scareware 100.0% 100.0% 100.0%

Trojan 98.33% 98.85% 100.0%

Virus 91.86% 83.27% 91.96%

Table 6.2: Percentage of goodware with injected signatures classified as malware.

Defender ClamAV Avast

Backdoor 74.16% 74.48% 72.37%

Worm 69.88% 96.26% 90.75%

Scareware 87.50% 100.0% 98.55%

Trojan 68.51% 92.47% 96.66%

Virus 78.27% 92.47% 88.39%

model. Figure 6.3a shows an example of a malware converted to image, while Figure 6.3b
shows the malware with the binary mask applied, representing the extracted signatures.
If the extracted signatures capture the core detection logic, the CNN should still classify
these reduced samples as malicious. Table 6.1 shows the result of this test. Between 83%

and 100% of extracted binary patterns are still classified as malicious from the CNN. In
particular, it can be seen that Scarewares’ signatures are malicious in the 100% of the
tests. This could mean that extracting signatures from this family is easier than for the
other families.

Test 2 - Signature injection into goodware. To further validate the quality of the
extracted signatures, we provide another test. For each malware, the extracted signatures
are injected in benign file: the signatures are substituted to the bytes in the same position
as the original malware, while the rest of the goodware bytes are kept unchanged. These
modified goodware samples are then converted into PNG (as can be seen in Figure 6.3e)
and then is evaluated by the CNN mimicking model. If the signatures truly encode
malicious patterns, the bytes substitution should significantly increase the maliciousness
score, compared to the original goodware (whose PNG version can be seen in Figure 6.3d).
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(a) Malware (b) Masked malware (c) Malware with inverted mask

(d) Goodware (e) Goodware with signatures

Figure 6.3: Visual examples of malware, masked malware, goodware and goodware with
signatures employed in the tests.

This experiment demonstrates that maliciousness is in the extracted signatures, rather
than by the presence of zero-padding or unrelated artifacts. For every malware, a random
goodware sample is selected, to reduce bias that could rise from the usage of the same
goodware. Table 6.2 shows the results of this test. While we have percentages that are
lower with respect to the previous test, it is important to say that when the goodware
with the injected signatures is not seen as malicious by the CNN, the output score is
always higher that the output score of the original goodware.

Outcome interpretation. Together, these tests demonstrate that the extracted sig-
natures actively encode malicious semantics learned by the mimicked antivirus.

6.4. Signature Necessity

The next experiments evaluate whether the extracted signatures are necessary for mali-
cious classification.

Test 1 - Malware without signatures. For each malware sample, the extracted
signatures are removed by setting them to zero, while the rest of the file is preserved. The
resulting binaries are evaluated by the CNN mimicking model. An example of malware
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Table 6.3: Percentage of malware with removed signatures (that is, masked with 1−mask)
classified as malware.

Defender ClamAV Avast

Backdoor 17.50% 3.85% 15.52%

Worm 15.84% 0.74% 10.87%

Scareware 1.79% 0.00% 0.55%

Trojan 10.84% 1.65% 3.24%

Virus 21.73% 9.53% 16.08%

Table 6.4: Percentage of malware with random bytes removed still classified as malware.

Defender ClamAV Avast

Backdoor 75.83% 69.60% 74.13%

Worm 96.69% 81.14% 88.42%

Scareware 69.36% 65.85% 71.67%

Trojan 76.47% 72.50% 68.71%

Virus 65.74% 69.87% 75.89%

with the applied inverted mask is provided in Figure 6.3c. If the signatures capture the
main detection logic, the malicious score should drop significantly, potentially below the
classification threshold. Table 6.3 presents the result of this test, showing that without the
extracted bytes patterns the malware no longer triggers the mimicked antivirus decision.
We have percentages of maliciousness that go from 0% to 17.5%. In these results, it can be
seen how ClamAV has lower percentages: this could be related to the fact that ClamAV
is a signature-based antivirus, and for this reason it is very sensible to malicious bytes
removal.

Test 2 - Random bytes removal. To exclude the possibility that the effect is caused
simply by removing some bytes, a control experiment is performed. First of all, for
every family and for every antivirus, we computed the average fraction of bytes that are
contained in extracted signatures. After that, we randomly removed from each sample the
same number of bytes but in random positions, ensuring that the removed bytes do not
overlap with the extracted signatures bytes. These modified samples are converted in PNG
images and evaluated by the CNN. If they remain malicious, it indicates that the drop
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Similarity Score

Backdoor 83.66%

Worm 82.31%

Scareware 87.48%

Trojan 85.15%

Virus 89.41%

Table 6.5: Average similarity score between extracted signatures and best match in Cla-
mAV database.

observed in the previous test is not due to random malware corruption, but specifically
due to the removal of meaningful signature bytes. The results of this experiments, shown
in Table 6.4. Percentages here range between 65% and 96%, a much higher values with
respect to previous test.

Outcome interpretation. These experiments demonstrate that the extracted signa-
tures are not arbitrary: removing them specifically breaks the malicious classification,
while random perturbations do not.

6.5. Real-World Consistency

This set of experiments evaluates whether the extracted signatures reflect real antivirus
behavior beyond the mimicking model.

Test 1 - Coverage against ClamAV signatures. For ClamAV, which exposes its
signature database, we compared the extracted signatures against the real-world signa-
tures used by the antivirus. The goal is to measure how much ClamAV’s signatures are
similar to the signatures extracted by DAMANI using the CNN that mimics ClamAV.
To do this, for each one of the five selected malware families, we took all extracted sig-
natures. Then, for every extracted signature we searched for the database signature with
the lower distance. To calculate the distances between signatures, we used the Leven-
shtein distance [46] on optimal substrings (called partial-ratio distance, provided by
rapidfuzz Python library [5]). Unlike traditional Levenshtein distance, which compares
entire sequences and compute the minimum number of insertions, deletions, or substitu-
tions needed to transform one sequence into another, the partial ratio focuses on the most
similar subsequence. This distance returns the lowest Levenshtein distance on substrings
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within a longer string. This makes it particularly effective when comparing strings of
different lengths. By identifying the substring that maximizes similarity with the target
string, the partial ratio provides a normalized similarity score, ranging from 0% to 100%.
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(c) Avast Premium Security

Figure 6.4: Average percentage of extracted signatures present in each binary file, consid-
ering True Positives and False Negatives of each malware family, and all True Negatives.

For all the signatures, we searched a match in the ClamAV database by computing the
similarity scores, and retaining the highest score. The results of this test are shown in
Table 6.5. On average, the signatures extracted by DAMANI had an almost exact match
in ClamAV signature database.
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This experiment acts as a sanity check, providing external validation that the extracted
signatures are similar to the only white-box detection logic, and are not artifacts of the
CNN alone. We did not evaluate the coverage of ClamAV’s signature database against
our extracted signatures, since the latter are extracted from only five malware families,
whereas ClamAV database contains signatures for a much broader set of families. As
a result, the opposite test would not provide a meaningful assessment of our extraction
capability.

Test 2 - Signature presence across TP, FN, and TN. Finally, we searched ex-
tracted signatures inside different antivirus classification groups:

• True Positives (TP), are malware samples identified by the antivirus as malware;

• False Negatives (FN), are malware samples not identified as malicious by the an-
tivirus;

• True Negatives (TN), are goodware samples not identified as malicious by the an-
tivirus.

If the framework truly mimics antivirus behavior, signatures should appear more fre-
quently in TP samples, less frequently in FN samples and in TN samples. In fact, a
malware that does not contain one of antivirus’ signatures, cannot be identified as mali-
cious by the antivirus, while a malware that contains one or more of antivirus’ signatures
is automatically identified as malicious. We subdivided TP and FN in families, according
to the classification employed in the previous sections, and we searched the signatures
extracted by DAMANI in each binary file. The results are shown in Figure 6.4. This
distribution shows that the framework is capturing antivirus-specific decision logic rather
than simply learning intrinsic malware properties. In particular, the low presence of sig-
natures in FN cases helps illustrate that the framework models the antivirus mistakes as
well. The high number of matches in Scareware binaries shows that code reutilization is
frequent in this malware family. Likewise, the low number of matches in Backdoor and
Virus binaries suggests that there is a high variance between the files.

Outcome interpretation. This experiment validates that DAMANI extracts patterns
consistent with real antivirus engines and their misclassification behavior, reinforcing the
credibility of the previous experimental results.
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Figure 6.5: Distribution of the extracted signatures for the three antivirus software Win-
dows Defender, ClamAV, and Avast Premium Security.
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6.6. Extracted Signatures Analysis

In this section, we provide considerations about the signatures extracted by DAMANI.

6.6.1. Common Signatures Analysis

To verify the existence of malicious byte patterns in common between different antivirus
software, we first selected the 20% of extracted signatures for each antivirus appearing
in the largest number of malware files, allowing us to only consider the most significant
signatures, while maintaining a coherent proportion of each dataset. Figure 6.5 shows the
distribution of the extracted signatures across Windows Defender, ClamAV, and Avast
Premium Security. The first note is on the absolute number of extracted signatures, where
we can see that DAMANI extracted a large number of signatures from Windows Defender.
This phenomenon is due to the complex classification criterion of Windows Defender [54],
requiring a larger number of extracted signatures in order to reliably capture its decision
boundaries. Another fact worth noticing is that the intersection between Windows De-
fender and Avast Premium Security is the largest among the three antivirus. This aligns
with the target environments of the three software, with the ones of Windows Defender
and Avast Premium Security being more similar to each other with respect to ClamAV.
Both Defender and Avast are modern commercial antivirus systems optimized for broad,
real-time protection against prevalent Windows malware, employing both static and dy-
namic analysis. By contrast, ClamAV is an open-source antivirus that relies primarily
on a static, community-maintained signature database, without the same analysis depth
found in commercial products.

6.6.2. Signatures Disassembling

After identifying the most relevant signatures extracted by DAMANI, we employed a
disassemblation routine, wrote in Python using the capstone library, to analyze the
semantic functionality of the extracted byte patterns. It is important to note that, while
these observations provide additional context, they do not constitute a comprehensive
analysis. These insights offer a glimpse into the types of program fragments that antivirus
engines may target, but do not represent a full semantic evaluation of the code. Further in-
depth analysis would be necessary to fully understand the implications and functionality
of these code snippets.

We now provide three examples of disassembled signatures.
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Example 1: String extracted from Worms

0x73 0x73 0x61 0x67 0x65 0x20 0x77 0x61 0x73 0x20 0x69 0x6e 0x63 0x6c 0x75 0x64
0x65 0x64 0x20 0x61 0x73 0x20 0x61 0x74 0x74 0x61 0x63 0x68 0x6d 0x65 0x6e 0x74

0x00 0x54 0x68 0x69 0x73 0x20 0x4d 0x65 0x73 0x73 0x61 0x67 0x65 0x20 0x77 0x61

0x73 0x20 0x75 0x6e 0x64 0x65 0x6c 0x69 0x76 0x65 0x72 0x61 0x62 0x6c 0x65 0x20

0x64 0x75 0x65 0x20 0x74 0x6f 0x20 0x74 0x68 0x65 0x20 0x66 0x6f 0x6c 0x6c 0x6f

0x77 0x69 0x6e 0x67 0x20 0x72 0x65 0x61 0x73 0x6f 0x6e 0x3a 0x0d 0x0a

"ssage was included as attachment. This Message was undeliverable due to the

following reason:\r\n"↪→

This was a string extracted by Worms. Indeed, Email-Worms usually hardcode this kind
of messages for phishing attacks.

Example 2: Evasion Routine

0x83 0xec 0x28 0xe8 0x85 0x00 0x00 0x00 0xc7 0x44 0x24 0x14 0x00 0x00 0x00 0x00
0xc7 0x44 0x24 0x10 0x00 0x00 0x00 0x00 0xc7 0x44 0x24 0x0c 0x00 0x00 0x00 0x00

0xc7 0x44 0x24 0x08 0xc2 0x16 0x40 0x00 0xc7 0x44 0x24 0x04 0x00 0x00 0x00 0x00

0xc7 0x04 0x24 0x00 0x00 0x00 0x00 0xe8 0x91 0x10 0x00 0x00 0x83 0xec 0x18 0xc7

0x04 0x24 0x60 0xea 0x00 0x00 0xe8 0x92 0x10 0x00 0x00 0x83 0xec 0x04 0xe8 0xda

0x0f 0x00 0x00 0x89 0xc1 0xb8 0xe9 0xa2 0x8b 0x2e 0xf7 0xe9 0xd1 0xfa 0x89 0xc8

0xc1 0xf8 0x1f 0x29 0xc2 0x89 0xd0 0x89 0x45 0xfc 0x8b 0x55 0xfc 0x89 0xd0 0xc1

0xe0 0x02 0x01 0xd0 0x01 0xc0 0x01 0xd0 0x29 0xc1 0x89 0xc8 0x89 0x45 0xfc 0x8b

0x45 0xfc 0x89 0x04 0x24 0xe8 0xf9 0x04 0x00 0x00 0xeb 0xb3 0x90 0x55 0x89 0xe5

0x83 0xec 0x28 0xc7 0x45 0xf8 0x00 0x00 0x00 0x00 0xc7 0x04 0x24 0x00 0x00 0x00

0x00 0xe8 0x47 0x10 0x00 0x00 0x83 0xec 0x04 0xc7 0x44 0x24 0x08 0x04 0x01 0x00

0x00 0xc7 0x44 0x24 0x04 0x30 0x50 0x40 0x00 0x89 0x04 0x24 0xe8 0x3c 0x10 0x00

0x00 0x83 0xec 0x0c 0xc7 0x44 0x24 0x04 0xbe 0x40 0x40 0x00 0xc7 0x04 0x24 0x30

0x50 0x40 0x00 0xe8 0x65 0x0f 0x00 0x00 0xa3 0x14 0x50 0x40 0x00 0x83 0x3d 0x14

0x50 0x40 0x00 0x00 0x75 0x0c 0xc7 0x04 0x24 0x00 0x00 0x00 0x00 0xe8 0x2b 0x0f

0x00 0x00 0xc7 0x44 0x24

0x401293: sub esp, 0x28; bytes: 0x83 0xec 0x28
0x401296: call 0x401320; bytes: 0xe8 0x85 0x00 0x00 0x00

0x40129b: mov dword ptr [esp + 0x14], 0x00; bytes: 0xc7 0x44 0x24 0x14 0x00

0x00 0x00 0x00↪→

0x4012a3: mov dword ptr [esp + 0x10], 0x00; bytes: 0xc7 0x44 0x24 0x10 0x00

0x00 0x00 0x00↪→

0x4012ab: mov dword ptr [esp + 0xc], 0x00; bytes: 0xc7 0x44 0x24 0x0c 0x00

0x00 0x00 0x00↪→
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0x4012b3: mov dword ptr [esp + 0x8], 0x4016c2; bytes: 0xc7 0x44 0x24 0x08

0xc2 0x16 0x40 0x00↪→

0x4012bb: mov dword ptr [esp + 0x4], 0x00; bytes: 0xc7 0x44 0x24 0x04 0x00

0x00 0x00 0x00↪→

0x4012c3: mov dword ptr [esp], 0x00; bytes: 0xc7 0x04 0x24 0x00 0x00 0x00

0x00↪→

0x4012ca: call 0x402360; bytes: 0xe8 0x91 0x10 0x00 0x00

0x4012cf: sub esp, 0x18; bytes: 0x83 0xec 0x18

0x4012d2: mov dword ptr [esp], 0xea60; bytes: 0xc7 0x04 0x24 0x60 0xea 0x00

0x00↪→

0x4012d9: call 0x402370; bytes: 0xe8 0x92 0x10 0x00 0x00

0x4012de: sub esp, 0x4; bytes: 0x83 0xec 0x4

0x4012e1: call 0x4022c0; bytes: 0xe8 0xda 0x0f 0x00 0x00

0x4012e6: mov ecx, eax; bytes: 0x89 0xc1

0x4012e8: mov eax, 0x2e8ba2e9; bytes: 0xb8 0xe9 0xa2 0x8b 0x2e

0x4012ed: imul ecx; bytes: 0xf7 0xe9

0x4012ef: sar edx, 0x1; bytes: 0xd1 0xfa

0x4012f1: mov eax, ecx; bytes: 0x89 0xc8

0x4012f3: sar eax, 0x1f; bytes: 0xc1 0xf8 0x1f

0x4012f6: sub edx, eax; bytes: 0x29 0xc2

0x4012f8: mov eax, edx; bytes: 0x89 0xd0

0x4012fa: mov dword ptr [ebp - 0x4], eax; bytes: 0x89 0x45 0xfc

0x4012fd: mov edx, dword ptr [ebp - 0x4]; bytes: 0x8b 0x55 0xfc

0x401300: mov eax, edx; bytes: 0x89 0xd0

0x401302: shl eax, 0x2; bytes: 0xc1 0xe0 0x2

0x401305: add eax, edx; bytes: 0x01 0xd0

0x401307: add eax, eax; bytes: 0x01 0xc0

0x401309: add eax, edx; bytes: 0x01 0xd0

0x40130b: sub ecx, eax; bytes: 0x29 0xc1

0x40130d: mov eax, ecx; bytes: 0x89 0xc8

0x40130f: mov dword ptr [ebp - 0x4], eax; bytes: 0x89 0x45 0xfc

0x401312: mov eax, dword ptr [ebp - 0x4]; bytes: 0x8b 0x45 0xfc

0x401315: mov dword ptr [esp], eax; bytes: 0x89 0x04 0x24

0x401318: call 0x401816; bytes: 0xe8 0xf9 0x04 0x00 0x00

0x40131d: jmp 0x4012d2; bytes: 0xeb 0xb3

0x40131f: nop ; bytes: 0x90

0x401320: push ebp; bytes: 0x55

0x401321: mov ebp, esp; bytes: 0x89 0xe5

0x401323: sub esp, 0x28; bytes: 0x83 0xec 0x28
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0x401326: mov dword ptr [ebp - 0x8], 0x00; bytes: 0xc7 0x45 0xf8 0x00 0x00

0x00 0x00↪→

0x40132d: mov dword ptr [esp], 0x00; bytes: 0xc7 0x04 0x24 0x00 0x00 0x00

0x00↪→

0x401334: call 0x402380; bytes: 0xe8 0x47 0x10 0x00 0x00

0x401339: sub esp, 0x4; bytes: 0x83 0xec 0x4

0x40133c: mov dword ptr [esp + 0x8], 0x104; bytes: 0xc7 0x44 0x24 0x08 0x04

0x01 0x00 0x00↪→

0x401344: mov dword ptr [esp + 0x4], 0x405030; bytes: 0xc7 0x44 0x24 0x04

0x30 0x50 0x40 0x00↪→

0x40134c: mov dword ptr [esp], eax; bytes: 0x89 0x04 0x24

0x40134f: call 0x402390; bytes: 0xe8 0x3c 0x10 0x00 0x00

0x401354: sub esp, 0xc; bytes: 0x83 0xec 0xc

0x401357: mov dword ptr [esp + 0x4], 0x4040be; bytes: 0xc7 0x44 0x24 0x04

0xbe 0x40 0x40 0x00↪→

0x40135f: mov dword ptr [esp], 0x405030; bytes: 0xc7 0x04 0x24 0x30 0x50

0x40 0x00↪→

0x401366: call 0x4022d0; bytes: 0xe8 0x65 0x0f 0x00 0x00

0x40136b: mov dword ptr [0x405014], eax; bytes: 0xa3 0x14 0x50 0x40 0x00

0x401370: cmp dword ptr [0x405014], 0x00; bytes: 0x83 0x3d 0x14 0x50 0x40

0x00 0x00↪→

0x401377: jne 0x401385; bytes: 0x75 0xc

0x401379: mov dword ptr [esp], 0x00; bytes: 0xc7 0x04 0x24 0x00 0x00 0x00

0x00↪→

0x401380: call 0x4022b0; bytes: 0xe8 0x2b 0x0f 0x00 0x00

0x401385: mov dword ptr [esp + 0x8], 0x2; bytes: 0xc7 0x44 0x24 0x08 0x02

0x00 0x00 0x00↪→

This fragment, extracted from Viruses, seems to implement a periodic worker loop: the
program allocates stack space, initializes parameters, and invokes a function before en-
tering an infinite cycle. Inside the loop, the instruction mov dword ptr [esp], 0xea60

followed by a call could indicate an evasion technique. We disassembled the entire mal-
ware using IDA Free [2] and confirmed that the function at 0x402370 is in fact a Sleep,
as can be seen in Figure 6.6. This means that the program calls Sleep(60), which is
frequently used by malware software as evasion technique, in particular this technique is
called “Time-based Evasion” and is used to evade dynamic analysis.

Additionally, the initialization routine (starting at 0x401320) implements a simple self-
extracting dropper behavior. It prepares a buffer of size 0x104 (260) bytes, corresponding
to the Windows constant MAX_PATH, and passes it to a function (GetModuleFileNameA,
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Figure 6.6: Screen of assembly code returned by IDA Free

address 0x402390) that retrieves the path of its own executable file and opens it. Looking
at the disassembled code returned by IDA Free, we saw that these instructions are part of
a function that writes some of the program bytes into a new file named \exc.exe and ex-
ecutes it using ShellExecuteA. Essentially, the program contains a secondary executable
appended to itself and extracts and runs it at runtime.

Example 3: File Infector Routine

0xe8 0xa2 0x0e 0x00 0x00 0xa3 0x34 0x51 0x40 0x00 0xa1 0x14 0x50 0x40 0x00 0x89
0x44 0x24 0x0c 0xc7 0x44 0x24 0x08 0x01 0x00 0x00 0x00 0xa1 0x3c 0x51 0x40 0x00

0x89 0x44 0x24 0x04 0xa1 0x34 0x51 0x40 0x00 0x89 0x04 0x24 0xe8 0x66 0x0e 0x00

0x00 0xa1 0x14 0x50 0x40 0x00 0x89 0x04 0x24 0xe8 0x49 0x0e 0x00 0x00 0xc7 0x45

0xfc 0x00 0x00 0x00 0x00 0x8b 0x45 0xfc 0x3b 0x05 0x3c 0x51 0x40 0x00 0x7d 0x45

0xa1 0x34 0x51 0x40 0x00 0x03 0x45 0xfc 0x80 0x38 0x2a 0x75 0x31 0x8b 0x45 0xfc

0x03 0x05 0x34 0x51 0x40 0x00 0x40 0x80 0x38 0x2a 0x75 0x22 0x8b 0x45 0xfc 0x03

0x05 0x34 0x51 0x40 0x00 0x83 0xc0 0x02 0x80 0x38 0x2a 0x75 0x11 0x8b 0x45 0xfc

0x03 0x05 0x34 0x51 0x40 0x00 0x83 0xc0 0x03 0x89 0x45 0xf8 0xeb 0x07 0x8d

0x4013d9: call 0x402280; bytes: 0xe8 0xa2 0x0e 0x00 0x00
0x4013de: mov dword ptr [0x405134], eax; bytes: 0xa3 0x34 0x51 0x40 0x00

0x4013e3: mov eax, dword ptr [0x405014]; bytes: 0xa1 0x14 0x50 0x40 0x00

0x4013e8: mov dword ptr [esp + 0xc], eax; bytes: 0x89 0x44 0x24 0x0c

0x4013ec: mov dword ptr [esp + 8], 1; bytes: 0xc7 0x44 0x24 0x08 0x01 0x00

0x00 0x00↪→

0x4013f4: mov eax, dword ptr [0x40513c]; bytes: 0xa1 0x3c 0x51 0x40 0x00
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0x4013f9: mov dword ptr [esp + 4], eax; bytes: 0x89 0x44 0x24 0x04

0x4013fd: mov eax, dword ptr [0x405134]; bytes: 0xa1 0x34 0x51 0x40 0x00

0x401402: mov dword ptr [esp], eax; bytes: 0x89 0x04 0x24

0x401405: call 0x402270; bytes: 0xe8 0x66 0x0e 0x00 0x00

0x40140a: mov eax, dword ptr [0x405014]; bytes: 0xa1 0x14 0x50 0x40 0x00

0x40140f: mov dword ptr [esp], eax; bytes: 0x89 0x04 0x24

0x401412: call 0x402260; bytes: 0xe8 0x49 0x0e 0x00 0x00

0x401417: mov dword ptr [ebp - 4], 0; bytes: 0xc7 0x45 0xfc 0x00 0x00 0x00

0x00↪→

0x40141e: mov eax, dword ptr [ebp - 4]; bytes: 0x8b 0x45 0xfc

0x401421: cmp eax, dword ptr [0x40513c]; bytes: 0x3b 0x05 0x3c 0x51 0x40

0x00↪→

0x401427: jge 0x40146e; bytes: 0x7d 0x45

0x401429: mov eax, dword ptr [0x405134]; bytes: 0xa1 0x34 0x51 0x40 0x00

0x40142e: add eax, dword ptr [ebp - 4]; bytes: 0x03 0x45 0xfc

0x401431: cmp byte ptr [eax], 0x2a; bytes: 0x80 0x38 0x2a

0x401434: jne 0x401467; bytes: 0x75 0x31

0x401436: mov eax, dword ptr [ebp - 4]; bytes: 0x8b 0x45 0xfc

0x401439: add eax, dword ptr [0x405134]; bytes: 0x03 0x05 0x34 0x51 0x40

0x00↪→

0x40143f: inc eax; bytes: 0x40

0x401440: cmp byte ptr [eax], 0x2a; bytes: 0x80 0x38 0x2a

0x401443: jne 0x401467; bytes: 0x75 0x22

0x401445: mov eax, dword ptr [ebp - 4]; bytes: 0x8b 0x45 0xfc

0x401448: add eax, dword ptr [0x405134]; bytes: 0x03 0x05 0x34 0x51 0x40

0x00↪→

0x40144e: add eax, 2; bytes: 0x83 0xc0 0x02

0x401451: cmp byte ptr [eax], 0x2a; bytes: 0x80 0x38 0x2a

0x401454: jne 0x401467; bytes: 0x75 0x11

0x401456: mov eax, dword ptr [ebp - 4]; bytes: 0x8b 0x45 0xfc

0x401459: add eax, dword ptr [0x405134]; bytes: 0x03 0x05 0x34 0x51 0x40

0x00↪→

0x40145f: add eax, 3; bytes: 0x83 0xc0 0x03

0x401462: mov dword ptr [ebp - 8], eax; bytes: 0x89 0x45 0xf8

0x401465: jmp 0x40146e; bytes: 0xeb 0x07

0x401467: lea eax, [ebp - 4]; bytes: 0x8d 0x45 0xfc

This signature was extracted from Viruses. The examined assembly fragment performs
a sequential scan over a memory buffer. After a series of initialization calls, the pro-
gram checks for the presence of four consecutive bytes with value 0x2a (*), and, upon
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detecting this sequence, stores the address of the match before terminating the search.
This behavior could belong to several categories of routines commonly found in mal-
ware, such as infection-marker checks in file infectors, internal marker identification, and
loader/unpacker mechanisms. In particular, a sequence like **** is frequently used by
various malware families as an internal marker to delimit configuration data, encrypted
or compressed payloads, or custom sections appended to a host file. Some file-infecting
malware also employ such markers to determine whether a file has already been infected,
both to avoid multiple infections, which could increase the probability of detection by the
victim, and to locate previously injected code.

6.7. Discussion

This chapter presents the experiments performed on DAMANI’s extracted signatures.
These experiments evaluate reliability, necessity, and real-world consistency of the ex-
tracted signatures.

First, we demonstrate signatures reliability: when malware samples are reduced to the
extracted signature regions only, the CNN mimicking model continues to classify them
as malicious with very high accuracy. Additionally, injecting the signatures into benign
binaries increases their malicious score. These results confirm that the extracted byte
patterns actively reflect malicious semantics learned by the mimicking model.

Second, we evaluate signatures necessity. Removing only the extracted signatures’ bytes
from malware samples leads to a drastic drop in malicious classification, while removing
an equivalent number of randomly selected bytes does not produce the same effect. This
comparison shows that the extracted regions are not arbitrary portions of the binary:
they are responsible for triggering the learned detection logic.

Third, we assess real-world consistency. The comparison with the publicly available sig-
natures database of ClamAV reveals a high similarity between signatures extracted by
DAMANI and actual antivirus signatures, providing an external sanity check. Moreover,
the distribution of signatures across antivirus’ True Positives, False Negatives, and True
Negatives shows that DAMANI captures antivirus-specific decision behavior, including
misclassification patterns, rather than simply learning malware characteristics.

Finally, we analyze common signatures across different antivirus engines and performed a
disassembly of the most frequent patterns. While this does not constitute a full semantic
study, it provides additional contextual insight into the nature of the extracted code
fragments, supporting the interpretation that DAMANI isolates meaningful byte patterns.
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Overall, the experimental results demonstrate that DAMANI is capable of extracting byte-
level patterns that are both sufficient and necessary for the mimicked detection process,
and that these patterns exhibit measurable consistency with real antivirus logic. This
validation establishes the framework as a viable tool for structured analysis of black-box
malware detection systems.
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7| Limitations

Although the proposed DAMANI framework demonstrates that it is possible to approx-
imate and analyze static detection patterns used by antivirus engines, we acknowledge
some limitations related to the complexity of antivirus classification criterion, and to the
intrinsic limitations of deep learning models.

Missing Direct Validation on Antivirus Engines. The extracted signatures are
primarily validated through the CNN mimicking models rather than by directly test-
ing them against the real antivirus engines. While the mimicking models are trained to
approximate antivirus behavior, they remain an approximation and may not perfectly
capture all aspects of the real detection logic, especially when dynamic analysis, heuris-
tics, or contextual information are involved. Directly injecting extracted signatures into
real malware and evaluating them against commercial antivirus products would provide
stronger validation. However, such experiments are difficult to perform reliably due to
the closed-source nature of antivirus software, differences in scanning environments, and
safety constraints when manipulating live malware. We perform some preliminary tests
using the actual antivirus engines, but the classification assigned to incomplete or modi-
fied binaries proved to be unreliable for learning intrinsic decision criterion, causing the
usage of a mimicking model to be necessary.

Image Representation of Binaries. In this thesis, malware binaries are converted
into images of fixed dimensions in order to be processed by 2D convolutional neural
networks. Although PNG encoding itself is lossless, the transformation of binaries into
fixed-size images introduces structural distortions. Resizing, and padding, may modify
the original file, while the 2D reshaping enforces a spatial organization that does not
naturally exist in the sequential byte stream. In particular, bytes that are distant in
the original layout may become neighbors in the same column of the image, generating
artificial correlations between unrelated regions of the binary. As a result, the CNN
may learn patterns that are influenced by the imposed geometry rather than by the true
semantics of the executable. Moreover, the image-based representation abstracts away
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semantic PE information such as section boundaries, imports, and control-flow structure,
which may also contribute to antivirus detection decisions.

Limited Coverage of Our Analysis. The extraction phase focuses on a restricted
number of malware families in order to enable stable autoencoder training and family-
specific analysis. While this choice improves interpretability, it limits the generality of
the extracted signatures and reduces the representativeness of the evaluation with respect
to the entire malware ecosystem. Antivirus engines typically rely on signatures spanning
thousands of malware families and obfuscation strategies, whereas DAMANI analyzes only
a reduced subset of them. As a consequence, the extracted patterns not fully capture the
diversity of real-world detection logic. Scaling the framework to larger and more diverse
malware collections would allow the extraction of broader detection patterns and enable
cross-family analysis. This would require larger datasets, improved clustering and family
assignment strategies, and increased computational resources. Moreover, DAMANI was
evaluated using three representative antivirus engines, but other commercial and open-
source solutions exist in practice. Extending the analysis to a wider range of antivirus
products, despite increasing the computational workload, would provide a more compre-
hensive view of common detection strategies and would increase the information that
DAMANI is able to extract.

Framework Limitations. DAMANI is designed and evaluated exclusively on Win-
dows Portable Executable (PE) files. Other malware formats such as scripts, documents,
archives, ELF binaries, or mobile applications are not considered. The framework has not
been used on non-PE malware, and the analysis performed in this thesis only reflects the
detection logic applied to Windows executables.

The autoencoder operates on fixed-size image representations with a relatively limited
resolution (e.g., 300×300 bytes). As a result, only a portion of large binaries can be
processed. This limits the applicability of the framework to very large executables and
may bias extraction toward early or resized portions of the binary.

Training multiple CNNs and autoencoders for each antivirus and malware family is com-
putationally expensive and may limit scalability when extending the framework to many
engines or very large datasets.
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8| Future Works

The DAMANI framework has demonstrated the feasibility of approximating and inter-
preting the static detection logic of antivirus engines through deep learning. However,
as discussed in the limitations, several challenges remain regarding validation, scalability,
and representation. Future research directions aim to address these constraints to enhance
the framework’s robustness, versatility, and real-world applicability.

Bridge the Gap with Antivirus. A primary limitation of the current study is the
reliance on mimicking models for validation, as direct tests against commercial antivirus
engines yielded suboptimal results (we provide further information in Appendix A). Fu-
ture works could find a way to interact directly with the antivirus engine during the
signature extraction, allowing the framework to learn directly from the antivirus instead
of a mimicking model.

Binary Representation Change. The conversion of binaries into fixed-dimension 2D
images can introduce structural distortions and artificial spatial correlations. To mitigate
this, future research should explore sequential and semantic-aware architectures.

• 1D-CNN: One Dimensional Convolutional Neural Networks parse the input file as
a raw byte sequence, without the need for a 2D spatial dimension. This family of
models, when applied to medium-large binary files, requires complex training;

• Transformers for Binaries: Adopting architecture similar to BERT (Bidirec-
tional Encoder Representations from Transformers) or GPT (Generative Pre-trained
Transformer) process binaries as sequences of bytes would capture long-range de-
pendencies, and the true sequential nature of the code without imposing an artificial
2D grid structure;

• Graph Neural Networks (GNNs): Instead of treating the binary as a raw byte
stream, extracting the Control Flow Graph (CFG) or Function Call Graph (FCG)
and processing it with GNNs would preserve the semantic structure of the program,
making the analysis robust against layout randomization and padding.
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More Malware Families and More Antivirus Engines. The current analysis is
limited to a subset of five malware families and three antivirus engines. Scaling the
framework is essential for generalization:

• Dataset Integration: Future deployments should utilize larger or more specific
repositories to cover other malware families, including rare or highly obfuscated
variants;

• Multi-Engine Correlation: By training on a wider array of commercial and
open-source engines, the framework could be used to identify patterns detected by
multiple engines, offering deeper insights into the proprietary heuristics of different
security companies;

• Same-Engine Changes: another promising direction concerns the temporal evo-
lution of antivirus signatures. Antivirus engines are continuously updated, and
detection logic changes over time. Analyzing how extracted signatures evolve across
different versions of the same antivirus would provide insight into signature robust-
ness, update strategies, and the stability of static detection mechanisms.

Support for Different Extensions. Since DAMANI is currently restricted to Win-
dows PE files, extending the pipeline to support ELF (Linux), Mach-O (macOS), and
other formats would provide a more generalized framework.

DAMANI for Adversarial Malware Generation. Finally, DAMANI could be ex-
tended toward automatic adversarial malware generation, where extracted signatures are
automatically obfuscated in malware to minimize detectability while preserving function-
ality. Such a framework would allow the study of antivirus resilience and the development
of stronger defensive mechanisms against adversarial evasion.
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9| Conclusions

The goal of this thesis was to investigate whether it is possible to approximate and ana-
lyze the static detection logic of antivirus software by extracting representative byte-level
signatures from black-box engines. Rather than designing a new malware detector, the
focus was on understanding and interpreting the patterns that real antivirus products use
to classify binaries as malicious.

To achieve this objective, we proposed DAMANI, a framework that treats antivirus en-
gines as black-box classifiers and uses a deep learning model to mimic their behavior.
Portable Executable binaries were collected from public repositories, labeled using mul-
tiple antivirus engines, and transformed into image representations suitable for a Two-
Dimensional Convolutional Neural Network. This deep learning model was trained to
reproduce the antivirus decisions, while a Convolutional Autoencoder was employed to
extract the regions of the input that preserve malicious classifications. These regions were
post-processed to obtain signature-like byte sequences, which were then analyzed across
malware families and across different antivirus engines.

Experimental evaluation demonstrated that the extracted signatures are not random sub-
strings, but contribute to the mimicked antivirus decisions. Malware samples composed
only of the extracted regions remain classified as malicious by the mimicking model,
whereas removing those regions significantly reduces the maliciousness score. Additional
experiments showed that the presence of signatures correlates with true positive detections
rather than generic malware classification, confirming that DAMANI captures antivirus-
specific behavior. In the end, cross-engine analysis revealed both shared and engine-
specific detection patterns.

Looking forward, signature extraction frameworks such as DAMANI can become valuable
tools for researchers. They may help assess the robustness of antivirus detection logic,
compare different engines at a semantic level, or study how detection strategies evolve over
time. In a broader perspective, combining black-box learning, explainability, and cross-
engine analysis opens the door to more transparent and interpretable security systems.
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In addition to the experiments conducted on the mimicking CNN models, we performed
preliminary tests to validate the signatures extracted by DAMANI directly with antivirus
engines. The objective of these tests was to verify whether the extracted byte sequences
were sufficient to trigger detection when evaluated by the antivirus software. We now
describe these tests and discuss why they cannot be considered reliable, leading us to the
usage of the mimicking model for the validation tests in Section 6.3 and Section 6.4.

The majority of these experiments replicate the tests performed on the CNN mimicking
models. Several manipulations were applied to malware and benign samples to evaluate
the effect of the extracted signatures. Specifically, we performed the following tests:

• Signatures-only test: all bytes outside the extracted signature regions were set
to zero, keeping only the malicious regions unmodified;

• Signature removal test: only the extracted malicious bytes were zeroed out,
while the rest of the binary was preserved. This is the only test where we expect no
malicious binaries detected;

• Random bytes removal test: a random subset of bytes was set to zero to evalu-
ate whether detection changes were caused by generic structural alterations rather
than by the removal of signature-specific regions. Differently from the CNN-based
experiment explained in Chapter 6, we progressively reduced the number of mod-
ified bytes. Surprisingly, even when only a small number (between 50 and 100) of
randomly selected bytes were zeroed out, the antivirus engine no longer classified
the file as malicious, suggesting a high sensitivity to binary alterations;

• Signature injection into benign files: extracted signatures were injected into
randomly selected benign binaries by overwriting bytes at corresponding positions;

• Ad hoc section injection: since most of the previous manipulations corrupted
the executable structure and invalidated the PE format, we also created a minimal
benign executable and inserted one extracted signature at a time into a dedicated,
custom section, ensuring that the binary remained functional and structurally valid.



80 A| Tests on Antivirus Engines

Across all experiments, none of the manipulated binaries were detected as malicious by
the original antivirus engines. These results must be interpreted carefully: in fact, several
factors may explain the difference between the mimicking-model validation and the real-
antivirus behavior.

First, modern antivirus engines rely on more than just static byte-level signatures: they
may combine multiple detection components, including heuristic analysis, structural checks,
metadata validation, unpacking routines, and potentially even behavioral or emulation-
based mechanisms. Therefore, the presence of some malicious byte sequences alone may
not be sufficient to trigger detection in isolation.

Second, the extracted regions identified by DAMANI may correspond to substrings or
fragments of larger proprietary signatures. If the original detection rule search for the
exact same signature contained in the database or spans a wider context, incorporating
positional, structural, or semantic constraints, isolating only a portion of it would not
create the full detection condition.

Third, direct binary manipulation may disrupt subtle structural properties of the exe-
cutable that are implicitly considered during scanning, even when the file remains syn-
tactically valid. In contrast, the mimicking CNN operates purely on pixel-level repre-
sentations and does not account for higher-level file semantics or multi-stage detection
pipelines.

Overall, these experiments highlight the limitation of directly analyzing proprietary an-
tivirus engines in a black-box setting. As experimentally observed, even small binary
modifications, such as zeroing a limited number of bytes, can lead to unpredictable or
undefined detection behavior in real antivirus systems.

For this reason, the adoption of a mimicking model is necessary for our work. The mim-
icking CNN provides a stable and differentiable approximation of the antivirus decision
boundary, allowing controlled manipulation of the input. Without such an approxima-
tion, deep learning-based signature extraction would not be feasible, since real antivirus
engines do not expose intermediate scores, gradients, or structured feedback.

Therefore, the results obtained when directly testing the extracted signatures on real an-
tivirus engines do not invalidate the DAMANI framework. Rather, they reinforce its core
assumption: meaningful analysis of proprietary detection logic requires first constructing
an interpretable and stable mimicking model. DAMANI should in fact be interpreted as
a framework for approximating and studying static detection behavior under black-box
constraints, not as a tool for reconstructing exact antivirus detection logic.
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